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Abstract

In this day of rapidly expanding technology, large industries, enterprises, and star-
tups must safeguard sensitive information about their clients, employees, internal
processes, and more. However, with the growth of hackers and developed hacking
tools and software, maintaining this level of security has become a difficult undertak-
ing. In recent years, the odds of encountering a security breach by large industries
have been on the rise. As a result, businesses are concerned about data security and
are looking for innovative ways to safeguard themselves from cyber-attacks. For
businesses looking to protect themselves from cyber-attacks, a Cybersecurity Oper-
ation Centre (SOC) might be an excellent solution. The Cybersecurity Operation
Center (SOC) is a prevention and response center for network activities. Security
Operation Centers (SOC) are essential for establishing industry cybersecurity strat-
egy since it has the ability to identify, evaluate, and give detail information of a wide
range of hostile unlawful conduct. However, the security operations center (SOC)
is more of an afterthought in most industries or firms than the major section of
the corporation in the IT sphere. The aim of our project is to give an overview of
open-source SOC applications for industries and develop security operations utilizing
open-source technology SIEM.

Keywords: SIEM; Cybersecurity; Wazuh; ELK; Security Operations Center; SOC;
Security; Security Information; Open Source Technology.

v



Acknowledgement

Firstly, I am grateful to Almighty ALLAH. It would have been impossible for me to
complete this project without His heavenly favor.

Secondly, I would like to thank Annajiat Alim Rasel, Senior Lecturer, and Muham-
mad Abdur Rahman Adnan, Lecturer, Department of Computer Science, Brac Uni-
versity, for their continuous support and encouragement throughout the thesis. They
were incredibly kind and supportive of my efforts at all times. Without the help of
all of my respected teachers, I would not have been able to achieve this academic
goal. Additionally, they made an effort to push me outside my comfort zones, which
helped me produce effective outcomes.

Lastly, I want to give a big thanks from my heart to all my family members for their
support and motivation whenever I needed it.



Table of Contents

Declaration i
Approval ii
Abstract iv
Acknowledgment v
Table of Contents vi
List of Tables viii
List of Figures ix
1 INTRODUCTION 1
1.1 Introduction . . . . . . . . . . ... 1
1.2 Research Objectives. . . . . . . .. ... ... 2
1.3 Explanation of Open Source SIEM . . . . . ... .. ... .. .. ... 2
1.4 Techniques . . . . . . . . . 3
1.5 Target Audience . . . . . . . . . . ... 4
1.6 Project Outline . . . . . . . . .. ... 4
2 LITERATURE REVIEW 5
3 SIMULATION AND ANALYSIS 7
3.1 Environment Setup . . . . . . . .. .. 7
3.2 Machine Details . . . . . . . . . . ... 8
3.3 Setting Up Wazuh Manager . . . . . . .. ... ... ... .. .... 8
3.4 Ubuntu Agent . . . . . . . . ... 9
3.5 Windows Agent . . . . . . ... 9
3.6 Elasticsearch . . . . . . ... ... 10
3.7 Kibana . . . . . ... 10
3.8 SSL Certification . . . . . . . . . ... ... 11
3.9 File Integrity Monitoring . . . . . . . . .. ... oL 12
3.10 Secure Sockets Layer . . . . . . . . .. ... 12
3.11 Events check from the dashboard . . . . . . . ... ... ... .... 12
3.12 Integrity Check with Virustotal . . . . . . . ... .. ... ... ... 15
3.13 Integrity Check Automation . . . . . . . ... ... ... ... .... 17
3.14 Active Response . . . . . . . . . ... 17
3.15 Case Scenario . . . . . . . . . .. 18

vi



4 AN EVALUATION AND COMPARISON OF SIEM INTELLI-

GENCE

4.1 SIEM INTELLIGENCE COMPARISON AND ANALYSIS . . .. ..
4.2 Comparison Table . . . . . . . . .. .. ... ...

5 FUTURE WORK AND CONCLUSION

5.1 Conclusion .
5.2  Future Work

Bibliography

vil

20
20
24

25
25
25

26



List of Tables

3.1 Machine Details . . . . . . . . .

4.1 SIEM Comparison Table . . . . . . . ... .. ... ... .. .....

viil



List of Figures

1.1

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9
3.10
3.11
3.12
3.13
3.14
3.15
3.16
3.17
3.18
3.19
3.20
3.21
3.22

4.1
4.2
4.3

Network Infrastructure . . . . . . . .. ... ... ... ... ... 3
Oracle Virtual Box setup . . . . . . . .. ... ... ... .. ..., 7
Elasticsearch, Kibana & Agent machine configuration . . . . . . . .. 8
Wazuh-manager active status . . . . .. ... ... ... 9
Ubuntu agent active status . . . . . . . . .. . .. ... ... ... .. 9
Windows XP agent . . . . . .. ... oo oo 10
Elasticsearch active status . . . . . . . ... ..o 10
Netstat port scanning outcome . . . . . . . . .. ... ... ... .. 11
Kibana active status . . . . . . . ... .. ... ... ... 11
Infrastructure for Secure Sockets Layer (SSL) . . . .. .. ... ... 11
Login to the dashboard of Elastic Kibana . . . . . . . . ... ... .. 12
Event logs from a dashboard . . . . . . . ... ... ... .. ..... 13
Modified event logs from dashboard . . . . . . .. ... ... .. ... 13
Details of event logs from dashboard . . . . . ... ... ... ... .. 14
Event logs modification-specific data from the dashboard . . . . . . . 14
VirusTotal interface . . . . . . . . . ... .. ... ... ... ... 15
VirusTotal result . . . . . . .. . ... 15
Das Malwerk malware website . . . . . . . . . ... .. ... .. ... 16
Virustotal infected files result . . . . . . . ... ... ... ... ... 16
Turning on the VirusTotal option . . . . . . ... .. ... ... ... 17
VirusTotal security dashboard . . . . . . ... ... ... ... . ... 18
Access a computer remotely . . . ... 18
Active Response events log . . . . . . . .. ... oL 19
Threat identification using elastic stack workflow diagram . . . . . . . 20
Elastic stack pipeline . . . . . . . . . ... ... ... L. 21
VirusTotal flowchart. . . . . . . ... .. ... 0oL 21

1X



Chapter 1

INTRODUCTION

1.1 Introduction

A security operations center (SOC) serves as the hub for an organization’s infor-
mation security department. The SOC refers to both the physical facility and the
security team that identifies, analyses and responds to security threats. SOC teams
frequently include management, security analysts, and engineers. Companies can
now benefit from streamlined security operations that need less time and resources,
thanks to next-generation security platforms and solutions.

Following the current statistics, the maximum number of security breaches that
companies report increased from 130 in 2017 to 145 in 2018, an increase of 11%
[3]. However, these figures only reflect incidences that have been recognized and
recorded; the number of cases that have gone unreported is very certainly far higher.
The annual cost of any cyber-attack is steadily increasing. It’s sad that many attacks
go largely unnoticed for a long time. In 2018, it took a median of 196 days to
find a vulnerability, while preventing it required an average of 69 days [5]. The
incident highlights how poorly corporations recognize and respond to cyber-attacks.
Organizations without a security operations center (SOC) and who do not undertake
periodic security assessments are unaware of the premier threats of security. For
this reason, they are unaware of their system and when their systems have been
compromised. In this thesis paper, an unethical approach is defined as a breach
in cybersecurity. Security Operations Centers (SOC) can take efforts to identify
information and respond to cybersecurity threats. They utilize a combination of
people, procedures, and technology to successfully identify, mitigate dangers, ideally
before they cause harm. There is no regular system for defining who is responsible
for what task, how difficulties are addressed, or how they are documented. SITEM
software is the backbone of a Security Operation Center. SIEM stands for ” Security
Information and Event Management.” Many SIEM software are available in the
market. Some are commercial while others are open source. Splunk, IBM, and
McAfee are the most well-known paid SIEM providers. There are also some open
source SIEM solutions available.



1.2 Research Objectives

The aim of this project is to build security operations using open-source technology
SIEM for industries. So, the objectives of this project are:

1) To learn more about SOC and open source SIEM solutions.

2) To obtain complete data security in an affordable manner and gain reliability for
open source technology.

3) Gathering network device log events (Computers, Routers, Switches, printers,
ete).

4) Detect harmful activity by analyzing logs and events.

1.3 Explanation of Open Source SIEM

Security Information and Event Management, or SIEM, provides enterprises with
next-generation capabilities for detection, analytics, and response. SIEM is basi-
cally the combination of SIM (security information management) and SEM (security
event management). They analyze security alerts generated by network hardware
and apps in real time. SIEM tools that are open source are freely available, they can
be used by anyone who wants to use this tool. As it is public, anyone can change
the code and modify it on their own and it is free of cost. The open source SIEM
technologies are a public utility, anybody can use them. It is also free of charge.
Paid STEM technologies are widely accessible on the market. There are also several
SEIM solutions that are free and open source. These are not expensive, and they
help to cut costs, which may assist anybody in providing this service and taking
the essential measures for businesses. In today’s world, everyone wants to keep their
data protected, and they’re becoming more aware of cybersecurity. As a result, these
open source SIEM products can assist businesses in avoiding unaffordable costs.

There are lots of open-source technologies available. Such as,

1. Apache Metron.
2. AlienVault OSSIM.
3. MozDef.

4. OSSEC 13.
5. Wazuh.

6. Prelude OSS.
7. Snort.

8. Sagan.

9. ELK Stack.
10. SEIMonste.



1.4 Techniques

Security Operation Center (SOC) is a group of experts working to preventing data
leakage and other cybersecurity risks. A SOC’s role is to monitor, identify, inves-
tigate, and respond to all types of cyber threats [1]. In this paper, SOC is divided
into two functions. First, fixing out security monitoring tools, and second, open-
source tools. In these two situations, we find indemnity and safety through it. Also,
we trace the ambiguous and distressed activity. In this paper, some necessary tools
have been adapted to proceed with research. - VirtualBox/VMWare tools have been
used here for software virtualization, which ensures that any virtual machine can be
run with this [2].

A=

Kibana Daghboard

ﬁ Zl VirusTotal
-

Ubuntu - Agent 1
— .' — ..

Filebeats ElasticSearch Database

i

Windows - Agent

Figure 1.1: Network Infrastructure

Another one is Wazuh whose goal is to collect system logs from all of the agents
belonging to the system. The best part of Wazuh is, that it can instruct the devices.
Wazuh API is an open-source RESTful API that allows users to communicate with
the Wazuh management via a web browser, a command-line tool such as cURL,
or any script or program that can perform web calls [2]. Kibana Query Language
(KQL) is a simple phrase for querying Elasticsearch data using either free text or
field-based search. KQL is only used to filter data. It has no role for organizing or
collecting it. As you type, KQL will suggest field names, values, and operators [4].
Elasticsearch, Logstash, and Kibana make up the ELK stack, which is an acronym
for a stack made up of three major open-source projects. ELK Stack helps cus-
tomers by providing a better basis that receives and processes data from several
data sources, maintains it in a centralized data store that can scale as data evolves,
and offers a variety of data analysis techniques [4]. The most widely used Open
Source Intrusion Prevention System in the world is Snort (IPS). In order to detect
dangerous network behavior, Snort IPS uses a collection of rules. It then applies
those rules to find packets that match those requirements, issuing alerts for clients.

[4].



1.5 Target Audience

On the market, plenty of paid SIEM software is available. However, they are very
costly. For businesses, the expense might be very massive at times. The other
difficulty is that businesses are not convinced enough of the benefits of open-source
SIEM technology. Therefore, we mainly focused on mid-level industries as they do
not often use any SIEM solutions for their company and for this reason they are
mostly at risk at the current time. In such a situation, we came up with our solution
which is providing free services to the companies as an alternative and our solutions
can be customized as well which will create a huge impact on the industries.

1.6 Project Outline

There are 5 chapters in this project work. I presented the SOC in the first chapter
using free source software. I covered the literature review for this study in chapter 2.
The topics of simulation and analysis have been covered in chapter 3. The table of
comparisons between largely relevant thesis works is included in Chapter 4. Finally,
I came up with the conclusion and mentioned the future work scope in chapter 5.



Chapter 2
LITERATURE REVIEW

Nowadays, most industries need security to make sure their reliability, stability, and
awareness. The more data is processed, the more risk it bears. As a result, to make
the best implementation of an organization the safest way is prevention. Building
security operations using open-source technology helps to get the solution of it.

This study analyses the possibilities of converting unfavorable Central Authentica-
tion Service (CAS) logs into useful data points by detecting anomalies using Elastic
Stack (Filebeat, Logstash, Elasticsearch, and Kibana). Filebeat collects AS logs and
forwards them to Logstash. In this paper, a pilot project utilizing Elastic Stack to
process, convert, and analyze unused CAS data was presented in order to identify
digital risks and strengthen cybersecurity. The paper described several forms of
cyber threats that exist today, as well as the dangers they may create.

The paper also explained why and how the solution’s bespoke Grok pattern was
developed. The efficacy of the Kibana visualization tool was recorded in order to
demonstrate how simple it was to consume CAS data after it had been structured.
Furthermore, the efficiency of the Elasticsearch component was analyzed

[4]-

Implementing a SOC for a company in our country is an expensive process. How-
ever, most companies fail to acknowledge the obstacles to implementing a SOC in
their industries according to the individuals, methods, and expertise.

The research [3] came up with a solution for the integration problems that occur
with introducing a SOC into a company. The obstacles of embedding a freshly
constructed SOC through an association’s data IT environment, including which
workstations, processors, connection endpoints, software, and programs are hosted
and web servers are employed, were covered in this study. Furthermore, the article
also describes how to connect the SOC SIEM to the organization’s system developed.
Eventually, the paper highlights how to generate value for significant investments
made in creating, building, and running a SOC.

Cybersecurity has been considered a vital issue for all industries as a result of cyber-
attacks. Due to limited funds, a lack of knowledge, and a lack of awareness of the
risks that they will encounter, small to medium-sized organizations (SMEs) struggle
to exercise appropriate network protection.



The research work [1] proposes SOC to improve industries’ security with the tech-
niques that are mentioned with triad PPT (Person, Process, and Technology). They
have also implemented three SIEM tools (OSSIM, ELK, LogPoint) and showed dif-
ferences among them. Moreover, the ideas that are mentioned here will help to know
the usage of the tool for specific situations.

Security event correlation is fundamental to any SIEM system. The paper [6] talks
about the current status of research in the security event correlation literature by
conducting a comprehensive review of the literature over the past decade including
publication year, knowledge extraction techniques, utilized data sources, architec-
tural solutions, and quality assessment of correlation techniques. The datasets and
metrics utilized here are quite rational and perfectly linked with security event cor-
relation. In this paper, they explored and assessed the obstacles and improvements
of techniques to building security event correlation in depth, although it might have
been more explicit. Moreover, the research focuses on the possibilities of detecting
unknown attacks, architectural solutions, and the usage of event-starting data which
is quite interesting.



Chapter 3

SIMULATION AND ANALYSIS

3.1 Environment Setup

Ubuntu and Windows XP have been deployed as agents in the virtual box for net-
work infrastructure. The Wazuh Manager collects the log data from the agents. The
log data from the agents will be collected by it. Elasticsearch will get data from
Filebeats. For passing data to Elasticsearch, there are several established rules.
Elasticsearch is used to quickly and simultaneously store, search, and analyze vast
amounts of data, with results arriving in milliseconds. Finally, data will be visual-
ized using statistical features, graphs, scatter plots, graphical representations and
established global capabilities in Kibana.

| @ Oracle UM VirtualBox Manager - o X
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ystem: Arch Limpx (64-bit)
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cesieration:  VT-x/AMD-V, Nested Paging, KVM Parertuskzatan

File Machine Help

Ubuntu 21.04 - Agent
Ml © Fowered o

) Windows 10 - Agent.
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i i-"‘l Metasploitable

&) Powered OFf

Figure 3.1: Oracle Virtual Box setup

We must consider the capabilities of our host system, since we are executing this
lab setting on our own local platform. Our system, for example, has four cores and
eight gigabytes of RAM. We’ll install Wazuh manager and File Beats on one system
(Kali) for improved RAM management, and ElasticSearch and Kibana on another
Kali machine. There are two agents in total. The first is Windows 10, while the
second is Ubuntu.



Machine OS RAM | CPU 1P
Agent-3 Kali Rolling x64, 2020.4 | 2GB 1 10.0.2.10
Elasticsearch and Kibana | Kali Linux x64, 2019.3 | 3GB 2 10.0.2.15
Agent-2 Ubuntu 21.04 1GB 1 10.0.2.15
Agent-1 Windows XP 1GB 1 10.0.2.9
Table 3.1: Machine Details
3.2 Machine Details
E
“‘;i;n::‘;g;:& — &2 Kali - Elastic & Kibana 8 Agent - Settings 7 »
= B el Metwork
W | System Adapter 1 Adapter 2 Adspter 3 Adagher 4
B ooy [=] Enable Natwork sdapear
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Figure 3.2: Elasticsearch, Kibana & Agent machine configuration

In below, it is showing the configuration of a Kali Machine which contains Wazuh-
manager and Filebeat. The given RAM of this machine is 2GB, and it’s taking 2
Processors.

3.3 Setting Up Wazuh Manager

The framework known as the Wazuh manager monitors the data obtained from ev-
ery single identified expert and notifies users when an incident exceeds an user to
check. For instance, disruption discovered, document updated, layout not as speci-
fied, prospective malware and so on. The supervisor also serves as an expert on the
neighborhood machine, which means it has all of the components that a specialist
has. Furthermore, the director may advance the warnings that it generates through
Syslog, messaging, or coordinated external APIs.

The Wazuh manager will use this network to gather log data from the agents, and
wash manager will be the major store. Logs generated by agents will be saved at

the wazuh manager. The Wazuh manager is run on a Kali Linux computer. The
manager’s [P address is 10.0.2.10.
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Figure 3.3: Wazuh-manager active status

3.4 Ubuntu Agent

This Ubuntu machine serves as an agent for our system, as seen in Figure 6.

=l root@osboxes: /home/osboxes

root@osboxes: /home/osboxes# systemctl status wazuh-agent
wazuh-agent.service - Wazuh agent
Loaded: loaded (/etc/systemd/system/wazuh-agent.service; enabled; vendor preset: enabled)
Active since Mon 2021-08-09 06:21:43 EDT; 8min ago
T 24 (limit: 1087)
Memory: 3.7M
CGroup: fsystem.slice/wazuh-agent.service
882 c/bin/ossec-execd
910 ec/bin/ossec-agentd
939
966 c/bin/ossec-logcollector
1015 c/bin/wazuh-modulesd

osboxes env[755]: Started ossec-agentd

osboxes env[755]: arted ossec-syscheckd...

osboxes env[755 c-logcollector...

osboxes env[755 Started wazuh-modulesd. ..

osboxes env[755]: Completed.

osboxes systemd[1]: Started Wazuh agent.

osboxes systemd[1]: /[etc/systemd/system/wazuh-agent.service configured to use KillMode=none. is unsafe, it disables systemd's process lifecycleg

osboxes systemd[1]: /etc/systemd/system/wazuh-agent.service:13: configured to i i is unsafe, as it disables systemd's process lifecycled

stemd[1]: [etc/systemd/system/wazuh-agent.service:13: configured to i - is is unsafe, it disables systemd's process lifecycleg

s systemd[1]: [etc/systemd/system/wazuh-agent.service 5 configured to use KillMod 5 is unsafe, it disables systemd's process lifecycleg

Figure 3.4: Ubuntu agent active status

3.5 Windows Agent

This Windows XP machine serves as a system agent, controlling all of the virtual
machines in the system’s 8 GB RAM. It might also be any Windows operating
system.
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Figure 3.5: Windows XP agent

3.6 Elasticsearch

Wazuh provides security visibility into your Docker hosts and compartments, mon-
itoring their behavior and identifying hazards, flaws, and anomalies. Clients can
see images, volumes, network settings, and operating compartments, thanks to the
Wazuh agent’s local coordination with the Docker motor.

t: disabled)
active (running) since Mon 2021-08-89
1ttps://www.elastic.co
2304 (java)
94 (limit: 3524)

lines 1-13/13 (END)

Figure 3.6: Elasticsearch active status

Elasticsearch is working on the default port 9200.
The service is offered through 9200 ports, and the port is accessible.

3.7 Kibana

Kibana is just a software tool for data analysis and visualization that is commonly
used for operational foresight use case scenarios, statistical models, and log evalu-
ation. It has outstanding and user-friendly features including implicit geographic
support, bar graphs, arc charts, graph patterns, and graphical representations. Us-
ing the Elastic Stack as its foundation, the free and open-source desktop imple-
mentation Kibana offers search functionality. Moreover, it shows data visualization

10
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Proto Recv-0Q Se Local Address Foreign Address State PID/Program name
0.0.0.0:111 0.0.0.0:% LISTEN 1/init
10.0.2.15:8088 0.0.0.0:%* LISTEN 642 /node

RS e : LISTEN 1/init
18.0.2.15:9200 i LISTEN 1916/java
10.0.2.15:9300 - LISTEN 1916/java

Figure 3.7: Netstat port scanning outcome

features for Elasticsearch-indexed data.

5 Klbana

in/. . /node/binsnode fusr/share/kibanasbing..Jfsre/f

Aug @9 ¢ :31 osbo Started Kibana

lines 1 llfll-tENDJ

Figure 3.8: Kibana active status

3.8 SSL Certification

An SSL authentication is a data record made possible by a site’s beginning point
worker. SSL enables SSL/TLS encryption and include the site’s public key and
character, as well as associated data.

Manager

Figure 3.9: Infrastructure for Secure Sockets Layer (SSL)

11



3.9 File Integrity Monitoring

A file integrity monitoring tool is one of the most fundamental PCI-DSS consistency
requirements for the viability of a security program. As complex systems and orga-
nizations evolve, it is possible to become resistant to PCI principles in a surprising
amount of time. Your firm’s organization is dynamic, which is why organizations
nowadays want arrangements that operate continually to assess and eliminate secu-
rity risks. However, before you invest in consistency and security, you should first
understand what document uprightness checking is and how it works.

3.10 Secure Sockets Layer

A technical assertion known as an SSL certificate ensures the integrity of a website
and facilitates a data communication. Secure Sockets Layer, or SSL, is a security
protocol which creates a secure connection between a web server and a desktop.

e

Welcome to Elastic Kibana

uuuuuuuuuu

or login with

Figure 3.10: Login to the dashboard of Elastic Kibana

After successfully setting everything, the Kibana dashboard is ready to go. Login
credentials must be needed to access the site.

3.11 Events check from the dashboard

Kibana dashboard will notify us in the event that we make a contribution to our
repository. The software has visuals in a number of different areas. The data are
first organized into distinct categories using a filter to provide information for the
signals, and then they are displayed as figures, scatter plots, statistics, and so on.
You can use the majority of the app’s visualizations, which are interactive, to nar-
row down your search to more specific alert fields or to a specific time frame by
clicking and dragging to select a time period. The fact that the majority of the
visualizations in the program are interactive allows for this.

12
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Figure 3.11: Event logs from a dashboard
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Figure 3.12: Modified event logs from dashboard
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If we make a change or modification anything in our repository, it will also be re-
flected in the corresponding section of our Kibana dashboard.

&) Kali - Elastic & Kibana [Running] - Oracle VM VirtualBox - a *

Thu10:59
'Wazuh - Elastic - Mozilla Firefox

4% Wazeh - Elastic

<> e © & hitps://10.0.215:8088/app/wazuhi/c b=fimé&agentid=004&_g= ) ervalipause

N KaliLinox N\, Kali Training '\, Kali Tools , Kali Docs %, Kali Forums %\ NetHunter [ Offensive Security = Exploit-DB = GHDB_ [lIMSFU

Integrity monitoring

[etc/nulibyte/test.py

]
L)
L)
]
g

Figure 3.13: Details of event logs from dashboard

A change was made in the repository, and the dashboard is now displaying the event
as a notification of the change.

Details about file modifications, such as the date and time of the most recent change,
the identity of the person making the change, and the file’s hash value, are included
here.

‘Wazuh - Elastic - Mozilla Firefox eoc¢

4 Wazuh - Elastic X | % Elastic x|+

& <o oY 1002158 w e =fimgag
N\ Kali Linux %\, Kali Training '\, Kali Tools '\, Kali Docs %\, Kali Forums %, NetHunter [ Of

@ elastic

« Exploit-DB & GHDB_FAMSFU

Figure 3.14: Event logs modification-specific data from the dashboard

Modification: What exactly was the change that is able to be illustrated? The al-
teration that was made for that specific event was a string that said ”Hello World.”
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3.12 Integrity Check with Virustotal

Our data integrity can be manually verified using the virustotal website or equiva-
lent programs.

VirusTotal integrates several antivirus products and web sweep engines to look for
viruses that the client’s own antivirus may have missed, as well as to validate against
any false positives. Documents up to 650MB in size can be transferred to the site or
delivered through email (maximum 32MB). Antivirus software providers can receive
copies of files detected by other sweeps but cleared by their own engine in order
to improve the functioning of both their own product and VirusTotal. Customers
may also examine rumored URLs and search the VirusTotal database. For dynamic
malware analysis, VirusTotal makes use of the Cuckoo Sandbox.

€ 5 C @& vinustotalcom/gui/home/search B BES OO »@
HApps | SilDevelopment | dam | Freelancng || Acdemic || Tecmology || Sooks || Software || Imporantlnks | Producty || Projecs | ComplASece || Wewh  » | || Otmerbookmarks | [E Reacing st
Inteligence  Hunting ~ Graph APl g O [[signup

> ] VIRUSTOTAL

@ Want to automate submissions? Check our API, free quota grants available for new file uploads

Figure 3.15: VirusTotal interface

Pasting the SHA256 value in the VIRUSTOTAL SEARCH box.

<« C @ virustotal.com/gui/file/e3b0c44298fc1c149afbfAc8I96b92427aed 1e4649b934cad95991b7852b855/ detection L x EHSO »@ :

£ Apps Skill Development islam Freelancing Academic Technology Books Software Important Links Productivity Projects CompTIA Sec+ Wazuh » Other bookmarks | [E] Reading list

D] cowocsszmstcrcresatrac 4 Qa =~ # O o

(@) File distributed by Linux, MAGIX Computer Products and others
bocas e41e464909 59917852085 o8 2021-08-12 14:59:51UTC

android-cts-71_ré-linux_x86-arm.zip

o known-distributor  nsrl  software-collection  trusted  via-tor  zero-filled

X Corma

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY '3
Ad-Aware @ Undetected AnnLab-v3 @ Undetected
Antiy-AVL @ Undetected SecureAge APEX
Accabit @ Undetected Avast
Avira (no cloud) @ Undetected Baidu
BitDefender @ Undetected BitDefenderTheta
Bkav Pro @) Undetected CAT-QuickHeal @ Undetected
Clamav @ Undetected cme @ Undetected

Comodo @ Undetected Cynet @ Undetected @

Figure 3.16: VirusTotal result
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The result shows the integrity status of this file. For that case, it’s showing that the
searched file was not malware.

C @ dasmalwerkeu * O ® O » @ :

i Apps Skill Development Islam Freelancing Academic Technology Books Software Important Links Productivity Projects CompTIA Sec+ Wazuh » Other bookmarks | [E] Reading list

DAS MALWERK // malware samples

Das Malwerk About FAQ A Word Of Caution Contact Buy my

Malware name Download Virus total information

Gen:Variant.Johnnie.97338

Open link in new tab

Trojan.GenericKD.40427213 Open linkin new window
Open link in incognito window

Dropped:Trojan.AgentWDCR.PZW Send link to iPhone

Save link as.

Gen:Heur.PonyStealer.4 Copy link address

Trojan.GenericKD.40437260 AdBlock — best ad blocker
LastPass

32.Trojan.Raasmd.Auto Inspect Ctrl+Shift+|

Gen:Variant.Strictor.171520

Figure 3.17: Das Malwerk malware website

For real-life intrusion detection, a malware file has been downloaded from this site.
Das Malware is a renowned website where already exposed malware is available.

<« C & virustotal.com/guifile/08fabadbcf7811709fd9da698dae9d12238d02b36287111629a0¢!

#: Apps (] SkilDevelopment [ Islam Freelancing

Z O8fabadbcf7811709fd9da698dae9d12238d02b36287111629a007eaf 04698 Q 2~ ) ['signup ]

12 \ (©) 12 security vendors flagged this file as malicious

N S

- 8117091 694 2238d02b36287111629a0e07eaf04e9d8 4.05KB 2021-07-19 11:18:23UTC

x v

DETECTION ~ DETALS  RELATIONS communTY (@)
Ad-Aware @ Trojen® Alibaba
Arcabit @ TrojenG: BitDefender
Elastic @ Waiicious (hig Emsisoft
eScan @ Trojen G Fireye
GData ® K Lionic

Afee-GW-Edition

AhnLab-V3 Undetected AlYac

(@ Undetected

uast-Mahile Undetectar Buira fnes clewie) O\ Uindetartad v

Figure 3.18: Virustotal infected files result

The virus has been downloaded in a directory. Wazuh generates an alarm, which is
shown on the dashboard. This is the hash value of this specific alteration as tested
by virustotal. The outcome indicates that this file is malware.
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3.13 Integrity Check Automation

First virustotal option should be turned ON from the setting

Wazuh - Elastic - Mozilla Firefox

4+ Wazuh - Elastic X [+

&« C @ ® £ https://10.0.2.15:8088/app/wazuh#/settings?tab=modules
%, Kali Linux "% Kali Training " Kali Tools “ Kali Docs & KaliForums " NetHunter [l Offensive Security = Exploit-DB = GHDB [l MSFU

Settings

Threat Detection and Response

DEFAULT Vulnerabilities
5

iscor ur el fected by well-known vulnerabilities.

DEFAULT MITRE ATT&CK

ecur

VirusTotal

Osquery

Docker listener
Monit

Figure 3.19: Turning on the VirusTotal option

Virustotal option Turning on from the setting - Threat Detection and Response.

After finishing the automation process, this system may automatically recognize
virus-affected /malware files. The outcome can be seen in the security events dash-
board. The whole File Integrity result is shown in this figure.

3.14 Active Response

Active Response decreases the resources required to identify hazards from uniden-
tified programs running on endpoints by supplying information about possibly ma-
licious activities. Active Response enables you to respond to shared threat data
with streamlined workflows by integrating file reputation. You can quickly address
a danger and put preventative measures in place to thwart such attacks.

Active Response, Threat Intelligence Exchange, and Data Exchange Layer work in

concert to reduce the time between an advanced targeted attack’s initial contact
and its eventual containment from days, weeks, or months to just a few seconds.
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Figure 3.20: VirusTotal security dashboard

3.15 Case Scenario

From another machine, if someone tries to access this particular machine with wrong
privilege, the targeted machine is denied access first. Then, after several wrong at-
tempts, the attacker machine will be banned/blocked for any duration of the time
that can be defined by the admin.

/var/ossec/etc

try again.

try again.
on denied (publickey,password).

/var/ossec/etc

try again.
se try again.

on denied (publickey,password).

Figure 3.21: Access a computer remotely

While attacking the targeted machine, permission was denied all the time.
Authentication problem information is displayed in event logs. This data may be
used to track down the attacker’s IP address, location and machine. The server
will first block the user for a few minutes before unblocking them again. This is
because some legitimate users may have forgotten their authentication credentials.
The system will unblock them for safety reasons. However, if they try again with
the same incorrect credentials, the system will block them for a few more attempts.
This time system, for example, may prohibit this user for 1 hour. That is how it
works.
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Figure 3.22: Active Response events log
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Chapter 4

AN EVALUATION AND
COMPARISON OF SIEM
INTELLIGENCE

4.1 SIEM INTELLIGENCE COMPARISON AND
ANALYSIS

There is a work that is extremely comparable to the task that I do. We are going
to evaluate them side by side and compare them. After that we will identify the
most important difference between our two systems. The infrastructure that follows
pertains to the job that they do.

| Visualize
Parse, filter N

and transform

Logstash 7>

Figure 4.1: Threat identification using elastic stack workflow diagram

In this setup, Filebeats collects log data directly from the agents. After the collec-
tion is complete, Filebeats sends the information to Logstash.
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| Etasticsearch

Logetash Index_1

LD] E _ﬁ%%%@ DU’:[\[ ‘

Figure 4.2: Elastic stack pipeline

Logstash receives the data as inputs, processes them by applying filters, and then
transmits them to Elasticsearch. Elasticsearch was responsible for indexing the data,
and then it sent them to Kibana so that the dashboard could be shown.

On the other hand, if we take a look at the diagram of our system, we can see that:

A=

Kibana Daghboard

A > ] VirusTotal

Ubuntu - Agent 1
— .' ..

Filebeats ElasticSearch Database

=

Windows - Agent

Figure 4.3: VirusTotal flowchart.

Wazuh management is currently gathering data from the agents. While sending
events and alerts to Elasticsearch, Filebeat works in cooperation with Wazuh Man-
ager to accomplish this task. Elasticsearch receives the results of the Virustotal file
integrity check after receiving the events from Virustotal. After that, the data are
sent from Elasticsearch to Kibana so that it may be seen.

The following is a list of the primary distinctions between our system and theirs:

e Intelligence: Their organizational structure is quite straightforward and sim-
ple. Taking the agent log and simply visualizing it on the dashboard. There
is no sign of intellect there at all. To provide one example, what do the user’s
actions based on the log data really mean? On the other hand, our system
is equipped with a Wazuh-manager that performs analyses of security data in
order to identify intrusions, threats, and abnormalities in behavioral patterns.
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e Complete SIEM solution: According to what we know, a good SIEM sys-
tem should feature these which are given below

- Safety Measures for Containers

- Maintaining Compliance with Regulations

- Incident Response.

- Safety in Cloud.

- Detection of Unauthorized Access.

- Log Data Analysis.

- Configuration Assessment.

- Analytical Measures for Safety.

- Monitoring of file’s integrity.

- Identification of Weaknesses and Exposures.

The Wazuh manager meets all of the requirements for a SIEM solution. In
our setup, the Wazuh manager is the one who is responsible for all of the
tasks. For a SIEM solution to be considered optimum, the following feature
absolutely need to be included in the system.

e Alert: A Wazuh manager determines whether or not alerts are necessary
by doing analysis on the data included in the logs. The Wazuh manager is
proficient of finding inspection information.

e Malware Detection File Integrity: The well-known malware detection
technology Virustotal assists the system recognize harmful malware files, and
there is a dedicated dashboard panel that highlights the files that have been
contaminated by the virus. Now the whole of the process is mechanized.
Virustotal’s application programming interface (API) has been included into
our system.

e Authentication: Our technology is able to recognize the DDOS assault.
After three unsuccessful attempts to log in with the incorrect password, the
system will temporarily block the IP address of the user who is suspected of
being the intruder. We are not going to permanently restrict the user’s 1P
address, since it is possible for legitimate users to forget their passwords.
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e Incident Response: When there is a problem with the system, the wazuh
manager will step up to the plate as quickly as possible to take responsibility
for fixing it. It’s almost like a one-stop shop for services. The problem will be
discovered by the manager in a short amount of time, an alert will be sent,
virustotal will scan this file, and appropriate action will be performed.

e Filebeat vs Logstash: Both Filebeat and Logstash are capable of transfer-
ring logs that originate from a file-based data source to an output destination
that is supported. Filebeat, a logstash-integrated service, manages the sys-
tem’s data gathering and filtering operations. However, in our system, we
have only ever utilized filebeat to send data to elasticsearch. The most sig-
nificant distinction between them is that Filebeat is said to be ” A lightweight
shipper for transporting and centralizing log data.” It provides a lightweight
method to forward and consolidate logs and data, which allows you to keep
the basic things simple, which is quite helpful. On the other hand, Logstash
is described as having the ability to ”Collect, Parse, and Enrich Data.”
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4.2 Comparison Table

This table shows the differences between our work and existing work.

|

Our Work

H

Existing Work

|

The Wazuh Manager collects data
from the agent.

The Filebeats take data directly
from the agent.

Filebeats is used in conjunction with
Wazuh Manager.

Filebeats is used to collect the data.

No Logstash is used here.

Filebeats send the data to Logstash.

Wazuh Manager sends the data to
Elasticsearch.

Logstash filters the data and sends
the data to Elasticsearch.

Virustotal takes the data for in-
tegrity check and returns it to Elas-
ticsearch.

Virustotal is not used here.

Our system applied Intelligence.

No Intelligence is used here.

After analyses and taking proper ac-
tion the collected data are sent for
visualization.

Only visualize the log data without
taking any action.

Our system has the capability of lo-
cating audit files.

No capability of locating audit files.

Our technology can recognize the
DDOS assault.

There is no user recognition func-
tionality.

Quickly discover problems and has
the ability to fix them.

There is no automatic recovery fea-
ture.

Table 4.1: STEM Comparison Table
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Chapter 5

FUTURE WORK AND
CONCLUSION

5.1 Conclusion

In this paper, we showed a comprehensive SIEM solution built with Wazuh. As
a result, our system can ensure network security, identify intrusions, threats, and
behavioral anomalies, and take appropriate action as required. Though SIEM tech-
nology or data security technology is very much expensive for all sorts of industries,
we came up with Open source STEM tools as a solution. In conclusion, all industries
can easily get the best solution with it as well as in an affordable way.

5.2 Future Work

In the first phase, we have given a SIEM solution that assures Incident Response,
Security Analytics, Intrusion Detection, file integrity monitoring, Log Data Analy-
sis, Configuration Assessment, Vulnerability Detection, across a network.

In the future, we have plans to add automated monitoring of lateral movement
so that our SIEM may be able to connect such relevant events together. Incident
Prioritization so that our SIEM can remove false positives and concentrating only on
events with anomalous behaviors is vital for robust security, Cloud Security services,
etc.
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