
Advanced Health Insurance System Using Smart Contract of
Ethereum Blockchain

by

Mehedi Hasan Tushar
19101589

Sifat Abdullah
19101384

Aar Rafi Shahriar Shad
22241129

MD. Hisam Bin Hyee
19101553

Sheblee Mohammad Hesham
19101594

A thesis submitted to the Department of Computer Science and Engineering
in partial fulfillment of the requirements for the degree of

B.Sc. in Computer Science

Department of Computer Science and Engineering
School of Data and Sciences

Brac University
May 2023

© 2023. Brac University
All rights reserved.



Declaration

It is hereby declared that

1. The thesis submitted is my/our own original work while completing degree at
Brac University.

2. The thesis does not contain material previously published or written by a
third party, except where this is appropriately cited through full and accurate
referencing.

3. The thesis does not contain material which has been accepted, or submitted,
for any other degree or diploma at a university or other institution.

4. We have acknowledged all main sources of help.

Student’s Full Name & Signature:

Mehedi Hasan Tushar
19101589

Sifat Abdullah
19101384

Aar Rafi Shahriar Shad
22241129

MD. Hisam Bin Hyee
19101553

Sheblee Mohammad Hesham
19101594

i



Approval

The thesis titled ”Advanced Health Insurance System Using Smart Contract of
Ethereum Blockchain” submitted by

1. Mehedi Hasan Tushar(19101589)

2. Sifat Abdullah(19101384)

3. Aar Rafi Shahriar Shad(22241129)

4. MD. Hisam Bin Hyee(19101553)

5. Sheblee Mohammad Hesham(19101594)

Of Spring, 2023 has been accepted as satisfactory in partial fulfillment of the re-
quirement for the degree of B.Sc. in Computer Science on may 22, 2023.

Examining Committee:

Supervisor:
(Member)

Dr.Muhammad Iqbal Hossain
Associate Professor

Department of Computer Science and Engineering
Brac University

Program Coordinator:
(Member)

Dr.Md.Golam Rabiul Alam
Professor

Department of Computer Science and Engineering
Brac University

Head of Department:
(Chair)

Dr.Sadia Hamid Kazi
Chairperson and Associate Professor

Department of Computer Science and Engineering
Brac University

ii



Abstract

Every year, more healthcare insurance frauds are discovered, which is hugely worry-
ing for society. Healthcare insurance fraud takes many forms, including fabricating
data, obfuscating third-party responsibility, misrepresenting electronic invoices, etc.
Policyholders can deceive general clients with these methods too. The current health
insurance system strains resources and labor. In light of the numerous different
techniques that are used to digitize healthcare insurance along with security, we will
represent a blockchain-based strategy that is built on smart contracts as a means of
avoiding insurance data manipulation, resulting in a secured, immutable, and trust-
worthy system with efficiency in data integrity. This system relies on organizations
like judicial bodies. This blockchain system includes organizations like insurance
companies as well. Moreover, information about medical costs, prescriptions, in-
quiry reports, and medical history is used in the operating procedure to create a
blockchain for health insurance. In this thesis, we propose third-party treatment
activity assessment, extravagant medical behavior look-up and evaluation of data
from medical invoices, and liability inspection services.
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Chapter 1

Introduction

In today’s environment, everyone is dependent on health insurance. Our lives
wouldn’t be the same without it. In the unfortunate circumstance that you find
yourself in need of medical assistance, having health insurance can entirely or par-
tially relieve the financial burden that comes along with it. The risk gets split
among several parties in a similar manner to other types of insurance. By assess-
ing the overall risk of health-related hazards and expenses within the risk pool, an
insurance provider can establish a consistent financial structure, such as a monthly
premium or payroll tax, to furnish the necessary funds for the medical benefits out-
lined in the insurance policy. The administration of the benefit is overseen by a
central entity, which may take the form of a governmental body, a profit-driven
corporation, or a privately owned enterprise. Every year, more healthcare insurance
frauds are discovered, which is hugely worrying for society. Falsifying information,
avoiding third-party liability, misrepresenting an electronic invoice, etc. are just a
few examples of the many different ways that healthcare insurance fraud can oc-
cur. Since it costs a lot of money and effort, the present health insurance system
is severely taxed. To eliminate all these problems in the health insurance system,
we want to introduce the smart contract of the Ethereum blockchain. Before diving
into smart contracts, the idea of blockchain needs to be clear. A blockchain refers to
a decentralized database or ledger that is distributed across the nodes that are part
of a computer network [13]. And a distributed system enables networked systems to
share resources, including software. Finally, a smart contract is a program stored on
a blockchain. It only gets issued once the preconditions are met. Blockchain is an
immutable and secure way to transfer information. In order to add new blocks to
the existing blockchain, it makes use of some validation procedures and mining. We
are going to use the Proof of Authority protocol in order to increase the efficiency
of the system. The healthcare insurance anti-fraud service’s primary objective, ac-
cording to the authors of [1], is to determine whether or not the patient’s claim for
medical reimbursement is genuine and complies with all relevant insurance policy
requirements. Their system has addressed the implementation of three services.
They proposed a system architecture to put the aforementioned three services into
practice. The architecture consists of various layers, including a layer for the cloud
platform, a layer for the network, a layer for the core, an interface layer, and an
application layer. Also, we have introduced DApp, which means decentralized web
application, to help facilitate our system even further using truffle and ganache.
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1.1 Motivation:

Most people nowadays rely greatly on healthcare insurance. Life without health
insurance can hardly be imagined. Health insurance, or medical insurance, is a form
of coverage that provides partial or complete financial protection against the risks
associated with requiring medical treatment. As with other forms of insurance, the
distribution of risk is shared among multiple parties. By assessing the collective
health risks and expenses within a risk pool, an insurance provider can establish
a standardized financial structure, such as a monthly premium or payroll tax, in
order to generate the necessary funds for covering the medical benefits outlined
in the insurance contract. The administration of the benefit is carried out by a
centrally controlled organization, which may comprise a governmental agency, a
profit-oriented enterprise, or a privately owned firm. More healthcare insurance
frauds are uncovered each year, which is very concerning for society. Falsifying
information, avoiding third-party liability, misrepresenting an electronic invoice, etc.
are just a few examples of the many different ways that healthcare insurance fraud
can occur. The current health insurance system is heavily taxed since it requires a lot
of money and effort. Hence, a need has arisen to reshape the health insurance system
for the purpose of having a flawless system. With this view, we have introduced the
smart contract of the Ethereum blockchain.

1.2 Problem Statement:

The manual settlement of conventional health insurance policies is a process that
is seldom devoid of difficulties. The complexity of the settlement process can be
attributed to various factors, such as undisclosed stipulations from the insurer or
allegations of deceit on the part of the policyholder. Furthermore, this approach is
characterized by a protracted duration, rendering it highly inefficient. The potential
integration of blockchain technology and smart contracts within the health insurance
sector has the capacity to significantly disrupt the current landscape. Innovative
contract technology and blockchain can offer immutable data storage, security, au-
thenticity, transparency, and security when any transaction process is initiated. The
entire health insurance procedure, from verification to claim settlement, can be car-
ried out with better security and transparency thanks to the adoption of blockchain
technology. A decentralized technology known as a blockchain is a digital chain
of data chunks. The decentralized validator entity, rather than a single person, is
responsible for each and every transaction as well as any modifications that need to
be made to a block. The smart contract is a distinctive attribute that is documented
on the blockchain and is triggered upon fulfillment of specific conditions. One of
the primary challenges faced by blockchains pertains to the inherent intransitivity
of smart contracts. The concept of immutability pertains to the unalterable nature
of blockchain-based smart contracts, wherein the established rules of the protocol
remain fixed and cannot be modified. The immutability of a blockchain ledger is
characterized by its ability to persist in an unmodified, unalterable, and irreversible
state. Each block of data, such as transaction details or facts, is processed using a
cryptographic principle or hash value. Before diving into the limitations of smart
contracts for any digital insurance system, let us know what a hash and hash count
are in a blockchain network. A hash value is a fixed-length numerical representation
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that serves as a unique identifier for a large amount of data. In the realm of digi-
tal signatures, it is common to represent large amounts of data using significantly
smaller numeric values. Signing a hash value can be more efficient than signing a
larger value. When compared to signing with a larger value, a hash value is more
effective. The hash value is shared with the next block inside the same network.
Here are the limitations of smart contracts (immutability):

1. Difficult to change once it is deployed inside the network: One of the proper-
ties of the blockchain that is commonly mentioned is its immutability. A
blockchain is technically an immutable database, which means that informa-
tion that has already been entered cannot be modified. A block’s hash value
uniquely identifies it. Because it depends on the content of the block, every
block contains a unique hash value that is used just to identify that specific
block. The four-block is taking a reference to the third one, which is taking
a reference to the second, and so on. As a result, each block can refer to or
point to the block before it. Therefore, the hash value refers to the previous
hash value of that specific block.

2. Any error in the code can be time-consuming and expensive to correct: If any
miner wants to add a smart contract to any block inside the network, then
after validation, the smart contract cannot be changed. Normally, it needs to
change the whole network or delete it later; otherwise, it will show an invalid
block. If any miner wants to do a transaction, then it will be more time-
consuming [7]. Miners carry out these smart contract transactions in order
to add a proper block to the blockchain. Later, the block’s smart contract
transactions are serially re-executed by the validators.

3. Possibility of loopholes. Couldn’t count or keep track of hashes: The ability to
accurately enumerate or monitor hash values was not feasible. The mechanism
by which blockchain technology operates is through a settlement process that is
driven by push-based transactions. This implies that individuals have author-
ity over the resource they intend to authenticate on the blockchain. Land ti-
tles, certificate authentication, and digital currency are illustrative instances of
this phenomenon. In the context of blockchain technology, a transaction that
has undergone authentication and subsequently experienced an error poses a
significant challenge as there is no feasible mechanism for its retrieval unless
mutual consent is obtained from all involved parties for its reversal. Utilizing
a centralized server, such as a bank, However, there is a process in place to
resolve disputes over completed trades. In this way, fraudulent smart contracts
are detected in the network. And hash values aren’t kept on track.

4. Third party chains are not accessible: The blockchain mining method is an in-
novation that makes use of game theory economics to motivate users to invest
computer resources in protecting the network in exchange for money. The
drawback of this is that, in general, miners won’t care about settling as many
transactions as they possibly can; instead, they’ll be more interested in iden-
tifying and verifying blocks as quickly as they can in order to maximize their
profits. As a result, miners have difficulty verifying empty blocks. Selfish
Mining is a different issue that arises when a miner or mining pool finds and
validates a block but fails to disclose and disseminate a working solution to the
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rest of the network. To add to that, if a third-party chain of a small network
wants to enter the main network, the miners cannot access the blocks of the
third-party chain; otherwise, it will become a hybrid blockchain.

5. Vague terms and protocols are maintained: Pow, PoS, DPoS, PoA etc. are
the three most commonly utilized consensus protocols. The aforementioned
mechanisms are upheld to enhance scalability and bolster network durability.
When considering efficiency and security, it can be observed that PoS and
PoW are relatively less efficient. A hash value is a fixed-length numerical
representation that serves to uniquely distinguish vast amounts of data. The
technique involves representing large amounts of data as significantly smaller
numerical values, which are commonly utilized in conjunction with digital
signatures. As PoS does not require miners to expend energy in the consensus
process, it is possible for someone with malicious intentions to take over the
network by acquiring a sizable amount of stake tokens. This could lead to hacks
that falsely claim to provide security and fund theft from users of blockchain
networks. But in the case of PoA, miners are also counted as validators or
authors of each chain. In this case, we can see a lack of decentralization in PoS
algorithms. Due to the ease with which larger nodes can overwhelm smaller
ones, it may result in a lack of decentralization. This is so that the network
can be maintained and transactions can be verified, which is how PoS systems
work. Smaller nodes find it more challenging to take part in the consensus
process since larger nodes may easily control the delegation choices. As a
result, PoS networks may eventually become less decentralized, which is in
opposition to one of the fundamental ideas behind blockchain technology.

1.3 Objective and contributions:

Our main goal is to digitalize the whole insurance system. We want to move from
paperwork to a totally online system with security enhancements. By doing that, the
system will be much more efficient, as we can reduce the administrative cost. Also,
it saves time and resources for both patients and providers. We want to create a
trusted system where every condition is clear and hassle-free. It will be user-friendly
and fraud-free. By lowering the possibility of paper records being lost or stolen, dig-
itizing health insurance systems can increase security. To safeguard patient privacy
and confidentiality, digital records can also be encrypted. This system will save
time and speed up every transaction. Any transaction can be done very quickly.
One of the major features will be that it won’t take working days for a transaction.
Instead, it can be done anytime and anywhere if it’s distributed. People may find
it simpler to obtain and manage their health insurance information online with the
help of digital health insurance systems. People with mobility challenges or those
who live in distant places may find this to be of special benefit. An implementation
of a distributed network will make the whole system more secure. With the help of
blockchain technology, we can make the settlement process really smooth. In ad-
dition, we want to use smart contracts to avoid any hidden conditions and charges
by the company, which will attract more customers to avail of the insurance. A
handwritten contract can be manipulated or faked. But a smart contract cannot be
manipulated, and someone cannot make a false contract. By confirming the validity
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of claims and guaranteeing that only qualified individuals receive insurance benefits, 
it can lower the risk of fraud. This could lower costs and strengthen the credibil-
ity of the health insurance market. Therefore, the contract will be immutable and 
transparent to both users and companies. In transactions involving health insur-
ance, smart contracts can increase accountability and transparency. All parties to 
a transaction have access to the contract’s terms and can follow its development. 
This type of transparency makes a company more trusted by the public. So, we can 
say that it will be one of the most secure systems to date. Our goal is to attract 
more consumers to insurance by giving them a smooth and hassle-free automated 
system where several of the duties related to health insurance, including payment 
processing, eligibility verification, and claim processing, can be done automatically. 
Also, we will try to make all the insurance companies adopt a distributed system 
for their own benefit. A distributed system can facilitate better data management 
by giving insurers a more thorough understanding of client information across 
several systems. This can aid insurers in making better selections and enhancing 
the level of their services. More-over, by dispersing data among several nodes, a 
distributed system can increase security by lowering the possibility of data 
breaches and cyberattacks. This can assist insurers in safeguarding private 
consumer data and lowering the possibility of expensive security issues. We will 
try to use some of the advanced protocols, like Proof of Authority, which will 
make the insurance industry move into a totally new era of the digital world of 
blockchain networks.
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Chapter 2

Background:

Blockchain is a distributed system which means every member of the system has
access to every other information which is included in the blockchain and if someone
tries to manipulate or change anything related to the blockchain then everybody else
will get the notification and they will be able to prevent that from happening.[16]
It uses some validation processes and mining to include new blocks in the existing
blockchain and it takes a lot of time and has a lot of wastage in energy consumption.
Therefore they are trying to improve this by adding new and upgraded models to
have faster transactions and to prevent excessive energy consumption. POS, POW
and POA are some of the protocols which are in use to make that happen. And
we are going to try to find a solution by using POA in the health insurance sec-
tor to prevent fraud and give people what they deserve. POA stands for Proof of
authority .The PoA agreement varies from the PoS agreement in that it employs
character instead of the advanced resources each client possesses. Character here
alludes to the certainty that validators are who they say they are, as appeared by
the correspondence between their individual character on the stage and any formal
archives displayed by them. Hence, a person’s notoriety is more important than
their belonging.[15]Validators are pre-approved by a bunch of “authorities” to con-
firm exchanges and construct unused pieces. To be trusted, validators must follow a
set of necessities. Two of these requests are that they utilize the same character on
the stage to enroll within the open public accountant database and take after the
rules to guarantee that the network functions appropriately. Moreover, the method
for choosing specialists ought to follow acknowledged standards to guarantee that
all candidates have an opportunity to be chosen for the advantaged position. Fi-
nally, specialists (around 25 substances) must unveil their character to act in their
position, for which they get compensated in return. However, using the PoA cal-
culation for a decentralized arrangement is challenging as it were as if a couple of
clients hold control. The PoA agreement is in this manner considered a private or-
ganized arrangement rather than an open blockchain arrangement.[15]PoA and PoS
calculations offer points of interest and impediments comparable to any agreement
component. Besides, within the history of blockchain, no designer or stage has how-
however, been able to put forth an agreement instrument that’s impenetrable to
issues or objections. The PoA calculation diminishes the control required to run
the ar- rangement and makes validation easier. On the other hand, staking within
the PoS agreement component encourages decentralization by permitting personal
support in organized security. The PoA calculation does not require puzzle-solving
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to ensure the ongoing connection between hubs. In this manner, the validators don’t
require specialized equipment to preserve the arrangement. In any case, three di-
verse pieces of software, including an execution client, an agreement client and a
validator, are required to take part within the Ethereum staking handle. The speed
at which the specialists approve exchanges is quickened by the proof-of-authority
calculation.

2.1 Literature Review:

The healthcare industry is constantly reorganizing and embracing new forms in
response to technological evolutions and changes [4]. As insurance became more
prevalent in modern consumer society, the amount of fraud surely increased. The
cornerstone of fraud is information asymmetries. Access to key essential information
is commonly restricted to one or a small number of the transacting parties during
critical transaction points over the course of an insurance contract. Often, the per-
son with the benefit of information has a strong incentive to commit fraud [6]. Many
types of health insurance fraud occur in each nation, with different parties involved.
The basic goal of the healthcare insurance anti-fraud service is to determine if a
patient’s claim for medical reimbursement is legitimate and fits all applicable insur-
ance policy criteria [1]. However, there are many approaches made to prevent fraud
and digitalize the health care system based on blockchain, data mining, machine
learning, or other analytical methods [9]. Algorithms based on machine learning
are ineffective when faced with large amounts of diverse data. Large and complex
collections of health data that are difficult or impossible to gather, manage, and
analyze using conventional or standard data management tools and procedures are
referred to as big data in the healthcare sector [9]. The business community has
been interested in the possibility of legally binding smart contracts where contract
performance is automatically enforced and supervised by an independent automated
party [5]. Blockchain has transaction logic built in that controls the whole health
insurance business cycle. The blockchain is a distributed system of nodes that
communicate through intelligent contracts, thereby obviating the necessity for an
intermediary. Upon the completion of a transaction, smart contracts are executed
to carry out the intended operation [7].

The study [10] provides an analytical overview of the smart contracts in Ethereum
blockchain. Ethereum, according to the author, is a blockchain with a Turing-
complete computer machine embedded. Also, smart contracts are short computer
programs that are attached to a specific blockchain address that corresponds to the
smart contract software code and are maintained on the Ethereum public ledger or
another blockchain. Many blockchains can run applications that implement smart
contracts. The Ethereum platform is the first blockchain designed specifically to
execute smart contracts and is the most well-known of them [10]. However, once
deployed, a smart contract cannot be changed. Because of this, it is necessary to
fix the software flaw before deploying the smart contracts on the blockchain net-
work [7]. The author of [5] stated that their goal is to provide a mechanism for
the creation and execution of legal smart contracts that may be altered in response
to requests from one party only. For creating and deploying legal contracts on the
blockchain, they suggest a methodology and architecture in their study. They have
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used three tiers, which are the presentation tier, the business and data tier, and the
blockchain tier, in their system architecture. Also, they have selected a versioning
system for concurrent alteration representation and a data separation implementa-
tion technique to facilitate efficient contract logic changes.

According to the authors of [1], their system has addressed the implementation
of three services to prevent fraud. When information about an injured patient is
exchanged across several authorized organizations and agencies, the possibility of
discovering healthcare insurance fraud increases. But these organs use different in-
formational systems and can be placed in different places. The author may utilize the
cross-cloud platform built on a blockchain service architecture to address this issue.
They proposed a system architecture to put the aforementioned three services into
practice. The architecture comprises five distinct layers, namely the cloud platform
layer, network layer, core layer, interface layer, and application layer. It was stated
that three distinct services were deployed using three interconnected blockchains.
Firstly, the blockchain of medical processing information The medical process in-
formation check service allows the healthcare insurance agency to determine if the
medical service process that corresponds to the reimbursement application has been
violated in any way. This is based on permission-based blockchain technology. Af-
ter the smart contract checks the relevant healthcare insurance rule during medical
process information querying, the service will detect the suspicious point in line
with the common illness diagnosis and treatment procedure. The architecture has
a cloud platform, network, core, interface, and application layers. Three connected
blockchains implemented three services [1]. Secondly, the third-party responsibil-
ity inspection service, which primarily assists the healthcare insurance company
in determining if the trauma reimbursement application for insurance is conceal-
ing third-party responsibility fraudulent activity, This is based on the blockchain
for third-party responsibility inspection [1]. Finally, the third one is based on the
healthcare insurance bill’s blockchain. Healthcare insurance companies frequently
utilize bill inspection services to check for fraud or manipulation in the invoices sub-
mitted for reimbursement under healthcare insurance [1]. In addition to the three
blockchains outlined above, they have developed a cross-blockchain solution to fa-
cilitate cross-blockchain interaction. They stated that the smart contract service
supports many channels for cross-chain transactions. Also, they have proposed a
data privacy protection scheme with three phases. The phases stated in the permis-
sion blockchain data flow are smart contract processing, block file storage, and data
upload [1].

In the study [4], the authors want to make a solution based on blockchain to enhance
data integrity and security. They have designed a system following MVCA architec-
ture. They have done the whole process by user interaction with the system, storing
data in a database, and validating the data using an EDI validator. The documenta-
tion is shared on the blockchain only when the validation is successful. The authors
have divided the implementation of the process into four phases. They obtained the
essential EDI 837 claims standards for phase 1 by researching them online and on
the official Medicare website. They also acquired 837 files from Lumeris, Inc. In
order to handle various types of validation and enhance speed, four separate levels
are executed in four simultaneous threads. In phase 2, each insurance company will
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be provided with a BigchainDB node. They used the MongoDB database to store
the blocks in each BigchainDB node. The third phase involves the creation of the
application’s user interface, which is utilized by healthcare professionals. A secure
(SSH) tunnel is also used to transfer data between the frontend and the backend.
Finally, the fourth phase has implemented the deployment of the environment on
AWS, which will continue indefinitely to service all incoming requests. The authors
claim to use blockchain to guarantee default security for the data contained inside
it [4].

A blockchain- and AI-based system was suggested by the author in [7] as a means
of combating different security challenges in health insurance fraud detection. This
method also promotes transparency and subscriber trust in the health insurance
provider. They have used four different layers in their proposed model. The four
layers that have been identified are the user layer, the data generation layer, the
data analytical layer, and the blockchain layer. The stratum of users is intercon-
nected with a blockchain infrastructure that documents all user engagements. This
layer is interconnected with the data generation layer in addition to the blockchain.
The data-generating layer will be shared and controlled under smart contract con-
ditions for security reasons. The author believes that using robust ML algorithms
and data preparation are the best strategies to manage such data. Several ML tech-
niques are used at this layer to assess if a claim is legitimate or fraudulent. Through
the blockchain layer, this prediction result is connected to a smart contract. The
blockchain layer ensures the security of all transactions, including payments and
authentication [7].
A blockchain-based system with smart contracts is used in [11] to provide security,
reliability, availability, durability against hacking and harmful attacks, seamless inte-
gration, and simple data administration. Which was named SHealth by the authors.
The architecture of the system in [11] has been divided into four main layers. The
first is the government layer, which has the most authority in the system. The role
of this layer is to manage access to the blockchain by authorizing new nodes and
permitting new users to join the network based on their national IDs. The user
layer is the second layer that they mentioned. Users in this context are essentially
individuals with their own records who interact with the system through the API.
Each system user has a unique and private cryptographic key that is controlled via
a wallet application installed on their smartphone or tablet. The layer that follows
the second tier in the SHealth framework is referred to as the IoT terminals layer.
The provider’s node contains authorized medical gadgets and equipment that oper-
ate within the Internet of Things and perform specific health processes for clients.
The last layer is the blockchain layer, which stores the clients’ information. They
have separated all the nodes into different tiers.

The following system [12] provided an efficient technique for blockchain-based elec-
tronic health record authentication: The authentication of blockchain-based elec-
tronic health records includes the two cases they described. Case 1 shows that Level
2 users must authenticate any data they supply. Case 2 concerns the accuracy of
the block data that Level 1 users have submitted. Here, level refers to the different
groups of users. For instance, the EHR server is at level 0, which is the lowest
level. Level 1 encompasses diverse organizational structures. The third tier in the
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hierarchy is Level 2, which pertains to the workforce of Level 1 users. The typical
approach for implementing a blockchain-powered electronic health records (EHR)
system involves utilizing an identity-based signature mechanism that involves mul-
tiple authorities. The layer that follows the second tier in the SHealth framework
is referred to as the IoT terminals layer. The provider’s node contains authorized
medical gadgets and equipment for the Internet of Things that perform specific
health processes for clients. The cited paper [12] contains effective signature and
verification methods for the technique.
All The studies mentioned above attempted to improve the entire healthcare system
by serving various purposes such as increasing information security, fraud control,
and creating a more reliable digital system through the use of different computer
technologies, particularly blockchain and smart contract technology.

2.2 Algorithms/Model/Existing Techniques:

We are looking to create an insurance system that includes verification from the
validators who are assigned randomly by the server of the bank and check whether
the request done by the client is abiding by the rules and limitations of the contract.
The smart contract which includes those rules will be available to everyone via the
Ethereum blockchain network and it will be written in solidity to prevent problems
such as taking too long or endangering the system. It will be a private system
which means only specific people will have access to this blockchain network. We
will be trying to include the use of a Specific consensus algorithm POA(proof of
Authority) in the system to try to prevent the delay which was available in POS and
POW. An adjusted form of proof-of-stake is proof-of-authority, in which a validator’s
recognizable proof serves as the stake instead of a financial one. Moreover, due
to the PoA consensus’s effortlessness, it is basic to ensure validators’ autonomy
and give them with the devices vital to defend their hubs. These issues can be
settled, in spite of the fact that. For case, the identity-at-stake PoA plan sets
up an motivation show in which a validator’s ideal course of action is to function
within the best interface of the arrangement. Such a development is a charming
worldview for blockchain agreement due to its cost-efficiency. Similarly, the reality
that proof-of-stake may be utilized for much more than fair cash is what makes
it so captivating. For occurrence, PoS calculations can be utilized in decentralized
anti-spam frameworks, advancement of decentralized applications (DApps), security
and adaptability of cryptocurrencies and possibly different other utilize cases that
we haven’t indeed seen yet.[15] in our model the client will send his request to the
blockchain via the insurance agent who has access to that blockchain network. After
getting validation from the validators the request will be accepted or denied. Here
the validators will be less because of POA and the transaction speed will also be
much faster and the wastages will decrease. The diagram of 2.1 demonstrates it as
it were of the individuals and clients of the company. The blockchain in this case
is the private Ethereum organization. The validators are already chosen and will
approve exchanges per the rules of the Verification of Specialist calculation.

11



Figure 2.1: Workflow[1]

2.3 Information about used models and tools

At first we will collect necessary data from the client by which we can find the best
possible insurance for his needs. After creating the Smart contract we will send it to
the client to verify if he is pleased with that contract. After getting yes from them
the smart contract will be deployed to the Blockchain network. And when the client
makes a request in the future then the validators will run that contract and see if
the request can be accepted or not if it does not clash with any clauses included in
the contract. If the request gets approved from the validators when it will give off to
the request and the client will receive what he requested. if the request goes against
the contract then the validator will decline the request. This will be fair because the
validator doesn’t know who the client is and which insurance company will have to
pay. Therefore the whole system will not be biased towards anyone. And because
of the smart contract the contract can not be changed with others knowing.
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2.3.1 Genesis Block

The genesis block is the name given to the first block of a blockchain network. It is
the number zero block of each chain. a blockchain contains blocks of data that are
connected via the previous hash of the genesis block containing the initial address.
it has all zeros as its previous hash.

There are various parts included in the genesis block. gas price, version of the
blockchain, model used for the blockchain, and some of the things which can be seen
in the genesis block. Every Genesis block has a different Chainid which is unique
for that blockChain only. The layers and extensive history of each sequence are
among the characteristics that make a block-chain-based cryptocurrency so secure.
In essence, blocks are digital containers that store and permanently keep data about
network transactions. One or more recent transactions for insurance that haven’t
yet been included in any prior blocks are listed in a block. Consequently, a block
is comparable to a page in a book or record. A block in the block chain ”finalizes”
when it passes control to the one after it. due to the origin Block, also referred to
as Block 0, is the first block to which all subsequent blocks in a chain are added.
Furthermore, it’s necessary for creating a blockchain. Here the genesis block is
named tushar.json with a ChainId of 4224.

Figure 2.2: Genesis Block

2.3.2 Hash

When given an input string, the ”Hash” algorithm function will always produce an
output with a set length. That is the essence of a hash function, as shown in the
illustration below, which I will simplify in a few paragraphs:
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Figure 2.3: Hash

Due to its two primary characteristics—

1. Speed of retrieval, which stays nearly constant regardless of the size of the
data;

2. Utilizing less disk space to keep the dataset—hashing offers certain advantages
over alternative methods like lists or arrays. Here is a great resource that
explains the benefits of hashing.

In our proposed model, we will use the Keccak-256 hash function.

2.3.3 Public key

Cryptocurrency transactions can be received if a public key is there. It consists of
a cryptographic code and a private key. While anyone can send transactions to the
public key, only the owner of the cryptocurrency that was received in the transaction
can ”unlock” such transactions and show they were sent by them. A public key’s
address, which is merely a condensed version of the public key, is often the public
key that can accept transactions. As a result, public keys can be distributed without
restriction.
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Figure 2.4: Hashing and connection in Blockchain

2.3.4 Private key

In our system ownership can be proved or the money can be used which is linked to
the public address by using a private key. Several formats for private keys to exist:

1. binary code with 256 characters

2. Hexadecimal code, 64 bits.

3. QR code

4. Symbolic language

Figure 2.5: Encryption of keys in our network

The private key, regardless of its form, has a significantly large value, and its size is
justified by its purpose. The generation of a public key can be facilitated by a private
key. However, due to the presence of a one-way ”trapdoor” function, achieving the
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opposite is a challenging task. A single private key can be associated with multiple
public keys. Each participant, including the employee’s node within the network,
will be allocated two keys for individual encryption purposes. Through a process
of key comparison, it is possible for an individual to determine the precise key
utilized to hash the keys and subsequently gain entry to the corresponding account.
The private key was generated using the same method as the public key. The Gmail
account, National Identification Number, birth date, security number, and password
provided by the individual were employed in the process.

2.3.5 Verifiable Credentials

For verification process in our application request system, we are using verifiable
credentials for ultra-security purpose. Verifiable credentials as a digital alternative
to physical documents [2]. As we know in real world insurance are done through
paper works but, in our system, we will use verifiable credentials to add to their
digital wallet through the company website. The necessity to ensure the accuracy
of the transferred information and accompanying documents has arisen as a result
of the digitization of several administrative and professional exchanges and proce-
dures. Verifiable credentials enable you to claim ownership of your data, simplifying
and protecting your privacy during data exchange. Sharing valid credentials in our
system could streamline the insurance application process. Checking bank state-
ments and identity documents serves the objective of demonstrating your identity
and your reliability as a rent payer. Currently, each vendor you apply to requires you
to present identity and supporting documentation. Instead, picture having access to
credentials in a digital wallet that could guarantee your identity and dependability
in order to pay for insurance. It also unifies the format of information, en- abling you
to own your data and share it with the appropriate parties online which are mainly
the employees of the insurance company in a controlled manner. VCs return control
to the participants by hosting information outside of silos that only communicate
via API connections.

Figure 2.6: Verifiable credentials process
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Here, the issuer is the employee or it can be the subject itself. The subject is the
client or the insurance owner. Lastly, the verifiers are the author nodes of the system
or the validators who are assigned for node validation. The issuer in our system gains
a more efficient process by verifying service member information or the clients. Also,
they don’t bear the risk of storing the personal data of the subject. That data stays
with the subject.

2.3.6 Mining

Mining is a peer-to-peer process where, nodes (miners or the authenticator who
plays as a miner) add transaction records and the changes that may arrives to the
decentralized ledger of the blockchain by solving a puzzle through different protocols
of mining. Here we are using proof of authority protocol.

1. The transactions are added to the blocks, and the blocks are secured and linked
after mining in the form of a chain [7]

2. Mining requires computational power and effort from miners. And basically,
it is the process of adding blocks [7].

3. In this way, the transactions get confirmed and money and assets move from
one account to another [7].

2.3.7 Proof of Authority

Proof-of-authority is a consensus technique that provides blockchains, particularly
private blockchains, with an effective method for solving problems. Because the
PoA algorithm places a high value on identity, people who aspire to hold the role of
”authorities” are required to voluntarily divulge their identities. However, there are
some other blockchain consensus algorithms like PoW, PoS etc. According to Anwar,
H. (2018) PoW is the first introduced blockchain algorithm. The Proof of Work
algorithm is good because it is very safe and has a high degree of decentralization.
But the main problem with it is that it uses more energy and resources. The Proof
of Stake (PoS) consensus technique was suggested by researchers as a solution to
the PoW’s issue with high processing power consumption. Both PoA and PoS
algorithms have pros and cons, just like any other consensus mechanism. The PoA
algorithm lowers the amount of power needed to run the network and makes it
easier to check if something is correct. On the other hand, staking in the PoS
consensus mechanism makes decentralization easier by letting each person help keep
the network safe. PoA consensus differs from PoS consensus in that it relies on the
user’s identification rather than their digital assets. This implies that it depends
on the reputation of trusted parties in a blockchain network [19]. While PoS has
security weaknesses and PoW is energy intensive, PoA is the most secure and energy-
efficient choice. Proof of Authority is a modified form of Proof of Stake that is a
more centralized method for maintaining consensus on a blockchain network. The
network relies on a number of pre-approved validators, often known as ”authorities,”
for confirming transactions and producing new blocks. Validators are supposed to
conform to a set of standards in order to be regarded trustworthy. Proof-of-authority
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is advantageous over real Byzantine fault tolerance because it requires fewer message
exchanges and less overhead. This is one of the reasons why proof-of-authority
outperforms Byzantine fault tolerance in practice [20]. If validators desire to be
seen as trustworthy, they are expected to adhere to a set of rules. As this is one of
the criteria, they must register in the public notary database using the same name
they use on the website. People need to adhere to more norms for the network to be
functioning. Becoming a validator is not a simple process. Candidates are expected
to undergo a screening process in which they must show the level of commitment
they will retain to the network during their employment there. In addition to putting
their reputation at risk, they must also be ready to spend money on the selection
process. Last but not least, the method for picking officials should comply to the
previously set guidelines; this ensures that all applicants have an equal opportunity
of obtaining the post. Validators are awarded power and advantages in return
for their identification and presentation of official papers confirming their identity.
Validators are granted authority and benefits [18]. Moreover, this algorithm verifies
transactions more quickly. Blocks are created sequentially by authorized network
nodes at regular intervals, resulting in a faster transaction rate than PoW and PoS.

Figure 2.7: Proof of authority mechanism

2.3.8 On-chain and Off-chain

On chain blockchain refers inside the network where the network participants are the
validators of settlement. The validators recheck the block through the smart contract
where the company and insurance policy are assigned. Transaction occurs both on
chain and off chain . A transaction is only valid once when all participants (only
few are chosen randomly through PoA mechanism) have verified it and reached an
agreement on its validity. The transaction is recorded at the block and dispatched
to the blockchain. Once a transaction gets sufficient confirmations from network
individuals primarily based totally at the network’s consensus mechanism, it will
become nearly irreversible, relying at the proof of authority network protocol [21].
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Figure 2.8: Use case diagram of chain system [6]

2.3.9 Smart Contract

For our system we will be using public smart contracts through EVM (Ethereum
Virtual Machine). The EVM exists as a single entity maintained by thousands of
connected computers running an Ethereum client, but its physical instantiation can-
not be described in the same way that one might point to a cloud or an ocean wave.
The client that we will use for creating the smart contract is geth. The Go version
of Ethereum, known as Geth (go-Ethereum), serves as a portal to the decentralized
web. Since the beginning of Ethereum, Geth has been a fundamental component.
Geth is the most robust and tested client because it was one of the first Ethereum
implementations. Geth is an Ethereum execution client, which means it manages
transactions, smart contract deployment and execution, and has an Ethereum Vir-
tual Machine embedded in it. The sole aim of the Ethereum protocol is to maintain
the constant, unbroken, and immutable operation of this unique state machine. All
Ethereum accounts and smart contracts are housed within it. Ethereum only has
one ”canonical” state at any one point in the chain, and the EVM establishes the
procedures for calculating a new valid state from block to block.
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Chapter 3

System Architecture

3.1 Work Plan

At first we will collect necessary data from the client by which we can find the best
possible insurance for his needs. After creating the Smart contract we will send it to
the client to verify if he is pleased with that contract. After getting yes from them
the smart contract will be deployed to the Blockchain network. And when the client
makes a request in the future then the validators will run that contract and see if
the request can be accepted or not if it does not clash with any clauses included in
the contract. If the request gets approved from the validators when it will give off to
the request and the client will receive what he requested. if the request goes against
the contract then the validator will decline the request. This will be fair because the
validator doesn’t know who the client is and which insurance company will have to
pay. Therefore the whole system will not be biased towards anyone. And because
of the smart contract the contract can not be changed with others knowing.
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Figure 3.1: Work plan
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3.2 Proposed Model

In our proposed Blockchain-based Advance Insurance system, the company’s pol-
icy maker is the main authority. Here, Policy maker also gives authorities to
clients(user) linking institution to join the network so that they issue their(clients)
credentials to the system through the website for insurance registration. The Com-
pany Authorized Validators owns the smart contract. Here the authorized validators
are the client agents. The smart contract consists of different function written in
solidity language. Some of the functions that the smart contract will provide for the
system are mentioned below :

1. Function policy (); //this function will provide insurance duration, insurance
types and terms of company rules.

2. Function credentialAuthentication (); //this function allows company employ-
ees to validate credentials for making the insurance.

3. Function identityAuthentication (); //this function identifies the insurance
holder using the public and private keys.

4. Function policyChecker (); // this function upholds the credentials of clients
checking with the policy brief function.

5. Function insuranceValidator (); // validates the insurance using public key of
the holder.

6. Function renewal();

7. Function insurance-eligibility();
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3.3 Proposed Architecture

3.3.1 Insurance system application

Figure 3.2: Architecture of Ethereum Blockchain based Insurance system application

After giving necessary information the employee will go through them and after
confirming that info they will use the mined block and give the private key to
the user and generate an account by which the users can make requests in the
future. Using that account the user taking the insurance worker’s help will make a
smart contract and after rechecking it the contract will be deployed to the private
BlockChain . The address of the block will be provided and that will be included
in the users 1st account which was created previously. The main data Storage will
include the users unique information and the hash of the blocks which has the smart
contract.
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3.3.2 Insurance system Policy

Figure 3.3: Architecture of Ethereum Blockchain based Insurance system Policy

This here shows the steps which will take place after the insurance request will be
send the use who will get the insurance. after agreeeing on the terms and rules the
policy maker will send the data to validators who will accept the block and make
the block a part of the private BlockChain.he will only have access to the blocks
public key the insurance holder will have both public and private key. Which will
insure the privacy of the block and the users insurance.
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3.3.3 Insurance system renewal

Figure 3.4: Architecture of Ethereum Blockchain based Insurance system renewal

This will be done in 2 Steps:

1. First, the user makes a renewal request to the authorities, who are also the
company’s policymakers and are picked at random across the network. The
function eligibility receives the request using the user’s public key. The insur-
ance is then verified using the insurance block’s timestamp, and the findings
are returned to the client. This phase is carried out in the on-chain database.

2. Furthermore, the results reflect whether or not the user is qualified for renewal.
The function renewal defines the new transactions here. The client can now
receive cryptocurrency transactions thanks to the public key. Following the
generation of the renewal, it is a cryptographic code that is matched with a
private key by network validators. While authorities can transmit transactions
to the public key, the private key is required to ”unlock” them and establish
that the owner of the transaction matches the client’s public key. Finally,
the insurance data is returned, and the renewal transaction is added to the
blockchain by creating a new block through the authorities (miners).
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3.3.4 Use Case of the system

Figure 3.5: Use Case of Ethereum Blockchain based Health Insurance system

The interaction between different user categories and the system is shown in the
diagram above. What users can do within the system is demonstrated by how they
interact with it as a whole. The main features of the diagram are how insurance
requests must be sent and how they are processed by the system in conjunction with
users, a validator, and an insurance service provider.
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3.3.5 User activity of the system

Figure 3.6: User activity of Ethereum Blockchain based Health Insurance system

This diagram 3.6 shows the workflow of the system, which is based on the user’s
activity. The main focus here is on how the system process runs for various action
types, beginning with user log-in. It demonstrates how the system will respond to
any user activity. Initially, a user appears to have the option of selecting any suitable
plan for him or renewing any of his existing insurance services. After providing all
required papers, the user’s activity is initially paused, and the validator’s results
will have an impact on the insurance provider’s decision. When the data has been
processed, the user will be notified.
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Chapter 4

Implementation

For our implementation we have used Ganache and Go-Ethereum both for analysis
which are the local private blockchain network environment in our machine.

4.1 Using Geth Client

Linux Ubuntu version 23.0.1 is more effective and suitable for ethereum, so we have
taken the first step by installing Go-Ethereum where we will be the development
environment setup. After that, setting up the Ethereum Private network by creating
two directories for two nodes in a root folder named ethereumNetwork.

Figure 4.1: Code of genesisblock.json
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Figure 4.2: Creating ethereum account and connecting with its genesis block

Figure 4.3: Setting new local account to the network
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Figure 4.4: Mining new block to the blockchain network

Figure 4.5: Checking the hash value and account details

30



Figure 4.6: Running the node through the browser installing npm
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Figure 4.7: Connecting to the http local server with the help of EthereumExplorer

Figure 4.8: Results of blocks mined through browser with accounts timestamp.

4.2 Using Ganache and ethereum wallet(Metamask)

Firstly, for installing Ganache we need to install nvm or we will get an error. We
used curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.39.2/install.sh —
bash this cmd for nvm installation. As we are using the linux operating system for
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our implementation we have run this command in our terminal main directory.
After successfully installing truffle, next we will install Ganache and Metamask in
the web browser that is chrome for this time. Before installing Ganache we had to
run this sudo add-apt-repository universe sudo apt install libfuse2 command in our
terminal for creating the blockchain network files.
Now, connect the Ganache to the localhost server which we have used post 8585
with metamask. As we will be using two smart contracts for our implementation,
we will create two files in the contracts directory by using this command touch
contracts/Insurance.sol touch contracts/Health.sol. Finally for deployment configu-
ration we have to create a migration file in the migration folder from where we will
call for the deployment.
// requiring the contract
var [smartcontractname] = artifacts.require(”./smartcontractf ilename.sol”);
//exportingasmodule
module.exports = function(deployer)deployer.deploy(smartcontractname); ;
Therefore, savingthiscodetoaseparatefileinthemigrationfolderwerunthecommandtrufflemigrateforthedeploymentofthesmartcontract.

Figure 4.9: Results of blocks mined through browser with accounts timestamp.

Figure 4.10: Ganache interface with TX count 6 for peer connection.
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Figure 4.11: Results of blocks mined through browser with accounts timestamp.

Figure 4.12: Importing Account to metamask for Smart Contract Deployment.
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Figure 4.13: Metamask details about account and ether amount for transaction
through the smart contracts.

Figure 4.14: Migration file code for Smart contract Compilation and deployment.
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Figure 4.15: Smart Contract deployment and contract details.

4.3 Function Description of Smart Contract (In-

surance)

1. purchasePolicy() : This function allows the user to purchase a policy. At first
the user requests for insurance by passing the credentials to the authority.
Later the authority verifies the credentials by passing the credentials to the
offchain database.

2. fileClaim() : This function will allow the user to claim a file. A user must have
a valid policy to claim a file. Therefore, a user can claim a file by passing the
amount which must be in a fixed limit. The upper limit cannot exceed the
policy value and the lower limit cannot be null.

3. approveClaim() : This function will allow the owner to approve the claim. If a
user claims any amount using the address of the policyholder it will verify first
if It’s the owner. Also the claim cannot be zero. After verifying It’ll approve
the claim.

4. getPolicy() : This function requires the address of the policyholder. After
passing the address It’ll get the policies in return.

5. getClaim() : This function also requires the address of the policyholder. After
passing the address, it’ll get the claims in return.

6. getTotalPremium() : This function allows the user to check the total premium.

7. grantAccess() : This function requires the address of the payable users. This
function will only work if the proper owner uses it. Others cannot give access.

8. revokeAccess() : This function also requires the address of the payable users.
This function will also work if the proper owner uses it. A proper owner can
revoke the access by using this function. Also the user cannot be a current
owner else it cannot revoke access.

9. destroy() : This function can be used by the owners. An owner may destroy
the contract anytime.
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4.4 Pseudocode of Smart Contract no-1 (Insur-

ance):

Figure 4.16: Smart Contract Insurance part-1
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Figure 4.17: Smart Contract Insurance part-2

Figure 4.18: Smart Contract Insurance part-3
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Figure 4.19: Smart Contract Insurance part-4

4.5 Function Description of Smart Contract (Health)

1. reg() : This function is used by the authorized validators after collecting in-
formation from the users. Our user’s will be the insurance companies and our
admin will be the validators. This function collects information like the name
of the company, payment status, amount, company’s license date and also the
license expiry date.These informations are verified by the admin. After veri-
fying they generate key pairs for the company. One will be the public key of
the company and another will be the private one. After that our admin will
generate accounts and return it to the companies.

2. allowHolder() : This function will pass a condition. If the amount is within
the policy then the owner can use this to approve the amount. It’ll directly
work with the boolean condition.

3. policyAmounts() : This function will set the policy amount as the amount.
Only the owner can use it and view it.

4. policyHolder() : This function will create the policy holders. First, It’ll check
the policy amount with the values. If it matches then It’ll set the policy
holder’s name and the address.

5. withdrawforHolder() : This function requires the policyholder’s policy amount
to be positive. Also if the fund is false then it means It’s already funded. If the
area is the given area then there will be a transfer and the fund will become
true now.

6. withdrawForCompany() : This function will check payment status for the
license of the insurance company. Also, it’ll check the expiry date of the
license. Then It’ll transfer the balance. Only the manager or the owner can
modify it.
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4.6 Pseudocode of Smart Contract no-2 (Health)

Figure 4.20: Smart Contract Health part-1
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Figure 4.21: Smart Contract Health part-2
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Figure 4.22: Smart Contract Health part-3
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Figure 4.23: Smart Contract Health part-4
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Chapter 5

Result analysis

5.1 Transaction Speed using Geth-Client

A blockchain network’s transaction rates per second rely on elements including block
time, gas limit, transaction gas, and network traffic. The formula for calculating
transaction speed (measured in transactions per second) is: transaction speed =
Block gas limit (Transaction gas Block time). Block time is ambiguous in the geth
implementation of Ethereum networks during the construction of the genesis block.
It’s the amount of time that passes before a new block is introduced to the network.
The block time in the suggested framework is fixed as 15 s. Not many blocks are
lost from the network because the block time is not extremely low. Another factor
that affects an Ethereum network’s throughput (transaction speed) is the gas limit.

5.2 Transaction Speed using Ganache

An open-source blockchain called Ethereum makes it possible to use smart contract
capabilities. A peer-to-peer network that runs client software to store, validate, and
produce blocks is formed when hundreds of machines, known as ”Ethernet nodes,
unite to form the Ethereum network. One of those clients is Ganache. Which is
an Ethereum client, enabling you to manage your own personal blockchain. By
specifying, for instance, the number of threads you provide for mining, you can
change your needs accordingly. Ganache is a command-line tool that can operate
a complete blockchain network that has already been set up locally. You can run
your own Javascript scripts using the command lines, a Json-rpc server, and an
interactive console that is provided. Here we can see the results of blocks mined
successfully.

Figure 5.1: Minned Block
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5.3 What we will achieve in contrast to what we

have

This piece highlights the things that we may achieve that are absent in the cur-
rent system. The security of traditional health insurance is compromised by data
manipulation, while advanced health insurance is fortified by blockchain technol-
ogy. The process of verifying an account involves the utilization of both public and
private keys along with the hash value. However, it is important to note that this
process is susceptible to compromise. The act of adding information is a process
that is comparatively simpler and more expedient. The process of establishing a
connection with newly introduced medical services has been expedited. The process
of integrating additional payment gateways has been streamlined for improved effi-
ciency and simplicity. Customer service can be obtained instantly. Modern health
insurance employs a stronger security mechanism through the utilization of public
and private keys, as well as the hash value. The implementation of the system will
result in gaining the trust of customers. The system will provide transaction proof,
require identity verification, and ensure policy immutability with full transparency.
In the event of a false claim or the creation of a false policy, an alert will be generated
and directed against the responsible policymaker or individual. The implementation
of measures to prevent fraud will lead to a reduction in the number of fraudulent
claims and decrease the likelihood of fake policy creation. This will result in a more
trustworthy insurance sector for clients. Apart from these, an added advantage is
the scalability of the system. The system’s efficiency can be achieved through the
proposed model, and unlike other blockchain-based techniques, it will not only ver-
ify the policy stake but also keep the transaction records and authenticity of the
client.
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5.4 Comparison between Regular Health Insur-

ance and Advanced Health Insurance

Comparison between Regular Health Insurance and Advanced Health Insurance

Comparison Action Regular Health Insur-
ance

Advanced Health Insurance

Data manipulation Data can be manipu-
lated.

Data cannot be manipu-
lated because of strong se-
curity system of blockchain.

Changing information Easier to change any
information which
makes the informa-
tion vulnerable

It takes verification steps to
change any information.

Adding information Any additional infor-
mation can be added
easily.

Any additional information
need the proper verification
to be added.

Binding with new
medical services

The paperwork or the
traditional system will
take some time to bind
with any new services.

It will be faster to bind with
new medical services.

Adding new payment
gateway

Adding a payment
gateway will require
lots of paperwork

It’s easier and faster in our
advanced system to add any
new payment gateway

Taking customer ser-
vice

It requires time to get
customer service

They get instant customer
services.

Account verification Account verification
is done with the basic
information which
makes the security
weak.

Account verification system
is done using public and pri-
vate keys and the hash value
which make the security re-
ally strong.

Can be damaged The whole system
might be damaged.

Our system security and
backup makes it reliable
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5.5 Cost Analysis

We have used blockchain technology in our insurance system. It is beneficial eco-
nomically mostly because of the technical benefits. As this system ensures the elim-
ination of the intermediaries which is of no use in blockchain protocol. That’s why
initially the expenses are lessened. It is estimated that a figure between USD 15
billion to USD 20 billion financial institution infrastructure charges can be reduced
in a calendar year. Moreover, there is no need for complex audits as blockchain
never stops its personal audits and publishes them without any kind of latency.
This particularly reduces the charges due to financial institutions outside audits sig-
nificantly which is much more extraordinarily high priced. As a result, the reduction
of charges turns out quite beneficial for the banks. Since the blockchain system has
the self-maintenance mechanism, it actually cuts back the maintenance fee also. It
is a blessing technically and economically for the banks and can plunge the regular
expenses quite substantially.
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Chapter 6

Conclusion

The purpose of this research is to introduce a smart contract insurance architec-
ture that operates on the blockchain. Health insurance transactions are processed
using a private, distributed system based on Ethereum, which is extremely safe.
Standard insurance contracts are created in this architecture using smart contracts.
The decentralized Solidity smart contracts employed in this system are immutable,
which streamlines the insurance and claim settlement procedures.Within this spe-
cific architecture, the Proof of Authority (PoA) method is used, which enhances
cost-effectiveness and storage efficiency. The framework provides a safe and efficient
means of conducting business in the insurance industry. Popular because it makes
it easy to design unique smart contracts, the framework has attracted a lot of de-
velopers. This framework provides a secure and transparent way to carry out the
whole insur- ance process, from application to refund. The scalability of this design
is assessed by expanding the number of peers for a given block size of 20. It has
been shown that the confirmation time increases with the number of peers. The
confirmation procedure takes longer with more peers, but security is noticeably in-
creased with more validators. The recommended system framework still has plenty
of room for improvement. In a nutshell, it is the central element of all insurance-
related activity. if it is thought that a special circumstance like the IoT-based car
insurance process exists. Based on the suggested framework, insurance policies or
disciplines similar to supply chain, etc., can be easily implemented based on the
given framework. Thus, it has numerous opportunities to develop.
This study presents a framework that is not specific to any one domain. It focuses on
a standard approach for standard insurance programs. The above algorithm is more
suitable for enhancing the PoA, PoW, and PoS protocols in the necessary models for
any particular type of insurance. In general, these technologies have the potential
to provide financial security and improved, more personalized healthcare insurance
to a greater number of individuals, especially those with lower incomes. The models
of distribution channels can also simplify matters. Introducing insurance to less
developed nations and streamlining the health insurance process.
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