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Abstract

The driving system, in all its disorganized scale has long thrown a shadow of un-
predictability and fluctuation making it concerning for public safety. A blockchain-
based driver reputation management system for smart city is analyzed and explored
in this research from the global perspective. Managing driver behavior and guaran-
teeing road safety have emerged as pressing issues in the wake of the meteoric rise of
“smart cities” throughout the world. The proposed system uses blockchain technol-
ogy and IPFS (InterPlanetary File System) to assist with data management, relia-
bility, and privacy concerns from perspective of emerging smart cities of Bangladesh.
With the help of the reputation algorithm, the system ensures a reliable assessment
of a driver’s actions, enhancing the efficiency of subsequent decisions on sanctions
and rewards, as well as driver management, in more general terms. This accuracy
promotes accountability, encourages drivers to improve their behavior, and con-

tributes to the overall goal of enhancing road safety in smart cities.

Index terms: road accidents; driver reputation; blockchain; Hyperledger Fabric;
Delegated Proof of Stake; IPFS; Smart contracts
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Chapter 1

1 Introduction

Bangladesh’s emergence was an exceptional wonder from multiple dimensions, but
it has been significantly expanded in the economic and administrative sectors owing
to modernized infrastructure and constructed roadways, the most tangible fate of
the subcontinent’s colonial past. However, in Bangladesh, road accident fatalities
and injuries have been a hidden crisis. Accidents on the road are not only individual
misfortunes; they also hamper growth in the economy and long-term sustainability.
In addition to that, according to the latest statistics from the Bangladesh Road
Transport Authority (BRTA), unlicensed drivers operate at least 10 lakh vehicles
questioning transparency and loopholes for public safety in a democratic nation such
as Bangladesh [1]. Tt clearly indicates that more than other reasons like proper roads
or road safety awareness; the two most intertwined or primary causes of road acci-
dents that impose a heavy impact on roads every day are a lack of certified drivers
and dangerous driving by inexperienced drivers. Over-speeding and aggressive over-
taking are responsible for around more than two-third of fatal road accidents being

responsible for poor driving abilities and a concern for traffic laws.

1.1 Motivation

With the expansion of development on the international scene and the smart city
digitization vision of Bangladesh, managing driver profile, including license valida-
tion and prior records, will undoubtedly fall under the spotlight. Driver profiling is
essential in smart cities for tracking driving behaviors, addressing traffic violations,
and dealing with potentially fatal circumstances.

According to a research undertaken in South Korea with the Korean Road Traffic
Authority statistics and data, there is a decrease in road accidents after imple-
menting licenses suspending practices by the authority due to past major traffic
violations. Surprisingly, such drivers may also be reduced likely to get in road acci-
dents in near future due to the fear of having their license suspension resulting in the
accumulation of extra penalty points in their records.[2] In order to guarantee the
transparency and valid records of a driver profile, it is important to implement an
unbreakable system to maintain records at every stage of the process beginning with

completing the qualifications for approving a license and continuing with behaviors



after getting a license.

1.2 Problem Statement

As we step forward in the time stream, along with Bangladesh’s exponential ex-
pansion in today’s globe, road safety has become a fundamental threat for public
security and the economy worth 40 thousand crores taka in the prior three years
including a decrease of 2-3 percent of its GDP annually by BRTA report[3]. Despite
all the actions taken by the Bangladesh government, the alluring problem of road
accidents and traffic rule violation is a constant on the roads of the country.

Published in the Bangladesh Road Safety Foundation’s (RSF) annual report, at
least 6,284 persons died and 7,468 were injured in road accidents between January
and December 2021, up from 5,431 deaths and 7,379 injuries in road 3 accidents in
2020. Furthermore, the deaths and injuries resulted in a human resource loss to the
tune of Tk.9,631 crore, according to the report [4].According to BRTA sources, in
February 2022, The number of registered vehicles in Bangladesh was 5.12 million
and there were around 4.74 million driving licenses, published in a report by Dhaka
Tribune. Which also states that, the overall number of licenses is inaccurate as
some drivers hold both licenses (heavy and light). With around three million license
holders in the nation, an estimated two million vehicles are operated by unlicensed
drivers [5].This gap clearly reflects and calls into question the safety of the general
population on the roadways, both drivers and passengers. The great majority of
these incidents are caused by driver malpractice, human negligence and behavior|6],
as well as a lack of necessary authorization (i.e. licenses) and understanding about
roads or vehicles. The mistakes are encouraged further by authorities or car owners
due to a lack of appropriate data and a failure to recognize the skills and patterns
of a driver’s style used while driving.

In Bangladesh 81.40% drivers do not have any formal academic education or driv-
ing. Only 2% have formal driving training and proper knowledge about driving. Rest
of the 16.70% drivers have some formal training along with some informal learning.
Which means this 16.70% does not complete their proper training. [7] Coming to the
reality of crossing the theoretical issue gaps, the present issues with the driver rep-
utation management system are that drivers are labeled as ’safe/aggressive,” which
is not the correct strategy to characterize a driver’s conduct because a driver’s be-
havior varies and depends on a variety of conditions [8]. For Example; According
to Sacks and Nelson (1994), smoking is linked to a higher chance of being involved
in a traffic accident. The connection between smoking and various forms of injuries
and discovered that smokers were 50% more likely than nonsmokers to be involved

in traffic accidents (Waller, 1986) [9].The current system fails to capture process ac-



curacy and consistency, making it vulnerable to misuse by corrupted administrators
who can issue licenses to ineligible drivers with no penalties or verification. More-
over, violators of regulatory standards are not held liable for their activities, and
any offense is typically not traceable by the system instead, the owner is assigned
for the fines which promotes both corruptions for the dishonest traffic police and
authorities, as well as no impact over the driver or the violator. As a driver moves
on from one duty to another, their behavior and past crime histories do not change
therefore in the new field they again get into reckless driving, practicing speeding
and breaking laws. There is no way of justifying their behavior and old practice and
it can be risky for the new vehicle owner and their valuables. If a driver has a fake
license he can immediately get onto another job by simply changing their identity.
For preventing any intervention of any third party in the system of something as
private and important as license issuing, there is an extreme necessity of a closed

system which has impenetrable security.

This research focuses and explores how, by utilizing block chain in col-
laboration with a decentralized based hyper ledger fabric secured net-
work, we can assure no data leakage and transparency of authentic
driver record in order to create a driver reputation management sys-

tem for smart cities.

1.3 Contributions and objectives of the research

To increase data clarity and eliminate authoritative or system influence by tracking
a secure and methodical driver profile system utilizing BlockChain in a decentral-
ized management hub would prevent irresponsible road accidents and contribute
towards the development of smart city infrastructure.As our proposed driver repu-
tation management system, which is essentially a driver profiling system, will store
the driver’s personal information as well as driving data collected through various
means and monitoring, on a blockchain network (as manipulating data on a block
chain is rather impossible once the data is stored), as well as performing a computer
analysis based on the stored data as a measurement of how safe the roads are on
the condition that the data is stored. Our suggested system would also store the
car that the driver will be driving in order to monitor the driver’s behavior and to

make it easier to use.

e To introduce a decentralized and unbreakable system that includes drivers’ unique
license numbers, reference checking, traffic violation clearances and point reputa-

tions.

e To provide data security, confidentiality, validity, and transparency using distributed



ledger.
e To propose a reliable and unbiased reputation management system.

e To discover and explore Bangladesh’s potential technological domains and growth
in terms of Block-chain technology adaption and deployment, as well as accelerate

the road-map for smart cities and digitization.



Chapter 2

2 Background Analysis

2.1 Blockchain Technology

Blockchain as a means of managing identities is a phenomenon that is currently being
developed and popularized throughout the world. The introduction of Blockchain
has transformed the IT sector and greatly improved security. Blockchain is a clas-
sification of distributed ledger that allows for the maintenance of an unalterable,
impenetrable record of transaction data without the need for a reliable third party.
As its name indicates, it is a chain of blocks containing transaction data, but the
data it holds is digital. Every block contains the identity of participants along with
their digital signature so transactions involving a singular person remain unique.
The nature of blockchain allows it to be immutable and irreversible, thus making it

a suitable network to keep track of any sort of transactions.[10]

2.1.1 Structure of Blockchain

The word “Blockchain” refers to a series of blocks and its technology is built to
uphold the integrity of a chain by maintaining characteristics like continuity and
reliability that are typical of the chains. Reliability is defined as the impossibil-
ity of replacing or removing a link from the chain. Continuity is defined as blocks
that follow one another in a sequence determined during the establishment of a
blockchain.[11] The blocks are secured by linking one block to the other by encrypt-
ing it, so data cannot be changed easily. In the structure of a blockchain network, a
collection of nodes validate a transaction after which the record of the data is stored
in the block. Each of the blockchain’s elements are divided into components. A block
contains a header and a body. The data is stored in the body of the block. The
header of the block consists of the hash of the previous block, which is a function
that can solve the encrypted problems required by a blockchain calculation,along
with a timestamp, which is the time of the creation of the block, Nonce, which is
the number validating when the work is completed and Merkle root,which is the
root of all hashes in the blockchain. The calculation of the hash value is performed

by transferring the previous block’s header to the hash function[12].
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Figure 1: Structure of Blockchain

2.1.2 Types of Blockchain
There exists four types of blockchain:

Public blockchain: This blockchain allows anyone in the creation and validation
of a block in the network. Anybody with an internet connection can register on a
public blockchain platform to join the network as an authorized node and contribute
to the blockchain. It is an open-source network that allows participation from anyone
and treats every node equally. In this network, there isn’t any restriction to access
or permission and the interactions are open to the public. As a result, Bitcoin and
Litecoin blockchains are the most widely used public blockchains. If users comply
with security policies and procedures to the letter, public blockchains are generally
secure. But only when participants don’t actually follow the security guidelines is

it dangerous.

Private blockchain: This type of structure only allows certain authoritative figures
to create and validate the blocks, thus making it more reserved. Participants in a
private blockchain network must obtain permission from the main controlling body
of the network in order to participate in it. To interact with the blockchain or take
part in its operation, only selected actors within the private network are allowed.
The private network can translate more quickly because there are a lot fewer people
involved.The governing organization controls the level of security, authorizations,
permissions, and accessibility. Therefore, private blockchains are used similarly to

public blockchains but have a constrained and tiny network.

Consortium blockchain: It is a semi-decentralized kind of blockchain in which a
network of blockchains is controlled by multiple organizations. This is a blockchain

network operated under a group of entities who all have the authority to control and
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participate in the chain, unlike a single governing one in the private network. But
not everyone can take part in this network like the public. Higher levels of secu-
rity are achieved by consortium blockchains since they are more decentralized than
private blockchains. The typical users of consortium blockchains include financial

institutions, governmental bodies, etc.

Hybrid blockchain: It combines the features of public and private blockchains.

The hybrid blockchain amalgamates components of both public and private blockchains

for the purpose of resolving disputes in line with the circumstances. Transactions
and information in a hybrid blockchain are encrypted for privacy, but may be vali-
dated in cases when it’s required, such when a smart contract grants access to the
data. Internal to the network, private information is stored but remains traceable.

The private network of a hybrid blockchain is often utilized to validate a transaction.
[13]

Private
- rid Controlled by one authori
Public Pennli-'ssyitnlws : i
No central authority ©one authority
Consortium
Controlled by
multiple authorities

Figure 2: Types of Blockchain Architecture

2.1.3 Characteristics of Blockchain

Various characteristics of blockchain make it favorable for solving numerous issues.

The characteristics of blockchain include:

Decentralization: = Through the use of all participating nodes’ resources and
the elimination of many-to-one traffic flows, the lack of centralized control assures
scalability and robustness, which in turn reduces latency and eliminates the single

point of failure that the centralized model has.

Immutability: Once an information is entered and stored in a block,it is impossible

to change. This prevents corruption of data and maintains data integrity.

Security: As there exists no lone instance of failure that will cease activity of the

entire network, blockchain is more secure.

7
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Higher Capacity: Blockchain allows thousands of computers to function together
in contrast to a centralized system where only a few computers work together, thus

providing increased capacity. [14]

Traceability :The block header’s timestamp records the timing of the creation of

a particular block thus origin of the blocks could be easily traced back. [15]

2.2 Introduction to Blockchain Architectures and its com-

ponents
2.2.1 Hybrid architecture:

According to [16], blockchain structures can be classified into three types: dis-
tributed, where multiple servers are used to store the block chain in either public or
private mode. The inclusion of data into the block chain is accomplished by these
servers coming to an agreement, and the ledgers may even be freely or selectively
distributed among one another. Implementing consensus can be done in a variety
of ways, including through the usage of smart contracts and work proof. Private or
hybrid blockchain architecture employs this kind of network. The hybrid blockchain
could be run by a private group, but it would not be able to change transactions.
Hybrid blockchains allow organizations to set up a private, permission-based system
alongside a public, permission-less system, giving them greater control over who has
access to what data in the blockchain and what content is made available to the
public.

A hybrid blockchain lets people outside the closed network communicate to each
other while keeping their privacy and anonymity. Because hybrid blockchain oper-
ates in a closed ecosystem, it cannot be subjected to a 51% attack from outsiders.
Participants in the hybrid blockchain network can select the blockchain’s users or
decide which transactions should be made public and which should remain confiden-
tial. This ensures that an organization can successfully and profoundly manage its
stakeholders. Transactions on a hybrid blockchain are faster and cheaper than on a
public blockchain network, and it can accommodate more users. The low need for
verification at nodes in the hybrid blockchain may be why transactions are so cheap.
Sharma and Park [17] describe a hybrid blockchain architecture in which there are
two separate block chains: one, called the ”home network,” which is centralized, and
the other, called the ”public network,” which is decentralized. The contrast between
centralized residential chains and ledgers and a decentralized public blockchain with

a global ledger and public consensus based on work proof with the entire network



demonstrates how smart cities could potentially be linked.

The information that is input into a blockchain can be saved in either a public
or private ledger. The ledger has the capability of storing a single block as well
as the entire block chain. On the other hand, IBM introduced a platform called
Hyperledger in 2016 that has its own distinct approach to data recording. Thus,
IBM simultaneously unveiled a new framework called Hyperledger and a blockchain
development platform [18]. This requirement for a global blockchain platform was
satisfied by the introduction of Ethereum, which was first announced in 2014 and

then released and introduced in 2015.

2.2.2 Ethereum:

According to [19], Ethereum may be compared to a collection of nodes that each
store the network’s current state. Each node has access to and stores the global
view or state because its data contains the entire transaction history of the others.
Again, [19] says that the nodes that make up Ethereum are divided into two cat-
egories: contract accounts and nodes that are externally owned. A public-private
key pair or smart contracts are used to implement this. Nodes, balance, storage
roots, and code are all included in every node or block. Between two blocks, trans-
actions are possible. Ethereum came up with smart contracts first. Every single
transaction is completely viewable by anybody who has access to the internet, and

this transparency extends to the entirety of the process.

2.2.3 Hyperledger Fabric:

Hyperledger Fabric, one of the most important blockchain research topics, is looked
at with the help of performance diagnostics and optimization. [20].Gao et al. [18]: in
order to provide a framework, he created a blockchain structure.Using Hyperledger,
a distributed ledger was set up to connect all the people in a hybrid block chain and
keep track of transactions. Each company uses a shared ledger to make sure that the
transactions in the distributed block chain’s supply chain are correct. Hyperledger is
a platform that is open-source and can be used for the creation of distributed ledger
systems. Its modular construction provides it with high levels of privacy, flexibility,
reliability, and scalability, and this is made possible by its design.Depending on the
situation, several access levels can be assigned to each member. All transactions are
managed by Hyperledger Fabric, which utilizes chain code (smart contracts).

A Hyperledger Fabric network is made up of assets, peer nodes, a shared ledger,
smart contracts, channels, organizations, Membership-Services Providers(MSPs),
and ordering services [21].Research [22] compares and contrasts the capabilities of

Ethereum with Hyperledger Fabric. Researchers came to the conclusion that Hy-



perledger Fabric did better than Ethereum in terms of latency and throughput while
using less infrastructure resources. The data shows that Ethereum has a greater suc-
cess rate for transactions, nevertheless. The article also looks into potential future

research areas, which ought to cover more blockchain systems.

2.2.4 IPFS with blockchain:

The Interplanetary File System, or IPFS, said by Zheng et.al[23] is a file management
system that lets users store files and keep track of how they change over time. A lot
of progress has been made, and a lot of businesses have adopted IPF'S since it was
first introduced in 2016. Users may freely exchange data with one another using
this technology. If you have a huge file that you need to upload and/or download
over the Internet, IPFS is a great solution. In order to store information in a global
and decentralized environment free of file size limits while maintaining transparency,
researchers [24] have developed the IPFS using blockchain. In this case, the IPFS
system takes the document’s data and makes a unique hash of it. The hashes are
then stored in a smart contract, which makes the system unchangeable. IPFS and
blockchains are two technologies that could work well together because they are both
built in similar ways. IPFS would connect all of these different blockchains in some
manner analogous to the way the internet connects all of the websites currently
online. In the same way that we can place a link on one page that takes us to
another page, Ethereum can have a link placed within it that takes it to a different

network, for instance.

2.2.5 Peer-to-peer(P2P) network:

Peers are several other computers that are interconnected via the internet.In a peer-
to-peer network, two computers that are both connected to it can talk to each other
without the help of any server computers [25]. Instead of having a central hub or
middleman, peers or participants talk directly with each other. Each node has a
copy of the information, and they may exchange it with one another without a third
party’s assistance [26]. P2P networks are available in two different varieties: A pure
P2P network has nodes that are all the same, but a hybrid P2P network has a
central hub. A blockchain network’s decentralized design consists mostly of peers.
All nodes act the same, store information the same way, and talk to the system in
the same way. Since the chain is duplicated at each node in a peer-to-peer network,

it is harder for bad people to attack.

10



Figure 3: Peer-to-Peer Network

2.2.6 Smart Contract:

According to Catchlove (2017)[27], a smart contract can be defined simply as a set of
rules and regulations including specific protocols encoded digitally that the involved
parties should follow. Execution of a smart contract begins when predetermined
conditions are met which results in meeting the expectations of having anticipated
outcomes. These processes closely resemble conventional legal contracts, which doc-
ument the mutual agreement of parties involved in the exchange or transfer of goods.
Every step in the contract’s execution is recorded as an immutable transaction on
the Blockchain. Smart contracts ensure the implementation of proper access control
and necessary contractual conditions. Developers, in particular, have the authority
to grant access permissions for each function within the contract.

A smart contract is a great tool to use in any type of system. Some of the key

features of smart contract are given below [27]:

Digital Form: By leveraging blockchain technology, smart contracts offer the abil-
ity for code to govern and execute various terms of the contract. This is made
possible by registering the ownership of digital assets or digital representations of
physical assets on the blockchain. The electronic format provides functionality that
allows parties to initiate actions based on specific electronic triggers integrated into
the blockchain. Since there is a high security system each transaction or interaction

that takes place inside the smart contract uses a digital signature.

Framework based on conditions: In the realm of contract law, commitments are
formed through the exchange of promises: if one party does something, the other

party will reciprocate in a certain manner. Similarly, this conditional framework

11



forms the core of smart contracts and the underlying code that defines them. The

incorporation of conditional statements is crucial in the coding of smart contracts.

High Accuracy: Boolean logic is used in smart contracts resulting in the produc-
tion of either a true or false value through computation. This indicates that the
computer coding of smart contracts does not allow for ambiguity which allows the
contract to determine whether the incident actually took place or not more clearly.
This is in contrast to traditional contracts where nuances and interpretations are
often required. This reliance on strict syntax in smart contracts brings about a

higher level of certainty, as the outcomes are precisely defined

Performance based: Performance is a notable concern in traditional contracts, as
it is not always guaranteed. However, smart contracts address this issue by providing
a higher level of performance assurance. Once the contract terms are programmed
into code and deployed on a blockchain, the need to rely on the parties to fulfill
the contract reduces.. Again, specific conditions and requirements for performance,
such as asset transfers, can be directly encoded into smart contracts. Consequently,
the potential for opportunistic breaches is significantly reduced or eliminated. Smart
contracts prioritize performance and offer a greater likelihood of fulfilling contractual

obligations compared to traditional contracts.

Zheng et al. (2020) suggests that a smart contract has four consecutive stages are
discussed below [28]:

Creation: Lawyers or counselors assist the parties in preparing the initial contract.
If the contracts are less formal or legally binding, the parties agree on the terms.
Software programmers then convert the natural language agreement into a smart
contract using computer languages like declarative languages and logic-based rule
languages. This conversion process follows the principles of software development,

including design, validation, and implementation.

Deployment: Once smart contracts are created, they are saved on the blockchain,
and their immutability prevents modification. Even small changes require the cre-
ation of a new agreement. When smart contracts are deployed, all parties involved
can access them on the blockchain. To ensure the security of the smart contract,

the associated digital wallet is sealed using blockchain and digital assets technology.

Execution: After deployment, the smart contract’s provisions are monitored. When
the predefined conditions of the contract are met, the contractual procedures or func-
tions are automatically executed. If a condition is true, the corresponding statement
is executed, resulting in a transaction that is validated and executed by miners on
the blockchain. It is important to understand that smart contracts are essentially

programs consisting of declarative statements with logical connections.
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Completion: Once the smart contracts are executed, the states of all parties in-
volved are updated. The transactions that occur during the execution of smart
contracts, as well as the updated states, are stored on the blockchain. At this stage,
the parties complete the transfer of digital assets between each other. The digital
assets of the involved parties are then unlocked, marking the completion of the en-

tire life cycle of the smart contract.

2.2.7 Audit Trail and Blockchain:

A blockchain is a distributed ledger that contains every detail of every transaction
that has ever taken place. Transaction authenticity and integrity are protected by
cryptographic digital signatures. Because the blockchain is decentralized, anybody
with the right equipment (nodes/miners) may process transactions and earn rewards.
An independent audit is always necessary because of the possibility of manipulation
at any stage of the transaction’s lifetime. Exclusive access to the blockchain might be
offered to auditors and investigators so that they may examine immutable, times-
tamped records of all transactions.

A process or system’s audit trail is a chronicle of all activities that were taken
and when they were taken including by whom. For reasons of auditing, compli-
ance, or investigation, it leaves a clear and verifiable paper trail of activity that can
be reviewed and analyzed [29]. There are several advantages to using blockchain
technology in auditing. Due to the key feature as, transparency and immutability
makes blockchain’s audit trail reliable and impossible to modify. All transactions
ever made are recorded in the blockchain and may be verified at any time. This
openness boosts confidence, cuts down on middlemen, and enables audits in real
time. As a result of its distributed structure, blockchain also removes the need for a
trusted third party to verify transactions, making the audit trail more trustworthy.
Thus, Blockchain-based audit trails are effective for building authenticity in legal
systems because they are consensus-driven and tamper-proof records of systemic

occurrences.

Digital signatures are a highly secure and trustworthy alternative to other audit trail
methods like hash values and timestamps that are utilized for blockchain verifica-
tion. As an element of public-key cryptography along with the blend of blockchain,
digital signatures offer a reliable means of authentication and data integrity [30]. It
can ensure that transactions have been authorized by the appropriate parties and
through this data manipulation can be detected if it happens. Digital signature can

be used for verification via audit trail in blockchain to certify that the data that has
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been recorded in the blockchain has not been tampered which certainly guarantees
the integrity and validity of transactions. As stated by Stamp(2005), in cryptog-
raphy, a digital signature is the process of attaching a distinct digital fingerprint
to a message or document. It verifies the authenticity of the sender and the mes-
sage’s integrity throughout transmission and storage. Sender’s private key is used
as a means of digital signature while inputting the data and further this signature
is then checked against the sender’s public key to ensure its authenticity [31]. The
blockchain system ensures that all transactions have been authorized by the proper
parties and that data has not been tampered with by including digital signatures in
the audit trail.

2.3 Hashing in Blockchain:

Hashing is a process through which input of any length is encrypted into a fixed
lengthed output using mathematical functions. Hashes are used to establish re-
lationships between blocks in a blockchain. Blockchain relies heavily on hash, a
mathematical function, to ensure that all transactions and data kept on the dis-
tributed ledger remain secure and unchangeable. The hash is computed using a
hashing method to establish a connection between two sets of data. The hash of the
prior block is included in the data of each new block on the blockchain. Each node
retains its own copy; therefore, anybody wishing to edit one block will be required
to update the information throughout all nodes. Hash functions must guarantee
that no two inputs result in the same hash value. This will result in maintaining
the data integrity of the blocks in the blockchain. If there is even any slight change
in the information that a block carries it would result in the hash to completely
change and regenerate a new one. This allows the users to identify any new types
of information when added to the blockchain promoting traceability. Hashes can
also be used as an identifier of the blocks in a blockchain. Since a unique hash is
generated every time a new block is added, any block can be traced using these
unique hashes and the data preserved inside can be used further.

The most widely used hashing algorithms for file integrity checks are, CRC32, SHA-
2, and MD5 a. Other popular hashing algorithms include xxhash, RipeMD, and
Tiger.

MD?5 is a hash capability that takes a series of information and converts it into a
128-bit unique finger impression. It is commonly utilized as a checksum to ensure
the integrity of data. This hashing capability is being used for a long time now and
one of its major drawbacks is that often collisions are created between the hashes
that are generated here. Despite these vulnerabilities, it remains one of the most

extensively used algorithms globally.
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A cyclic redundancy check (CRC) is a type of error-detecting code that is com-
monly employed to identify unintentional alterations in data. When a data string
is encoded using CRC32, the resulting hash output will always be the same. As a
result, CRC32 is occasionally utilized as a hash algorithm for verifying file integrity.
However, in modern times, the use of CRC32 has become less prevalent, primarily
limited to applications such as Zip files and FTP servers.[32]

In order to hash Bitcoin transactions, the US National Security Agency created
a hashing method known as Secure Hash Algorithm-256 (or SHA256). Ethereum,
for its transactions, uses SHA-3, which is part of Guido Bertoni’s family of cryp-
tographic primitives called Keccak [14]. Elliptical curve hashing algorithms, which
are used for the generation of public keys, have been established as a result of re-
cent technical breakthroughs. The secp256k1 elliptic curve method is used to make
public keys for the majority of popular blockchains, like Bitcoin and Ethereum [33].
Everyone on the blockchain network, or node, will have their own unique set of
public and private keys.

Overall, blockchain technology’s use of hashing guarantees data integrity, enables
consensus processes, offers effective verification techniques, and improves privacy
protection. It is a crucial cryptographic procedure that helps keep blockchain net-

works secure and dependable.

2.3.1 Private and public keys:

Asymmetric cryptography is utilized to implement public and private keys.It allows
users to verify the legitimacy of a transaction using a digital signature. To begin,
information is encoded and then decoded using a key in symmetric cryptography
[34]. Unless the recipient has the decoding key, they won’t be able to see the data.
However, there is a security risk involved in transmitting the key across the network.
Asymmetric cryptography [35] is a kind of cryptography in which the private key
may be used to decode a public key, or vice versa. The user’s private key is associated
with a password they should keep secret, while the public key is associated with a
username that will be known to many people. The system works as follows: if
certain data or information has been hashed using the private key, the public key
may decrypt it. A digital signature [36] is generated using this method,and it is
used by other nodes to confirm that the sender and the author of the content are
the same person. Since the public address is available to all nodes, the validity of
any given transaction can be independently confirmed.However, this method may
be used to transmit transactions to a single node or a group of nodes, ensuring that

only those nodes can verify and decipher the information.
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2.4 Consensus Protocols for Blockchain

A blockchain is made up of several blocks, each of which contains information on
digital resources along with a header hash connecting it to the block prior to cre-
ating a chain-like network. The blocks are connected, and via a consensus process,
new blocks may be inserted and withdrawn. The protocols, algorithms, or other
computer systems known as consensus mechanisms are what make cryptocurren-
cies function. According to Rosenberg [37] The blockchain’s transaction legitimacy
and governance are determined by these systems of agreement. It is essential for
the functioning of the blockchain platform. It concerns several aspects of the net-
work applications, including transaction verification, energy consumption, network
charges, efficiency, and others. The core blockchain’s safety is maintained while
transactions’ veracity is verified without the involvement of any third party. Being
a dynamic, self-regulating system, blockchain necessitates the adoption of a secure
method to guarantee the veracity of the transactions. Individuals must come to an
understanding on a consensus in order to do this. There have been several propos-
als for consensus systems, each with a unique set of underlying notions and uses.
Proof-of-work (PoW) and proof-of-stake (PoS) are two of the most used consensus

procedures when discussing blockchains.

2.4.1 Proof of work (PoW):

By requiring users of a network to expend effort solving an abstract cryptographic
puzzle, PoW is a decentralized consensus technology that restrains somebody from
modifying the system by enabling transactions to be conducted in a peer-to-peer con-
tained environment without the need for a trustworthy third part said by Nakamoto
[33].

To prevent spam emails, the concept was initially proposed in 1993. In 1997, it
was given the official name ”proof-of-work” by Adam Back. The technology sat
mostly unused until Satoshi Nakamoto created Bitcoin in 2009 and began utilizing
it to secure the blockchain.[38] In contrast, the proof-of-work approach relies on
the fact that each node must solve a cryptographic puzzle before proceeding. As a
reward for being the first to figure out the strategy, the miner award goes to that
person. The term ”hashrate” describes the entire aggregate computing power which
is utilized to mine and execute transactions with PoW, which also pays those with
speedier hardware. One’s chances of producing the following block and earning the
mining reward more commonly increase with increasing hashrate. The odds may be
raised even more by miners joining forces to form known as "mining pools,” which
bundle their hashing power and share the rewards evenly among all of the miners

participating in the pool.

16



[O)

Q = ng/}"

Miners .
Rewards Block
Solve
‘ s Puzzle
Transaction

~~

Proof of Work

(PoW) ‘
Broadcastingnew &

‘Vgrlflcatlon 5 Blockto the network f"'_:;e;'”
miners =y

6 ‘:.

Figure 4: Proof-of-work working process

Processtostart
aver

Qe

[

That increases risk and opposes further decentralization of the blockchain. In
addition to that, the blockchain maybe effectively controlled and manipulated if a

group of miners or an individual miner can accumulate [39].

2.4.2 Proof of stake (PoS):

In 2011,[36] a member on the Bitcointalk forum going by the moniker of Quan-
tumMechanic developed a mechanism called ” proof-of-stake.” According to Kiayais,
Russell alt.[40] Instead of "miners,” ”validators” verify transactions in a proof-of-
stake network, and ”block mining” is replaced by ”block minting” or ”block forging.”
For a node to become a validator in a proof-of-stake network, rather than being se-
lected at random as in proof-of-work,it must have staked a certain quantity of coins
into the system. PeerCoin’s ”Coin Age” method provides a more detailed expla-
nation of validator qualification; it allows holders of currencies older than 30 days
to vie for the right to mine the next block, with the longest-held coins having the
greatest chance of success said so by King and Nadal [41]. Furthermore Saleh[42]
says the node receives transaction fees associated with the blocks they helped cre-
ate as payment. Validators risk losing their stake if they participate in fraudulent

transactions. This protects the good intentions of the validators, who stand to lose
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more money than they would earn in any other scenario.Finally, according to [43]
Since anyone can’t confirm transactions or mine for money with proof-of-stake, it
uses a lot less energy. Since the cost of establishing a mining pool is reduced because
mining gear is not required,more users are encouraged to establish a node, which

increases the system”s stability and decentralization.

2.4.3 Delegated Proof of Stake (DPoS):

An alternative to the more popular PoS protocol is Delegated Proof of Stake (DPoS).
According to [44] Developed from PoS, DPoS allows networks to select validators
who verify blocks on their behalf. Delegates in DPoS are called ”block produc-
ers” or witnesses. Following the election of all delegates, they must jointly examine
each transaction and make a decision.Comparing PoW and PoS, DPoS offers nu-
merous benefits. It has a number of advantages, including a low requirement for
users to have powerful computers, which leads to good energy efficiency and speed.
In DPoS technique, every individual of the network gets the opportunity to cast a
vote, making it less centralized unlike PoW.Furthermore, said by Ouatttara, Ahmat,
alt. [45], it solves the PoS’s "rich grow wealthy conundrum” by making reputation,
not money, the deciding factor in who gets chosen as a witness or block producer.
While delegated proof of stake has made progress and is seen as more effective than
other consensus methods, it may be insufficient for usage in smaller systems and
may lead to centralized administration. According to Chaudhury [46] Delegated
proof of stake, on the other hand, loses power when no one cares to cast a vote, as
it’s vulnerable to attacks that may be manipulated in various ways (such when the
same witness repeatedly acts as the owner in proof of stake and when mining pools
of proof of work are used). DPoS and PoS are quite similar, but the primary distine-
tion between them is that DPoS takes a more democratic style and lets users who
invest choose which representatives they wish to validate blocks. DPOS appears to
be aviable consensus method addressing the blockchain’s scalability issue as of right

now, with an increasing number of applications and participants.

2.5 Proof of Reputation with Delegated Proof of Stake:

To validate transactions and generate blocks, DPoS uses a predetermined number
of trustworthy validators, called delegates where token holders cast ballots to elect
these representatives. According to Kleinrock et al. (2020), ”Proof of Reputation”
refers to a technique that takes into consideration the reputation or track record of

participants to determine their weight or vote in a system in contrast [47]. Nakamoto
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Fallback where Nakamoto consensus, and more precisely Proof of Work (PoW), is
the most well-known consensus algorithm [33]. Along with the stake in the solution
to a computational issue, the first node to complete the task is given the privilege of
adding a new block to the blockchain. However, if it can be established as a backup
in case the DPoS system is compromised or suffers technical difficulties. It improves
the system’s security, decentralization, dependability, and takes reputation into ac-
count in the consensus process by combining DPoS with PoR and having Nakamoto
Fallback as a backup [47].

As stated by Hu et al. (2021), in a decentralized environment, the consensus algo-
rithm is crucial to the blockchain’s reliability. The Byzantine Generals Problem, one
of the most fundamental obstacles in distributed algorithms, is intrinsically linked
to the topic of consensus algorithms [48]. In the case that the EigenTrust algorithm
is compromised or is unsuccessful then Proof of Reputation (PoR), can be employed
as a backup [49]. By having peers give confirmation of their reputation, PoR seeks
to ensure that reputation scores are reliable and accurate. This evidence may take
the form of cryptographic signatures, verifiable transactions, or any other technique

that proves the peer’s reputation to be consistent and reliable.

Byzantine Faults:

‘Byzantine faults’ is a drawback which occurs when some of the nodes in a distributed
system are broken or malicious and cause the system to behave erratically which
makes to disrupt the system by deviating from the protocol, sending false informa-
tion, or working in concert with other malicious nodes. Due to its similarities to the
Byzantine Generals Problem, a famous distributed computing paradox, Byzantine
faults have been given that name [48]. Consensus in a distributed system might
be difficult to achieve due to the presence of Byzantine flaws [50]. Because they
rely on trusted nodes, conventional consensus methods are susceptible to Byzantine
failures. Malicious nodes make consensus harder to reach because they introduce

inconsistencies into the network and cause nodes to disagree.

Eigentrust:

EigenTrust is a method based on trust that may be used in distributed systems
to solve the Byzantine Generals Problem. Based on prior actions and interactions,
each node in an EigenTrust network assigns a trust score to every other node in
the network. In order to identify who may be trusted, nodes pool their trust data
and share it with one another [51]. Integrating EigenTrust into a consensus process
allows nodes to evaluate the trustworthiness of other nodes based on their reputa-

tion ratings (Gao et al., 2019) [52]. This aids in reducing the effect of Byzantine
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nodes that try to disrupt the consensus process by acting deliberately or supplying
misleading information. The consensus process might give more credence to nodes
with a history of truthfulness and dependability if they have better reputation rat-
ings. As a result, the consensus conclusion is less likely to be swayed by Byzantine
nodes, which may have lower reputation ratings. Mentioned by Gao et al. (2019),
Reputation-based approaches increase the distributed system’s resistance to Byzan-
tine errors by making the consensus process more secure and trustworthy [52]. In
spite of the presence of Byzantine faults, these fault-tolerant algorithms allow nodes
to reach agreement, making the network more secure and resistant to attacks by

malevolent actors or malfunctioning nodes.
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Chapter 3

3 Literature Review

3.1 Current licensing system of Bangladesh: the procedure

and flaws

In literature, there is a substantial amount of research related to the alleviation
of fake licenses. As stated by Md. M. H. Ullah et. al[53] and investigated by
G. Bitjoka et.al, fraudulent documents and licenses obtained by drivers which are
conducted through the misuse of the system and its weakness can be reduced. As
investigated by F. Leemal|54], the current system for providing driver’s licenses is
heavily unreliable. In Bangladesh, the current steps are followed for one to obtain a
license, according to BRTA. Firstly one must obtain the learner’s license along with
the driving license test date. On the day of the test, the candidate has to sit for
a generic written test and then a viva, and finally a practical test. If they pass all
three, a date for their license is given, otherwise they are required to apply for the
test again. After the confirmation of them receiving a license,their biometrics are
collected along with personal information such as NID, birth certificate or passport
for a smart license card.[55] Now, in this system,there are plenty of ways to avoid
giving the actual test, as there exists count less flaws. The major drawback in
this system is that, bribery will secure anyone who offers the bribe a license, even
though they might not be fit for one as all procedures are manually managed by
authorities who are expected to be corrupt. Moreover, technology has advanced so
much that producing counterfeit documents and licenses can be done effortlessly,

and even more so by authorities thus leaving no room for detection.

3.2 Smart City and Blockchain: Bangladesh’s perspective
3.2.1 Smart City

A smart city is one that makes use of technology and data to enhance sustainability,
streamline urban services, and improve the quality of life for its residents. A savvy
city commonly consolidates progressed computerized advances and creative answers
for overseeing city resources and frameworks, like transportation frameworks, energy

lattices, structures, and public spaces. These advances can assist with upgrading
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asset utilization, diminish gridlock and contamination, work on open well-being, and
improve admittance to data and administrations. In order to meet the requirements
and interests of all residents, smart cities also involve citizen participation and col-
laboration with the private sector and other stakeholders. Some of the smart cities
in the present world are Singapore, Barcelona, Amsterdam, Helsinki etc.

The intelligence of a city or how well-equipped a city is depends on a number of
factors in its legislature, economy, social structure, and the core values that the city
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In the above figure[56], we can see that in order for a city to qualify as a smart
city it has to have efficient resources which are also innovative, sustainable, dynamic,
and resilient. A smart city also has technology based and efficient education, govern-
ment, transactions which would make life easier in general. The approach towards
life and the working mechanism of a smart city is data driven which includes a par-
ticipatory approach, integrating planning, financing, and most importantly ICT.
Information and communication play a very important role in order to manage a
smart city. Almost every interaction includes the usage of information and commu-
nication technology.

Information and communication are important in order to make efficient use of
the infrastructure, economy, education, government, applying new amendments to
society, and transportation. It also ensures sustainable development of society in
cultural terms along with supporting evidence-based education, transaction of any
sort, security, and transparency of data which is one of the biggest challenges in
the 21st century.[56] Some of the elements of information and communication which

would be essential in a smart city are:

. Internet of Things (IoT): ToT sensors are usually used to collect data and auto-

mate complex systems like energy consumption, and traffic management in a smart
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city. Thusly, savvy urban communities work on the proficiency of metropolitan

administrations, decrease costs, and convey a better quality of living.[57]

. Big Data analytics: Kaviraju, Kaviraju. (2022, June 7) has said that big

Data frameworks bring effectiveness into an intricate information foundation. It
can have an effect on transportation, public safety, city budgets, and other aspects
of a city.[58]

Smart Infrastructure: Smart infrastructure defines the usage of technology in
building the infrastructure as well as maintaining the infrastructure. A smart in-
frastructure is also data-driven and has the ability to use newfound data to use
towards the development of the already existing infrastructures. A smart infras-
tructure is also an infrastructure that has the ability to automate its management

system such as water management, fire management, quality management etc.

. 4. Citizen Engagement: Citizens can take more in-depth participation in a smart

city with the help of ICT. Voting can be done by the citizens on any new proposed
system through mobile applications again feedback can also be taken on any newly
implemented system. As a result, citizens are more included in taking decisions that

are major for the city.

Apart from the aforementioned technologies, Blockchain is also another important
element of ICT. Implementation of blockchain in a smart city can ensure traceability,
security, trust ,transparency of data across multiple platforms.

In conclusion, it can be said that a smart city is a city that is built around the
motto of making the lives of the citizens easier and better which also ensures the

participation from citizens.

3.2.2 Blockchain in Bangladesh

Bangladesh has been exploring the use of blockchain technology in various industries,
including finance, supply chain, and land registry. Here are a few examples of recent

work in blockchain in Bangladesh:

Land registry:Bangladesh’s government is exploring the use of block chain to create
a tamper-proof land registry system, which will make it easier to buy and sell land
and reduce the likelihood of land disputes. [59]

Financial Inclusion: The Central Bank of Bangladesh has been experimenting
with blockchain technology to increase financial inclusion in the country.[60] They
are exploring the use of blockchain-based digital identities to enable un-banked in-

dividuals to access financial services.
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2) Supply Chain Management:Some companies in Bangladesh are looking to im-
plement blockchain technology to improve transparency and efficiency in their sup-
plychains. For example, companies in the textile industry are exploring the use of
blockchain to track the origin of materials and ensure that they are ethically sourced.
[61] These are just a few examples of the ways in which blockchain technology is
being explored in Bangladesh.The use cases of blockchain technology in Bangladesh
and other developing countries will be different and it would be important to con-
sider the specific needs and challenges of these countries when implementing the

technology.

3.3 Driver’s Reputation Management

Congestion and road accidents have been consequences of rapid urbanization in
Bangladesh, where most road accidents are the result of unlicensed drivers or forged
licenses.

As discussed by Afsari et al[7], road accident rates have increased due to driving
habits of the drivers, who are not properly trained or lack proper licenses issued
by the government. Moreover, police are the chief organization for the collection of
data regarding any traffic misconduct, where the police are required to physically
visit and check and then report back to the HQ. In this method, unless the traffic
violation is severe, the drivers are not held back thus allowing them to break further
traffic rules as there is no guarantee of the security of the data collected by the police,
nor exists any digital record of it, due to it being a heavily manual procedure. In
the case the drivers have authentic licenses, the possibility that they haven’t been
properly trained can not be excluded completely. Even with authentic licenses,
drivers regularly cause numerous misconducts on the road such as accidents, speed
driving and other traffic rules’ violations.

Thus, a driver’s reputation management system (i.e driver profiling) is of utmost
importance to keep record of the driver’s behavioral patterns while driving as a
measurement to prevent road mishaps. Driver reputation management system is
a proposed system where a driver’s profile with all their law-breaking records on
road will be stored and analyzed using in-vehicle devices as a means of monitoring.
This will mainly record a driver’s behavioral pattern as they drive, whether they
are aggressive or safe to be on the road, based on their driving and law-abiding
capabilities.Introducing such a system will make authorities and passengers aware
of a person’s driving pattern and will thus contribute to the improvement of road
safety. Although existing works all involve identifying driver’s behaviors, it seldom
involves keeping a record of their driving pattern, thus failing to get an evaluation

of the driver’s overall reputation while on road. In instances where there is record-
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keeping done, it is done in such a way that tampering with the available data is
unchallenged, which proves to be a great disadvantage for the authorities who are
responsible for tracking such aggressive, law-violating drivers as well the ordinary
public who are susceptible to falling victims in the hands of such drivers. Hence,
we are proposing a blockchain based framework for keeping records of the drivers’
profiles so data remains decentralized, secure and immutable.

This blockchain based framework will exist to ensure that the data regarding the
drivers and their misconducts are not tampered with, thus creating a safe data
transaction and will take Bangladesh one step further towards achieving the smart

city goal.

3.4 Related Works

This section reviews the existing works related to driver’s profiling systems, Blockchain
based management systems and Blockchain based driver’s profiling systems. Most
of the methods of the driver’s profiling consist of collection of data through in vehicle
cameras i.e dash-cams, black boxes, sensors, smart phones, smart watches etc. Nu-
merous works involving driver profiling systems have been conducted, most of which
use a smartphone based sensor to recognize aggressive driving as a measurement for
evaluating the score for the driver [62]. Driver identification based on driving infor-
mation like speed, acceleration, steering wheel, etc. has lately become an innovative
study subject since it can serve as the foundation for cutting-edge applications like
car anti-theft and user-based insurance, among others.[12] . These mentioned ways of
collecting data and analyzing them in order to create a profile for the drivers makes
it effortless to identify the driving pattern of each individuals and can act as a way
of preventing accidents ,car-theft and other mishaps both on road and off road.

In literature, there are a few notable works related to Blockchain based reputation
management systems. Transparency, traceability, and security by design are char-
acteristics of Distributed Ledger Technologies (DLTs), such as Blockchain. These
features make using Blockchain to improve information security, privacy, and relia-
bility acceptable in a wide range of settings. Works have been done where in a con-
sortium blockchain, a category of permissioned blockchain, only a selected amount
of certified (approved) nodes are given access for writing in the shared ledger, while
everyone else can only use a blockchain query to access the ledger’s data. The park-
ing system benefits from this since only a small portion of users,parking lots, have
parking offers and are required to register them on the shared ledger in order to
act as blockchain validators, while the remaining users, drivers, have to search the
blockchain to discover the parking offers.[63]. A. Pradana et.al [39] introduced a

system where a driver’s demerit points are to be added to a blockchain network due
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to any traffic offense. They have implemented a Smart Contract Model where if
the demerits crosses the 100 points threshold, the driver’s license is suspended. An-
other work by N. Pramod et. al [64] proposes a Blockchain based driver’s profiling
system using a Public Key Infrastructure(PKI) based Certificate Authority (CA)
to provide digital identification to drivers. In their system, they have introduced a
service handling and an event handling blockchain. The service handling blockchain
receives, verifies and authenticates a driver’s personal information upon applying
and the event handling blockchain handles the transactions of the driver’s record
keeping.

Md. M. H. Ullah et. al [53] proposed a Hyperledger Fabric based system, which
provided them with distributed permission based block chain, to extract driver’s
information. In the system, to create a record against the faults of a driver, police

have to file a complaint manually, which is easily averted if the police is corrupt.

Furthermore, numerous countries have implemented a driver’s point system, where
the drivers receive tickets or demerit points based on their behaviour on the road.
Singapore has implemented a Driver’s Improvement Point System(DIPS) where
recognition of a dangerous driver and suspension of their licenses is done[21]. The
demerit points in this system is assigned with fines for some traffic offenses including
reckless driving, speeding and disobeying traffic lights. However, the system also
rewards drivers for driving safely for a certain period of time. A lot of states in the
United States of America also have a point system implemented. Various points are
assigned to misconducts on the road such as speeding, reckless driving, hit and run,
illegal turns etc and according to their point system, a 12 point reduction in a two
years time period of two years will cause in suspension of license.[22] As such, many
other countries have also implemented a point system of this sort which assigns de-

merit points to driving license holders.

The table below shows some comparisons between our research and existing works.

. . . Scope of
Paper Point Decentralized Auther'ltlc1ty St(?r'age' Deep . License
System Detection Utilization | Learning
Renewal
Our Research | Yes Yes Yes Yes Yes Yes
[63] No Yes Yes No No No
[39] Yes Yes Yes No No No
[64] No Yes Yes No No No
[53] Yes Yes Yes Yes No No

Table 1: Comparison between other researchers’ works and our research

In contrast to the systems proposed by other researchers and already existing driver’s

reputation systems, our proposed system will have a point system which will the
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driver’s points according to their behaviour on the road, of which the data will be
stored on the blockchain network alongside their records making the system tamper-
proof. The data is thought to be collected via sensors, dash-cams, black-boxes, GPS
already installed in the vehicles and also by complaints of the passengers, which
will be used as evidences. Thus, authorities will be able to conduct a thorough
investigation and update the point of the driver after each incident. When the
driver’s score reaches above a certain threshold, after which the driver will not be

considered safe on the road and have his license seized.
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Chapter 4

4 Methodology

4.1 System Overview

4.1.1 Use Case Diagram:

Description of the use-case diagram: The use-case has five actors. The system
has four main actors: the driver, the owner of the vehicle, the passenger, and the
police authority. The secondary player is BRTA, which is in charge of carrying out
administrative tasks including validating licenses and managing the point system.
One of the main characters, drivers, must register by providing their information
if they haven’t previously done so with BRTA. Once their registration has been
verified, they may log in to the system, examine their own points, and, if their
license is about to expire, submit an application for renewal. Using their NID,
registered drivers may log in. If the vehicle is not already registered, the owner
must register it by providing the required information. Owners of vehicles can check
the driving history of the person who is connected to their car. Passengers can use
the system to report any kind of misconduct or violations, and the complaints are
subsequently investigated and documented. Police or Traffic Authorities can view
complaints filed by passengers and verify them. They are also able to assign points
to drivers, which are verified by BRTA and then are updated in the system. Police

can also update the crime history of the driver in the system.
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Use Case Of Driver Reputation Management System Using Blockchain for Smart City
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4.1.2 Activity Diagram:

Description of the activity diagram: Drivers gets access to the system and are
prompted to provide their NID and Password. If they are a new applicant, they have
to enter their information, which gets verified by BRTA and saved in the blockchain.
After that, the driver is provided with a password which signifies that they are added
to the system and thus they can log in to the system. A previously registered driver
can log in to the system just by providing their necessary information. After logging
in, the driver can view their own points and request for renewal of license if their
license has expired. The request for renewal is sent to BRTA where BRTA verifies
the request and renews the license and a confirmation of renewal is sent to the driver.

This update is also stored in the blockchain. The process ends here.

using blockchain for smart city
PoliceTraffic Authority

Show NOT
ADDED Status

Figure 7: Activity Diagram of the System

A vehicle owner can log in to the system by providing their license plate number. If
it is a new owner, or a different vehicle, the owner has to register their vehicle. This
registration application is first verified by BRTA and the information is saved in the
blockchain. After successful registration, the vehicle owner can log in to the system
where they are able to view the history of the driver that is associated with their
vehicle. They can also log complaints, which are then sent to the police or traffic
authorities for further processing where later they can view their complaint status.
This process ends here.

A passenger gets access to the system and can file complaints by providing the license

plate number of the vehicle that is associated with the complaint. The complaint is
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later verified and a status report of the complaint can be viewed by the passenger.
Police or Traffic authorities can log in to the system with their credentials and view
complaints made by a passenger or vehicle owner. After that, they can verify the
complaint made and update the event. If the complaint is valid, police or traffic
authorities assign points to the driver of the vehicle. This information is updated
and saved in the blockchain. If the complaint is invalid, no update of the crime is

given and the process ends here.

4.2 Proposed Model

4.2.1 Customizing the system for Driving Reputation Management Sys-
tem Model:

The BRTA would originally construct the blocks upon the old driver or existing
driver seeking to register after confirming the license numbers and other details along
with timestamp and with clean records. In a similar manner, for new applicants, the
blocks would be produced using their data from BRTA right from the start adding
a positive reputation score for obtaining the license. The Genesis Block of our
system is that initial block. The Genesis Block will be made for each driver based
on their unique license number of the smart driving license by the BRTA. Then, if
any accidents or occurrences take place, they will be included along with the event
records with all the facts and the timestamp. After creating all of the information in
the new block, the block would be closed and rendered immutable by creating a new
hash. Subsequent blocks would be added using the old hash number. The following
block will appoint the new hash to add points with the previous existing points for
new events in a manner similar to that of earlier blocks updating the versions along
with update of reputation score and CID of the evidence details of the cases or valid
reports against an individual fetched from IPFS. This will connect each block to the
prior hash and create a virtual chain that will assist individual drivers keep their

reputations with accuracy and efficiently.

4.2.2 Basic Working Principle of the Model Diagram:

In our proposed system, individuals can preserve information about their driving
records and vehicles on a blockchain and use tokens and permission-based architec-
ture to control access to their driving records. By linking the driver’s license to the
vehicle, our solution makes it possible for the driver to access data about any acci-
dents involving that particular vehicle. The following diagram shows our proposed

paradigm in broad strokes.

31



FIFO Data-structure

S

Verification at license creation;
Request for access of blockchain

JoplUCE ————

Encrypted Data Server :T/eriﬁcation request for approval;
Permission for accessing blockchain BRTA
> Police/ Traffic
Complaints Authority
4
Reputation Update F
Driver Profile creation;
N ) Renew/modification
Previous Recorcs >O¢
M Driver Profile
& z
( 00 Audit Trail
“‘ (eg. Digital Sign)
Users

0 Z¢ o] |

-
A=
Images and Complaint Report «

Person
1’{% ‘
Update to Blockchain
Vehicle Owner - P $

| —
—
A I View the Driver profiles Blockchain Management _/

Smart Contract

pd
)

Driver
Store and Retrieve
from Blockchain server

Server

Figure 8: Working principle of Driver Reputation Management System using
Blockchain

e Schematic representation of the system’s underlying workings:

In our system, users can be divided into the following three groups: drivers, passen-
gers, and owners. There are also representatives from BRTA and the police/traffic
department.

The user interface allows users to report dangerous drivers to the appropriate author-
ities. This component of the system is crucial, since it determines the authenticity
of the data and the drivers’ standing in the community in response to user com-
plaints. Users may view the current status of their complaints by entering their
unique identification number. After receiving complaints from users, data would be
encrypted on a back-end server before being sent to the police investigation manage-
ment server, where it would be processed and used to conduct investigations. The
server forwards the complaint to a law enforcement official who is responsible for
examining the situation. Following the conclusion of the investigation, the officer
will submit a report that will also be kept in the distributed ledger. The server
will keep a first-in, first-out (FIFO) queue data structure encrypted filter system for
any additional cases against a driver that have not been handled during an ongoing
investigation. When an user has an issue with a driver, their complaint goes to

the back of the queue. The traffic officer investigates the complaint at the front of
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the queue. When an investigation has been concluded, the complaint is removed
from the front of the queue, and the reputation of the driver is updated accordingly.
The vehicle owner has access to a driver’s rating in the established blockchain-based
driver reputation management system for smart cities. However, after the driver’s
reputation score has been changed on the blockchain ledger, then the driver is able
to see it of his own reputation score. It’s important that drivers know how they’re
doing so they may adjust their behavior and reputation accordingly.

Once a complaint has been entered into the system and placed in the queue, the
police will investigate it. If the inquiry confirms the validity of the allegation, the
relevant police authority will submit a request to the BRTA for permission to access
the particular driver’s block of chains to update the chain. Under correct protocol,
the police authority changes the driver’s reputation score after receiving a permit
or public key to enter the system from the BRTA. This guarantees that the driver’s
record is updated only after appropriate process has been followed and an inquiry has
been conducted. When issuing driver’s licenses, the BRTA and the police authority
are able to communicate with one another. The BRTA initiates the blockchain net-
work with the creation of the genesis block when a driver receives a license with a
certain amount of positive points. The BRTA is also able to make changes to or re-
new driver’s licenses and other relevant documentation. Audit trails, such as digital
signatures, will be used to confirm the accuracy of these revisions. This guarantees
the safety and openness of any changes made to the driver’s data.

The system will next sort the complaint’s picture file and data file, and execute the
appropriate reputation algorithm to determine the driver’s reputation score, all of
which will have occurred after the complaint has been entered into the blockchain
management system. The reputation algorithm will utilize statistical equations to
reliably and fairly determine the reputation score. The following procedure is for
the system to utilize smart contracts to generate blocks that connect the ledgers on
the blockchain. Smart contracts facilitate the automation and simplification of the
blockchain network’s event creation and verification processes.

The blocks are stored on the server after they have been generated by the system.
After being generated, blocks in the blockchain cannot be changed or removed. By
combining reputation algorithms, smart contracts, and blockchain technology, the
proposed driver’s reputation management system for smart cities can accurately
and effectively determine a driver’s reputation and reliably and securely impose any

necessary penalties or fines.
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Figure 9: Dataflow in Blockchain management system via IPFS

When all of the details have been entered through the digital signature or audit
trial, it will be split into two distinct groups depending on its format: images along
with evidence details and algorithmic inputs. To upload the images and evidence
details to IPFS, a node will be set up then cryptographic method sha256 will be
used to produce a unique Content Identifier (CID), and finally the CID will be sent
to the smart contract. On the other hand, the algorithm input will go through
the complaint-based reputation model and executing the reputation algorithm for
driver profiling the resultant score will be recorded in the smart contract. At last,
the system will produce blocks utilizing smart contracts, which will link blockchain
ledgers. The blocks will be permanently recorded on the server, making it possi-
ble to accurately determine a driver’s reputation and effectively impose any fines
or penalties that may be warranted. This procedure will assist in maintaining the
system’s driver reputation ledger up to date and secure, which will improve the sys-
tem’s ability to enforce traffic regulations and enhance road safety for everyone.

The blockchain network’s storage capacity shortage has been an ongoing issue

in this field because it is a distributed storage method. Faced with the current
problems with the aid of the InterPlanetary File System (IPFS), it may effectively
increase blockchain storage capacity while lowering computing costs for our system.
Following authorization, these files may be converted back to their original, lossless
state using the Inverse Distributed Pooling (IDP) technique [67]. Using IPFS, large
files like image and documents of evidence a hash ID will be generated making it
secure and tamper-proof along with reliability of no duplication and then it will be

stored on the blockchain of the driver’s reputation, making it less clogged and more
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secure.

¢ Image and evidence storing in BlockChain with IPFS:
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Figure 10: CID storing to Blockchain

To provide collective storage, block chain merges with IPFS. The hash code with an
unique ID of the combined data divided in links is returned by IPFS and is kept in
the block chain. This model of cooperation successfully addresses the block chain’s
storage capacity issue and maintains the consistency, veracity, and confidentiality of
data [68]. In our system we will be using IPFS for making the system more content
based addressing. A single object in IPFS can store up to 256 KB size limit [69].
This immutable distributed ledger IPFS can break up larger files than 256KB into
numerous objects that are each 256 KB in size. The system then creates a vacant
IPF'S object that connects to all the other objects in the document [66]. But we will
keep the size limit to 256 KB for the faster access of data.

When the data is sorted to enter the IPFS then firstly divided into chunks of small
pieces for more efficient data accessible. Then after hashing a Merkle tree (or Merkle
DAG) is generated taking all the chunks into a leaf-branch-root format. The root
hash of the Merkle tree is calculated, and this represents the entire set of docu-
mentation and images associated with the event. In order to uniquely identify the
incident data, the BRTA creates a CID by hashing the Merkle tree’s root. The full
IPFS dataset is referenced by this CID. Since IPFS utilizes content addressing, each
particular chunk may be fetched by its associated CID.

Image files and associated information are stored in IPFS, which is used by our
system. IPFS distributes file, application, and data storage and access. Decentral-
ization, content addressing, and participation underpin this system. By spreading

data out over several nodes, rather than keeping it all in one place, decentralization
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makes it more resistant to intrusion. IPFS is one of a kind because it uses content
addressing to determine which files to access instead of their physical locations. The
content is identified by a cryptographic hash of the data. To elaborate, the IPFS
APT allows for simple storage of images as hashes once they have been transformed
to ArrayBuffers. And, for bigger datasets Markle tree data structure will be used
where the collection is divided into ”leaves” and hashed in a Merkle tree. The root
has will be formed following their parent hashes. Here, each chuck of hash compar-
ison will help to verify the integrity of the image files for cases or accidents when
stored.

The link of the object of blockchain would be stored in blocks of the users especially
in case of driver’s photo it will be stored in the genesis block of the driver’s repu-
tational blockchain so that we it is needed it can access the photo and documents

faster upon calling the object from driver’s blockchain.

4.2.3 Designing an Effective Reputation Model and Algorithm for En-

hancing Driver Accountability

Trust and dependability are essential in the blockchain environment, and participant
reputations play a big influence of developing it. Our concept requires a reputation
model and algorithm for blockchain systems to evaluate and define drivers’ trust-
worthiness, solidity, and performance. Drivers’ reputation scores are used in this
approach, allowing blockchain networks to make accurate assessments and connect
with other networks. The accuracy and transparency of driver services may be
strengthened with the addition of a blockchain-based driver reputation manage-
ment system. Using the immutability of the blockchain, this system can collect and
verify information about drivers such as their driving histories and scores etc. Smart
cities can provide more reliable and secure transportation for their citizens by using
this technology. The driver reputation management system’s implementation of a
reputation algorithm is a blockchain-based smart contract. When certain criteria
are met, a smart contract will carry out the specified activities automatically. The
smart contract evaluates and computes the driver’s reputation score after each event
or service, using the data recorded on the blockchain.

Initially, when the genesis block of the driver is added to the blockchain, the R
value, which is the reputation score, is set to be at 50. Afterwards, for calculating

the reputation score, the following algorithm will be used for our system:

R, = a. Z(we.ve) +B.P,+ 6

ecE
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Here, « is the weighting factor for the number of events, which will be a fixed

constant. [ is a weighting factor for the already existing point of the driver, here

B=1.

w, is the weight of event e. In the case when an event ‘¢’ on the road occurs,
the amount of importance or weight is carried is represented by this. Next, v, ,
where v, | 0, is the value of event e where the value is fixed for all events that may
take place on the road. For example, v,=-5 for speeding, v,=-10 for a minor accident
and v,=-30 for a major accident where many are injured.

P, represents the existing point of the driver.

Finally, ¢ is the fixed value of the point to be added annually, according to the
timestamp of the driver’s registration in the system, to the already existing point
of the all drivers in the system. This value is fixed for all drivers, and this constant
ensures that the reputation score of the driver remains within a certain threshold
after the driver has not encountered any misconducts on the road over a certain time
period. This value will not be added every time the reputation score is calculated,
however, it will serve as a reward point for all drivers.

However, determining the weight of the value of an event solely based on an event
type will not give us the most reliable reputation score every time. Hence, we will
calculate a "Trust factor”, which will determine how much weight the value of an

event must carry before calculating the reputation score.

Calculation of the Trust Factor, 7}:

The occurrence of an accident or any other on-road mishap can depend on several
factors. First and foremost, the driver is undeniably at fault. However, this may
not always completely be the case. By considering the driver to be completely at
fault at all times, our introduced point system will cause the points of the driver
to decrease at all times. Hence, the consideration of factors such as the time of
experience the driver has driving, reputation of the environment where the mishap
occurred and some variable external factors are crucial to consider. Thus, we are
calculating a trust factor, where we take into consideration of the driver’s experience
in driving (in years), the reputation of the environment or area of the occurrence of
the accident and external factors, such as the condition of the driver.

In order to ensure the credibility of the mishap caused by a driver, and whether the

accident is completely independent of the conditions of the surrounding, the trust

factor equation is
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Ty = p.(log Ey) + 0. R +w.E,

In this equation, T represents the trust factor. Here, u, o and w are fixed values
where p =0.2, 0=0.4 and w=0.4, each representing the weights that the factors in-

volved in determining the trust factor carry.

E; represents the amount of years of experience a driver has on the roads. Here,
the logarithm of the value is taken to shorten the value to an appropriate scale for

calculation.

R, is the reputation of an area, which is essentially a value between 0 to 1 where 0
represents an area least prone to accident and 1 being the most prone to accident.
This value is prefixed and is thought to be collected based on the location obtained
via GPS.

Finally, E,, where 0 < E, < 1, represents external factors such as the state of the

driver or if any hindrance was present to cause an unprecedented accident. This fac-
tor is to be determined using dash-cams and black boxes installed in the cars. The
higher the value of, the more it is likely that external factors affected the accident.

After calculating the trust factor, we will calculate the weight of an event, repre-

sented by w, in our Reputation Score equation which is given by
we = we — (we.Ty)

This value of w, will be used in calculating the Reputation Score (Rg) of the driver

of the first equation.

The total reputation score for a certain driver is calculated by giving weight to
and evaluating these aspects based on established norms. By this method, we are
able to obtain an effective reputation score of the driver as other factors which are
not in control of the driver causing the accident such as the reputation of the en-
vironment is taken into account. Once the reputation score goes below a threshold
value which determines if the driver is fit to be on the road, the driver will not be
allowed on the road and their license will be seized.

In the case where the driver is renewing their license, the timestamp of their regis-
tration to the system will change as a new block will be created and their previous
existing point will be their initial reputation score. Once the smart contract re-
ceives this information, it will adjust the driver’s reputation score such that it more

precisely represents the driver’s actual performance. In addition, the automation
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provided by smart contracts ensures that the procedure is both precise and unbi-

ased.

4.2.4 BlockChain Network System for Driver Reputation Management
System

For our system, we have also used a hybrid architecture-based blockchain network.
Here, the chains under BRTA, the Police Department, and the user (driver and
owner) will be private to a certain group, while the passenger and user complaints
will be public. The chain will have private information on it, like NID numbers,
license numbers, etc., so a public blockchain won’t be the best choice. In the area of
getting complaints, there will be a public chain where anyone can file a complaint
against the driver or vehicle in question. The police department and the BRTA will
be in charge of the consortium network. Because of this, it will be a consortium
network. So these two consortiums and public networks together will create our
system, which will be a hybrid blockchain network merging with Delegated Proof-
of-Stake (DPoS). In our system, DPoS consensus mechanism will be more beneficial
as such the witnesses would be BRTA and police for the proper validation and
verification of the events after proper investigation and then they can add points
or participate in the renewal of the driving license. Both Hyperledger Fabric and
Ethereum will be used in the construction of our system. We will utilize Ethereum
in our public chain, which will handle the complaint-acceptance portion, as it can
handle more events and is public, distributed, and decentralized. Hyperledger only
organizations or individuals with an authorization certificate can view all network
transactions. The reliability of the driver nodes is however guaranteed by the inclu-
sion of this hybridization. The PoR system is used to regularly evaluate the driver
nodes’ reputation scores. The reputation model seeks to build a trustworthy and
reliable network of driver nodes by combining PoR and Nakamoto consensus with a
fallback mechanism, and including DPoS. This improves the system’s reliability and
effectiveness which helps keep the blockchain intact and guarantees precise reputa-

tion management for the driver profiling.

e Dataflow of the data sharing inside the blockchain management:

Data entered into the DApp by a user is separated into image data and user data.
Images are uploaded to IPFS, where they are given an object and a hash. After that,
IPFS will give the DApp a string that includes a hash of the information.To find the
user’s File Hash agreement’s domain when they specify a path to share, the DApp

looks up the path in the user’s File List agreement. The contract is recovered using
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the address of the accumulating File Hash agreement, which is obtained by obtaining

the encrypted string and the value of the IPFS hash using the recipient’s private key.
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Figure 11: Process of Sharing Data

To facilitate data sharing between users, the decrypted string is decrypted with
the data requester’s public key. Using the public Data List document, a new File
Hash contract is generated, and the encrypted IPFS data is then stored in the tender.
The DApp then arranges the information, makes the request, and the blockchain
transmits the contact validations list in an encrypted format. The encrypted data
and IPFS hash are then combined and stored in the blockchain.

This method employs encryption to safeguard data during transmission on the
blockchain, allowing for secure data sharing. IPFS and blockchain technology work
together to keep data safe and make it simple for authorized users to access when
needed.

e Data storing process in the blockchain:

Our data sharing technology encrypts and compresses acquired vehicle data before
storing it in the recipient’s agreement. The DApp then moves the photo and doc-
ument URLs to the IPFS object. After passing the DApp’s verification procedure,
which is vetted by the BRTA and the police in real time, users can upload their

information.
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Store Data

Following a request from the blockchain, the DApp gets the encrypted data,
does some initial decryption in solitude, and then retrieves the IPFS file. Next, a
compressed string is generated from the imported vehicle data, and this string is
then segmented and encrypted using the user’s public key.

The encrypted data and IPFS hash values are both stored in File Hash contracts.

File List contracts are built from User Data contracts. The File List contract does
this by mapping and storing digital identity or certificate as proof of access. Using
IPFS for efficient storage and retrieval, our solution combines data compression
and encryption methods to store vehicle information safely in recipient agreements.
Contracts are utilized to provide safe and responsible data sharing, while the DApp

and blockchain are used to allow data exchange and access management.
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Chapter 5

5 Implementation

The main ideology behind our system is transparency, integrity, and traceability,
for which we have come up with an innovative idea to use smart contracts to set
up a blockchain website where all the information will be handled with proof and
transparency, which encompasses all the features. Our goal in the implementation
was to showcase how our model could be potentially used in a smart city. To this
end, we are interested in using blockchain technology and smart contracts to create a
secure and immutable method for organizing data. Traceability will be a top priority
in our system, allowing for the monitoring and verification of all events and actions.
This will make it easier to spot errors and irregularities, increasing accountability

and allowing for rapid measures to be taken when necessary.

5.1 Task Brief:

We attempted to build a system incorporating a user side and an authenticator
side web based application that will be powered by Ethereum smart contracts that
will connect to the blockchain directly. For this, we will connect to the Ethereum
blockchain to add, remove, and fetch the information. The methods, software,
and languages we have used are JavaScript, HTML, Solidity, Truffle Framework,
Ganache, Ethereum Blockchain, MetaMask, and PHP. The uses of these vary from
task to task. For example, we built the demo blockchain unit using JS, deployed
our smart contract using Solidity and the Truffle framework, and connected it to a
frontend using JS, HTML, and CSS.

5.2 Creating Blockchain genesis block:

The genesis block is the first block of a blockchain, and it acts as the beginning
of the chain. For our test purpose, we have created a blockchain using JavaScript
and wanted to portray how our blocks might look after the implementation of this
chain. Firstly, we created a new directory in which we installed the necessary de-

pendencies. After writing the codes needed, we were able to create the genesis block.
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Figure 13: Creation of Genesis block and first mine block

Here we first created a genesis block, encompassing all the necessary information
to create a blockchain. The time stamp is a constantly changing value, and the
last hash points towards the last node of the chain. The information is hashed
by the SHA256 hashing algorithm, and the nonce value is randomly generated for
validation of the blocks. We ran some tests to make sure the blockchain is valid and

has no errors.

CANWINDOV rstem32icmd.exe

N | /block.test. s
ZEN . /blockchain.test.j

Test Suites: 2 , 2 total
Tests: , 4 total
Snapshots:

, estimated 3 s

Watch Usage: Press w to show more.g

Figure 14: Testing Blockchain

5.3 Installing necessary platforms
5.3.1 Ganache

We’ve chosen a local blockchain platform called Ganache for the deployment of
blockchain, following the method we proposed. Ganache is an Ethereum-based Dapp
development platform that facilitates the predetermined development, deployment,

and testing of any decentralized application in a secure way. This imitates the
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characteristics of a personal blockchain network, which gives us access to some ac-
counts where 100 ether have been assigned to each account for use in operations that
require gas fees while launching smart contracts in a virtual environment, testing
smart contracts, and giving us the information to connect to Ganache using some

server information.

5.3.2 Connecting to MetaMask Ethereum Wallet

MetaMask is a virtual wallet for Ethereum-based cryptocurrencies. Through a web
browser or the mobile app’s built-in browser, users can access their Ethereum wal-
let, where they may store and manage account keys, broadcast transactions, send
and receive Ethereum-based coins and tokens, and connect securely to decentralized
apps. We used metamask to connect with the Ethereum blockchain and complete

transfers and transactions.

5.3.3 Other Necessary Dependencies

For being able to use the devices and creating a proper virtual environment ecosys-
tem, it was necessary that JavaScript be installed, including other related packets,
as well as its PATH defined in the directory. Node.js was another important factor
in the ecosystem as it had the packet manager along with other dependencies, which
were very important for the process. It is also recommended that the framework
that we have used, Truffle, a dependency of JavaScript. These installations can be

a hassle and a time consuming factor, depending on the device.

5.3.4 Truffle Framework

The Truffle framework is a framework for testing and development environments
which offers a collection of libraries and tools that simplify the process of develop-
ing, testing, and deploying smart contracts on the Ethereum blockchain. Through
this tool one can build and manage Solidity (Ethereum’s programming language)
contracts, automate the testing with JavaScript or Solidity-based test scripts, along
with managing the compilation and deployment. Moreover, Truffle is a flexible devel-
opment environment that supports popular Ethereum client libraries like Ganache,

and has a command-line interface (CLI) that simplifies development.
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5.4 Project Setup

5.4.1 Creating a Smart Contract

There are some programming languages to write smart contracts, such as Solidity,
Vyper, Yul, Rust, etc., which are very special types of coding languages. For our
system, we have used Solidity, which is very well known for being used in virtual
environments, and better protective measures for mitigating costly mistakes, along
with a better library and documentation. We should also note that while deploying
a smart contract, it is stored in the blockchain, and as all actions that require some
change in the chain require some amount of calculation to be performed, it costs

some gas or transaction fee to be deployed.

5.4.2 Storing the file

According to our architecture, there are two types of data that are being updated
on the blockchain. One is the evidence, which is stored as images and metadata
(e.g., sensor readings, GPS location, etc.), and the other is the information about
the driver’s reputation score that is being updated after being calculated by our
reputation calculation algorithm stated in the architecture. For updating the repu-
tation score part, the information that is entered from the police or authenticator is
run through our reputation management algorithm and sent to the smart contract,
which will call the addToBlockchain() function and store the information on the
blockchain. The other part, storing through IPFS, has some other parts to be exe-

cuted.

5.4.3 Storing in IPFS

In our proposed architecture, we suggested guaranteeing data transparency. In our
case, the data consists of photographs related to evidence as well as other details
relevant to the case (vehicle number, location, time, and so on). We chose IPFS
as our storage system because it offers a distributed mechanism for storing and
retrieving information. First of all, the authenticator will connect to the front end
and upload the evidence, after which the application will connect to the IPFS node,
following which it will upload the file to IPFS. Then the system will interact and
extract the returned hashes (CID) from IPFS as we can see from the figures below

are the CID and hashed decentralized information of the evidence file.
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Authenticator Side Codeflow:

uploadFile()

updatePoint()

connectTolPFS:
createNode()
connect()

fileProsi(file):
getName(file)
convert(file)

hashStore:
addToipfs(filePros)=>hash
addToBlock(hash,point,license)

Figure 15: IPFS Storage Pseudocode

From the pseudo code we can see our first step is to upload the files and con-
nect to the IPFS node. After that the filePros() function takes the file and reads
its name and converts the file for being uploaded in an optimized way. then the
hashStore() function is called with the outcomes from file Pros() function which
calls addToipfs() and returns the hash that is generated by the IPFS system. Then
the hash is stored by referring to the addToBlock() function which takes the hash,

given point and license number.

5.4.4 Storing in Blockchain

For storing data in the blockchain, the first task is being connected to the local
blockchain environment that we have created by fetching the necessary information
( host server, port address, etc.), then getting connected to the Ethereum wallet
that we have proposed earlier (MetaMask), and then connecting and deploying our
smart contracts, which will play their role as the mailman for the blockchain system,
maintaining the flow of data to the blockchain. In our smart contract written by
Solidity, we have used a special data structure called mapping, which maps one
data type with another, almost like a dictionary in JavaScript. This attaches and

associates the hash with the license number that is fetched at the beginning.
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Storing to Blockchain:
connectToBlockchain:
fetchNetworkInfo()
fetchEthereumAccInfo()
deploySmartContract()

addToBlock(hash,point):
chain.addBlock(hash,point,).send()
retrieve(license):
chain.getBlock(license).call()

Smart Contract:
contract chain:
get license
map licenceNo to Info:
addBlock(hash,point, license):
if license=new:
map|hash,point|=info
else:
map|point|+= point
map|hash]=hash
getBlock(license):
map|license|=>hash,point

Figure 16: Smart Contract and Storing to Blockchain

Then the addToBlock() function is called, which connects with the smart con-
tract, and as there is a send() after the function, it means new data will be stored
in a block. Adding or making any change to the blockchain requires a transaction
fee that has to be paid. It is paid by our Metamask wallet, and the Ethereum is
fetched from Ganache, our virtual environment, which facilitates our payment of
gas and performs the function. Then there is the function of retrieving the values
from the blockchain, which is done by the retrieve() function. It is a call() function,
therefore it does not require any gas, and it returns the value of the hash and the

reputation score associated with the driver.

Add to Blockchain Show Driver Reputation

Driver License Driver License:

‘ 64648702569110 684649513665

IPFS CID
‘ QmeJkKzNGDWAMGCsS5Ecr73c9afcu1XxFBWgmDS m

Your Reputation is: 75

Reputation:

‘ -20

Figure 17: User Interface of the System

The user will have to log in to their account and provide their license number
to see their reputation score, and the authority will log into their higher access ac-
count where they will input the driver’s license number against which they want to

file the complaint, and then they will upload the image, which will automatically
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generate an IPFS CID. After that, they have to input the crime they have been
categorized as according to our algorithm and press submit. A request will be made
from Metamask for digitally signing the transaction, which ensures an audit trail

for the system. After signing the transaction with a metamask, the information is
added to the blockchain.
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Chapter 6

6 Analysis of our Proposed Model and Future
Work

6.1 Blockchain in Driver Reputation Management

Blockchain technology is becoming increasingly important in various industries, in-
cluding transportation, and it can play a critical role in a driver reputation manage-
ment system for a smart city. Transparency is particularly important for a driver
reputation management system, as the data used to calculate a driver’s reputation
must be accurate, reliable, and tamper-proof to be effective. The smart contract
feature also enables automated and efficient processing of data, as well as making
the system self-executing, which can be very helpful in case of immediate action, if
required, such as revoking a license from a driver with low reputation. A significant
problem with blockchain is its storage capacity and performance, which would be
enhanced in our system by leveraging IPF'S and storing the photos and documents in
a separate object, improving performance without adding weight to the blockchain.
Blockchain technology can play an important role in a driver reputation manage-
ment system as it provides a secure, transparent, and tamper-proof way of storing
and managing driver data. Additionally, its smart contract feature enables efficient
processing of data, making the system self-executing, saving man-power and valu-

able time with no intermediary corruption.

6.2 Challenges of our system:

When developing and putting into practice a blockchain-based driver reputation
management system for a smart city, there are several difficulties to take into ac-
count. One of the challenges is scalability. As more drivers sign up for the system,
if the system is unable to handle huge amount of data, there will be more data to
store and analyze on the blockchain. Another major problem is interoperability
as blockchain networks are typically isolated from one another, and data stored on
one blockchain cannot be easily shared with other systems. Making the system com-
pletely free of third-party involvement will enhance its reliability and integrity
as currently, the system requires investigation by police and other authorities for the
reputation score to be managed. Finally, getting drivers and the city to adopt and

use the system is a challenge in itself. The system must be easy to use, user-friendly,
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and most crucially, provide drivers with real advantages like reduced insurance costs

or incentives to drive responsibly.

6.3 Future Works

Using a blockchain system in order to manage a set of information in a decentralized
form set in a smart city, would help every involved entity to get a good hold of
the system and access information according to one’s needs. The unique “ Reward
Point” system in our proposed model would help manage the misfortune of accidents
and create an opportunity to create a transparent system that allows traceability
and also promotes speed and high performance due to the adoption of the IPFS
module. There are existing works on the management of licensing that promises to
make the system more organized like ours but what makes our system stand out
from those works is using a FIFO structure while storing the complaints that ensures
that every complaint would be managed and solved properly. Again the involvement
of IPFS to store the data such as pictures, videos, documents, etc. would increase

the scalability of our system making it more organized.

Further Plausible advancements:

One of the major limitations of our system is the establishment of a “smart city”
is still in the making, as a result, we are still unaware of the possible technological
advancements. In the future, there are scopes of the inclusion of different types of
sensors that would help us to measure the accuracy of the complaints filed and also
make the process of filing the complaints smoother. Again implementing machine
learning algorithms would automate the process of managing the driver’s reputation
management system and monitor the movements of vehicles and drivers in order to
explain situations better. The process of data collection, and maintaining the accu-
racy of the data is also a mentionable field where improvements can be introduced.
Blockchain technology itself is improving which would result in cost reduction, faster
implementation, execution, and also create scope for inclusion of cybersecurity which
would result in better prevention of data tampering, security, and authenticity of
data. Apart from these, the “reward point system” can be further divided into a
more filtrated state which would include the count of previous accidents and their
level of severity.

Natural language processing can also be introduced in order to detect emotions from
the written complaints which would provide the results of the level of truthness from
the testimony of the spectators on the site of accidents.

We can incorporate incentivize drivers to behave in ways that benefit the broader

goals of the smart city transportation system, such as reducing traffic congestion,
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improving air quality, and increasing safety. This can be achieved by providing
rewards or recognition for drivers who consistently demonstrate positive behavior,
such as following traffic rules, using eco-friendly vehicles, and avoiding peak traffic
hours. Auditors, engagement with the citizens, and regular review of the system can
help in eradicating any type of biases that may exist otherwise. This would tackle
the regulatory and social challenges that may arise in our system in the future.

Hence, in the future, there will be considerable amount of scopes to add other fea-

tures to the existing ones.
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Chapter 7

7 Conclusion

Smart cities are cities with improved quality of life, which makes our proposed model
of decentralized system of reputation management using blockchain technology have
high potential for improving the lifestyle by minimizing illegal road activities and
major incidents. The system keeps track of all the stages required in obtaining a
license and after the license has been acquired, which is approved by authorities,
so the authenticity of the licenses is ensured. Furthermore, the system also ensures
transparency by making data easily accessible while maintaining the safety and
integrity of it as blockchain technology is tamper-proof. Any sort of data duplication
or override will have history checks and will require agreement from private networks
to prevent third party involvement. As a result, our system is one unbreakable
system for preserving records of the driver which includes their licenses, past records
on the roads and the reputation point which will eventually determine the nature of
the driving. Although the system is reliable, there exists a lot of challenges related
to scalability, interoperability and adoption. With additional research, blockchain-
based driver’s reputation management systems will play a crucial role in building
the transportation of smart cities, where the people can remain assured of their

safety on roads leading to a safer urban life.
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