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Abstract
E-health is a relatively new healthcare innovation that incorporates electronic opera-
tions and communication. The Electronic Health Record (EHR) or Electronic Med-
ical Record (EMR) in an e-health system contains all health data information, such
as demographics, prescriptions, medical histories, laboratory reports, photographs,
billing information, and any other sensitive patient information. Any unauthorized
access has the potential to be devastating. In order to establish a highly secured
model for EHR, our paper emphasizes the problem of the study and directions in
cyber security. Cloud computing, on the other hand, provides excellent services to
both patients and healthcare providers in terms of cost-effective data storage, pro-
cessing, and updating, as well as better quality and enhanced efficiency. We aim to
ensure that security and privacy are essential when accessing or sharing patient data
among several stakeholders. In addition, we want to postulate an effective robust
security method for EHR which will be a combination of data encryption and risk
based access control which will give access to data by calculating and comparing risk
scores of different parameters associated with the user’s past activity. Also, explore
methods to preserve the accuracy and secrecy of patients’ data, as confidentiality
and anonymity are considered to be important components when sharing or trying
to access patient data between multiple stakeholders.

Keywords: eHealth; Encryption; Risk-based Access Control; Security;
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Chapter 1

Introduction

1.1 An Introduction to E-Health
E-Health is a growing field at the intersection of health informatics, global health,
and business that refers to healthcare services and information supplied or aug-
mented via the internet and related technologies. In a broader sense, the phrase
describes a state of thinking, a mindset, an approach, and a commitment to use in-
formation and communication technologies to improve health care at local, global,
and regional levels. This new style of the invention has the potential to revolutionize
health care by enhancing efficiency, widening and broadening accessibility, encourag-
ing and connecting professionals and their patients, and empowering, devolving, and
even partly deconstructing medicine in the procedure. The application of eHealth
and smart health-care planning in emerging and developing countries has the ability
to provide access to necessary remedies and preventive care, which can serve as the
basis for significant economic growth. In industrialized countries, the use of eHealth
has the potential to restructure the healthcare delivery business model while also
increasing and enhancing the customized standard patient healthcare provided.

EHR (Electronic Health Record) is a systematized aggregate of a patient’s elec-
tronic health information in an e-health system. These records involve all sensitive
patient health information. Users typically have little to no knowledge of how their
private data is handled. The existence of healthcare data in the cloud has piqued
the interest of hackers, who attack systems in the hopes of obtaining confidential
information and profiting. Each year, a large number of data breaches occur. In
this regard, information systems’ safety and confidentiality should be improved in
order to make them more robust and of higher quality.

The provision of EHRs is a significant application of healthcare information technol-
ogy (HIT) . The concept of EHRs is not new. EHRs have been around in some form
or another for over five decades. Recent rapid improvements in technology, on the
other hand, have information technology, particularly the creation and implementa-
tion of the broad use of mobile electronic devices such smartphones, mobile gadgets,
and personal computers that are web-enabled PDAs (Personal Digital Assistants);
have altered the ways in which records can be accessed and processed.

As a whole, eHealth standards promote clinical information sharing by enabling
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syntactical compatibility between medical systems. They were not, however, cre-
ated with the goal of safeguarding the patient’s privacy. Furthermore, studies have
concentrated their efforts on ensuring the security and privacy of data in motion,
resulting in a multitude of solutions that address the safety of protocols for commu-
nication and communication routes. Protecting the security of data, on the other
hand, is still in its early phases. Both monitoring the secure transmission and preser-
vation of patient data (Safety) and ensuring access to user information (Privacy) are
extremely difficult tasks.

Risk analysis in general is defined as a process of calculating the outcome that
can cause any issue on the integrity of any organization. It is so significant for
any organization to protect their data from any third party even erroneously. Now
measuring risk in access control with the help of anomalies of the past behavior of
the user activity and data sensitivity level dynamically the lessen the vulnerability of
data breaching and misuse. Quantitative risk analysis includes considering different
factors associated with the user, login session and the data. These parameters are
flexible and upto organization’s priority which can be added or removed according
to requirement.

1.2 Research Problem
An EHR system’s common problem includes the assurance of three things namely
security, privacy and confidentiality [6]. If someone does not have authorization
yet they are sharing sensitive details of health-related data then this can cause a
data breach. In many circumstances, unavoidable systemic identification can lead to
violation of privacy that occurs throughout the infrastructure of electronic health,
as well as by the central technologies and authorities that monitor the behavior of
healthcare staff and patients. The abuse of health record access can be done by
healthcare providers either intentionally or accidentally.

As discussed in [24], concerns regarding health information privacy affected the
willingness of patients to all health care professionals to share their medical data by
means of cloud computing technology as per the study by Ermakova et al. People
expect complete trust from their healthcare providers when it comes to privacy and
data security. Information security, a branch of computer science, is concerned with
safeguarding data from services supplied by a system from threats that try to com-
promise its confidentiality, integrity, and availability.

Cloud computing is a very popular way to save both time and money in many in-
dustries, including healthcare. Despite the advantages of eHealth clouds, there are
still unresolved security and privacy issues that will require extensive research to fix
[15]. As society is progressing, most things occur via clouds. Medical records hold
sensitive and vital information regarding a patient’s case. As a result, while storing
and sharing this type of data, a high level of security is required. Furthermore, when
communicating medical data on or over a network, the system must be protected
from any assault that may occur.

A patient would not want their data out to the public and keeping this in mind, we
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are trying to figure out if using a hybrid model for data security will be an efficient
way to leap ahead. With this vision, our research is being conducted. Over the
years, several kinds of research have been done to excel the security of eHealth data
on the cloud but the studies have not been too consistent about the protection of
the CIA triad over the cloud in the eHealth sector.

The question to answer in our research is:

How successful is the combination of attribute-based encryption which is
searchable and access control based on risk and sensitivity calculation?

1.3 Research Objectives
The aim of our research is to develop an enhanced and elevated cloud system that
will facilitate the sharing and integration of electronic health records by ensuring
the integrity, confidentiality, authenticity, accountability, audit, nonrepudiation, and
anonymity which are the security requirements in order to preserve medical data in
a cloud environment [22]. We are planning to fulfill our goal by the following objec-
tives putting in front:

1. To deeply understand encryption techniques and do risk analysis.

2. To deeply study the existing methods and techniques.

3. To identify the problems and drawbacks of existing methods and techniques.

4. To find out the solutions to these problems from literature, if any.

5. To propose and evaluate a model.

6. To offer recommendations on improving the model.

1.4 Research Structure
The entire paper is divided into six chapters. The first chapter give an introduction
about the topic followed by research problem and research objective. In the second
chapter, the related works are shown. The third chapter consists of the proposed
model focusing on the encryption of data in the cloud followed by the risk factors.
Chapter four contains an implemented idea with proper explanation. On top of
that, chapter five contains the results of the findings. Lastly, chapter six draws to
the conclusion and future aspects of this work.
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Chapter 2

Literature Review

Cloud-based electronic health documents offer several benefits like the collection of
patient information, the maintenance of their health records, and the organization
of those records in order to improve effective communication between patients and
care providers along with providing the facility to handle threats and attacks. How-
ever, the security and privacy of the data are the main concerns of our system.

There has been a significant amount of work done in the field of eHealth security
and privacy threats. We studied many of these recent works that helped us propose
our secure eHealth system architecture in this area.

2.1 Related Works
According to the paper [25], the state of the art in current eHealth cloud security
and privacy research from five primary standpoints: data confidentiality, security
control, and protocols, appropriate encryption, the requirements of security, and the
recovery plans from disaster. The paper provides stakeholders with a clear overview
of current security and privacy developments in eHealth, resulting in better knowl-
edge, better designs, and making better decisions. For Examples-   An Identity Man-
agement System (IMS), biometric-based IMS, Consolidated Identity Management
(CIDM) system, Information Security Management System (ISMS), etc.

An attribute-based ciphertext policy encryption scheme is proposed in the research
paper [10] which constitutes five algorithms- Initialize, Key-Gen, Encrypt, Decrypt,
and Revoke. It is claimed that the ABE guarantees confidentiality, integrity, avail-
ability of data, and authentication. As a result, only legitimate authority can access
EHR and change or delete EHR from the database in the cloud which aids the med-
ical research field and ensures the integrity of the EHR.

After observing the failures of recent works in security requirements of anonymity,
unlinkability, and vulnerability to impersonation attacks, the authors of the paper
[19] proposed a secure EHR authorization system using elliptic curve encryption and
public-key encryption with distributed EMR storage and sharing scheme. This sys-
tem consists of four parties which are the doctor, the patient, the hospital’s private
cloud, and the public cloud. These four parties are connected by registering to the
public cloud.
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The public cloud has the key generation server which calculates the secret keys for
every party by n elliptic curve followed by issuing the keys. In the case of visiting a
doctor, the patient has to be authenticated by the doctor before sending the biomed-
ical data. After receiving the index from the patient, the doctor then accesses the
private cloud and attains the EMR. Following that, the doctor diagnoses the patient
according to the patient’s current condition and EMR. At last, the doctor sends this
diagnosis report to the public cloud with encryption and signature mechanism.

Though this system is secured against impersonation attacks and fulfills the security
requirements of patient anonymity and patient unlinkability, it has a computational
cost 12TSign + 14TA + 6TS + 4TH which is higher compared to other schemes
since it uses symmetric and asymmetric encryption for enhancing the security fur-
ther.

This paper [5] discusses the implementation of a cloud application based on HL7.
The application is then secured using risk-aware task-based access control. This
security approach is safer than context-aware access controls in terms of preventing
unauthorized access. Although, It has a delay of one second. This is implemented
on AWS and is SOAP-based in nature. The evaluation of the delay time of the pro-
totype implementation can be found. In the prototype java, aws with 64-bit Linux,
1 virtual core, and 1.7GB of ram were used. Task-based AIC is taking more time
than other risk-based approaches as it is more efficient.

This paper [21] proposes an access control model of electronic health records in the
cloud using Ciphertext-Policy Attribute-Based Encryption with the mention of its
misuses. The CP-ABE method can give protection from attackers who are not veri-
fied in the organization. The verification will be done by the authority with the user
details as attributes. Every verified user will be given a decryption key correspond-
ing to that unique attribute. However, the threat remains from the users within.
An existing user can share their decryption key with others that was provided by
the organization. To solve this misuse, traceability, remote data auditing, and revo-
cability were introduced. Firstly the data owner of the cloud generates permission
keys for the verified users. When a user tries to do any action he/she has to enter
the decryption key. Depending on whether it detects anomalies it will block the user
or give access to data.

The paper [14] discusses Searchable Encryption (SE) and the cases where it can
be used. As verified users need to query the encrypted data and need to keep the
searched keywords data concealed from the cloud service providers SE is still needed.
Searchable encryption works in a way where the data in the cloud will be encrypted
and users can search over the encrypted data. There are four algorithmic phases
in the SE which are setup, encryption, token generation, and query. Depending on
who can do search actions there are two types of SE. Users who possess secret keys
are able to make search tokens and this is part of the Searchable symmetric Encryp-
tion (SSE) scheme. Another scheme Searchable Asymmetric encryption (SAE) lets
anyone who possesses a decryption public key to encrypt data however the search is
limited to those who have the private key. The limitation of the SE scheme is that
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as the security becomes enhanced the efficiency decreases and is not pragmatic for
enlarged databases.

A non-cryptographic secure model is proposed to protect the privacy of EHR data
in cloud systems [23]. The algorithm this approach uses hides patients’ data by
anonymization by means of signal processing. Although the implemented model
uses only electrocardiograph (ECG) data, it can be utilized in any type of EHR
data in the cloud. The author states the main reasons why the model does not use
available cryptographic approaches such as ABE (attribute-based encryption), IBE
(identity-based encryption), SKE (symmetric key encryption) due to being com-
plex in the computation of those methods. Also, PKE (public key encryption) and
blockchain are not used due to being slow-paced in operation and not having well-
defined standards respectively. The algorithm uses two steps. Firstly it anonymizes
data by algorithms of signal processing. Here, anonymization refers to removing
all the personal data and making it obscure which can not be recognized without
reconstruction. FFT (Fast Fourier Transform) is used for both anonymization and
reconstruction of the data which outperforms other existing signal processing algo-
rithms which are wavelet packet-based.

According to [9], using a newly constructed policy server at EUT and available for
academic communities and enterprises creating eHealth applications, demonstrated
a technique of demonstrating a requester’s authority to access private eHealth data.
This innovative technique, which allows eHealth individuals and organizations to
manage access to clinical data of patients based on enforced privacy constraints,
opens up a new window for the low-cost implementation of presumed ”digital med-
ical care” on a broad scale. The document also includes recommendations for what
to do if the authorization procedures for personal data access do not work.

Two SEDSSE (Secure and Efficient Dynamic Searchable Symmetric Encryption)
algorithms for medical cloud data have been proposed in this paper [13]. Firstly,
they offer SEDSSE I, a Secure and Efficient Dynamic Searchable Symmetric En-
cryption method that combines the k-Nearest Neighbor (kNN) and Attribute-Based
Encryption (ABE) techniques. Between the cloud server and search users, the sug-
gested technique can accomplish forward privacy, backward privacy, and collusion
resistance. Secondly, based on that scheme, they offer an upgraded technique called
SEDSSE II to achieve the key non-sharing that hampers kNN-based searchable en-
cryption approaches. Their suggested techniques have lower storage costs, lower
search complexity, and updating complexity than existing DSSE schemes. Exten-
sive testing shows that the suggested system is efficient in terms of storage overhead,
index building, trapdoor generation, and query generation.

The framework that was proposed by Nathalie Baracaldo et al was the expansion
of role-based access control (RBAC) which also includes the calculation of risk and
trust in system users [3]. The proposed model [4] of Khalid et al. suggests enabling
or disabling user roles based on session threshold. In normal risk-based, past be-
havior of the user is taken into account to measure the risk. Also defines normal
behavior. The sensitivity of the data that a user wants to access is also consid-
ered for access. An action is only allowed when the benefit of the system is greater
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than the risk. Now, in this Task-based AIC, the access control is on two factors.
Firstly, the user is verified with the credential then the user is given permission to
go further. Secondly, with the past history of the user, and sensitivity of data a
score is calculated for risk. The score is then calculated with a predetermined risk
threshold. If the score is greater then the user is now allowed to do anything further.

Quantified Risk adaptive access control (QRAAC) considers two parameters for
granting access to data. One is doctors usage of data another one is the purpose of
the data usage within a specific timeframe. The risk is then measured by utilization
of information theory techniques for quantifying the uncertainty [16].

Risk based decision function gives an adaptability in access control using an ap-
praisal factor for a user based on previously accessed record and sensitivity risk
related to the data. Adjustment of user risks are done by the utilization of expo-
nentially weighted moving average to recent behavior [11].

For dynamicity of calculating risk scores a method was developed which computes
risk based on different variables and that computed score is forwarded into a mea-
suring module which will decide actions to take based on the genetic algorithm [26].

User trust based on past activity was introduced in the sparse zone-based policy
in risk calculation. The past activity parameter then further expanded with the
role of users by the utilization of trust vector and cartesian product of different
parameters like past login activity, user details, one user’s appraisal to another
[1]. Data document analysis with past behavior was proposed to add additional
complexity of data in order to terminate inside vulnerabilities [12].
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Chapter 3

Proposed Model

3.1 Approach of Proposed Model

Figure 3.1: Our Proposed Model

Figure 3.1 demonstrates the overall idea where we propose a model for the security
of electronic health records which will use attribute-based encryption while storing
the data on the cloud storage with searchable functionality. Now the most crucial
part of the security model is access control. Access control will be in two factored
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ways starting with verification of the credentials. After getting verified, there will
be risk analysis based on 9 parameters. The parameters are years of experience,
designation, failed login ratio, referral index, working location index, working time
index, appraisal factor, data sensitivity and probationary period. There will be two
types of risk calculation while making a decision of granting a session: current risk
and threshold risk as described in paper [5]. If current risk is less than threshold
risk then data access session will be granted. Otherwise the session will be rejected.

This risk checking session will be only from the medical staff side as they have
access to sensitive data. Patient side access control will consist of two factors of
credential verification and further verification with OTP. Lastly, the patient will get
their decryption by their attribute.

3.1.1 Primary Encryption
Primary Encryption

Third-party storage usage exposes data to a variety of privacy and security issues. To
ease up, two sections of ABE are used which are Ciphertext policy attribute-based
encryption (CP-ABE) and Key-Policy Attribute-Based Encryption (KP-ABE).

CP-ABE, which allows fine-grained access control, has been widely explored for the
secure exchange of health data in cloud-based eHealth systems. It provides a vi-
able solution in the cloud environment to privacy and security challenges. Potential
aspects that CP-ABE can tackle are expressiveness, efficiency, user collusion resis-
tance, and attribute/user revocation [7].

KP-ABE group of users consists of both patients and healthcare practitioners, as
well as any entity with the right to keep data in the cloud. Someone can begin
uploading files to the CSP after registering. As a result, we suppose that the user
key can be saved on CSP’s remote storage. The files must be transmitted and kept
in encrypted form in a secure and private manner for prevention from both internal
and external attacks. To accomplish this, the user contacts administration, who
issues an ABE key based on a policy. Upon receiving their ABE secret key, the user
can begin encrypting files. As a result, the user key gets encrypted using a set of
properties that they set. Only users with keys that satisfy these criteria will be able
to decrypt the data, hence the attributes can be thought of as access permissions [18].

The created ciphertext is transmitted to the CSP, who is unable to decrypt it be-
cause it lacks access to a valid private key, ensuring that the file’s content stays
private even if the CSP is acting maliciously.

Searchable Encryption

It is possible to look through ciphertext using searchable encryption without having
to first decrypt the data. When a user wants to search with a keyword, he/she
must first establish a trapdoor. The server will then get this trapdoor and search
the keyword index using it. Finally, the server will send a list of documents that
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contain the keyword the user looked for. By doing this, it ensures the further
security of the user’s private information and reduces the overhead associated with
the transmission.

3.1.2 Risk Analysis
In the access control section, we consider risk analysis of authentication when any-
one from administration attempts to access. We provide patients with access to
their data through two-factor authentication, which includes logging in with a user-
name and password.The verification process is then completed by sending an OTP
via SMS. However, on the admin side, we will not only check the username and
password, but we will also consider risk analysis. We are calculating risk for the
admin staff rather than the patient because the admin staff has access to all types
of sensitive data.

Risk is quantified using various parameters which are related to putting data at risk.
Employees must be evaluated by a risk calculation module before being granted
access to any medical data. First and foremost, the module is launched by authen-
ticating the user. This module is made up of two ends. The first is the employee
side, and the second is the cloud server side. The cloud server side monitors the
employee side. After successfully completing the first step of authentication via
username and password, an employee moves on to the second step. Once a specific
file is requested by an employee, the risk value for the file and the file requester is
computed. Following computation, it is decided whether or not to grant access to
the data. Every authentication session is recorded for future risk value calculation.
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Chapter 4

Methodology

The entire model has been divided into sub-parts consisting of encryption and risk
factors which are discussed below.

4.1 Attribute Based Encryption
A significant percentage of medical data is saved in cloud-based platforms to improve
system performance. This data is encrypted and stored in a variety of routes on cloud
servers. In order to protect the confidentiality of medical data, we use symmetric
cryptography because public key encryption methods are ineffective when encrypt-
ing very large amounts of data. The encryption key is concealed using attribute-
based techniques where two structures of attribute-based encryption are used. The
KP-ABE structure is used to regulate the level of access to healthcare and service
providers like hospitals, labs, and healthcare related companies. Depending on the
access policy, the CP-ABE structure is utilized for individuals and wards where pa-
tients frequently divulge their medical information.

A symmetric encryption key is encrypted and stored on a private location using
attribute-based encryption: Given that PHRs can have EMR data, medical records,
including results of tests, MRI reports, etc., it is not optimal to keep this much
medical information about each person in one place. Using a symmetric encryption
key, the PHR data is encrypted and stored arbitrarily on several cloud computing
platforms. The symmetric encryption key and the file storage path are then en-
crypted using attribute-based encryption, depending on the application.

User attributes are used as the public key in attribute-based encryption, a sort
of public key encryption. Aspect-based encryption may by default also include
identity-based encryption because user identification is a particular attribute. The
two attribute-based encryptions are key policy (KP-ABE) and cipher policy (CP-
ABE). KP-ABE encryption is based on a set of attributes for the ciphertext and
an access structure for the user’s private key. Figure 4.1 gives a short run on the
working mechanism. The user can successfully decrypt the ciphertext using this
method if the attribute set matches the access structure. The user’s private key is
linked to the access structure to restrict which encrypted texts the user can decrypt
as shown in figure below.
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Figure 4.1: KP-ABE Scheme

In contrast to KP-ABE, CP-ABE encryption encrypts a message using a particu-
lar access policy and depends on the user’s private key on a number of arbitrary
parameters. By using this method, a user can only decrypt cipher-text if their
characteristics match the specifications listed in the cipher-text. To limit who can
decrypt the cipher-text, the access structure in CP-ABE is linked to the cipher-text.
As a result, the ciphertext is labeled in KP-ABE, and it can be decoded if the labels
correspond to the user’s key access structure. In contrast, CP-ABE identifies the
user’s private key and adds an access structure to the ciphertext as per figure 4.2.
If the access structure and the set of private key labels match, the ciphertext is
available.

Figure 4.2: CP-ABE Scheme

Combining the ABE scheme to both CP-ABE and KP-ABE. As a result, the foun-
dation of our technique is the notion that the entire set of attributes can be split
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into m distinct, non-overlapping groupings. The hardest part of designing ABE is
making sure that users who obtain essential components from several authorities do
not plan attacks.

4.2 Searchable Encryption (SE)
SE refers to a server’s capacity to search through ciphertext and get data without
having to decrypt it. It secures the user’s sensitive information by searching on the
ciphertext and decreases the communication and computation overhead. An ideal
SE performs both encryption function and keyword search on the ciphertext. Basic
searchable encryption is made up of three components which are a data owner, a
semi-trustworthy distant server, and a group of authorized data users with search
access [17]. Each unit’s functionality and capabilities are as follows:

• Data owner: Data owner is the unit that is trusted by all other participants
in the system. It is responsible for generating the query private key and
attribute private key which will be shared with authorized users for creating
the trapdoor and decrypting the ciphertexts. Besides, this unit outsources a
collection of files as well as some keywords, to be utilized in search operations
later. The owner encrypts the files using system public parameters and access
structure and then sends them to the distant server.

• Authorized data users: When an authorized user with access control wants
to search files for the desired indexed keyword of interest, he or she must
send a query of keyword message to the remote server, which serves as a
trapdoor. As a result of this keyword message, many searchable techniques
have evolved. Once the search is complete, the remote server returns the
desired files containing the requested keywords to the authorized user. After
that, user will decrypt the ciphertext using his attribute private key and obtain
the plaintext.

• Semi-honest distant server: The search tasks on the ciphertexts are han-
dled by the distant server unit. When a distant server receives a query of
keyword request from an authorized user together with its trapdoor, it runs
a search operation on the cipher and retrieves and sends the related files that
contain the desired keyword to the user. We assume the server is somewhat
trustworthy and curious. This indicates that, while the server follows the
standards, it may investigate the requested data and derive extra information.

Figure 4.3 depicts the traditional model of Searchable Encryption consisting of three
units. Data owner encrypts the data and outsource the data to the server along with
encrypted index. Authorised data users are given a security key by data owner before
making a keyword search. With the help of security key user make a trapdoor search
and using this trapdoor server run a algorithm on index and return the resultant
list of encrypted data.
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Figure 4.3: Traditional Model of SE

Functionalities and Techniques of SE Schemes

Various SE schemes have been proposed in the field of Cloud SE. The basic and
common functionality of every scheme is outsourcing the encrypted data to the server
while keeping the search option on them. Besides effective search on ciphertext, an
SE scheme must address other search-related issues, such as query representation,
user authorization, multi-user group access permissions, repudiation, etc [17]. Two
common techniques of SE schemes are Searchable Symmetric Encryption (SSE) and
Public Key Encryption With Keyword Search (PEKS). Besides these two, other
techniques such as Hidden Vector Encryption (HVE), Identity-Based Encryption
(IBE), etc. have been introduced in different SE schemes. These techniques are
intended to keep client and server communication on the cloud secure and effective.
Additionally, they facilitate single-user architecture and architecture for multiple
users along with different kinds of query types like single-keyword search, multi-
keyword search, ranked search, fuzzy multi-keyword search, etc.

Searchable Symmetric Encryption (SSE)

In our model, we have adopted Searchable Symmetric Encryption (SSE) since it
offers multi-user settings and is appropriate for outsourcing sensitive data, such as
EHR, to a distant server where a single data is shared by numerous recipients. By
sending separated and hidden queries, Searchable Symmetric Encryption (SSE) en-
ables users to upload data to the cloud with verifiable secrecy. The server can only
discover the ciphertext through hidden query and isolation query, not the plain-
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text. The query is being executed as a trapdoors-encrypted query, which is always
generated using a secret key. The general SSE algorithm is given below:

• Keygen(p): This is a key generation process that the data owner controls.
It accepts public security parameters, a set of attributes from users as input
and produces two secret keys - query private key(K) and attribute private
key(Ka). Both keys will be shared with authorized users to be utilized in
trapdoor generation and decryption.

• BuildIndex(p, D): This is keyword index creation algorithm which is also
run by data owner. The data owner must create an index table with a list of
all the keywords for each document. After that, this keyword index table and
system security parameters are sent to this algorithm as inputs and it returns
a secure keyword index I.

• Trapdoor(K, Ka, w): This is a client-controlled keyword trapdoor gener-
ating algorithm. Using this trapdoor, users will send search request to the
server. It accepts query secret key K, attribute private key Ka and a keyword
w for the search as inputs and returns the trapdoor Tw for the given keyword
w. It is mainly used to secure the search keyword when it is sent to the un-
trusted server so that server can not understand and infer any information
from the keyword.

• Search(I, Tw): This is a server-based keyword search algorithm. Server uses
the trapdoor as a token to execute the search operation on keyword index of
each document to check if any document has the keyword or not. It generates
a set of documents D(w) that contain the search term w after receiving as
inputs a keyword index I and a trapdoor Tw. If keyword is not found in any
document’s keyword index, then it will return 0.

After the search operation, user can retrieve the specific document from the docu-
ment list and decrypt the document using attribute private key(Ka) to the plaintext.

Mechanism of Searchable Symmetric Encryption (SSE)

In SSE method, the server stores the encrypted documents and indexes associated
with the documents. Before storing the documents and associated index, two algo-
rithms are run by the data owner. These are Encryption algorithm and BuildIndex
algorithm. These algorithms together produce encrypted data and encrypted in-
dex. In our model, During encryption, data owner uses CP-ABE access policy to
encrypt the document along with keyword index. In addition, the data owner runs
the Keygen algorithm which generates the query private key and attribute private
key and shares them with medical personnel. While searching, clients/medical per-
sonnel create the trapdoor(Tw) for any keyword w with a query private key(K) and
send this trapdoor(Tw) to the server. The server then executes the Search(I, Tw)
function for every record in the server taking keyword index as input to check if
any record includes keyword w. After executing the function, the server eventually
sends a list with unique identifiers of each record containing keyword w. Thus, the
semi honest server can not infer any pertinent information from the index since only
the client possesses the private master key which was used to produce the trapdoor.
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4.3 Risk Analysis
Though the CP-ABE mechanism is contributing to access control using the role at-
tribute of users, past-behavior and data sensitivity are not considered. Taking into
account the fact that sensitive patient data could be misused by internal medical
employees, risk analysis during accessing patient health records can be a solution
to this issue. For this reason, we have further increased the access control part in-
cluding the risk assessment after access request to specific record which will ensure
more fine-grained access control.

In the access control part we are considering risk analysis of authentication when
anyone from the administration side is trying to access any sensitive data. For pa-
tients, we are giving them access to their data by two factor authentication of login
with their username or password. Then verification is done by sending OTP through
SMS. However on the administration side, we are not only checking username and
password but also we will be considering risk analysis. The reason we are not cal-
culating risk for the patient but for the admin is because all types of sensitive data
are exposed to the administration staff.

Figure 4.4: Access Control from the patient side

In figure 4.4, the access control mechanism from patient side is shown. When pa-
tient sends login request to the server with unique attribute and password, server
first verifies the information that the user has provided. Upon verification, an OTP
is sent to the user. If patient enters correct OTP, he/she will get the access to the
data, otherwise the request will be terminated and the patient will go back to the
login page.

Here risk is based on different quantized parameters that has the correlation posing
threat to data privacy. To gain access to any medical data, employees have to
be assessed by a risk calculation module. First of all, the module gets started by
authentication of the user. This module consists of two ends: the employee side and
the other the cloud server side. The employee side is tracked by the cloud server
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side. After succeeding the first step of authentication by username and password,
an employee faces the second step. Employee requests for a specific file and the risk
value associated with the file and the file requester is calculated. After computation
it is decided whether to give access to the data or not. After every session of
authentication, it is recorded for future calculation of risk values. This proposed
module has four steps:

• Registration and login: Every employee whether it’s a doctor, medical staff
or other has to be registered in order to login. After logging in risk is calcu-
lated using the risk parameters. Also, employees are required to maintain a
similar location within workspace which has the influence of the risk parameter
working location index.

• Allowing access session: To allow a session, parameters associated with
risk are analyzed and necessary computations take place. Firstly, current risk
values are checked against threshold risk after calculations. To grant a session,
the current risk value has to be below the threshold value. If it crosses the
threshold value, the session gets terminated.

• Permission Provision: When administration employees ask for any file ac-
cess or permissions, we compare it against the risk value the employee has been
assigned before. To get access, current risk must be lower than the threshold
risk.

• Session Termination: If no risky behavior is found the session is continued
otherwise it gets terminated. Also, there might be a temporary ban of medical
staff accounts if there is a greater risk. To get out of the ban employees have
to contact the technical admin.

Figure 4.5 on the following page demonstrates the risk based access control model
from admin side. Firstly, any user from admin side sends access request with their
ID and password. After verification, user can request for specific data to gain access.
Then, this request goes to the system for calculation of the threshold risk followed by
the current risk. After that, system compares both risk values and checks whether
current risk is less than the threshold risk or not. If current risk value is within the
threshold risk value, admin will gain access to that specific data. Otherwise, this
access request will be denied and terminated by the system.
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Figure 4.5: Risk based access control on admin side
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4.3.1 Risk Parameters
One of the characteristics of our risk assessment is that it is score based. In the
score based risk assessment, all of the parameters are quantized. Also there are few
requirements of this score based requirements mentioned below [20]:

1. Parameters in the risk assessment should be normalized to a general scale

2. Parameters should avoid wide variability. If any parameter is in range of high
variability the values should be reconsidered.

3. Parameter value should be adjustable to latest updates.

4. Suggestion of change in risk values should be given.

The risk parameters associated with our access control risk analysis are nine in total.
Five of them are needed for calculating current risk and other four parameters are
for threshold risk. Explanation of each parameter is explained here below:

• Years of experience: Any employee who spends more time on an organi-
zation is more reliable than any newcomer to the company. So, employees
with most days or years of working will have the lowest risk value whereas
employees with least working days have the highest risk value. In table 4.1,
according to years of experience within the health organization risk values are
segmented.

Years of Experience Risk Value
1 0.7
2 0.6
3 0.5
4 0.4

5-10 0.3
10-15 0.2

Over 15 0.1

Table 4.1: Years of Experience & Risk value

• Designation: Not everyone should have the equivalent access to all the data.
A receptionist who deals with doctor appointments in the health institution
should not have access to cancer diagnostics data as it does not have relevance
to the role. Also, if that particular role even gets access to the data. There
will be a potential risk of data breaching. Any medical staff with higher rank
will pose lower risk. On the other hand lower ranked staff will have the highest
risk. The table 4.2 shows how we imposed the risk value of medical employees
based on the salary and influence in service.
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Designation Risk Value
Healthcare Administrator 0.1

Senior Surgeons 0.2
Specialized Doctors 0.3

Junior Doctors 0.4
Medical Assistant 0.5
Nurse Practitioner 0.6
Medical Technician 0.7

Receptionist/Medical Biller 0.8

Table 4.2: Designation & Risk value

• Failed Login Session: It refers to the ratio of denied attempts and total
data access attempts session after login. The lowest value will be 0 which
means no failed session in the past and highest value will be 1 means failed
all the sessions previously. After every login session of whether it is failed
or granted the session log is stored in the cloud data based with the user for
future measurement of risk with the parameter.

Failed Login Ratio =
number of denied access attempts

total access attempts
(4.1)

• Referral Index: It refers to the value of reference or recommendation by
someone senior. Let’s say someone with higher rank referred to someone then
the referral value would be higher. The table below shows the designation 8 or
lower rank have the lowest referral index value of 0.1. For instance, matching
with the table of “Risk values based on Designation”, if a person is referred
by a Receptionist who is of lowest rank (rank 8), the referral value is taken to
be lowest of 0.1. On the other hand, if the person is referred by Healthcare
Administrator (rank 1), the referral value is the highest of 0.8. Table 4.3,
shows the designation 8 or lower rank have the lowest referral index value of
0.1. The referral value is considered as the referral index.

Designation Index Referral Value
8 0.1
7 0.2
6 0.3
5 0.4
4 0.5
3 0.6
2 0.7
1 0.8

Table 4.3: Designation Index & Referral value

• Working Location Index: It is decided upon the ratio of access outside the
medical service facility and total number of access within a specific time. Risk
is proportional to higher value of the location index. The location of the role
will be determined by IP address or MAC address. Firstly, the IP address
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of a user or mac address of the organization devices will be stored in a cloud
database. Anytime a role tries to login the stored mac address in the database
will be checked against the device which requested data in the current session.
New devices will be taken as outside the location of the health services facility
which means potential vulnerability or risk.

Working Location Index =
Number of access attempts outside the institution

Total access attempts
(4.2)

• Working Time Index: Every designation in the health organization has a
fixed working time for a particular day. It’s not rigid for all the roles. For
example a role can have working hours for a particular day from morning to
afternoon and another day afternoon to night. This parameter is calculated by
the ratio of access attempts outside working time and total number of access
attempts. A role that has working time from morning to afternoon if he tries
to access outside, their time will be marked as outside working time in the
cloud storage.

Working T ime Index =
Number of access attempts outside of working hours

Total access attempts
(4.3)

• Appraisal factor: An overseer can monitor the activities of employees and
can set the appraisal factor based on their organizational or service perfor-
mance and sincerity. Lower the performance higher the risk. The overseer can
be immediately someone senior in rank or can be someone from the health
management staff.

• Probationary Period: This is referring to remaining months to complete
the probationary period as an employee. For someone who just joined the
health services will have a default probationary period of 12 months. Anyone
who does not have any probation month left still has the value of 1 due the
being in the parameter as a denominator as a multiplied form. Otherwise the
whole threshold risk value might occur in error.

• Patient Data Sensitivity: This sensitivity is set based on data hierarchy we
consider risky from low to high. Any appointment related data does not pose
much risk in even leakage so we can assign it to the lowest. The highest value
we are considering is any data that is related to a patient with incurable disease
and can lead to death. This data sensitivity can be flexible and changed upon
health organizations’ own defined magnitude of sensitivity. For evaluation
purposes we can make the hierarchy of the data like shown in table 4.4. The
data sensitivity is shown in a generalized way which defines level-7 to be the
highest risk and level-1 to be the lowest of risk.

21



Data Sensitivity Level Risk Value
Level-7 0.7
Level-6 0.6
Level-5 0.5
Level-4 0.4
Level-3 0.3
Level-2 0.2
Level-1 0.1

Table 4.4: Data Sensitivity Level & Risk value

The table 4.5, demonstrates the summarized value of all the nine parameters by
showing only minimum and maximum values.

Risk Parameter Minimum Value Maximum Value
Years of Experience 0.1 0.7
Designation/Role 0.1 0.8
Failed Login Ratio 0 1

Referral Index 0.1 0.8
Working Location Index 0 1

Working Time Index 0 1
Appraisal Factor 0 1

Probationary Period 1 12
Patient Data Sensitivity 0.1 0.7

Table 4.5: Risk Parameter & Minimum Value & Maximum Value

4.3.2 Risk Calculation
As we have discussed previously two types of risk are being taken into account and
compared. Based on comparison it is decided whether to give access or not.

Threshold Risk

In our case of risk calculation, threshold risk is the verge risk upto which point we
would allow any risk. There are five parameters out of nine parameters which will
be needed for this threshold risk. These risk parameters are mostly associated with
the administrative staff such as their rank, years of experience, remaining probation
period, the rank of their referral and the number of times they have failed to login,
out of the total attempted login sessions. This threshold risk calculation formula as
shown in 4.4 is derived using Naive Bayes classifier algorithm for trust model or risk
based model [2].

The threshold risk formula is calculated as follows [8]:

Threshold Risk =
FailedLoginRatio ∗ designation risk ∗ referral index

Y ears ofexperience risk ∗ remaining probationary period
(4.4)
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Firstly, computation of the threshold risk is done and we get a value. Following
that, current risk computation is done and checked against the threshold risk. If
the threshold risk is greater or equal to the current risk value, access to a data will
provided otherwise the session will be terminated.

Current Risk

Then there is the current risk which is average of failed login ratio, working loca-
tion index, ratio of during and outside work hour index, appraisal factor and data
sensitivity associated with patient data. The current risk value is mostly associated
This current risk is checked against the threshold risk to decide data access.
The current risk formula is calculated as follows-

Current Risk =
FLR + WLI + WTI + AF + PDS

5
(4.5)

where, FLR = Failed Login Ratio
WLI = Working Location Index
WTI = Working Time Index
AF = Appraisal Factor
PDS = Patient Data Sensitivity
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Chapter 5

Experimentation and Results

Our paper gives a security proposal to enhance existing security models by adding
a layer of access control by evaluation of risk associated with the data requester and
the data sensitivity. As our approach is model based rather than implementational
we will be showing cases based analysis. There will be shown whether a data access
session is granted or denied based on comparing current risk with the threshold risk.
We can categorize risk the following way.

Threat Category Case Description

Minor

1. A staff with medium level of years of experience
requesting a data with low sensitivity

2. A staff with higher years of experience and higher
rank requesting data with lower sensitivity

Moderate

3. A recently joined staff or lower ranked staff trying
to access a mid level data in sensitivity.

4. A staff with mid level experience or rank trying
to access a mid level data in sensitivity.

Severe

5. A low designation staff trying to access high
sensitivity data.

6. A staff with less years of experience trying to
access high level data.

Table 5.1: Threat Category & Case description

Now let’s consider every category case mentioned in the above table. Firstly, we
consider the minor category two cases.
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Case 1: A staff with medium level of years of experience requesting a
data with low sensitivity

Risk Parameter Risk Value
Years of Experience 0.4
Designation/Role 0.6
Failed Login Ratio 0.45

Referral Index 0.5
Working Location Index 0

Working Time Index 0
Appraisal Factor 0

Probationary Period 1
Patient Data Sensitivity 0.1

Table 5.2: Parameter values of Case 1

From table 5.2, we set up different parameter values of the mentioned case-1. We
set up years of experience risk value to be the mid value of 0.4 then patient data
sensitivity 0.1 which is the minimum value. We set the working location index,
appraisal factor, and working time index to 0 as for someone new. Also the referral
index was set to 0.5 assuming that the individual was referred by someone in mid
designation.

Calculating the risk values,

Threshold Risk =
0.45 ∗ 0.6 ∗ 0.5

0.4 ∗ 1
= 0.3375 (5.1)

Current Risk =
0.1 + 0 + 0 + 0 + 0.45

5
= 0.11 (5.2)

Intended Outcome: Access granted

Outcome: The current risk is less than the threshold risk. So the system is granting
access. Granting access to someone with mid level experience would not pose much
of a threat to the data so access is acceptable.
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Case 2: A staff with higher rank and years of experience requesting data
with lower sensitivity

Risk Parameter Risk Value
Years of Experience 0.1
Designation/Role 0.1
Failed Login Ratio 0.85

Referral Index 0.7
Working Location Index 0

Working Time Index 0
Appraisal Factor 0

Probationary Period 1
Patient Data Sensitivity 0.1

Table 5.3: Parameter values of Case 2

In the table 5.3 above, we set up values for case-2 so that it satisfies the criteria of
higher years of experience, high designation and low data sensitivity. The risk value
of years of experience was 0.1, designation 0.1 and data sensitivity 0.1. Also, the
failed login ratio was set to 0.85.

Calculating the risk values,

Threshold Risk =
0.85 ∗ 0.1 ∗ 0.7

0.1 ∗ 1
= 0.595 (5.3)

Current Risk =
0.1 + 0 + 0 + 0 + 0.85

5
= 0.19 (5.4)

Intended Outcome: Access granted

Outcome: The current risk is lower than the threshold risk. So the system is
granting access. Definitely we do not want to stop someone higher rank to access a
data with minimal. So, this case is working as intended.
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Case 3: A recently joined and mid ranked staff trying to access a mid
level data in sensitivity

Risk Parameter Risk Value
Years of Experience 0.7
Designation/Role 0.5
Failed Login Ratio 0.25

Referral Index 0.4
Working Location Index 0

Working Time Index 0
Appraisal Factor 0

Probationary Period 12
Patient Data Sensitivity 0.4

Table 5.4: Parameter values of Case 3

In table 5.4, we set up values for case-3 so that it satisfies the criteria of recently
joined, mid designation and mid data sensitivity. The risk value of years of expe-
rience was 0.7, designation 0.5 and data sensitivity 0.4 with a probation period of 12.

Calculating the risk values,

Threshold Risk =
0.35 ∗ 0.5 ∗ 0.4

0.8 ∗ 12
= 0.00729 (5.5)

Current Risk =
0.35 + 0 + 0 + 0 + 0.4

5
= 0.15 (5.6)

Intended Outcome: Access denied

Outcome: The threshold risk is significantly so small compared to the current risk.
In this case, the system will not grant access to someone with less experience and
mid level role to mid sensitivity data.
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Case 4: A staff with mid level experience or rank trying to access a mid
level data in sensitivity

Risk Parameter Risk Value
Years of Experience 0.4
Designation/Role 0.4
Failed Login Ratio 0.65

Referral Index 0.4
Working Location Index 0

Working Time Index 0
Appraisal Factor 0

Probationary Period 1
Patient Data Sensitivity 0.3

Table 5.5: Parameter values of Case 4

In table 5.5, we set up a value for case-4 such that years of experience, designation
risk and referral index is value of 0.4 and patient data sensitivity is 0.3 so that it
matches the case requirement.

Calculating the risk values,

Threshold Risk =
0.65 ∗ 0.4 ∗ 0.4

0.4 ∗ 1
= 0.26 (5.7)

Current Risk =
0.3 + 0 + 0 + 0 + 0.65

5
= 0.19 (5.8)

Intended Outcome: Access granted

Outcome: The current risk is lower than the threshold risk. So the outcome will be
granting access which is the same as the intended outcome. Giving access to data
which have mid level sensitivity to a mid level experienced and ranked individual
might not pose that much of a threat to data.
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Case 5: A low designation but more years of experience staff trying to
access high sensitivity data

Risk Parameter Risk Value
Years of Experience 0.1
Designation/Role 0.8
Failed Login Ratio 0.25

Referral Index 0.2
Working Location Index 0.35

Working Time Index 0.25
Appraisal Factor 0.2

Probationary Period 1
Patient Data Sensitivity 0.7

Table 5.6: Parameter values of Case 5

In table 5.6, we set the values of years of experience to be minimum which is 0.1,
designation 0.8, patient data sensitivity 0.7 to meet the case 5 requirements. For
the working time index, working time index and appraisal factor we assumed values
0.35, 0.25, 0.2 respectively which denoted light or medium risk of those parameter
values. As there is no probationary period left, the value is set to default 1 for that
parameter.

Calculating the risk values,

Threshold Risk =
0.25 ∗ 0.8 ∗ 0.1

0.1 ∗ 1
= 0.20 (5.9)

Current Risk =
0.85 + 0.35 + 0.25 + 0.3 + 0.7

5
= 0.23 (5.10)

Intended Outcome: Access denied

Outcome: The current risk is greater than the threshold risk. So the system is
denying the access of a specific data. Granting access to someone in low designation
but higher years of experience might pose a security threat. A receptionist with
15 years in the medical service cannot be given access to cancer related data. Our
system is restricting access as we intended.
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Case 6: A staff with less years of experience and low designation risk
value trying to access high level data

Risk Parameter Risk Value
Years of Experience 0.7
Designation/Role 0.8
Failed Login Ratio 0.45

Referral Index 0.1
Working Location Index 0

Working Time Index 0
Appraisal Factor 0

Probationary Period 10
Patient Data Sensitivity 0.7

Table 5.7: Parameter values of Case 6

In table 5.7, we set the values of years of experience, designation, patient data sensi-
tivity and probationary period such that it satisfies the above mentioned condition
of case 6. So, we set years of experience 0.7, designation risk value to be 0.8, pro-
bation period value 10, failed login ratio 0.45 and Patient data sensitivity 0.7.

Calculating the risk values,

Threshold Risk =
0.45 ∗ 0.8 ∗ 0.1

0.8 ∗ 10
= 0.0045 (5.11)

Current Risk =
0.7 + 0 + 0 + 0 + 0.45

5
= 0.23 (5.12)

Intended Outcome: Access denied

Outcome: Again, the current risk is greater than the threshold risk. So the system
is denying the access of a specific data. Granting access to a low ranked and low
experienced individual poses a severe risk for data security. So in this case we are
seeing an intended outcome.
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Chapter 6

Performance Analysis

6.1 Analysis of Encryption
Attribute Based Encryption

For cloud systems, ABE is the right fit as a beginning encryption technique. It comes
in helpful when we need to share a resource safely. The appropriate credentials allow
access to a resource, which is not entirely public. The combination of using CP-ABE
and KP-ABE keeps data more confidential, gives a secured access control and the
whole system becomes scalable. CP-ABE performs highly efficiently which makes
the privacy and accuracy even higher. The overall encryption scheme becomes quite
robust.

Searchable Encryption

Traditional data utilization methods are based on plaintext keyword search. For
example, when a user needs to search on encrypted files, he has to download the
encrypted files first. Then, after doing the decryption he can search on the plaintext
to retrieve the keyword. But, this method is tedious and brings a lot of computa-
tion and communication overhead. To overcome this issue, searchable encryption is
introduced which ensures searching keyword on ciphertext securely, effectively, and
efficiently.

Between the two main branches of searchable encryption, we choose Searchable
Symmetric Encryption (SSE) since it supports multi-user access settings and it
is suitable for a big organization application system where a massive amount of
data is shared among numerous recipients. It uses hidden and isolation queries
which ensures that the server can not learn anything about the plaintext except the
ciphertext. Besides, another reason behind choosing SSE is that it has been widely
used in the ehealth cloud over the years because of its high success rate compared
to Searchable Asymmetric Encryption (SAE).
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6.2 Analysis of Risk
The factors that have been used for calculating threshold risk are designation, failed
login ratio, referral index and probationary period. Changes in any of those pa-
rameters affect the threshold risk value as a whole. In the graphs below we have
shown how individual factors in the threshold risk formula change when a parameter
changes. For each graph we made the factor we are trying to show relation with the
threshold risk variable and made other factors rigid.

Figure 6.1: Linear relationship between Factors and Threshold risk

From the graph in 6.1 we see that the designation, referral index, and failed login
ratio have a linear relationship with the graph. Which indicates any of the men-
tioned factors increase means increase in threshold risk. We should prioritize giving
data access to higher designation. However, we are seeing threshold risk flexibility
increasing when the designation risk is increasing. The reason is there are other pa-
rameters also being considered here. Threshold risk might increase with designation
but years of experience, referral index, probation period will change the threshold
value in a way that some new joined higher designation will not instantly get data.
To get data access then other factors have to be in adequate value. Referral index
also make the threshold risk flexible by increasing linearly. Let’s say someone in mid
level designation needs to access data of high level. If that individual is referred by
higher than only he can access by additional referred index value. Also, failed login
ratio does the same. However, this should be restricted to someone with higher
years of experience and higher rank as they might have more failed login sessions in
the organization for working there for years.
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Figure 6.2: Inverse relationship between Factors and Threshold risk

On the other hand in figure 6.2, the risks of years of experience and time to
complete the probationary period show an inverse relationship with the threshold
risk. When someone with fewer years of experience or high probation time
requests data, the threshold risk is low. The lesser value of threshold risk, the
less chance of getting access granted. For example, if we see the probationary
period graph, the highest probationary period is 12 and we get the threshold
risk less than 0.1. That means there is not much scope for granting access.
In a similar manner, with fewer years of experience, the threshold risk value
decreases. In the graph, we see for the highest risk value of years of experience 0.7
the threshold risk value is around 0.05. This value is so small that for getting a
successful data access session the value of current risk has to be less or equal to 0.05.

There might be cases where someone in a lower designation can be referred by
someone with a higher designation. In these scenarios, the threshold risk will be
linearly high which will result in someone with a lower rank accessing data with
high sensitivity. To resolve this we can limit the referring criteria. In the new
criteria of referring, only 2 or 1 rank higher employee can refer to a lower rank person.

Also, we will consider failed login ratio only for the higher rank and highly experi-
enced staff due to the fact that high failed login ratio increases the threshold risk.
As someone experienced in the organization with many years on the job will have
a lot of failed login sessions in real life. So, the failed login ratio will not be taken
into account for lower rank and fewer years of experience or might be considered
inversely for lower designation.

Implementation Limitation

Our system needs updates on all the parameter values that are being considered
for risk calculation. The designation risk parameter value will be given at the
registration phase also the referral index. Designation increases with promotion.
As days go by, years of experience, probationary period will be get up-to-date.
Working time index, working location index, and failed login ratio will be derived
from the previous logs of the employee history which will be a bit time-consuming
while giving access compared to traditional access control. Furthermore, storing all
those logs and values will require additional space in the cloud storage. To make it
feasible in real life we have to evaluate the performance and latency of our system
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by implementing on a small scale.
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Chapter 7

Conclusion

eHealth data is vulnerable due to data being exposed to the cloud service holders
and by the activity of users. Encryption solutions such as Attribute-based encryp-
tion was used to protect the data from outside attacks. If a user wants to access
data he/she will be first verified then the data operation action will be held based
upon the risk that will be calculated from previous behavior and sensitivity of the
data. So even if any verified user tries to do some malicious data request the action
will be denied. Our proposed model will be having attribute-based encryption with
searchable encryption the access control of this model will be based on risk factor
calculation.

Our future research will pay greater attention to the model’s possible effects, and we
will conduct more analysis to show that the suggested model will be more effective
than existing models. There are a lot of potential areas that can be focused such as
encryption, risk, and many more. The model will be explained in further detail and
taking the model to be in a better stage than the current stage. Future research is
required to confirm the types of findings that may be derived from this study.
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