Ensure Security in Supply Chain with Blockchain
Technology

by

Fairuz Tarannum
18101199
Nazibun Nafiz
18101109
Sumaya Khanam
18301278
Wasy Tabassum
18201048
Rudaba Adnin Kamor
18241004

A thesis submitted to the Department of Computer Science and Engineering

in partial fulfillment of the requirements for the degree of
B.Sc. in Computer Science

Department of Computer Science and Engineering
Brac University
September. 2022

(©) 2022. Brac University
All rights reserved.



Declaration

It is hereby declared that

1. Thethesissubmittedisourownoriginalworkwhilecompletingdegreeat
Brac University.

2. The thesis does not contain material previously published or written by a
third party, except where this is appropriately cited through full and accurate
referencing.

3. The thesis does not contain material which has been accepted, or submitted,
for any other degree or diploma at a university or other institution.

4. We have acknowledged all main sources of help.

Student’s Full Name & Signature:

pzjn%ﬂﬂcmmw qz"bun QEJ[‘"D
-~ —

Réi{uz Tarannum Nazibun Nafiz
18101199 18101109

&m&%%fwm DAsy TABASSUM
y

Sumaya Khanam Wasy Tabassum
18301278 18201048

Rudaba Admin Kamor

Rudaba Adnin Kamor
18241004




Approval

The thesis titled ”"Ensure Security in Supply Chain with Blockchain Technology”
submitted by

1. Fairuz Tarannum (18101199)

2. Nazibun Nafiz (18101109)

3. Sumaya Khanam (18301278)

4. Wasy Tabassum (18201048)

5. Rudaba Adnin Kamor (18241004)

Of Summer, 2022 has been accepted as satisfactory in partial fulfillment of the
requirement for the degree of B.Sc. in Computer Science on September, 2022.

Examining Committee:

Supervisor:
(Member) ﬂﬂfn ‘Eé;,ﬂuz:m

. Moin Mostakim
Senlor Lecturer
Department of Computer Science and Engineering
Brac University

Thesis Coordinator and Co-Supervisor:
(Member)

Dr. Md. Golam Rabiul Alam
Associate Professor
Department of Computer Science and Engineering
Brac University

Head of Department:
(Chair)

Sadia Hamid Kazi, PhD
Chairperson and Associate Professor
Department of Computer Science and Engineering
Brac University

i



Abstract

Supply chain essentially means the network between the suppliers and distributors
to produce and distribute products to the final consumers which comprises various
activities, entities, databases and responsibilities. In this era of industrial revolu-
tion and computerized technology, industries are bound to incorporate modern and
digitized versions of management systems to stay shoulder to shoulder with their
competitors. Our goal is to modernize every step of the supply chain with implemen-
tation of blockchain technology so that there is almost no delinquency found in the
whole operational flow. With the growth of new markets globally, companies need
to be cautious if their current supply system is capable enough to fortify possible
obstacles like counterfeit cash transaction, costly and inefficient data sharing, lack
of source-to-store traceability, distrust among participants, little to no transparency,
need of real time database system and unavailability of authenticated communica-
tion. Blockchain is an innovative and robust technology that has been proved to be
very promising in increasing the efficiency of supply chain operations by enhancing
customer service, removing trust issues or having to deal with suspicious stakehold-
ers. The trick is to make all the entities use a shared and secured data record which
amplifies transparency during transaction and reduces waste and cost. Many Global
companies like IBM and Walmart are already bringing their whole supply chain sys-
tem under the control of Blockchain. Our vision is to bring this development to the
Bangladesh markets and automate the supply chain system which will be powered
by blockchain. We have developed a full system including a client side application
powered by Ethereum smart contracts where tasks will be automatically checked
off after successful transaction, advanced shipment and distribution of products will
be ensured and data will be managed transparently in every movement. Our aspi-
ration is to explore all possible ways to maximize satisfaction in the supply chain
management in Bangladesh so that we can cope up with global technology.

Keywords: Blockchain; Ethereum; lifecycle
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Chapter 1

Introduction

The expeditious response for the manufacturing industry and the supermarket com-
pany’s effective consumer feedback can indeed be connected as the roots of the
supply chain spirit. The entire supply chain process is rapidly being studied by a
number of businesses from assorted industries. This section will work for the de-
velopment of the supply chain as well as several given properties. The significance
of collaboration within an external side of an organization has been acknowledged
by companies since the 1980s, when supply chain management first achieved mist.
Marketing is cognizant of that without the cooperation of their producers or even
other supply chain competitors, they cannot effectively compete anymore. [29]. A
supply chain is a thorough system for producing and delivering a product or service,
computing the initial step of acquiring raw materials through the ultimate delivery
of the good or service to end-users.

Supply chain managers face issues every day that demand for quick response and
action. Variables affect these difficulties complexity and degree of intensity. There
are several effective ways to address supply chain challenges and they range in com-
plexity and seriousness. Regardless of the year, supply chain managers face a variety
of challenges. Given the emphasis focused on strong and dependable supply net-
works today, such issues are becoming ever more pressing. Since proper corporate
operations depend on efficient supply chains and also any issues will unavoidably
have an impact on the front line. Monitoring client expectations, supervising sup-
pliers, ensuring quality and long-term viability along with data access are a few of
the critical problems that supply chain managers should deal with [1]. The frame-
work and design of the supply chain are sophisticated in all industries. All sectors
must improve their supply networks in order to boost production and revenue. In-
novative approaches to improve supply networks are promised by new technologies.
The use of blockchain in the supply chain has the potential to be negligible when
we want to minimize administrative costs for ensuring forthrightness and legality
It can aid players in running a better supply chain by storing price, date, location,
quality, certification, and other important data. The accessibility of this data within
the blockchain can enhance material supply chain traceability, decrease losses due
to fake goods and the gray market, increase visibility and compliance with regard
to outsourced contract manufacturing, and could enhance a company’s position as
a pioneer in moral manufacturing. Smart contracts are nothing more than com-
puter programs that execute when logical conditions are met and are stored on a



blockchain. They are frequently used to automate execution so that all parties com-
prehend the consequences without a need for an intermediary or any unnecessary
time wastage. Furthermore, they can automate a workflow by operating on to the
next phase if a set of logical conditions are satisfied. On the other hand, digital
transactions can improve Bangladesh’s overall security management, which is still
mostly lacking.

1.1 Research Problem

As supply chain networks have become more and more widespread in the global
economy, multiple bottlenecks have diminished the whole production process cre-
ating questions like; why are store shelves half empty? Why is the production of
goods getting expensive day by day when we should cut back its costs? Why are
the deliveries taking longer than they should? Why are customers not being able
to buy what they want at the time of emergency? These factors are affecting the
global network of manufacturers, suppliers, distributors, retailers, transport com-
panies who work harmoniously to transport goods to the consumers doorstep. In
short, there are so many steps from the product being prepared, to reach the final
customers that it leaves plenty of opportunities to slow down the process, cascading
arrays of problems for companies, vendors, agents and brokers [32].

Supply chain, already being a complex system, is getting more tangled with evolv-
ing customer requirements, geographically competitive environment, deploying new
business models and so on. Moreover today’s old technologies on which most sup-
ply chain managements depend on, has little to no capabilities to provide adequate
security, manage risk factors, reduce production cost or even keep up with rapidly
changing market necessities as they have shortage of real time tracking, digitized
database, transaction transparency and many other shortcomings [22].

If we concentrate on security measures, handling and maintaining legal contracts
have become a major complication on the way of coordinating with all the suppliers
and stakeholders and gaining their trust. Lack of a secured transaction environ-
ment and failure to detect organizations that are involved in transporting duplicate
products have also crippled the wheel of production and delivery [27]. Eventually
customers will lose their trust in the companies which do not have proper quality
control measures and stop using their product which will completely destroy a busi-
ness and the sub-companies involved with it.

Our proposed system will bring about revolution in the environment of the in-
dustrial ecosystem. Blockchain based distributed ledger technology platforms have
tremendous potential to change the nature of business globally, by growing consensus
among business leaders and entrepreneurs and modifying business from accounting
to operation [16]. Blockchain technology will ensure dynamic and fluid value ex-
change, transparency with pseudonymity, irreversibility of records, provide security
and modern cryptography, reduce fraudulent activity, manage system risk, cut down
transaction and transportation cost [27]. Blockchain portrays a promising future in
3 the performance of the supply chain of industries compared to many other meth-
ods applied so far.



We deployed a client side application powered by smart contracts which will en-
able people to enforce contractual business promises without human involvement.
Pre-defined contract terms such as interest rate, payment method, currency rate,
obligation and settlements are stated in the smart contract which is determined
by the counterparties involved in the business transaction. Electronic scripts have
the custody of all assets involved in a transaction [2]. Smart contracts, having no
involvement of a third party, can eliminate the chance of error and manipulation
and strengthen trust among business partners by ensuring automatically carried out
terms.

1.2 Research Objectives

The research objective targets relevant issues in the supply chain and their respec-
tive perceived trends and stating the problem statement. Our objective is to create
a full functioning platform for supply chain management whose security is ensured
by blockchain technology. The challenges of shared information among every entity
and trust issues in the supply chain are driving people towards blockchain tech-
nology which has the potential to upgrade the procedure for data exchange and
transparency in logistics. The ultimate objective of this research are:

e To understand Supply chain management structure more profoundly

e Try to find solutions of the backdated framework of traditional supply chain
like -
— Safety issues and less transparency
— Absence Of Collaborative Forecasting [27]

— Meeting Customer Expectations

e To use the proper potential of the integration of supply chain and blockchain
technology



Chapter 2

Background Study

2.1 Blockchain

Blockchain being a decentralized data management system, allows the users to store
and exchange value without any third party. It was first designed for Bitcoin. It’s
a cutting-edge technology with the potential to upend existing economic and so-
cial structures and replace old trustless systems. It is based in a distributed ledger
technology which verifies and approves transactions using the capabilities of a huge
peer-to-peer network [9]. The network has immutable characteristics and users can
trace every step of value exchange between parties which makes value exchange
transparent. Cryptographic signature of records ensured data and transaction secu-
rity more powerful. [9]

1. Flexible value exchange: The blockchain network is a permanent record of
transactions that occur between individuals or between customers and busi-
nesses. The type of data kept in blockchain transactions is not restricted to a
financial worth, such as the Bitcoin currency exchange, but can also include
provenance of products and services, intellectual property rights, user identity
data, carbon credits, asset ownership data, position data, and so on. There
are various blockchain applications that are still in development. ”In addition
to transaction data, the blockchain platform can store supplementary state
information, which is essentially key-value pairs that determine the state of
the system” [31]. This feature of the blockchain value store makes blockchain
technology highly adaptable to a variety of industries and applications [31].

2. Shared control and adaptability: No single entity or group has control
over the blockchain ledger. Blockchain eliminates the requirement for trusted
third parties to validate transactions because of its distributed database. It
functions as a shared database that serves as a safe, verifiable, and single source
of truth for all network members. ”In essence, it eliminates the necessity for
trust between parties” [11]. It raises transparency and, as a result, system
confidence. Furthermore, a distributed database improves productivity by
establishing common data formats, allowing for frictionless data sharing and
process integrity across enterprises. The audit compliance and risk of error or
fraud are improved since the transactions are reviewed in real time by network
participants [25].



. Scattered Network: Without the use of a central intermediary, the blockchain
network connects individual consumers to businesses. Within the blockchain’s
mentoring network, the digital payment data is shared in real-time. Every
network member keeps a local record of transactions on their computers and
sends data to other nodes [11]. Tt eliminates the need for trusted interme-
diaries like brokerage firms and centralized authority like banks to exchange
value. It also eliminates friction in present transaction procedures by allowing
for near-real-time value exchange while lowering expenses. Furthermore, the
system is more robust because it eliminates a single point of failure in the event
of a breakdown or conspiracy due to huge ledger replication among numerous
participant nodes. It increases service quality, dependability, and availability
[31], [30].

. Transparency combined with anonymity: Every transaction value is
available to every network participant with access permissions, making the
blockchain-based transaction system extremely transparent. It makes it ex-
ceedingly difficult to carry out illicit transactions. However, while initiat-
ing a transaction, a network participant can choose what information about
their identity they want to share with the rest of the network. Allowing for
anonymity, each participant node in the network is given a digital signature
called a private key, which serves as proof of identification and is used to val-
idate transactions. The private key should not be shared with anybody else.
It is used to stimulate public interest. For transactions, a key is a string of
characters shared with others on the network.

. Record’s mutability: A consensus algorithm is used in blockchain to verify
a set of transactions and add them to the blockchain as a block. It achieves
consensus via the peer-to-peer network’s power. A block of transactions is
only posted to the blockchain after the majority of network participants have
validated it. Any one party attempting to alter the ledger is unlikely to succeed
because the modification must be validated by a majority. Additionally, each
new block is linked to the preceding block, and when a new block is updated,
all nodes in the network receive the most recent copy of the ledger. As a
result, altering the prior block would be time-consuming and costly. It makes
it difficult to modify records.

. Advanced encryption and protection: To prove node identification and
maintain data security, blockchain makes use of public key cryptography and
digital signatures. This strategy protects identities and prevents hackers from
tampering with data, lowering the chance of fraud or theft. The technique also
prevents a single point of failure in the event of a compromise by eliminating
centralized third parties [10].

. Logical programming: Because blockchain transactions are digital, they
can be linked to criteria specified in code. Only when specific predetermined
requirements between the seller and the buyer are met can the computing
logic be developed to allow value exchange. It makes it possible to automate,
document, and regulate the transaction [11]. In blockchain technology, it is
the foundation for smart contracts.



2.2 Idea of Logistics for Blockchain Technology

At many industries, distributed ledger technology remains in the solid evidence stage
and there is currently no clear architectural approach. The main goal of the design
for a vast scope of blockchain technology enabled application cases is to achieve peer
- to - peer, consistent, and efficient operations. The basic operational components
and design features of the blockchain technology are listed below.

1. Ethereum: Blockchain is essentially a network which stores a group of trans-
actions and related data in a safe and transparent manner. All historical
transactions and their values, as well as the time of block generation, are
available to network participants at any time. A blockchain is a chronolog-
ically organized network of blocks, as the name suggests. Each new block
contains information on the addresses that are eligible to receive the exchange
value, as well as the preceding block’s digital address (hash). If someone tries
to change or tamper with transaction information in a block, the hash for that
block will be changed, and it will no longer point to the hash of a previously
verified block. As a result, blockchain can be audited in near real time, and
interfering with records is difficult without reaching network consensus [24].

2. Public blockchains and Private blockchains: Anyone connected to the
platform can partake in the confirmation extraction and processing and access
a copy of the ledger thanks to Blockchain’s decentralized and distributed and
permissionless design. Nevertheless, because it failed to achieve processing
economies of scale, this kind of governance was ineffective. The integrity of
the trustless consensus process was compromised by the high probability of a
single extraction group obtaining a dominance. Relative to bitcoin or public
blockchains, private or permissioned blockchains have a distinct value propo-
sition. Private blockchains work well when the integrity of either the audit
trail is still not crucial but there is a need to standardize data sharing across
industries for effective operations and a new market structure [24].

In either a transparent or anonymous blockchain, anyone can participate in
any capacity. Anyone can approve new blocks throughout the mining process,
but in a private or permissioned blockchain, network participation is restricted
to a small group of predetermined stakeholders. The network can only analyze
or mine data for certain individuals or groups. The cost of networking is still
high since private blockchain still depends on trusted partners, despite the fact
that it has no verification expenses. [24]

3. Decentralized database: The autonomous and secure database provided
by blockchain technology is redefining how data is distributed online. The
blockchain database allows data to be shared directly from machine to ma-
chine, in contrast to the current centralized internet systems like Gmail or
Dropbox. Data sharing is rendered more secure and widespread although to
encrypted communication protocols, that reduce the risk of data suppression
by intermediaries much like administration. The distributed system can be
used not only for data management; it can also be used to discreetly facilitate
mobile casting for individuals all over the world. Such ballots can be recorded



and verified accurately. Blockchain technology has the potential to be widely
used because of its secure and decentralized database [5].

. Mining and Authentication protocol: The authentication mechanism
provides a consultation process for confirming transactions and adding new
blocks. It is a network security protocol. By guaranteeing data integrity
through consensus and making the blockchain based intrusion detection sys-
tem, it adds to the legitimacy of the blockchain. All miners receive and verify
10 minutes’ worth of blockchain transactions thanks to the network’s partici-
pants. Miners do the computationally daunting task of ”creating a block, then
constructing new, valid blocks and committing them to the shared blockchain
ledger.” The miners must engage in a randomization based on their processing
power in order to get the chance to add the next to the chain. The miners try
to overcome the challenging obstacle, and the first one to succeed broadcasts
his achievement to everyone else. A majority consensus of more than 50% is
required to accept and append a new block [24]. (See figure 2.1)

. Proof of stake: Due to the high demanded processing power and the rewards-
based system, the work verification network protocol is quite expensive for
mine workers. In order to mine ledger operations, the blockchain community
is migrating from the Public blockchain network protocol to the Proof of Stake
network protocol. The proof of stake network protocol determines the miner
of the new block in a predictable variety of ways depending on the position as
in chain. There is no incentive towards introducing a new block.

The miners are simultaneously obtaining the processing expenses. Whereas
less computing is needed when utilizing the proof of stake methodology, it
costs less to achieve broad consensus [25]. It may have been possible to mix
both different protocols in the future to develop a hybrid Proof of Work and
Blockchain protocol in order to solve the issue of centralized control even
though stakeholders with sizable stake ownership (in the Blockchain proce-
dure) might endeavor to exemplify a consistency.
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Figure 2.1: Proof of Work blockchain mining process

2.3 The architecture of the blockchain platform
and how it works

There are various parts to the blockchain platform architecture. The complexity
of the operation flow is increased by the implementation and interaction of various
components. The following are the main components of the blockchain architecture:

[31]

e The person’s public and private keys are maintained inside the Wallet. The
primary interface for said blockchain system is an external system. According
to the developers, users may ”"suggest and accept encrypted documents that
represent interconnected goods exported.” [31].

e On a peer-to-peer blockchain network, the Network Node represents a com-
puter client. It has two ways of participating in transactional activity. It first
houses a distributed ledger copy of historical transaction permanent records.

e Records are secure since the ledger, which is a collection all transactions,
is duplicated across all nodes. The network is then broadcasted with such



a catalog of all transactions recommended by the wallet, which miners can
validate and add as a new block.

Every minute, a new block is generated by the cooperation framework com-
prising minors/validators by verifying the broadcasted transactions. A proof
of operation issue is a technological riddle that’s also incredibly difficult to
solve, so miners fight to be the first to solve it. The winner receives 12.5
freshly formed dollars for generating a brand-new block, along with a small
processing fee. After the miner uploads and publishes a block with one copy
of the ledger, it is propagated all across the network [31].

The deal is initiated from either a wallet that contains the unique identifier
of an individual who initiated the transaction, as according to Farahmand’s
report, which was reported in the Intel Incorporated Scientific Journal. This
operation is validated in the wallet ahead of being broadcast to all network
nodes. The validated transaction is delivered to all complete nodes. To ascer-
tain the future statuses of the connected accounts, the transaction is completed
and validated (associated with assets). The live blocks of full nodes are where
the new account states are kept. A full node is selected to submit their block to
the blockchain. The live block is preserved and synchronized in the blockchain
at the end of a period [31].
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Figure 2.2: Flow of Blockchain Operation

2.4 Traditional Supply Chain Management

The supply chain is a system which connects a company as well as its supplier
throughout order to manufacture and distribute a product to a client. It includes
a variety of persons, organizations, communication, and asset actions. These initial
stages of a supply chain are when materials are collected and acquired. The pro-
cesses taken to convey a product or service from its originating location towards the

10



customer are generally referred to as a supply chain. This group contains producers,
suppliers, warehousing, transport companies, fulfillment centers, and retailers. The
supply chain encompasses all aspects like product design, advertising, administra-
tion, transportation, financing, and customer support. There are numerous supply
chain links that need knowledge and expertise. The total costs and profits of a
business can be reduced through efficient supply chain management. The damaged
connection can be costly as well as problematic again for the rest of the chain.

Traditional supply management (SCM) is dispersed that provides a centralized point
of control, while a blockchain-based SCM’s public ledger allows stakeholders and par-
ties to constantly update and be aware of the SCM’s actual situation. A blockchain
supply chain can let players record data on the price, date, location, quality, cer-
tification, and other pertinent factors so that the traditional supply chain can be
managed more effectively. The connectivity of such a data inside the blockchain could
indeed improve the tracking of a fabric supply chain, reduce the losses from the gray
market and fake goods, increase transparency and conformance over outsourced set-
tlement manufacturing, and conceivably perhaps enhance an organization’s role of
leader in moral production. Blockchain has a considerable ability to transform sup-
ply chain services, ranging from the beginning of the supply chain to re-engineering
company operations for improved security and greater stability. Traditional SCM

(a) Traditional SCM. (b) Blockchain powered SCM.

Figure 2.3: Traditional vs Blockchain powered Supply Chain Management

is driven by organizing, evaluating, executing, reporting, forecasting, and anticipat-
ing potential requirements based on past and present objectives and stakeholders in
order to deal with any modifications, lags, or defects. Conversely, improving distri-
bution networks, especially big chain lengths, can frequently be a technical problem.
The supply chain shown in Figure 2.3 is the same for sources from all over the world.
This supply chain is a broad, intricate structure with numerous sites for sourcing,
manufacturing, and distribution.

Additionally, a multitude of methods of transportation will be provided to connect
these objects together again and form a connected system. The traditional supply
chain is highly complex due to the constantly changing client expectations, which
further increases the hurdles and issues that arise. In contrast, the supply chain will
encounter a variety of risks, such as supply interruptions, fluctuating global com-
modity prices, and more. The supply chain encounters some challenges as a result of
its complexity [4]. The supply chain faces certain difficulties due to its complicated

11



Figure 2.4: The worldwide supply chain is made up of several transportation and
logistical linking suppliers, manufacturers, and distributors.[4]

nature.

1. Lack of transparency and productivity in supply chain management

All participants’ activities are becoming increasingly less ”accessible” when
there are more partners and operations in the wide system of supply chains.
Since transparency refers to the network’s shared access to information about
the supply chain cycle, it is essential in a supply chain network. When data
is sent between crucial parties and when data is lost or distorted for whatever
reason, this network suffers from a major lack of transparency. Traditional
supply chains are paper-intensive, making transparency difficult to develop
and maintain.[2]

2. Trust in SCM is a source of concern

Many stakeholders are involved in the supply chain, which has a complicated
processing chain that is strongly embedded in the physical world and is un-
able to respond to changing market needs efficiently and cost-effectively. A
strong foundation of trust among the network’s participants is required for a
successful supply chain network. For inspection and evaluation, participants
must rely heavily on external brokers, which raises operating expenditures and
reduces effectiveness.

3. Product efficiency and security cannot be tracked in SCM

The supply chain system includes tasks including manufacturing, staff and
inventory management, logistics, and sales. Customers want to know how the
things they’re buying are made, including the manufacturing process, location,
raw material production, activities, supplier details, and quality assurance and
detection of any internal problems. They are, however, unable to monitor the
efficiency of all processes at any one time or location. As there were no in-
ternationally connected platforms, consumers were unaware of their products’
existence, raising worries about product safety across the supply chain.

12



4. SCM monitoring is insufficient in real-time

The supply chain would be confronted with a variety of risks as a large-scale,
dynamical interaction, including supply disruption and changes in the cost of
raw materials globally. As a result, having access to all real-time operations
activities is a crucial source of confidence among many stakeholders. There-
fore, monitoring the entire product lifecycle in the supply chain network is
essential.

5. Managing and administering contractual agreements in supply chain

It is impossible to physically maintain all types of contracts, such as financial
contracts, ownership certificates, and business contractual arrangements. The
legal staff may experience difficulties in safely sending documents to certain
other participants.

6. Coordination and transaction issues in SCM

Because of the inaccurate information in SC, coordination and transaction
concerns arise, eroding trust among SC partners. As a result, a platform
should be established, consisting of a database for recording transaction infor-
mation that enables two parties to conduct direct transactions utilizing their
distributed ledgers without the need of a centralized third party, resulting in
more transparent transactions.[26]

2.5 Blockchain Technology Integrated with Sup-
ply Chain

Blockchain adoption is expanding as numerous businesses and startups work to-
gether to develop and test proofs of concept for diverse use scenarios. Blockchain
technology enhances therapeutic potential, profitability, and confidentiality in mul-
tiparty commercial activities like supply chains through fine-grained security juris-
diction of the decentralized system. Right now, anyone who retains their separate
interpretation of events in their respective compartments. These are typically redun-
dant and inconsistent with the scenario at hand. The ledger optimizes profitability
by having an appropriate electronic record and higher product characteristics, ac-
celerates interaction between stakeholders by eliminating lag time and facilitating
integration, and leads to better performance by distributing uniform data layouts.
Blockchain adoption is increasing as numerous businesses and startups work together
to develop and test proofs of concept for diverse use cases.

1. Decreased transaction costs: Catalini and Gans illustrate how transaction
verification and networking for the value exchange of services in a dynamic
ecosystem are affected by blockchain technology in relation to two crucial
costs. Blockchain does away with the role for intermediaries in the resolution
of dispersed activities. Verification packages are provided by these interme-
diates. Using blockchain technology in cross-border payments will eliminate
the requirement for third-party financial institutions, cutting bank transac-
tion costs. The cost of networking is reduced by combining the blockchain
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ledger with tokens, allowing the creation of a decentralized marketplace to be
crowdfunded. Individuals are motivated to commit resources to the platform’s
growth by the tokens. It eliminates the need for an expensive central actor
to build and manage the platform. Individuals are motivated to commit re-
sources to the platform’s growth by the tokens. It eliminates the need for an
expensive central actor to build and manage the platform.

Current Cost Intermidsary Change FX, Complance, Other Cosl usang Blockchaen
Orpex: technology

Sowror Motmney

Figure 2.5: Cost savings due to blockchain in cross-border payments

2. Fraud reduction: User-initiated transactions can be rigorously verified us-
ing blockchain technology. The user’s identity is checked each time a transac-
tion is initiated, letting the transaction proceed if the user is eligible. Blockchain
increases privacy while minimizing fraud risk. Furthermore, thanks to blockchain-
based digital transaction verification, the quality of items and services provided
may be tracked. It makes it easier to validate the features, lineage, stability,
or existence of any property held on the blockchain as a currency, providing
its trustworthiness, possession demonstration, and authenticity. In a nutshell,
blockchain technology helps existing intermediaries reduce fraud by providing
verification services.

3. Distributed resilience and control: No one corporation or agency has
influence over the blockchain database. Blockchain does away further with
stipulation for purchasing guidelines by authorized external parties due to
its distributed database. Through the removal of the need for trust, it fosters
trust between parties. It raises transparency, which strengthens the legitimacy
of the system. A distributed database also boosts efficiency by providing
standardized data formats that facilitate data sharing and process integrity
across businesses.

4. Transparency: Every network member with access permissions has access
to every transaction value, making the blockchain-based transaction system
incredibly transparent. It makes carrying out illegal transactions extremely
tough. A network participant can choose what information about their identity
they want to disclose with the rest of the network before starting a transaction,
allowing pseudonymity. To do this, each network participant is issued a private
key, which acts as proof of identification and is used to validate transactions.
Nobody else should have access to the private key.
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5. Programmable logic: Blockchain transactions can be connected to criteria
described in code because they are digital. The computing logic to support
value exchange can only be built when precise pre-defined requirements. Trans-
actions become digitized, recorded and regular because of this foundation.

6. Security with cryptography: Blockchain safeguards identities and prevents
data manipulation, reducing the risk of fraud and theft. In the case of a breach,
the approach also eliminates a single point of failure by eliminating centralized
third parties.

2.6 Smart Contract

A contract is a reciprocal deal involving two or more parties in which one party
promises to execute a certain task in exchange for a desired benefit. This promise
is a written commitment in particular words that is legally enforceable as a binding
legal understanding. Contracts have always been an important part of managing
commercial relationships since they define the terms and conditions under which
transactions are conducted. To buy products or services, customers must agree to
these conditions. The consumer has faith that the online retailer or platform will
provide honest services in return for their investment. Contrarily, the merchant
depends on the financial institution or credit card provider to assume the risk of
missed payments. The level of authentication for both stakeholders towards this
value exchange is quite limited. The payment process is premised on the client’s
payment history and the trader’s company reputation, each of which is validated by
an unbiased person or entity. All stakeholders may seek settlement through the civil
system’s judiciary in the event of a breach of agreement or confidence. This pledge
is a deal that is made in writing and is enforceable at law as a contractual contract.
Agreements have traditionally played a significant role in the administration of pro-
fessional activities since they specify the policies and terms under which trades will
occur. Customers must accept these policies in order to purchase goods or services.

A smart contract is a compilation of pledges represented in electronic information,
as well as the methods through which the counterparties implement agreements
legally, computer scientist Nick Szabo coined the phrase "smart contract” in 1996.
Smart contracts are cryptographically signed business terms negotiated upon by
two or more parties, with the details of the agreement in coding language. The
smart contract is "smart” because it can independently self-execute comprehensive
and multi transactions, which is beyond the scope of any individual entity. The
settlement procedure is sped up, computerized, and made simpler. Additionally, it
compromises the credibility of business alliances and equalizes all stakeholders in
the globalized era. On this distributed blockchain ledger, which offers an immutable
operating system, smart contracts are created. Everyone on the network is able to
audit the tamper-proof chronological records and examine the equivalent documen-
tation of the smart contract’s movements. It promotes transparency in the veracity
and moral fiber of smart contracts.
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2.7 How Smart Contracts Work

The main objective of smart contracts is to advance a market-driven economy by
empowering individuals to do transactions with outsiders without the intervention
of credible external parties. By integrating assets into blockchain transactions using
programmable logic, contractual promises can be verified and settled without the
need for human involvement.

1. Predefined terms of contract: A commercial transaction’s counter parties
agree on the desired results for each side. Variable interest rate, payment
currency, currency rate, and other terms are specified. There are additional
restrictions and settlement directions. Smart contracts are put in charge of
both the digital and tangible properties associated with a deal by developing
digital scripts. These smart contract scripts are recorded at a specific address
in the blockchain. When the contract is launched on the blockchain, this
address is determined.

2. Events: A transaction started by any party or any external feedback ob-
tained might be considered an event. The smart contract is executed on the
blockchain when an event defined in the script occurs.

3. Execute and value transfer: On the shared, duplicated, and unchangeable
blockchain ledger, the smart contract is performed. The transfer of value is dic-
tated by the contract’s predefined terms. When an event occurs, a transaction
is delivered to a predefined address, and the script’s clauses are implemented.

4. Settlement: The asset’s values are resolved by making appropriate trans-
fers to the intended receivers. The transfers are authorized by agreed terms.
The blockchain ledger, essentially acts as a traceability and irrevocable legal
record, refreshes when affiliated participants’ accounts do. On the network,
transactions involving virtual currencies like bitcoins are immediately pro-
cessed through wallet transactions. Account adjustments on the ledger would
be in compliance with off-chain resolution requirements for assets handled off-
chain, such as stocks and currencies. The blockchain ledger may need to be
watched closely by legislature like policymakers and supervisors. It would help
the documents to be harmonized.

Pre-defined contract Evenis Execution and value iransfer Serilement

Figure 2.6: How Smart Contract Works
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2.8 Challenges in implementing smart contracts

Although smart contracts have certain favorable circumstances, significant technical
challenges need to be solved prior to them being extensively used. Some of the
challenges are described below:

1. Complex business ecosystem:

For smart contracts to operate precisely and consistently within a given time
frame, all control operations carried out by the code must be embedded into
the same platform. Due to functional or physical limitations of the platform,
certain actions might not always be successful. Strict oversight is necessary
to accomplish the value exchange. Second, it can be challenging to recognize
all contract conditions discussed at the beginning of a business deal due to
the complexity of the industry. Contracts are frequently inaccurate in the ac-
tual world, and situations change after an agreement, necessitating contract
amendment. Smart contracts lack procedures that allow parties to update
their contracts even when both sides agree.

2. Threat of hacking:

The security concerns with the code are the major obstacle to the widespread
use of smart contracts. A $53 million sum was stolen from the coffers of the
DAO, a venture capital fund based on blockchain technology. Modifications
to the programming were needed in order to recover the cash. The DAO has
portrayed itself as a smart contract that is created from irreversible computer
code and operates independently of outside interference which also has the po-
tential to slow down the network, disrupt operations, and, worst of all, result
in significant financial losses. Because blockchain transactions are difficult to
reverse, users have more faith in the blockchain record.

3. Contract Code:

The contemporary business infrastructure would need to change fundamen-
tal responsibilities in order to employ smart contracts in real commercial set-
tings. Administrators must either begin to recognise such codes themselves
or focus exclusively on a foreign entity to do so, much as lawyers must learn
how to write contracts in a software program. It can require more time and
be complicated for legal practitioners without previous programming abilities
to develop and authorize a smart contract. The new smart contract enabled
contractual relationship model differs from traditional contract law and dis-
pute resolution concepts. Before the generation of smart contracts can become
easier and more reliable, significant progress in web application development
will be required.

2.9 Templates and Parameters of smart contracts

Conventional blueprints known as ”smart contract templates” serve as the basis for
intricate, mandatory contracts for corporate bonds. Extensive sets of necessary pa-
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perwork may be bolstered with the characterization of design parameters that are
crucial for regulating the functionality of the smart contract script.

A template is a digital representation of a legal instrument that has been made
publicly available by a standards organization, such as the International Swaps and
Derivatives Association (ISDA).

An agreement is a fully-functional blueprint that includes any custom legal docu-
ment and conditions. At this point, legal documents and parameters are frequently
customized as a result of negotiations between the parties. An agreement’s legal
text and parameters will be generated from the template but need not be similar.

Three factors may make determining the set of code parameters more difficult:

1. Texts usually contain parameters; these parameters are typically spatially rec-
ognized with the aid of an UI.

2. A few of the materials specified in the contract as ”parameters” might not
have an impact on how the smart contract code works and hence wouldn’t be
procured.

3. There are instances where a parameter can be declared, given a quantity, and
then utilized.

# N
TEMPLATE AGREEMENT
[ LEGAL PROSE J
PARAMETERS PARAMETERS
) -
e “TYPE
-VALUE (optional) =VALUE{mandatory)
L )

Figure 2.7: Template, agreement and parameters.

2.10 Private and Public Key (Generation

Asymmetric cryptography is used to design public and private keys. It allows users
to digitally sign operations in order to confirm their legitimacy. It will be clear how
and why it is more reliable when opposed to traditional symmetric cryptography.
To begin, symmetric cryptography encodes a piece of data that can also be decoded
using a key.The receiver must have the key to decode the information in order to send
it. However, sending the key over the internet poses a security risk. In asymmetric
cryptography, encoded script can be decrypted using both public and private keys.
The private key can be linked to a password that the user shouldn’t divulge, and
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the public key to a widely known username. This key pair can also help us send
payments to specific instances, protecting the information from being detected by
other nodes. The way it operates is that a piece of information or data can be
opened by the public key if it has been hashed by the private key, and likewise.
This process is employed to generate a digital signature that enables other nodes
to confirm that the information’s sender and writer are identical. As a result, since
everyone has a copy of the public address, any node can confirm any transaction.
The only nodes that will be capable of verifying and deciphering the data, however,
will be those to which we employ this mechanism to send transactions.

SENDER ENCRYPTION DECRYPTION RECEIVER

=> =>

11}
Y
U

PLAIN TEXT ’ : PLAIN TEXT
PUBLIC KEY CIPHER TEXT PRIVATE KEY

Figure 2.8: Asymmetric Cryptography
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Chapter 3

Literature Review

As blockchain technology is getting prominent day by day, people started to see why
moving to this decentralized network will benefit them in every possible way. Al-
ready carpooling companies like Lazooz and ArcadeCity are operating solely based
on blockchain infrastructure where only peer-to-peer interactions between drivers
and passengers are required without any third party involvement. Today’s tech
giants like Facebook, Uber, Google, Twitter, Airbnb are moving their traditional
platform towards decentralized shared economy by deploying various distributed
social networks applications like Synereo, Akasha or Steem.io into blockchain [12]
Multinational retail corporations like Walmart have moved their entire ecosystem
of food supply towards blockchain for better traceability, immutability, and trans-
parency. Walmart collaborated with IBM to create a system on Linux Foundation’s
Hyperledger Fabric which compels every vegetable supplier to enhance food safety
and hold the liability for any sort of unscrupulous behavior [18].

Agarwal [2] resented a model on how blockchain technology will bring about trans-
parency and smoothness in every level of supply chain operation and secure sensitive
data of the stakeholders. It documents the timestamps and record of product flow
starting from raw materials to end customers. The system is based on a hybrid
ledger where a distributed network is applied. Only the stakeholders who are in-
volved in a transaction can access the private ledger where private transaction’s
information is stored whereas everyone can access the public ledger where tracking
information of shipped products and hash value of private transactions are recorded.
Hence each node has a copy of the ledger and together they authenticate and verify
the security of the database stored in the blockchain. The Figure 3.1 shows their
Hybrid model.

Zhang [22] explains how blockchain integration in the supply chain system will rev-
olutionize the entire business environment. The paper portrays the current issues
related to supply chain management systems along with the chain architecture of
blockchain information including security and transparency, as well as the actual
items that can be considered for transactions. While blockchain simplifies the pro-
cess by eliminating the need for physical identification, it can also be used by miners
to perform unlawful transactions (in verifying contracts, not gaining access to the
contents). The supply management system in this period is based on brutal stake-
holder trust, transparency, obsolete data sharing methods, as well as varied value
exchanges with decentralized architecture and logically centralized.
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Figure 3.1: Supply chain architecture based on blockchain technology

Korpela et al [13] described how a digital supply chain (DSC) is integrated into
blockchain. DSC collaboration is a method of digitizing a multi-partner system in
which the main corporations act as a hub for all other companies involved in the
supply chain. They used the QFD method to examine how effective blockchain is on
supply chain operation which showed that blockchain has a high support mechanism
for data integration but cannot solve end-to-end integration through data model even
though standard data model is required for DSC integration. Furthermore, they de-
vised the concept of Cloud integration, which will provide a cost-effective business
procedure and expand DSC’s opportunities.

IPDC has launched the concept of a digitized program dubbed ”"IPDC-Orjon” for the
first time in Bangladesh [21].Orjon being a large supply chain financing ecosystem
program aims at bringing together the stakeholders of any small or micro-business.
Their focus is to utilize a shared blockchain database and implement a digital credit
program to reduce operational cost and improve loan tracking.

Clack et al [8] provide templates and agreements for smart contracts based on legal
documents. They discover operational parameters in legal papers, their design envi-
ronment, including how parameters are becoming more sophisticated, how common
standardized code is being used more frequently, and how long-term research is be-
ing conducted. They even proposed a model which is given in Figure 3.2.

El Maouchi et al [15] presented a decentralized, transparent, and traceable sup-
ply chain which he named the "TRADE’ system where numerous stakeholders can
be involved in the supply chain. Customers will also access the database to check
their desired items, according to the requirement. Auditability and trustworthiness
of the suppliers is also verified and recorded at each step.

Jensen et al [19] TradeLens is built on the IBM Network, which has been built
on Ethereum Blockchain in which members (" Trust Anchors”) will have to be au-
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Figure 3.2: Template and agreement of smart contract

thenticated by encrypted fingerprints and are known to the network.

Idrees et al [28] Private blockchain: Because of the small number of participating
nodes-consensus occurs quickly-and scalability, which allows the number of nodes
to be altered according to demands, private blockchains exceed public blockchains
in terms of computation speed. With the aid of smart contacts, McGonagle et al.
[17] found that conducting descriptive study required a thorough explanation of the
technique used to collect data as well as the methodology for assessing the research
evidence.

Christidis et al [7] explored the effect and ease of deployment of smart contracts
in a decentralized blockchain platform. Transactions between many parties can still
be obtained by a manufacturer who has long exited the network without any user
interactions. The "auditable trail of information” is shared inside a single database
that may be automated utilizing [oT. However, some disadvantages include the fact
that any third party may detect transaction patterns and determine their hash, and
hence the identity of the participant. The Figure 3.3 below portrays their frame-
work.

ALlca Bk
& B
o] - [ ]
transaction
| asset quantity | input | | output -
X 2 | = | 2

Figure 3.3: A transaction that transfers a tokenized asset (X) among users

Dobrovnik et al [14] stated in his model that the blockchain framework in a supply
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chain passes through several (usually four) transformation phases, making it us-
able despite the assets missing third-party confirmation or verification of ownership
transfer. Single-use, localization, substitution, and transformation are the 4 stages
shown in Figure 3.4.
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a & e.g retailer gift cards e.g. self-executing
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Figure 3.4: Blockchain transformation phases.

Queiroz et al [20] explored the benefits of blockchain in Supply Chain Management
(SCM) as well as the obstacles that come with integrating blockchain technology into
SCM. They are expected to cause major disruptions and issues across a wide range
of businesses. This research focuses on examples of blockchain-SCM integration,
emphasizing the need to rethink business structures in order to include blockchain
technology. According to Apte et al [6] a blockchain is a decentralized system that
maintains an record of online transactions that cannot be manipulated after an
occurrence, and blockchain has the potential to completely transform the present
supply chain management system.The advantages and downsides are discussed in
the editorial.

Dhruman et al [27] suggested that blockchain and smart contracts can solve the
problem of having less trust and fear in safely managing legal papers. All legal
contracts are securely kept digitally on the blockchain server and are visible to all
parties in the supply chain. Through the ownership certificate, it assists manufac-
turers in gaining faith in the raw material supplied by the source. i.e Automobile
manufacturers have access to all ownership certificates for all items used in the
manufacturing of a vehicle. Their applied framework is visible in Figure 3.5:
Moradi et al [3] shared: With the fast expansion of computer networks over the last
decade, computer security has become a critical concern. In recent years, various
soft-computing-based techniques for the development of intrusion detection systems
have been developed.
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Figure 3.5: Blockchain technology for supply chain
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Chapter 4

Methodology

4.1 System Overview

Our workflow is shown below at the figure 4.1:

Build Task Management
Application Using Blockchain

{ Shipment
{ Distribution
End

Figure 4.1: Flow of work
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Figure 4.2: Secured transaction platform

Figure 4.2 depicts a blockchain based transaction system. Consensus is the mecha-
nism by which a blockchain transaction is approved. To validate transactions, nodes
compare chains. The longest chain is the valid chain. This transaction is irreversible
as well. Meaning the data of transaction cannot be altered or even deleted.
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Figure 4.3: Real-time tracking system

Figure 4.3 shows the steps of product tracking, starting from the manufacturers
to the end delivery. Blockchain allows business partners to track and trace real-
time product data. Multiple parties can deal directly over a peer-to-peer network
using blockchain technology, eliminating the need for a central authority to verify
transactions.

4.2 Proposed Model

This figure 4.4 shows the suggested framework for leveraging blockchain and smart
contracts to automate the current supply chain for items made of paper and pens,
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making the data storage and access control impenetrable. The suggested technique
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Figure 4.4: Suggested Framework

gathers, stores, and manages each product’s vital product information over the du-
ration of its life cycle using a decentralized distributed system that makes use of
blockchains.

The suggested technique gathers, stores, and manages each product’s vital product
information over the duration of its life cycle using a decentralized distributed system
that makes use of blockchains. Each product consequently obtains a safe, shareable
record of exchange that contains thorough information about all the products. Each
of these parties makes a substantial contribution to the system by uploading vital
information about the goods and their current condition to the blockchain network.
Since the blockchain data design inherently ensures data integrity, we decided to use
it in the proposed approach. There have been numerous reports of data alterations
in the current supply chain system. As a result, our primary objective is to ensure
supply chain data authenticity in order to stop data manipulation. The high-level
users ( policy admins , factory, and importers ) are able to provide goods to the
appropriate end users, manage end-user data, and access new product records. Pol-
icy administrators have the ability to control end users of the supply chain and
distribute goods in accordance with international norms. The system solely uses
the allocation data in order to handle end-level user data read requests. Users
and blockchain-based data ledgers can now communicate with one another using
smart contracts. Once we post our contract into the blockchain, the code cannot
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be changed. Users can perform a transaction by simply sending it to a contract’s
address. The contract will then be changed as necessary at that point. The contract
may be able to transmit and receive messages, maintain a balance in its account,
read from and write to its private storage, or even construct other contracts depend-
ing on the transaction it receives. The smart contract must verify users before it can
read relevant data from the proper ledgers. The right data from the smart contract
is delivered to end-level users in accordance with their user credentials and alloca-
tion ledger. In the given blockchain-based supply management system only highly
privileged users can generate new products, record allocate products to respective
end-level users and manage end-level users credentials. Where policy admins can
allocate products according to the requirements and manage users. In our proposed
distribution system, two main operations are shipment and delivery of the finished
products to middlemen and consumers.

4.2.1 Shipment

In the shipment segment, the product is given to the proper delivery person.Consumers
are assigned against retailers and retailers against distributors. To connect all these
types of users at the supply chain policy level admins are the key users deliverymen
are used for transporting shipments from one to other parties.

Algorithm 1 Pseudo Code for Shipment

a1
Consumer:
productUnit == allocate_to_consumer(list_of_product_units,
PU_consumer[a])

b <1
Retailer:
if consumer[a] is paired with the retailer[b] Then
Retailer_unit == allocate_retailer(product_unit,
PU_retailer[b])
c<+1
Distributor:
if retailer[b] is paired with the distributor[c] Then
Distributor_unit == allocate_distributor(retailer_unit,
PU_distributor([c])
Delivery_unit == assign_delivery_man(PU_delivery_man[c],
distributor_unit)
Carried_good[c] == verify_carry(PR_delivery_man[c], delivery_unit)

In this section, the product units are assigned to the ’a’th consumer. A previously
allocated product unit is assigned to a certain retailer, who then gets assigned to
a specific distributor, and the product unit for distributors is accepted by a deliv-
eryman for delivery following the delivery man’s authentication, and the items are
eventually carried by the confirmed deliveryman. As a result, a collection of items
is transported to various dealers by an authorized delivery man.
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4.2.2 Distribution

In this part at first the ’c’th is getting authenticated using his private key . Then
the ’c¢’th delivery man will again get verified and the products will be shipped by
him to the retailer . Basically each time the product is shipped to anybody, the
receiver needs to get verified before receiving the product . So the retailer and the
consumer also needs to get verified with their individual private key before receiving
the product from the respective delivery man [23]

Algorithm 2 Pseudo Code for Distribution

c+1
Distributor:
Received_good[c]

verify_deliver (PR_distributor[c],
Carried_good[c])

Delivery_unit[c] == assign_delivery_man(PU_delivery_man[c],
Received_good[c])

Carried_good[c] == verify_carry(PR_delivery_man[c],delivery_unit)

b <1

Retailer:

if retailer[b] is paired with the distributor[c] Then
Received_good[b] == verify_deliver(PR_retailer[b],
Carried_good[c])
a<1
Consumer:
if is paired with the distributor[c] Then
verify_receive (PR_consumer[a], Received_good[b])
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Chapter 5

Building The Application Powered
By Ethereum Smart Contract

5.1 Building The Application Powered By Ethereum
Smart Contract

5.1.1 Works that have been done so far

So far research papers have produced smart contract and defined secured transaction
systems using the blockchain platform. But we have come up with an innovative
idea to use smart contracts to build an automated blockchain application where all
the tasks will be handled with proof and transparency. We attempted to build a
complete system of client side application which will be powered by Ethereum smart
contracts where tasks will be automatically checked off after successful transaction.
Transparency can be ensured properly through this measure. This automated pro-
cess will take the supply chain system into another level.

5.1.2 Smart Contract Implementation

We have picked a to-do list application to demonstrate our integration of smart
contracts with supply chain management. This application will read and write
data to and from the blockchain and run business logic to control how it behaves.
Through this procedure, we would create our Ethereum smart contracts in Solidity,
a JavaScript-like programming language. All the codes that build up the smart
contract are unchangeable. No one can alter or update any of the code after the
smart contract is launched into the blockchain for which it is secured and trustwor-
thy. They serve as an interface for both running business logic and accessing and
writing data from the blockchain. They can be accessed by anyone with access to
the blockchain because they are publicly accessible.

5.1.3 Task Brief

We will develop a client side application for listing the tasks that communicate with
the blockchain directly. We will connect our application to a single Ethereum node
in order to view the Ethereum blockchain. The to-do list’s code will be created as a
smart contract in Solidity, which will then be uploaded to the Ethereum blockchain.
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We'll also use an Ethereum wallet to connect to the blockchain network using our
individual accounts in order to communicate with the to-do list application.

5.1.4 Installing Dependencies, building the application and
test

5.1.4.1 Ganache Personal Blockchain

This mimics the characteristics of a personal blockchain account. For Ethereum
development, we will use Ganache as our own blockchain as it can launch smart
contracts, create applications, and carry out tests thanks to it. It can be used in
Windows, Linus and MAC. After we have installed Ganache, we have a private
blockchain network in our hands. A list of accounts connecting to the network and
some information about the server Ganache is operating on may be seen here. 100
ether have been credited to each account.
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Figure 5.1: Private blockchain network Ganache

5.1.4.2 Node.JS

After setting up a private blockchain, we must set up the ecosystem for creating
smart contracts. The Node Package Manager, included with Node.js, is the first
dependency we require.

5.1.4.3 Truffle framework

In order to develop the smart contract using the programming language Solidity, we
must now install the Truffle Framework. Furthermore, we will be able to compile
the smart contract into bytecode, and then execute them on the Ethereum Virtual
Machine (EVM). Using truffle we will be able to write tests against smart contracts,
deploy smart contracts to the blockchain, work with a development console and also
develop a client side application.
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5.1.4.4 Metamask Ethereum Wallet

' @ Ethereum Mainnet ©

Account ]

# Connected

Oxl3a.. 2044 10

$
OETH

$0.00 USD
Buy Send Swap
Assets Activity

Q 0 ETH
50,00 USD

Figure 5.2: Metamask Wallet

5.1.4.5 Project Set-Up

First we will create a project directory through command prompt and initialize
the truffle project. To install some development dependencies that the project will
require we will also create a package.json file.
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Figure 5.3: Installing dependencies

After bootstrapping all project dependencies and installing them from cmd with
command “nmp install”, we can create the project directory shown below:

v contracts
Migrations.sol

v migrations

J5 1_initial_migration.js

v node_modules

{} package-lockjson

{} package.json

> test
35 truffle-config.js

Figure 5.4: Project Directory

All smart contacts reside in the contract directory. In the migration directory all
the migration files are found. We can compare them with other web development
frameworks that we use regularly. To update the state of blockchain by deploying
smart contracts, we need this migration.

In the node_modules directory, all the node dependencies are installed and we can
test our smart contract in the test directory. Main configuration files can be found in
the Truffle config file. This will handle network configuration for our truffle project.
There is a smart contract in the migration file. It handles our migrations when we
want to deploy new contracts to the blockchain. In the aforementioned directory we
will create a new file called which we need to declare the smart contract and write
all the code for the smart contract.

We build a smart contract called TodoList, which is then surrounded by curly braces
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and all of the smart contract code will reside there. We are targeting to keep the
track of the tasks in the list numerically. The algorithm for creating the task is:

Algorithm 3 Pseudo Code for creating new task

Connect — (blockchain)
taskCount = 0
Input:
initialize_id
initialize_content
bool_completed
mapping(uint — task)
Output:
taskCount + +
_content
False
End();

We initialized the task id, text and a boolean function to track if the tasks have
been completed or not. Here mapping works like hashing where task id can retrieve
the task using the sequence of listing. Task count is a state variable. We can access
the value of this variable outside of smart contracts. Before deploying the smart
contract into the blockchain, we will run a migration script. Without it, we cannot
deploy new contracts into blockchain because blockchain is immune to any change,
as we stated earlier.

We also need to design the frontend of the application where Web3 will be in-
corporated. This way our application will be able to talk to the blockchain. We
developed HTML codes and CSS for user interface.

T O @ ocahost

Client View | Todo List

i Evurity  Cordm  Gouried Petwos Peteemacds Wemary  Apgilaion Delerly it 1 | X
H § = v | @ | Foe
O 2 messages & PATTERTION: Ds aa eTferl Go Smpreve wiar privecy, Melefaih sLopeed dmpoiieg wier eicownti Lo depen A Brivecy mode” i enebled on Mowester Fed, . fcomes,lail
Gepps shawld row call provider enablell ia erder (0 view and vie aoceis, Flesse sew BLIBALA/BRAL nfd00eief Tor cosplete information s wp-To—daie exarple Code,
* 6 1 umermen. » [Winkatios] Avoid wiitg Socemsst.writel]. [EE -~ KL

[- T

Figure 5.5: Client view of application
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5.1.4.6 Testing

As Ethereum blockchain code is immutable, we need to discard the codes and deploy
a new copy if there are any issues. It will have a different address than the previous
one. All the tests will be written in javascript.

First we will test if the smart contract has been deployed properly and confirm
the fact that we are being able to retrieve the tasks from the task count. To check
the deployment, we need to check if the address of the contract is not null, undefined
or zero. Then by comparing task id with task count and matching the task content,
we can confirm the task listing.

Algorithm 4 Pseudo Code for testing 1 (deployment and list tasks)

Connect— (blockchain)
Connect— (accounts)
if deployment == successful then
check if:
address is not null;
address is not 0;
address is not defined;
if 1ists_task == successful then
check if:
id of the task is equal to the sequence of task;
content of the task is the name of the task;
task completion is false;
first task is set as number 1;
End();

This test passes successfully:

Using network 'development'.

Contract: TodolList
v
v

Figure 5.6: Test passes(1)

Now we will test if the task creation is successful. Whenever a new task is created,
external customers can subscribe to the events that are triggered. We can create
tests to inspect data to make sure that the events are triggered anytime a new task
is created.
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Algorithm 5 Pseudo Code for testing 2 (task creation)

Connect— (blockchain)
Connect— (accounts)
if create_Task == successful then
create new task;
check task count for new task;
check if:
event is getting triggered;
event id is 2;
event content is the name of new task;
event completion is false;

End();

This test also passes successfully: Finally we have to confirm if the task completion

Using network 'development’.

Compiling ./contracts/TodolList.sol...

Contract: Todolist

3 passing

Figure 5.7: Test passes(2)

function works by checking the boolean function to become true after the transaction
is completed.

Algorithm 6 Pseudo Code for testing 2 (task completion)

Connect— (blockchain)
if task_complete == successful then
task is completed;
task completion function is true;
check if:
event is getting triggered;
first task is completed and event id is 1;
event completion is true;

End();

This test also passes properly:
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Contract: TodolList

(51ms)

4 passing

Figure 5.8: Test passes(3)

Client View | Todo List

Add task...

Task #2
Task #3
Task #1

Figure 5.9: Task being checked off
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Chapter 6

Conclusion

In today’s times, traditional supply chain management methods are insufficient.
Large amounts of paperwork, a lack of trust, incompatibility, and unstructured data
(booklet, succeed) all limit business growth. So, for a better experience, we've
proposed a model that ensures security, transparency, faster product movement,
tracking, and consumer interaction. The ledgers supplied by blockchain assist us in
maintaining a shared and safe database flow throughout the whole system, which
is a very significant detail to note. We've proposed a cost-effective and time-saving
automated mining method. To reduce the danger of any component failing, security
measures such as intrusion detection are implemented. Several businesses across
a variety of industries have recently begun to investigate the entire supply chain
process. This section will look back at the beginnings of the supply chain as well
as some current triumphs. Since corporations realized the benefits of incorporating
blockchain with their organizations beyond their own in the 1980s, interest in supply
chain management has gradually grown. Businesses are becoming more and more
aware that they can no longer compete successfully without the support of their
suppliers and other supply chain partners. Above all, with the expansion of new
geographic areas, businesses must assess if their present supply system is capable of
mitigating potential threats such as counterfeit currency transactions.
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