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Abstract

Digital Twin (DT) is a technology that replicates any physical phenomenon from
physical space to digital space in congruous with the physical form’s state. It does
not confine to only spatial objects, any non-spatial scenarios can also be depicted
with proper perception of the states. Though, DT technology was proposed with the
incentive of revamping the intricate product lifecycle management in manufacture
sector, other sectors like aviation, real states, healthcare, etc., have embraced it. By
integrating DT in the healthcare sector, portrayal of patients in the digital space
makes chances to create digital models, providing proper diagnosis, and evaluation
facilities for digital healthcare services and Smart-health. However, determining a
healthcare DT model for patient care and clinical purposes is seen as a challenging
and imponderable task because of the lack of adequate data collection structures.
Moreover, there are a number of problems in healthcare DT such as fragmented data
and communication disorder which are making efforts futile. Also, the concept of
healthcare DT is not formally defined and there lacks a consistent system architec-
ture and data model, using which the diverse data flow of a Healthcare DT can be
perceived structurally and can be used for later purposes. The collected structured
data and careful simulation with proper analysis can render propitious opportunities
in grievous health situations. For this reason, formulating a comprehensive health-
care data model for Healthcare DT is a prominent and preemptory task. On the
other hand, there are also security and privacy issues as healthcare data can be used
in malicious ways. For these reasons, to acquire the codified and finesse data with
total integrity and proper access control, blockchain can be incorporated with the
DT technology. In this thesis, we present a mathematical concept data model to ac-
cumulate the patient relevant data in a structured and predefined way with proper
delineation. Additionally, the provided data model is described in harmony with
real life contexts. Then, we have used the patient centric mathematical data model
to formally define the semantic and scope of Healthcare Digital Twin system based
on Blockchain. Accordingly, the proposed system is described with all the key com-
ponents as well as proper protocol flow and evaluation. A short implementation of
the proposed system has been conducted using Hyperledger Fabric and BigchainDB
blockchains.

Keywords: Digital Twin (DT); Healthcare; Mathematical Model; Blockchain; Pri-
vate Blockchain; Hyperledger Fabric; BigchainDB
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Chapter 1

Introduction

After the revolutionary advancement of the new information technologies in the
scopes of Cloud Computing, Internet of Things, Big Data, and Artificial Intelligence,
the new era of Smart Things is prevalent. Consequently, with more opportunities
at hand, interconnection, interaction, and smart control of system components are
opening new paradigms in technological evolution. The novel concept of Digital
Twin (DT) is one of the paramount products of this technological advancement
[1]. The DT concept was first introduced by Michael Grieves in 2002 for Product
Lifecycle Management (PLM) where the system’s primary elements were real space,
virtual space, and the connection for data flow from real space to virtual space [2].
The conceptual model was referred to as the Mirrored Spaces Model [3].

The stereotypical product management systems had a lot of drawbacks, for ex-
ample: generating knowledge, forthcoming demands, data redundancy, depiction of
product lifecycle, and so on. If a product’s lifecycle can be understood from a manu-
facturer’s point of view then with proper utility and protocol flow it can be deployed
with a DT system and the degree of amelioration will be immense. PLM comprises
of a myriad of convoluted processes and there are involvement of numerous factors
for maximizing the revenue, in this case Cyber-Physical Systems (CPS), deployed
at the manufacturing industries is a phenomenal step forward [4].

Now, with the availability of IoT devices and fast network coverage, the incorpora-
tion of DT is not infeasible anymore. Moreover, the ongoing developments and the
increase of applications of DT in PLM, has made the concept more sophisticated and
decisive. To date, the most commonly used definition of digital twin was proposed
by Glaessegen and Stargel in 2012: “Digital twin means an integrated multiphysics,
multiscale, probabilistic simulation of a complex product, which functions to mirror
the life of its corresponding twin” [5]. DT is not only confined in the scope of PLM,
but also other sectors, e.g., healthcare [6]–[8], aerospace [9], [10], energy [11], [12],
automobile [13], [14], and so on, are also invested in it. Currently, there is a surge
in improving the DT technology in the healthcare situation and a myriad of devel-
opments are ongoing in the healthcare sector with respect to Artificial Intelligence
[15]–[17], Big data [18], [19], and in other spectrum.
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1.1 Motivation

There are some significant developments in the healthcare sector pertinent to DT.
Madubuike-Obinna et al. [20] have presented a DT system architecture for Health
Care Facilities Management (HFM). The system will consist of six layers to adopt
DT technology to operate efficaciously. The authors have proposed to convert the
traditional Healthcare Facilities into a real time system which will consider a myr-
iad of factors. Their prime objective is to reduce the complexity of health care
management processes with the help of virtual prototyping of physical assets and
phenomena. Patrone-Carlotta et al. [21] have provided a framework for DT in the
healthcare sector with the incorporation of Decision Support System (DSS). With
the support of Data Mining and converting the physical state into a simulation, the
system will generate resource scheduling, can minimize waiting time for a service,
and will lead to a point where the leaner use of resources will be assured. Barbiero
et al. [22] have presented a framework which will render a holistic view over current
and future physiological conditions. Their primary objective is to turn the current
medicinal treatment and curative discipline process into a preventative and interdis-
ciplinary science, aiming at providing personalized, systemic, and precise treatment
plans to patients. Advanced Artificial Intelligence (AI) approaches and integrated
mathematical modeling will be encompassed to generate solutions for each patient
according to their unique traits. These are active research areas and a lot of state
of the art technologies are being used in the healthcare sector for DT.

Nevertheless, the recent developments in DT for the healthcare sector have some
shortcomings from the stance of data sharing, storage, and access control [23]. With
an astute perception, it can be observed that most of the research works have been
conducted without any due consideration of how the compact system will work co-
herently with all the segregated elements of the system [24]. DT system will have
all the traditional systems’ protocol flow in addition to its mandatory feature of
perceiving the physical state real time to update the virtual state.

Moreover, without proper system architecture, collecting insurmountable health
data will cause a disarray and it will further complicate the situation with the
involvement of data transformation techniques [25]. Additionally, the mixture of
virtual state with new received physical state and for convergence, sometimes real
data needs to be added with organic data, is also another concern [26]. For extract-
ing knowledge from the collected data, the raw data will go through several data
filtration and transformation processes.

Furthermore, people usually are indifferent toward their security of health data
which leads to integrity and confidentiality breaches [27]. Not only this but also for
a healthcare system to operate nationwide or internationally, while covering these
wide distributed healthcare sectors and associated stakeholders, a distributed and
strong governance is preemptive. Moreover, most of the healthcare systems are
under a government central authority which needs to be changed.
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1.2 Research Objectives

To ameliorate the complications or drawbacks mentioned before, a codified frame-
work or system architecture is needed which is missing in the recent research works.
So, in this thesis, we have provided a system architecture for DT in the healthcare
sector for patients. Additionally we have presented a defined data model according
to which the DT will collect data for a patient. Collecting unnecessary data is redun-
dant and will perpetuate the involvement of other data filtering or transformation
processes. For this reason having a defined data model will help deciding in which
way DT will perceive which healthcare data from which dimensions for patients.
With the proposed data model a patient can be uniquely identified as well as the
patient portfolio can be generated with clinical data.

To solve the issue of the wide healthcare sector, a distributed network can be im-
plemented by enforcing a distributed storage facility without any central governing
authority. The blockchain technology can be utilized here. Blockchain renders the
services of collecting intricate and diverse data immutably with sharing mechanism
and proper access control. To accumulate varieties of health data in a structured
and distributive way a blockchain based healthcare DT system is proposed and im-
plemented. In a blockchain based DT system in the healthcare sector for patients,
blockchain provides proper security and integrity, on the other hand, DT provides
proper data aggregation, analysis, prognosis, and representation services which are
favorable for building a proper healthcare DT.

The main research objectives (R.O.) are presented below:

R.O. 1 To represent the patient data in a defined and structured way, a patient
centric mathematical data model will be developed. For better comprehension, real
life contexts of patients’ different treatment phases will be provided in accordance
with the mathematical data model.

R.O. 2 To identify vulnerabilities and define countermeasures for mitigating plau-
sible threats to the system, a proper threat modeling and requirement analysis will be
done based on the system’s components.

R.O. 3 To integrate healthcare digital twin system with Blockchain technology, a
proper architecture along with all the required components will be elaborated.

R.O. 4 To build a blockchain integrated system, the dependent system has to have
pre-emptively defined participants and smart contracts, for this reason a proper pro-
tocol flow for utilizing the blockchain based system will be developed. It will describe
how the system can be used in the different scenarios and how different components
communicate with each other.

R.O. 5 To implement the proposed system model in accordance with the protocol
flow and the data model, private blockchain platform and distributed database will
be incorporated.

R.O. 6 To illustrate how the system has fulfilled all the requirements, a detailed
analysis of the proposed system will be conducted.
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1.3 Structure

Chapter 2 presents a brief background on Digital Twin, Healthcare Digital Twin,
Blockchain, Smart Contracts, Hyperledger Fabric, and BigchainDB. Next, we crit-
ically review a number of relevant researches in Chapter 3. In Chapter 4, the
mathematical data model is presented with some pragmatic examples along with
the threat modeling and the requirement analysis. Later the system architecture
and the system components are delineated in Chapter 5. Then, we provide the de-
tailed implementation process in accordance with protocol flow in Chapter 6. After
that, we discuss how the proposed system for Healthcare DT has helped to sat-
isfy different requirements and research objectives, advantages and disadvantages, a
comparison with HIPAA [28] and GDPR [29] as well as with some recent research
works, limitations, and future work of the presented model in Chapter 7. Finally,
Chapter 8 concludes our findings.
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Chapter 2

Literature Review

In this chapter we present a brief background information on Digital Twin, Health-
care Digital Twin, Blockchain, Hyperledger Fabric, and BigchainDB.

2.1 Digital Twin (DT)

DT means digital replication of anything from physical space. The primary condi-
tion of being a digital twin is both the virtual and the physical properties need to
be congruous [30]. There will be a link for the system to acquire data from physical
space with the help of sensors. For that reason perceived data from physical space
of any length is obligatory. The more domain values can be accumulated of any
physical entity, the more refined the twin will be. DT stands for the portrayal of the
anatomy of a digital asset which is the depiction of a physical phenomenon from a
physical space [31]. This is a complicated system which keeps the balance between
virtual space and physical space and can develop cognitive knowledge about the
physical environment [32]. With the rapid growth of new generation of information
technologies like RFID and IoT, collecting data from each step of a physical phe-
nomenon has become very efficient and effortless [33].

The basic concept of DT is to perceive a lifecycle of an entity so that it can under-
stand the present physical state by converting it into a virtually representable twin
for projecting a future state or delving deep into the entity’s physical conditions [34].
Now an entity could be a physical object or a phenomenon which is not tangible.
For example: a department management system, a project for building a DT based
factory or wind turbine, and so on. When a DT will be deployed for a physical entity
it can stay through its full lifecycle like create, build, operate/support, and dispose,
of the physical entity [35]. Moreover, the experience knowledge of the entity after
disposal can be also used for other homogeneous entities. This can happen only
when the DT has been used at the create phase of the physical entity. In this sit-
uation, from the pre-development phase to the disposal phase, DT can accumulate
all the necessary data.

DT can be classified into 2 types depending on for which purpose it will be used [2]:

5



2.1.1 Digital Twin for Developing a Product:

This type of DT represents a digital prototype of a physical product which has
yet to be developed. Usually this type of DT is deployed during the create phase
because the physical product does not exist. For this reason, DT will be affiliated
with the full lifecycle of the particular product’s development phases. In this way,
DT will have all the necessary information needed to build the product. By using
previous knowledge and predictive mechanism, DT can determine the workflow and
the behavior of the product [36]. In this respect, by assessing the current state of the
development, product assembly, problem in the process, and so on, DT can provide
the decisive plan for the workflow. For example: a DT can be implemented while at
the manufacturing phase of a hospital. In this case, product life-cycle management
is applicable. Life-cycle management and Building Phase of PLM will be crucial
factors for the manufacturing phase [37]. By feeding hospital design plans, forward
process estimation, process development, product assembly, and other necessary
data to DT, it can deduce how the current workflow is going and how the future
plans need to be developed by generating cognitive knowledge [38]. At the end of the
lifecycle of the product, the generated knowledge of the full process can be recorded
as experience for it to be utilized in other projects for DT systems in future. For
these reasons, this type of DT is very significant for the advancement of Digital
Twin technology.

2.1.2 Digital Twin for an individual instance:

This type of DT represents the virtual state of a physical product or a non-spatial
phenomenon. It can constantly update the virtual state in congruous to the physical
state with the help of IoT devices [39]. Usually, this type of DT describes a specific
corresponding physical product that an individual DT always stays linked to. Not
necessarily, but a set of use cases are required for this to operate soundly, e.g., a
fully annotated 3D model with Geometric Dimensioning and Tolerancing (GD&T),
the list of components that are affiliated with the instance, the periodical update of
physical state, the result of empirical tests on the instance, and operational prime
states [2]. Let us assume a scenario where an automobile has been built with its all
important parts integrated with IoT devices. As a result, DT can perceive all the
dynamic data constantly and can take all the measurements it needs to define the
current state in the virtual space which is symmetrical to the physical state of the
automobile. It is plausible with the extant technology termed Integrated Vehicle
Health Management (IVHM) [40]. The maintenance time of different parts, the
performance of the product, and other significant factors can be devised remotely.
The collected data later can be used for deriving knowledge of the instance. Same
way, this type of DT mechanism can be used for patients in the healthcare sector
with the help of wearable IoT devices.

2.2 Healthcare Digital Twin

From the perspective of building a hospital falls under manufacturing, subsequently
a digital twin for building a product can be utilized here. However, for caring a
patient in the healthcare sector, digital twin for an instance, should be used. There
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is no certain definition or protocols to define what are the minimum requirements to
call a system a healthcare Digital Twin. With the best estimation, patient centric
healthcare digital twin corresponds to a system where the virtual patient in the
virtual space is constantly regulated with the forthcoming data collected from the
physical space with the help of different IoT devices.

For building a patient centric healthcare digital twin, a lot of data is needed to
represent the virtual patient. Now collecting data for the patient needs to be mod-
ulated carefully. A patient’s data can be acquired from a myriad of sources. Addi-
tionally, collecting data from only a few domains will not render a holistic picture of
the patient who might face uncertain health mishaps. However, accumulating data
from any aspect will perpetuate different costly data transformation processes [41].
For these reasons, defining the data sources and from which domains collecting data
would be more efficient is a preemptive task for building a DT instance for a patient
in the healthcare sector.

One other important factor that needs to be considered is that the human body
is full of complexities and defining the causal effect is nuanced [42]. As a result,
from the perspective of healthcare, the utilization of collected data varies from pa-
tient to patient. For this reason, from birth to date if all the necessary data of a
patient can be acquired succinctly then DT can devise the prolific result and can
provide prediction on the potential threats based on the real time perceived data
[43]. Moreover, sometimes the causal factor of a disease or co-morbidity can play
differently based on external influences like work environment, age, social activities,
and so on.

Healthcare DT is useful in many scenarios. There may be situations where a pa-
tient needs to be observed remotely at a particular moment and a patient centric
DT could be very useful for guiding instruction and plausible threats. Additionally,
patient centric DT can be for the whole body or just for a specific organ or for a
particular disease. It is also a concern that there is still no automated 3D model
generator for digital twin visual representation that can automatically generate the
physical structure from the perceived data [44].

2.3 Blockchain

A distributed ledger is the consensus of multiple copies of digital data which can
be spread out geographically with proper autonomy [45]. The digital data can be
replicated, shared, and synchronized throughout the affiliated P2P network with the
means of consensus protocol. Blockchain is a distributed ledger with the attribute
of linear progression [46]. Blockchain contains data in the form of blocks and the
blocks are distributed to all peer nodes over the network. The distribution of blocks
throughout the network is done in a defined way with the help of cryptography.

Blockchain is an ordered back linked list consisting of blocks where each block is
connected with its previous block. The previous block, a field in the blocks’ head, is
considered as the parent block for the newly generated block [47]. For uniquely iden-
tifying each block, hash value of the block data is used [48]. The newly generated
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block stores the previous block’s hash value as the previous block, for this reason
blockchain can only be traversed backward. By traversing this way, the blockchain
can be iterated all the way to the first block which is called the Genesis block, con-
ventionally generated during the deployment of the blockchain [49].

Because of the replication attribute of the blockchain over the network, the im-
mutability and the non-reputability of the data can be easily achieved [50]. More-
over, the hash value of each block data retains the integrity of the stored data [51].
Consequently, the data stored in one node is impossible to alter and by replicating
the data to other nodes it strengthens the security of the full network.

Blockchain is a self-govern system because of consensus protocol which remedies
the complications of depending on a third party and a central authority [52]. Subse-
quently, it renders the advent of technological evaluation by modulating the system
depending on the prospective and the semantic of the system requirements. With
this, different user groups can work concurrently and separately.

Nevertheless, attaining the same state for each participant node is convoluted be-
cause of the distributed nature of it. Because of this blockchain has adopted a mech-
anism called consensus. The consensus mechanism converges the full distributed
network depending on the agreements of the participant nodes [53]. The consensus
algorithms ensure the consistency and keep the states of blockchain congruous over
the network [54].

Blockchain can be generally categorized in 2 types:

2.3.1 Public Blockchain:

A public blockchain allows anyone to participate without any restrictions. Anyone
can actively participate in validating blocks by installing a blockchain node in their
devices [55]. Every participant node can read and write the public ledger. As there
is no restriction, it is also called permissionless blockchain [56]. Only with a network
connection, users can get access to the network and can start sending and validating
transaction requests [50].

It is completely decentralized in nature, for this reason no one has the monopoly
over the system [57]. For the convergence of blocks over the network special con-
sensus algorithms are used, e.g., Proof of Work [58], Proof of Stake [59], and so
on. The internal mining process of this type of consensus algorithms validates the
users, blocks, and other requirements for the successful completion of a transaction
[60]. In the digital public ledger, the blocks are validated and chained together by
the miners in exchange for some monetary incentives [61]. Each transaction of a
block is investigated for its authenticity. Moreover, the process checks the sender
and receiver which also helps rendering a secure network as a whole.

No third party validation is needed which makes the system self-governed and au-
tonomous [62]. Moreover, a public blockchain offers anonymity which provides the
amenity to submit transaction requests anonymously. As a result, an adversary can-
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not trace back the transaction to the requester. However, as participation is very
easy, the number of participant nodes is comparatively high [63]. For this reason,
the convergence takes more time than other types of blockchain so the throughput
is limited and latency is very high. While, as the public ledger is distributed and
shared with all the nodes, it renders higher security because of the higher distribu-
tion number [64].

Some well-known public blockchain systems are Bitcoin [65], Litecoin [66], Ethereum
[67], and so on. There are also some notable public blockchain systems in the health-
care sector and they are MedRec [68], FHIRChain [69], and so on.

2.3.2 Private Blockchain:

A private blockchain is permissioned and only the permitted set of entities can take
part in the system [64]. The mining process and consensus algorithms are main-
tained by only a handful of authorities or system admins. The new participants are
also accepted by the admins as a result there is no need for anonymity in the private
blockchain [70]. The read, write, and validation privileges are also dependent on the
permissions which are pre-defined by the authorities. As the permission and data
access is fixed, there is less computation compared to public blockchain [71].

There are circumstances where the privacy of data and restricted access control
are primary, e.g., bank statements, healthcare data, and so on. In those cases,
making this type of sensitive data public may cause a breach of data confidentiality
[72]. Moreover, because of the less number of participants in the network for the
block validation, the convergence of blocks over the network is very quick [73]. Only
authorized entities can take part in the system which limits the adversarial activities.

All the decisions of a public blockchain are solved based on the majority of agree-
ments which may deviate from the prime principle of the organization [74]. On the
contrary, all the decisions of a private blockchain are fixed and controlled by the
authorities which is favorable for the system’s intention. Because of these reasons,
we envisioned our proposed Healthcare DT to utilize a private blockchain platform.

Some notable private blockchain platforms are Hyperledger Fabric [75], Hyperledger
Sawtooth [76], Corda [77], and so on. There are also some private blockchain based
healthcare systems, e.g., HealthChain [78], ModelChain [79], Ancile [80], MeDShare
[81], and so on.

2.4 Smart Contracts

Smart contracts are transaction protocols that can be executed on distributed net-
works among distrusted entities. It converts contractual conditions into computer
readable and executable codes, and can run autonomously without any trusted au-
thority [82]. It can change policies of digital assets by accessing ledger and can also
write data on blockchain according to its definition [83]. A contract can encode
a set of rules which are represented in the programming language and the correct
execution of it is controlled by consensus protocol. When a transaction is addressed
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with a smart contract, it executes with its defined manner without any enforcement.
It is deterministic and can run concurrently so the same input at the same time in
different places will always produce the same outputs. Also it renders proper dis-
tribution and automated workflow which is very apropos for blockchain which runs
highly computational cryptographic algorithms [84]. Smart contracts can be a set
of contracts where each contract can be assigned with different access permission
so that the use of smart contracts can be restricted based on user type [85]. Smart
contracts run in the scope of blockchain network for which it needs to be defined in
a tidy manner as once deployed it cannot be edited except for redeploying it again
which is time costly [86].

2.5 Hyperledger Fabric

A lot of unique features and easy adaptable deployment processes make Hyper-
ledger Fabric one of the most popular permissioned blockchain platforms of the
time. Hyperledger Fabric was developed by Hyperledger Foundation, an open source
and global collaborative project on Linux Foundation [87]. The Hyperledger Foun-
dation provides a mechanism where other developers can work in collaboration to
develop more reliable, scalable, and efficient private blockchain systems. Many in-
dustry partners are stakeholders in the advancement of the Hyperledger initiative
[88]. However, among all the other Hyperledger projects, the Hyperledger Fabric is
the most prominent and mature one.

Hyperledger Fabric has a modular and configurable architecture, which facilitates
optimizations of necessary tools based on the use cases. Consequently, it enables a
fast and cost efficient system with great innovation and versatility [89]. One impor-
tant aspect of Hyperledger Fabric is that it supports general-purpose programming
languages like Java, Go, and Node.js for constructing Smart Contract [90]. Tra-
ditional blockchain frameworks confine the programming language for developing
smart contracts compared to that Hyperledger Fabric gives more flexibility at this
as no additional training is needed to get involved.

Hyperledger Fabric is an open source enterprise-grade permissioned distributed ledger
technology platform which means the users or participants are not anonymous as a
result fully trusted [91]. As mentioned earlier, Hyperledger Fabric is modular which
supports pluggable consensus protocol [92]. For this reason, based on the use case if
there is involvement of only one organization which means the network is operated
by fully trusted authorities and the requirement of using byzantine fault tolerant is
diminished. Consequently, the throughput and performance of the system increase.

There are a few key concepts in Hyperledger Fabric. In the following, we briefly
present the functionalities of its different components. To articulate, the Figure 2.1
presents the connention of components of a Hyperledger Fabric network.

2.5.1 Nodes

There are a few types of nodes in Hyperledger Fabric. They have been described
below:
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Figure 2.1: Components of Hyperledger Fabric.

Organization:

To participate in a blockchain network of Hyperledger Fabric, an entity needs to
be a member of an organization. Let us say, for a simple exchange business, the
buyers will be from one organization, the seller will be from one organization, and
the system admins will be from another organization. The organization defines a
user group so that the network can easily identify the participants during ledger
invocation [93]. From Figure 2.1, it can be perceived that the details of participant
organization in a channel are stored in channel configuration.

Certificate Authority (CA):

Whenever a new entity is registered to the blockchain network, the CA provides a
corresponding identity consisting of private key, public key, and a digital certificate
by which the entity can be uniquely identified in the Hyperledger Fabric network
[94]. Each organization has its own CA which has been depicted in Figure 2.1. The
public key of the entity is shared to other component in the network. So when the
entity uses its private key for endorsing or signing a transaction, there needs to be
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a mechanism to validate it. This is where the Membership Service Provider (MSP)
comes in. The MSP has the public key of the entity (all of the entities’ public keys)
and can validate the authenticity of the signature or endorsement and can uniquely
identify the entity and its certificate [95]. As a result, the permission and access
control of each entity will prevail all over the network.

Peer:

The blockchain network consists of peer nodes. Each organization needs to have at
least one peer as the peers hold the copies of ledgers and smart contracts [96]. As
the ledger and smart contract are necessary to hold and share data in the network
which makes peers the most important component. Figure 2.1 illustrates how peer
is connected to a channel.

Endorser:

The endorsing peer is responsible for validation of each transaction by providing
a digitally signed transaction response [97]. However, the endorsing peer needs to
have smart contracts installed for conducting the validation process. Depending on
the requirement, the transactions need to be validated by a set of endorsing peers
and an endorsement policy identifies the organization whose peers need to digitally
sign the transaction before committing it in the peer’s copy of the ledger [98]. This
full process is checked by an endorser according to the defined policy.

Orderer:

The orderers are responsible for collecting all the transactions and endorsements
from the network for combining them in a block [99]. After that, they send the
blocks to all the peer nodes in the network for validating each block so that each
corresponding ledger can be updated correctly with the same order and state [100]. A
comprehensive understanding of the orderer node can be achieved from Figure 2.1.
A system can have single or multiple orderers. The policy for the attributes of
orderer are defined by the authorities or system admins.

2.5.2 Ledger:

The ledger represents the blockchain and is a sequential and immutable record of
all transactions in the form of blocks [101]. Whenever a new block is generated,
each network component updates their own copy of ledger by which the replication
of data prevails all over the network. Figure 2.1 presents how a ledger is connected
to a channel with the means of a peer node.

2.5.3 Channel

A channel creates a subdomain in the network to facilitate a set of organizations
to communicate in private [102]. There can be multiple channels in a network and
an organization can be part of more than one channel. The channel associates
have their own sovereignty of defining the configuration and rules for the important
factors like channel participants, data availability, endorsement policies, and so on
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[103]. Channels are very efficient in isolating a set of organizations for private
communication and private data which are accessible to the channel members. Let
us assume a scenario where Hyperledger Fabric integrated system is deployed for
4 banks for financial transactions. However, 2 of the banks want to conduct some
exchange where other 2 banks are not relevant. In this state, creating a channel with
these 2 banks will be convenient and cost efficient as other banks do not have to
participate in validating transactions for updating their own copy of ledger. There
is also another type of channel called System Channel for regulating orderer services
however that is not in the scope of our research work. A good visual understanding
of channel can be achieved form Figure 2.1.

2.5.4 Chaincode

In Hyperledger Fabric, the smart contract is known as Chaincode. A set of smart
contracts can be Docker containerized and then will be installed on a peer as a
Chaincode [104]. To perform activities on the ledger the chaincode needs to be
installed. Chaincode outputs in a set of key-value pairs that can be submitted in
the network and applied to the ledgers on all peers [105]. Figure 2.1 presents how a
ledger is connected to a channel with the means of a peer node.

2.6 BigchainDB

BigchainDB is well known for having the characteristics of both traditional databases
and blockchain [106]. Because of its dependency on MongoDB, the transaction size
has some limitations [107]. Any type of data can be stored in BigchainDB, however
it is very efficient to store a particular data that does not need alteration. It is
not highly advisable for incorporating large organizations because it has only two
types of transaction requests: “CREATE” and “TRANSFER” [108]. The Transfer
transaction is out of scope for our research purpose.

2.6.1 CREATE transaction

The Create transaction enables generating a digital asset with additional metadata
section [109]. The digital asset can have one or many owners. The asset can be
anything so in our case, we can store the encrypted raw data as an asset creation
transaction in BigchainDB. Each asset will be considered as a transaction and will
be provided with a unique transaction ID. There are a myriad of built-in functions
for formulating and querying stored data. Primarily, the function “getTransaction”
will be used for accessing the asset or stored data. The mentioned function facilitates
extracting a particular stored data against a transaction ID.

2.6.2 TRANSFER transaction

The transfer transaction is only applicable on another “CREATE” and “TRANS-
FER” transaction. As, the prime motivation of BigchainDB is to create asset and
transfer the asset. By invoking a transfer transaction, the asset can be passed down
to other owner or divided among many owner [110].
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Chapter 3

Related Work

The developments of the digital twin have drawn research interest because of its
volatile nature and successful practical applications. Here, we have given a sum-
mary of a few recent and noteworthy studies.

Peng et al. [111], in their article have presented a construction case on hospital
DT in China, which had already been built. The authors have explained how the
Continuous Lifecycle Integration method was used to construct the hospital twin.
The real time acquired data is being used constantly to replicate the physical hospital
in virtual space. Numerous sensors were installed during the ongoing construction
to collect real-time data from the healthcare facility, and a digital twin allows the
amenity to remotely control the entire system. However, the procedures for access
control and encryption for the acquired data are not disclosed. There is also nothing
mentioned about how this exorbitant amount of data will be utilized to generate
rational decisions.

Liu et al. [112] have proposed a cloud based framework with healthcare DT. The
idea was started since many elderly individuals don’t seek medical attention be-
cause they don’t care about illnesses. There are some people, on those conventional
medicines that do not work, for them constant supervision is cardinal however it is
not feasible for someone to look after another person for good. In these conditions,
digital twin can customize medicines for elderly patients. Physical object, virtual
object, cloud healthcare service platform, and healthcare data are the main com-
ponents of the system. Although certain significant elements have been discussed
relevant to system users and system components, no algorithm for predicting mea-
surements has been mentioned.

With the help of edge computing, in this article [113], the authors have developed a
healthcare Twin to alleviate heart diseases. Real-time data will be gathered through
IoT devices with the means of smartphones, and after undergoing data fusion trans-
formation techniques, the resulting data will be stored in a central database. They
will be using edge computation so that the patient can be served real time with the
help of their nearest device such as a smartphone. Usually the central data point
systems detect and store the states of patients. There are a plethora of ECG col-
lecting devices which can be connected via Bluetooth and real time patient data can
be accumulated. Cardio Twin collects data through sensors (body area network),
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medical records, social networks, and external sensors. Cardio twin will have access
to the phone’s Bluetooth communication to collect the sensor and the social network
data. All the data will be fed to ML algorithms to take necessary actions. Cardio
Twin is organized in three structures: Data source, AI-Inference Engine, and Multi-
model Interaction and Smart Service. Their main incentive is to train Convolutional
Neural Network (CNN), though any proper mentioning of data storage and security
concerns are missing.

A similar type of work has been presented by Shamanna et al. [114], introduc-
ing Precision Nutrition to DT. The article is about Twin Precision Nutrition which
monitors a group of 64 year old type 2 diabetic patients to reduce HbA1c in blood.
Patient age, gender, duration of diabetes, and body mass index were recorded at
enrollment. The platform collects data from body sensors and a mobile app to track
and analyze the body’s health signals in order to personalize the patient’s treatment.
Patients were asked to wear a sensor watch to continuously record sleep parameters,
heart rate, step count, and other fitness parameters. Patients were also asked to
record their blood pressure daily using a digital Bluetooth-enabled blood pressure
meter. Patients measured their weight each morning along with blood beta hydrox-
ybutyrate levels by means of finger prick. To create ambulatory glucose profiles
CGM was performed daily throughout the study using a Libre Pro CGM Diabetes
Sensor. All these data were transmitted securely through cellular networks via the
mobile app. Patients were also asked to record their food intake. On a daily basis
the patients were instructed what to eat by analyzing the received data respectively.
Different factors were accounted for in devising decisions. Although the system is
devising results based on real time data, the authors have not provided any mecha-
nism by which they have conducted the analysis.

Barbiero et al. [22], in their article have proposed an architecture combining the
qualities of a generative model with a graph-based representation of patho-physiological
conditions. Using synthetic data with augmented explorable states of the underly-
ing biological system, their proposed model can simulate intricate clinical situations
which would have been hard to analyze otherwise. They have used numerous data
models to collect data in a structural way. Moreover, they have utilized graph neu-
ral networks for deep learning and produced predictions about the evolution of the
physiological state of the patient. They worked on different tissues of cardiovascular
functions. There is not much about digital twin without some pertinent stuff. They
have used graph neural networks for deep learning and produced predictions about
the evolution of the physiological state of the patient.

In [115], Petrova et al. have proposed a DT platform for exploring the behav-
ioral changes in patients with proven cognitive disorders with a focus on multiple
sclerosis. This article proposes a platform for the exploration of behavioral changes
in patients with proven cognitive disorders with a focus on Multiple Sclerosis. The
platform has 2 main components: one provides functionality for diagnostics and re-
habilitation and collects data for the next stages and another component, advanced
analytical application provides services for data aggregation, enrichment, analysis
and visualization that will be used to produce a new knowledge and support deci-
sion. According to the authors, the patients’ data will be gathered from Electronic
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Health Records (EHRs), open clinical databases, information from social networks,
and other external applications. They have not elaborated any solutions to prevent
data integrity and confidentiality violations.

A risk diagnosis digital twin system has been proposed in [116], to enhance the
decision makings for liver disease with explainable artificial intelligence. The article
is about using decision support systems in order to enhance decision making perti-
nent to liver disease risk diagnosis with explainable AI in Digital Twin. For patients’
uniqueness factor they will be counting medical conditions, response to drugs, ther-
apy, ecosystem, and many more. The main dataset which was used is the Indian
Liver Patient Dataset. They will take the Random Forest model, they developed
and use a state-of-the-art Explainable AI library called LIME (Local Interpretable
Model-Agnostic Explanations). Because normal AI algorithms give the decisions
but not depict which factors are taken into account. As the healthcare sector is a
delicate matter for this reason explainable AI is used. The authors have provided
sufficient information about the algorithms but have not mentioned anything about
storage facilities and security.

One of the most notable and recent works in Healthcare DT can be found in [6]. In
this work, the authors have proposed and implemented a framework which is benefi-
cial to digital healthcare and to improve healthcare operations. The article is about
diagnosing heart problems and detecting heart disease by classifying ECG heart
rhythms with Digital Twin. DT combines Artificial Intelligence, Data Analytics,
IoT, Virtual and Augmented Reality paired with digital and physical objects. This
integration allows real-time data analysis, status monitoring to mitigate problems
before they even occur, risk management, cost reduction, and future opportunities
prediction. The proposed framework has 3 phases: Processing and Prediction, Mon-
itoring and Correction, and Comparison. In the first phase the data will be stored
after going through cleansing as raw data. The data they have used was MIT-BIH
Arrhythmia Database. It contains 48 half-hour excerpts of two-channel ambulatory
ECG recordings, obtained from 47 subjects studied by the BIH Arrhythmia Labora-
tory. In other phases, they have talked about how the human metrics value needed
for making decisions. Like other works discussed here, they have not taken any
precaution to safeguard the stored data.

In article [117], the authors have provided a vision about how multi-agent sys-
tems can be integrated with DT in the healthcare domain. The article is about how
multi-agent systems can be integrated with digital twin in the healthcare domain.
Here multi-agent means a software agent which can give a response before taking
any action. The whole digital twin system will be built upon software agents. From
the digital twins’ perspective, agents provide a blueprint for engineering intelligent
systems embedding AI and Distributed AI techniques, featuring some level of au-
tonomy on top of DT, so that digital twin features could be exploited, for example:
personal assistant agents supporting medics in doing their work and cooperating.
The root of this research work is based on the Mirror World concept, introduced by
Gelernter. Anything in the physical form can have a digital twin, it does not need
to have a structure, let’s say a patient management process can have a digital twin.
Just like this, they discussed how agent based digital twin can be used for trauma
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management. Trauma management can have two phases: pre-hospital phase where
pre-medics are provided at the accident spot and general information data for digital
twin are recorded like ambulance no, accident place, and time. Software agents work
as a personal assistant for the head physician by providing forthcoming analysis and
mandatory information. But, the authors have not provided any empirical process
or analysis for the proposal.

Given these advancements, it makes sense that the DT based healthcare systems
are advancing at a significant degree. Unfortunately, the serious problem is how this
learning and analysis will go forward if complex and sophisticated data cannot be ac-
quired from the physical environment which has not been solved yet. Also how this
large volume of information and insights can be securely and privately recorded, is a
grievous issue. With these in mind, we will try to assuage the collection of ambigu-
ous data by providing a conceptual data model mathematically in Section 4.2. The
corresponding threat modeling and requirement analysis for the Healthcare Digital
Twin system are discussed in Section 4.3 and Section 4.4 respectively. Moreover, we
will solve the insecure storing problem by representing a full system architecture for
blockchain based Healthcare Digital Twin in Chapter 5.
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Chapter 4

Proposal

4.1 Methodology

Because of the extant nuances in the healthcare sector, defining the data sources
is an important task before defining the system architecture. Arbitrarily collecting
patient data will cause redundant use of data transformation and filtering processes
in the system. For this reason, we start our system proposal with the mathematical
data model which is presented in Chapter 4. With each passing time, the data model
can be changed for acquiring the required data for a patient. The data model stages
have been collected through researching numerous healthcare relevant articles. It
is to be noted that DT can be represented in a simple or in a more detailed and
complex way. However, in our thesis, we have defined the data model in a simpler
way, mostly focusing within the scope of our thesis. Towards this aim, our prime
objective is to define the patient clinical data and develop a patient centric system.

Additionally to tackle uncertain threats and for the system to be autonomous proper
threat modeling and requirement analysis has been conducted in Chapter 4. Fig-
ure 4.1 illustrates the preparation for the system proposal.

A blockchain integrated system cannot be invoked with a traditional web appli-
cation. Decentralized application will be used from the client side for exploiting
blockchain services. The architecture of the proposed system will be elaborated
along with the considered assumptions in Chapter 5.

The proposed system will be implemented for all the primary requests. The ap-
plied tools and other configuration processes will be elaborated. After that, the
protocol flow of all primary requests will be presented with proper delineation in
harmony with the implementation in Chapter 6.

In Chapter 7, we will discuss how our proposed system has successfully integrated
all the requirements and will critically analyse our proposed system.
Figure 4.2 illustrates the methodology for the proposed system.
Next we will discuss the preparation for the proposal of the system architecture
starting with the mathematical data model.
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Section 4.2 : Mathematical Data Model

Our proposed Patient Clinical data model with respect to a practical scenario.

Pre-Hospital Admit Data
Patient Disease Diagnose Data 
Surgical Operative Procedure Data 

Section 4.3 : Threat Modeling 

Threat model for the proposed multi-domain Healthcare Digital Twin system.

STRIDE Threat Model
Privacy Threats 

Section 4.4 : Requirement Analysis 

Different requirement analysis for the proposed system and consistent communication
between components.

Functional Requirements 
Security Requirements 
Privacy Requirements 

Chapter 4 : Proposal

Figure 4.1: Methodology for the preparation of the system proposal.

4.2 Mathematical Data Model

Let us consider the whole Healthcare DT system as HDT and moreover H and P
denote the set of all hospitals and patients respectively under HDT . The set of ex-
ternal hospitals not under the HDT , can be denoted as HP . To have an empirical
understanding of the use case, let us consider a scenario where Brad is a patient
who have been receiving healthcare from some hospitals, hp ∈ HP , outside of HDT .
Consequently, there is no data available for Brad in HDT and he is now motivated
to take healthcare services form a hospital which is under our proposed HDT .

So, he will go through the registration process or other pre-registration processes
in a hospital, h ∈ H under HDT . His patient virtual profile will be stored with
a unique ID or userName which can be worked as an identifier and subsequently
all his patient relevant previous data will be acquired from hp with the means of a
system, s ∈ S under HDT . S provides the amenity to acquire data from outside the
jurisdiction of HDT with the help of some special APIs. The elaborated analysis of
System S has been given in Chapter 5 and HDT = {H,S}.

Human body works differently from person to person, so which factors affect the
body in which way is very difficult to determine [118]. For this reason, from social
status to health conditions, all data regarding Brad, will be accumulated to have
a comprehensive understanding of disease and the surroundings. Social data will
contain Brad’s age, daily routine, workplace, and so on [119]. It can be possible
that Brad’s condition is already severe and he has been taking care-giving services
from exxternal hospitals, so Brad’s caregivers’ information will be collected from hp.
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Section 5.1 : Architecture

Our proposed System Architecture

Assumptions
System Model

Section 5.2 : System Components 

Hospitals
DApp
System,S
Blockchain Platform

Chapter 5 : System Architecture

Section 6.1 : Development

The implementation process

Applied Tools
Configuration
Implementation 

Section 6.2 : Protocol Flow

Registratrion Protocol     
Login Protocol 
HealthState Query Protocol
Write Data Protocol
Delete Data Protocol
Share Data Protocol

Chapter 6 : Implementation

Chapter 7 : Discussion
Analysing Requirements
Fulfilments of the research objectives
Advantages and Disadvantages
Comparison between HDT and other State of the reserach works
Synergy with HIPAA and GDPR
Limitations
Future Work

Figure 4.2: Methodology for the proposed system.

There will be other homogeneous data, e.g., previous tests, surgery data, medica-
tion, and so on, which will be accumulated succinctly [120].

There are some special types of data like food habit, regular activities, daily stren-
uous workout, and so on, which will be collected with the consent of Brad as self
reported data, assuming Brad will provide the correct data on a daily basis [121].

With all this data, before admitting Brad into h, an aggregated Pre-Hospital Ad-
mit Data can be achieved which will enhance the chances of remedying the disease
and will portray a better holistic representation of Brad as a patient. Most of the
Pre-Hospital Admit Data can be collected with the help of s and the process is
illustrated in Figure 4.3. All the necessary semantics and notations for Pre-Hospital
Admit Data are elaborated in Table 4.1.
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Notation Meaning

PHA Pre-Hospital Admit Data
SD Social Data
VS Vital Sign
MD Medication
SR Self Reported Data
PTD Previous Test Data
PSG Previous Surgery Data
CGD Caregiver Data
CG Caregiver
TS Set of Timestamps
AA Set of Attributes (Names)
AV Set of Attribute Values

Table 4.1: Notation & semantics for Pre-Hospital Admit data

4.2.1 Pre-Hospital Admit Data

Our proposed healthcare DT system, HDT has an explicit intention of remedying
the extant nuance and ambiguity for the care of patients. For this reason, the cor-
responding surrounded patient data will play the prominent part for a DT system
in the healthcare sector. So, while introducing a patient, p ∈ P , like Brad who is
new to the HDT , it would be common that there are a lot of external Pre-Hospital
Admit Data of p that has to be collected through s ∈ S from other extant systems
succinctly with proper pre-defined structure.

The subscript of any data representative set notation will represent the domain
or system of that data. Then, ph denotes the set of all patients in a hospital h ∈ H.
The superscript will represent the entity. So, T p

h will stand for a data set T which
has been provided by an entity p under the system or domain h.

A special kind of set AA will subsume the attributes for the data set. The sub-
script and superscript of AA will represent the data set and the entity providing
the data respectively. In the same manner, a special kind set AV will subsume the
respective values for AA. So, Social Data of Pre-Hospital Admit Data for p under
s with respect to time can be defined as following notation in Equation (4.1):

SDp
s =

{
(AAp

SD × AV p
SD)× t | AAp

SD & AV p
SD is defined ∧ t ∈ TS

}
(4.1)

For convenience let us consider all the data was accumulated at the same time. As a
patient, Brad’s Social Data can be considered as following where SDBrad

s represents
all the Social Data for Brad under system s ∈ S according to Equation (4.1):

SDBrad
s =

{
(Age,38,1625240415),(Sex,male,1625240415),(Home-Average-

Temperature,33,1625240415),(Home-Address,Dhaka-Bangladesh,1625240415),
(Job-Type,Student,1625240415),(Job-Environment,outdoor,1625240415)}
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Figure 4.3: Pre-Hospital Admit Data (PHA): The necessary data required before
introducing a patient to the system.

In the same manner, V Sp
s , MDp

s , SRp
s, PSGp

s, and PTDp
s can be defined.

Let CGS be the set of all caregivers in s and CGDS be the set of data for caregivers
in s. Like before, CGDS can be represented as shown in Equation (4.2):

CGDS =
{
(AAcg

CGD × AV cg
CGD) | AA

cg
CGD & AV cg

CGD is defined ∧ cg ∈ CGS

}
(4.2)

Definition 1 Let, patientToCaregiver : P × S → P(CGS ×CGDS) be the function
which returns the set of caregivers for a particular patient within system S.

For brevity, we denote such a set of caregivers with the notation CGp
s for a patient

p ∈ P in a system s ∈ S. That is,

patientToCaregiver(p, s) = CGp
s

Let us say, the system s can extract the data from where Brad had been taking
services and has all the Caregivers’ data represented in the following way:

CGS × CGDS ={
{ (Caregiver −Name,Bob), (Patient, Brad), (Duration, 213 days),

(Timestamp, 1625240415) },
{ (Caregiver-Name,Bob), (Patient,Brad), (Duration,21 days),

(Timestamp, 1625240415) },
{ (Caregiver-Name,Mark), (Patient,Selim), (Duration,80 days),

(Timestamp, 1625240415) }, . . .
}
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patientToCaregiver (Brad, s) ={
{ (Caregiver −Name,Bob), (Duration, 213 days),

(Timestamp, 1625240415) }, . . .
}

So, patientToCaregiver (Brad, s) = CGBrad
s . All the accessible previously stored

data regarding Brad’s caregivers from other systems can be amassed with the help
of Definition 1.

At this point, all the external data before admitting into the hospital for patient p
can be accumulated as Pre-Hospital Admit Data and can be defined according to
Equation (4.3):

PHAp
s =

{
SDp

s ∪ V Sp
s ∪ MDp

s ∪ SRp
s ∪ PSGp

s ∪ PTDp
s ∪ CGp

s

}
(4.3)

4.2.2 Patient Disease Diagnose Data

Now, Brad has become a patient of the hospital h ∈ H under HDT with all the
necessary data. Before starting new treatment, Brad’s disease needs to be deter-
mined. So, to determine Brad’s disease, a specialist physician will be assigned [122].
The physician will provide a Check-Up Prescription containing numerous tests and
current health condition. After getting the Check-Up Prescription, Brad will go
through the tests. The tests data will be recorded as Diagnose Test Data [123].
There may need of some continuous monitoring of vital sign, so the necessary sensor
data will also be collected as Patient Sensor Data. After having all this data, the
physician can provide an accurate evaluation for Brad’s disease and the whole data
can be represented as Patient Disease Diagnose Data. At this point, all the Patient
Disease Diagnose Data will be stored under domain hospital h and the process is
illustrated in Figure 4.4. The necessary semantics and notations for Patient Disease
Diagnose Data are described in Table 4.2.

Notation Meaning

PDD Patient Disease Diagnose Data
DTD Diagnose Test Data
PS Patient Sensor Data
CUP Check-Up Prescription
TR Test Result Data
TS Set of Timestamps
AA Set of Attributes (Names)
AV Set of Attribute Values

Table 4.2: Notation & Semantics for Patient Disease Diagnose Data.

Let, PHh denote the set of all physicians and surgeons under hospital h. After
admitting into a hospital h ∈ H, a patient p ∈ P will be examined by a physician
ph ∈ PHh. The ph provided Check-Up Prescription can be defined according to
Equation (4.4):

CUP p
h =

{
(AAph

CUP × AV ph
CUP ) × t | AAph

CUP & AV ph
CUP is defined ∧

ph ∈ PHh ∧ t ∈ TS
} (4.4)
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Figure 4.4: Patient Disease Diagnose Data (PDD): The data accumulated while
patient goes through disease assessment phase.

Let Eh denote the set of all equipment under hospital h ∈ H. Different tests will
be conducted to have a compendium knowledge of the disease, advised by ph ∈
PHh. For conducting the tests, different equipment will be used. The Diagnose
Test Data set for patient p ∈ P within the system h can be depicted according to
Equation (4.5):

DTDp
h =

{
(AAe

DTD × AV e
DTD) × ph× t | AAe

DTD & AV e
DTD is defined ∧

t ∈ TS ∧ e ∈ Eh

}
(4.5)

All the results of the tests will be aggregated under hospital h as TRh and an element
of that can be represented as tr ∈ TRh. Let us assume, Brad has conducted two
advised tests so Diagnose Test Data for Brad can be represented as follows:

DTDBrad
h =

{
{ (Physician-Name,Selim), (Equipment-Type,diagnostic), (Test-Data,tr),

(Timestamp, 1625240415) },
{ (Physician-Name,Mark), (Equipment-Type,medical-laboratory),(Test-Data,tr),

(Timestamp, 1625240415) }}
Let us denote the set of all sensors SNh under system h. The sensor data for
p, perceived from various sensors can be depicted according to Equation (4.6):

PSp
h =

{
(AAsn

PS × AV sn
PS)× t | AAsn

PS & AV sn
PS is defined ∧ t ∈ TS ∧ sn ∈ SNh

}
(4.6)

Now, the Patient Disease Diagnose Data aggregation set can be defined according
to Equation (4.7):

PDDp
h =

{
CUP p

h ∪ DTDp
h ∪ PSp

h

}
(4.7)
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4.2.3 Surgical Operative Procedure Data

At this point, as a patient, Brad can be defined by the set of Pre-Hospital Admit
and Patient Disease Diagnose Data. But, there may be a need for surgery for the
betterment of Brad’s health. If a surgery will be conducted under the jurisdiction of
HDT , then this surgery data needs to be collected with proper structure according
to the defined way. Before having the surgery, Brad will again go through some
surgery pre-requirement tests known as Pre-Operative Assessment.

Depending on the Patient Disease Diagnose Data and Pre-Operative Assessment
Data and with the consent of the designated physician’s statement a surgery will be
conducted by a specialist surgery team in a preferable hospital operating room [124].
There are various types of surgeries and depending on the type and special circum-
stances, a surgery will have some defined number of steps known as the Sequence
of Surgery. For accepting the surgery data as a precedent for prognostication, these
Sequences of Surgery data need to be collected in a sophisticated way by a surgery
team member.

Some important or exceptional notable criteria will also be recorded by a surgeon
called Surgeon Specific Factor [125]. After the surgery, Brad will be under complete
observation for a specific time with the consent of the surgeon. During that time,
the monitoring data will be collected as Post-Operative Follow-up data [126]. The
necessary Notation and semantics for Surgical Operative Procedure are described in
Table 4.3 and illustrated in Figure 4.5.

Notation Meaning

SOP Surgical Operative Procedure
PD Patient Data
POA Pre-Operative Assessment
POF Post-Operative Follow-up
ST Surgery Team
STD Surgery Team Data
SOS Sequence of Surgery
SSF Surgeon Specific Factor
ORF Operating Room Factor
TS Set of Timestamps
AA Set of Attributes (Names)
AV Set of Attribute Values

Table 4.3: Notation & Semantics for Surgical Operative Procedure.

Surgeries will be conducted when the exigencies of the patients’ conditions demand
it. Before having a surgery, p ∈ P will go through Pre-Operative Assessments for
the surgery specific pre-requirements according to PDDp

h. If, the equipment used
for the test are e ∈ Eh, then Pre-Operative Assessment can be defined according to
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Figure 4.5: Surgical Operative Procedure (SOP): All the surgery pertinent data.

Equation (4.8):

POAp
h =

{
(AAe

POA × AV e
POA) × t | AAe

POA & AV e
POA is defined ∧
t ∈ TS ∧ e ∈ Eh

} (4.8)

Let us say, Brad needs a surgery. So, according to physician Selim’s Check-Up
Prescription, cp ∈ CUPBrad

h , Brad will go through some pre-surgery tests and the
results will fall under previously mentioned test result set, TRh and tr ∈ TRh. So,
for Brad, Pre-Operative Assessment can be represented according to Equation (4.8):

POABrad
h =

{
{ (Advised-CheckUp,cp), (Presurgery-Test-Data,tr),(Surgery- Number,1),

(Timestamp, 1625240415) }}
There will be some surgery pertinent data, in the timeline from p entering into the
operative room to leaving, will need to be recorded. Depending on the surgery type,
a special surgery team will operate the surgery procedures. Let us consider, SGh as
the set of all surgeries in h. STh can be denoted as the set of all surgery teams and
STDh be the set of data for the surgery teams in h. Then, STDh can be represented
according to Equation (4.9):

STDh =
{
(AAstt

STD × AV stt
STD) × SGh × t | AAstt

STD & AV stt
STD is defined

∧ stt ∈ STh ∧ t ∈ TS
}
(4.9)

Definition 2 Let, patientToSurgeryTeam : P×SGh → P(STh×STDh) be the func-
tion which returns a set of Surgery Team for a particular patient within system H
for a surgery.

26



For brevity, we denote such a set of Surgery Team for a surgery, sg ∈ SGh, with the
notation ST p

h for a patient, p ∈ P , in a hospital, h ∈ H. That is,

patientToSurgeryTeam(p, sg) = ST p
h

There is a sequence of surgery procedures depending on surgery type and the rele-
vant data regarding different sequences will be recorded by a member of ST p

h usually
surgeon’s assistant. The Sequence of Surgery can be defined according to Equa-
tion (4.10):

SOSp
h =

{
(AAst

SOS × AV st
SOS)× sg × t | AAst

SOS & AV st
SOS is defined

∧ st ∈ ST p
h ∧ sg ∈ SGh ∧ t ∈ TS

} (4.10)

Some special notable or exceptional attributes of the surgery will be recorded by
surgeon and will be stored as Surgeon Specific Factor and can be defined according
to Equation (4.11):

SSF p
h =

{
(AAst

SSF × AV st
SSF ) × sg × t | AAst

SSF & AV st
SSF is defined

∧ st ∈ ST p
h ∧ sg ∈ SGh ∧ t ∈ TS

} (4.11)

A compendium knowledge about Operating Room Factor regarding surgery will be
recorded. It can be represented according to Equation (4.12):

ORF p
h =

{
(AAst

ORF × AV st
ORF ) × sg × t | AAst

ORF & AV st
ORF is defined

∧ st ∈ ST p
h ∧ sg ∈ SGh ∧ t ∈ TS

}
(4.12)

After the surgery, patient p will be under complete observation in hospital h. The
Post-Operative Follow-up data for p can be represented according to Equation (4.13):

POF p
h =

{ (
(AAph

POF × AV ph
POF ) ∪ (AAsn

POF × AV sn
POF ) ∪ (AAe

POF ×
AV e

POF )
)

× t | AAph
POF , AV ph

POF , AAsn
POF , AV sn

POF , AAe
POF & AV e

POF is defined

∧ sn ∈ SNh ∧ e ∈ Eh ∧ ph ∈ PHh ∧ t ∈ TS
}

(4.13)

Based on Patient Disease Diagnose Data and Pre-Operative Assessment data (PDDp
h

∧ POAp
h), a surgery sg ∈ SGh will be conducted on a patient p by a surgery team

(ST p
h ) in a operating room (ORF p

h ) and during the surgery sg, Sequence of Surgery
and Surgeon Specific Factor (SOSp

h ∧ SSF p
h ) will be recorded and after completing

the sg the p will be under complete observation (POF p
h ) for a definite time. This

whole process can be structurally defined as Surgical Operative Procedure and this
action can be represented according to Equation (4.14):

SOP p
h = ST p

h

(PDDp
h ∧ POAp

h) ≺ ORF p
h−−−−−−−−−−−−−−−−−−−−−→

(SOSp
h ∧ SSF p

h ) |= POF p
h

(4.14)

Now after having Brad’s Pre-Hospital Admit Data, Patient Disease Diagnose Data,
and Surgical Operative Procedure data, Brad as a Patient can be properly depicted.
For a patient p ∈ P under the Healthcare DT system hdt ∈ HDT , HDT is com-
prised of system H and S, hdt = {h, s} where, h ∈ H and s ∈ S, a compendium
representation of Patient Data can be defined by according to Equation (4.15):

PDp
hdt =

{
PHAp

s ∪ PDDp
h ∪ SOP p

h

}
(4.15)
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4.3 Threat Modeling

Predictable desirable, predictable undesirable, unpredictable desirable, and unpre-
dictable undesirable behaviors are the four emergent behaviors of a complex system
[2]. To minimize the system’s unpredictable behaviors, necessary measurements
should be taken. Digital Twin is without a doubt a complex system. There will
be numerous obstacles for various causes in the Digital Twin, where data will be
acquired in real time from the physical space while simultaneously being analyzed,
processed, and updated upon in the virtual space [127]. Threat modeling makes
it easier to comprehend numerous problems and threats before deploying the sys-
tem for empirical use in the real world. We have selected the well-known Microsoft
threat model, STRIDE [128], which encompasses the various security threats which
are listed below:

• T1-Spoofing Identity: The act of spoofing refers to an adversary using
the identity of an authorized entity (e.g., as a patient or sensor) to illegally
participate in activities. If the system generated certificate or unique iden-
tity gets stolen, this kind of adversary attack can happen and proper system
architecture can defend it.

• T2-Tampering with Data: An attacker may attempt to alter effective de-
cisions to debase patients’ condition or hospital management processes (e.g.,
by increasing medicine dosage, an adversary can impinge on a patient’s health
condition). If a system has low security precautions where control access and
active participants are not modulated periodically, this type of threat increases.

• T3-Repudiation: An attacker can repudiate after altering data. For this
reason, digital signature of the corresponding request toward the system has
to be attached from the user. Which can be validated later for defending the
repudiation threat.

• T4-Information Disclosure: Restricted data can be disclosed or made pub-
lic (e.g., a leak of medical data of an illustrious personal can bring significant
ramifications in his/her health security). Encryption and proper access control
of entities will minimize this threat.

• T5-Denial of Service (DoS): The system will be impeded to do the tasks
incumbent on it.

• T6-Elevation of Privilege: An attacker might get elevated privileges having
higher access amenity. Sometimes because of the lack of required protocol flow,
an user can registered or for other reasons may receive higher privileges. For
example, a patient get registered in the system as a physician or somehow
has received the elevation of privilege which facilitate to make patient data
altering request.

In addition to these, we have considered some additional threats which are crucial
for the Hospital DT system.

• T7-Replaying Transactions: An attacker might capture an old transaction
and submit it afterwards, thus launching a replay attack.
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• T8-Misuse of System Resources: Without any concrete reason overuse of
system’s calculation power. e.g., naive or with bad intentions, users may create
multiple query requests for different purposes which will cause the system to
do high cost calculations.

Different forms of data will be sent from entities to entities or from the system to
the outside when the system interacts with a large number of entities. This poses
a number of privacy risks to the system due to the lack of user privacy controls.
Based on this assumption, the identified privacy threats are presented below:

• T9-Lack of consent: A transaction is being carried out without the consent
of a user. e.g., a read or write operation has been conducted on a personal
private data which the user is unaware of or does not know the identity of
the person who has done it. It may happen in a decentralized network where
geographically separate entities make transaction or data relevant operations
on the same asset or data.

• T10-Lack of control: Data will be accessed by different parties from diverse
domains having different trusts. So, an error may occur because of this byzan-
tine access relation. For this reason each transaction or request needs to be
recorded strictly.

4.4 Requirement Analysis

Every new service or system is developed in response to a demand from the neces-
sary requirements [129]. The needed product or system sometimes does not coincide
with the plan, even after investing a lot of time and money in development. There-
fore, in order to prevent significant issues down the road, a focused and in-depth
requirements analysis is required early on in any project.

To evaluate the requirements and expectations of a new model, a technique called
requirements analysis or requirements engineering is utilized [130]. It entails regular
communication with the product’s stakeholders and end users to clarify expecta-
tions, settle disputes, and record all essential requirements.

4.4.1 Functional Requirements (FR)

F1. At any instance, the system should provide all the necessary data that will
be needed to create a digital twin of an extant entity. e.g., when a doctor
needs to create a digital twin of a patient’s heart, the system must supply
all the up-to-date information regarding that patient’s sensor, diagnosis test,
surgery, checkup prescription, and other relevant heart-related information up
until that point.

F2. Users can share their private information with organizations under the system’s
control, which needs to be verified.

F3. The system must verify the consistency of the saving of dynamic data from
IoT devices.
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F4. The system should be integrated with a private blockchain infrastructure for
the implementaion of Digital Twin functionalities so that clinical transactions
can be carried out satisfying different security requirements.

F5. Each entity will be introduced with a unique ID in the system to accumulate
all the pertinent data throughout the system.

4.4.2 Security Requirements (SR)

S1. The system should ensure that only the authenticated and authorized users can
access the corresponding data and participate in an activity. This mitigates
T1 and T6.

S2. Data needs to be managed and distributed securely to ensure the integrity,
authenticity, and confidentiality of that data. This can mitigate T2, T3, and
T4.

S3. The system should take protective measures against any DoS attack so that
it can deter T5.

S4. The system must take protective measures against any replay attack in order
to mitigate the T7 threat.

S5. The system must be monitoring the misuse of resources and will restrict the
users from overusing services. This will obviate T8.

4.4.3 Privacy Requirements (PR)

To remedy the privacy threats, privacy requirements play an important role. We
present these requirements below:

P1. The system must ensure that each transaction must be carried out only with
the user’s consent. This mitigates T9 threat.

P2. The system must provide selective disclosure attribute privileges to its users
so that the users can choose which fraction of data is needed to be shared.
This mitigates T10 threat.
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Chapter 5

System Architecture

5.1 Architecture

Before diving into the system architecture let us discuss some of the assumptions
we have considered to successfully deploy the proposed system.

Assumption 1 The hospitals, which will be following the protocols of HDT , need
to adopt adequate technologies to be under the support of HDT , otherwise, it would
not be possible to get the services of DT.

Assumption 2 The peripheral hospitals which are not under HDT need to have
at least proper storage facilities, compatible servers, and government ordinance to
comply with the proposed system so that HDT can extract patient’s data from the
peripheral hospitals.

Assumption 3 To acquire the patient data from outside the system, there are a set
of APIs available within the outside system which can provide a patient’s data if all
requirements are met.

Assumption 4 The system can only be deployed in alignment with the government
of the territory or nationwide for better access and data portability.

The architecture of the proposed system is illustrated in Figure 5.1. In the architec-
ture, the connection among the users and the equipment with the private blockchain
platform for a hospital h ∈ H has been shown where H is a set of hospitals using the
proposed Healthcare DT system, HDT , as per Assumption 1. Physicians, patients,
and all other stakeholders affiliated with the healthcare services are considered as
users and have the amenity (only the authorized one) to interact with the blockchain.

In the same manner, sensors and other IoT devices will send data pertinent to
users to different components of the architecture, consequently the raw data will be
stored in an off-chain database and their hash values and metadata will be stored
as transactions in blockchain. To extract patient and other important data from
peripheral hospitals, there will be a System, S. HP is the set of peripheral hospitals
which are not under HDT and matches Assumption 2. With the help of S, hospi-
tals H can extract data from the outer hospitals HP , which has been depicted in
the architecture in Figure 5.1. By holistically looking at the architecture, it can be
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perceived that there are 4 main components: Hospitals, Decentralized Application
(DApp), System S, and Blockchain platform. The components will be explained
elaborately in Section 5.2.

DApp

Belongs to

DApp

Database

Hospital "h"

API

,..,
DApp

,
DApp DApp DApp

,

Hospitals "H"

, , ,..,
Hospitals "HP" (peripheral)

, ,....,,

Systems, "S"

User

Monitoring, Sensor  
and Equipment

Data

Blockchain

Healthcare Digital Twin 

Smart-contract

Figure 5.1: High-level Architecture and System Components

5.2 System Components

5.2.1 Hospitals

There are two types of hospitals in our architecture: one is governed by Healthcare
DT (HDT ) and the other one is not. H is denoted as the set of hospitals which are
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under the jurisdiction of HDT and connected to the blockchain. Now a hospital,
h ∈ H, has two properties. They are:

• User: According to our provided data model, patients, physicians, surgeons,
anesthetists, assistants, nurses, and administrators are the users of a hospital.
With special permissions which are conferred to the users by the administra-
tors, users can query or write data on the blockchain. They can also request
external data from outside of HDT .

• Equipment: There are a myriad of IoT devices, which are test, monitor-
ing, and sensor devices in a hospital. By interacting with blockchain, this
equipment sends their dynamic or periodical data.

There is another type of hospital called peripheral hospitals denoted as HP , which
are not under the jurisdiction of HDT . But, hospitals’ (H) users of HDT can
extract data from HP . When the data is needed, it can be accumulated with
proper structure through the system, S under HDT .

5.2.2 DApp

All the hospital (H) users in our proposed architecture constantly need to interact
with blockchain for querying and handling data. Normal web applications do not
contain necessary tools or APIs to connect with blockchain and also blockchain runs
on a distributed environment so the applications need to be apt enough to function
on the same environment. For this reason, DApp, a decentralized application, can
assist the users to interact with the blockchain. A DApp can run as a web server and
by doing so it can render APIs to web applications which leads to a connection with
the blockchain platform. In Figure 5.1, all the users of the hospital (h) are connected
to the blockchain via a DApp. There are a raft of IoT devices in the hospital
generating dynamic and periodical data. This cluster of data will also be transferred
to the blockchain through DApp, for this reason, the pieces of equipment of hospitals
are also connected through DApp to the blockchain. DApp can also interact with
smart contracts by transactions but a peer node will be the middleman. So, with the
help of blockchain APIs, the DApp transactions will run on the blockchain platform
and all the physical entities will be converged with the blockchain platform.

5.2.3 System, S

In general, patients will have former healthcare data stored in other hospitals (HP )
and to access that data, there will be a set of systems, S corresponding to each pe-
ripheral hospital. This S will render the chance to access the data from previously
mentioned peripheral hospitals HP with the consent of specific data owners and
the bridge between HDT and the external systems. There will be a DApp for each
hospital in H, by which users can connect to each system in S with the help of APIs
according to Assumption 3.

The forthcoming APIs facilitate HDT to acquire data form the respective systems
of outside hospitals. For this, these outside hospitals could expose an API and our
system will collect data from those APIs. These APIs traditionally are hosted in
web servers and therefore, they will not be under blockchain network. Also, these
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outside systems would store data in different formats. It will be the responsibility
of these systems to convert those data according to our model before they are col-
lected by our system. We are assuming that these systems utilise a biomedical data
translator (e.g. [131]) for this purpose.

As the data is already stored in some data storage, when the data is necessary
it can be brought back to HDT . For this reason, there is no need to store the
data again in the blockchain. With our proposed data model from Section 4.2, most
of the Pre-Hospital Admit Data (PHA) from Equation (4.3) can be collected in a
codified way via a system in S.

5.2.4 Blockchain Platform

Blockchain platform is one of the core components in our proposed Healthcare DT
system (HDT ). As we do not want our system to be public, moreover, the system
will have only permitted users, we incorporate a private blockchain system. Hospital
user and equipment are clients according to the blockchain network and are linked to
the private blockchain platform through DApp. When a client wants to read, write or
delete data with the means of a transaction request, DApp invokes the peer node to
get a response against the transaction request. After that, the transaction response
gets distributed to all the nodes in the blockchain network for validation. All the
transaction requests, responses, and endorsements are stored as a block in blockchain
in an immutable way. After adding a block, the blockchain also updates the records
of current state for all the entities in the network according to the transactions in
that specific block for faster data query. In terms of equipment generated dynamic
and periodical data and user generated large amount of data, constantly creating
transactions will be a burden for blockchain and will lag the system. Additionally,
immutably storing patient healthcare data in the blockchain is not advisable and
against some of the well-established regulations [132]. For this reason, the collected
raw data will be stored in an off-chain database. But to keep the integrity of the data
flow, a transaction will be compiled with the hash of the collected data, metadata,
and the index of the off-chain database in the blockchain and the current state will
be updated. Moreover, an amenity to delete or update data is available for HDT .
After updating or deleting the raw data in the off-chain database, a new transaction
will be compiled with the new hash, metadata, and indexes. In HDT , all the clients
of the private blockchain network will be provided with certificates. With this any
type of client like patients or sensors can be recognized by the system and assessed
consequently. There will be a raft of users in the system and the data owners need
to share their data among entities. By making policies, data access control can be
defined among entities. The access control is not only confined in the scope of only
one hospital, data can be shared through blockchain with other hospitals which are
under HDT ’s support.
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Chapter 6

Implementation

6.1 Development

As we mentioned earlier, the data will be stored in 2 ways: on-chain and off-chain.
The Hyperledger Fabric blockchain release version 2.2 has been used as the on-chain
storage. Except for the extracted file data or raw data, all other types of data like
metadata, user information, and so on, will be stored on-chain in Hyperledger Fab-
ric blockchain. All the encrypted raw data will be stored off-chain in BigchainDB
blockchain release version 4.2.1.

For showcasing and evaluating the output, we implement the algorithms presented in
Section 6.2.2 in JavaScript. We have used Node.js which is a server-side JavaScript
platform actively used in Blockchain development [133]. The experiment has been
carried out in a PC with a Ubuntu 22.04.1 LTS Operating System, 5.15.0-58-generic
kernel version, and hardware configurations of Intel(R) Core(TM) i5-7200U CPU
@2.50GHz, 8 GB DDR4 RAM, 100 GB SSD, 2 TB HDD, and Intel(R) HD Graphics
620 GPU.

The Hyperledger Fabric provides a few NPM modules. Among them, the “fabric-
network” facilitates developers to provide users’ wallet and gateways for the DApp
to connect with the Fabric network. Moreover, the other Fabric module “fabric-ca-
client” provides all the necessary certificates and key-pairs to the participant entities
so that each participants can be uniquely identified during transactions.

The set of smart contracts or in other word Chaincode has to be developed sep-
arately. The chaincode was developed using JavaScript. With the help of Fabric
module “fabric-contract-api”, the developers can create a child class inheriting all
the properties of Hyperledger Fabric provided “Contract” class. After developing
the set of smart contracts, the Chaincode will be deployed on the designated Fabric
Channel.

With the help of “bigchaindb-driver” module, we exploits the BigchainDB blockchain
amenities inside our implementation. The BigchainDB is only used for storing the
raw data off-chain, which will mitigate the burden from the Hyperledger Fabric.

To implement our proposed HDT system, we have considered the two most im-
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portant type of user: patient and physician. So, there are two organization to
divide the type of users and both of the organization have their own certicficate
authority (CA). Moreover, both of the user type have their own peer node as de-
picted in Figure 6.1. All the transactions are handled by one orderer node and the
configuration of the orderer node is not part of the experiment. There is one channel
called “mychannel” for incorporating the patient and physician peer nodes. Each of
the peer node will be running with the accepted set of smart contracts, chaincode
called “HDT” and will contain a copy of the ledger according to the Figure 6.1.
CouchDB has been used for storing the ledger data.

Hyperledger Fabric Network

Channel 
"mychannel" 

Peer Node 
"Patient" 

Peer Node 
"Physician"

Orderer

Certificate Authority (CA)  
for Patients

Certificate Authority (CA) 
for Physician

Patients

Ledger 
"CouchDB"

Ledger 
"CouchDB" 

Chaincode 
"HDT" 

Chaincode 
"HDT" 

Physicians

Figure 6.1: The Implemented Hyperledger Fabric Network for HDT.

Next we present the protocol flow in Section 6.2 in harmony with the conducted
experiment.

6.2 Protocol Flow

As we are using private blockchain for HDT , no one can participate in the system
without administrators’ consent. So, all the data flow will be considered between the
legit members who are or will be accepted by the administrators. In this section, we
will provide the protocol flow of different components in HDT . Before illustrating
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the protocol flow we introduce the necessary notations in Table 6.1 and data model
in Table 6.2.

Notation Meaning

U Users
D DApp
AD Administrator
Ke Public key for entity e
K−1

e Private key for entity e
Ni A fresh nonce
{}Ke Encryption operation using a public key Ke

{}K−1
e

Signature using a private key K−1
e

H(I) SHA-256 hashing operation of message I
[]https Communication over HTTPS Channel
req Request
resp Response

responsereq Response status according to req
returnedData The additional or requested data according to req

TY PE Request type
DATA Data corresponds to TY PE

regisData Collected data from a new user
hsquery A type of req to get health state
hsQData Data corresponds to hsquery
hdatawrite A type of req to update or write health data
writeData Data corresponds to hdatawrite

delete A type of req to delete data
deleteData Data corresponds to delete

share A type of req to update or add policy
shareData Data corresponds to share
certificate The authenticity of user
permissions Containing write or read operation access for a user

cn The series of given conditions to make a query request

ZZp.t
hdt The aggregated returned data set against hsquery

ZZp.t
h The resultant data set off-chain database under HDT

ZZp.t
s The resultant data set queried from outside HDT

WDT New unassigned generated data
∅ null

Table 6.1: Cryptographic and other Notations.

6.2.1 Data Model

All the activities of the users in the system can be aggregated as request which is
denoted as req in Table 6.2. req consists of type and data. TY PE denotes different
request types from users to the system and type ∈ TY PE. Moreover, DATA rep-
resents the corresponding data of TY PE and data ∈ DATA. Whenever a req will
be completed, a corresponding responsereq, a natural response, will be provided by
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req ≜ ⟨ type , data ⟩
resp ≜ ⟨ responsereq , returnedData ⟩
TY PE ≜ ⟨ registration, login, hsquery, hdatawrite, delete, share ⟩
DATA ≜ ⟨regisData, loginData, hsQData, writeData, deleteData, shareData⟩
regisData ≜ ⟨ userName, userType, ha, constituentID ⟩
loginData ≜ ⟨ userName, ha ⟩
certificate ≜ ⟨ Ku, {H(userName, userType,Ku)}K−1

ad
⟩

permissions ≜ ⟨
{
(AAad

q × AV ad
q ) × t | AAad

q & AV ad
q is defined ∧ t ∈ TS

}
⟩

hsQData ≜ ⟨ userName, cn, t ⟩
writeData ≜ ⟨ userName, q, {wdt}Ku , {H({wdt}Ku)}K−1

u
, . . . ⟩

WDT ≜ ⟨
{
(AAu

q × AV u
q ) × xx × t | AAu

q & AV u
q is defined ∧ t ∈ TS

}
⟩

deleteData ≜ ⟨ userName, q, {H(q)}K−1
u

⟩
shareData ≜ ⟨ reqr, appr, q, {H(q)}K−1

R
⟩

Table 6.2: Data Model.

the system. Additionally, there may be some system generated data which need to
be returned to the user denoting returnedData. The resp will contain necessary
response data (responsereq) and other additional data (returnedData) against the
req. There are few types of req for which there will be no returnedData except
responsereq for resp, and for these types of resp, returnedData will contain null (∅)
value. TY PE, DATA, and resp are defined in Table 6.2.

In TY PE, registration denotes the action when a new user tries to join the sys-
tem, consequently regisData in DATA contains the provided data by the user
which is defined in Table 6.2. ha in regisData is the hash of the provided pass-
word, ha = H(password) and the userName is the provided name by the en-
tity which will work as an identifier for the entity as a user. There are different
types of entities like physician or patient, so entities need to apply in a category,
userType, it wants to join. When a user u ∈ U will be accepted as an entity
in the blockchain network, responsereq and returnedData will be generated. The
returnedData for registration type req will mainly contain Ku (public key), K−1

u

(private key), permissions, and certificate for the new user u. One legit user may
use others’ public key for some malicious purposes for that reason administrator
ad ∈ AD will give a signature with the hash value of userName, userType, and
Ku to entitle them for the designated user u. By doing this, it will signify that
the Ku is corresponded to that userName and userType. In certificate, user will
be provided with this signature and Ku and it is defined in Table 6.2. There are
different types of users with various degrees of access control. To codify this access
control, each user will be provided with definite permissions. permissions is a set
subsuming attributes and values regarding the data set, mentioned in Section 4.2,
to do read, write, and write operation. In the definition of permissions in Table
6.2, q ∈ PDp

hdt from Equation (4.15) and ad ∈ AD.

During login type of req, userName and ha will be taken from u and matched
with u’s userName and ha from regisData. A patient type user can request to
check the current health status of a patient, denoted as hsquery and the corre-
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sponding data is hsQData. According to the scope of our system model, a user
can only query the data available according to the data model presented in Sec-
tion 4.2. By providing userName, conditions (cn, here n = 1, 2, . . . , k or 0, where,
k is the number of available conditions to make the request for data), and time (t)
for hsQData, a hsquery type req can be made. After the successful compilation of
the req, an automatic response responsereq with the resultant returnedData will be
sent back to u. loginData and hsQData are defined in Table 6.2.

Whenever a user wants to write or update health data in blockchain, there will
be a transaction to convey the request hdatawrite. The user needs to provide its
userName as identity, the data (q ∈ {PDDp

h ∪ SOP p
h } from Equation (4.7) and

(4.14)) it wants to write, the new data wdt ∈ WDT in encrypted form {wdt}Ku ,
and the user signature ({H({wdt}Ku)}K−1

u
) of the hash value of new encrypted data,

collectively can be represented as writeData which corresponds to the req type
hdatawrite. WDT is the set of all newly unassigned generated data, where xx is
the necessary data to complete the data set according to the data model defined
in Section 4.2. For this req in the resp, there will be no returnedData except a
responsereq corresponds to the req. The writeData is defined in Table 6.2. In the
same manner for the delete request, the data owner can discard the association of
data from BigchainDB by updating Fabric’s transaction log, subsequently remov-
ing the world state which was storing the associative metadata. For delete type req
there will be only responsereq. The deleteData is defined in Table 6.2. There will
be another type of request, sharing certain personal data with another user denoted
as share. To make this request shareData contains requester’s userName (reqr),
data owner’s userName (appr), the data properties (q ∈ PDp

hdt), and the signature
of the requester ({H(q)}K−1

R
) to make the share type req. The shareData is defined

in Table 6.2.

6.2.2 Algorithm

We present the algorithms of HDT smart contracts in Algorithm 1 and Algorithm
2. The prime functionalities of our system are registration, login, health state query,
write data, and data share operation. The start function is the starting point for
smart contracts in both Algorithm 1 and Algorithm 2. Depending on the type of
the request (req), different functions are called in smart contracts (Line 1 to Line 8
in Algorithm 1 and Line 1 to Line 10 in Algorithm 2). In terms of Algorithm 1, after
retrieving the data (Line 2), any of the two functions, regisFunc or loginFunc will
execute if nothing goes wrong. Here, the loginFunc encodes the logic for the login
functionality whereas the regisFunc encodes the registration functionality. After
the completion of executing a function, resp will be returned to DApp (Line 10).
On the other hand, the smart contract in Algorithm 2 will handle three functions
denoting hsqueryFunc, writeFunc, and dataShareFunc. hsqueryFunc deals with
the retrieval of health state query data from blockchain as well as external systems.
The writeFunc encodes the functionalities for writing data and the dataShareFunc
deals with recording data sharing properties. When the start receives a req it
will retrieve data the same way before (Line 2). Depending on the req type, the
corresponding functions will be called and after the execution resp will be sent back
to DApp (Line 12).
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Algorithm 1 Smart Contracts of Healthcare Digital Twin: Registration and Login

Input: req : Request from the user
Ouput: resp : Response against the req

1: function start(req)
2: this.data = req.data;
3: if (req.type == registration) then
4: resp = regisFunc(data);
5: else if (req.type == login) then
6: resp = loginFunc(data);
7: else
8: return error;
9: end if

10: return resp to DApp;
11: end function
12: function regisFunc(data)
13: uName = data.userName;
14: uType = data.userType;
15: uHashPassword = data.ha;
16: uglobalId = data.constituentID;
17: ujson = {Type : uName, Password : uHashPassword,NationalID :

uglobalId)};
18: putState(uName, ujson); ▷ Store into blockchain
19: permissions = System provided;
20: responsereq = Successfully Registered;
21: returnedData = permissions;
22: resp = responsereq + returnedData;
23: return resp;
24: end function
25: function loginFunc(data)
26: uName = data.userName;
27: uHashPassword = getState(uName); ▷ Retrieve form blockchain
28: if (uHashPassword == data.ha) then
29: responsereq = Successfully Logged In;
30: else
31: responsereq = Error;
32: end if
33: return responsereq;
34: end function

6.2.3 Protocol flow

Now, we depict the protocol flow illustrating user interactions with different func-
tions of HDT .

Registration Protocol: To participate, a user must register following the protocol
presented in Table 6.3 and illustrated in Figure 6.3. The req for the registration re-
quest is comprised of registration type and regisData. The userName, userType,
the hash of password (ha), and constituentID are provided in the regisData. New
users, who will register in a hospital h ∈ H under hdt ∈ HDT and was involved with
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Algorithm 2 Smart Contracts of Healthcare Digital Twin: Health State Query,
Health Data Write, and Sharing Data

Input: req : Request from the user
Ouput: resp : Response against the req

1: function start(req)
2: this.data = req.data;
3: if (req.type == hsquery) then
4: resp = hsqueryFunc(data);
5: else if (req.type == hdatawrite) then
6: resp = writeFunc(data);
7: else if (req.type == share) then
8: resp = shareFunc(data);
9: else

10: return error;
11: end if
12: return resp to DApp;
13: end function
14: function hsqueryFunc(data)
15: uName = data.userName;
16: uconditions = data.cn;
17: utime = data.t;
18: ujson = getState(uName); ▷ Retrieve the metadata from blockchain
19: TxID = Sorting the BigchainDB Transactions from ujson;
20: return BigchainDB.TxID;
21: end function
22: function writeFunc(data)
23: uName = data.userName;
24: uDataProperty = data.q;
25: uTxID = data.BigchainDB.TransactionID;
26: boolean x = Store new data with a transaction and return a Boolean;
27: if (x == TRUE) then
28: responsereq = Transaction Successful;
29: else
30: responsereq = Transaction Failed;
31: end if
32: return responsereq;
33: end function
34: function shareRecordFunc(data)
35: urequester = data.repr;
36: uapprover = data.appr;
37: umetadata = data.q;
38: usignature = data.{H(q)}K−1

R
;

39: ujson = getState(uapprover); ▷ Retrieve the metadata from blockchain
40: BigchainDB.TxID = Transactions from ujson;
41: shareRecordjson = {Sender : uapprover,Receiver : urequester,Data :

umetadata, Sign : usignature};
42: Store shareRecordjson with a transaction and returns a Boolean;
43: return BigchainDB.TxID;
44: end function
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the services under a peripheral hospital, hp ∈ HP , for them h needs to create a gate-
way through system, s ∈ S, to access external data specially PHAp

s (Equation (4.3)
of the patients from hp. For this reason, users need to provide their national digital
constituent number with which the users can be recognizable to the outer systems
according to Assumption 4. With this digital constituent number (constituentID)
hospital H can request data for respective users from peripheral hospitals HP by
the means of system S.

• Step 1: According to the registration protocol, the first message M1 defined
in Table 6.3, a new user sends a nonce (N1) and the req encrypted with the
public key (KD) of DApp (D) to the DApp (D) over an HTTPS channel. The
request can be made form the user interface as illustrated in Figure 6.2.

Figure 6.2: The User Interface for Registration Request

• Step 2: Receiving the message, D decrypts the request with its private key
(K−1

D ) and forwards the request to smart contracts (SC) (M2 in Table 6.3).
Now, regisFunc function in Algorithm 1 handles the provided regisData
firstly by extracting it (from Line 13 to Line 16).

• Step 3: After that, SC aggregates the user data in Line 17 and stores it into
blockchain (BCH) according to message M3 in Table 6.3 (Line 18).

• Step 4: Later, BCH creates a transaction and returns TRUE for a successful
completion of registration (M4 in Table 6.3). Then, SC provides an access
control set entitled as permissions in Line 19 and the returndedData contains
it (Line 21). A general response according to the req which is ”Successfully
Registered” is being provided as responsereq (Line 20).

• Step 5: Then a final response resp containing responsereq and returndedData
is being returned to D in Line 23 and it is defined as message M5 in Table 6.3.
Next, D generates a pair of public and private key (Ku and K−1

u ) for user u
which is illustrated in Figure 6.3. Moreover, for storing the raw data off-chain
in BigchainDB, another pair of public and private key will be generated for
a new user. Additionally, a key pair of RSA (Rivest–Shamir–Adleman) will
be generated for the corresponding user to encrypt and decrypt AES (Ad-
vanced Encryption Standard) key. All the created key-pairs will be stored
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in the local machine and the security of the stored key-pairs are not the
scope of this reserach work. An administrator, ad ∈ AD signs the hash of
Ku, userName, and userType, collectively denoted as certificate. Now,
returnedData includes K−1

u , certificate, and permissions (illustrated in Fig-
ure 6.3).

• Step 6: Finally, the updated resp and hash of resp signed ({H(resp)}K−1
D
)

by D is being returned to u over an HTTPS channel (M6 in Table 6.3). The
user stores its public and private keys in device for any future correspondence.

M1 u → D : [N1, {req}KD
]https

M2 D →SC: N2, req
M3 SC →BCH: N3, {uName, ujson}
M4 BCH →SC: N3, TRUE
M5 SC →D: N2, resp
M6 D →u: [N1, resp, {H(resp)}K−1

D
]https

Table 6.3: Registration Protocol.

Sender (u) DApp (D) Smart Contracts (SC)

Blockchain Platform

Blockchain (BCH)

Figure 6.3: Registration Flow.

Login Protocol: Every user must log in before accessing the system. The user u
will provide loginData incorporating userName and hash password (ha) in a login
type req. Figure 6.4 depicts a login request. With this request, start relays the
data to loginFunc where the request is being handled (from Line 26 to Line 33
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in Algorithm 1). A successful validation will sign in the user to the system. For
security, every request and response between the user and the DApp are transmitted
over an HTTPS channel.

Figure 6.4: The User Interface for Login Request

Write Data Protocol: Now we present the protocol flow for writing data on
blockchain. The process follows the protocol flow of Table 6.4 and Figure 6.5.

M1 u →D: [N1, {req}KD
]https

M2 D →BNB: N2, {wdt}Ku

M3 BNB →D: N2, Index
M4 D →SC: N3, req
M5 SC →BCH: N4, {uName, uDataProperty, uIndex}
M6 BCH →SC: N4, TRUE
M7 SC →D: N3, resp
M8 D →u: [N1, resp, {H(resp)}K−1

D
]https

Table 6.4: Write Data Protocol.

• Step 1: User u sends req encrypted with the public key (KD) of DApp (D)
as well as a nonce (N1) to DApp (D) according to the message M1 in Table
6.4 over an HTTPS channel. Figure 6.6 depicts a write data request user
interface.

• Step 2: Firstly, D decrypts the req subsuming hdatawrite and writeData.
writeData contains userName, data property (z), the encrypted new data
{wdt}Ku , and the signature {H({wdt}Ku)}K−1

u
. Here the data encryption has

been conducted using a random AES key (32 Bytes). One notable point is
that user cannot change the data under System, S as that data has only read
operation access to all users. To write or update, user needs to specify which
data (q ∈ {PDp

hdt\PHAp
s}) from data model he wants to write or update

with the new data. After that, D sends the encrypted data ({wdt}Ku) to
off-chain database (BNB) according to M2 in Table 6.4. According to our
implementation the encrypted data will be stored in BigchainDB and the
corresponding transaction is presented in Figure 6.7.

• Step 3: BNB stores the encrypted data and returns the transaction ID (TxID)
of the stored data to D (M3 in Table 6.4) as illustrated in Figure 6.5.
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Hyperledger Fabric Network

Sender (u) DApp (D) Blockchain (BCH)

 

BigchainDB (BNB) Smart Contracts (SC)

Figure 6.5: Write Data Flow.

• Step 4: After receiving the confirmation of the stored data from BNB, D
encrypts the AES key with the RSA public key of the corresponding user.
Now D replaces the encrypted data property of writeData with TxID and
AES key Cypher then forwards the req to smart contracts (SC) (M4 in Table
6.4).

• Step 5: The hdatawrite type req will be handled by function writeFunc in
Algorithm 2. At first, SC extracts the data from writeData (from Line 23 to
Line 25). Then SC stores the data into blockchain (BCH) by providing the
desideratum data according to M5 in Table 6.4 (Line 26).

• Step 6: BCH creates a transaction for writing the healthcare data on BNB
and for a successful transaction operation a Boolean response is being returned
to SC (M6 in Table 6.4). The corresponding transaction is presented in Fig-
ure 6.8.

• Step 7: A general response (responsereq) “Transaction Successful” otherwise
“Transaction Failed” will be provided based on the Boolean result (from Line
27 to Line 30). There is no retunrnedData because there is no additional data
for this req. The resp encapsulating responsereq is being returned to D from
SC according to M7 in Table 6.4.

• Step 8: Now, after signing the hash of resp, D returns {N1, resp, {H(resp)}K−1
D
}

to user in congruous with M8 in Table 6.4 over an HTTPS channel.

HealthState Query Protocol: The health state query follows the protocol repre-
sented in Table 6.5 and Table 6.6. For this request, the req consists of type hsquery
and hsQData, containing the data corresponds to hsquery. As we are developing a
patient centric system, so for this research scope only the patient type u can make
this type of query. hsQData contains the userName of the patient type user who is
making the request for checking health state, conditions (cn), and the time frame (t)
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Figure 6.6: The User Interface for Write Data Request

of the requested data. cn contains the available predefined conditions. For example,
if a user u, who is a patient, wants to query (hsquery) about surgery data then u
will provide userName, cn (c1 = Surgery − Information, c2 = Surgery − Type),
and tentative time period t of the requested data as the hsQData.

M1 u →D: [N1, {req}KD
]https

M2 D →SC: N2, req
M3 SC →BCH: N3, uName
M4 BCH →SC: N3, ujson
M5 SC →D: N2, TxID
M6 D →BNB: N4, TxID
M7 BNB →D: N4, {ZZp.t

h }Ku

M8 D →u: [N1, resp, {H(resp)}K−1
D
]https

Table 6.5: HealthState Query Protocol under system H.

After the successful compilation of the req, automated responsereq is being generated
with returnedData. Here, the returnedData comprises of a set of data regarding
the request, denoting ZZp.t

hdt, which is defined in Table 6.1. Here, ZZp.t
hdt represents an

aggregated data set ZZ under system hdt ∈ HDT for patient p ∈ P (here, p = u)
where the cn conditions are evaluated for the time period t and ZZp.t

hdt ⊆ PDp
hdt from

Equation (4.15). The resultant data, ZZp.t
hdt = { ZZp.t

h ∪ ZZp.t
s } where ZZp.t

h is
the result data set coming from off-chain database under system h ∈ H and ZZp.t

s

is coming from outside HDT which falls under system s ∈ S. According to the
mentioned scenario, ZZp.t

hdt will contain all the relevant data regarding that specific
Surgery−Type for p under system h and s: {POAp.t

h ∪ ST p.t
h ∪ SOSp.t

h ∪ SSF p.t
h ∪

PSGp.t
s }. Here, PSGp.t

s comes from ZZp.t
s and other data sets come from ZZp.t

h .
Though, the data will come in encrypted form so without the designated user no
one can read the resultant data. By not providing any cn, patients can query all the
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Figure 6.7: A BigchainDB Transaction for storing a file’s encrypted raw data.

Figure 6.8: A Hyperledger Fabric Transaction for Write Data Request.

data. Now it is understandable that, the actions will conduct under h and outside
HDT under s, for this reason, the flow has been divided into two parts (Table 6.5
and Table 6.6 for system h and s respectively). Assuming user u is logged in and
will compile the request disregard of which system data is coming from.

• Step 1 for both h and s: According to the same message M1 defined in
both Table 6.5 and Table 6.6, u sends the req encrypted with the public key
(KD) of DApp (D) to the DApp (D) under hospital h. The request can be
made form the user interface as illustrated in Figure 6.9.

• Step 2 for both h and s: After completion of the decryption process,
hsQData containing userName, cn, and t will be assessed in D and depending
on the required data sources D will forward it to either smart contracts (SC)
(M2 in Table 6.5) or DApp (Ds) connected to system, S (M2 in Table 6.6) or
both.

• Step 3 for h: The req that is passed on to SC is being handled by hsqueryFunc
starting with the retrieval of hsQData data (from Line 15 to Line 17) in Algo-
rithm 2. Then SC retrieves all the data pertinent to uName from Blockchain
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M1 u →D: [N1, {req}KD
]https

M2 D →Ds: N2, req
M3 Ds →hps: N3, req
M4 hps →Ds: N3, {ZZp.t

s }Ku

M5 Ds →D: N2, {ZZp.t
s }Ku

M6 D →u: [N1, resp, {H(resp)}K−1
D
]https

Table 6.6: HealthState Query Protocol under system S.

Figure 6.9: The User Interface for Health State Query Request

(BCH) in Line 18 (M3 in Table 6.5) which returns the ujson data set according
to M4 in Table 6.5.

• Step 4 for h: After finding out the BigchainDB.TxID from the ujson for
the queried data in Line 19, SC returns the TxID to D in congruous with M5
in Table 6.5 (Line 20).

• Step 5 for h: Without changing anything, D also relays the TxIDs toward
BigchainDB (BNB) according to M6 in Table 6.5.

• Step 6 for h: Then, BNB retrieves the TxIDs’ encrypted data ({ZZp.t
h }Ku)

as depicted in Figure 6.10 and returns it to D (M7 in Table 6.5).

• Step 3 for s: On the other hand, in terms of Ds, after receiving the req from
Step 2, Ds forwards it to peripheral hospital (hps) with the help of APIs (M3
in Table 6.6).

• Step 4 for s: The hps conducts the necessary processing and sends back the
resultant encrypted data {ZZp.t

s }Ku to Ds in congruous with M4 in Table 6.6
as depicted in Figure 6.11.

• Step 5 for s: Without any alteration, Ds relays back the data to D according
to message M5 in Table 6.6.

The DApp (D) aggregates both received data ({ZZp.t
h }Ku and {ZZp.t

s }Ku) and stores
it as returnedData ({ZZp.t

h }Ku ∪ {ZZp.t
s }Ku). Moreover, depending on the result

of the query request a general respnsereq is created and after that D returns the
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Sender (u) DApp (D) Smart Contracts (SC) Blockchain (BCH) BigchainDB (BNB)

Figure 6.10: HealthState Query Flow under system H.

encapsulated resp with its signature ({H(resp)}K−1
D
) to u (M8 in Table 6.5 and M6

in Table 6.6 concurrently). For security concerns all the data interactions from user
to DApp are over an HTTPS channel. After decrypting all the queried data, the
mentioned resultant data can be achieved, ZZp.t

hdt = { ZZp.t
h ∪ ZZp.t

s }. However for
this thesis, we have not considered the data from System, S. So only the retrieved
data (ZZp.t

h ) from internal sources can be queried as depicted in Figure 6.12. At first
the AES key Cipher will be decrypted with the corresponding user’s RSA private
key. Then the AES key will be used to decrypt the returned data (ZZp.t

h ) according
our implementation.

Delete Data Protocol: The protocol for deleting data follows the protocol flow
of Table 6.7 and is illustrated in Figure 6.13.

M1 u →D: [N1, {req}KD
]https

M2 D →SC: N2, req
M3 SC →BCH: N3, userName,DataProperty
M4 BCH →SC: N3, TRUE
M5 SC →D: N2, resp
M6 D →u: [N1, resp, {H(resp)}K−1

D
]https

Table 6.7: Delete Data Protocol.

• Step 1: User and data owner u sends the req encrypted with the public key
(KD) of DApp (D) and a nonce (N1) to the D in accordance with M1 in Table
6.7 over an HTTPS channel.

• Step 2: After decrypting the req, D forwards it to SC according to M2 in
Table 6.7.
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Sender (u) DApp (D) 
     

          DApp        Hospital 

 

Hospital System

Figure 6.11: HealthState Query Flow under system S.

• Step 3: Now, SC sends the userName and Data Property to blockchain (BCH)
in accordance with M3 which is illustrated in Figure 6.13.

• Step 4: Then, SC retrieves the BigchainDB transaction ID (TxID) of the
data from BCH (M4 in Table 6.7) and deletes the corresponding transaction
from Fabric’s world state concurrently by creating a transaction. As a result
the association of the stored data in BigchainBD with the Fabric network will
be severed (Figure 6.13).

• Step 5: SC returns a Boolean value to D (M5 in Table 6.7).

• Step 6: Finally, after signing the hash of resp, D returns it to u in congruous
with M6 in Table 6.7 over an HTTPS channel.

Share Data Protocol: The protocol flow for sharing data follows the protocol
flow of Table 6.8 and is illustrated in Figure 6.14. To share data with other users,
the protocol starts with the requester R, creating share type req and shareData
contains all the corresponding data of share which are requester R’s userName
(reqr), approver A’s userName (appr) who will provide the data, data property or
metadata (q ∈ PDp

hdt), and signature {H(q)}K−1
R
. The data under system, S can

also be accessible in the same way which is not shown.

• Step 1: User R sends the req encrypted with the public key (KD) of DApp
(D) and a nonce (N1) to the DApp (D) in congruous with M1 in Table 6.8
over an HTTPS channel. The request can be made form the user interface as
illustrated in Figure 6.15.

• Step 2: After decrypting the req, D forwards it to the data owner or approver
(A) according to M2 in Table 6.8.
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Figure 6.12: The Output of the Health State Query Request.

Association

Blockchain (BCH) 
World State 

Tx.ID 1

Tx.ID 2
Tx.ID 3

Tx.ID n

After
Deletion

BigchainDB (BNB)

User u

DApp (D)
Smart-contract (SC) Blockchain (BCH)

Tx.ID 1

Tx.ID 2
Tx.ID 3

Tx.ID n

BigchainDB (BNB)

Association

Figure 6.13: Delete Data Protocol.

• Step 3: After reaching the req to A, it can be dropped or gone forward with
the consent of A. If, A wants to share the requested data, it sends the req to
D encrypting it with D’s public key according to M3 in Table 6.8 and it is
also illustrated in Figure 6.14. The request can be accepted or canceled form
the user interface as illustrated in Figure 6.16.

• Step 4: After that, D relays the req to smart contracts (SC) (M4 in Table
6.8), subsequently it is being handled by shareRecordFunc in Algorithm 2,
starting with retrieving data from shareData (from Line 35 to Line 38).

• Step 5: Now, SC sends the approver’s userName (uapprover) to blockchain
(BCH) in accordance with M5 in Table 6.8.

• Step 6: Then, SC retrieves the relevant data for A from BCH which is ujson
in Line 39 (M6 in Table 6.8).

• Step 7: The TxID of the BigchainDB for the mentioned data have been
processed in Line 40. To record the share information, the necessary data is
being aggregated as shareRecordjson and SC sends the data again to BCH
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M1 R →D: [N1, {req}KD
]https

M2 D →A: [N2, req, {H(req)}K−1
D
]https

M3 A →D: [N3, {req}KD
]https

M4 D →SC: N4, req
M5 SC →BCH: N5, uapprover
M6 BCH →SC: N5, ujson
M7 SC →BCH: N6, {shareRecordjson}
M8 BCH →SC: N6, TRUE
M9 SC →D: N4, TxID
M10 D →BNB: N7, TxID
M11 BNB →D: N7, {ZZp.t

h }KA

M12 D →A: [N3, resp
′, {H(resp′)}K−1

D
]https

M13 A →D: [N2, resp, {H(resp)}K−1
A
]https

M14 D →R: [N1, resp, {H(resp)}K−1
D
]https

Table 6.8: Share Data Protocol.

to create a transaction according to M7 in Table 6.8. The corresponding
transaction is presented in Figure 6.17.

• Step 8: After the compilation of transaction, BCH returns a Boolean result
in Line 42 (M8 in Table 6.8).

• Step 9: Then SC returns the TxID to D in Line 43 (M9 in Table 6.8).

• Step 10: Without changing anything, D sends the TxID number to BigchainDB
(BNB) in congruous with (M10 in Table 6.8).

• Step 11: BNB retrieves the specified data {ZZp.t
h }KA

which is encrypted by
A’s public key (depicted in Figure 6.14) and returns it to D in accordance with
M11 in Table 6.8.

• Step 12: Now D stores the acquired data as returnedData′ and provides a
“Transaction Successful” response as response′req (illustrated in Figure 6.14).
After that, D sends the encapsulated resp′ to the data owner signing the hash
of the resp′ over an HTTPS channel (M12 in Table 6.8).

• Step 13: A decrypts the returnedData′ and re-encrypts ({ZZp.t
h }KR

) with
the requester R’s public key before sending it back to D with a signature of
the new formed resp’s hash over an HTTPS channel in congruous with M13
in Table 6.8.

• Step 14: Lastly, the requested data is being sent to requester R by D over an
HTTPS channel (M14 in Table 6.8). Now, R can decrypt the data with its
private key (K−1

R ) and can access it.
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       Requester (R) DApp (D) Smart Contracts (SC) Blockchain (BCH) BigchainDB (BNB) 

 

        Approver (A)

 

 

Figure 6.14: Share Data Flow.

Figure 6.15: The User Interface for Share Data Request.

Figure 6.16: The User Interface for the action of Share Data Request.
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Figure 6.17: A Hyperledger Fabric Transaction for Share Data Request.
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Chapter 7

Discussion

7.1 Analysing Requirements

We have discussed mandatory requirements for the consistency among the proposed
system’s components in Section 4.4. Now we analyze how the proposed system
HDT has satisfied the defined requirements.

7.1.1 Functional Requirements

By correctly making a hsquery request (Section 6.2.3), HDT facilitates a user to
gather all the necessary data to create a digital twin, consequently satisfying F1. The
share request (Section 6.2.3) enables the sharing of personal data among entities
and hence satisfies F2. By keeping the hash of each off-chain data as a transaction
on the on-chain storage, F3 is satisfied. HDT is based on a private blockchain
platform which processes all the transactions in an immutable manner which satisfies
F4. During the registration request (Section 6.2.3), a userName attribute will be
accepted by both the user and the system as a unique ID for that specific user. This
satisfies F5.

7.1.2 Security Requirements

According to the defined protocol flow of Section 6.2, a user needs to be registered
and then authenticated to access the system. However, the administrator of the
system will need to enforce adequate access control rules so that only authorized
users can access a service or data. By doing these, S1 requirement can be satisfied.

All data between the user and the DApp, are transmitted over secure HTTPS chan-
nels which ensures the confidentiality of the data. Even though we propose to store
data in an off-chain database, the hash of each data is stored in the blockchain,
which ensures the integrity of the data. In addition, every request from the user is
digitally signed to ensure authenticity. All these combinedly can satisfy S2. HDT
is based on a private blockchain platform which does not exhibit any single point
of failure, however, individual nodes can be the victim of a DoS attack rather than
the full network [134]. Indeed, DoS attacks such as Transaction flooding and Spam
requests can be tackled, as the system will be governed by a blockchain consen-
sus algorithm where each transaction and user requests will go thorough a filtering
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process. This can minimize the threat of a DoS attack. This can partially satisfy
S3. However, to fully deter DoS attacks or reduce it to a minimum level, additional
measures might be required. We propose to use nonces in every step of our protocol
to guard against any replay attack, consequently satisfying S4. A rigorous access
control mechanism can be used to monitor the resource consumption of every single
user which in turn can satisfy S5.

7.1.3 Privacy Requirements

The requests that will generate transactions in the blockchain, e.g., hdatawrite or
share, require a user to sign the transaction with their private key. Transactions
without the signature will be considered as an invalid transaction and will not be
recorded. This signing mechanism will imply the user’s consent for any particular
request and hence, satisfies P1. For a share request (Section 6.2.3), users do not
need to give access to all the personal data. Users can define the range of data that
need to be shared with the help of data property parameters of share request. As
a result, it will fulfil P2.

7.2 Fulfilment of Research Objectives

Here, we present how our proposed model completes different research objectives
(R.O.) described in Section 1.2.

1. According to R.O. 1, a mathematical data model needs to be developed for
accumulating defined and structured clinical data. We have fulfilled this re-
search objective by developing and presenting a mathematical data model in
Section 4.2

2. R.O. 2 presents a problem: when a novel concept is deployed for empirical use
there are some precautions for handling the uncertain mishaps. Section 4.3 and
Section 4.4 respectively describe the threat modeling and requirement analysis
for our proposed system which ameliorate this problem to some degree.

3. Before deploying a blockchain network for practical use, all the use cases and
plausible stakeholders need to be estimated as blockchain is an autonomous
system. R.O. 3 highlgihted this important factor. The proposed system ar-
chitecture in Chapter 5, has been delineated properly with all the system
components which fulfils the objective.

4. Section 6.2 provides how the system components will communicate during user
request with a proper protocol flow for the proposed system. This fulfils the
R.O. 4.

5. Section 6.1 presents the experiment environment and tools. Moreover, Sec-
tion 6.2 illustrates the protocol flow in harmony with the implementation where
the Hyperledger Fabric and the BigchainDB have been used as on-chain and
off-chain storage. So Chapter 6 fulfils the R.O. 5.

6. We have analysed requirements where we have elaborated how the system
is consistent with the pre-defined requirements in Section 7.1. It fulfils the
R.O. 6.
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7.3 Comparison

Here we will compare our proposed model with other recent research works. The
comparison criteria and the comparison are presented in Table 7.1. The notation
“#” implies a research work is out of scope for corresponding criterion while the
notation “A” indicates the corresponding criterion is not needed for the research
work. The notation “�” represents there is nothing explicitly described about the
criterion for that corresponding research work. The notation “�” means the crite-
rion is necessary but not considered for the that research work. Moreover, we have
used the notation “G#” to denote a research work has considered the criterion while
developing the work but not provided any explicit information, whereas, the nota-
tion “ ” represents that the research work has fully considered the corresponding
criterion and has been implemented.

Only for the “Privacy” evaluation criterion, the access control of the systems, the
encryption of private data, and the Security of the systems are considered as the
sub-criteria respectively in the comparison Table 7.1.

A few observations can be made from Table 7.1:

• The research works mostly avoids any concern for user identity. Most of them
stores the user identities in the same storage where the system data resides
which is significantly prone to multiple threats. Anyone with the higher access
control can stole or breach identity relevant data. Our propose HDT is based
on blockchain technology where each user is provided with certificate and
public-private key-pair and they are stored in local wallet. The presented
identity facility during registration protocol in Section 6.2.3 ensures better
security.

• From the perspective of user authentication, it can be perceived from Table 7.1
that most of the research works have used traditional authentication procedure
without any mapping mechanism, whereas our proposed system has proper
authentication method with the help of defined protocol flow in Section 6.2.

• For concocting a solid Digital Twin system for an instance, collecting data from
physical space for the product is the most difficult endeavor. A defined and
planned data model can conveniently collect data from the necessary sources.
Our proposed system has its own concrete mathematical data model with
a practical use case which has been elaborated in Section 4.2. Additionally,
among the mentioned research works in Table 7.1, [112] and [22] have presented
a few models for perceiving data in a predefined way, however proper structure
and any elaboration of the use of it was missing.

• Data conversion technique (e.g. filter, cleaning, consistency checking, and so
on) is a fundamental process before utilizing the data for knowledge generation,
the input for Machine Learning algorithms or some other purposes. Some of
the selected works have used data pre-processing techniques for achieving the
required data. In our case, the data will collected according to the predefined
data model. Assuming all the collected data is not required to go through any
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data transformation techniques, we have not discussed anything in this regard
for our proposed model.

• Data sharing is an important feature for a system specially when there are a
myriad of stakeholders involved. From the perspective of data sharing, there
are no solid information is mentioned in the research works from Table 7.1.
With our presented share data protocol in Section 6.2.3, all the participant en-
tities in our system can share their data and can stop sharing it also. Because
of it, data can be shared among entities with proper integrity and confiden-
tiality.

• Privacy is a prominent factor for a system to work efficiently. For the compar-
isons in Table 7.1, for evaluating privacy of a system we have considered three
factors as mentioned before (access control, encryption, and security). All the
mentioned research works have avoided or remotely motioned anything about
privacy concern.

• Additionally, privacy is a prominent factor for handling data inside or outside
the system environment. From the stated comparison in Table 7.1, we have
considered access control, encryption, and security of data for evaluating pri-
vacy of a system. However, all the mentioned research works have not used
all these three important criteria while considering privacy issue.

• Except for [22], all the mentioned research works in Table 7.1 have presented
the fact that for research purposes previous data was used. For many reasons,
previous data is very useful and it can be used for generating knowledge,
isolating important features, and so on. This is why previous data has to be
collected or extracted from previous systems or projects. Our proposed system
HDT can extract data from external system with the means of system S as
depicted in health state query from Section 6.2.3. Other research works have
mentioned what dataset were used for the research purpose however did not
mention how they accumulated it or is there any way to dynamically collect
the data.

From the Table 7.1, we can come to the conclusion that our proposed system HDT
can provide better security and privacy compare to other mentioned research work.
Collecting data in a structured and predefined way help faster data control. More-
over, extracting data from other system with the consent of user is a unique feature
and it can be evolved to exploit other services for the betterment of the system.
These important distinctions of our proposed HDT model are the reasons which let
our system to stand out among other state-of-the-art research works in the health-
care sector from the scope of DT.

7.4 Synergy with HIPAA and GDPR

The developed countries of the world have their own regulations to control the dis-
tribution of patient data. Because health is more important than any monetary
asset. There are some well known and established regulations and protocols for the
safety and security of patient data. Health Insurance Portability and Accountability
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Act (HIPAA) [28] is one of the most prominent one. There are a lot of clauses that
are described by HIPAA. But, our main concern will be with the clauses that are
pertinent to patients’ data. There is another regulation known as the General Data
Protection Regulation (GDPR) [29] in European Union (EU). Here we will discuss
some of the selective regulations relevant to patients’ perspective from HIPAA and
GDPR.

We will start with the similarities between HIPAA and HDT.

7.4.1 Similarities between HIPAA and HDT :

• HIPAA has a clause explicitly mentioning that each participant patient should
be identifiable by unique identity [135]. There should never be any confusion
about identifying a patient. Each user in our proposed system HDT, has to
go through registration procedure as described in Section 6.2.3. Each user
will receive a unique userName and the corresponding userType will isolate
a cluster of user. Moreover, system provided certificate will be used for
identifying a user in different components. Moreover, not only user all the
entities in the system can be uniquely identifiable.

• HIPAA clause 45 CFR 164.502 (a) states all systems in the field of healthcare
should provide the opportunities for the physicians or doctors to get access of
the patient data or can request to get the access. Our system provided share
request can get this task done proficiently. Physicians can request patients to
get access of the health data with the means of share data protocol defined in
Section 6.2.3.

• According to HIPAA administrative rule 45 CFR 164.304, patient data created
by other entities, e.g., physicians, sensors, testing devices, and so on, need to
be recorded with integrity, confidentiality, and availability [136]. In our case,
the HDT system is governed by private blockchain so repudiation can be easily
evaded. Moreover, the data will be stored alongside with the hash value as
a result data integrity can be ensured. Additionally, the patient encrypted
raw data is stored off-chain so confidentiality breach can be avoided. Similar
way, patient data is accessible without the consent or endorsement from the
corresponding patient consequently the system is comparatively more secure
in many ways.

7.4.2 Dissimilarities between HIPAA and HDT :

• There are some special conditions when rules can be overridden. At these sit-
uations conventional rules are not applicable. HIPAA ACT 45 CFR 164.502
(a) (2) dictates that on certain situations, e.g., investigation, government or-
dinance, and so on, it is obligatory to disclose patients’ private data to au-
thoritative entities. Our proposed system does not follow or has no amenity
for these special situations. The patient data can only be shared with other
entities by the corresponding patients through share data protocol defined in
Section 6.2.3.
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7.4.3 Similarities between GDPR and HDT :

• GDPR Article 20 (1 (a, b), 2) dictates that patients have to have the full
authority over the patient health data. HDT has the defined structure where
the patients are the owners of their own data and share the data with other
participants of the system.

• Article 16 and Article 17 of GDPR states that patients have the authority to
update or delete their health data [137]. In our case, the system is designed
primarily for the benefit of the patients, subsequently they have the ameni-
ties to delete and write data. The delete and hdatawrite protocol flows are
designated to those tasks respectively which are elaborated in Section 6.2.3.

• GDPR Article 7 restricts the use of patient health data without the consent of
corresponding patients. There are many scenarios where the system authorities
use the system data for other purposes. But patient health data is a different
case as it is considered private and very sensitive. HDT provides the patients
full ownership and access control authority which coincided with this Article.

• Article 15 (1(b, c, g), 2, 3) of GDPR collectively states that patients have
to be notified whenever the data is altered, shared, and disclosed [138]. The
HDT system works according to the regulations mentioned in these Articles.
The system is based on blockchain so every requests are being recorded as
transactions with total consent of the initiators.

7.4.4 Dissimilarities between GDPR and HDT :

• According to GDPR Article 21, patients have the full authority to stop use
of its’ data. The HDT system does not render any opportunity to compliant
with this regulation. There is no procedure or step the on-going use of patient
data.

• Article 24, Article 26, and Article 28 of GDPR collectively states that a desig-
nated entity controller will control all the policies, data processing, requests,
and so on, for a set of patients [139]. It means a personnel will overlook the
requests and activities of a certain number of patients. On the contrary our
proposed HDT is a autonomous system based on blockchain technology. The
full system is governed by consensus algorithm, defined smart contracts, and
policies. So this regulation does not match with our proposed system from the
perspective of patients.

One of the crucial design goals of HDT was that no healthcare data would be
stored on-chain, rather an off-chain database would be utilized for this purpose.
The implication is that the healthcare data of a patient thus can be updated or
removed if required to enforce a corresponding regulation (e.g. GDPR’s ‘right to be
forgotten’) [31]. However, the immutability of a blockchain transaction will ensure
that the request to read/update/remove is recorded in the blockchain, thus creating
a secure audit trail. Interestingly, there are many on going researches to facilitate
the delete and edit operations in blockchain [140]–[142].
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7.5 Advantages and Disadvantages

Healthcare DT (HDT ) provides some advantages as bellow:

• HDT can pull external data outside of the system. The data will be extracted
and then it will be stored according to the described mathematical data model
in Section 4.2. In this way, the accumulated data does not have to go through
data conversion techniques, is an important feature of our proposed system.

• The proposed HDT system is dependent on a concrete mathematical data
model. The mathematical data model ensures the collection of structured
data from different dimensions. According to the proposed system, the data
can be used as it is, for creating DT instance for a patient.

• The HDT system is volatile because of its adaptable nature. The system could
be deployed nationwide and at first it could start with a set of hospitals, later
on, more hospitals can register under our proposed system and mathematical
data model will be dynamically changed to perceive more varieties of patient
centric data.

• The HDT system does not primarily depend on the data available from the
internal system. Based on requirement, the system can extract data from
outside systems with the consent of the data owner, in our case which is
patient. Because of this aggregation of data, the system will evolve with time
and the inclusion of more entities, e.g., hospitals, stakeholder, and so on, will
be facilitated.

• With the help of Share Data protocol, hospital or other stakeholders can share
and stop sharing data in a consistent way. The defined sharing requests are
being recorded on-chain which can stop repudiation and other threats.

• Storing all the raw data (e.g., file data, patient test data, physicians’ prescrip-
tions, and so on) in an off-chain database, in our case BigchainDB, mitigates
the overburden of insurmountable data. It makes the system more fast and
easy to iterate.

• A private blockchain based system gives the amenity to exploit all the features
of blockchain which helps building a synchronized environment. Decentraliza-
tion, transparency, and other benefits of using the blockchain technology, can
be achieved, would have been more complicated other wise.

However, the current development has some disadvantages as presented below:

• All the patient relevant data has been stored in an off-chain database, in our
case BigchainDB as according to HIPPA and GDPR patient should have the
amenity to delete the data which opportunity blockchain technology does not
provide. Because of this, all the data are being stored encrypted in BigchainDB
with the owners’ public key as a result the data is not accessible to other enti-
ties. However, the amenity of deleting data is not being properly accomplished.
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• According to our proposed model, the users of HDT are not eligible to access
the external patient data except for the authorized entities. After developing
some proper access control mechanism and APIs, this problem can be solved.
Future work

• There are some scenarios where patient is not in the condition to share their
data beforehand, e.g., accident, severe health condition, and so on. However,
this issue is not introduced in this model. Some other security threats can
arise from this amenity if it is incorporated without due considerations.

7.6 Limitations

There are some limitations of the proposed system HDT which are presented as
bellow:

• In our system, we have not discussed anything about data analysis. Forecast-
ing, health state estimation, and so on, are some results of incorporating data
analysis. With due consideration, it will be taken into account in our future
research.

• Usually, after deployment of a successful DT system, a raft of data are gener-
ated which are later used for data analysis. To fathom the system generated
data for HDT, there has to be some proper services and data analysis tech-
niques for generating knowledge. However, it was not in the scope of our
research incentives.

• There are some exceptional cases where the patient data has to be disclosed
to some authoritative entity. In desperate situations e.g., death, government
ordinance, emergency, and so on, the data has to be shared or disclosed which
was not accounted for developing the HDT system.

7.7 Future Work

Now we will present some future plan regarding extending this research.

• The system performance is not analysed and not accounted as a scope of
this research work. In future we will examine the empirical influence and
performance.

• The HDT system can be used for simulation, forecasting, and estimation of
health state. We will extend our research work later to investigate these men-
tioned issues. It would be very efficacious if a predictive model can be built
on top of HDT. There are many other facets of DT that has to be accounted,
we will consider those in our next research.

• HIPAA and GDPR are top healthcare regulations introduced by developed
countries. As previously elaborated in Section 7.4, there are some dissimilar-
ities between HDT and HIPAA as well as GDPR. In future, we will try to
mitigate the mentioned dissimilarities.
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• In order to deploy our system in a real-life setting, it would be important to
understand the different perspectives of different users of the proposed sys-
tem. Also, the presented mathematical data model in Section 4.2 needs to
be evaluated according to the views of different users. To accomplish these
objectives, we would like to have a focus group discussion with some hospital
stakeholders, (e.g. hospitals, patients, physicians, nurses, relevant government
organisations, and so on). In future we will conduct a user-study covering the
hospital as well from the users’ perspectives toward our proposed data model
and will consider different privacy aspects of our proposed system.
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Chapter 8

Conclusions

At present, many developments are going on in order to subside the uncertain health
mishaps. Artificial Intelligence, Big data, and many more techniques are being used
without any due consideration of how this vast and diverse data can be accumulated
from the real world conveniently and store them securely. The digital twin technol-
ogy can enable an effective way for collecting data and generating insight through
analysis. But this data, being generated through numerous processes, needs to be
systematically stored with proper security and handled by a compact system, which
can also render all the requirements to create a digital twin in the healthcare sector.
With these motivations in mind, our article presents a concrete mathematical model
of Digital Twin for healthcare, proposes the Healthcare Digital Twin (HDT ) sys-
tem and provides the protocol flow for the system to coincide with the mathematical
model.

The main contributions of this article are the following. The HDT is proposed with
the incentive of remedying the segregated data collection process by incorporating a
defined mathematical data model with which patient relevant data can be collected
in a regulated way. The model has emphasized three core stages: Pre-Hospital Ad-
mit, Patient Disease Diagnose, and Surgical Operative Procedure, as these stages
present the three most important stages for a patient. Next, the architecture of
the system, being integrated with blockchain, is constructed with the defined data
model in consideration, so that users can use the data for other purposes without
any conflicts. With proper protocol flows, there are some illustrations of how the
system can be used for different use cases.

It is understandable that, even with the state-of-the-art technologies, a digital twin
of a full patient body is still out of reach because of the extant nuances in the
human body. There are a raft of opportunities to decrease this gap. We strongly
believe that the proposed model and system in this article will be a step towards
fulfilling this goal. In future, we will develop the proposed system and examine its
applicability and performance.
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