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Abstract

Multi-Factor-Authentication is one of the most used services nowadays by all kinds
of people, especially by many organizations. People use this service to authorize
their stored data and to access it without any security disturbance. As the use of
different storage systems for various types of data is increasing, we need to focus on
security. Any kind of security threat can be a great threat to any company. While
checking the most recent surveys of different security issues we find that 94% of
organizations are moderate to extremely concerned about data security. According
to research from Intel, insider threats are responsible for an incredible 43 percent of
all breaches. Half are intentional and half are accidental. [62][42] In this paper, we
are proposing a fully secure data flow for data security with data encryption, IAM,
IDAAS, AAAS, MFA, and SAML to prevent unauthorized data access and insecure
data storage. With these models, we can control access and authorization to secure
both data storage and stored data access.

Here, this system focuses on secure authentication, authorization, and access data
control by using a multi-layer security system. In this multi-layer security system,
there will be Multi-Factor-Authentication along with Two-Factor-Authentication via
email or phone. To ensure security, this system has a key-exchange system where the
primary key and secondary key will be generated as a One-Time-Password for super
admin and co-admin. Then the system will check the OTP in the Key Exchange
process. In the future, the system will also be adding biometric authentication in
this system for the co-admins. There will be two biometric options which are Irish
Scanner and Fingerprint so that we can ensure the high-level authentication security
for this system.

Keywords: TFA, MFA, Real-time computing, Multi-layered,Security System |,
Key-exchange, KSU key exchange, session timeout, bio-metric Super-admin, Co-
admin, Verification, Primary server, Backup server, Data server, URL, Launch,
Request, OTP, actor.
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Chapter 1

Introduction

In this age of modern technology, every user is becoming more concerned about
security and privacy. Every system is considered a secure system when it can ful-
fill the following criteria: accountability, accessibility, authentication, authorization,
confidentiality, and reliability. This system proposed a multi-layer-security service
based on authorization and authentication. Because the security of this system
is built on identity verification processes, Two-Factor-Authentication, Multi-Factor-
Authentication, and key exchange algorithms, KSU ;| and key hashing are important
components. In this system, primary and secondary one-time-passwords will be gen-
erated and those will be secured through the hash function. To run the system, there
will be several defined roles for individuals, and all those individuals will manage
and support the infrastructure. Furthermore, because this service will demand email
for those one-time-keys, they will be provided to the co-admins through email for
verification, which will help the user to launch the significant task. As a result, the
user may be able to obtain the key and gain access to the system.This system is
fully designed to give full security to any system by providing secure access with
authentication, authorization, and the newly introduced key-exchange algorithm,

KSU.

1.1 Aim of the project

Multi-Layer-Security is the technology to secure and protect users’ data which is
stored in an architecture via system providers. People are using different system
providers to store their data, and their main concern is the security of their data
nowadays. Authentication has all the security needed, but still, there are some
issues people are facing while using different security services. From some of the
recent surveys, we know there are huge cybersecurity threats that we have to solve.
The Different Security Alliance is already researching this security issue, and they
have some good models for service security. We analyzed and discovered that these
models might be used in tandem to avoid data leaks. Mis-configuration was iden-
tified as the most critical security issue by organizations (68 percent), followed by
unauthorized access (58 percent), unprotected interfaces (52 percent), and account
hijacking (50 percent). [62] To address these security concerns, we suggest a com-
prehensive approach that can mitigate the risk of all of the vulnerabilities raised
in the surveys. Furthermore, insider threats are a serious security concern for any
organization. Keeping that in mind, we want to work with Identity Access Man-



agement (IAM), which includes Identity as a Service (IDAAS) and Multi-factor
Authentication (MFA) for access control. Then for authorization, we like to work
with Authorization as a Service (AAAS). Next, for data security, we want to include
Advanced Encryption Standard (AES) and for secure authorization, we will use Se-
curity Assertion Markup Language (SAML). To conclude, this proposed model is
unique because we are giving options to the users to choose between layers and take
as much service as they require based on their system.

1.2 Background

When establishing a multi-factor authentication system, developers must be aware
of the risks associated with unlawful access to personal data, the risks associated
with a lack of scalable identity access, insider threats, and the necessity of data
privacy and confidentiality.

1.2.1 Data Breach

Unauthorized access to confidential data, burglary, information leakage, and unau-
thorized broadcast of intelligence information are all examples of data breaches.[15]
Data breaches may reveal personal information such as credit card numbers, Social
Security numbers, personal health information (PHI), personally identifiable infor-
mation (PII), or business information such as client lists, software source codes,
trade secrets, or intellectual property. Sensitive data and information are trans-
ported from an enterprise to a third-party due to a data breach. This will result in
a loss of control over the data in terms of storage and privacy [20].

1.2.2 Insufficient Identity, Credential, Access and Key Man-
agement

A lack of scalable identity access management systems, the inability to apply multi
factor authentication, the usage of weak passwords, and the poor management of
keys and certificates may all lead to a slew of dangers. According to the CSA,
hostile actors acting as legitimate users, operators, or developers have the ability
to access, edit, and delete data, as well as issue control plans and execute adminis-
trative responsibilities. They can monitor data transmissions or transmit malicious
software that seems to be from a reputable source.[51] As a result, insufficient iden-
tity, credential, or key management might allow for illicit data access and poten-
tially catastrophic damage to enterprises or end users. To communicate with other
programs, most online apps must employ numerous application program interfaces
(API). They're called application fundamentals as they help developers leverage
online services like Facebook and Pinterest, as well as services like Google Maps
and Dropbox, and any code that has been made available for use by multiple pro-
grammers and corporations. API keep the digital world connected. For example,
Facebook’s developer platform has over 10,000 apps that all use Facebook API [31].

API, on the other hand, offer significant danger if not utilized safely. An unse-
cured API exposes a database to malicious mining by cyber-criminals. The service
providers give APIs to software developers in order for them to create interfaces



that allow them to communicate with the system services.[13] Another layer on top
of the foundation adds to the security complexity, making it easier for security flaws
to penetrate the system. Clear-text verification or content transmission, unsuitable
approvals, unidentified access, reusable login information, or text categorization can
all obstruct services and customer access, limit monitoring and logging capabilities,
create unknown services, and API roles and responsibilities, and eventually lead to
service repudiation and denial. [37]

1.2.3 Insider Threats, Unauthorized Access

Threats posed by trusted insiders are just as significant in the system as they are
on-premise. Insiders can be current or former workers, contractors, or a trusted
business partner, anyone who does not have to breach a company’s defenses in order
to get access to its systems. An insider does not need to be malevolent to cause
harm; they might accidentally jeopardize data and systems. According to the 2018
Cost of Insider Threats study conducted by the Ponemon Institute, 64 percent of all
reported insider events were the result of employee or contractor carelessness. This
might involve mis-configured system servers, keeping sensitive data on a personal
device, or being a victim of a phishing attack. [30]

1.2.4 Data privacy and confidentiality

Data protection is the process of preserving a company’s data in any scenario, irre-
spective of where it is stored, whether it is at rest or in motion, and whether it is
managed internally or by a third party. When storing private or confidential data
on the storage server, users must maintain data confidentiality. To keep data pri-
vate, authentication and access control mechanisms are utilized. Improving system
dependability and trustworthiness might help with data confidentiality, authenti-
cation, and access control issues. [25] Customers do not trust service providers,

and it is incredibly difficult for storage providers to prevent any insider threats,
therefore keeping sensitive data directly in the system is extremely dangerous. Sim-
ple encryption suffers from the key management issue and is unable of supporting
complicated requirements such as inquiry, simultaneous change, and fine-grained
authorisation.[51]

1.3 Motivation & Research Objective

In the research we conducted to find the security issues in today’s system, we found
that there are so many failings in terms of maintaining the proper authorization,
authentication, and data access control together. Some systems are providing only
data security and some are ensuring proper authentication, but it is found that there
are no such models which will be secure enough to provide all three of the concerns,
which are authorization, authentication, and data access control, that we need to
provide altogether to make a fully secure system.

In this paper, we are implementing a system security model where this system



ensures access control, authorization, and authentication together. In this way, this
stored data will be secured by encryption and access will be controlled by authorities.
Specific data will be accessed by the specific authority fixed by the administrator.
It will ensure data security and prevent any kind of unauthorized access, as well as
prevent insider threats. The objectives of this research are:

e Security threats and issues.

e Prevent data breaches.

e Reduce unauthorized access.

e Develop a full secure control panel for organizations.
e Give authorized access control and management.

e Prevent insider threats.

e Secure data privacy and confidentiality.

e Use IAM, IDAAS, AAAS, MFA, TFA and SAML together to protect the data
in the system architecture

e Secure data access and authentication with KSU Key-exchange algorithm for
authorization.

e Ensure full system security, including data encryption, identity access and
management, and storage security.



Chapter 2

Literature Review

According to different Web Services [19], one of the world’s largest security service
providers, multifactor authentication is a great method for safeguarding system
accessibility because it adds an extra layer of security to the traditional username and
password authentication.They implemented techniques that allow users to employ
knowledge (username and password) factors as the first level of authentication and
then supplement it with possession factors, such as having the user produce an
authentication code from an MFA-capable device. This is true for AWS accounts, as
well as individual accounts on Identity Access Manager (IAM). This is applicable for
different accounts, individual Identity Access Manager (IAM) accounts, and service
APIs. One-time passwords, hardware, virtual MFA- enabled devices, and SMS
authentication are all alternatives to MFA. A user’s account settings and resources
are more secure as a result of these several factors [23]. Given the industry buzz, it’s
a positive move for security services providers to embrace MFA, but it’s clear that
the majority of the attention is on possession considerations. The only issue with
this is that if a user loses their MFA-enabled device, their credentials are in danger.

The main drawback is that if a user loses their MFA- enabled device, their creden-
tials are at risk of being stolen. There isn’t a single inherence factor accessible for
use among the service providers. This necessitates evaluating and analyzing the
inclusion of inherence factors (what a user is) in order to improve security and solve
the issue of potential loss of possession elements. It would also be important to
figure out why companies haven’t included biometrics in MFA, for example. One
of the major threats to security is that data owners have no control over their own
data after it is stored on the server. Therefore, there is a need to protect data in un-
trusted object environments. Every system does not guarantee such security factors
as confidentiality, integrity, identification, etc. [43], [61]. Different cryptographic
techniques can be used to protect data [9], [55]. Authentication plays an important
role in protecting against unauthorized access to stored data. This is the first step
toward information security.



2.1 Related Work

The authentication method described by Jing. [50] is based on the SAML protocol.
This author investigated the security difficulties with bidirectional authentication
and proposed a solution that includes a link between the certificate authority and
the certificate authority’s challenge-response. The session key is distributed to ser-
vice providers and users. It offers some methods for ensuring the session’s protection
and security, as well as resolving some issues with data transfer. It is possible to
avoid replay assaults in resource transformation by using consistent identity re-
source utilization, in detailed. [48] have created a methodology for establishing a
safer identity management (IAM) system in security. It was accomplished by com-
bining multiple authentication mechanism technologies into TAM. It displays the
validation of user identities as well as the concealment of the user’s actual identities.
Various security measures can be provided in identity management systems to ac-
complish system security. Wang [53] proposed an approach for ensuring the security
of users, services, and information access in a system. In a manual authentication
strategy, there is a risk that third-party providers will misuse login information. If
we adopt a manual identity management solution, there is a possibility that third-
party vendors would use user credentials to launch malicious attacks on the server.
As an outcome, a single-sign-on (SSO) approach is implemented, allowing users to
use their one-time password (OTP) to access apps and resources at any time. It
demonstrated how the OpenlID, OAuth, and SAML protocols are utilized to facil-
itate authentication [35].Jiang et al. [49] examined and identified a set of security
difficulties, identity threats, and limits in the environment, with an emphasis on
identity and access management and security services. This study examines various
protocols and their regularly used mechanisms from various perspectives. We can
see that these protocols are only used to hide the identities of end-users communi-
cating over the system, not for the information that is carried over the system, by
analyzing numerous criteria such as Infrastructure as a service (IaaS) [40], [28].

Existing techniques are unable to concentrate on authentication validity as data
flows across the service environment [58], [46], and [54]. To provide security for
identities, information, and data flow, the proposed architecture employs the SAML
protocol, robust authentication servers, IDS servers, and Penta Tope-based Ellip-
tic Curve Cryptography [59]. To ensure the security of identities, information, and
data flow, the proposed system employs the SAML protocol, strong authentication
servers, IDS servers, and Penta Tope-based Elliptic Curve Cryptography [7] to send
messages in an encrypted format. to secure the present system’s encrypted data sim-
ilarity search algorithms [57], which cyber attackers can successfully breach utilizing
known cipher assaults. Similarly, this section covers a variety of alternative ways for
security performance monitoring, multiple apps, and service platforms.Patel Y et al.
[52] advocate the implementation of a multi-level authentication system to secure
the network from illegal access and the implementation of security steps to prevent
user data from being stored in any storage system. It provides security services in
a system context. It consists of two schemas, Site 1 and Site 2. Site 1 consists of an
application server and a database server, as well as a web interface via which users
can submit or retrieve data from any safe system.



Banyal R K et al. [19] created a multi-factor authentication framework for various
service providers, and a valid ticket was issued for the authorized service user by the
ticket database. This framework includes an authentication mechanism that may
operate with standard authentication techniques. A system validates this structure
by authenticating the user based on a variety of factors including login, passwords,
and captcha. Pippal S et al. [17] found a novel solution, a shared database struc-
ture method, that enables a bigger number of renters (enterprises) per database
server owing to the database single feature, which satisfies database needs from
many groups in different places. Authentication and authorization are critical pre-
requisites. Due to client architecture, some traditional authentication methods are
addressed. Authentication ensures that the data presented reflects a request to be
authorized by a particular object [11], [36]. The majority of web-based systems and
services use a basic login strategy to achieve identification and authentication needs.
There are various methods to individually authenticate the person [21] [12]

2.2 Methodology

The purpose of the proposed model is to secure systems storage, data, and access
management with TAM, IDAAS, AAAS, MFA, SAML, and AES Encryption. This
system follows the TAM, or Identity and Access Management, framework to ensure
data access control so that critical information is only accessed by the people it is
authorized to. The system makes sure that all the data of the users is protected
and prevents unwanted data access. Here, the system service will work as IDaaS,
or Identity as a Service. This service allows its users to manage their identities
in a secure authentication and authorization process. It will be built and hosted
in the system for the user’s security. In this system, Authentication as a Service
ensures the authentication of the system. It makes sure the users are originally
authenticated to get the data access. To provide security, it uses MFA, or Multi-
Factor-Authentication, to ensure the AaaS.

In this system, multi-factor authentication is employed, and co-admins must submit
two or more verification factors in order to access the data and design. The sys-
tem employs the industry-standard SAML, or Security Assertion Markup Language,
which enables providers to authenticate users and transfer an authentication token
to another user in order for that user to get access. In this system, SAML will
generate and pass two keys known as primary and secondary keys between two co-
admins. After that, the key exchange verification will happen, and after successful
key insertion, the co-admins will get access. The random keys will be 8 bit long, and
a total of four keys will be generated to ensure the highest security of the system.
In this way, data access, authorization, and authentication will be provided in this
system.

2.2.1 TAM

Identity and Access Management (IAM) is a security discipline that enables the
right individuals to access the right data at the right time and for the right reasons.
IAM solves the mission-critical requirement of making proper resource access across
increasingly varied technological settings.



IAM often consists of the following characteristics:

e Single Access Control [48] Interface: IAM solution provides a clear and con-
sistent access control system for all secure service platforms. All services can
utilize the same interface.

e Extra Security: Users can specify extra security for important applications.

e Resource-level Access Control: Business owners can define responsibilities and
provide people access to resources at various granularity levels. [26]

1AM LAM
configuration phase operation phase
 ee— — .
'| | Registration of Present user :
user IJdJentity Identity identity
il e management ¥ :
: Provisioning of Authentication :
:. credential(s) by credential(s) | |
f [— | Access | ﬁ !
: Access ]
: authorization management Access control :

Figure 2.1: TAM-phases [48]

IAM Domain:

e Identification: Defines the process whereby a user, software, or device asserts
its identity.

e Authentication: A user or application must submit a set of credentials, such
as a password or an authentication token, to get access to a system.

e Authorization: Following authentication, the system determines if the user
has permission to do the desired activity by comparing it to a stored access
control matrix.

e Access Governance: The processes and procedures for requesting, approving,
granting, managing, and auditing access.

e Accountability: The user or program gaining system access must be held re-
sponsible for the acts performed within the system.

There are more factors to consider for comprehensive identity and IAM coverage in
the service. Management of Privileged Access (PAM) It explains the methods for



granting privileged access to information resources. This might imply granting sys-
tem administrators access to the underlying operating systems deployed on virtual
instances in protected systems.[14]

IAM service components

AUTHENTICATION - "AUTHORIZATION
SERVICES SERVICES

m Single sign-on - m Roles

m Multifactor m Rules

authentication

m Session and token
management

m Attributes
(e.g., metadata)

" Governance
Framework
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Figure 2.2: TAM Components [48]

Identity and Access Management (IAM) enables administrators to regulate who has
access to certain resources. With an TAM architecture in place, IT managers can
monitor user access to information in their businesses. The IAM solutions offer
role-based access control, which allows system administrators to regulate access
to systems or networks based on user roles inside the organization. The following
should be done by IAM systems: capturing, recording user login data, managing the
company database of user identities, and organizing access privileges assigning and
deleting. This means that IAM systems should provide an overview and visibility
of all aspects of the user base of the firm to a centralized directory service. In this
model, it will be used to manage data access control for the service users. By using
this, the company or organizer user can assign the authority to access a specific
amount of data.

2.2.2 IDAAS

Identity as a Service (IDaaS) is a SaaS-based IAM product that enables companies
to give safe access to an increasing number of software and SaaS services via single
sign-on (SSO via SAML or OIDC), authentication, and access restrictions.

The core aspects of IDaaS are -
IGA: The two most critical components of IDaaS are the provisioning of users to
securely access apps and password reset capabilities.



Access: User authentication, SSO, and authorization are all supported by federa-
tion standards such as SAML.

Intelligence: Monitoring and reviewing of identity access logs.

An identity service’s goal is to ensure that users are who they claim to be and to
provide them with the appropriate forms of access to software applications, data,
or other services at the appropriate time. If the infrastructure for this is created
on-site, the company must determine what to do when an issue emerges. IDaaS can

be used for a variety of different purposes. One such application is adaptive multi-
factor authentication. This is a feature that allows users to send several factors to
access the network, boosting security over single-factor authentication, and access
is allowed dynamically based on the risk of the user. Single sign-on is another
application. This enables users to log into the network perimeter once and access
any section of the company’s permitted constellation of applications and resources
with a single effort. [61]

IDaeSt —————y disseminate IDaaS2
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' /7 adapt # adapt
' SPSL L

H=F )

PEP App Proxy| =

encrypt PII

— SPs

Gl=sB| )

PEP App Proxy

# Home domain @ Visitor domain
Figure 2.3: IDAAS as a model [39]

Identity as a service is authentication designed and managed by a third-party sup-
plier to provide users with appropriate access to appropriate resources. In this layer
1 security paradigm, system designers wish to leverage this service in conjunction
with TAM to allow experts to manage data access control. IDAAS improves cyber-
security while saving time through faster login and fewer password resets. The user
will feel secure with this service regarding the authorization issue. It will assign an
identity here in order to access the data.

2.2.3 AAAS

Users can access the UIDAaaS engine as a standalone service. This mechanism
consists of three algorithms: APG, AKG, and Auth V. The user first requests the
new user page and enters their credentials. Users initially request access to various
services. Authentication consists of two phases. The first step is to create a new
user, and the second is to update an existing user’s information. APG generates
a password for the user and sends this to the user’s registered email, which is also
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stored on a remote server, once the user enters their login credentials. AKG gen-
erates an Auth _key server and keeps it in an encrypted format on the server.When
new users access their email accounts, they can see their username and password.
The user inputs the user ID and password from the login page. It uses the authen-
tication key generation technique to generate a user Auth key. AKG creates 4,444
Auth key users during the login procedure. Users can access services if their Auth
key matches the server’s Auth key; otherwise, their request is refused. UIDAaaS
Algorithms under Development: The UIDAaaS (User Identity-based Authentication
as a Service) algorithm suite consists of three algorithms:

e Authentication Password Generation (APG)
e Authentication Key Generation (AKG)

e Authentication Verification (Auth V).

The APG and AKG algorithms are proposed for use in the verification process for the
system’s storage as a key generation method that is also available as a service. APG
delivers the password to the registered email address of the system user. CU can
access any CSP service with the aid of an id and password. Following authentication,
CU may modify the passwords to his liking. The suggested verification algorithm is
made available as a separate Authentication as a Service (AaaS) from a CSP.

3. Token SMS  gug Getway

3. Token SMS
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AntHenticatipn Server Access Management
Web service App sServer
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Figure 2.4: AAAS Model [39]

Authentication as a service allows corporations to simply implement multi-factor
authentication to safeguard access to any service, from any device, from anywhere.
This service is used in this tier to securely authenticate an organization’s person-
nel through multi-factor authentication (MFA). Authentication as a service uses
multi-factor authentication (MFA) for login security, which combines two or more
authentication aspects for identity verification. It might be as follows:
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recognizable, like a one-time pass-code (OTP) or the answer to a secret question
owned by users, such as a smartphone the users have something unique about them,
such as a fingerprint or face scan,

To accomplish multi-factor authentication, the authentication method must include
at least two distinct technologies from at least two distinct technology groups. As a
consequence, although using a PIN in conjunction with a password is not considered
MFA, using a PIN in conjunction with face recognition as a second factor is. It is also
permissible to use more than two authentication methods. However, most people
desire frictionless authentication, which is the ability to be confirmed without having
to go through additional security processes.[16]

Authentication as a service also supports cutting-edge technologies such as FIDO
open standards, biometrics (including facial recognition and fingerprint scans), out-
of-band authentication (such as Cronto), QR-like codes, and next-generation hard-
ware. So, this is the future of system security. [32]

2.2.4 MFA

MFA is a type of authentication that requires a user to provide two or more verifi-
cation factors in order to get access to a resource.

MFA’s primary benefit is that it strengthens the security of any company by forcing
users to identify themselves using more than simply a login and password. While
usernames and passwords are essential, they are subject to brute force assaults and
are easily stolen by third parties. Enforcing the usage of an MFA element, such as
a fingerprint or physical hardware key, boosts your organization’s confidence in its
capacity to defend itself from fraudsters.

MFA functions by demanding more verification data (factors). One-time passwords
(OTP) are one of the most common MFA challenges that users confront. OTP
are four to eight-digit codes delivered to customers by email, SMS, or a variety of
mobile apps. On a regular basis or when an authentication request is submitted,
OTP generate a new code. The code is largely dependent on a seed price given to
the user when they initially register, as well as a few extra components, which may
be as simple as an incremental counter or a time value.

The majority of MFA authentication techniques use one of three types of additional
information:

e Personal information, such as a password or PIN.
e Possession of an item, such as tablet or smartphone
e Inherent, such as fingerprint recognition or voice recognition

When it comes to authentication factors, identity as a service (IDaaS) solutions like
One-Login offer many more MFA authentication choices and can interface with apps
outside of the Microsoft ecosystem more simply. [8]

MFA is a kind of authentication in which the user is required to provide two or more
verification factors in order to get access to a resource such as an application, an
online account, or a VPN. MFA is a necessary component of a successful identity
and access management (IAM) policy. Here, in this model, users can choose be-
tween two-factor authentication and multi-factor authentication. Users’ companies
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Figure 2.5: MFA [24]

or organizations can choose the service as per their needs. If the company needs to
secure its data access highly, we would suggest going for multi-factor authentication.
If they do not need high security, then they can always go for two-factor authen-
tication, which will help them to use less storage and pay less. Most companies
nowadays want to store their data in storage. Among various pieces of data, there
is financial data that needs more than two-factor authentication. So, in that case,
the model would suggest they go for MFA, which requires them to use what they
have, what they know, and what they are. This authentication service can be the
best way to secure unauthorized access and prevent insider threats.

2.2.5 SAML

SAML stands for Security Assertion Markup Language. It is an open standard based
on XML that allows two parties to exchange identity data: an identity provider
(IDP) and a service provider (SP).

Identity Provider: Authenticates the user and transmits the user’s identity and
MFA to the service provider.

Service Provider: Trusts the identity provider and provides the requested user
access to the resource.

SAML operates by sharing user information between the identity and service provider,
such as logins, authentication statuses, IDs, and other important aspects. As a con-

sequence, the authentication method is simplified and safe because the user only has

to log in once with a single set of login credentials. As a result, when a user attempts

to visit a site, the identity provider authenticates the user to the service provider,

who then grants access to the user. SAML employs a claims-based authentication

methodology. When a user tries to visit a website, the service provider seeks au-

thentication from the identity provider. The identity provider’s SAML assertion is

then used by the service provider to allow the user access. Let’s look at an example

to see how the workflow works. [§]

The user runs their browser and navigates to the web application of the service
provider, which authenticates with an identity provider.

e The web application responds with a SAML request.

e SAML inquiries are delivered to the identity provider via the browser.
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e The identity provider parses the SAML request.

e The identity provider verifies the user’s identity by asking a login and password
or another kind of verification. NOTE: If the user is already approved, this
step will be skipped.

e The identity provider generates the SAML response, which is then transmitted
to the user’s browser.

e The browser sends the generated SAML response to the service provider’s web
application, which verifies it..

e If the verification is successful, the user has access to the online service.

Security Assertion Markup Language |(SAML) Authentication Process

Losgin Screan
—]
o
| ]
*_ 1

EA e AT

dictive Direchory User
Dats Bade 2

FAML Identity Prowides
‘% SECRET

Figure 2.6: The SAML Authentication Process [4]

SAML is a free and open authentication protocol. Based on the Extensible Markup
Language (XML) architecture, web applications use SAML to exchange authentica-
tion data between two parties: the identity provider (IdP) and the service provider
(SP). It will offer further protection to the authentication at this layer. It will aid
in the exchange of authentication credentials between I'T partners. As a result, the
authentication data flow will be safeguarded, and identity access management will
be handled safely in the system.

2.2.6 AES Encryption

To secure sensitive information, the US government chose the Advanced Encryption
Standard (AES) as a symmetric block cipher. The National Institute of Standards
and Technology (NIST) highlighted the need for a replacement for the Data En-
cryption Standard (DES), which was becoming vulnerable to brute-force assaults,
in 1997. Around the world, AES is used to secure critical data in software and hard-
ware. It is crucial for federal computer security, cybersecurity, and data protection.

[38]

In this model, we used AES, or The Advanced Encryption Standard, also known
by its original name Rijndael, which is a US-developed technique for electronic
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AES Design

128 bit
192 bit
256 bit

128 bit

192 bit Cipher Text
256 bit

Figure 2.7: AES Design [45]

data encryption. We required one of the best data encryption solutions for data
protection.Encrypting data before storing it ensures the confidentiality of the user’s
data. In this proposed model, the client’s data will be encrypted by AES and then
stored in storage. When an authorized person tries to access this data store, it will
check the IAM and authentication and then decrypt the specific data authorized for
that user. [10]

2.2.7 Key Exchange

In the key exchange method, two parties exchange their encrypted keys to get access
to the data. This is one of the security protocols for ensuring a secure system
environment. It also makes sure that unwanted persons can not get access to the
data. This type of key exchange is made with a cryptography algorithm. [44]
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Figure 2.8: Key Exchange Between Two Parties [60]
If two parties want to exchange the keys between them, then only they can access

the data. These keys must be encrypted. The message will be encrypted from the
sender’s side, and it will be decrypted again from the receiver’s side. [5]

15



Chapter 3

System Requirements
Specification

3.1 Functional Requirements

Every system or application needs to fulfill functional requirements, which include
system requirements, user requirements, and business requirements. This will de-
scribe this system’s behavior and its output.

This system has an 8-bit One-Time-Password key-exchange verification system
while logging in for both users and admins, which will be providing authoriza-
tion, authentication, and data access control.

While using this multi-layered security system in a time of key exchange, both
primary and secondary keys for co-admin 1 and co-admin 2 will be provided
via email.

After verification, the task URL will be provided by email.

The system also has a session time out system which will be active in hours.
At that particular time, the user needs to finish its given task. Once the time
ends, the URL will not be active anymore.

In the event of an intruder attack, the system will be shut down instantly, and
the attacker’s laptop or computer’s Mac address will be banned.

3.2 Non-Functional Requirements

To judge the operation of the system, explain some of the non-functional require-
ments below which fulfill the requirements of this system and provide the best ser-
vices. By using non-functional requirements, customers can judge the system’s op-
erations through these constraints or requirements imposed on the system.

Portability: It’s easy to convert a system running on one platform to run on
another.

Reliability: The ability of a system to operate continuously and in a user-
acceptable manner when operating inside the environment for which it was
intended.
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Availability:  The service should be accessible at all times via a search
engine and should be restricted mostly by the server downtime upon which
system is executing.

Maintainability: A private service is used to administer the server, and
authorization and authentication will be ensured by the system.

Security: High access security in a layer-based system to ensure data secu-
rity, authorization, and authentication.

User friendly: The system should be simple to use.
Performance: The performance should be quick.

Safety: The system should be efficient enough that it does not hang when
the supervisor, super admin, or co-admin runs it regularly.

Privacy: The system’s data should not be divulged to anyone.

This system is mainly focused on software or application-based components rather
than device drivers or operating systems, as this system has a minimal amount of use
for both device drivers or operating systems. The operating systems are as usual,
like keyboards, monitors, disk drivers, etc.

3.3 Software Components

PHP: This system backend work is done by PHP. Using PHP, this system’s super-
admin admin and user dashboard create, task form create, task assign, primary and
secondary key generate, key verification, request accept, task confirmation status
update, task launch different work has been done.

Control

Database
Support

Figure 3.1: PHP [47]
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Phpmyadmin: In these systems, there will be a need for three types of databases:
super-admin, co-admin, and user. As this system is still a prototype, the attributes
for super-admin and co-admin details are limited. While developing this system,
the attributes will increase according to its needs. The user database table has a
primary and secondary key generation option from where the system will check if
the One-time-password has been cross-verified and then the super-admin can launch
the task. Also, tasks can be updated and edited by the superadmin.

php

Figure 3.2: Phpmyadmin [18]

Diagram.net: For this system’s design flowchart, workflow diagrams, in short, all
types of diagrams have been drawn by the draw.net online software tool.

Py diagrams.net

Figure 3.3: Diagram.net [1]

Laravel: This system’s framework is done by Laravel as it follows a model-view-
controller design pattern. Along with this, Laravel uses an MVC architecture system
and CMS to reduce the complexity of this system’s website.

@ Laravel

Figure 3.4: Laravel [41]

CSS: Cascading Style Sheets, or CSS, were used to style and layout the web pages
of this system’s website. It can be used to change the size, spacing, color, and font
of material, as well as add ornamental elements and different sorts of animation, or
split content into columns.

Figure 3.5: CSS 3 [22]
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HTML: For providing tasks URL links through email, to create different attributes,
structure section, tags, Hyper Text Markup Language (HTML) is used in this sys-
tem.

Figure 3.6: HTML [3]

JavaScript: Javascript has been used for different complex features in this system,
like cross key verification and a hash function to send email as a confirmation.

Figure 3.7: Javascript [6]

XAMPP: As this system is a prototype, it’s been hosted on a local server through
Xampp as a test base before releasing this system to the main server.

XAMPP

Figure 3.8: XAMPP [56]

3.4 Organizational Security Impact

This system will prevent consumer mistrust. Day by day, this generation is fully
converting to servers where the system stores all the data. There are lots of providers
who sell or misuse the client’s data. As a result, clients or consumers mistrust the
providers. But the system providers have zero tolerance for any kind of data breach.
The system providers fully believe in privacy no matter what type of data the system
has. It has seen many different cases where providers neglect the smaller privacy
issues, which leads to bigger losses for the organization. The system providers
will always be aware of smaller ones, even if the vulnerabilities are minor ones.
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Sometimes black hat hackers try to break the system to get money from the clients,
which will be a great loss and a psychological toll on the organization. This system
ensures that this type of case will never happen by using the primary and secondary
8-bit OTP key exchange systems. While upgrading this system along with the time
and requirements, there will never be a security gap from the system provider’s side.

3.5 Ethical Consideration

No Internal Data Breaches- No internal data breaches from system providers.

Reliability: In these systems, there is MFA and TFA for authentication or au-
thorization so that the customers can fully rely on the system.

Privacy and Confidentiality: While using this system, any organization’s sen-
sitive data and information will be stored with full confidentiality so that no third
party can get access to those data.

Piracy and sabotage: No data or information will ever be shared with any other
rival organizations or competitors.

Liability: The system providers will never guarantee anything that cannot be done
by the system. System providers will only take money for the services that are
provided to the system clients. There will be no hidden costs for anything.

3.6 Risk Management & Safety

As a system provider, it will make sure that there will be no third-party involvement
while monitoring and controlling the data. Sometimes there can be server issues for
which the workflow can be hampered and data can be lost. To prevent these types
of issues, this system will ensure a backup server so that there will be a proper flow
of work with no data loss.

In this system, there will be multiple bio-metric authentication systems so that if
any person finds any problem with one bio-metric system, they can use another one
while logging in. To ensure proper time management, this system will be using a
time countdown system for session login. There will be one-way communication
between the primary and secondary servers, so there will be no chance for trade
information to be leaked from this system.

3.7 Economical Impact
This system is a layer-based system, so clients can easily customize and take the

security services as per their requirements and as per what they pay. So, there will
be flexibility in the economic sector. This system offers a customized and layer-based
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security system, so from this point of view, it will be software that may require some
extra expense to provide the clients with the best service. Clients of this system
will handle any economic transaction or any data regarding the economy. It will be
kept as very sensitive data, which can be accessed by only the super admin.

3.8 Economic Feasibility

Financial analysis includes a method and an attempt to ensure that it is repeat-
able and likely to be completed. This feasibility basically evaluates the new process
performance, evaluating the current system’s expenses and revenues as well as the
proposed service’s advantages, and if it would exceed its lifetime costs. In other
words, it must be an accurate cost-benefit analysis before any action is taken. To
calculate the total cost of ownership, costs must be estimated for:

Total Estimated Cost For the Project:

Operation cost:

Server 10k- 12k Per Month
Storage 100k Lease
Network Connections 10k Yearly basis

4 Developers - per month 50k,

1 Project Manager-per month 40k,

2 System Designer - per month 50k,

1 Security Specialist- per month 60k,
1 Network Specialist- per month 50k,
1 Documents Writer - per month 30k.
Infrastructure costs 60k-80k Per month

Employee Cost

Table 3.1: Operation Estimated Cost Project

Hardware Cost:

Hardware Specification 500k - 600k

Hardware-Maintenance 100k Yearly basis
New or retired hardware costs | 100k Yearly basis
(along with future hardware)

Table 3.2: Estimated Hardware Cost Project

Software Cost:

License Cost 60k Yearly basis
Purchase Cost 100k Yearly basis

Table 3.3: Estimated Software Cost Project
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Maintenance Cost:

Application Update Cost 50k per month

System Update Cost (software | 100k Per month
version update and purchase)

Table 3.4: Estimated Maintenance Cost of the Project
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Chapter 4

KSU Key Exchange Algorithm

4.1 Introducing the KSU Key Exchange Algorithm

KSU is an algorithm for key exchange algorithms. Using this algorithm in a system,
two parties can complete the authentication process with four keys consisting of
eight bits each. Through this protocol, 8 bits of a primary key and 8 bits of a sec-
ondary key will be generated for each system admin, and each admin will provide
their primary and another admin’s secondary key for the authentication process.
After checking this key exchange process, admins can proceed to the system. This
key exchange algorithm ensures the authentication and security of the system. The
security of the KSU algorithm is mainly based on the four randomly generated secret
keys and the key exchange verification between two parties.

KSU Key Exchange Algorithm:

Let,

Ka= primary key for Co-admin 1

Kb= secondary key for Co-admin 1

Kx= primary key for Co-admin 2

Ky= secondary key for Co-admin 2

After requesting access from Co-admin 1 2

The system will generate — for Co-admin 1 — Ka and Kb keys

The system will generate — for Co-admin 2 — Kx and Ky keys

The System sends the email — Co-admin 1 — Ka and Ky keys

The System sends the email — Co-admin 2 — Kx and Kb keys

Both Co-admins will sign in with the keys they have given in their emails.

System Generated Keys | System Key Exchange Verification
Admin 1 Admin 2 Admin 1 Admin 2
Ka (8 bits) | Kx (8 bits) | Ka (8 bits) Kx (8 bits)
Kb (8 bits) | Ky (8 bits) | Ky(8 bits) Kb (8 bits)
16 bits 16 bits Total 32 bits

Table 4.1: KSU Key Exchange Algorithm

The system will verify — Co-admin 2 — Kx and Kb keys
The system will complete the verification process and Co-admin will proceed to the
system.
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Ka = & bits

Kb= 8 bits
Kx= 8 bits
Ky= 8 bits

Co-adminl = Ka + Ky = (8+8) bits = 16 bits

Co-admin2 = Kx + Kb = (848) bits = 16 bits

Total: 16 bits + 16 bits = 32 bits.

It will take 232= 4,294,967,296 attempts to break these keys.

4.2 KSU Key Exchange Algorithm Diagram &
Analysis

= Super Admin
Publish
LY
B Co-Admin 1 B Co-Admin 2
¥ ™y
Send Request Send Request
[ A
h hd
request processing request processing
i Y
Primary key 1(Ka) Secondary key 1(Kb) Primary key 2(Kx) Secondary key 2(Ky)
1 / \r\\
FPrimary key 1(Ka) Secondary key 2(Ky) Frimary key 2(kx) Secondary key 1(Kb)

sending signal to

active launch system

4{ Verification process - |

Figure 4.1: KSU Key-Exchange Algorithm Diagram

In this diagram above, a few steps of the process of the KSU key exchange algorithm
are shown. This process includes the request being sent into the system and then
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requesting processing with This requires the generation of two separate keys of 16
bits each for two actors (Co-Admin) for separate requests. Each key will have two
parts (Ka, Kb Kx, Ky). There will be an exchange of each key’s 2nd part with other
co-admins, and co-admins will enter the 2 parts of keys (for Co-admin 1 Ka Ky, and
for Co-admin 2 Kx Kb). Then there will be a verification check between these four
parts of the two keys after they are entered with the generated keys stored in the
system’s database. After the confirmation of the KSU key exchange process, there
will be a button called ”Publish” in this system’s super-admin interface that will be
active, and the super-admin will publish the task. This can also be the accessing
process of some top secure facilities and data centers, or for any sort of highly secure
and authorized place.

4.3 KSU Key Exchange Algorithm Cyclomatic Com-
plexity
This system’s complexity is calculated by cyclomatic complexity. As it can be used

as a quality matrix, used to measure the minimum effort with the best area concen-
tration for testing , it can guide the testing process. [2] It is easy to implement.

V(G) =E-N+2[2]

where,

E = the number of edges in the control flow graph.
N = the number of nodes in the control flow graph.

P = the number of connected components.

Edge=98
Nodes=98
p=2

So, cyclomatic complexity V (G) = E-N42P=98-98+2%2=4
Flow chart:

In the flowchart for code of key-exchange verification , login authentication and
authorization are given below:
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public function task_approval_reguest{Request $request)

$primary_key = Strorandom(8)

Sinput = $request-

$input['user_id"] = Suser_id = Authzus

$input prima

$input['secondary

$task = Taskowhere('id', $task_id)-

first(}-

toArrayi)

$request_sender = Auth-user()

Figure 4.2: Flowchart-Initialization
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$checkData = TaskApprovalReguestK

Figure 4.3:

“task_id" => $task _id, "user_id" => Suser id

$checkData

with('success’, Task approval reques nd successfu lhy.")

with('success’,"Y¢ 'or this tas

wcreate($input)

$admins = User::whereHas('roles’, function($q)

whereln{'name’, ['Admin'])

toArray()

Flowchart-check data and request update part 1
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uestBy)

al request for the task/
$task_id)-

update(

True

"user_name" => $request sender->n
“task _title" => Stask

['title’],

sendl ($details
$other_admi User: ('roles', function($q)

whereln{'name”, [Admin')

Figure 4.4: Flowchart-check data and request update part 2
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where('id', "1=", $user_id)-

get([id', 'name’, ‘'email'])-

foreach{$other_admins as $admin)

fevemeneaneen send email B A0MINS=-====e=--
$details_secondary =

"user_name" => $admin

['name’
"task_title

tof$admin['email])-

send(new TaskApp! { Oy ail{$details_secondary))

Figure 4.5: Flowchart-flowchart-check data and request update part 3
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‘prima ' a> ired’,
segmdag:ms: = Bl'%:lulmd

task_id

f-- form d
$requested_primary._| $request-

Sinput['user_i _id = Auth::user()-

$checkData = TaskApprovalRequestStatus:where

"task_id" => Stask_id, "user_id" => Suser_id

Figure 4.6: Flowchart-check key part 1
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redirect()-

‘task_id" => Stask id, "user _id’ => Suser id

first{)

StaskApprovalReguestPrimary ey primary_key'] 1= $requested_primary_key

/- match admi

re

route{'tasks.confirm_request’, [$ta

with("succe y key not match.’)

StaskApprovalReques

‘task id' => Stask id

toarrayl}

Figure 4.7: Flowchart-check key part 2
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toarray()

$taska pprovalReque

$checkSecondaryke:

wcreate($input)

Figure 4.8: Flowchart-flowchart-check key part 3
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4.4 Comparison with other key exchange algo-
rithm

The top two key exchange algorithms are RSA and the Diffie-Hellman Algorithms.
Both of them have some limitations. The proposed and implemented key exchange
algorithm, KSU, is more secure than the RSA and Diffie-Hellman Algorithms. How
KSU key exchange is a unique algorithm and why it is more secure than RSA and
Diffie-Hellman are given below.

e The RSA system requires a third party to verify the reliability of the public
key, but in KSU, no third party is involved as both primary and secondary
keys are generated randomly by the system.[29]

e In RSA, high processing is required for the decryption on the end user’s side
but in KSU, no high processing is required.[29]

e Unlike RSA, in KSU the keys are generated from the system side so it doesn’t
slow the data transfer rate even if the data is large. [29]

e Diffie-Hellman’s one of the biggest limitations is the lack of authentication
process. KSU ensures highly-secure authentication. [27]

e As there is a lack of authentication process in Diffie-Hellman there can be man-
in-the-middle attacks as a result the system can be vulnerable. In KSU there
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is no possibility of a man-in-the-middle attack as both primary and secondary
keys are randomly generated per session by the system and these keys are
hidden with a hash function in the system database.

e KSU is inexpensive in terms of resources and CPU Performance time compared
to Diffie-Hellman as KSU is not computationally intensive.

e With KSU both authentication and encryption are possible as a result it will
be one of the best and most secure key exchange algorithms.

4.5 Nobility of KSU Algorithm

KSU algorithm is a newly introduced algorithm in order to ensure data access and
authentication security. In this key exchange algorithm the system will randomly
generate four keys in every session. In every other key exchange algorithm there
is either a public key or a private key and among them one key is fixed in many
systems whereas in this system the keys will be generated randomly in every session.
There is no fixed key. These four keys won’t be used by only one person. It will be
used parallel in two co-admins interfaces by them. Both of them will use their own
primary key and another’s secondary key for the verification. In this way if both of
the co-admins can verify each other only then both of them can access the system.
Even if one co-admin verifies himself and another can’t verify himself, the system
can not be accessed by any of them. So, for accessing the system both co-admins
have to get verified with the keys they are provided from the system. For this reason,
it can be said that this key is a newly introduced unique approach to ensure the
secure authentication and data access control.

4.6 KSU Key Exchange Algorithm Security Against
Common Attacks

This system is secure enough to defend against dictionary attacks or brute force
attacks as-

e The system uses multi-factor authentication.
e This system will use biometrics in the future.

e The system will use a timer to countdown with a time limitation for any
particular task for the authorized person

e In the future, this system will be more secure with a session timeout for each
user.

e The system will generate random keys each time the admin/user tries to get
access.

e Each key will consist of 8 bits, and there will be four randomly generated keys,
meaning a total of 32 bits of keys are being used here for the key exchange
verification.
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e Normally, every new character of the key adds 95 possible letters, numbers,
and special characters to find the right one. So, it will be tough to find the 32
bits key.

o It would take on average 232=4,294,967,296 attempts to crack the key for each
session. This system is more secure because each time the admin/user tries to
get access, there will be newly generated keys that will never be used again.

This key exchange protocol will also defend against Men-in-the-Middle and Denial-
of-Service attacks as this protocol will generate entirely new keys every time. So,
these attacks can not be possible here. Also, this system will defend against most of
the attacks such as Malware, Phishing, SQL Injection, Password attacks, Cross-site
Scripting, and Internet of things attacks.
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Chapter 5

System Analysis

5.1 System Requirements

To enable a system, there are always a number of requirements that will need to
be present in the host of the system to run the system smoothly. This is a very
important milestone for the proposed system to work. Under this scope of work, the
system will be required to be analyzed in detail for functions, documents, actors,
attributes, diagrams, hardware quality, performance, and configuration. It is also
needed to check the software license, validity, quality, and other infrastructure of
this relevant security system. This system will run on any browser and device with
an internet connection. But it may vary from user to user. If this system is used
for highly secure facilities, then it will need to have access to MFA checking devices
and other hardware that may help the system to run smoothly in that particular
system.

To control the system, there will be a few roles for actors whose roles will be fixed,
and those actors will handle and maintain the system. Also, as this system will
require email or SMS options, there is a need for configuration for those features.
So that the user may be able to get the key to access the system. A key exchange
algorithm with an AES data transmission system will also be needed, including a
hash function to make it more secure. In the future, with more resources, this system
could be the leading security system with quality development.

5.2 System Design

During this stage, the comprehensive functional range defining and developing for
the developed system tasks is carried out in accordance with the conventional soft-
ware strategy. This is a critical stage in the development of any system. Given the
eventual development and deployment scope, the proposed system design should
be sufficiently resilient, scalable, user-friendly, and inter-operable. At this system-

designing stage, there will be a showcasing of design-related tasks and various stan-
dard system designs of diagrams. At this stage, there will be the identification
of modules by specifying technical diagrams such as use case diagrams, activity
diagrams, sequence diagrams, data flow diagrams, class diagrams, and window nav-
igation diagrams. For the convenience of the system, except for use cases, activity
diagrams, and sequence diagrams, all other types of diagrams have been included
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with the system’s architecture, and later on, the system architecture with its analy-
sis and detailed process will be presented. The USE CASE, workflow, and sequence

diagrams will be shown here separately.

5.2.1 WorkFlow
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Figure 5.1: Workflow Diagram for the Security System

37



5.2.2 USE CASE
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Figure 5.2: USE-CASE Diagram for the Security System
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5.2.3 Sequence Diagram
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5.3 System Architecture

In every system implementation, it is very important to have a proper plan or ar-
chitecture for the whole system to ensure the quality, security, and integrity of the
system. Without the proper workflow, it is very difficult to maintain system devel-
opment. Here, the details of the system’s architecture will be shown with proper

direction and workflow.
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Figure 5.4: Part One (SuperAdmin)
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Figure 5.5: Part Two (Co-Admin)
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These four initial parts will be joined and will act like one single system’s architec-
ture.
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5.4 System Architecture Analysis

In system security, it is always a concern about authentication and authorization
with the proper access method. Nowadays, people spend more money and time to
secure their secret stuff from the rest of the world. That is why security systems
are getting more complicated and step-based. In this paper, the proposed system
is also a security system that is based on the data access control of users with the
system of authentication and authorization. This system is a multi-layered security
system. This system is a bit complex, but as there is a saying, the complex is the
simple form for the person who practices it. That means if anyone uses this system
on a daily basis, then it won’t be a complex system for that user, but it will be a
complex system for hackers or new users also.

5.4.1 Login with TFA or MFA

This multi-layered security system, this system includes Super-Admin’s user id and
password with Two-Factor-Authentication or Multi-Factor-Authentication. In this
system’s scenario, there will be a super admin shown in part one of the system
architecture. The Super-Admin will sign in to the system by using the user id or
email and password. During that process, the system will ask for TFA or MFA-
related data access. If this is TFA, then the system will send an OTP to the user’s
mobile, or if this system is MFA-based, then the system will ask for the bio-metric
data the user gave before and store it in the database. If the credentials match,
then Super Admin will get access. By the same method of authentication, the two
co-admins of this system and the user of the system will get access. For data entry
clerks, there will be only TFA-based authentication with a login system.

5.4.2 Creating Roles and Actors

At this stage, after the super admin gets access to the system, the super admin
will create roles such as Co-admins, user/agents, and Data-Entry-Clerk, and assign
permission to perform limited tasks to their roles. After that, Super-Admin will
create those roles” actors. The Super-Admin will create exactly two co-admins, a
few data entry clerks, and n number of users for n number of places they want to
operate with this system. The forms of these three actors will have their details,
including username, email, name, and password. The users’ form will have a location
too.

5.4.3 Creating Task and controlling

At this point, Super-Admin will create tasks for the users with details of the task
and the proper direction to do the task. The task will be location-based, and Super-
Admin will assign the location. Along with that, he will also assign two types of
time. One type of time will be for the user to see the task. For example, after 30
to 40 minutes, the window with the task details the user was seeing will be closed
and the task will be automatically removed from the server or just from the user’s
interface. He will not be able to view the task details anymore. Another type of
time will be set for finishing the task and reporting back. After creating the whole
task, Super-Admin will submit it and the task will automatically pass to the two
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co-admins. Then two co-admins will view the task and will discuss it. After that,
they will assign a user, who is located where the task is assigned to do. The system
will also give them an update regarding the schedule of that user, whether that user
was assigned to a task before which is still incomplete or not. Then they will either
assign a new user or just force assign the task to the user, which will be in the
user’s queue. After the assigning process, the co-admin will see a button “send a
request for authentication.” Then Co-Admins will be asked to give their bio-metric
information, such as fingerprints, pulse, or anyone or more forms of the bio-metric
verification system. If the system verifies the two co-admins with MFA, then the
system will generate two keys. Each key will have two parts. This system will
have a key exchange algorithm that has been mentioned before, namely the KSU
key-exchange algorithm. After the key exchange algorithm process, co-admins will
receive emails with two parts of keys according to the key exchange process. Then
co-admin will click the button “confirm request” and a window will popup in co-
admins’ interface where they will insert the received keys. If anyone gives any part
of the key wrong, then the system will not go further and, after a limited attempt,
they will not be able to verify anymore. But if they insert the correct keys and the
system verifies them, then there is a button in the super-admin’s interface called
“Make Publish.” This button will be enabled and the super admin will publish the
task. Then there will be a one time generated URL of the system’s website which
will be sent to the user’s email. After clicking the link, the user will be redirected
to a login panel.

5.4.4 Task viewing by the user

After logging into the system, the user will view the task list and check the newly
created task. After he clicks the link, the countdown of the total time to completion
will begin, and after he clicks the task view button, the countdown of the task details
visibility will begin. After seeing the task, the user will logout and the task will be
gone. There will be just the option to report back regarding the task. And after
the total time finishes, the user will not be able to view the task or there will be no
completed task history in their interface. Till the new link arrives, users won’t be
able to see the website link either, as the link was generated for the particular task.

5.4.5 Data entry Clerk

There is no MFA-based login system for this actor. This actor will just login with
the TFA login system. He will have manual data and will be assigned by the super
admin to insert those data into the system’s database. He will just have the insertion
permission and then have a view in real time to see what he entered. After the cross
check, he will enter the data he inserted. That data will be viewed by super admin
only. So this is the initial operation of this system. With more research analysis,
sis this system will develop more and could be a new and more secure system to do
high level confidential tasks or regular organizational operations.
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Chapter 6

System Security Analysis

6.1 Security

As this system security is based on authentication and authorization processes,
TFA, MFA, and key exchange algorithms, AES encryption, and key hashing are
major factors in this system. First of all, to access this system, all types of actors
will need a password and username. This will be the entry level security, or basic
layer. Then in the next layer to give access, this system will ask the actor to give
the security code or OTP if the system is TFA based. The code will go to the users’
mobile or email. Then the actor will enter the code to get access. If the system is
MFA based, then bio-metrics credential readers such as fingerprint machines, pulse
readers, blood sample matches, or iris scanners will be installed with the system,
and the system will ask the user to give fingerprints and follow.When the user gives
the MFA credentials, the system will save the given credentials for this session.
After that, the user will get a code in the next layer to verify their status as valid
users of the system. Then the actor will enter the code to get authorization and
he can perform what his role allowed him as a categorized authorization. All the
data transmitted from website to system to database will be transmitted with AES
encryption. Also, the generated code for TFA will be under the hash function.

During the performance of a particular actor (two co-admins), they need to authen-
ticate again before sending a request to launch a task. The system will ask them
to provide bio-metrics credentials again, and after they provide them, the system
will cross check them with the database’s data and also match them with the ses-
sion’s temporarily saved data while co-admins were accessing the system. After
the authentication level is reached, the system will perform based on the KSU key
exchange algorithm and generate 4 parts of the key, which will be stored in the
database after being hashed. But the user will receive the code in decrypted form.
These keys will be generated for just one task. So, in the next task, there will be
another combination of generated keys. And after the proper confirmation, the task
or co-admins’ task will be published by the super-admin.

So, from the observation of this system and key factors, there will be three layers
of security if the system is based on TFA and KSU key exchange algorithms, and
there will be four layers of security if the system is MFA based, as there will be TFA
after MFA’s part. algorithms So, based on the history of this factor and the newly
introduced KSU algorithms, this system is very secure.
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Figure 6.1: Security Layers of the System

6.2 Result analysis

This system is very new and there is a newly developed algorithm, but this system
has TFA, MFA, AES encryption , and HASH function, which are very strong factors
in any security system. It can be said that this system is also very secure. Based on
the current information regarding general login systems, TFA, and MFA and AES
and Hash, there can be a probability calculation based on the probability of attack
prevention of the mentioned factors.

The general login system’s probability of success against any attack in general is
20%. [57] The TFA system’s probability of success against any attack in general
is 65%. [12] The MFA system’s probability of success against any attack in gen-
eral is 99%. [19] The KEY exchange system’s Diffie-Hellman probability of success
against any attack in general is 81.9%. [9] The general login system’s probability
of success against any attack in general is 98.5%. [38] These are the few proba-
bilities of the main factors of the system. From these , it can be calculated that
((204-65499+81.9+98.5) /500)*100 =72.88%, which may be the probability of this
system’s success rate against all types of cyber attack. Since the AES encryption and
MFA method are here, the actual test result may vary from the probability-based
result. It may come to a 92% to 95% success rate against cyber attacks.
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6.3 System Vulnerability Analysis

This system ensured full authorization and authentication checks. As a result, there
is a very small chance of any attack. If an intruder tries to do a man-in-the-middle
attack, he will not get any of the data access because of this system’s layer-based
security. First of all, the two co-admins will send a request for the data access,
and the system will generate four keys, which will be provided to the co-admins,
and they will enter those keys along with bio-metric authentication. So, even if an
intruder sits in the middle and gets access to the keys, he will not get access to any
data. Also, this system will generate different keys for every session. So, it is very
difficult to break down this system’s security with a man-in-the-middle attack.

A dictionary attack will not be possible in this system. In a dictionary attack,
an intruder tries to break the system with common dictionary words, but in this
system, the keys will be generated randomly every time the co-admins try to access
the data. There will be no use of any common dictionary word, so no dictionary
attack is possible here. This system generates four keys, and each key will consist
of eight bits. So, a total of 32 bits of keys. After that, these keys will be encrypted
with the SHA-256 hash function, which will encrypt the key with 256 bits. As a
result, a brute force attack will be really tough to break the system as there will be
high computation of each bit of each key. Even if an intruder tries to use a brute
force attack, it will take a lot of time. Also, per session keys are being generated
randomly so with a brute force attack this system can not be fully compromised.

This system cannot be hacked with malware or phishing attacks because with mal-
ware the full system cannot be compromised as it is a layer-based system. If a
phishing attack happens, an intruder may get the keys of the co-admins but they
can’t access the system as when they try to log in with that key, they have to give
the credentials of the co-admins as well as verify the identity with bio-metrics. This
system is also secure in terms of identity access control and authorization. To sum
up it can be said that this system is secure enough to defend against the most com-
mon attacks of this time. As a result, this proposed model can be said to be one of
the most secure systems in terms of authorization, authentication, and data access
control.

6.4 System Model Comparison

For securing a system from various kinds of cyber and physical threats, there are
so many methods or models of security systems. which are very good in their own
situation and perspective. Some models of security systems use only login systems
or at least login systems with TFA or MFA [34]. Very few systems use MFA, and
even fewer systems use encryption decryption for authentication. Only a very few
of them use layered architecture for security [63]. But those layered architectures
are not good enough as they don’t provide internal performance authentication for
security. which may become a good target for man-in-the-middle attack, or brute
force attack, or other types of attacks.[39]

AMDH service providers [33] offer multi-layered security services that are intended
to mitigate, postpone, or avoid threats. This service takes a holistic approach from
the consumer to the staff by implementing access control at each level. They attempt
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to control data access not only by controlling the server able to host applications but
also by configuring the laptop and server, the host firewall, switch configurations,
routing configuration, connectivity, the firewalls that secure the facilities they access,
detection systems, DDOS protection, tracking, and correlation of potential attacks.
By monitoring server data, the organizers attempted to ensure the environment.
For secure remote access, this system employs a firewall and other safeguards. They
also use regular upgrades on devices, servers, applications, and equipment.

Here in the paper, this proposed system is very much well secured as this has three
layers of security for TFA based and four layers of security for MFA based system.
This only just for authentication and authorization purpose. Each login system
for each type of actor is very secure with general login system with TFA or MFA
TFA. Also this system will transmit all data from user to user so user to system or
system to system in AES transmission mode. Also all kind of pin and password or
authentication key will be hashed with SHA-256 Hashing algorithm before storing
in database. Also there will be the newly introduced KSU key exchange algorithm,
which will be used for authentication and giving authorization before doing or send-
ing any task or also it can be used in login layer with MFA to secure any access
point. With this type of strong layer security it will be very much difficult for a
third party or any unauthorized person to access in this system. This system maybe
look complex and may the installation price defer from for the client system’s re-
quirement and very much easy to use and will be very fast if the requirements of
this system meets before using this. With proper maintenance, updates and prop-
erly maintain tools setup this system will become a headache for hackers to break
it. From various calculation and perspective this can be said that this proposed
Multi-Layer Security System will be much better than the existing security system
for data access control, authentication and authorization.

6.5 Nobility of the system

In this system, there is a unique approach which makes this system different from
other models, which is multi layer based security and the newly introduced key
exchange algorithm. This multi layer security system can be customized or modified
by the organization or the clients according to their needs. And the key exchange
algorithm is based on four randomly generated keys for every session. For each
needed minimum, there will be two keys, which will be provided to their email.
First of all, the two co-admins will send a request for the data access, and the
system will generate four keys, which will be provided to the co-admins. First, the
co-admin will enter the primary key 1 and secondary key 2, and the second co-admin
will enter the primary key 2 and secondary keyl for the verification of the process.
Every time the co-admins try to access the system or send a request, they have to
go through this key exchange verification process. This key exchange verification
will ensure the security of the authorization and authentication. This is the unique
property that makes this system different from other models and makes the whole
system or data secure.
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Chapter 7

System Implementation

7.1 Implementation showcasing

This system has been implemented initially in small scale where the system will
run all the basic layer security and the system also runs the newly introduced KSU
algorithm for the verification process. The system features and the screenshots of
the system has given below with the explanation of the implementation.

7.1.1 Super Admin Activity

Super Admin can create admin, co-admin, or user roles. The picture below shows
the super admin dashboard where he can see all the users, tasks and the roles of the
system. He can edit and add or delete users or roles for the system.

=  Home & Md. Main Uddin Hasan

Home / Dashboard

Tasks

SeeAll® See All®

Copyright © 2022. All rights reserved Version 1

Figure 7.1: Super Admin Dashboard

Super-admin has access to all the information of co-admins and users. He can check
the email, contact no, roles and the action of the co-admins and users.
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o TaskManagement = Home 9 Md. Main Uddin Hasan

@ Dashboard Users List Home / Users

8 Manage Users

Users Management
i8% Manage Role

No Name Email Mobile Roles Action

1 Tamanna Kaiser tamanna@gmail.com 01620848954
2 Rafa rafa@gmail.com 01620848954
3 Md. Rifath Riftun rifath04riftun@outlook.com 01620848954
4 Md. Main Uddin Hasan md.main.uddin.hasan@g.bracu.ac.bd 01620848954
5 Md. Main Uddin Hasan mainuddinhasan04@gmail.com

Showing 1 to 5 of 5 results

Figure 7.2: User or admin creation

Super-Admin has access to see all the information, including co-admins or users
assigned tasks. After co-admins assign any task for the users and sent approval
request to the super admin. Then super admin will approve the request only after
the key exchange verification of the co-admins. Next, super admin will publish the
task to the users which was assigned by the co-admins.

O TaskManagement =  Home

S Md. ) Hasar

@ Dashboard Tasks List Home / Tasks
& Manage

Task Management
28 Manage Role
1= Tasks No Title Assigned To Approval Request Status Publish Action

1 Task 1 Rafa Send request by 2 Admin

2 Operation Bulldog Tamanna Kaiser Send request by 2 Admin

Showing 1 to 2 of 2 results

Copyright © 2022. All rights reserved Version 1

Figure 7.3: Task Creation

7.1.2 Co-Admin Activity

Co-admin will assign the tasks to the users. They can create new task and can
assign the task to the user.
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= Hom

Tasks vist

Task Management

No Title
1 Operation Barbosa
2 Task 1
3 Operation Bulldog

Showing 1to 3 of 3 results

After assigning tasks, co-admins will send the request to the super admin.

Assigned To

Approval Request Status

No one send request yet

Rafa

Tamanna Kaiser

Send request by 2 Admin

Send request by 2 Admin

Figure 7.4: Task Interface

Action

AN

super admin can approve the request and make it publish for the users.

Tasks vetitinfo

Show Task
Title
Description
Assigned to
Location
Duration

Assign this task to

Send Approval Request

Md. Main Uddin Hasan Not Send yet
Md. Rifath Riftun Not Send yet

Operation Barbosa

Destroying the testing facility of the Nuclear bomb
Rafa

Chittagong

2hours

Select User

Figure 7.5: Task Assign to user and request send

Home / Tasks

So that

& Md. Rifath Riftun

Home / Tasks / Detai

After sending the request , the primary and secondary keys will be generated and
will be sent to the two co-admins via email. Each co-admins will get their own
primary key and the secondary key of the other co-admin.

«” Showing rows 0 - 5 (6 total, Query took 0.0020 seconds.) [user_id: 6... - 7..]]

SELECT * FROM "task_approval_request_keys  ORDER BY “user_id" ASC

[ Show all

+ Options
—T— -
[0 &7 Edit 3£ Copy @ Delete
[0 &7 Edit 32 Copy @ Delete
[0 &7 Edit §: Copy @ Delete
0 o/ Edit % Copy @ Delete
[0 47 Edit ¢ Copy @ Delete
[ &7 Edit %2 Copy @ Delete

t [] Check all

Number of rows:

id

With selected:

25 v

task_id

o o B @ ot

&7 Edit

Filter rows: | Search this table

user id s 1 primary_key secondary_key

6 40uvp86h FSAudxlY

§ XCHKPrxl vHmgxUy2

6 HSxNboRA nimzLZyA

7 QQTgA40Zz dCM19M38

7 Hx0DSirs FGIChwijl

T BhjlwfA gRUFfIOS

#Fc Copy @ Delete |5 Export

Sort by key:

None

created_at

2022-05-17 06:40:36
2022-05-17 08:06:15
2022-05-18 15:02:33
2022-05-17 06:40:43
2022-05-17 08:06:09
2022-05-18 15:02:15

Figure 7.6: Key Generation Database
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Tasks «

Figure 7.7: Key Exchange Input Ul for verification

Tasks confirm Request

Operation Barbosa

Entar your primary key

Enter secondary keys

Operation Barbosa

Enter your primary key

Enter secondary keys

Figure 7.8: Key Exchange Verification Success

7.1.3 Task Publishing

Tasks / Confirm Re

Request has been confirmed successfully.

After the verification, the co-admins request will be shown to the super admin and
after getting the request super admin will launch or publish the assigned task to the

users as the publish button will be visible to the super admin.

Tasks vist

Task Management

No Title

1 Operation Barbosa
2 Task1

3 Operation Bulldog

Showing 1t0 3 of 3 results

Figure 7.9: After Successful Verification

Assigned To

Rafa

Rafa

Tamanna Kaiser

Approval Request Status

Send request by 2 Admin

Send request by 2 Admin

Send request by 2 Admin

Publish

i

Action

| |
[ B |
e

din Hasar

Home / Tasks

Create NewTask

After the visibility of the publish button super admin will publish the tasks. Then

this task will be shown to the users it is assigned to.



Tasks wvist Home / Tasks

Task Management

No Title Assigned To Approval Request Status Publish Action
1 Operation Barbosa Rafa Send request by 2 Admin
2 Task 1 Rafa Send request by 2 Admin
3 Operation Bulldog Tamanna Kaiser Send request by 2 Admin

Showing 1to 3 of 3 results

Figure 7.10: After Publishing Task to the user

7.2 Code Explanation

7.2.1 Request and Key Generation

After co-admins request the system will generate keys and send it to their email.

$request)

$pri
$seconda

$input =
$input[”

$input
$input

)->pluck("id")->

. id])->pluc

$other_admins

Figure 7.11: Send Request and Key Generation Part 1
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reHas(

$admin){

est_sender->email,

redirect()->rou
th('s

Figure 7.12: Send Request and Key Generation part 2

7.2.2 Request approval status

The system will update the table after sending the request

$input
$input
$input

$checkData — > $user_id])->

if($checkData

e', [*Adnin']);})->pluck(’id')->toArray();

1d])->pluck("u ")->toArray();

redirect()->route(’t
ith(

id])->get *)->count

1R

=> $user_id])->first();

Figure 7.14: Task Approve and Approve Status part 2
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7.2.3 Request Confirmation and Key verification

The system will show the request confirmation and the key verification process will
be finished.

confirm_request_stat $request

alida

$input = Srequest->
$task_id = $reque
$reques

$input

$checknata
1f($check

urn redirect()->
—with(

[ " => $user_id])->first();
$requested primary_key){
redirect()->route ->with(’ / not m B H
cApprovalRequestKey: : 1)->wher: =", $user_id)->get()->toarray();

$input_secondary_|
$taskipprovalRequestSecc

$checksecondarykeys = ai

>First();
($taskapprovalRequestPrimaryk i cey'] 1= $requested_primary _key)
edirect()->rout: £ d1)->uith

>Lumn($taskappr
ondary_keys, $taskAppre
mpty ($checkSecondal

$input[
ate($input);

—>pluck(*id

->pluck

PP
dBy, Suser id);

Approval = array_diff(3admins, $taskApprovedBy);

$checkApproval ) ) {
where » $task_id)->update([

redirect()->route( 't a d])->with

redirect()->route( 't » [$task_id])->with

Figure 7.16: Request Confirmation Status and key verification part 2
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Chapter 8

Conclusion

8.1 Advantages

The system’s main advantage is that it focuses on data authorization, authentica-
tion, and access control. This system is here to guarantee that by using the system,
a client can easily get a fully secure system. where they can assign a supervisor,
super admin, and co-admin. Only these authorized people can access the data after
getting the primary and secondary key exchanges. The data will be shown to the
person it is assigned to. So the system is focusing on authorization, authentication,
and data access control, which are the advantages of the system.

Can be customized as per customer or organization requirements.

Intruders cannot breach the whole system at once as it is a multi-layered based
security system.

It has a built-in key exchange system so employers or admins can access only
the authorized data of the server after the verification.

Data access is highly secured, so it is impossible for anyone to get access
without a proper credential.

It will have a backup server, so there will be no chance of data loss.

It will have a one-way connection between the primary and secondary servers.
So, it reduces the chances of an external or internal data breach.

It will have a session time-out system for which data will be more secure from
unwanted authorization.

In the future, a time countdown will be added that will remind the users of
the time limitation for accessing the data.

To secure this application soon, a biometrics authorization system login will
be added for the super admin and co-admin.

Each primary and secondary OTP will consist of 8-bit. So, if anyone tries to
break into the system, they have to work with 32 bits which will be very tough
and time consuming.
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8.2 Limitations

Every system has some limitations such as ours. Though this system ensures the
best security system yet there are a few limitations which are being discussed below.
There will be so many future upgrades by which the limitations will be reduced and
it will be one of the best authorization, authentication, and data access control
models.

e After installing the system, the maintenance cost can be high for some or-
ganizations as it has different layers-based security so it will have different
maintenance costs for each layer.

e When the system will add a biometric login system for super admin and co-
admin, the system will need an extra server for storing the data of biometrics
for which the clients have to pay some extra cost.

e This system may require regular updates. If any organization does not up-
date the system regularly then there can be a security gap which will lead to
unwanted data breaches and authentication.

e For future developments, the system will require a large amount of investment
to provide a secure system for the clients.

8.3 Future Work

While developing this system we have many plans for the entire application or
project for the future. By developing those certain applications the system can be
made more secure and suitable for work and time efficent.

e Session time out for the end user will be added, where the system will set the
time in minuites instead of hour for the users to finish their work.

e There will be a countdown system to remind the user of time limitations.

e There is a future plan to add an encrypted biometric system like fingerprint or
iris scanner for the admin side to make sure that rather than super-admin and
co-admin, anyone can not access data from the main and secondary server.

e Super admin , Co-admin, and User will use mfa supported login system.

e Device: there will be encrypted mobile devices(carriable) like cell-phones,tablets
for super admin.So that Super-admin can access data from anywhere.

e System will have a backup or secondary server. In the future from the sec-
ondary server the co-admins will do their task,super admin will handle the
main database and will pass the task to the secondary data base.After passing
the task in the secondary server There will be no connection between those two
servers. There will be one way communication (tunneling) from main server
to secondary server
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e In future this system will have some testing activities like Software perfor-
mance testing, Usability testing, Accessibility testing, Security testing which
will deliver the application developments and requirements.

e System going to be immediately shutdown in case of any intruder attack and
the Mac address of the intruder laptop or pc will be blocked.

8.4 Conclusion

As we found the security issues while researching we tried to implement a fully se-
cure system to ensure that there are no vulnerabilities which we found in so many
models. After the implementation of this system it is nearly shown that this system
can handle all the security issues of a system which can include authorization, au-
thentication and data access control. It is a system of a combination of full security
where the data is authorized for certain people, when these people are trying to
access the data they have to go through with a full secure authentication process.
After the authentication the super admin can control the data access as a result no
unwanted person can access the data or get the authority to get authenticated in
the system. Moreover, this system is ensuring the full secure model which was not
found in so many existing models. This system is a unique approach with a newly
introduced key exchange algorithm to ensure the full security of the data and the
system.

Thus, this research paper represents a full layer-by-layer security approach to pro-
vide full data and access control layer security. In this way, the service can be fully
secured for the future. Here is the multi-layer security system to make the data stor-
age and workplace more secure and suitable. Layer security is going to protect the
systems most valuable information of the technology environment where a breach
or cyberattack could occur , with access control authentication by using two-factor-
authentication and multi-factor-authentication along with biometric authentication.
By enabling this, we can reduce the risk of different types of cyber attack . Along
with Two-factor-authentication, MFA requires multiple forms of verification to ac-
cess the application, account, or the network. For example, after entering one’s
password,one will be prompted to enter a one-time code sent via email, text mes-
sage or push notification. These additional forms of authentication prevent hackers
from exploiting weak or compromised end-user credentials from the system. To con-
clude, it can be said that this system model will be one of the best approaches for
ensuring data security, authorization and authentication.
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