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Abstract

The enormous scale activities of verifying information and data as an advanced
resource is being increasingly more looked for after on each progressive year. A
large portion of the well famous crypto-stages now-a-days are conceived dependent
on the reason of the idea of blockchain. These stages fill in as an elective medium of
transaction utilizing cryptography to verify the exchanges on an appropriated record.
When utilizing customary, blockchain-based advanced every single other stage more
often than not the regarded crypto-stages debilitates diverse all out data exchanges
from being executed. Since frequently, the taking care of exchanges of various kind
of data may bring about finding the security defects and over the top computational
assets which may get disappointment in long haul. Accordingly, utilizing numerous
kind of data exchange utilizing advanced crypto-stages stays in clouded side which
have never been uncovered for making life progressively productive. Truth be told,
empowering straight out data model may give the blockchain another floor in the
realm of crypto-value-based infotainment. To floor the light on such a framework,
our postulation model was exuded from the thought of less costly mining, which
may be unraveled by means of planning of decentralized server miners as well as
to grow such a crypto-stage condition which is multi categorical exchange and huge
scale depository framework for safely hold and execute data. Consequently, our
thought of categorical data transaction that we got from the hypothesis of making
the UTXO all the more computationally proficient with the end goal that it can
control various kind of data just as helping the floor of multi-enlightening storehouse
and distributive processing where similarly a low controlled server can re-appropriate
complex calculations while approving exchanges using the idea of blockchain for
information recording based on nation identification.

Keywords: Blockchain; Distributed system; bitcoin; Internet of things; multi-
categorical; Information; Depository; Storage
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Chapter 1

Introduction

1.1 Background

The start of crypto-transaction can be said to be one of the most developing and
certain innovations of 21st century. Blockchain is essentially a web based comput-
erized resource or a mode of exchange which utilizes cryptographical capacities to
guarantee exchanges between parties just as enormous verified stockpiling [1]. In the
mid-1990s, the ”Cypherpunks” who laid the principal blocks to the establishment
of the formation of cryptography imagined that the legislature and related adminis-
tering associations have a lot of reconnaissance and authority over individuals’ lives
and their data [2]. As unquestionably not being the admirer of incorporated organi-
zation, these cypherpunks needed to utilize cryptography to enable the individuals
to have more power over their cash and their own exchange data. It would have
been a lot later in 2009, when the first historically speaking decentralized comput-
erized cryptographic money named bitcoin was presented just because by Satoshi
Nakamoto which was motivated by the early works of the cypherpunks [3] and in this
manner another type of decentralized digitalized type of exchange was introduced.
Crafted by Satoshi Nakamoto made an upset in the field of cryptographic exchange
named blockchain [4]. Satoshi Nakamoto is said to be the innovator of blockchain
who established the framework of computerized non-human position based exchange
framework.

So as we would all be able to expect one of the most appealing part of blockchain is
that it isn’t constrained by any sort of overseeing authority at all [5]. It doesn’t have
a focal server or a point of control. Subsequently, it very well may be hypothetically
considered as safe to any sort of focal obstruction and ward. This decentralization
factor enables the whole system to be circulated among a huge number of servers
and computers. Another of the other significant abstraction of blockchain is it’s P2P
(distributed) exchange framework [6]. The exchange consistently happens between
just included gatherings. There are no confided in outsider, for example, a bank
or budgetary organization to certify the exchange. Besides, the entirety of the
computerized crypto-stages are known for their pseudonymousity. Pseudonymousity
essentially implies that clients don’t need to share their own data so as to claim
a computerized resource, albeit the entirety of the exchange made by the client
are made open to every one of the individuals in the system [7]. Pretty much
every crypto-exchange in the market today runs on the blockchain arrange. The
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blockchain is an ethical computerized record of exchanges that can be modified to
record monetary exchanges as well as for all intents and purposes everything of
worth. A blockchain is a period stepped chain of blocks [8]. Every block hold a
progression of information as indicated by its utilization and data about exchanges.
Aside from the engraved information a block likewise contains its own one of a kind
identifier called the hash [9] and furthermore conveys the hash of its past square. So
if a noxious client attempts to mess with a block in the blockchain, in the process he
will change the identifier hash of the influenced blocks and subsequently, the square
ahead can recognize the nearness of pernicious users [10]. Notwithstanding that, as
blockchain is an appropriated record which implies every one of the reports about
exchanges are repeated a few times with each update and are sent to each digital
users in the system. Every client associated with the system has a duplicate of the
whole chain [11]. So in the event that somebody needs to mess with any block the
entire system won’t arrive at accord and as a yield it will uncover that a programmer
is attempting to get in.

One of the most critical key players of the blockchain are the miners. Each time an
exchange is made between clients, those exchanges are counted and checked by the
crypto-excavators. Their duty is to confirm if each data is all together. This pro-
cedure includes illuminating some entangled problems including cryptographic hash
capacities related with every exchange square [7]. The hash esteem is fundamentally
a fixed length numeric worth. The excavator utilizes different calculation, if there
should be an occurrence of bitcoin it is SHA256 (Secured hashing Algorithm 256) to
focus in on a hash esteem which is not exactly the objective [12]. After validation,
the excavator at that point adds the block to the blockchain which contains a proof-
of-work POW and updates the record. Thus the chain gets updated by adding the
block and run simultaneously.

1.2 Research Problem

After the successful foundation of Bitcoin in 2009, the conduits were opened intro-
ducing another influx of new cryptographical exchange. Before long individuals of
various degrees began to understand the significance of utilizing blockchain based
exchange framework and extended more up to date methods for investigating the
framework. Accordingly, individuals began enabling the stage in tremendous fields.
One of the most reproducing restrictions of the present blockchain innovation is that
it neglects to deal with numerous classification of information security concern. In
addition, while the trading of numerous kind of data accessible in the blockchain
their safe design should be created and upgraded to satisfy the framework prerequi-
sites. According to the requirements, growing such a thorough structure to deal with
the vigor of numerous data turns into the entrancing exemption as far as making
life productive, versatile and defensive simultaneously. Furthermore, for this situa-
tion protection turns into an extraordinary risk as the more individuals will utilize
blockchain the more information is being executed and the more it makes danger to
security as aggressors may attempt to do fake exercises because of the impediments
found in the framework. Defeating with such a productive framework where cost
will be less and decentralization becomes helpful is an incredible test as far as both
redistribution and rebuilding servers. In this manner, a verifies just as versatile and
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security situated framework demonstrating turns into the most extreme test is such
conditions.

On top of that, another pickle that has been approaching over the idea of blockchain
based crypto-transaction is the term scalability [13]. Scalability alludes to the quan-
tity of exchanges a system can withstand per unit time. For the most part, scalability
is measured by TPS (Transaction per second). A system’s Transactions Per Second
appraising is the quantity of exchanges it can run every second and convey one-
second reaction time to 95 % of the solicitations [14]. Starting at 2019, Bitcoin has
the capacity of preparing 7 TPS [15]. At this very moment, alongside the expanding
number of clients the bitcoin arrange is by and large increasingly clogged and with
the development of every client, the TPS is decaying. Thus, exchanges set aside a
long measure of effort to process and exchange charges are accumulating also [16].
In the event that digital money is ever to turn into a suitable substitute to contem-
porary installment frameworks, an installment entryway with a higher value-based
throughput is an absolute necessity.

For the sole reason for empowering multi-class data exchange framework as far as
blockchain, we thought of utilizing python as our essential language for executing
the framework and the information that will be put away will be on JSON format
that is key, value pair. Nearby python we will use flask [17] as our web application
framework. It will be fundamentally used to actualize the API calls for sending
and receiving requests from the system as per needs. Moreover, flask empowers,
strong web platform generation alongside cross platform. For our web server we will
be mainly using php and JavaScript. We will utilize postman to see whether the
genuine requests are being properly executed that are by and large appropriately
GET and POST or not. Lastly, we will build up the entire framework from scratch,
as we need to plan the entire design of the model and need to convey it as the
entire framework. Therefore, keeping the principles and guidelines of the blockchain
structure we will attempt to refurnish the impediment that are depicted previously.

1.3 Research Objective

1. To create a decentralized advanced crypto-stage which will legitimize multi-
class data exchange .

2. Constructing a stage which won’t just be actualized on a basically excavator
less condition however at the same time will likewise have incomplete mining
capacities at client’s prudence.

3. The arrangement and selection of the excavators will be resolved dependent
on Scheduling calculations and capacities of every server.

4. The proposed crypto-stage will have extensive raised TPS in contrast with
accessible cryptographic forms of money.

As a matter of first importance, for guaranteeing the essential reason of our target the
proposed crypto-platform model will work on a blockchain empowered framework.

3



Blockchain is one of the most profoundly progressive and discussed decentralized
disseminated system that has surfaced in recent years. Blockchain joins the use
of an inventive as well as innovation on terms of decentralized record performing
crypto-exchange. Blockchain is essentially a chain of blocks, in other words Linked
List Data Structure, which can be traversed through one way [18]. We can see
many existing blockchain based innovation a large portion of which are basically
crypto-currencies. The most well-known platform which established the framework
of blockchain was bitcoin. Different digital forms of currency which depend on
blockchain comprises of exchange data bunched into a consecutive chain of blocks.
In any case, blockchain has been additionally produced for multipurpose reasons, for
example, ease in data management as well as transaction in different forms, Supply
chain management, verifying data over systems, etc [19]. Furthermore, where there
is the need of secure administration just as exchange framework which may include
an outsider may join their framework utilizing blockchain for included security and
protection just as for simplicity of safe of information [20]. Other than blockchain
has additionally raised their arms through various kind of systems in agreement to
their needs and use. Those can be delegated as :

1.3.1 Public Blockchain

Blockchains that are being utilized for open profited purposes, for example, for
making it open for individuals of all stages are known as open blockchain [21].
For instance, bitcoin or Ethereum can be considered as the greatest case of open
blockchain [22]. They are open for individuals all things considered and all stages
and is non authority based which is no individual has a power over it rather in-
dividuals with a larger part number of readiness can make certain principles and
guidelines of the entire framework [23]. The development of Public blockchain are
never constrained by the clients on the grounds that as much as the make exchange
the more the framework extends and develops exponentially.

1.3.2 Private Blockchain

Some companies or business institutions can make a framework as per their needs
for the ease of their management and legislature using the blockchain which are
known as private blockchain. Most of the private blockchains are confined over the
boundary of the institution that are using such a blockchain [24]. These systems are
never made public for general mass and people outside the institution are ignorant
about what is happening and the sole purpose of the system. Only the incorporation
that are using the system are likely to know the pros and cones and the bindings
of the system. In the past few years the usage of private network-based system
was not much popular amongst people as the massive usage of the system was not
realized by people at scale. But as the technology started to emerge, people started
to become more interested in the private network base blockchain and now-a-days
private blockchains are mostly used.

4



1.4 Scopes and Limitations

To appoint the extent of the proposed framework, the preeminent undertaking of
our postulation model is to build a multi-classification data exchange system. The
development of such a crypto-stage with an exceptionally ease requires a planned
mining condition. The explanation for making the proposed crypto-stage planned
was to debase exchange charge. Looking for such a minimal effort model, our design
was upgraded which will be depicted later on as we continue with the improvement.
The arrangement that our proposed model urgently required came as a recently
organized blockchain exclusively named as connected rundown yet the design of the
blocks [25].On the other hand referred to as blocks will change as we are going to
include another information structure within the past structure prevalently utilized
[26]. As we will assemble the framework on JSON format, we will fuse another
field supplanting the past field. This enabled the exploration to break free from
the current blockchain based crypto-stages. Also, we will attempt to make the
framework less exorbitant making booking for CPU processors.

To show the impediments on the qualities of structure or philosophy that affected or
impacted the translation of our postulation look into, the prime applicant is simply
the plan engineering. As we will assemble a fundamental model we won’t have the
option to cover an enormous measure of clear-cut data accessible for exchange. As
we increment the quantity of classifications in the framework the enhancement of
exchange should be increasingly engaged. Also, as we will make the framework with-
out any preparation, there may should be the procedure of programming designing
which is past the degrees of our proposal look into. What’s more, making the frame-
work with an absolute new design makes it less dependable to individuals at various
scales as we will develop an open blockchain [27]. Our framework is just over the uti-
lization of open systems. Thus, this framework isn’t adaptable for private systems.
Proceeding with the way that, our proposed model might result in future worthiness
as we will utilize the Nation Identification / Social Identification / Social Security
Number [28]. Moreover, our proposed model will work for frameworks kept have a
semi-brought together framework. As we will utilize essentially brilliant gadgets and
budgetary data, these things should be included the principal endeavor by a brought
together power yet again after it will begin filling in as a decentralized framework.
Last however not the least, The web structure needs to have an additional security
worry as we will be predominantly utilizing open systems there may be instance of
different assaults done on the servers, subsequently these servers needs legitimate
security and the board [29]. Accordingly, when it went to the usage of the proposed
calculation as opposed to executing the calculation on recently settled system, our
group needed to probe a summed up blockchain organize which was actualized with
the assistance of python. Therefore, it must be summed up which we will attempt
to actualize in our future work. Be that as it may, for this proposal we concentrated
essentially on the multi absolute exchange alongside less cost mining.
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Chapter 2

Literature Review

Satoshi Nakamoto, who is considered as the creator of Blockchain first gave the
concept of Blockchain in a white paper published in 2008, the world started to
realize how Blockchain could revolutionize our society [4]. In this era, Blockchain is
considered to be one of the most revolutionary technology. It has advantages that
could be use in more than one part of our society. It could benefit the financial
sectors, data storage systems, registry systems, online e-commerce sites, banks and
many more institutions in our society.

2.1 Blockchain security

According to Don and Alex Tapscott ‘The Blockchain is an incorruptible digital
ledger of economic transactions that can be programmed to record not just financial
transactions but virtually everything’ [30]. The main purpose of using Blockchain
is to store validation data so that in future, the data can be used for validation
of information. Satoshi Nakamoto introduced the idea of Blockchain, a distributed
system through his model of electronic cash called Bitcoin [31]. The writer of the
paper introduced the concept of digital currency which would be free from any kind
of regulations by a central authority or government. Thus creating cryptocurrency
for the first time. According to S. Underwood ‘Data stored on Blockchain is secure,
trusted, auditable and immutable’ [32]. Firstly, immutable means unchanging over
time or unable to be changed. Blockchain stored data is immutable means that data
stored on blocks in the Blockchain cannot be changed after once it has been mined.
If an entity tries to change the data, the following blocks including the modified
block will become invalid and thus the chain will replace the data from the network
by replicating from other chains. Thus data stored on Blockchain can be considered
as immutable. Blockchain data is also auditable which means it can be verified.
Data on Blockchain are publicly available on the network and can be traced back
to the public identity of the sender or the recipient making Blockchain auditable.
Blockchain also can provide information like if transactions really occurred, if the
balance exist or what is the owner of data. Blockchain data is also trusted as the
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data cannot be changed due to the reason of immutability, once a transaction has
occurred it cannot be changed by anyone else if not the whole network is taken
down. However, as Blockchain typically are made of millions of chains and the
chains continuously validate and replicate the data, it is nearly impossible to chain
information stored in Blockchain. All this features of Blockchain contribute to the
fact that Blockchain is a secure way of keeping records and data. Another feature
of Blockchain is that it is fully transparent. The data is publicly available and
the transactions can be linked to individuals. For all this reasons Blockchain is
considered among one of the most secure systems for storing information. This is
why thousands of people currently are using Blockchain systems like bitcoin instead
of government issued currencies.

2.2 Current Blockchain Systems

As Blockchain increases in popularity, newer and newer Blockchain based systems
can be seen emerging. One of the most popular emerging systems based on Blockchain
is IOTA. IOTA is a Blockchain based system designed to work like cryptocurrency
for Internet of Things based systems [33] . The mainline Blockchain systems like bit-
coin require powerful systems to accommodate large and fast computational needs.
However, IoT devices are mostly basic computational devices with small processing
power. They would not be able to compete with the powerful devices in the stream
lined Blockchain systems. Therefore, the need for an IoT based Blockchain could
be seen. IOTA tries to solve the issue by providing a cryptocurrency systems for
internet of things. In IOTA the weight of the transaction is based on the amount
of work done by a node in the network. The transactions are sorted by weights
where higher weights get more priority and lower weights get less priority. More-
over, they assumed that no devices can generate a large number of transactions
with acceptable weights in a short period of time due to avoiding spamming like
attacks which would flood the system. Moreover, the paper discussed how it could
resist a quantum computer based attack. A quantum computer is capable of faster
computational power compared to normal binary computers as it can calculate large
amount of numbers faster and thus could predict the correct nonce faster to always
be able to solve the proof of work faster than anyone else in the network and thus
could be used to introduce corrupted nodes to hack the Blockchain system.

The paper [34] discusses about a system where IoT devices use Blockchain to store
generated data and where users have to pay a service charge in order to receive
data from the system. In this way, valuable data generated from IoT devices can be
utilized for research and other purposes. The paper illustrates a model which can
store large amount of data which is accessible to all.

In this paper [35] the researchers demonstrated an attack on a BIoT network and an-
alyzed the result. The researches discussed different components of a BIoT network
and described the working procedures of the network. The paper also described
about Ethereum transactions.
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An important issue for Blockchain is to maintain privacy and data security. David
Lopez Bilal Farooq worked on the issue of privacy for Blockchain [36]. They seg-
regated the data stored on Blockchains into multiple segments and worked on the
idea of continuous data generation from different nodes by several companies’ pro-
duction transport information, mobile devices registered by cellphone towers. They
designed a smart contract that would give freedom to companies and institutions in
the level of authority. In their test case they used Hyperledger Indy which is a pub-
lic permissioned Blockchain for decentralized digital identities and the exchange of
information in secure peer-to-peer connections. They provided a model which could
solve the privacy and security issues presented by Blockchain system. Although
current quantum computers are not capable of such computational power, analy-
sists are predicting that within the next decade companies will be able to develop
quantum computers with such computational power. This would provide a risk for
not only Blockchain systems but also other security systems that use hashing and
digital signatures using such functions.

In the current time period we can see the emergence of Blockchain based applica-
tions that utilize the security power of Blockchain. P. Zheng Z. Zheng and W. Chen
discussed about Blockchain based application that use smart contract also known as
decentralized application or DApp [37]. They have discussed how Blockchain based
applications have shifted the idea of a central trusted authority to a distributed au-
thority which provides a more trustworthy figure for a larger audience. The authors
provides a visual prospective of cost evaluation in terms of data storing within a
Blockchain. They also discussed about the issues of the model such as throughput
of public Blockchains and information filtering and management. We are living in an
era where our personal lives are filled with different smart devices like smartphones,
home automation devices, smart watches, and home assistants. However, due to the
fact that a large number of companies produce a very diverse set of devices, it is
very hard to provide a standardized identification system that can be followed by
everyone. J. Koo and Y. Kim’s research on device identification system for IoT plat-
form gives us an ideas in how to handling this kind of issues [38]. They discussed
how IoT devices can use multiple standard of identification like M2M standard,
GS1 standard, IBM standard. The researches proposed system which could trans-
late various standards of Identification into a specific one such that smart devices
which followed different standards could exchange information and operate in newer
standards. According to author G. Eder, Blockchain based land registry systems are
the future [39] . According to the writer, property rights is one of the fundamental
rights in international development. Different countries have tried to use Blockchain
to store land registry information. Among them Georgia and Sweden have started
Blockchain based land registry in 2016 which has successfully contributed in reduc-
ing land ownership related disputes and corruption. The ownership can be easily
traced to the original owner, therefore, is has increased transparency in terms of an
individual’s property estimation and taxation system too. The writer has discussed
in perspective of Ghana how a Blockchain based land registry system could benefit
a country like the Republic of Ghana in which 80 percent of the land ownership are
undocumented [40].A Blockchain based land registry would be a step in the right
way in terms of development for Ghana.
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2.3 Distributed System

Blockchain is a distributed system which refers to that Blockchain system is not
stored in a specific server or central computer. Rather is it stored in every device
operating under the Blockchain network. Even if multiple devices get disconnected
from the Blockchain network, the network is still able to maintain itself and conserve
the data. This concept of a system which is not located in any particular servers
is known as distributed systems. The benefit of distributed systems is that, this
systems do not have a single point of failure. In a general server client configura-
tion. If the server goes down, the whole system is interrupted. To solve this issue
sometimes server client systems are configured in such a way that multiple servers
need to stand by to provide services if one of the servers go down. However, this
systems could prove to be extremely expensive and sometimes could also prove to
be redundant as some servers would always remain unutilized. On the other hand,
having a distributed system would result in a system which stay on without any
down time. The system would be scalable. Could be scaled based on the needs of
the system. There could be a debate of how a system of this kind can be managed
or modified or monitored if needed. But that is a different topic of discussion.

2.4 Smart Contract

In our day to day life we follow curtain rules and regulations. Even our digital
systems need to follow certain rules and need certain verifications. Such kind of
regulations are need of distributed systems too. Smart contract can be considered
as a form of regulatory policies that distributed systems follow. Smart contracts
very important in order to verify transactions and regulate how a systems should
operate. In terms of Blockchain, smart contracts define the rules and penalties
and agreements of the system. Smart contracts not only define certain aspects of
the system, but also it automatically enforces those obligations while storing data
or conducting transactions in the system. Simple distributed systems can operate
without a smart contract. However, for the uninterrupted and fluent operation
of large systems smart contracts are essential. Although smart contracts can be
debated to be overheads for systems which need to be reduced. Till now there is
no other concrete system which could full replace and fulfill all the usage of smart
contracts. Much research is being conducted about how to reduce the complexity
and execution expenses of smart contracts. Till then this current forms of smart
contracts are necessary for proper operation.
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2.5 Hyperledger

A very crucial part for Blockchain technology is Hyperledger. According to Hy-
perledger.org, Hyperledger is an open source collaborative effort created to advance
cross industry Blockchain technologies which is a global collaboration hosted by
Linux foundation. Hyperledger is not only used in Blockchain, but it is also used
for internet of things, supply chain management, manufacturing and different other
technologies. Due to the need of databases to store information, databases have
become relational by storing all information in rows in tables. Through the advance-
ment of internet, now the world is connected, therefore the need for a distributed
database system pushed for further research. A solution would be shared database.
However, shared database have many issues like trust factor, centralization of data,
security, and risk of data loss. This is why currently Blockchain is considered as the
most prominent alternative for shared databases and the solution for distributed
data storing system. As more and more companies realized the need for Blockchain
research, they started to contribute to the technology and in 2015 different firms
decides to pool their resources and create an open-source Blockchain technology
which would be easily useable by anyone. This is how Hyperledger began in 2015
under the ownership and guidance of Linux Foundation[41].

2.6 State Transition System

Another important part of Blockchain is its State Transition System. According
to M. Nygaard and E. Schmidt, transition system can be described as a dynamic
processing system which transits based on timestamp [42]. State transition system
represents how a system transits from one state to another by the passing of time.
If we could consider all the variables related to a computer as a matrix where the
rows would reflect the variables and the columns would reflect the timestamps, the
matrix could fully represent in what state a system would be in a specific time
and could successfully provide an accurate time line of what is happening inside a
system including the inputs and outputs of the system at any particular time. In
theoretical computer science study, state system is used to analyze and understand
the behavior or characteristics of a system. In Blockchain, state system is used to
verify transactions and make the network immutable. After each change of state
of the Blockchain system, the information of the previous state is fully recorded in
the network and it immutable. As the Blockchain system progresses in continuous
states, the previous states are being stored as part of the network, the publicly
available information can be accessed by anyone to verify, study or analyze any
state of the Blockchain system. The state transition system is very important for
Blockchain as it helps to validate transactions. For example, in bitcoin, due to the
state transition system, it is possible to figure out who owns what amount of coins
and where did does coins came from and if coins were used for transactions where
they have gone, and also answers how and when the transitions took place and what
is the current state. This is what provides transparency to Blockchain systems.
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2.7 Quantum Computers and Blockchain

Another aspect of Blockchain is that it is secure do to the ‘one-way’ mathematical
functions. Conventional computers need many years to solve this problems. How-
ever, it is estimated that future quantum computers could very quickly solve this
mathematical functions and break Blockchain’s secure system. According to the ar-
ticle written on nature’s website [43], quantum computers could find prime factors
of very large prime numbers very quickly compared to a binary computer which
could take years to calculate. This could mean that hashes could be forged and
thus, hackers could forge different identities and takeover their properties, balance
and such stored data. This would make Blockchain systems obsolete as they will
not be able to provide security anymore.

2.8 Usage of Blockchain

According to author S. Underwood, Blockchain has many features which could ben-
efit financial sectors [32]. Blockchain started as a financial system with the intro-
duction of Bitcoin which is a cryptocurrency. However, it is not just limited to
cryptocurrency. In financial services, storing large amount of data in synchronous
manner for many location has become a burden. Blockchain is a beam of light for
financial sectors as according to the author, Blockchain is basically a giant time
stamp. Everything on Blockchain is timestamped. Therefore, it is easier to keep
large amount of transactions and data data synchronized. However, there are prob-
lems in terms of privacy when financial institutions use Blockchain as data stored
in Blockchain are publicly available and therefore the question arises how much
information needs to be exposed for proper operation.

2.9 Blockchain storage issue

A key factor of Blockchain is how much storage space it needs and what is the amount
of transactions it can accommodate. According to authors of Blockchain Challenges
and Opportunities: a survey [44], the most popular application of Blockchain, Bit-
coin faces multiple challenges, like scalability, block size, amount of transaction per
time unit, amount of blocks generated per time unit. According to the authors
if a greater storage space is used by blocks, it will result in centralization of the
Blockchain as users do not like to store a Blockchain which would consume a large
amount of storage space and would also contribute to slower propagation in the net-
work. Therefore, chains would be moved to servers which would make Blockchain
a centralized system. Authors have also focused on the issue of miners using self-
ish mining strategies to profit from Blockchains [45]. The writers also discussed
about the issue of choosing the wrong proof of work (PoW) could waste more elec-
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tric energy for users and rendering mining revenue to become a loss for the miners.
Thus reducing the number of miners and making the Blockchain vulnerable to brute
force attacks. Therefore, making Blockchain storage capabilities as low as possible
a very high priority to make a Blockchain network a success. R. Twesige in his
understanding wrote about the features of Blockchain technology. According to the
author, Blockchain is fast in terms of communication, it is cheap in terms of pay-
ment and exchange of value, it is easily accessible and publicly open, it is an open
source system which can be programmed for improvement if needed, the data stored
in the Blockchain network is easily accessible to anyone making it transparent, and
finally a distributed system which is free from any kind of central authority [41].
Blockchain is a technology that can contribute to multiple factors of our life like
finance, funding, trade, voting system, monetary systems.

As Blockchain gets more and more users and the networks gets flooded with transac-
tions, the block chain system faces the issue of space snowballing effect problem due
to ongoing transactions conglomeration. This means that as the number of trans-
actions increases, the amount of data needed to be stored in the system rapidly
increases and thus it increases the size of the system in massive amounts after each
day. C. Ehmke F. Wessling and C. Friedrich discussed a Blockchain model which
would be light weight and faster compared to the standard form of Blockchain
used in current times [46].They discussed how currently established newer forms of
Blockchain based system like IOTA [47] and Ethereum [48] try to handle the issue.
They discussed about the issues faced by decentralized system known as Fork. Their
ideology was to create a block chain where older blocks were not needed to verify the
newer blocks, thus reducing the overall proportion of data. The model was shows as
a tree which created new branches with each transaction to validate the transactions
and add to the main chain. They proposed a system where the transactions would
be done outside of the system to a sub system. When the system shifts the transac-
tion to the sub system it would verify needed information like current state of sender
and receiver and the Blockchain. The subsystem would conduct the computation
needed for the transaction and would verify the transaction. Then the sub system
would return the validated transaction to the main system by providing validation
information and other materials which could be easily verified by the main system.
This would reduce the computational power needed by the network as some part of
the work would be outsourced. The authors discussed about what other approach
could be taken to create the model.
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Chapter 3

Methodology

The primary purpose of our model is to enable the system for conducting such a
way to ensure multiple types of data transaction through large scale privacy and
to facilitate the users to use the system through trustworthiness. To erect such a
system we need to yield our own architecture of the blockchain upholding the four
building blocks of the Blockchain [49]. Thus we focused on the five elementary
components of the blockchain:

3.1 Blocks

Every blockchain are constructed using blocks where blocks work as a data holder
[50]. Thus the connection of blocks through chains are known as blockchain.These
blocks are the main virtual materials of constructing the blockchain. The whole
structure of a blockchain are as such of a linked list where each block is connected
with is previous hashes. In our system the blocks are in JSON format and the data
types are as per needed which we have described below.

3.1.1 The Geneses Block

The very fist block in our system is the genesis block. For the theory of of blockchain
we know every blockchain starts from the genesis block which refers to the first block
of the blockchain [51]. This can be referred to as a dummy head of the blockchain
from which the initial chain starts. Continuing the fact that, all other nodes or
blocks are the child or chain of this block. In our architecture this block doesn’t
contain any data rather only contains the hash, a timestamp and a nonce which
makes this the genesis block [52]. When our blockchain is initiated the genesis block
is automatically created [53]. Rather than genesis block all other block refers to its
previous blocks hash and finally connects to the genesis block which is the very first
block of the blockchain [54]. Thus the general architecture of the Genesis Block is
as follows:
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Figure 3.1: An Architecture of Genesis Block

3.1.2 Data Blocks

Other than the genesis block all the blocks in our blockchain are the main data
depository units. All the transactions that occurs are stored in the data blocks and
are added in the blockchain. Our blockchain are built utilizing blocks which behaves
as an information holder. Subsequently the association of blocks through chains are
known as blockchain. These blocks are the principle virtual materials of building
the blockchain. The entire structure of our blockchain are in that capacity of a
connected rundown where each block is associated with is past hashes. The primary
component of storing the information in the blockchain is called the blocks or nodes
[55]. All the transactional or non-transactional data are kept in these blocks and
gets added to the blockchain [56]. In our framework, the blocks are added linearly,
except for side chain or multiple threaded chain such that IOTA [57], through a
chain to the previous hash like a linked list. In our architecture, building the blocks
are the main challenge as different types of data will be stored in the data. The
architecture of each of our blocks are as follows:

Figure 3.2: An Architecture of All Data Block
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To know the actual architecture of the implemented system we need to know how
the blocks are created first. Thus knowing about each block is much more important
than anything else on blockchain. The components of each block are as follows:

Previous Hash

All the blocks in our blockchain are connected via the previous hash (SHA256) [58]
which incorporates the integrity of the one-way retrieval of the blockchain. In this
system the hash used was 64-bit SHA256 hash and is immutable that means a hash
can never be overwritten [58]. In our system all the blocks refer to the previous block
and thus connects to the genesis block. But one can never go to the genesis block
by traversing through the blocks because the blocks are dynamically generated and
changes continuously. Thus, Blockchain retains its integrity and is immutable.

Figure 3.3: Connection of Each block Through a Chain

Current Hash

All the blocks in our blockchain has a hash which is used as the unique identity
of the block [59]. These hashes are immutable and are the main building block of
the blockchain as they represent as well as connects our whole blockchain. Each
block refers to its previous blocks hash. Now the question arises how these hashes
are generated in such a way that they are non-deterministic as well as unique.
These hashes are generated based on the timestamp, nonce and the flags. As all of
these values are unique so we generate only one hash from the 264 numbers with a
probability of 1 out of 3.7×1011 that the hashes should match [60] .
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Figure 3.4: SHA256 Hash Algorithm

Timestamp

When the block is mined it saves the timestamp and shows when it was mined [61].
Thus every block in our system is unique and cannot be mutated further and gets
added with the given timestamp on blockchain. This timestamp is also used for
generating a unique hash that makes the blockchain more transparent [61]

ID Flag and Account Flag

As we are dealing various form of information to store and transact, every category
needs to be separated uniquely so that we can control it within the blockchain. For
this model we will be using mainly two types of information which are

1. Smart devices

2. Financial Information

First of all, choosing such two types of information is that they represent completely
two different domain in. In addition, the purpose is to simplify or generalize the
model in future. In this model we will be using a 1 directional array of length 1
which contains only the above information. Continuing with the fact that, these
two types of dossier must have a symbolic notation so that we can signify them
and can make them more understandable for the model implementation and future
analysis. Thus we popularize two new types of variable, which are, ID Flag and
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Account Flag. We will retain ID Flag to be 1 if the transaction is a device and 0
for the Account flag which indicates financial information such as Bank Account
information or registry information and so on. Thus if we can extend the value of
flags to n, we can work with n category of information.

Figure 3.5: Embedding Each Information with its associated Flag

But as the category increases the usability increases exponentially and the perfor-
mance a concern issue [62]. Because we have to handle n categories of data. Along
with this, as categories increase we assume people will tend to add more informa-
tion for further ease and security. Besides, adding more information will need more
storage as well as more computation time to mine and compile.

Device ID and Account Number

As all the devices has a unique number which we represent as our Device ID and
all the financial information has a unique transaction number which is the Account
ID in our case, has to be represented in such a way that we can perform multiple
arithmetic and modular operations over them and make them volatile for our model.
Thus this information must be kept to each blocks being hashed so that we can
uniquely identify each device and types of each device.

17



The financial information are encrypted as follows:

Figure 3.6: Encrypting Financial Information To a Hash

Along with financial information, the Device information are also needed to be
embedded to a certain hash and thus added to flag. In our system the device hashes
are also created thus:

Figure 3.7: Encrypting Device Information To a Hash
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In each of the block of the blockchain there might be one or several amount of
transactions that could occur. Thus, from the above tagged Account Flag and ID
Flag we can easily extract the needed transaction information and can group them
for simplicity.

Figure 3.8: Extracting Categorical Data Based on Flags

Nonce

Nonce is a random number popularly used in cryptography to generate and control
hashes. In our system Nonce are usually random numbers but they can be pseudo-
random numbers as well. In our system, Nonce along with timestamp and other
information can be used for more transparency in cryptographic communication.
We used nonce largely on proof-of-work in blockchain to find the desired hash from
the mempool[14]. Thus to find the desired hash upto a certain limit we hashes more
faster and can make our model more dynamic.

Figure 3.9: How Nonce Controls the Mining Problems
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Message

In our system, the Message after each transaction is made shows the current state
of the block such as whether the block was mined successfully or had issues or not.
This makes the blockchain system more user friendly as well as helps the developers
to find issues and flaws.

So finally all the blocks are ordered as follows :

Figure 3.10: The Whole Blockchain at a glance

3.2 The Consensus

The consensus is mainly an agreement that can be used as a fault-tolerant procedure
for a digitalized system [63]. One of the main problem of traditional transaction was
the involvement of a third party that harness the time and money [64]. Blockchain
overcame with this limitation but needed some kind of algorithm that can supervise
the activity or transaction of information. This brought the idea of consensus. We
developed a consensus protocol for our system and implemented it for the trans-
parency and secured communication. In our system the main part of consensus
is the Proof-of-Work algorithm that enables a digitalized as well as decentralized
system to know whether the transaction is valid or not.

3.2.1 Proof-Of-Work

Proof-Of-Work is a protocol the determines mainly whether a transaction is valid
or not. Moreover, it deals with cyber-attacks and keeps the translucence of the
system by validating the whole system/model [65]. In our decentralized system there
might be unwanted conditions like denial-of-service attack (DoS), or Distributed DoS
attack which is (DDoS), which can exhaust the resources of the system with huge
amount of unverified requests. Along with this in most of the cases in our system
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it removes the problem of double spending [66]. The term double spending actually
means whether an individual is trying for a fraudulent transaction is not. That
is, for instance, a person has 10 unit of money (e.g. $, £ and so on). In a very
short period of time, if that person wants to make a dual transaction by fooling the
system, he won’t be able to do so. Because our proof of work won’t allow him to do
such a transaction which is not valid as the proof of work will look at all the blocks
and will make sure he has made a valid transaction that is he has a proper amount
to transact [67]. Thus PoW can keep the clarity of the system by validating the flow
of the activities. The Process can be shown as follows :

Figure 3.11: How Proof Of Work Secures The System

In fact, in the framework it controls all the transactions without obligations of any
third party. Like, for a traditional system if a person wants to do a transaction
of anything in almost every cases he has to go through a third party to hand over
the property, money or information. In this case transaction refers to handing
over something to anyone for good. But with the concept with the blockchain is
revolutionary in this case. We can transact directly with larger security without
the intervention of any third party [68]. But to make the system secured and free
of lag, we have to ensure every transaction is valid and done by a valid user. The
proof of work comes handy here. Proof-Of-Work validates the transaction by looking
through all the blocks available in the blockchain and makes the calculation whether
this is legitimate transaction or not. Cynthia Dwork and Moni Naor, first originated
the idea of Proof-Of-Work back in 1993, but the term “proof of work” was coined
by Markus Jakobsson and Ari Juels in a document published in 1999 [69]. Now
the question arises how Proof-Of –Work works. In our Blockchain, the Proof-Of-
Work works by all the blocks validating the transaction and whether the transaction
actually exists or not.
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Figure 3.12: Restricting Dual Transaction

3.2.2 Byzantine Fault Tolerance Algorithm

It was essential to illuminate how the blocks inside a disseminated system concede
to a choice when a portion of the nodes come up short or act deceptively. Byzantine
General issue was clarified just with a gathering of commanders assaulting a city
and need to have appropriate correspondence and understanding among them. In
the event that solitary a piece of commanders assault the city, the assault would
come up short [70]. As our blockchain is a dispersed system and every one of the
hubs have a similar power without any focal position, Byzantine Fault Tolerant
Algorithm guarantees consistency is kept up in record of various hubs.

3.3 Shared Ledger

One of the most decisive hallmark of blockchain is the distributed public ledger.
That means a document which is available to all and anyone can view this but
is immutable that is no one can edit [71]. In addition, shared ledger provides a
covenant that every user as well as the miners must follow to retain the blockchain.
Basically, the ledger is a document of rules that governs the blockchain where each
blockchain must follow these set of regulations to sustain. In our system all other
activities of blockchain must be controlled through the ledger. The ledger sets up
under which conditions the transactions will happen or when each step will start
and so on [72]. These creates more transparency to our blockchain as the system
is following a flow of works which cannot be disrupted. One of the most important
part of shared public ledger is Smart Contract.
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Smart Contract

Talking about contracts is such that, it is an agreement that two parties follow to
retain an exchange. In such cases these must be a involvement of third party that has
to verify the signature of both the parties [73]. On the other hand, a smart contract
is a digital document that is digitally signed and accepted by both the parties based
on some agreements while doing transaction without the intervention of a third
party. In other words, Smart Contract is a public ledger where the regulations
and agreement is written in an immutable digital form and the blockchain has to
accept or follow the contract while doing a transaction. In our case there might
be different servers where each server will provide the sophistication of using the
blockchain. Under each server a client can host and join the blockchain. While
adding a transaction, a client must maintain the rules of smart contract. With the
rapid growth of data as computations become expensive and time killing we propose
to host the smart contract on a server where multiple service provider can connect
to the smart contract with the clients and the latency decreases.

Figure 3.13: Control Flow by the Smart Contract
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3.4 Decentralized System

The term decentralization means that not only one individual can control the whole
system but many [74]. The main purpose of making a system decentralized is that
no single authority can influence the whole system but the majority of the users
have to have the same opinion. In addition, no single individual can interfere on
transactions in the system, and any transaction request requires the consensus of
most participants [2].In our blockchain system, all the transactions that happen has
to be recorded by all the users so that they can participate in the proof-of-work. If a
transaction were to happen majority of the users must confirm that the transaction
is a valid one. If an individual or small group of people tries to manipulate the
system for their ease or unethical conducts they won’t be able to do so, as these
needs to have the legitimate confirmation of majority group of people. It is one
of the most distinguishing and powerful fact of our blockchain that, rather than
traditional database system it stores the data in each of the blocks and each blocks
are stored on a central chain which is immutable [75]. There might be a central
authority who might have the right to control the locations partially but cannot
modify the network or the chain without the consensus of vast majority. As the
system becomes decentralized, the transparency of the system increases. Thus, with
the help of Proof Of Work the role of miners comes handy.

Figure 3.14: Decentralization of the System
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Mining

In general sense the term mining refers to extracting meaningful information from a
huge amount of resources. On the other hand, mining, in the sense of block chain,
is the process of adding a block of transactions to the large distributed chain given
the consensus and regulations being followed [76]. The individual or authority that
does mining is known as miners. Miners generally, compete with each other and
given an authority to mine a block which also is decentralized and unpredictable.
Thus the process becomes more transparent and can never be predicted as no one
knows who will mine. In our case, it’s a mathematical or computational problem
for which all the miners have to compete for solving. In more general sense, the
problem is a random hash based mathematical problem which can be solved only
by random guessing [77]. The mining machines have to randomly guess the problem
and have to solve this problem. In this case the nonce plays an important role. The
nonce controls the difficulty of the problem by adding zeros at the head of the hash.
Such as, if there are more zeros at the front the problem tends to be more difficult.
At the very end the miner who solves the problem gents the chance to mine the
block with all the transactions. Before mining he has to follow the consensus and
the smart contract. Thus a block is being mined and gets added to the blockchain.

Figure 3.15: Control Flow by the Smart Contract
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3.5 Cryptography

The term cryptography specifies that something that is encoded with such a key
that cannot be turned back to previous form without the actual key. The main
building block of blockchain security is cryptography or hash. In our blockchain
framework the whole system is such that no one knows the actual information of
other without the key or the willingness of that individual. For instance, if a person
wants to transact any kind of information within the blockchain with someone else,
he has to send the information to a key that is known as a public key [78]. The
sender will also send this information via his public key so that no one can willingly
attack his information. We designed the system such that this public key is known
to everyone for transaction of information or for tracking that individual. On the
other hand, in our system another key that only the user knows and can use for his
own purpose is the private key. The users in the last stage uses this private key for
accessing his own information and for modifying it. This is very personal and the
leakage of it can create serious threat to that person as by comparing the public and
private key any individual might trace the actual key of his hash and can decode
his hash and can create serious threat to the other person. There might be other
stages of security in the blockchain other than this public and private key which
we might go for in future implementation. This will be used for added security in
the blockchain. But adding more intermediate layers might create computational
complexity and harness the efficiency of the system.

3.5.1 Public Key

In our system, public key is used for publicly showing the information of an indi-
vidual that is everyone in the blockchain knows who that person is and his other
information via this public key. Besides, in the blockchain the public key is used to
transact information amongst individuals. Everyone receives information and data
via this public key and that gets added to the person’s account via UTXO [79] . In
our system the public key is hashed using the Gmail account, the person’s National
Identification Number (e.g. NID, SSN, SID), his birth date and a security number
provided by us. We used SHA256 hash which is unpredictable so far. SO, the hash
is never predictable.

3.5.2 Private Key

Other than public key in our framework, the key that is used to access all the
information of a person is known as Private key. The private key is used for accessing
all the information of that person and to do modifications and transaction in his
account. Any individual in our blockchain system has to access his account via his
private key and can transact and do modification in his account only via this private
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key [80]. The leakage of any individual’s private key can create a serious threat to
that person’s information because comparing both the public and private key any
individual can find the actual key that was used to hash the keys and can take access
of that person’s account. As like the public key we used Gmail account, the person’s
National Identification Number, his birth date, a security number and besides all
these an password provided by that person to create this private key [81].

Figure 3.16: Secured Blockchains Transaction Protocol Using Public and Private
key
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Chapter 4

Implementation

The key idea of Blockchain is to create a system which can add information to blocks
and linking them in such a way so that data users can keep track of data integrity.

Talking about our system after initiation, the first block that is created is called
the genesis block. The genesis block can be a dummy block or contain information
depending on the way it has been configured. In our system we created a dummy
genesis block as it doesn’t contain any information rather than it’s hash, Nonce and
Timestamp. As information starts to get added to the next block, after certain
condition, the block will be mined by a trusted miner who will add the block to the
Blockchain. The mined block will contain the hash of the previous block. The next
block which will be mined will contain the hash of the currently mined block. In
this way each block contains the hash of the previous block and thus creates a chain
which can be traced back to the genesis block.

As information piles up and more chains are created forming a network of chains,
after a certain interval in our system, each chain will compare itself to check if it is
the longest chair or not. If the chain is the longest chain it will do nothing, otherwise
it will replace itself with the longest chain. In this way each chain tries to achieve
the state of the longest chain.

In the framework that we are implementing each block to be mined, the miners have
to generate a hash value of the current block by increasing the Nonce value in such
a way that the hash value is less than the target hash value. The winning miner
will get the opportunity and the award of mining the block and adding it to the
Blockchain. A relation can be seen between the numbers of miners and the time
interval in solving the problem to mine a block. Before adding each transaction
to the block, the transaction has to be validated. Otherwise it makes the system
useless. Therefore, a system to validate the transaction has been designed and
implemented. Moreover, while a shorter chain tries to copy the longest chain, it
also has to validate if the chain is valid or corrupted. Otherwise, the shorter chains
could start to duplicate corrupted data and turning the system useless. Therefore,
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before replication, in our system there is a process of validation included which has
been done in this model.

For the purpose of storing a smart device or information in the Blockchain, the
first transaction linked with the device or information will not contain any sender
identification and will only contain a receiver identification. Thus, information can
be linked to its first appearance on the Blockchain network which might provide
important analytic for different purposes like research.

In our Blockchain network both tangible and non- tangible elements can be trans-
ferred like smart devices which is a tangible element and funds which is not a tan-
gible element. The system also can provide a list of information linked to a specific
identity.

Due to the nature of Blockchain technology, it is possible to trace devices linked
to a certain identity or id if the person has only one identity thorough which the
entity conducts all the transactions. Therefore, it could be harmful for individuals
to have such kind of privacy issues. Therefore, the system changes the user’s identity
with each transaction such that it is no more possible to trace information to an
individual identity.

The Blockchain model consists of some particular functions and regulations for trans-
action and verification. The described Blockchain model has been implemented
using Python programming language.

4.1 Flask web Framework

Flask is a web framework implemented for Python which has similarities and differ-
ences with python’s Django web framework. Flask can be used to create a Python
server for hosting web. Thus we used flask to host a blockchain in our local machine
and it’s initialization look as follows:

Figure 4.1: Flask basic implementation.
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Applications, creating POST and GET APIs, Flask library is directly utilized in the
Python code to imitate a server which can host web-pages or respond using JSON
response in our system. We also used Flask to run servers on open ports. More
than one chain can be initiated in a single server with different port numbers for
each chain. In the implemented model Flask Library has been used to create a local
server for the Blockchain where users can transact and view information related to
Blockchain. The APIs created for the Blockchain have been shown in the following
table with description of functionality and type of API.

Name of API Description Type

Mine block
The API initiates the mining process of the
Blockchain. It returns the mined block information

GET

Get Chain The API returns the blocks of the Blockchain GET

Is valid
Checks the Blockchain and returns a response
with the information of the validity of the chain

GET

Add transaction
Validates a transaction and adds the queue for
adding to the Block which will be mined.

POST

Connect node
This is sent to the Blockchain network when
a new chain has been initiated.

POST

Replace chain
Check if the current chain is the longest chain
or not and if not replaces the chain with the longest chain.

GET

Table 4.1: API information table

4.2 Blockchain functions

For the proper operation of the Blockchain model, multiple functions are required.
Our model has the functions that are essential for the Blockchain system. The model
contains the following Functions.

4.2.1 Create Block

After mining each block, devices need to start to collect transactions to insert in the
new block. New block has to be generated. The function validates the proof of work
and previous hash value and adds the block to a chain in the Blockchain network.
The created block is also timestamped.

Algorithm:

1. Create Block dictionary with index, timestamp, proof, previous hash, and data
key value pair.
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2. Empty data for storing next state data.

3. Append Block to chain.

4. Return Block information.

After the proof has been calculated, this function takes the proof the hash of the
previous block and timestamp to generate a new block. The pseudo code for the
new block is given bellow

FUNCTION create block(self,proof,previous hash):
block ¡- ’index’ : len( chain) +1 ,
’timestamp’ : str(datetime.datetime.now()) ,
’proof ’ : proof,
’previous hash’ : previous hash,
’transactions’ : transactions
transactions ¡- []
chain.append(block)
RETURN block

4.2.2 Return previous block

In the Blockchain system it is necessary to get the information of the previous block.
The functionality of the function is to return the previously mined block from the
chain.

Algorithm:

1. Gets index of current state.

2. Returns Block with previous index value.

Firstly the system gets the value of the current state.The current state contains
information about the previous block.The system just returns the previous block
address. pseudo code for the function is given below:

FUNCTION get previous block(self):
RETURN chain[-1]
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4.2.3 Proof of Work

This is one of the most important functions of the Blockchain. This functions
calculates the Nonce value for which the hash of the block is lower than the target
hash and returns the value so that the block can be mined.

Algorithm:

1. Set value of new proof to one.

2. Set proof validity to false.

3. Check proof validity, if true return new proof value, else go to next step.

4. Calculate hash value for new proof.

5. Compare hash value with target hash value.

6. If hash value is less than target hash value set proof validity to true.

7. Increase new proof value by one.

8. Go to step 3.

To generate the hash with the value lower than the target hash, the system increases
the value of the nonce from 1. For a given nonce and a specific timestamp a system
will generate a hash which will be lower than the target hash.The pseudo code for
the proof of work is given below:

FUNCTION proof of work(self,previous proof):
new proof ¡- 1
check proof ¡- False
WHILE check proof is False:
hash operation ¡- hashlib.sha256(str(new proof**2 - previous proof**2).encode()).hexdigest()
IF hash operation[:4] = ’0000’:
check proof ¡- True
ELSE:
new proof += 1
ENDIF
ENDWHILE
RETURN new proof
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4.2.4 Check chain validity

This functions checks if the chain is valid or not by checking each block’s validity.

Algorithm:

1. Set previous block to first block of the chain.

2. Set block index to one.

3. If block index is less than chain length go to next block, else return true.

4. Set block to block value of index from chain.

5. If previous hash value of block is not equal to hash value of previous block
return false.

6. Set previous proof to proof value of previous block.

7. Set proof to proof value of block

8. Calculate hash value using previous proof and proof value.

9. If hash value is less than target hash value return false, else go to next step.

10. Set block value to previous block.

11. Increase block index by one.

12. Go to step 3.

The system starts from the first last block of the chain and recursively checks each
block of the chain to compute and verify the whole chain until it reaches the genesis
block. Pseudo code for the function is given below:

FUNCTION proof of work(self,previous proof):
new proof ¡- 1
check proof ¡- False
while check proof is False:
hash operation ¡- hashlib.sha256(str(new proof**2 - previous proof**2).encode()).hexdigest()
IF hash operation[:4] = ’0000’:
check proof ¡- True
ELSE:
new proof += 1
ENDIF
ENDWHILE
RETURN new proof
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4.2.5 Hash function

The system users hash values extensively. Therefore, it needs a function that can
return hash value for a specific object. The following pseudo code has been written
below:

FUNCTION hash(self,block):
encoded block ¡- json.dumps(block,sort keys=True).encode()
RETURN hashlib.sha256(encoded block).hexdigest()

4.2.6 Add Transaction

The purpose of this function is check the validity of a transaction and adding it
to a queue which then will transfer the data to a block for being mined. After
a transaction has been done and all other criterias are being fulfilled such then
this function occurs to add a transaction to the blockhain. For example, when a
transaction has occued and has passed the proof of work and retained all other
integrity of consensus as well as the smart contract, then it passes to the miner and
the miners compete for mining. If the mining happens this function is called for
adding a transaction to a block and thus this block gets added to blockchain.

Algorithm:

1. Get sender, receiver and transaction information.

2. Create a Dictionary with the information.

3. Append the information the data Queue.

4. Increase previous block index value by one.

The system receives the transaction information and converts it into a JSON format
which then is added to the transactions queue.

FUNCTION add transaction(self,sender,receiver,data):
transactions.append(’sender’ : sender,
’receiver’ : receiver,
’Data’ : data)
previous block ¡- get previous block()
RETURN previous block[’index’] + 1
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4.2.7 Get Node

Another important function of the network is the get Node function. The function-
ality of this node is to generate a JSON list of all known chains in the Blockchain
network and transmit the data so that other chains can find out the chain addresses
of the Blockchain network. Both Get Node and Add Node are mandatory functions
for full operation of the Blockchain system. Without this functions the each chain
in the Blockchain would have to be manually configured to connect to each of the
other chains. Even then new chains could get left out of the Blockchain system.

4.2.8 Add Node

The purpose of this function is to add a new node to its list of known list. A new
node means a new chain which has been initiated. Without knowing other nodes in
the Blockchain network this chain or node cannot validate the blocks and chain and
also cannot check if it the longest chain in the network or not.

Algorithm:

1. Get address.

2. Add parsed value to nodes

The function receiving a node value adds is to nodes queue. The node queue contains
the list of all the known nodes to this node or chain. The pseudo code is given below:

FUNCTION add node(self,address):
parsed url ¡- urlparse(address)
nodes.add(parsed url.netloc)
ENDFUNCTION

4.2.9 Replace chain

Replace chain is another important function of the Blockchain algorithm. The pur-
pose of this function is to check if the current chain is the longest chain or not among
the chains in the list of known nodes.

Algorithm:

1. Set network value to nodes.
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2. Set longest chain value to null.

3. Set maximum length value to chain length.

4. Get chain length from node.

5. If chain length is greater than longest chain, set longest chain value to node’s
chain length, else go to step 8.

6. Copy nodes chain and replace with own chain.

7. Return.

8. Go to next node.

9. Go to step 4.

The function gets the list of nodes from the nodes queue and iterates thought the
nodes to compare the node’s chain with the longest chain. If it finds a longer chain,
it replaces the value with the longest chain. The pseudo code is given below:

FUNCTION replace chain(self):
network ¡- nodes
longest chain - None
max length - len( chain)
for node in network:
response - requests.get(f ’http://node/get chain’)
IF response.status code = 200:
length - response.json()[’length’]
chain - response.json()[’chain’]
IF length ¿ max length AND is chain valid(chain):
max length - length
longest chain - chain
ENDIF
ENDIF
ENDFOR
IF longest chain :
chain - longest chain
RETURN True
ENDIF
RETURN False
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4.3 Interacting with API

For interacting with the Python APIs Postman platform was used. Postman is a
platform created for making API development easier. Postman can show received
data in a formatted manner and also API keys can be easily defined in Postman.
Postman provides many useful features for working with APIs.

While testing the whole system we used postman to verify whether the system is
working perfectly by continuously sending proper GET and POST commands as per
requirements. Such as while a transaction is being done the request for doing the
transaction is a POST request. Because, if a user wants to do transaction he has
to fulfill the criterion for doing that transaction thus he has to POST the request
to the server with necessary information. POSTMAN does these in a very fruitful
manner as it formats all the API calls with ease and allows us to do such kind of
post requests.

On the other hand if we consider the works of the blockchain, we need to send
different GET as well as POST requests, such as while the get chain function is
called, it is a GET method as it works such that the blockchain is requesting to get
all the blocks for the current chain and the server in reply responds. Mine block
is also a GET request as the blockchain is not requesting with any data input to
the server. Thus POSTMAN interacts with the blockchain as such. The whole
procedure of the whole system is describe on later part.
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4.4 Workflow of Blockchain

Figure 4.2: Blockchain Flowchart
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4.4.1 Designing Blockchain

In this step we plan, analyze and design a Blockchain and allocate IP addresses to
the nodes or chains. Three chains were implemented in three devices with address
192.168.0.100:5001, 192.168.0.152:5002, 192.168.0.112:5003 .

4.4.2 Chain initialization

To start the Blockchain we have to run the Blockchain algorithm and mine the first
block of the Blockchain which can be a valueless block or a block with dummy value.
This block is also known as Genesis block. All chain start block validating from this
block. The System was initiated in the device with the address 192.168.0.100:5001
as the first chain.

4.4.3 Connect node

In this step Blockchain adds all the nodes in its node queue. This step is necessary
to create a Blockchain network. Without this step, the chain cannot locate other
chains in the network and cannot validate the chain and check if it is the longest
chain.

4.4.4 Add transactions

All the validated transactions are stored in the data queue. In this step the Blockchain
copies the data to the block which will be mined.

4.4.5 Mine block

To mine the block the chain needs to solve the proof of work. After solving the proof
of work the function will return the nonce value for which the hash of the block is
less than the target hash value. Using the hash value the block will be mined.
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4.4.6 Check validity

The chain needs to check its validity for data integrity. If the validity is returned
false, the chain has to replace its value using the validated data from the Blockchain
network. In this case there might be multiple invalid chains in the network. The
chain needs to replicate data from only the valid chains, in this case majority chain
which have the same values is considered the valid chains. The chain needs to find
the longest chain among those chains and replicate that data.

4.4.7 Check longest chain

The Blockchain needs to check if it is the longest chain. If it is not the longest
chain it needs to locate the longest the chain and replace the current chain with
the longest chain. This way the chain can still keep up with the other chains in the
network.

4.4.8 Clear data

In this step the chain clears the entire data queue to accommodate new data for the
next block. The data from the data queue have been already added to the previously
mined block. Therefore, clearing the queue will not cause any loss of data.

4.4.9 Data format

The model uses an API based approach for communication. The communication
happens through JSON data packets. Our model can store multiple formats of Data.
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4.4.10 Usecase Diagram

Interaction between users as follows:

Figure 4.3: Blockchain usecase diagram

4.4.11 GSM based Device Registration

Devices that utilize GSM technologies can be identified using IMEI number. Our
model users IMEI numbers to identify those devices. Each GSM based device is
initialized using this packet. The JSON packet contains only receiver information.
No sender information is included in this packet.

4.4.12 Smart Device Registration

All devices have a serial number embedded in the hardware. Our model user the
Serial Numbers of those devices to link those devices in the system if there are not
any other form of identification number in the device. The JSON packet contains
only receiver information. No sender information is included in this packet.
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4.4.13 Vehicle Registration

All vehicles have chassis numbers printed in the body so that they can be traced.
This is an internationally recognized system of identification for vehicles. Our model
uses vehicle chassis numbers to identify the vehicle and link it to the system. The
JSON packet contains only receiver information. No sender information is included
in this packet.

4.4.14 Land Registration

Land and real-estate based properties have registration numbers stored in govern-
ment database. In this way the government tracks who owns what property. We
utilized registration numbers to link properties to individuals in our system. The
JSON packet contains only receiver information. No sender information is included
in this packet.

4.4.15 Transaction Data

In the transaction JSON packet, it has 3 fields. Firstly, the sender. To verify
the transaction, the system has to check if the sender is the original owner of the
property. The system also has to check if the sender is currently in possession of
the property. If both conditions are true, only then the sender is eligible to conduct
the transaction.

Secondly the packet contains receiver information. The system also needs to verify
if the receiver is a registered user or not. If the receiver is registered, only then the
receiver is eligible for the transaction. Moreover, the system also needs to check if
the sender and receiver are not the same person. If they are the same person, the
system will not verify the transaction.

Finally, the JSON packet contains the registration id. This id is unique for each
property. And also this information can be classified. The system needs to verify
that firstly the property has been introduced in the system using any registration
packet. If the property is not registered in the system, the transaction is not valid.
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Chapter 5

Result and Discussion

The prototype of the Blockchain system accommodated three independent chains.
Each has been initiated on a singular device using multiple socket addresses. Three
PORT from the registered port range of 1024-49151 was used for choosing the desired
ports. The three ports are 5001, 5002, 5003. The dedicated IP address for local
server is the predefined address 172.0.0.1 IP address.

Chain Name IP Address Port Address
Chain 1 172.0.0.1 5001
Chain 2 172.0.0.1 5002
Chain 3 172.0.0.1 5003

Table 5.1: Blockchain network chain address table.

5.1 Data-set

For testing purposes, data for transaction has been randomly generated in python.
Both sender and recipient address was generated randomly to represent true sce-
nario where the sender and recipient username will be 128 bit HASH address. The
data contains information about the device where the length of the address can
very depending on the category of data. The data information can store multiple
formats of value. In our test we used multiple users automated configuration to
add transactions to the Blockchain system. A total of six thousand transactions
were generated for depositing in the Blockchain. Numbers of blocks in the starting
Minute are represented in figure 5.1.
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Figure 5.1: Time vs Block generation.

Each user system added a transaction based on a random interval of three to seven
seconds for adding transaction. Each block mining is initiated at an interval of ten
seconds after the previous block has been added to the blockchain. A tabular repre-
sentation is shown for the first twenty blocks generated in a chain of the Blockchain
network in table 5.2 containing the index of the block, value of Nonce or proof,
timestamp of when the block is generated and the number of transaction in the
block.

The transaction were added using four automated users whom added each transac-
tion within a given interval so that the result could be duplicated in an appropriate
environment. The mining interval was chosen based on testing based of optimal
number of transactions in each block. The numbers of Blocks generated in a given
interval has been represented in the figure 5.1. The six thousand generated trans-
actions were added within approximately twenty minutes. Increasing the leading
zeros for target Hash will increase the time required to deposit the same amount of
transactions will increase dramatically as time required to mine each block increases
exponentially based on the number of leading zeros in target Hash.

The optimal settings for our system was chosen as four leading zeros and the power
of the Hash generating equation was chosen to be two, thus a curve.
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Index Proof Timestamp Number of Transactions
1 1 12:37:39.409978 0
2 533 12:37:56.748273 5
3 45293 12:38:13.207833 8
4 21391 12:38:29.520651 9
5 8018 12:38:45.662530 8
6 48191 12:39:02.195232 8
7 19865 12:39:18.505137 10
8 95063 12:39:35.292175 11
9 15457 12:39:51.544803 12
10 15479 12:40:07.758151 12
11 7889 12:40:23.936847 15
12 72474 12:40:40.578504 14
13 126616 12:40:57.611848 13
14 64161 12:41:14.394433 11
15 144125 12:41:31.556901 13
16 2492 12:41:47.694196 13
17 22592 12:42:03.987885 14
18 107780 12:42:20.845995 16
19 47346 12:42:37.354394 15
20 46891 12:42:53.895067 14

Table 5.2: Transaction in a single chain of Blockchain network.

The Blockchain system has multiple states. Each state can have different properties
and different number of chains. A representation of different states of the Blockchain
system is given in figure 5.2 where the Blockchain system contains three distinctive
chains and each chain has been initiated at a different time intervals for analysis of
the performance of the Blockchain system. In the system each chain was capable of
identifying other operating chains in the network and communicate with the chains.
Thus, was able to collect information about the operational chains present in the
Blockchain and compare the information of the blocks for verification.

Number of leading Zeros Time required (Seconds)
4 1.0849964618682861
5 5.25169825553894
6 20.6606292724609
7 1473.9516570568085

Table 5.3: Proof of work complexity based on leading zeros of Target Hash.

Another perspective of the computational time required can be the power of the
values in the equation of generating the valid Hash for which the Hash values is
lower than the target Hash value. In our analysis, the Blockchain system prototype
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used an equation containing a power of two. The equation for Hash generating is
given in table 5.3.

Hash value = new proof Hash2 − previous proof Hash2

Now for different orders of the equation we get different computational time. A
representation of the time required for different power values is given in table 5.4.
The time required to compute Hash value for different order of the equation have very
low differences. Therefore, it can be concluded that computational time required to
generate Hash value is not largely dependent on the order of the equation.

Power value Time required (Seconds)
1 1.2212324142456055
2 1.145613670349121
3 1.0227384567260742
4 1.0944087505340576
5 1.2442378997802734
6 1.275045394897461
7 1.3591926097869873
8 1.3885324001312256
9 1.3314905166625977
10 1.3451454639434814

Table 5.4: Proof of work complexity based on Order of equation.

5.2 Performance

The proof of work algorithm used in our model was based on generating a target
hash of a value range containing four leading zeros which gave a large value pool to
generate a acceptable hash. For each increasing zero, the computational power and
time required to generate a target hash increases rapidly. The following table shows
the time needed to generate a valid Hash for which the Hash value is lower than the
target Hash.
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Figure 5.2: Different states of the System

A model of different states of the Blockchain system needs better understanding for a
clear visual of what is expected from each chain in the network and how the network
should operate. The information of the model can create a visual representation of a
optimal operation Information of nodes at different states of the system are reflected
on the table 5.5.

State Time Known chains in system
Initialization of system with
chain 1

T0 Chain 1 (127.0.0.1:5001)

Initiation of chain 2 T1 Chain 1 (127.0.0.1:5001), Chain 2
(127.0.0.1:5002)

Initiation of chain 3 T2 Chain 1 (192.168.0.100:5001),
Chain 2 (127.0.0.1:5002), Chain
3 (127.0.0.1:5003)

Table 5.5: State change table
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5.3 Distributed System test

Each chain in the Blockchain system was successful in connecting to the Blockchain
system and receiving and sending node information among the chains in the Blockchain
system. In our test, we created the chain 127.0.0.1:5001 and 127.0.0.1:5002. Chain
127.0.0.1:5002 contained the addresses of chain 127.0.0.1:5001, 127.0.0.1:5002, 127.0.0.1:5003.
After this, we added the address of 127.0.0.1:5002 to chain 127.0.0.1:5001. Then
when we retrieved the list of known addresses from 127.0.0.1:5001, the chain was
successful in getting all the chains from the network. In this way having the ad-
dress of one chain of the Blockchain network, each chain is capable of collection
information of the whole Blockchain network.

Figure 5.3: Network address given to chain.

Figure 5.4: Parsed network addresses from other chains.
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5.4 Block mining

For the proof of work we provided a fairly simple calculation for which the hash
value target is any value with hash value where first four MSB bits are equal to
‘0000’. Our system was able to solve the proof of work in each attempt with run
time less than 1 second.

However, in a real scenario the target hash value will be a very low value so that the
mining device requires more computational time to solve the problem. Moreover,
the arithmetic operation to solve the proof of work was an equation with n3 time
complexity. Therefore, the complexity is can be considered fairly simple.The data
format is shown below-

Figure 5.5: Mining the Block

5.5 New Block generation

There can be two approaches to generate new blocks. One is to generate new
block after a certain amount of transactions have been added to the queue. And the
second approach is to wait for a certain amount of time to generate a new block. Our
system was developed using the second approach. Each block mining initiated after
ten seconds of the completion of the previous block. Before, the block generation is
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initiated all the transactions in the transaction queue are added to the block. And
the transaction queue is cleared for new transactions. The new blocks are appended
to the chains.

Figure 5.6: Operation of a chain in the Blockchain network.
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After a transaction is done the data blocks are created. Each individual blocks looks
as follows:

Figure 5.7: All Other Data Blocks

5.6 Longest chain replication

Our system started with chain 1. After chain 1 mined few blocks and chain 2 was
initialized in the network, chain 2 ran the longest chain replication algorithm and
copied the value from the longest chain which is chain 1 in our network. After few
more blocks were added to the chain, chain 3 was initialized. Chain 3 was able to
copy data from the longest chain too.
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In each time interval each chain contained the same data due to synchronization.
In figure 5.8 we see that Node 2 with address 127.0.0.1:5002 contains the same
information in the chain as the Node 1 with address 127.0.0.1:5001 even after Node
2 was initiated after Node 1. Node 2 was successful in replicating data from the
longest chain.

We wanted to create a system which could store information about ownership of
smart devices, and properties like land and vehicles. Our system is able to register
new devices. Vehicles and land information successfully. Our system can keep track
of newly enter information. Moreover, this system is successfully able to verify
exchange of properties.

Figure 5.8: Chain information in Node 127.0.0.1:5002
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Figure 5.9: Chain information in Node 127.0.0.1:5001

5.7 Transactions

Our system does not refer to transactions as sending or receiving. Instead, our
system considers transactions as form of exchanging ownership of properties. Our
system successfully completed transactions after verification. In this case each chain
verified if the sender was truly the owner of the property and if currently the sender
was in possession of the property. Secondly, each chain verified if the user was
capable of receiving the device. For example transaction to self is denied in the
system as it is redundant. Our system was successful in evaluating transactions
and adding them to the transaction queue. Moreover, the system was able to verify
transactions if they were justified or not.
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5.8 Discussion

Although the computational power required by our model is lower compared to other
Blockchain based systems, the amount of transactions conducted in our system will
be higher due to the fact that it handles multiple categories of information. However,
our model is capable of replacing multiple systems which can store only one category
of information due to the large number of overhead in each system that needs to be
conducted. In our system all of the requirements are executed only once compared
to multiple times in single category multi class Blockchain. Moreover, our model
introduces a new idea of a Blockchain system that can handle multiple categories of
information and illustrates how the system operates.

Our model users a fairly simple approach to tackle the issue of computational re-
quirement by each device. Our current model is capable of being deployed on very
low computational power capable devices like Raspberry pi and hand held comput-
ers. Even increasing computational power can be handled by shifting the chains to
servers where each server will run a chain and the users will interact with the server.
The server will interact with the chain and the Blockchain network.

Our proposed model has very few regulations. Due to it being a prototype, there
is space for modifying the model according to the needs. The model is scalable due
to changeable size of transactions amount needed to generate new blocks and no
limitations in how many numbers of chain need to be present to run the network
properly. Our model can handle from a few chains to a few thousand chains to a
few millions of chains with fairly simple modifications. Moreover using different port
numbers, multiple chains can be initialized from a single point.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

Our essential objective was to create a system that could store multi categorical
information of users and could be linked with national identification (NID). Previ-
ously, all blockchain models have been implementing and modeled for working in
respect to one form of data or information. Our model was successful in propos-
ing an idea where the blockchain technology can be used for storing various cate-
gories or classes of information and successfully administrate the transactions and
simultaneously withstand a standard level of throughput, performance, quality of
computational work and most importantly security. Our implemented system was
successful in proving that our model is sustainable and fully implementable and bet-
ter performs in contrast to the current Blockchain systems having low throughput,
high idleness, and low protection in some scenarios where computational power is
limited. The proposed model is also successful in contradicting the current turn of
mind for Blockchain technology where systems are considered to computationally
costly and include high data transmission overhead and postponements. Blockchain
systems of this manner are proven to be unsuited for regular usage computational de-
vices like smartphones, tablets and notebook modeled devices whom rely on efficient
computability and power usage as core for performance benchmark. The proposed
model is capable of operation in devices with restricted computational capabilities
or considered to have less elevated computability compared to generalized computa-
tional devices with regular computational power. The proposed model is capable of
information safeguard in an environment where information security is being con-
tinuously bombarded with freshly concocted mechanism of attacks. A newer form of
lack of security arrases from the research and development of quantum computing,
however, the technology to secure blockchain systems for such kind of complication
is also continuously updating. Our research on establishing a system bases on the
proposed model also provided us with the opportunity to analyze the scalability of
such a system in terms of real world usage where the system needs to withstand at-
tacks and provide standardized quality of service in contrast to currently operating
client-server based models. In toady’s’ designing a model that maintains standard,
follows the concept of a system for providing information storage capabilities with-
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out downtime is a challenging task. The analyzation of the implemented system
and structure of the model is considerable in developing further full-scale systems
capable of real-world operations.

6.2 Future Work

The implemented model is a basic form of Blockchain that contains only the essential
functions for operation and analysis. To fully deploy a system which can handle
the transactions, there should be a smart contract that considers all the possible
cases. Moreover, our system handles multiple categories of information. However,
some categories of information might not proof beneficial in our system directly and
might need reformation or conversion.

Our system does not consider the possibility of cryptocurrency transaction. How-
ever, it might be possible to develop our system in such a way that it might be able
to handle cryptocurrency and properties related information simultaneously.

Further research needs to be conducted in respect to handling new users and ini-
tialization of properties in the system. Moreover, with the passing of time, the
system could get flooded with properties that have been abandoned. Storing those
information could turn out to be problematic for the system. A system to remove
information from the system might be needed for security purposes of criminal pur-
poses. Therefore, the system should be modified to accommodate such functions.

The model might need updates to the smart contract in future for accommodation
of new rules and regulations. Moreover, to handle different categories of data newly
introduce in future, the system should have a function to update the smart contract.
This functions needs to be implemented in the system. Overall, the system was
successful in its operation. But research and analysis needs to be done to improve
the system and find vulnerabilities in the system.
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