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Abstract

With smartphone upgrading, it results in the enhancement of mobile security tools.
Nevertheless, the majority of users do not adhere to simple privacy practices, leaving
them exposed to threats, such as malware, phishing, and unauthorized access to
their data. Options like PIN locks, fingerprint sensors, and app permissions are
underused not as ineffective ones but simply because users are either unaware of
them or fail to find the necessary motivation. This mismatch between what is
available and what is used by users is where we start our research. In order to
gain a better grasp of what users care about and what keeps them from using
security features, we started with a survey of 363 participants. Our goal was to
understand actual user patterns—how they actually handle app permissions, which
security tools they may like and how much control they feel they have over their
privacy. The results demonstrated that most users want simple, easy-to-understand
tools that not only alert them about risks but also guide them in making smarter
decisions. Based on these findings, to ensure mobile security, we developed a mobile
prototype named TRACKO that placed emphasis on both usability and engagement.
The prototype includes two core features. Firstly, a categorized permission system
analyzes the access each app wants to what is normally needed for that type of app
(for example, a calculator asking for location data) and immediately notifies users
about anything that is not necessary. Secondly, a system of rewarding points where
users can earn points through secure behavior, such as setting PIN passwords or
biometric locks, denying third-party app installation and managing app permission
sensitivity. People who are careful about security get points for doing these things,
which makes privacy more like a game. We then tested the prototype with 41
real users for one week and conducted a semi-structured interview. The evaluation
showed promising results. Users understood permission-related risks with having
a change of their behavior—taking more control over app permissions, adjusting
settings they had previously ignored, and becoming more careful overall. In short,
when security tools are made more transparent and rewarding, people are more
likely to use them. This study highlights that improvement of mobile security is
not just about increased functionalities—it is about designing experiences to help
everyday users to make safer choices.

Keywords: Mobile security, App Permissions, User Behavior, Privacy Awareness,
TRACKO, Categorized Permission System, Reward System, Usability, Prototype
Evaluation, Behavior Change
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Chapter 1

Introduction

The smartphones have become a usual part of our lives. People use them for much
more than calling or texting. Today, we store personal information, manage bank
accounts, send emails, and stay active on social media through our phones [27].
Although such features are useful they also have serious security and privacy impli-
cations.

As time flies, the number of mobile apps has grown up, especially on Android de-
vices by platforms such as the Google Play Store. Many of these apps are made
using reused software components, and 61% of 110 studied apps included low-quality
libraries that made them less secure [28]. Some apps ask for access to things like
contacts, location, camera, and microphone—even when these are not needed. Re-
search shows that 78% of health and wellness apps shared user data with other
companies, but most users did not know this because of unclear privacy policies
[63]. Another study found that 24% of the permissions requested by Android apps
were not relevant to what the app is supposed to do [34].

Although phones today come with strong security features like encryption and fin-
gerprint locks, many users do not use them properly. Studies show that 86% of
users do not fully understand mobile security, and many give unnecessary permis-
sions or ignore important updates [42]. Also, 1.8% of health apps were found to
have harmful software like trojans, and nearly half of these apps did not use secure
communication channels, putting user data at risk [63].

As apps get more complicated, people often give permission to access personal data
without realizing it. For example, a flashlight app may ask to use your microphone
or access your contacts. Most users agree without reading carefully, which leads to
their personal data being collected unnecessarily [62].

Similar concerns have been raised by previous studies as well. Enck et al. (2014)
created a tool called TaintDroid to track how apps handle user data and found 68
cases of misuse from just 30 apps [23]. Felt et al. (2012) and Lin et al. (2012)
found that users often do not understand what permissions they are giving to apps,
and some developers use this for advertising or other purposes [10][15]. One survey
showed that only 17% of Android users checked permissions when installing apps,
and just 3% could answer questions about permission use correctly [11].



Another serious issue is that some apps continue to use permissions like the micro-
phone or GPS even when they are not open [16]. Even though phones have security
options, many users do not take steps to protect themselves. They skip updates,
use simple passwords, and do not turn on features like two-factor authentication.
Even people who understand technology sometimes ignore these steps because they
think the risks are low or the setup is difficult.

To make things worse, hackers are finding new ways to attack. Now, phishing does
not just happen through emails. It also comes through text messages, social media,
and fake apps. Since 2009, more than 5000 security problems have been reported in
the Android system [70]. This shows that we can not depend only on phone makers
or app developers to protect us. Users also need to play a role by being careful and
using the tools available to them [63].

One big challenge is that people do not often use the security tools available on their
phones [42]. Many users are unaware and many others simply do not feel involved.
For this, a system that keeps people updated and gives simple actions to follow is
needed.

1.1 Research Problem

In our research we focused on addressing the issue of weak user involvement in mo-
bile security. We also noticed that accessing unnecessary data is allowed by many
users. For example, a photo editing app might ask for GPS access or microphone
use, which has nothing to do with its main function. If users are not careful, this
opens the door for apps to collect private information and even misuse it [16].

Many users do not review app permissions after installing them. They allow every-
thing the app asks for, without understanding what it means. For this reason, they
might unintentionally share too much information with apps and put themselves
at risk. This is not only a technical problem, it is also a behavioral one. People
need better tools and motivation to stay involved in managing their phone’s security.

A categorized permission viewer and a point-based reward system- these
two main features combined in this research to introduce a new mobile security
system.

In the categorized permission feature, permissions for apps like camera, location,
storage, contacts and microphone are arranged into categories. It compares each
app’s permission requests with the kind of app it is. If an app asks for something
unusual, the system highlights it. For example, if a calculator app asks for access
to your microphone, the system will flag this as suspicious. This helps users un-
derstand what permissions are needed and what are not.

The second part of the system is a point-based reward feature. Users will earn
points for doing safe actions, such as setting up a screen lock, using fingerprint or
face unlock, and avoiding apps from unknown sources. These points are shown in a



security dashboard that gives a “score” based on how safe the phone settings are.
The idea is to make security habits fun and encouraging. Studies show that
giving people small rewards can help them build better habits—this works well in
health and education and is expected to work for mobile security too [37][44].

This combined system is designed to help users in two ways: it gives clear
information about app behavior, and it motivates users to take actions
that improve their phone’s safety. Many security apps focus only on blocking or
detecting threats, but our approach focuses on helping people stay aware and make
better choices. Our aim is to improve mobile security by making it simpler, clearer
and linked to users’ daily behavior.

To check how well the system works, we will collect feedback through surveys and
interviews. This will help us understand what users think about the features and
how it changes their behavior. In the end, we hope this system can reduce careless
permission sharing and make users more active in protecting their own data.

1.2 Research Questions

In this thesis, the focus is on understanding how users can be empowered to take a
more proactive role in securing their mobile devices. The proposed solution aims to
combine permission-based warnings, sensitivity-based categorization, and a point-
based reward system to improve mobile security practices. The following research
questions guide this study:

e RQ 1: How much control does an average smartphone user have over their per-
sonal data?

e RQ 2: What are the current user’s perspectives/awareness of the permissions
apps use in smartphone?

e RQ 3: What solutions exist to protect user data from privacy thefts, applications
gaining unwanted permission access and spyware used for malicious purposes,
as well as encouraging users to engage with privacy security? What can be
proposed to resolve all the aforementioned problems at once?

e RQ 4: How would our proposed app secure user’s device privacy?

e RQ 5: How does a point-based ‘phone health dashboard” and reward system in-
fluence user behavior in adopting secure practices, such as sensitivity control,
setting passwords and avoiding third-party apps?

e RQ 6: What are the usability challenges and user acceptance levels of a point-
based security system that integrates unnecessary permission warnings and
sensitivity controls?

e RQ 7: How will user’s lives improve or be impacted or become more secure after
using our app?



1.3 Research Objectives

In this research, the main aim was to understand how people deal with mobile app
permissions and how we could help them stay more secure through a tool they
would actually want to use. To begin with, we tried to learn how much control
users really have over their data. We did not just depend on existing research,
we went out and asked real people directly through a survey. This helped us to
get a better understanding on how much users know about app’s permissions, and
whether they take steps to manage them or just leave the default settings untouched.

We also wanted to know how users feel about app permissions overall do they notice
what an app is asking for? Do they say no when it is too much? And do they really
understand what those permissions mean? These insights helped us to know where
people are unsure or confused, and to make them feel more in control and confident
of their privacy, what kind of guidance or tools could help.

After looking at a variety of existing tools and apps, we noticed that most of them
either offer basic privacy settings or try to warn users, but they do not really help
people form good habits. For that we built a prototype app which integrates several
features together—alerts when an app asks for something unusual, categories for
app types, permission sensitivity levels, and a point-based reward system to keep
users engaged.

Once the app was ready, we asked real users to try it out for a week. During this
time, we observed closely to see how they behaved to the alerts and the scoring
system. Would earning points make them more aware? Would they change their
behavior denying more permissions or uninstall risky apps? These were things we
wanted to understand through real usage.

We also spent time observing how easy or hard the app was to use. Some users
became comfortable with the system almost at the very beginning, while others
needed a little more time—especially when figuring out how to adjust settings or
make sense of the points system. Their honest feedback was helpful in identifying
areas where we could make things easier and more intuitive for the people who are
not used to customizing these types of features.

We also wanted to see if using the app made any real difference in how people think
about their privacy. A lot of participants expressed that they now pay more atten-
tion to the app’s permissions, and in making decisions about what to allow or deny
they feel more confident. That response told us an important thing—our app did
not just explain privacy. It helped people form better habits over time.

In the end, all we did, from understanding how people currently handle privacy, to
building and testing the app—came down to one simple aim, to make mobile privacy
easier to understand and more practical for everyday users.



1.4 Thesis Structure

We have arranged the rest of our research paper in the following chapters:

Chapter 2 (Literature Review): This section reviews previous research on mo-
bile security, app permission management, and real-time notifications. It discusses
user control mechanisms, categorized permission warnings, and incentive-based ap-
proaches to improve security practices. The chapter identifies existing gaps in se-
curity solutions and positions the research as a novel approach that integrates both
real-time alerts and reward systems.

Chapter 3 (Methodology): This chapter describes the way our research ap-
proach is set up from the literature review to the conclusion. It covers the survey
from the design to the data analysis, from understanding user control over mobile
security to designing a solution to address their issues. It also explains our plan for
the development of our proposed mobile security app and the app testing strategies.
This methodology ensures that the security application is data-driven and effectively
addresses mobile security concerns.

Chapter 4 (Survey Design): This chapter describes the survey methodology
used to assess user perspectives on mobile security. It covers:

1. Demographics of respondents (age, occupation, smartphone usage, gender, loca-
tion).

2. User practices and concerns about app permissions. Awareness and engagement
with privacy tools.

3. Survey distribution methods, including online forms and physical QR codes.

Chapter 5 (Survey Results): This section presents findings from the survey,
including;:

1. Demographic Analysis — Majority of respondents were young adults, students,
and urban dwellers.

2. User Perspectives — Many users rarely check app permissions, but there is grow-
ing concern over data privacy.

3. Privacy and Security Solutions — Interest in real-time monitoring and incentive-
based security measures was high among respondents.

Chapter 6 (Developed Solution: TRACKO): The development for the so-
lution focuses on designing, implementing, and optimizing the app "TRACO”. The
system is developed using Kotlin and Java for Android devices. The development
follows an iterative progressive model, starting with prototyping, followed by imple-
mentation and then refinement. Also the features and how the features work and
implemented is also explained in this chapter.

Chapter 7 (Evaluation via User Study): The steps of the user testing pro-
cess outlined in the chapter include stages that are clearly defined and have various
participants to test the usability, the effectiveness of the app, and its effect on the
behavior of the people. The participants were introduced to the app by exploring
it on their own and after one week, demonstrated to use it on personal devices.



Subsequently, their security scores and behavioral changes were determined. There
were post-usage interviews, which were used both to gather quantitative results us-
ing SUS and EOU survey and qualitative feedback as an in-depth interview took
permission management, point system, customization, usability, privacy awareness,
and overall experience. The results were used to evaluate the strengths, weaknesses,
and opportunities of improvement which the app had.

Chapter 8 (Discussion): A final detailed discussion about our whole research.
The research question we defined earlier is properly answered and in which part of
the research we found the answer is properly discussed in this chapter.

Chapter 9 (Conclusion): The final chapter summarizes key findings and discusses
the implications for mobile security. It highlights the effectiveness of combining real-
time alerts with user incentives and suggests future research directions, including
expanding the system for iOS and refining the user experience to avoid notification
fatigue.



Chapter 2

Literature Review

This chapter reflects the studies in this context of main concepts, findings, practical
issues, and trends in the field of our research. By drawing a synthesis of prior
researches, this chapter aims at providing an understanding of the current study in
relation to the current scholarly discourse on the topic, and explaining its relevance
to the field.

2.1 User Control via Real Time Notifications

The real time notification of suspicious app behavior is meant to raise the level of
user awareness and to give users back the power to decide who they give access to
their data and under what circumstances. Mobile devices can help users make de-
cisions to allow or block access to sensitive information, such as location or camera,
by informing users in real time when an application attempts to access it. This
contrasts with traditional approaches where users might only realize after the fact.
Felt et al [10] showed that users tend to change their app settings when they receive
real time alerts that remind them what data is at risk and by whom. By alerting
users when apps access unnecessary permissions (e.g., a media app accessing GPS),
real-time notifications help prevent potential misuse or malicious intent. These sys-
tems work to prevent threats instantaneously before any harm can be caused to the
user.

While real time notifications increase transparency, they also introduce the possi-
bility that users will get overwhelmed with too much information, resulting in ‘alert
fatigue’ [6]. If users are frequently made aware of such data access without clear,
contextual explanations, then they could become desensitized to the alerts and start
to ignore or even disable them altogether. In a sense, Fagan and Khan [38] noted
that the relevance and clarity of these alerts are key elements for preventing user
fatigue. Mobile security systems, however, need to find an effective balance: notifi-
cations need to be reserved for actions that actually impact user privacy. Not only
does this prevent users, it also makes them eager to learn how applications make
use of the data that they request access to and security protocols that help protect
their privacy. So the transparency of real time monitoring and notification systems
encourages users to actively engage in managing app permissions and data access,
fostering a sense of control and responsibility over their digital privacy.



How users understand the information provided also determines how much user con-
trol real time notifications provide. Lin et al [25] research indicates that users often
do not understand security warnings, especially those containing technical jargon.
Messages that are clear and explain the possible risks of application behaviors such
as sharing location data enable users to take more action on setting their privacy.
Raising user awareness regarding threats to their privacy through nudges, according
to Almuhimedi et al [31], made them rethink the choices they make when it comes to
providing permission. A significant number even restricted suspicious applications
accessing their data. So if the lack of user knowledge on data privacy is a potential
cause for the problem, then alerting them of any threat to their sensitive data as
soon as it occurs in real time provides an effective resolution.

2.2 Usability Challenges and User Acceptance of
Integrated Security Systems

An integrated mobile security system that includes live monitoring, real-time pri-
vacy controls, and user incentives presents both opportunities and challenges. The
usability of such systems contributes to their effectiveness, as complex interfaces or
overwhelming features can discourage user interaction. Studies indicate that users
tend to avoid interacting with security systems that they considered too complex or
techy [4].

The live monitoring system gives you transparency of the app behavior, alerting you
to possible risks as they happen. However, the continuous flow of information can
lead to users being overwhelmed, especially for non-technical users. As Lillo et al
[6]found that users often disable monitoring systems that provide a large number of
notifications, reducing the effectiveness of the system. Additionally, users may have
trouble interpreting the warnings and security alerts that these systems generate,
particularly if the alerts are too frequent or not sufficiently explained.

According to Felt et al [7] the more the information is presented in a straightfor-
ward, intuitive manner, the higher the user acceptance of live monitoring systems.
For example, systems should not bombard the users with technical details about
what the app is doing. Instead systems could offer simplified summaries, such as
"This app is accessing your location in the background. Do you want to continue
allowing this?” Mobile security systems can enhance user acceptance and encourage
utilization of more active security settings through minimization of technical com-
plexity and providing actionable options.

Study by Liu et al [26] found that developers creating apps for Android systems are
allied to request for over a hundred and thirty various permissions that programs
can access. Reviewing and adjusting settings for all these permissions for all the
applications that are used is rather illogical and simply not feasible. The results of
the study suggest that, while people’s mobile app privacy preferences are diverse,
only a handful manage to significantly simplify the decisions mobile users have to
make. Thus if we want users to remain in control of their data and prevent anyone



with malicious intent from accessing it under their noses, simplifying their options
when any cynical activity takes place is the key to this.

2.3 Sensitivity Based Permission Alert System

In recent years, user privacy and data security have emerged as crucial issues owing
to the proliferation of third-party programs soliciting unauthorized access to sensi-
tive device functionalities. Our app resolves this issue via a point-based permission
alert dashboard, which is intended to inform users anytime an application accesses
sensitive device components, such as the microphone or location services.

We established a sensitivity-based categorization system to enhance the evaluation
and management of app permissions. Each permit is designated a sensitivity level:
High, Moderate and Low according to its potential security risk. High-sensitivity
permissions are ones that present increased dangers to user privacy if misused.
For instance, access to the camera, microphone, or contacts is categorized as high-
sensitivity, but permissions such as calendar access are deemed less damaging.

Due to the absence of a globally recognized standard for identifying permission sen-
sitivity levels, our categorization is shaped by previous research and user-centric
viewpoints. Numerous research indicates that sensitivity perception differs among
users, influenced by personal preferences and the context of permission usage. Con-
sequently, our application provides customisability, enabling users to manually des-
ignate sensitivity levels of rights according to their own discretion or risk evaluation.

To assist users in visualizing their device’s security status, we created a security
Dashboard, segmented into three sections:

High Sensitivity: High-risk permissions are often granted unintentionally.
Moderate Sensitivity: Permissions of medium risk.
Minimal Sensitivity: Low-risk or widely accepted authorizations.

The dashboard indicates the number of unnecessary or excessive permissions pro-
vided across all installed applications. The approach produces a score that assists
users in comprehending the overall vulnerability level of their device.

This adaptable, sensitivity-driven methodology corresponds with contemporary trends
in permission management, which promote enhanced user control, transparency, and
knowledge regarding the access of their personal data.

2.4 Categorized Permission based warning sys-
tem

A permission warning system can effectively analyze app requests and highlight un-
necessary permissions, thereby enhancing user awareness of potential privacy risks

associated with applications. By clearly indicating which permissions are essential
for an app’s function versus those that may be redundant, such a system can boost

10



trust among users by making them more informed about the choice they make to
grant access. Struse et al [18] indicates when users are provided with clear and
comprehensive information about application permissions, they are more likely to
adhere to security principles.

The study by Michael Lane [14] probes into the Android permission framework
and assesses the efficiency of the framework in keeping an end-user informed about
potential privacy issues that an application may cause. An end-user is presented
with the permissions required during the installation of an application and, thus,
appears to make an informed decision about an application based on the permis-
sions it requires. Among the ten applications widely used, a number were found
with permissions that can constitute threats to the information privacy of which
most end-users probably are unaware. The permission framework is complex for
end-users to comprehend; hence, it is difficult for them to figure out the possible
risk an application may pose to information privacy and security. The majority
of end-users tend to install the application without considering the list of permis-
sions that it requests for. These findings indicate that there is a need for improved
decision-support applications that can empower end-users to make more-informed
choices about the privacy and security provided by applications.

Due to these issues, researchers have proposed models intended for the quantifica-
tion of security risks of Android permissions and applications. Olukoya et el [56]
analyze the risk of an app based on the permissions it requests, using a permission
sensitivity index computed from a risky permission set. They evaluate permission
mismatch by checking what an app requires against what it requests. They evaluate
security rules based on our metrics to evaluate corresponding risks. They used the
datasets of benign and malicious apps, 43580 apps, and their result demonstrates
that the proposed framework can be used to improve the risk signaling of Android
apps with an accuracy of 95%.

A model named DroidRisk aimed at permission system efficiency enhancement [21].
There has also been research into the risks of permission granting to uncover ma-
licious apps, where detection rates as high as 94.62% are feasible at very low false
positive rates [30]. These results are a motivation for increased user education and
decision-support mechanisms and, arguably, much stronger privacy protection leg-
islation.

However, Sarma et al [17] stated that it is crucial to understand that having excessive
permissions may cause serious security issues. Apps that ask for too many access
rights may allow malicious programs to gain access to devices. Such as weather fore-
casting apps may request for our location, but if they ask for access to the gallery or
contacts, it may be a malicious program attempting access to our information and
can expose us to risks like data breaches and privacy violations. Jutail et al [55]
stated these intrusive programs pose a threat to users’ privacy and general safety
because they can track users’ location, steal sensitive information, and monitor ac-
tivities without permission.

Furthermore, applications that seek permission to access personal data—Iike con-
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tacts or messages—can place users at risk of identity theft and financial fraud if
these applications contain harmful or poorly designed code. In particular, when
apps gain authorization to read phone status and identity details, these permis-
sions are frequently ignored by users. Consequently, some applications may use this
information to manage incoming calls while inadvertently exposing personal identi-
fication details through unique device identifiers.

Malleswari et el [46] stated that mobile devices contain sensitive information re-
garding their users. When applications are granted access to this information, there
exists a risk of unconsented sharing with third parties for their advantage. Further-
more, these applications have the capability to consistently track the user and their
activities. They often request permissions that are not fundamentally necessary,
thereby facilitating the unauthorized acquisition of the user’s data. It has been con-
cluded that companies compromise users’ private information through an Android
app and permissions they ask for. As the user remains unaware of their sensitive
information utilization while installing apps and granting permissions, this matter
raises a serious concern about privacy. Thus, the authors demonstrated that there
is a need for a risk assessment framework that could keep the users informed about
the potential danger that an application poses to personal information. So, they
proposed a method aimed at increasing user awareness of the privacy risks from
granting permissions to Android apps. Alternatively, this model takes in considera-
tion the permissions that an app is asking. It grants the risk based on the permission
set asked for and gives a risk score in that regard.

Idris et al [52] demonstrated that mobile applications frequently access data be-
yond their rights and share it with other parties for a variety of objectives, such as
marketing, profiling, and advertising. So they introduced a Privacy Enforcement
Framework (PEF), which evaluates app permissions to improve privacy for Android
users. By addressing problems like overly privileged programs and confusing per-
mission requests, it offers users to find privacy-friendly apps and efficiently manage
permissions, eventually encouraging wise privacy choices.

Sarma et al [17] also stated that users often overlook the implications of these per-
missions, leading to unauthorized access to their personal information. According
to a study done by Microsoft, 90% of users simply click ”yes” without even read-
ing the terms and conditions regarding risk concerns of access permission. Felt et
al [7]investigated the efficacy of application permissions on modern platforms such
as Android and Google Chrome, emphasizing their benefits over conventional user-
based permission systems. They claim that almost all apps—93% of free apps and
82% of commercial apps—ask for at least one dangerous permission, suggesting that
consumers are used to installing apps with such permissions.

According to Yilmaz et al [72], the permission system is essential to the operation
of mobile applications to control access to private information and protect system
resources. Users are expected to make decisions regarding permission selections
based on an app’s features. Nevertheless, many users remain oblivious to the fact
that some apps may grant extra permissions to unrelated entities. According to a
recent study by Alenezi and Almomani [41], 80.3% of Android apps ask for more
permissions than are required. Attackers are given the chance to carry out destruc-
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tive actions, such obtaining private user data, because of the way the authorization
system controls access to sensitive information. Furthermore, a lot of third-party
libraries in the Android ecosystem need access to device data in order to gather
personal information such as location, network status and MAC addresses[68]. Nu-
merous spyware and viruses may take advantage of it, consequently, putting users’
sensitive information at risk without their awareness. Thus increased user awareness
about the nature of these permissions is crucial, as this can enable them to make
more educated decisions about the access they choose to provide. This study there-
fore attempts to provide Permission Risk Signals in cases where permission requests
appear fishy.

2.5 Reward or Incentive based User Engagement

Brower et al [57] investigate the ways that financial and non-financial incentives
influence user engagement. Specifically, its goal is to provide motivation to perform
such activities through reward in the form of points that can be redeemed to purchase
groceries, travel, or entertainment by passing health quizzes; engaging in physical
activities and availing public health facilities. The study shows that increase in
reward size has an effect on employees’ engagement but other factors like type and
timing of the reward also contribute to the level of engagement. For instance, they
found that users were more encouraged by real life rewards, like movie tickets, as
compared to those that were more utilitarian, like gas points. Also, a large number
of small rewards given in concrete connection with accomplishing tasks were more
effective in producing sustained behavior compared to large isolated rewards. This
goes with behavioral economics, where the notion of immediate rewards encourages
a particular accomplishment. They also pointed out how the rewards pointed out
by participants were successful to sustain engagement even though the size of the
reward was less over a period of time and definitely also highlighted the contention
that consistency and relevance of incentive are more important than its face value.
Analyzing the success of the Carrot app proves that advocating for the use of non-
financial incentives in health promotion interventions is possible.

Di Nocera and Tempestini [66] discuss the use of security and usability trade-off,
a well-known issue whereby high security comes hand in hand with low usability
and vice versa. So, instead of trying to remove such trade-offs, the authors suggest
that one way to design for security is through the use of behavioral rewards for safe
behavior. They say that such things are possible to implement where individuals
are given different points such as points for the creation of strong passwords or
not using default login credentials. These rewards could be blur interfaces, game-
like concepts or more straightforward work processes that create a virtuous cycle
where users are sensitive enough to want to practice good security. According to
the research, users are more likely to use secure behaviors if they experience a posi-
tive motivation. For example, what if users could get points or badges for changing
a password or even for doing it more often? It motivates both security and usability.

The work of Busch et al [33] addresses the pertinent issue of how to motivate em-

ployees to follow organizational security policies and standards which they might ex-
perience as inconvenient. Their solution is called Behavior Change Support System
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(BCSS) that includes use of gamification and persuasive technologies for promoting
security. The BCSS comprises six functionalities; Security Points, Quizzes, Chal-
lenges, Statistics, Personalization, and Risk Communication all of which are meant
to incentivize the employees to interact with the security policies on the platform.
The users can get points and badges for performing some security related activities
like quizzes or achieving definite security objectives. They can also participate in
tasks that involve rivalry with co-workers on feasible goals and this provides social
comparison and organizational incentives. Although these rewards are given vir-
tually they provide extrinsic motivation by satisfying the need of accomplishment
and recognition within an organization. It is discovered that employees’ use of the
security policies improves if the framed security policies are portrayed as involving
incentives as opposed to preventive measures. In this manner, the BCSS encourages
organizations to enforce security, while at the same time, offering relevant feedback
for compliance, and tracking user progress to keep them interested and productive.

Goel et al [58] conduct this study to examine the way financial incentive may help
enhance security behavior in organizations. This speaks about the difficulties orga-
nizations experience in trying to enforce compliance with security measures among
employees, mostly because they remain carelessly vulnerable to such threats. The
paper is largely confined to financial incentives, to which various monetary incen-
tives to achieve security measures among the users. One of the findings include the
fact that although monetary incentives influence the behavior of the target audience
in the interest of the organization in the long run there is lack of compliance because
the behavior that was targeted, decreases when the incentives are withdrawn. These
methods involving financial incentives and gentle suggestions gave encouraging out-
comes as to the participants’ password strength and their vulnerability to phishing,
though the sample size was small and larger scaled studies were recommended.

Chen and Li [43] examine the determinants of security software use by mobile device
users, with emphasis on privacy. The paper also incorporates the utility element,
specifically the emotional incentive, anticipated regret which can lead to users click-
ing on protective software and downloading them. Even though they do not empha-
size monetary incentives directly, they elaborates the role which perceived efficiency
and efficacy play. Privacy threats combined with threats of future regret are made
as appeal to emotion, as a means of prompting defensive behavior. The study goes
further by claiming that within the preview of decisions to do with privacy and se-
curity, monetary incentives push people into action, but other factors such as regret
seem to also influence action.

To evaluate the effects of monetary incentives in increasing user participation, Lu et
al [50] experimented with an approach to understanding users’ motivation to sign up
and participate actively in activities relating to online car-sharing platforms. The
actual field experiment was carried out that showed that monetary incentives in
the form of coupons offering a discount were not much more effective than email
invitations to complete the profile and book a car. By specifically focusing on digi-
tal platforms, the study shows that privacy concerns regularly act as factors which
neutralize the outcomes of financial rewards. The authors said this means that fi-
nancial incentives must be properly calibrated to user expectations so it does not
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backfire or cause unintended side effects such as increasing privacy concerns of users.

The research work by Herath and Rao [2] examines the factors that could encour-
age workers to observe information security policies at the workplace. The study
employs the principal agent model using incentives including fines and social com-
pliance, and intrinsic motivations including perceived efficacy of the actions taken
in security. According to the authors, certainty of detection weak positively while
severity of penalties may have weak negative effect on policy compliance. They also
raise awareness of social pressures whereby the employees are pressured by the de-
mands of their colleagues or their bosses. Moreover, the study reveals that practical
actions of the employees, is the belief in the efficiency of one’s actions which, in
turn, determine the level of policy compliance. This paper adds to knowledge of
how improvements to penalty systems and favorable perceptions of the effectiveness
of security can be used to increase desired, secure behaviors among employees within
organizations.

The paper by Villamarin-Salomén and Brustoloni [5] provides information on how
user behavior in reaction to security warnings can be enhanced using positive rein-
forcement. Instead of punishing poor security decisions the authors suggest using
Security-Reinforcing Applications (SRAs) that would encourage users to make more
secure decisions. The paper presents Vicarious Security Reinforcement (VSR) where
in the case of Social Learning Theory is used to present users with how secure actions
are positively reinforced by others. This research shows that sparse reinforcement,
where users are rewarded occasionally, ensures that security is sustained beyond
usage of the application. This approach proves that with positive motivation and
with learning from the behavior of other people, the rate of maintaining security
protocols for longer periods by users is enhanced.

The research of Lakshmi et al [64] shows the influence of the users by basing incen-
tives on participants who share information and data through smartphones. How-
ever, users refrain from contributing to the creation of content because of privacy
and lack of incentives to work for something that can be valuable to developers. To
address this, the study will present two models of reward systems aimed at encour-
aging participation while preserving the privacy of the user. The first model involves
credit dissemination by a TTP (Trusted Third Party) based on information from
the users concerned. The second model which does not require TTP uses mech-
anisms such as blind signatures to ensure the anonymity of the users who receive
the rewards which would have been misused to accumulate excessive credits. The
credit-based incentives make many users engage in the platform’s activity, and, at
the same time, their data are not linked to them. Also, the rewards are designed to
complement the concept of preventing dishonest workers with the possibility of their
attempting to provide fake or duplicate information. The study shows that when
incentives are tied to privacy assurances, consumers are indeed able to contribute
long term to such collection endeavors.

In this paper, August et al [22] aims at explaining whether economic incentives are

effective to motivate users to engage in enhanced cybersecurity. People sometimes
neglect updates because of the hassle, like when a program or an operating sys-
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tem requires patching, and may take time probing before notifying the user; they
may take even longer time patching before alerting the user, hence users may never
undertake the procedure. To encourage the invention of novel heuristics that can
help reduce this behavioral gap, the authors present a versioning model. In this
scheme of things, users could choose between a cut down version of the software
that updates automatically and a full version that lets the user decide when to, or
even if, to update. This strategy concerns user incentives with cybersecurity goals
by providing the automatically updating version with lower price compared to the
full license, thus giving more incentives for price sensitive users to choose the former,
minimizing risks in the entire network. Companies that consider internet connec-
tivity as mission-critical may opt for the premium version, but they are encouraged
to update quickly due to consequences of vulnerability. This model recognizes that
all users are not going to react the same way to security updates and institutes a
system where external rewards are given according to preferences in order to achieve
security objectives of a network. By associating the capability to postpone patches
with a certain monetary price, the model guarantees that more few systems are
unpatched and hence there are less exposed systems within the network and hence
the resultant safer zones in the digital world.

This paper by Anderson et al [19] seeks to establish how badges can be used as incen-
tive and reward that help in encouraging users as well as influencing their behavior
in online communities. Through the use of these badges, seen below, users are moti-
vated to continue with a task or attain a certain level or achieve detailed objectives
in a platform. These rewards do not only serve as recognition of accomplishment
but also remind users to contribute much more time and efforts to gain their badges.
Since people are motivated to gain accolades and learn, achieve goals, and evolve, the
information demonstrated by badges serves as compelling motivators encouraging
users into completing activities they would have otherwise ignored or undermined.
The paper goes further to describe how placing of badges at some important stages
would help in maintaining the user engagement. Contrasting with competitiveness
of leader-boards or external motivation as monetary incentives, badges appeal for
the motivation of acknowledgment intrinsic to a community. This renders badges a
versatile and non-comparative method of encouraging longitudinal as well as diverse
engagement. The study shows how contemplating and managing badges, therefore,
can greatly alter consumer behaviors and this makes badges a universal incentive
mechanism that encourages broader use and specialized efforts within online com-
munities.

This research by Bruggen et al [20] looks at how various incentive structures help
to encourage improved security measures concerning smartphones, especially the
screen lock mechanisms. The users in the study still included a large number who
did not practice security measures at all, despite the fact that some form of security
measure was in use by many of the users. To facilitate change, the researchers com-
pared and tried different types of interventions; incentives appeal to moral selves
and/or fear, and sanctions appeal to fear and/or self-interest. Incentives based in-
terventions provided user practical incentives in form of points or benefits for user
adoption or increased security practice. While such incentives led to some extent of
shift in behavior, the result was not as dramatic as the researchers had hoped, and
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significantly less efficient than the threat-based strategies that targeted the user’s
fear of possible consequences. The study shows that incentives may get people to
change their behavior but it takes more than incentives to sustain the change. How-
ever, this research also points out that incentives are most effective when backed by
social pressure, for example, peer pressure. It appeared that the perception of imi-
tating security practices of others would make users act out similar practices. The
research established that the rewards are useful means to encourage user participa-
tion, but when used in combination with other approaches like social encouragement
and relentless training to maintain positive behavioral changes in the long run.

2.6 Users Control over Personal data

Research shows that people who use smartphones have limited control over and
knowledge of their own personal data. According to a paper by Zhou [49], many ap-
proved applications access sensitive information without users fully realizing what
is happening. Many authorized apps use sensitive personal data without users’
knowledge. Smartphone privacy protection methods offer privacy settings to con-
trol leaking. Smartphone privacy settings warn consumers about privacy leaks and
allow them to regulate their phones. Understanding and measuring user percep-
tion and trust in these contexts is crucial. A fine-grained online survey with 222
respondents is designed and conducted. They collect demographics and smartphone
usage, including age, gender, employment, daily smartphone use, personal data rele-
vance and sensitivity, and smartphone OSs. This paper examines smartphone users’
current privacy perception and protection in different groups, including Rating the
importance and sensitivity of personal information; Trust in existing privacy pro-
tection; Perceived smartphone control; Frequency of searching privacy knowledge;
and Concerns about manufacturer and third-party company behaviors on personal
data and decision.

Even though there are privacy options, consumers often have trouble comprehending
and dealing with these limitations. A paper by Shakila Bu-Pasha [39] suggests that
Smartphone location data collection and processing raise privacy concerns. These
activities may violate EU data protection and human rights laws. Transparent steps
to secure user privacy at all levels of smartphone usage and users should have some
control over personal data associated with smartphone usage, including location,
and that this control should be executed under a legal arrangement that secures
users’ privacy and allows app developers or operating system providers’ lawful pur-
poses. In order to address these difficulties, tools like My Data Store have been
developed to improve users’ understanding and management of their personal data.
Initial findings indicate an enhancement in users’ awareness of their personal data
and the perceived utility of the tool [29]. According to recent research on Android
privacy permissions, consumers often revoke access for programs that they do not
use regularly or for features that are not critical. This typically happens within a
short period of time [73]. The results highlight the need for privacy management
solutions that are more clear, explicit, and user-friendly so that smartphone users
may control their personal data more efficiently.
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Yefim’s research provides a conceptual analysis of personal information control to
better understand and improve it. The findings also showed that people may as-
sume that personal information can be learn from other disclosed data about them,
placing it outside their control. It is important for system designers and privacy
practitioners to advise users about information that may become public as other
information is revealed. Further research is needed to understand how consumers
construct perceptions and mental models of their abilities to regulate their personal
information available to internet service providers [67].

Min Mun implies, increasing mobile phone use is creating many opportunities for
personal context sensing, which will result in enormous databases of sensitive in-
formation such as locations, movements, photos, text annotations, and health data.
Existing system architectures upload raw data streams straight to content-service
providers, giving users little choice once they ”opt-in”. Hence they offered Per-
sonal Data Vaults (PDVs), a privacy architecture where users own their data. Data
is screened before being shared with content-service providers, and users or data
custodian services can regulate data sharing. This enables users flexible and gran-
ular data access management [3]. Despite smartphones being personal devices, the
practice of sharing phones has demonstrated considerable popularity among users
at various levels. Data access control is an alternate option that enables users to
determine the extent to which particular information on their device is disclosed to
specific individuals [40].

Liccardi 1. et al [24] found three reasons why people are unaware of this. Firstly,
it is easy to overlook important rights in long lists. Second, apps that need per-
sonal information to work might seem questionable, even if they can not share
that information. Updates to apps can result in new permissions that allow them
to view personal data. They compared the old and new versions of the interface
and discovered that the better permission interface helped participants, especially
those who were inexperienced, choose apps that gave less access to their personal
data. Matina et al [36] assert that while granting access to smartphone users’ per-
sonal data is inherently neither problematic nor illegal, contemporary smartphone
operating systems fail to offer sufficient protection for users’ personal information.
Nonetheless, numerous concepts exist that can substantially enhance the circum-
stances and alleviate users’ privacy concerns regarding smart devices.

2.7 User’s Perspectives of the App’s Permission

Recent research has examined consumer perspectives regarding application permis-
sions on Android and iOS platforms. Users are increasingly controlling access to
and sharing their data in various contexts, including mobile apps, cookies, and
social media. However, many users struggle with informed permissions-related de-
cisions due to a lack of understanding of permissions and interface issues. Despite
privacy settings provided by web services, they often fail to capture essential consid-
erations. Research suggests that end-users misunderstand permission requirements,
highlighting a gap between knowledge, perception, and behaviors. As privacy de-
cisions grow, it is unrealistic for ordinary users to manage all privacy settings [69].
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Users typically exhibit a lacking in understanding the permissions utilized by their
applications, thereby compromising security and privacy. The implementation of
Android’s runtime permission model by Peruma et al [51] has improved users’ ca-
pacity to remember requested permissions. Nonetheless, a study by Scoccia [53] on
Android’s permissions-based security model revealed widespread permission-related
issues, with 8% of apps having negative comments about permissions. The study
analyzed 3,574 permission-related reviews from over 4.3 million users about 5,572
apps in the Google Play Store. Despite the new system, recurring points were iden-
tified, and recommendations for improvement were provided. The study highlights
the need for further research to improve the Android run-time permission system.

The study by Tahaei [71] explores the reasons developers request permissions and
their conceptualizations, comparing their perspectives with end-users’. It found
that both groups share concerns about unnecessary permissions, potential damage
to reputation, and sensitive data access. Developers sometimes request multiple
permissions due to confusion, while end-users believe they are responsible for grant-
ing permissions. The findings could improve permission ecosystems. The paper
by Wang [61] proposes a framework called SmartPI, which uses crowdsourced user
reviews to understand why apps request permissions. The framework uses Natural
Language Processing (NLP) techniques to identify functionality-relevant user re-
views from noisy crowdsourced reviews. The results show that permission usage can
be better reflected by user reviews than claimed descriptions of apps, bridging the
gap between functionalities and actual app behaviors.

A study by Ramachandran [48] says that users of Android devices are asked to grant
app providers access to device features, impacting privacy and security. However,
low attention and comprehension of permission warnings have been identified. An
online survey was conducted to understand users’ reactions to differences in app
permission information. Results showed that the presentation of permission infor-
mation in devices causes concern and irritation for a majority of users, especially
those with basic IT expertise. The study concludes that contextualization of app
features and permissions needs improvement, especially for users with little I'T ex-
pertise, and that further user permission information should be made available at
different levels of granularity.

However, studies by A. Felt [12] suggests that, the effectiveness of Android’s permis-
sion system in warning users about the risks of installing applications. Results show
that 17% of users pay attention to permissions during installation, and only 3% can
correctly answer permission comprehension questions. However, a minority of users
show awareness and comprehension. The study recommends improving user atten-
tion and comprehension, and identifying open challenges. Nonetheless, The paper
by Umair [60] examines privacy concerns in wearables like smartwatches, focusing on
data protection, safety, trust, ethics, and cybersecurity. Two Amazon Mechanical
Turk studies reveal that users lack understanding of cybersecurity risks, believe app
developers misuse data, and hold developers accountable for data breaches. They
also express unease with data usage policies and consider all private data suscep-
tible to data breaches. The study also highlights confusion between usability and
security, suggesting a need for reliable, secure, trustworthy, and ethical technologies.
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According to Chia [9], third-party applications on web and mobile platforms often
use decentralized control strategies, relying on explicit user consent for permissions.
Community ratings are used to identify potentially harmful apps, but these ratings
often reflect opinions about functionality rather than risks. A study of Facebook,
Chrome extensions, and Android apps found that current community ratings are
not reliable indicators of privacy risks. They discovered that free and adult apps
request more permissions than typical. Another study by Kelly [13] conducted in
two cities found that Android users generally view and read permissions screens,
but not understand them. This is concerning as users are unaware of the security
risks associated with mobile apps and believe app marketplaces test and reject ap-
plications. This results in users not being well prepared to make informed privacy
and security decisions.

2.8 Existing Solutions to Protect User Data and
Proposals

The popularity of Android has led to innovative and customizable apps that require
user data for services. However, privacy concerns remain. Android’s permission
system is often misused, requiring unnecessary permissions. A study by Misra [65]
proposes a privacy-preserving secure framework to prevent apps from stealing user
data by restricting unnecessary permissions. The model uses collaborative filter-
ing and frequent permission set mining algorithms to predict necessary permissions,
interacting with the application and modifying permission data. Experimental re-
sults show the model protects user data and ensures proper application functioning.
Smart-phone users often lack the skills and awareness for effective privacy manage-
ment, leading to permissive settings and data over-collection. Solutions often require
domain-specific, user-specific, or extensive attention. H. Elahi et al [54] proposes a
non-intrusive, representative privacy protection framework to reduce privacy fatigue
and promote democracy in privacy management by involving application providers,
marketplaces, and end-users to fairly distribute responsibility.

Spyware is a significant problem for computer users, tracking user activities, pro-
viding targeted advertising, and engaging in undesirable activities. A study by N.
Good et al [1] have limited success in explaining user behaviors contributing to spy-
ware proliferation. An ecological study of users installing five real-world applications
found that notice alone may not be enough to affect installation decisions. Users
have limited understanding of EULA content and often regret their installation
decisions. Privacy and security become important factors when choosing between
applications with similar functionality. A standardized format for assessing options
and trade-offs between applications may be helpful.

The mobile operating system market is divided into Android, iOS, and Windows
Phone, with Android being the most popular. Privacy protection on smartphones
is a complex issue due to the variety of sensors and increased usage frequency. To
address this, J. Pennekamp [47] proposes extensions to existing permission manage-
ment systems and nudging mechanisms to trigger user interaction for a more privacy-
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friendly system configuration. The paper reviews privacy enforcing on smartphones
and identifies no solution suitable for proper privacy enforcement while offering rea-
sonable usability. It also highlights the shortcomings of privacy enforcement on
smartphones, including usability, users’ ignorance, and conceptual problems.

Smartphones, primarily using Android OS, pose significant privacy risks due to
third-party software development. S. Singh [35] says that In recent years, smart-
phones and tablets have replaced PCs as the main computer device. Thus, smart-
phones may now store massive amounts of sensitive user data in addition to com-
municating. Its popularity also opens a new age of app development, resulting in
millions of free Android apps on Google’s Play Store. These apps cost money and
require users to grant data access. Sometimes the permissions are important such as
Google map position information etc, but most of the time they are unneeded and
compromise user security and privacy. Considering these facts, the author suggested
a computationally efficient system to improve Android user privacy and security in
his paper. The proposed framework sends user-sensitive data in scrambled form for
all applications, enhancing privacy for both tech-savvy and tech-nobs. It aims to
provide secure services for Android users and is aimed at future expansion to cloud
and Linux-based systems.

Nonetheless, smartphones are increasingly used for personal information storage and
handling, but rogue applications pose a threat. Existing solutions have limitations
in addressing privacy-violating apps. A new privacy mode, TISSA, is proposed by
Y. Zhou et al [49] to enable users to control access to personal information and ad-
just access dynamically. TISSA has been tested on over a dozen information-leaking

Android applications, demonstrating its effectiveness and minimal performance over-
head.

However, A study by Almuhimedi [32] reveals that combining an app permission
manager and privacy nudges can significantly improve smartphone users’ privacy
control. The study found that users reassessed their permissions after a week with
the permission manager and 95% reassessed their permissions after receiving nudges.
Android and iOS have been proposed for privacy enhancements.

Peter Hornyack [8] developed two privacy controls for Android smartphones that
allow users to run permission-hungry applications while protecting private data.
They retrofit the Android operating system to implement these controls, but faced
challenges in preventing side effects that interfered with user-desired functionality.
An automated testing methodology was developed to measure the impact of these
controls on 50 popular and permission-hungry applications. The controls success-
fully reduced effective permissions for 66% of tested applications.

Nowadays, mobile applications have become a significant source of personal informa-
tion, exposing consumers to potential misuse. Despite advanced sensors and privacy
controls, mobile operating systems often leave users unaware of how applications use
granted permissions. A solution, SPEProxy by Krupp [45], aims to raise awareness
of data misuse and protect users’ data. This knowledge-based approach is device
and operating system agnostic, allowing users to use the solution without technical
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expertise. SPEProxy was found to be highly effective across 86.55% of popular i0S
and Google Play applications.

2.9 Our Work

Our work stands out from other research highlighted in our literature review by
uniquely combining real time privacy controls with a point-based reward system
to enhance mobile security. Unlike earlier studies that typically focused on either
increasing transparency with real-time notifications or motivating user behavior sep-
arately, our approach brings both elements together into a unified strategy. By do-
ing so, we not only alert users about sensitive permission accesses but also actively
encourage them to adopt better security practices through a structured incentive
system. The dual approach addresses the gap between user awareness and engage-
ment with security features, ensuring users can control their data and maintain long
term behavioral change. Our research seeks to close the gap by identifying privacy
risks as they happen and encouraging users to actively respond to these alerts, help-
ing them take a more hands-on approach to mobile security. Table 2.1 shows a
comparison of our app Tracko and the similar existing app we found.

Feature Tracko | TaintDroid [23] | PermissionWatcher [18]
Privacy hook place- X v X

ment

Unnecessary permis- v X v

sion detection

Permission-based risk v X v

assessment

Static analysis of per- X X v

missions

Runtime monitoring X v X

of permissions

User assigned permis- v X X
sions

Dynamic permission v X X
management

Categorizing apps into v X X
distinct classes

Measure overall secu- v X X
rity

User friendly UI v X X
Compatible with lat- v X X
est Android versions

Compatible with iOS X X X

Table 2.1: Comparison of Our App Tracko with TaintDroid and PermissionWatcher
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Chapter 3

Methodology

This chapter describes how our research is planned and conducted to better un-
derstand user behavior and awareness regarding mobile phone security—especially
focusing on app permissions, real-time notifications, and user incentives. The pur-
pose of this chapter is to give a clear road-map of the steps we took, starting from
identifying problems through literature, designing a survey, planning our proposed
system, and evaluating its future potential. Our methodology aims to ensure that
our research is data-driven, user-centered, and practically implementable in real-
world mobile environments. Our overall approach is mixed-method: combining
both qualitative and quantitative research techniques. This means we are not only
interested in numbers and statistics but also in people’s thoughts, habits, and prefer-
ences. The chapter establishes a foundation that links the previous literature review
to our practical research. Subsequent chapters, including those on survey results
and system development, will be predicated on the structure and outcomes outlined
in this chapter. Figure 3.1 shows our methodology diagram.

3.1 Research Structure

Our research is organized and structured. This is meant to help us get from un-
derstanding what users want to the end evaluation of our proposed system. This
method makes sure that each step of the study process is consistent and relevant,
so that each stage builds on the one before it. The plan is made up of the following
important steps:

1. Understanding Problem through Literature Review: To learn about what
has already been done, find gaps, and shape our study questions.

2. Survey Design and Distribution: To get real-life information and data from
users.

3. Data Analysis and Pattern Identification: To find patterns in behavior,
attitudes, and wants.

4. Solution Design (TRACKO App): To make a mobile security system that
is focused on the user.

5. Evaluation via User Study: To figure out how useful and important the
system is by getting structured comments from users and watching how they act.
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Figure 3.1: Methodology Diagram

3.1.1 Understanding Problem through Literature Review

Before creating any instrument or conducting any survey, it is important to have a
comprehensive understanding of the problem’s scope. In order to accomplish this,
we initiated a detailed literature review that enabled us to pinpoint critical failings
in current mobile security protocols.

We have observed in previous research that users frequently grant unnecessary app
permissions without understanding the potential dangers. Numerous individuals
are unaware of the implications of these authorizations or the potential for their
abuse [14]. Mobile systems provide permission managers and other tools; however,
users are unlikely to interact with them unless they are highly motivated [42]. This
behavior gets taken advantage of by spyware and malware, which silently accumulate
sensitive information.

An additional critical finding is that the lack of user engagement frequently results
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in the failure of existing solutions. Even though there may be security apps out
there, they will not help if people are unaware that they are easy to use or do not
feel connected to them. Because of this difference, we looked into both a technical
and a behavioural answer. This method encourages users to be more involved by
rewarding safe behaviour and sending real-time tips. Our methodology was built on
top of these findings. It became clear that we needed the following:

1. A clear picture of how users act and how they feel about giving apps permission
to do things.

2. Find out what types of features people want in a mobile protection system.

3. In answer to these needs, make a system that is both friendly and motivating.

3.1.2 Survey Design and Distribution

The survey is divided into three major sections:

1. Demographics and Usage: Age, gender, occupation, and daily phone usage.
2. Behavior and Awareness: Questions on app permission habits and security
actions.

3. Preferences and Expectations: User interest in features like instant alerts,
educational tips, and reward systems.

The structured flow enables respondents to initially contemplate their own behav-
iors and subsequently consider the types of solutions that would either reinforce or
modify those habits.

3.1.3 Data Analysis and Pattern Identification

The subsequent phase of our research involves the analysis from the survey to derive
valuable insights, following the collection of survey data. This analysis functions as
a conduit between the design of our mobile security system and user data. Analysis
will include the following;:

1. Quantitative Analysis: Utilizing statistics, diagrams, and charts to identify
patterns (e.g., the frequency with which users verify their app permissions).

2. Qualitative Analysis: The process of examining open-ended responses to gain
insight into the motivations, perspectives, and concerns of the individual.

3. Pattern Recognition: The integration of both forms of analysis to identify
common themes in user behavior and expectations.

Through this step, we aim to identify, Gaps between awareness and action, motiva-
tional barriers that stop users from taking security measures and user preferences
that can shape effective mobile security features. The findings from this phase will
directly influence the features we prioritize in our app development.

3.1.4 Solution Design (TRACKO App)

We designed a privacy preserving monitoring system that prioritizes proactive pri-
vacy protection, ease of use, and motivation, as indicated by the patterns and pref-
erences identified in user data. The application is intended to satisfy the precise
requirements that are evident in user behavior. The application will comprise the
subsequent essential elements:

1. Permission Monitoring and Categorized Alerts: Immediate, context-
sensitive notifications when applications require access to high-risk permissions.
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2. Smart Categorization: Arranges app permissions according to their relevance
to the app’s functionality.

3. Incentive Dashboard: Provides users with incentives for secure actions, such
as disabling unnecessary permissions or employing biometrics and gaining points
from it.

In addition to prioritizing functionality, the design endeavors to be habit-forming
and educational for users who may not otherwise engage with security settings as
frequently. In addition, we made sure the app works on all Android devices and
meets usability standards before it is evaluated by users.

3.1.5 Evaluation via User Study

To ensure the systematic assessment of the usability, effectiveness, and general user
experience of the suggested application, a user testing strategy was planned. The
aim of this strategy was not only to evaluate the functional potential of the system,
but also to measure its influence that could be had towards user behavior, user
awareness of the need to have privacy, user experience of ease in using the system not
only through the objective measurement, but also through the subjective response.
The test design involved controlled observations, longitudinal usage and structured
interviews involving both quantitative and qualitative designs.

Participant Recruitment and Sampling

The sampling method used was purposive, to make sure the variety of participants
was broad, and hence the range of experiences and ability among them. Several
demographic groups were recruited such as differences in educational levels, gender
and age. This sample heterogeneity made it more thorough to evaluate the usability
of the application based on different user profiles and this made the results more
generalizable.

Multi-Stage Testing Procedure

The user testing was done in four different yet inter-related phases with each phase
aimed at capturing certain dimension of user interaction and system performance.

Stage 1: Initial Exploratory Interaction (Unassisted Use)

During the first stage, the sample device on which the research application was
availed witnessed a condensed testing duration and no form of instructions was is-
sued to the participants. This step was supposed to provide a first impression as
well as to see the navigability of the system by intuition. Observational data were
recorded to find out the barriers to usability, design complexities, and any complica-
tions when using it upon the first time usage. After this interaction, the participants
were invited to tell about their direct perception of the purpose of the app and re-
port about the problems that occurred.

Stage 2: Guided Setup and Independent Use (Supervised Installation
and Familiarization)

The participants later installed the application on their personal devices under the
supervision of the researchers. It was explained in detail how the system works in
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terms of granting and refusing permissions, adjusting the sensitivity levels of the
permissions, and the reward-based system of the incentive mechanism implemented
to encourage people to follow the privacy-friendly behavior. There were also educa-
tional materials like instructional videos and written manuals to help the subjects
feel sufficiently supported in the first set of independent usage. They were then
left to use the application in their daily lives during one week. Technical assistance
was provided by making contact information available in case of a need in this phase.

Stage 3: Behavioral Observation and Data Collection (Post-Usage Mon-
itoring)

One week after the participants started using the mobile independently, the data
about the interactions were gathered, and the specific attention was paid to the se-
curity scores that are gained with the help of the point-based motivational system.
This enabled the evaluation of behavioral changes of users, especially with regard
to their interaction with privacy and permission management functions. The stage
data would offer objective sets of the user compliance, system engagement, and pos-
sible effects on privacy-conscious behavior.

Stage 4: Post-Usage In-Depth Interviews (Subjective Evaluation and
Feedback)

On the end of the independent use interval, structured post-intervention interviews
were carried out. These interviews aimed at determining variation in answers to the
participants attitudes on the personal data privacy, ease of use as perceived by the
participants, satisfaction with system attributes and improvement on the system.
Analogy was also carried out by comparing responses of users to those measured
during first impression, thereby providing some learning curve and long-term us-
ability.

Data Collection Instruments

The mixed-methods design was used to attain detailed information of participants.
This entailed both, standardized quantitative questionnaires and standardized open-
ended qualitative interviews.

Quantitative Instruments:

System Usability Scale (SUS):

To determine the usability of the system in a quantitative manner a widely validated
5-point Likert-scale was used and administered as an instrument. The SUS items
ranged to include the frequency of intended use, ease of use, complexity, integration
of features as well as the ability to learn to use the system.

Ease of Use (EOU) Metrics: Additional Likert-scale questions were composed
to also assess specifically important functionalities of the system, such as the intelli-
gibility of permission notifications, the helpfulness of point-based incentive system,
and the usability of security dashboard, and easy availability of customization op-
tions.
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Qualitative Instruments:

Semi-Structured Interview: Open-ended interview questions were organized into
six thematic sections to explore the depth and nuance of user experiences:
Permission Categorization System

Point and Reward System

Customization and Settings

Learning and Usability

Behavioral Changes and Privacy Awareness

Overall User Experience and Suggestions

ANl o S

Participants’ responses were analyzed using thematic coding techniques to extract
recurring patterns, unique insights, and areas for improvement.

Ethical Considerations

All the participants gave informed consent before taking part in the study. The
participants were notified of the purpose of the study, the fact that the participation
was voluntary, the issue of data privacy, and the fact that they could pull out of
the evaluation at any one time without any repercussions. The data that have been
collected in the course of the research were anonymized in order to provide these
data with confidentiality.

Outcome and Evaluation

The combination of observational data, automatic system-derived usage statistics,
standardized usability ratings and qualitative feedback gave a multidimensional as-
sessment of the application. This design of extensive user testing enabled the grad-
ual optimization of the system and confirming its feasibility as a system that will
promote privacy enhancing behavior based on the convenience and incentive-based
interaction design.

3.2 Summary

This chapter provided a comprehensive and interconnected picture of our research
methodology, which included the identification of the vital problem, the collection of
user data, the analysis of behavioral patterns, and the development of a customized
mobile application. Intermediate testing, which includes device and HCI evalua-
tions, guarantees that only a stable and user-friendly version is presented to actual
users for the final evaluation.

Our objective is to create a mobile security system that is not only technically sound

but also genuinely usable and relevant to common smartphone users by adhering to
this user-centered, multi-step methodology.
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Chapter 4

Survey Design

In this chapter, we cover the survey design of our research. Before we started working
on building our proposed solution, we wanted to get an idea from our users of what
sort of permission related privacy issues they faced on a regular basis. We also
wanted to get their opinions on what features might possibly address their issues
best. This was done so that we could design our solution to meet their requirements.
We have discussed the factors and demographics which helped us to evaluate people’s
perspectives of app permissions and what measures they employ to safeguard their
data. A detailed discussion over our selected demographic has been provided along
with descriptions of questionnaire topics, survey methods, statistical analysis and
structure of our survey. So, an illustration of the sampling method, survey method
and statistical analysis method is described here.

4.1 Demographics

This section establishes the respondent’s profile, including age, occupation, gender,
region, and smartphone usage. It also evaluates the respondent’s willingness to
proceed further.

4.1.1 Questions

1. Age range and occupation: Understanding the demographics helps categorize
user perspectives based on life stage and professional background. For instance:

e Younger users or students may be more tech-savvy but less aware of app permis-
sion risks.

e [T professionals may exhibit higher awareness and carefulness due to professional
exposure to cybersecurity concerns.

2. Gender and region: These factors may reveal socio-cultural influences on user
behavior, trust levels, and exposure to mobile privacy concerns.

3. Daily smartphone usage: Time spent on smartphones correlates with en-

gagement levels, potentially reflecting the frequency of app interactions and the
likelihood of encountering permission-related concerns.
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4.2 User Practices and Concerns About App Per-
missions

This section focuses on the user’s current practices and attitudes toward app per-
missions, their concerns, and their expectations for better security measures.

4.2.1 Questions
1. How often do you check app permissions before installing an app?

- This question assesses users’ carefulness in reviewing app permissions, a direct
indicator of privacy awareness.

2. Have you ever uninstalled an app due to excessive permissions?

- This reveals whether users take corrective actions when they identify potential
privacy threats, showcasing the seriousness of their concerns.

3. Trust in apps on official app stores

- Gauging user trust in platforms like Google Play or the App Store provides insights
into whether users equate these platforms with security, influencing their carefulness
levels.

4. Concerns about permission misuse

- This question identifies how worried users are about potential privacy violations,
emphasizing the need for solutions addressing these concerns.

5. Preferred features for better app security

- This practical question collects data on which features (e.g., instant alerts, de-
tailed breakdowns, educational resources) users believe would help them feel more
secure.

6. Primary source for app downloads

- Understanding whether users prefer official stores or third-party websites provides
insights into the risk exposure associated with their app acquisition habits.

4.3 Awareness and Engagement with Privacy Tools

This section evaluates users’ awareness of privacy tools and their willingness to en-
gage with solutions for improving app security.
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4.3.1 Questions

1. Familiarity with app permission control tools

- This question evaluates whether users are aware of tools that allow them to man-
age app permissions actively, revealing potential knowledge gaps.

2. Motivators for engaging with app privacy

- By presenting options such as instant alerts, reward-based systems, and biometric
access, this question gathers insights into what drives users to prioritize their privacy.

3. Interest in apps sending alerts about risky permissions

- Understanding user interest in proactive alert systems assesses the feasibility of
solutions that notify users about unauthorized data access or risky permissions.

4. Previous searches for privacy tools

- This question examines whether users actively seek tools to manage their data
security, indicating proactive behavior toward privacy concerns.

5. Suggestions for additional data protection measures

- An open-ended question invites users to provide unique ideas and perspectives,
uncovering innovative solutions not included in predefined options.

4.4 Survey Implementation

In this section we explained our survey method, question structure and how we
conducted the survey in details.

4.4.1 Survey Distribution

As mentioned above, the collection techniques applied to our survey involved online
questionnaires in the form of a google form and distributed to different participants
through both social media and physically providing them with a QR code. Our
data collection targeted anyone who used various smartphone applications in their
daily lives to evaluate their understanding of app permissions and the use of any
safeguards to protect their sensitive data. We used social media to engage university
level students as well as participants who are more tech savvy to ensure that the
distribution of our google form was both convenient and widespread. We also for-
warded it to our friends and family members. Lastly, we also visited crowded places
like corporate offices, bus stands and hospitals to make sure that our participant
base included a diversity of different occupations, ages and residential regions as
well as people who do use smartphones but are not always accessible through social
media platforms.
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4.4.2 Survey Question structure

Our survey included 17 questions divided into 3 sections. Apart from the demo-
graphics, the other sections had specific questions focused on different perspectives
of app permissions and solutions implemented by the participants. These questions
are mostly qualitative, mcq type questions with single/multiple selectable answers.
However there was also an open ended question that would allow participants to
elaborate on what solutions they felt should be implemented.

We classified all of our survey participants into individual classes based on the de-
mographic questions. We then proceed to ask them questions that were vital to our
research. Finally we thoroughly analyzed the raw data to be able to examine the
obtained responses.
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Chapter 5

Survey Results

The chapter provides detailed insights about survey data which examines user be-
haviors and perceptions alongside their mobile security attitudes. The paper focuses
on bringing out the various patterns involving the usage of the applications and the
security interests of the different people. These trends will help create better strate-
gies to raise awareness about mobile security.

5.1 Demographic Analysis

To investigate deeper insight into people’s thought-process and behavior in the realm
of mobile security it is crucial to get to know a little more about our respondents.
We surveyed of 363 participants of various ages, employment status, the extent of
their smartphone usage, gender and education level. Each of these details is crucial
since it reveals how different groups approach the security of their device, trust
permissions asking by apps, and the threats they expect.

5.1.1 Age Distribution

In order to investigate the degree of awareness of mobile security we asked partic-
ipants from all different age groups. Most of the folks who responded were young
adults aged 18-24. In fact, out of the 363 people we surveyed, 272 (about 75%)
were in this age group, and many of them were university students. Next, we had
58 respondents (16%) aged 25-34, followed by 18 people (5%) aged 35-44, and 10
individuals (3%) who were 45 years or older. The youngest group, under 18, had
just 5 respondents (1%).

These results from figure 5.1 show that young adults are the biggest smartphone
users and are most concerned about mobile security. However, the small number
of older respondents means we need more research to understand how middle-aged
and elderly people view mobile security. They might have different security habits
due to lower digital literacy or different usage patterns.
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Figure 5.1: Age Distribution of Respondents

5.1.2 Occupation of Respondents

Our survey included people from various professional backgrounds, giving us a look
at how different levels of exposure to cybersecurity risks affect their views. We can
see from table 5.1 most participants were students, with 287 out of 363 (about 79%)
falling into this group. Corporate workers made up 20 respondents (5.5%), followed
by 18 teaching professionals (5%), 9 businessmen (2.5%), 8 unemployed individuals
(2%), and 6 IT professionals (1.6%). The rest, including laborers, self-employed,
drivers, household workers, and others, each represented less than 2% of the total.

Occupation Count
Student 287
Corporate Worker 20
Teaching 1
Businessman
Unemployed
Labor

IT Professional
Self-employed
Driving
Household
Others

— NN WO g 00 © oo

Table 5.1: Occupational Distribution of Respondents

This shows that most of the respondents are still in their early career life hence meets
the high percentage of students and fresh graduates found in teaching fields and cor-
porate companies. This implies that they frequently use smartphones for purposes
such as education, communication and entertainment and this may determine their
perception on app permission and privacy settings. Notably, it is important to un-
derstand that the I'T professionals in the sample should have a consistently high level
of security concern and may be more sensitive to the app permissions and privacy
settings.
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5.1.3 Smartphone Usage Duration

The time people spend on their smartphones each day from figure 5.2 reveals how
much they might be exposed to mobile security risks. The survey shows that the
largest group (45.2%) uses their phones for 5-8 hours daily, which means they’re
highly engaged with apps and online services. Another 27.3% use their phones
for 2-4 hours a day, which is considered as moderate usage. Approximately 21.5%
spend more than 8 hours on their devices, which indicates a strong reliance on digital
technology. Only a small group (6.1%) reported using their phones for less than 2
hours a day.

Less than 2 hours
6.1%

2-4 hours
27.3% More than 8 hours

5-8 hours
45.2%

Figure 5.2: Daily Smartphone Usage Among Respondents

These findings show that many respondents are frequent smartphone users, which
increases their exposure to mobile security hazards like phishing, malware, and apps
asking for unnecessary permissions. Moderate users (2-4 hours) and heavy users
(84 hours) are especially vulnerable because they do more mobile app interaction.

5.1.4 Gender Distribution

The respondents by gender in figure 5.3 revealed that predominantly 70.2% were
male while the female formed the remaining 29.8%.

These statistics point to a gender imbalance in the survey, which could affect how we
interpret the results on security awareness and behaviors. From previous research
it is also revealed that men and women often approach cybersecurity differently.
Interestingly, it was observed that men appear to be more self-assured about the
security of their devices and their handling of the risks associated with owning
and using the devices is much lower than in women, who are less confident in the
efficiency of digital technologies. Thus, the studies should attempt to incorporate a
better gender distribution to provide a clearer perspective of the disparities. This
will be useful in helping us to determine whether or not there is a variation of
security awareness and the levels of secure behavior across the different categories.
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Figure 5.3: Gender Distribution of Respondents

5.1.5 Geographic Distribution

The survey results in figure 5.4 are demonstrating a strong urban bias, with 92.8%
of respondents living in urban and 7.2% in rural areas. Such a large number of
urban residents can restrain the extent to which we can generalize our findings to
a larger population. However, these findings can only offer some insight into urban
populations’ attitudes and experiences, so further work should be done to examine
rural communities’ opinions and viewpoints in order to get a clearer picture of this
phenomenon.

Rural
7.2%

City
92.8%

Figure 5.4: Geographic Breakdown of Respondents

5.1.6 Educational Background

From the figure 5.5 Among 363 respondents, 288 respondents were students, which
highlights the significant participation of students in the survey. Most of the re-
spondents were 248 (68.32%) undergraduate students. Postgraduate students were
13 (3.58%), followed by high school graduates 11 (3.03%). A small percentage of 13
(3.58%) held doctoral degrees, while 3 (0.83%) fell into the ‘primary school’ category,
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Figure 5.5: Educational Background of Respondents

indicating an alternative educational background. Since a significant percentage of
the respondents was the graduate student, which takes 68.32% of the total respon-
dents, thus, it is vital to add the cybersecurity education to the universities. While
these students are regular users of the smartphones, many of them may not have had
any professional preparatory stint regarding the privacy threats or security sensiti-
zation on the mobile platforms. Including this education could really assist them for
being safer in the digital world. On the other hand, postgraduate and doctoral level
respondents may have a higher propensity towards research-oriented cybersecurity
systems, causing them to be more cautious users.

5.1.7 Summary and Implications of Demographic Analysis

Demographic | Most Common Re- | Significance

Factor sponse (%)

Age Group 18-24 (74.93%) Focus on young adult users

Occupation Students (79.06%) Importance of educational
cybersecurity

Smartphone Us- | 5-8 hours (45.2%) Address security concerns in

age high usage contexts

Gender Male (70.2%) Consider gender-specific se-
curity initiatives

Education Undergraduate Emphasize university-level

(68.32%) cybersecurity education

Geographic Lo- | Urban (92.8%) Address potential urban

cation bias and consider rural
perspectives

Table 5.2: Summary of Demographic Findings
The results of this study in table 5.2 demonstrate that further research is needed in
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order to develop an effective mobile security awareness approach and campaign. To
get positive results, interventions need to be targeted following the age, the profes-
sion, and use of the smartphone. Moreover, maintaining gender parity and urban
bias will lead to narrow down the security system to the whole population. The
high proportion of graduating students ensures the important role of the university,
so that a culture of cybersecurity awareness is cultivated and students can acquire
the knowledge and skills necessary to manage the digital world safely.

5.2 User Perspectives and Carefulness About App
Permissions

Assessing user’s perception of privacy risks and security threats is significant in an-
alyzing the users’ awareness of permissions as related to mobile applications. A
number of apps require several permissions thus the chances of compromising peo-
ple’s privacy by collecting unauthorized information or even hacking is evident. This
section focuses on the users’ behavior towards app permission: how often do they
check the permission list before installing an app; do they have more trust in official
app store; do they have concerns about misuse of the permissions; what are the
preferred security features; and from which source do they prefer to download the

apps?

5.2.1 Frequency of Checking App Permissions Before In-
stallation

One of the most basic measurements of mobile security literacy is the frequency with
which people review app permission before downloading an app showed in figure 5.6.

Never
13.2%

Sometimes

Rarely
22.9%

Figure 5.6: Frequency of Checking App Permissions

The results of the survey show that 29.5% of the participants always assess app per-
missions, therefore, they are conscious about security issues. However, 34.4% of the
participants said that they only check permissions at times, which shows that the
security practices were moderate and inconsistent. While a 22.9% of users seldom
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do so and a 13.2% never check them at all, there is an apparent disregard of mobile
security.

These results in table 5.3 highlight the instability in user behavior, where a large
portion or altogether neglects permission reviews, or only occasionally checks them.
This trend shows that most people do not mind getting convenience at the expense
of sacrificing their security to malicious applications or being tracked excessively.

Frequency | Percentage (%) | Security Implication
Always 29.5 Proactive security behavior
Sometimes 34.4 Inconsistent awareness
Rarely 22.4 Low concern for security risks
Never 13.2 High security vulnerability

Table 5.3: Frequency of Checking App Permissions

These results indicate that, though about one fourth of users are serious about mo-
bile security, a significant number of users are still unaware or indifferent. This
underscores the importance of developing awareness programs for people to be will-
ing to check app permissions from time to time.

5.2.2 Denying or Removing Apps Due to Excessive Permis-
sions

Figure 5.7: Percentage of Users Who Have Denied or Removed an App Due to
Permissions

Survey findings in figure 5.7 reveal that 67.5% of the respondents said that they
had either deleted or refused to accept the app because of additional permissions;
thus, meaning they were now more conscious of the dangers posed by aggressive
apps. But only 32.5% of the participants admitted they had never refused or vie an
application because of additional permissions, which can be considered as a rather
alarming figure regarding their security practices.
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67.5% of savvy users probably know about the risks associated with unnecessary
access to personal data, such as contacts, location and cameras. However, 32.5% of
those who did not participate in this behavior may:

1.Trusted users: Relies on official app stores’ permission policies.

2.Unaware users: Do not understand the risks of over permission.
3.Dependent users: Those who ignore the permission policy and install the nec-
essary applications.

The high percentage of app removals due to privacy concerns shows a positive shift
in security awareness, though the remaining 32.5% highlights the need to bring
transparency to more app permission policies.

5.2.3 Trust in App Permissions on Official App Stores

250
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Moderate trust High trust Low trust No trust

Figure 5.8: Trust in App Permissions on Official Stores

According to the survey results in figure 5.8, 81 (22.3%) respondents showed high
trust in apps from official stores such as Google Play Store and Apple App Store. A
total of 248 (68.3%) expressed moderate confidence, who think these platforms take
security measures, but are somewhat cautious. On the other hand, 21 (5.8%) hardly
trust the App Store infrastructure and security measures while 13 (3.6%) completely
distrust App Store policies. This creates some doubt as to how safe these app stores
are in the first place.

Despite the awareness that Google Play Store and APP Store are genuine sources,
there remains a significant number of individuals who are skeptical. This security
concern appears to have arisen from past events where malicious apps containing
malware made their ways into the App Store. Such an approach might make addi-
tional actions like checking app permissions or using additional privacy tools.
Thus, while 34 (9.4%) people claim to have low or no trust at all, it underscores
the need for app stores to come clean on their permission requirements and provide
better security measures to gain and maintain consumer trust.
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5.2.4 Concern About Apps Misusing Permissions

According to the survey results in figure 5.9, the majority of respondents, 183 in-
dividuals (50.4%), have expressed some concerns regarding the misuse of app per-
missions, and 149 individuals (41%) are extremely concerned. Only 31 individuals
(8.5%) reported that they are not concerned.

200
150
100

50

Somewhat concerned Very concerned Not concerned
Figure 5.9: Level of Concern About Apps Misusing Permissions

These results indicate that privacy risks associated with app permissions have been
widely identified. It is significant to understand that the way 91% of users have
voiced their concerns here indicates a heightened recognition of risks that include
unauthorized data harvesting, monitoring, and tracking. However, the 31 individu-
als who are indifferent may either lack awareness or do not trust the existing security
measures.

5.2.5 Features That Would Enhance Security Awareness

Instant alerts 269 (74.1%)

Detailed permission breakdown 141 (38.8%)

Educational resources 50 {13.8%)

Simplified management|—1 (0.3%)
Transparency
Others

Optional permissions|—1 (0.3%)

0 100 200 300
Figure 5.10: Preferred Features for Enhancing App Permission Security

From the figure 5.10 most people (74.1%) said they would like to get alerts right
away if an app tries to use something sensitive on their phone. This shows that
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people want to be warned in real-time so they can respond right away. Around
38.8% of users also said they like having a detailed list of permission information for
each app. This helps them understand clearly what kind of access an app is asking
for.

In comparison, only 13.8% thought that learning about security through tutorials
or awareness materials would improve their habits. A very small group (0.3%)
supported other tools. This shows that people lean more toward tools that are
simple to use and do something useful for them right away. They value tools that
give alerts and explain permissions, rather than just educational support. Putting
together clear alerts with easy-to-read permission info could give users more control
and make them feel better about using the app.

5.2.6 Primary Sources for Downloading Applications

Other websites
2.2%

App Store
17.9%

Play Store

Figure 5.11: Sources of App Downloads

According to Figure 5.11, nearly 80% of people download their apps from the Play
Store, 17.9% from the App Store, and only a few—about 2.2%—from other websites.

These numbers tell us that most people trust and rely on official app stores. However,
the fact that some users still use third-party websites is a concern, since apps from
unknown sources often do not go through proper safety checks.

People may use third-party sites for a few reasons:

1. To get apps that are not available in their region.

2. To access modified or premium features without paying.

3. Because they are unaware of the risks from unverified sources.

This tells us there’s a need to inform users more clearly about the dangers of down-

loading from unsafe places. Helping users understand these risks better might lead
them to be more careful when they choose where to get apps.

42



5.2.7 Summary and Implications of User Perspectives and
Carefulness About App Permissions

B Always/Yes/High Concern [l Sometimes/Moderate Rarely/Low [l Never/No Concern
80.00%

60.00%
40.00%
20.00% J
0.00% F

Checking Denying Apps Trust in App Stores Concern About
Permissions Misuse

Survey Factors

Figure 5.12: User Perspectives on App Permissions and Security Awareness

When we looked at the responses in Figure 5.12, one thing stood out. People said
they care about their phone’s security, but that does not always show in what they
do. Some users said they check what permissions an app asks for before installing
it. But many others said they only do this once in a while—or not at all. Some even
admitted that they just skip it altogether because they assume apps in the store are
already safe.

That kind of thinking reflects a common belief. A lot of users trust that if an app
shows up in a popular app store, then someone must have already checked it. So,
they go ahead and install it without digging deeper. On the other hand, some users
are more cautious—they like to review things themselves. There’s a clear difference
in how much people rely on store-level checks, and that makes a big impact on how
careful they are with permissions.

We also asked if people ever reject permission requests that seem unnecessary. Some
said yes—they do. But others admitted they usually just allow everything. One rea-
son could be that they are not sure which permissions are truly risky. Some people
are unsure whether blocking a permission will cause issues, so they often allow it
just to avoid trouble.

Many people also shared that they feel uneasy about apps trying to access private
things—Ilike their contacts, personal photos, or where they are. Many users said
that when apps try to access things like photos, contacts, or location, it feels more
personal and uncomfortable than other types of access.
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So, there is a real gap between how people feel about mobile security and what they
actually do. A lot of the time, it is people’s everyday habits—not just what they
know—that decide how they handle privacy. To help people stay safer, the tools
need to support them in everyday use. Things like quick alerts, clear explanations
that do not use technical words, or maybe even a simple phone security score could
go a long way. With tools like these, even if users are not tech-savvy, they could
make better choices about their privacy.

5.3 User’s Preference Enhance Privacy and Secu-
rity

To design better mobile security tools, it is important to know how users think and

act when it comes to privacy. This part of our study looks at what users know,

how they behave, and what they expect from apps that help protect their data. We

gathered users’ opinions about permission settings, alerts and their experience with
privacy-focused apps. The results help us find ways to build more effective tools.

5.3.1 Awareness of App Permission Control Tools

One of the first things we asked was whether users know about permission settings
on their phones. According to the results (Figure 5.13), 68% of users said they knew

No

Figure 5.13: Awareness of App Permission Control Tools

about these tools, and 32% said they did not. This shows that while many people
are aware, a large group still does not know how to manage app permissions.

Those who understand these settings tend to take action to protect their data. But
the ones who do not might give apps more access than necessary without noticing.
This highlights the need to make these settings more visible and easier to understand.

5.3.2 Motivations for Engaging with App Privacy

Next, we asked what makes people want to use privacy settings. The top answer
(Figure 5.14) was instant alerts, picked by 71.3% of users. People want to be told
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right away if an app is using sensitive features like the microphone or camera.
Other things users found helpful:

1. 25.6% of users prefer in-app guides because they show instructions clearly (in the
app itself).

2. Around a fourth of people (25.1%) use biometrics such as fingerprint or face ID
to authorize activities.

3. Getting points for following good privacy habits was recognized useful by 22.3%
of the users.

Instant alerts 259 (71.3%)

Reward based privacy

— 1]
oystom 81 (22.3%)

In-app guides 93 (25.6%)

Biometric access 91 (25.1%)

Simplified Tools

Tutorial

0 100 200 300
Figure 5.14: Motivations for Engaging with App Privacy

Tools like tutorials (0.3%) or simplified settings (0.3%) were not very useful to most
people. Overall, users want privacy tools that give real-time feedback and are easy
to understand.

5.3.3 Interest in Security Alert-Based Applications

We also wanted to know if users are open to using apps that give alerts about risky
permissions. The results in Figure 5.15 shows:

1. 54.8% said Yes

2. 25.9% said Maybe

3. 19.3% said No

This means over 80% of users are open to trying these kinds of apps. They want
more control, especially if the app helps them keep track of which permissions are
being used.

Some concerns were shared by people who said No: 1. Too many alerts might feel
annoying

2. The app might be hard to use

3. Some do not want another app watching their data

These concerns can be handled by letting users customize how alerts work and
making the app interface as simple as possible.
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Figure 5.15: Willingness to Use an App That Sends Security Alerts

5.3.4 Searching for Security-Focused Applications

We asked whether users had ever searched for an app to help monitor permissions.
As shown in Figure 5.16.

Yes
41.0%

Figure 5.16: Users Who Have Searched for Security-Focused Apps (Pie Chart)

1. 41% had searched for one

2. 59% had not

This shows that most people depend on the default settings in their phone and do
not go out looking for extra protection. Those who do search are probably more
privacy-conscious. This suggests that awareness efforts could help others start using
these tools.

5.3.5 User Suggestions for Improving Mobile Security

Users also gave suggestions on how to make mobile privacy stronger. Here are the
most common ones in Table 5.4
Most people wanted instant alerts when sensitive permissions were used. Others

46



Suggestion Percentage of | What It Solves
Mentions (%)

Instant alert system 31.4% Letting users know about
unexpected access

Clearer app rules 24.2% Making permission info eas-
ier to understand

Blocking extra per- | 20.5% Stopping apps from asking
missions for too much data

Better data encryp- | 13.7% Making private info harder
tion to steal

Tracking app access 10.2% Helping users see which

apps are doing what

Table 5.4: Commonly Suggested Security Improvements

said app policies should be easier to understand and apps should only ask for what
they need. Certain users wanted more control over their data security and a way to
know how apps are accessing their permission settings.

5.3.6 Summary and Implications of Solutions to Enhance
Privacy and Security

Figure 5.17 shows that even though many users know about security tools, only
some take the time to use them in daily life. A large group of people knows that
tools like permission controls exist, but many still do not use them actively. This
shows a common issue: just knowing about a feature does not mean people will
actually use it.

A similar trend appeared when users were asked about real-time alerts. Many liked
the idea, but fewer were not interested in using it. Most users said they would like
to get notifications when an app accesses sensitive information, but not all of them
felt strongly about it. Some people are interested and want to stay informed, while
others are comfortable with the default settings on their phone. This shows there is
a gap between what people say is important and what they actually do in practice.
Another thing we found was that many users have not tried to find or install apps
that improve security. Instead, they depend on what’s already available on their
devices. This might mean they trust the system’s built-in tools, or it could be that
they do not know that other helpful apps exist. This tells us that some people sim-
ply trust their phones to handle security and do not take any extra steps themselves.

Overall, this points to a common privacy issue. Although most people believe phone
security is necessary, it does not always result in them acting on it. While some users
are more active and take time to manage their settings, others think the phone’s
default tools are good enough. To change how users act, making users aware of
the dangers is not always enough. There needs to be a system that also encourages
and motivates users to take action. Without this kind of support, many users may
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Figure 5.17: User Awareness & Security Preferences

continue using their phones without realizing they are still at risk.

5.4 Survey Results Discussion

This chapter looked at how people really think and behave when it comes to mobile
app security. Something that really stood out from the answers we got is this: even
when people know that mobile security matters, they do not always act on it. About
one out of every three participants said they usually check app permissions before
installing something. But many others admitted they only do it now and then, and
some said they never check at all—roughly 13% of the group. There’s still a clear
difference between being aware of privacy issues and actually doing something about
them in daily life.

What we found was quite telling—about 67.5% of users said they had either denied
permissions or removed apps completely because of privacy concerns. This shows
that more people are becoming aware and careful about mobile security. Still, more
than 30% of users tend to accept app permissions without much thought. This
represents a great need for more straightforward tools with better support to help
people make smart and confident decisions about their privacy. Even though most
people prefer downloading apps from official stores, a large number still worry that
some of these apps might misuse their access. At the same time, more than 91% said
they're at least somewhat worried about how apps use their personal data—which
makes that gap between concern and action even more important to address.

User’s responses were surprisingly consistent, when we asked them what would make
them feel more secure. The majority—about 74%—wanted instant alerts whenever
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apps try to access sensitive information. A simple and easy-to-manage approach to
control app permissions has been preferred by some users. Fewer were interested
in reading or learning through educational content—most want tools that work in
the background and help automatically, without extra effort. Interestingly, though
68% of users were aware about phone’s permission settings, only 41% had actually
tried to find an app to manage them. This tells that knowing something exists does
not always lead to action. A small push like clear benefits or gentle reminders is of-
ten needed by people—to move from awareness to actually doing something about it.

In short, users value privacy, but they need apps that are simple, informative, and
proactive. To stay conscious instead of feeling overwhelmed—features like instant
alerts, straightforward dashboards and automatic permission checking may help
users. Such tools quietly support safer habits to enable safer habits and practices so
that individuals can manage their privacy without being technologically inclined.
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Chapter 6

TRACKO: a Privacy Preserving
Monitoring Mobile App Solution

In this section, we elaborate on the methodology used in designing, developing and
testing the proposed mobile security system. The system incorporates three core
segments under which a few other sub-segments are present. These core segments
include a User Incentive Phone Dashboard, Real-time Tracking and Categorized
permission system. The system is proposed to be built using Kotlin and Java for
Android [59]. We aim to put this system forward as a default phone system. This
way we endeavor to achieve a technically feasible, effective and economical before
expanding and putting these features forward into user testing. We work towards
raising awareness among mobile users about their privacy in the digital world and
take proper steps to mitigate these issues using our user incentive mobile security
system app. For the time being, we are working on an Android-based app, but we
also aim to enter the Apple store as well.

6.1 System Design and Architecture

The app will provide users with control over their phone. It will provide a sense
of security and also ensure the privacy of the user while using their mobile device.
After downloading an app, the app will be automatically categorized into preset app
categories and be provided with the subsequent permissions. When the downloaded
app uses any other functions other than the preset ones, the app will send a noti-
fication to the user notifying the user of unauthorized access to certain functions.
The user may then either give access to the app to use the function or get rid of
the app. It increases user incentive to ensure their data security and privacy by
implementing a point-based system. The design of the system is user-friendly and
customized in easy language for non-technical users with easy accessibility. Figure
6.1 shows our system block diagram.

6.1.1 Phone Incentive Dashboard

The phone Incentive Dashboard is the central interface of the app, providing a
point-based system for user incentives where users can earn points by fulfilling a few
security and privacy-ensuring steps, which thereby ensures the user’s privacy and
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Figure 6.1: System Flow Diagram

maintains security while using apps. The point-based system uses the following se-
curity checks to provide points to the user and incentivize the user to ensure mobile
security.

The activities that are included in this reward-based system are as follows:

1. Phone Password: This segment ensures whether you have given a password
for your phone or not. According to a 2018 Kaspersky Lab study, more than half
of people don not password-protect their mobile devices. The system provides 20
points to the user for using passwords to protect their phone. Usually, these pass-
words include patterns, passwords, and PINs. When a user activates one of these
passwords and thus initiates secure behavior, the app also incentivizes the user by
rewarding them. When a user’s phone is not protected by a password or security
lock, the system diminishes the user’s points by 20 points.

2. Biometric Lock: Biometric lock systems are a more secure way to protect

one’s phone data and provide security. Nowadays, all smartphones have a biometric
lock system. While PINs, passwords and patterns can be cracked, biometric sys-
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tems provide more security. The biometric lock system includes a Retina scanner,
Face ID, and Fingerprint. When a user activates the biometric lock system on their
phone, the system rewards them with 20 points. Subsequently, when a user does
not use a biometric lock system, the system decreases the user’s points by 20.

3. No Third-Party Software: This function is to encourage users to down-
load apps from only the Play Store or Apple Store, rather than downloading from
third-party software. Usually, third-party software can access one’s account by sim-
ply downloading the app. Whereas the Play Store or the Apple Store has security
features to prevent such privacy breaches. For ensuring no third party access user
is rewarded with 20 points.

4. Sensitivity: The functions of the device that re-
quire permissions and may acquire threats are identified [ % 481%0
by the application. These functions are divided into 3
segments by default according to the sensitivity of im- e
posing threats. These are: & potentay iy pormisions
High - allotted 60 points and has direct live tracking
threats.

Moderate - allotted 30 points and has indirect tracking
threats.

Low - allotted 10 points and threats are not that severe.
These segments have been by default, arranged with
functions and allotted points to these. The user will be
able to drag the functions from their respective order
and migrate to another according to their choice. The
points will adjust readily and with sensitivity as well.
This change can be conducted from the settings section
of the app. The marks gained within 100 will be con- e
verted to 40%. The details of this calculation are done
in the scoring assessment section.

The idea behind this Phone dashboard interface is to
encourage users to increase their phone security using a
point-based reward system as an incentive.

& O Permissions Sensitivity

6.1.2 Categorized Permission

The system has pre-declared and set apps in different categories. According to this
category of the app, different apps have different sets of permissions already declared
in the system. Thus, any app when installed, gets assigned to these categories and
thus a set of permissions are already given from the system. The user can customize
the app’s categorization. The user can also add new categories and determine which
permissions will be required in general and arrange apps within. Users can create
categories for apps so that the user can specially categorize any app of their prefer-
ence and customize the permissions required for that particular app in question.
Our suggested given categories are :
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1. Weather: This app includes apps that have - T
predictions of weather, earthquake etc according
to location.
Allocated permission: Location B s
Examples: Weather Forecast, My B
Earthquake Alerts etc.

&% Categories +

2. Video players and editors: These
segment includes apps that are used for 4

. s . Comics
photoshopping or editing the pictures or B
videos.

Allocated Permissions: camera, mi-
crophone, gallery

Examples: CapCut, Filmora etc.

Permission Types

Communication
@ 3 Permissi

3. Travel : This segment includes apps that
give ride services, air tickets, hotel bookings

ete.
Allocated Permissions: location @ 88 (@] 3
Examples: GoZayaan, Grab, Book- i

ing.com, Airbnb etc.

4. Tools and Utilities : This segment includes apps that can be used as op-
erating softwares and VPN’s.

Allocated Permissions:

Examples: RAR, Secure VPN, AppLock, SHAREIt etc.

5. Sports : This segment includes apps that are used for game updates.
Allocated Permissions:
Examples: Cricbuzz, Cricket Line Guru etc.

6. Social media : includes all sorts of social media platforms.
Allocated Permissions: gallery, files
Examples: TikTok, Instagram,Facebook, Reddit etc.

7. Shopping apps: Includes all kinds of online marketing apps.
Allocated Permissions:
Examples: Amazon, Meesho, Daraz, Ali Express, Flipcart etc.

8. Productivity : includes apps that help in everyday studies, management etc.
Allocated Permissions: files, gallery
Examples: CamScanner, Chatbot, Microsoft etc.

9. News and magazines: this segment includes all the news and magazine apps.
Allocated permissions:

Examples: BBC, CNN, The New York Times etc.

10. Maps and navigation: includes all the navigation related apps.
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Allocated Permissions: location
Examples: Pathau, Uber, JoyRide etc.

11. Medical : Includes all the medical service apps.

Allocated Permissions:
Examples: Shukhee, MedEx, DocTime etc.

12. Libraries and demo(Ebooks) : Includes all kinds of online reading apps.
Allocated Permissions: files
Examples: Holy Quran, Holy Bible etc.

13. House and home (Alexa , google home) : Includes home assistance
apps.

Allocated Permissions: microphone

Examples: Home Security Camera, HelloTask etc.

14. Health and fitness: Includes fitness and health related apps.
Allocated Permissions: Bluetooth
Examples: MyFitnessPal, Calorie Counter, Step Tracker etc.

15. Games: All kinds of actions, strategic, online, offline, adventure
games are included.

Allocated Permissions:

Examples: Mobile Legends, Candy Crush, Angry Birds etc.

16. Food and drink : Includes food delivery, food review apps.

Allocated Permissions: location

Examples: Foodpanda, Food, Uber Eats, Zomato etc.
17. Finance : All forms of money management, Wallet organizer apps,
Online money transfer apps are included in this segment.

Allocated Permissions: Contacts
Examples: Money Manager, Monefy, bKash, Nagad, Rocket etc.

18. Entertainment : All forms of entertainment apps are included in
this segment.

Allocated Permissions:

Examples: Sony LIV, Netflix, Toffee, Bongo, Amazon Prime etc.

19. Education : This segment includes online education platforms, aca-
demics helping apps etc.

Allocated Permissions:

Examples: Phootomath, 10 Minutes School, Duolingo, Khan Academy
etc.

20. Dating : Includes all sorts of online dating or relation forming apps.
Allocated Permissions: gallery, location
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Examples: Tinder, Bumble, Flirtify etc.

21. Communication : Includes all types of online communications apps.
Allocated Permissions: microphone, camera, gallery, files
Examples: Imo, Messenger, WeChat, Skype, Whatsapp Business, Viber
ete.

22. Comics: Includes apps that are ususally manga or comics etc.
Allocated Permissions:
Examples: MangaHub, WebToon, Tapas, Wattpad etc.
23. Business : All kinds of business affiliated tools and apps are included
in this segment.

Allocated Permissions:
Examples: Freelancer.com, UpWork, Zoom Workplace, Meta Business
Suite etc.

As we do not have access to the google API, we still have not categorized all the
apps. We aim to target most of the useful apps into categories.

6.1.3 Scoring assessment

The scoring assessment of the application is categorized into 5

sections, such as- : 34810
Danger: 0-30 Security Dashboard ()
Weak: 30-50

Moderate: 50-70

Safe: 70-90

Fully Protected: 90-100

Each accumulates different ranges of points. We carefully placed
a high range in the Danger option to incentivize the user to en-
sure bare minimum security. The next 3 sections are in the range
of 20, which is lower than Danger but higher than the range of
fully protected. We then added a range of 10 points in the Fully
protected section. This low range is to make it difficult for the
user to achieve a perfect score. Security Assessment
The application is designed to reward users with 60 points for e
ensuring and acknowledging the warnings. The remaining 40
points are rewarded based on the security assessment devised by
the application. This way, the user has to ensure security on
pin/password lock, biometric lock, 3rd party access etc, early on
to achieve points. After achieving the 60 points, the user will
then have to acknowledge the security warnings to clear up those
threats and achieve the rest of the points. Points in the 60 point range will be given
only if there are no security threats for that definite function.

Device Permissions

95



The functions of the device that require permissions and may acquire threats are
identified by the application. These functions are divided into 3 segments by default
according to the sensitivity of imposing threats. These are:

High - allotted 60 points and has direct live tracking threats

Moderate - allotted 30 points and has indirect tracking threats

Low - allotted 10 points and threats are not that severe.

These segments have been by default, arranged with functions and allotted points
to these. The user will be able to drag the functions from their respective order
and migrate to another according to their choice. The points will adjust readily and
with sensitivity as well. This change can be conducted from the settings section of
the app. For a better understanding of the point assessment, the following table 6.1
is given:

High-60 points Moderate-30 Low-10 points
points
Microphone-15 Phone-10 Nearby devices-b
Camera-15 Contact-10 Calendar-5
Storage-15 Call log-10
Location-15

Table 6.1: Permission points classification table.

In table 6.1, we have explained 3 different levels of risk assessments: High, Moder-
ate and Low. The values in them are the functions at risk being threatened. The
functions are described below:

In every column of the table, the total points are fixed as long as there is at least
one element present in that column.

If a column in the table is void of elements, the total points allotted for that column
will be divided among the rest two columns. For example, if the low risk column is
empty, then 10 points will be divided into two 5 points allotments and added to the
high risk and moderate risk columns.

For each column of the table 6.1, the elements will have equal points divided by the
allotted total points for that column. For example, if the moderate risk column has
5 elements in it, then each element will have 6 points allotted to it.

After the total points from each column are added, the numbers are converted from
100% to 40%.

6.2 Development Process

The creation of privacy preserving monitoring system is done using the kotlin and

java has capabilities of supporting both Android and iOS. However, at this stage,
it is an Android exclusive app development with the intention of later adding the
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iOS platform. The development takes an iterative progressive model where one
starts with the basic functionalities by prototyping and then gets to the base of the
development by implementing these chief functions after which one optimizes for
working conditions.

6.2.1 Prototyping

The development process starts with prototyping the key features of the system.
This is necessary to understand the layout, problems and how the program actu-
ally would work if formed properly. This phase includes the development of the
Phone Incentive Dashboard, the Categorized Permission System and the Real-Time
Monitoring System. The Phone Incentive Dashboard includes the point-based re-
ward system’s application by displaying whether the phone’s password, biometric
control, password change and third-party access are protected or not and subjects
the respective part to a point accordingly. The dashboard includes the total points
accumulated after. This point’s system is designed to be dynamic as any and every
change made in the respective user’s security changes, the dashboard is configured to
be updated accordingly. We ensure the proper workability of the phone’s incentive
dashboard and point system by developing the prototype.

6.2.2 Implementation of Categorized Permission Warning
System

This system is built based on the categorization of apps and presetting the rec-
ommended resources as permissions allocated. The apps are categorized into 23
different categories, such as-business, weather, dating, games, health and fitness
etc. Although the Android Play Store has thousands of apps, for prototyping, we
have included only 23 categories and included a few of the apps. In the final app, the
system will have almost all the categories and apps along with a few sub-categories
for a better user experience. Then we designed a configuration system that when
an API is installed, categorizes the app into one of our set categories and analyses
the permissions set for that particular category. The system then provides the API
permissions to use only the recommended resources, thereby ensuring the user’s pri-
vacy and security. The user can also customize the permissions of the intended app
by just getting into the app’s category and selecting the app. The system lists all
the authorized and unauthorized permissions to resources. The user can select or
deselect any resource from the permissions board that has a very attractive interface
for maximum user experience.

6.3 App Limitations

1. Real-time Tracking: Our app incorporates a function to track in real-time
whether any application is trying to access any critical resources. The complication
is that it is not possible to conduct this function by the app itself. It is a function
implemented by the operating software of the device. Only if we get access to the
operating software of the device itself, will we be able to incorporate this function
within the app.

2. Changing Password in 1 week: Our application incentivises users to change
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their passwords once a week to maintain a high level of security. The operating
software of the device does not allow the application to be notified of the change of
password in a week. As the application is not notified of whether the password was
changed or not, the function within the application remains ineffective.

3. Manually select Category: For the time being, we have to select and cate-
gorize apps ourselves. In the future, we hope to access google API to automatically
categorize an app as soon as it is downloaded.

4. Limited Additional Permissions: Currently, our application can show whether
our apps can access wifi, bluetooth, keyboard, internet. Although many functions
can be seen, our application only focuses on these 4 functions, we expect broaden
our horizon in future.
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Chapter 7

Evaluation via User Study

Effective user testing and feedback is critical in the development and refinement of
mobile applications, particularly for tools related to privacy and device security. This
section outlines the methodology and techniques employed to evaluate a standalone
Android APK designed to enable users to view, manage, and modify the permissions
granted to other applications on their device.

7.1 Study Design

The study targets potential users from different educational backgrounds, genders,
and ages to ensure inclusivity of all forms of experiences. The study is specifically
divided into two segments. The questionnaires are prepared ahead of time before
the execution of the interview process. The study is conducted in 4 different steps.

Stage 1: In this first stage, random potential users will be given the app for use
without instructions for 5 minutes with supervision in one of our sample devices.
This is to understand the issues a user might face while operating our app. It will
also enlighten us on the complexity of the app’s design. After 5-10 minutes, we ask
our potential users what they understood from the app and what problems they
faced.

Stage 2: In this stage, we help the user to download the application on their device.
Then we note down what the current score on the device of the user is. We instruct
the user on how to use the application. We explain in detail how the permissions and
categorization of downloaded apps work, how the sensitivity of different functions of
the device is at risk and how they can manage to ensure the safety of their personal
data with our app. We share a detailed explanation on how the point system works
and how to increase their score in our app. After that, we part with the user for
a duration of 1 week. Before parting, we provide the potential user with our con-
tact info to contact us if they face any issues while using our app and also provide
a descriptive video on how to navigate the app for a better understanding of the user.

Stage 3: After 1 week, we analyze the score they achieved on their device. We then
inspect the changes in behavior of the user, their change in view regarding safety
concerns of their data while using a device.

Stage 4: At stage 4, we conduct an interview. This interview is to see if the user’s
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view towards their personal data, safety concerns, and ease of using our app has
changed.

The interview would be compared to understand how much the user is incentivized
to ensure security of the device and data, user-friendliness of the app and improve-
ments suggested. We compare the points of the application in the user’s device and
the initial sample device that the user worked on in stage one. This helps us to
understand the points to be improved, fixed and upgraded.

7.2 Interview Design

The questionnaire consists of the user’s personal information, several questions di-
vided into types, such as

Quantitative - System Usability Scale(SUS), Ease of Use(EOU)

Qualitative - Permission Categorization System, Point and Reward System, Ease
and Learnability, Behavior and Privacy Awareness, Overall Feedback.

Demographic questions in a questionnaire are fundamental for understanding your
audience and providing context to the data you collect. They are used to gather
basic, factual information about the characteristics of your survey respondents. We
have used a few demographic questions in our app.

The System Usability Scale (SUS) is a standardized, widely used, and reliable ques-
tionnaire that provides a quick way to measure the perceived usability of a system.
This aims to quantify subjective opinions. The SUS is administered in our inter-
view to users after they have interacted with our app. It uses a 5-point Likert scale
(“Strongly Disagree” to “Strongly Agree”) for each of its statements.

Ease of Use (EOU) is a fundamental concept in user experience and usability. EOU
questions in our interview are to directly assess how easy or simple users perceive
our app to be. We use Likert scales (e.g., 1-5, from “Strongly Disagree” to “Strongly
Agree”).

SUS questions we included with a Likert scale were:

I would like to use this app regularly

I found the app easy to use

I think I would need help to use this app

The features were well arranged

I had to learn many things before using it

Ol W=

The EOU questions with a Likert scale were:

The permission alerts were easy to understand

The app helped me understand which permissions are necessary
The point system encouraged safe behavior

The dashboard helped me stay aware of my phone’s security
The customization settings were easy to use

AR

Qualitative questions are used in our interview to evaluate user’s experience, learn-
ings. We have separated the qualitative questions of our interview into 6 sections,
where each section accommodates 3 questions for the user. These questions were
asked verbally to the user and their answers were recorded as out data. The sections
are as follows:
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A. Permission categorization:

1. What did you like most about the permission alert feature?

2. Was anything confusing or unclear in the alerts?

3. Did any app’s permission alert help you take action?”Please give an example.

B. Point and Reward System:

1. What was helpful about the point system?

2. Did it feel motivating to earn points for good security habits?

3. Did you find anything unnecessary or confusing in the point system?

C. Customization and Settings:

1. Did you try customizing permission categories in settings? Was it easy or hard?
2. Did assigning apps to categories from settings save you time?

3. What was your experience with the sensitivity customization(drag and drop)?

D. Learning and Usability:

1. Did you need a tutorial to understand how the app works?
2. Which part was the hardest to understand?

3. How can you make this app easier to use for you?

E. Behavior and Awareness:

1. Has your attitude toward app permissions changed after using this app?
2. Do you feel more in control of your privacy now?

3. Has this app made you more careful about which apps to trust?

F. Overall Experience:

1. Which feature did you like the most and why?

2. Which part of the app needs improvement in your opinion?
3. Would you suggest this app to others? Why or why not ?

7.3 Participant Demographics and Usage

The research included 41 people selected from the intended user demographic. The
majority of participants were young adults, with approximately 58.5% aged 18-24
and the subsequent largest group (14.6%) aged 35-45 (Figure 7.1a). The remain-
ing individuals were aged 25 to 34 or over 45, with only one member under 18. A
minor male majority was observed (25 males compared to 16 females)(Figure 7.1b).
The participants’ occupational backgrounds were diverse: around two-thirds were
undergraduate students, while others were graduate students, professionals (such
as bankers, software engineers, government servants), and homemakers. All par-
ticipants were proficient smartphone users, with 34 having utilized a smartphone
for over five years (Figure 7.1c). Daily mobile Internet usage was significant, with
over 70% of individuals indicating they utilized mobile data for three or more hours
each day (Figure 7.1d. These statistics indicate that our users were proficient and
consistently active online.

Prior to using our application, the majority of participants rarely reviewed app per-
missions. From figure 7.2a almost 14.6% reported that they consistently evaluated
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Figure 7.1: Demographic Insight

permissions; nearly two-thirds (about 26 out of 41) indicated that they did so only
“sometimes” or “rarely.” The majority expressed apprehension regarding their mo-
bile privacy, with most categorizing their fear as “somewhat” or “very” significant
(Figure 7.2b. This indicates a disparity between user awareness and actual behav-
ior. Participants valued privacy yet did not consistently regulate permissions. The
demographics suggests a user base that is technologically proficient and conscious
of privacy, but does not routinely verify permissions. This profile indicates that an
app aimed at enhancing permission awareness was fulfilling a genuine necessity.

Sometimes Rarely Never Always

(a) App Permissions Review by Partici- (b) Participants Concerns about Mobile
pants Privacy

Figure 7.2: Participant’s Initial Awareness

7.4 First Impression on App

7.4.1 Qualitative Feedback

This part of the research was executed at the initial stage of user engagement with
the mobile security application. Participants were requested to convey their initial
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impressions immediately following the exploration of the app for the first time from
our sample device. These impressions were gathered before to any formal testing,
enabling us to obtain unprompted reactions unaffected by comprehensive usage or
interview protocols. The replies in (Figure 7.3) indicate unrefined expectations,
initial surprises, and instinctive reactions to the design and features.

S 10

Number of Mentions

Themes

Figure 7.3: First Impressions of Users on App

Initial impressions revealed five predominant themes:

1. Design and Interface Simplicity

A multitude of users commended the application’s smooth and intuitive design.
They defined it as “simple and clean” and emphasized that the “Ul design must be
fun to use”. Some expressed pleasure at the clarity of the permission notifications,
remarking that they “did not expect the permission alerts to be this clear”. This
suggests that the visual and interface design facilitated comprehension of privacy-
related functions.

2. Scoring System

The point-based scoring system was notably distinguished among users. Several
indicated that the scoring method instilled a sense of accomplishment about their
phone and that it did not resemble a boring security instrument, but rather felt like
advancement. One user likened it to “playing a game,” illustrating how a point-
based reward system enhanced user engagement by making it more interesting and
encouraging.

3. Permission Awareness and Learning

A significant number of users demonstrated astonishment or newfound awareness
over their data privacy. One individual said, “I never knew my phone was sharing
so much information” while another remarked, “Some games and shopping apps
were using my GPS makes you wonder how private your data really is.” This in-
dicates that the app functioned not merely as a tool, but also as an educational
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experience.

4. Control and Customization Features

Users emphasized the significance of self-managing permissions. The drag-and-drop
sensitivity setting was characterized as “enjoyable” and others valued the ability to
“control everything from one place”. Despite the occasional acknowledgment of the
laborious nature of manual categorization, one user appreciated the autonomy it
provided, stating, “I have to categorize the apps on my own, which gives me more
control”.

5. Initial Confusions or On-boarding Gaps

Although numerous users adapted swiftly, several expressed initial confusions. Feed-
back included “looked like something to do with app permission but could not un-
derstand how it works”, while others did not immediately comprehend the point
system or customization features. This underscores the necessity for enhanced on-
boarding or tutorials in subsequent iterations.

The initial impressions facilitated our comprehension of users’ emotional and cog-
nitive responses to the app prior to formal testing. Favorable responses to the de-
sign, scoring system, and permission control aspects indicated initial involvement,
however the sporadic instances of misunderstanding highlighted areas for further
enhancement in guidance. These insights informed subsequent phases of user test-
ing, establishing a robust basis for assessing more profound usability and behavioral
transformations over time.

7.4.2 Quantitative Feedback: App Security Score Progres-
sion (Score at Installation vs. Score One Week after
Installation)

To assess user involvement and alterations in security behavior over time, we com-
pared users’ security scores after their initial app interaction with scores obtained
after one week of usage. This segment of the study involved 41 participants.

Initially, users received scores ranging from 20 to 60, with a mean score of 40.
The initial scores indicate a fundamental comprehension of phone security, since
users engaged with the application with minimal assistance. Following one week of
consistent usage and engagement with app functionalities such as sensitivity cate-
gorization, permission notifications, and the point-based reward system, the scores
markedly enhanced. After one week, the maximum score attained was 78, while the
average score rose to 67.65 (Figure 7.4).

The majority of users demonstrated significant advancement, with the most sub-
stantial individual enhancement being a 50-point increase. Nonetheless, two indi-
viduals encountered a minor decline in their scores (from 59 to 55 and 47 to 45),
potentially attributable to the removal of security elements or the neglect of notifi-
cations. These exceptions underscore the significance of sustained engagement for
optimal outcomes.

The average improvements among all participants was 27.65 points, signifying that
the application effectively encouraged users to embrace safer mobile practices (Fig-
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Figure 7.4: Participant’s Score at First Install vs. 1 Week after Install

ure 7.5). This quantitative trend corresponds with the app’s design principles, which
emphasize awareness, motivation through scoring, and incremental behavioral mod-
ification. The results confirm the efficacy of the app’s interactive security features
in improving user privacy awareness and proactive conduct.
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Figure 7.5: Users’ App Score Difference
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7.5 Interview Findings

7.5.1 Quantitative Feedbacks
System Usability (SUS) Results

Participants evaluated five SUS statements (rated 1 = strongly disagree to 5 =
strongly agree) addressing general usage intention, usability, necessity for assistance,
feature organization, and learning requirements. The outcomes were exceedingly
favorable. From figure 7.6a Approximately 75% of users concurred or strongly con-
curred that they would utilize the app regularly (mean = 4.02 out of 5), and a
comparable percentage found it user-friendly (mean = 3.97 out of 5). The major-
ity of participants perceived the app’s features as well-organized (mean = 4 out of
5). Approximately one-third concurred that assistance would be necessary (mean
= 3.07 out of 5), indicating that the overwhelming majority felt assured in their
ability to navigate the app autonomously (Figure 7.6b). For instance, following the
instruction, one participant remarked, “I can use this app easily” underscoring that
even new users could swiftly use this app without difficulty.

20

20

(a) Users’ Willingness to Regularly

15

Use the App (b ) Perceived Ease of Use of the App
(c) Perceived Need for Assistance (d) Perception of Feature Arrange-
While Using the App ment

(e) Learning Effort Required Before
Using the App

Figure 7.6: System Usability Findings

Based on these SUS data, it looks like the app is generally easy to use and meets
users’ needs. Participants perceived the interface as intuitive and user-friendly,
necessitating minimal training, as indicated by their consistently favorable evalua-
tions(Figure 7.6¢c, 7.6d, 7.6¢).
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Ease of Use Results

Additionally, using a 1-5 agreement scale, participants evaluated each feature for
clarity and usefulness. The statements addressed the security dashboard, the cus-
tomization settings, the points-and-rewards system, the permission notifications,
and the explanation of necessary permissions. There was a uniformly excellent
grade. For instance, approximately 80% of participants concurred that the permis-
sion alerts were easily comprehensible (mean= 4.22 out of 5), and a comparable
percentage stated that the application assisted them in determining which permis-
sions were genuinely essential (mean= 4.19 out of 5). The points system was also
found to be encouraging for secure behavior by approximately 80% of respondents
(mean= 4.15 out of 5). The majority of respondents (85%) expressed satisfaction
with the security dashboard’s ability to maintain awareness of their phone’s security
(mean= 4.27 out of 5). Additionally, approximately 75% perceived the customiza-
tion settings as user-friendly (mean= 4.05 out of 5)(Figure 7.7a, 7.7b, 7.7c, 7.7d).

20 20

| I I | I l
10 10

(a) Clarity of Permission Alerts with (b) Understanding Permission Neces-
App Support sity

(c) Motivation to Maintain Safe Be- (d) Awareness Raised Through the
havior from the Point System Security Dashboard

15
10
5
0 _-
1 317 375 4.33 4.92 5.50

(e) Ease of Using Customization Set-
tings

Figure 7.7: Ease of Use Findings
The constantly high ratings suggest that every principal element of the app was
regarded as lucid, informative, and beneficial ( Figure 7.7e). The quantitative find-

ings indicate that participants perceived the app’s primary features as intuitive and
beneficial.
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7.5.2 Qualitative Feedback

In addition to surveys, we performed structured interviews to gather open-ended in-
put. The qualitative questions were categorized thematically in relation to the app’s
functionalities. We highlight the key findings for each theme below, accompanied
by participants’ comments.

Permission Categorization

The permission alert function prominently emerged as one of the most significant
elements of the application. The objective was clear: to alert users when an appli-
cation requests sensitive or ostensibly superfluous rights. For many, this was their
initial realization of the extent to which their applications were accessing data with-
out explicit justification. When asked about their preferences, users predominantly
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Figure 7.8: Users’ Favorite Aspects of the Permission Alert Feature

preferred the Unnecessary Permission Awareness. Fourteen participants indicated
that notifications prompted them to recognize that applications, such as calculators
or photo editors, were requesting unnecessary access (Figure 7.8). One user stated,
“Helped me understand the unnecessary permission on my phone and app-related
security”. Another said, “Unnecessary permission tracking which was unknown be-
fore”. Numerous users appreciated the Third-party App Detection feature, with
eight individuals highlighting its capability to notify them about software not ob-
tained from reputable sources: “In case of third -party apps it alerted me and
unnecessary permissions could be removed”, stated one user. Transparency and
clarity emerged as a prominent topic, with eleven participants commending the sys-
tem’s explicit presentation of “exactly what permissions each app wanted and why”,
including some that were sensitive. Simultaneously, five users appreciated the ca-
pacity for prompt intervention via Control and Blocking, including the options to
revoke access or remove the application, “I could block any unwanted permission
by my own” remarked one participant. Finally, several individuals saw that Mo-
tivation Through Rewards associated with warnings rendered privacy checks more
interesting, with one characterizing it as “a reward system that incentivizes users to
interact with the app.”
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Figure 7.9: User Confusions or Misunderstandings Regarding Permission Alerts

From figure 7.9, regarding uncertainty, the majority of users (22) indicated that
the system was straightforward and intuitive. Seven participants reported concerns
over Technical Language or Vague Alerts, with one stating, “Some messages were
too technical for me”. Six other individuals expressed uncertainty over the corre-
lation between the Alert and Points system, stating, “I could not understand how
to increase the points at first”. Three individuals expressed Category Sensitivity
Confusion, although they said that prolonged usage enhanced their comprehension.
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Figure 7.10: User Actions Taken Based on Permission Alerts

The most persuasive indicator of effectiveness was the number of participants (25)
who acted upon the warnings (Figure 7.10). Users reported revoking permissions,
such as camera or location access—“I removed the camera permission from Bkash”,
stated one or deleting applications like CamScanner upon receiving alerts regarding
dubious access. Four individuals became more aware but had not yet taken action,
while two sought assistance from family members, “I asked my son to help turn
off camera access on a news app”. A limited proportion (7) identified Restricted
Utilization as the rationale for their inaction thus far.
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In conclusion, permission alerts not only provided information but also altered be-
havior. Users demonstrated enhanced control over their digital privacy, ranging
from restricting permissions to deleting applications. With minor enhancements to
simplify language and clarify the relationship between warnings and rewards, this
feature could significantly improve its effectiveness in fostering privacy behaviors.

Point and Reward System

The point and reward system in our mobile security application was developed
to promote safe digital practices by converting positive behaviors into measurable
advancement. The majority of participants deemed this feature captivating and in-
spiring, with numerous individuals articulating its influence on their comprehension
of mobile security.

Increased security awareness

Motivated security behaviour

Understanding app permissions

Gamification and engagement

Not helpful

2 3 6 8 10 2
Number of Responses

Figure 7.11: User Perceived Helpfulness of the Point System

The benifits mentioned was its contribution to enhancing awareness regarding pri-
vacy and security. A user remarked, “It helped me understand my phone’s security
level”. Some said it inspired them to “become more alert about permission access”
or “remove suspicious permissions”. From figure 7.11 a significant cohort (13 out
of 39) reported increased awareness regarding their phone’s security, while 11 in-
dividuals indicated that it directly motivated them to undertake privacy-oriented
measures. Many users valued the point based reward system of the experience,
with one remarking, “Felt like game progress,” so emphasizing that security duties
became more pleasurable.

The study into user motivation produced largely positive outcomes. Approximately
21 interviewees explicitly affirmed their agreement, whilst 9 expressed moderate
motivation (Figure 7.12). Numerous individuals likened compared it to a game in
which “earning points felt rewarding” and “made me want to improve my habits”.
One said, “It made good habits measurable”, while another concurred, “Yes! Felt
like a game”. Some expressed uncertainty regarding the long-term implications; yet,
the point system generally yielded a favorable behavioral outcome.

The situation here was rather more varied. The majority (22 of 43) indicated
that they encountered no confusion (Figure 7.13). Nevertheless, seven participants
deemed the point allocation ambiguous, such as, certain acts awarded 10 points,
while others conferred 40, lacking a discernible justification. One remarked, “I did
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Figure 7.12: Motivation Gained Through Earning Points for Good Security Habits
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Figure 7.13: Confusing or Unnecessary Aspects Noticed in the Point System

not know what caused points to go down”. Several individuals want increased trans-
parency, particularly regarding the computation of scores. One proposed, “Maybe
a clearer breakdown of point logic would help”.

In conclusion, the point and reward system proved to be more than only a supple-
mentary feature. It evolved into a behavioral catalyst, an element that facilitated
user engagement, awareness, and motivation to maintain the security of their digi-
tal habits. While some users desired greater openness about point calculation, the
function received commendation for its educational, enjoyable, and really beneficial
nature. It instilled a sense of significance in users’ actions, which is a substantial
achievement for any privacy application.

Customization and Settings

The customization and settings tools were largely praised, with numerous users ap-
preciating the power they provided over permission management. The majority of
participants deemed the customization of permission categories to be both straight-
forward and pleasant. Users remarked on their ability to arrange applications based
on personal criteria—“It’s a good feature, like I can customize the categories ac-
cording to my own preferences”, stated one. Many characterized the process as
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“relatively simple,” “enjoyable,” and “highly intuitive,” however some noted the ne-
cessity of consulting the tutorial initially or experiencing initial confusion. A user
remarked, “I did it after watching the tutorial”. One user remarked, “It was easy
actually” while another stated, “It was understandable after some time of using the
app”. Approximately 30 individuals deemed this method accessible, whereas just a
minor subset reported challenges or avoidance.

Categorizing applications was often regarded as a time-efficient and organizational
instrument. More than 30 participants indicated that the procedure facilitated the
optimization of their applications, particularly in distinguishing between personal
and professional usage. One stated, “Yes, assigning apps to categories helped orga-
nize everything better” while another commented, “Yes, grouping apps by category
was helpful”. A few, however, proposed that auto-categorization would improve
convenience: “The process was a bit hectic and time-consuming”, one remarked.
These replies indicate that the function is effective yet might be enhanced with
more intelligent defaults.

Permission Category Customization Assigning Apps to Categories Sensitivity Customization (Drag & Drop)

o 8 @

™
-

Number of Responses.
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Number of Responses
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Saved Time & Helpful Did Not Use / Unsure Positive / Smooth / Fun Confusing

Easy & Positive Confusing / Not Tried

Figure 7.14: Users’ Feedback on Permission Category Customization, Assigning
Apps and Sensitivity Customizations

The Sensitivity Customization, especially the drag-and-drop interface, received com-
mendation for its smoothness, interactivity, and intuitiveness. The tool was charac-
terized as “fun”, “great” and “very responsive” effectively fostering user engagement.
One participant remarked, “It functioned seamlessly and enhanced the engagement
of customization,” while another described it as “a unique and useful option”. Al-
though some users saw performance delays or little uncertainty, the predominant
sentiment—expressed by more than 30 users—was that the addition significantly
enhanced the overall experience(Figure 7.14).

Users generally perceived the settings as beneficial and powerful, although suggested
minor enhancements such as auto-sorting and further on-boarding guidance to min-
imize manual efforts. The amalgamation of flexibility, control, and engagement
rendered this a distinguishing attribute for numerous individuals.

Learning and Usability

Analyzing initial user interactions with a privacy-centric application can provide
significant insights on its accessibility and intuitiveness. During testing, the paper
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investigated users’ need for advice, identified their primary challenges, and assessed
potential enhancements to the on-boarding process.

Did Not Need

Partially Needed

Needed Tutorial

Figure 7.15: Whether Users Needed a Tutorial or Guidance to Understand the App

The responses about the necessity of a tutorial were polarized (Figure 7.15. Ap-
proximately fifty percent of the users indicated that they either viewed the training
or required assistance at the outset. “Yes, I saw the tutorial video then I could use
the app easily”, one remarked. Others indicated that although they did not view a
whole guide, they gained advantages from succinct explanations or assistance from
colleagues. Simultaneously, around one-third indicated that the application was
self-explanatory. “No, not at all. I figured it out quickly” remarked one user. This
combination indicates that although the app is functional, alternative on-boarding
could enhance initial engagement, particularly for users unfamiliar with app permis-
sions or customization.

Icons/Terminology/Accessibility Nothing/Minimal Confusion

Cat Asci ¢ 257% Settings & Dashboard Navigation
ategory Assignmen s

Permission Sensitivity/Scoring Breakdown

Figure 7.16: Features or Sections Users Found Most Difficult to Understand

In the investigation of identifying the most challenging aspects of the app, five
primary sources of difficulty were revealed (Figure 7.16). The predominant issue
was category assignment—users deemed it “tedious” or were unaware of its neces-
sity. Numerous individuals indicated that the sensitivity settings and scoring system
were initially ambiguous. Comments such as “Understanding the dashboard layout
at first” and “all the scoring and permission customization was overwhelming” were
commonplace. Several participants encountered difficulties with technical terminol-
ogy, such as “sensitivity level” while others were unaware of aspects like permission
customization until a later stage. The findings indicate that although the app design
was largely effective, it is necessary to diminish ambiguity and enhance the visibility
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of essential alternatives.
Nonetheless, the majority of users solicited enhanced in-app assistance, such as,

More Categories/Features Already Easy/No Suggestion

Ul/Accessibility Tweaks

In-App Guide/Help Auto Categorization

Figure 7.17: User Suggestions to Make the App Easier to Use

short tutorials, help buttons, or on-boarding slides (Figure 7.17). “An in-app guide
or quick tip on first use would have helped”, one stated. The second most prevalent
recommendation was auto-categorization. While many valued manual control, they
contended that automating the procedure may diminish setup time. Some requested
enhanced accessibility features, such as enlarged text and a simplified layout, while
others proposed the inclusion of score logic labels or explanatory notes. Significantly,
several asserted that no enhancement was necessary. It is “Good to go already.”

Behavior and Awareness

The primary aim of the app was to enhance privacy awareness and promote more
responsible conduct around app permissions. According to participant evaluation,
this objective was largely achieved.

Somewhat

No/Not Much

22.0%
4.9%

73.2%

Yes

Figure 7.18: Change in User Attitude Towards App Permissions After Using the
App

When asked about any alterations in their perspective on app permissions, the ma-
jority of participants affirmed a shift (Figure 7.18). This response unveiled the
primary theme: Awareness Shift. Numerous individuals indicated that they now
engage in more critical evaluation prior to permitting data access. One user stated,
“Yes. this app made me aware” while another remarked, “I now double-check what
apps ask for”. A total of 30 participants reported a favorable adjustment in their
mentality, whilst 9 indicated a partial change. Only two individuals reported that
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the application had not produced a discernible impact. This indicates that even
among users with increased privacy awareness, the application increased positive
behaviors.

The second topic, closely associated with awareness, was the Sense of Control.

Somewhat

No
17.1%
2.4%

80.5%

Yes

Figure 7.19: Users’ Sense of Control Over Their Privacy After App Usage

From figure 7.19 the majority of participants (33 out of 41) reported feeling more
empowered regarding their personal data following their use of the app. Many indi-
cated that they had hitherto disregarded permission requests but were now attentive
to them. One participant stated, “Yes, I know exactly what each app is doing” while
another remarked, “I feel much more in control of my data now”. This discovery
confirms that the application effectively transitioned users from passive to active
management of their digital privacy.

Somewhat

No
17511%!
2.4%

80.5%

Yes

Figure 7.20: Increase in Carefulness About Trusted Apps After Using the App

The third key concept that emerged was Enhanced Vigilance Regarding Applica-
tions. The majority, 33 out of 41 respondents (Figure 7.20), affirmed that they are
now more discerning regarding the apps they trust. One user stated, “I no longer
install apps without checking permissions” while another remarked, “I uninstalled
apps that seemed suspicious” These behaviors indicate that the app not only edu-
cated users but also prompted them to reevaluate existing applications and make
more informed choices in the future. The pattern across these three inquiries is
evident: the application enhanced users’ alertness, knowledge, and intentionality.
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Several users exhibited little alteration in their behavior; nevertheless, for the ma-
jority, the app functioned as a significant catalyst—prompting substantial action.

Overall Experience

User feedback on their entire experience with the mobile security application was
predominantly favorable, exhibiting a continuous appreciation for several key as-
pects. Upon inquiry regarding their preferred aspect of the application, participants
identified seven prevalent themes. They predominantly preferred the scoring and
point-based system to enhance the interactivity of security. One participant stated,
“Scoring was motivational,” while another noted, “It gives scores on permissions, so
people will be motivated to check permissions daily”. This indicates that the point
based scoring aspect was not just engaging but also significant in promoting secure
behavior.
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Figure 7.21: Users’ Most Liked Features of the App and Reasons

The sensitivity control and customization features were highly commended (Figure
7.21). Numerous users described the drag-and-drop permission setting and nuanced
sensitivity levels as powerful. A participant said, “The permission sensitivity cus-
tomization gives much control on permission,” while another expressed appreciation
for the ability to “categorize independently”. Others appreciated the comprehensive
permission notifications, noting that they facilitated the identification of third-party
applications or superfluous access. This transparency improved consumers’ aware-
ness of the underlying operations of their applications. A limited proportion valued
the overall interface and design or deemed the integration of the dashboard and
notifications especially successful.

From figure 7.22, in discussions regarding potential improvements, recommendations
primarily focused on augmenting user-friendliness rather than rectifying fundamen-
tal functionality. The predominant request was for an in-app guide or lesson to assist
new users in comprehending elements such as scoring and customization. Some in-
dicated that automatic categorization applications might diminish manual labor,
while others requested a more intuitive design or slight user interface enhancements.
One user stated, “The numbering system needs clearer explanation” while another
requested that the software be “more elder-friendly” Several individuals also noted
the enhancement of sensitivity configuration and the incorporation of accessibility
settings for increased use.
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Figure 7.22: Users’ Opinions on Which Parts of the App Need Improvement
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Figure 7.23: Whether Users Would Recommend the App to Others and Why

from figure 7.23, the feedback about the recommendation of the app to others was
largely positive. The majority of participants affirmed positively, with several in-
dividuals indicating they had previously recommended it to friends, classmates,
or family members. One user said, “Yes helpful, everyone should maintain phone
safety” while others highlighted its utility for privacy-conscious users or those with-
out technological proficiency. A few individuals expressed skepticism, believing the
app was not essential for their personal use; nonetheless, they recognized its poten-
tial advantages for others.

In conclusion, the application achieved a harmonious equilibrium between func-
tionality and ease of use. The preferred features, such as, scoring, notifications,
customization etc corresponded effectively with users’ aspirations for both control
and information. The proposed enhancements emphasized refinement rather than
redesign, signifying that the fundamental notion was positively acknowledged. The
robust inclination to endorse the app significantly reflects its perceived value. These
findings inform the future road-map and validate that the existing design addresses
genuine user requirements.
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Chapter 8

Discussion

Our thesis has been aiming to answer the research questions covered at the beginning
of our paper. Some answers were retrieved from experiments found in the research
papers of other researchers and have been addressed in our literature review. Others
got their answers from the surveys and interviews we conducted from users who were
given access to use and review our proposed solution. This chapter is designed to
summarize the answers to all of the questions and to bring them all together in one
place for convenience.

RQ1 — The Extent of Control an Average Smartphone User Has Over
Personal Data

Our findings, grounded in both empirical survey results and research of existing
literature, reveal that the average smartphone user possesses limited actual control
over their personal data, despite the presence of technical privacy mechanisms within
mobile operating systems. Although platforms like Android offer users a variety of
tools for permission management, encryption, and application behavior oversight,
these tools are seldom understood or utilized effectively by the general user popula-
tion.

Survey responses demonstrated a widespread lack of awareness regarding mobile se-
curity features, with only 17% of respondents indicating they pay attention to app
permissions during installation. More strikingly, a mere 3% could accurately answer
comprehension questions related to permission usage. These figures point to a pro-
found gap between the availability of control and users’ capability or willingness to
exercise it.

Our analysis of the current mobile ecosystem highlights several behavioral and struc-
tural limitations. Many users exhibit a high degree of implicit trust in applications,
particularly those sourced from official app stores. This trust often results in the
acceptance of excessive permission requests, thereby exposing users to unauthorized
data access. This aligns with existing literature which reports that a large number
of Android applications request more permissions than are functionally necessary,
frequently accessing sensitive data such as contact lists, location history, and micro-
phone input, often without the user’s informed consent.
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Despite the increasing availability of user-centric privacy controls, the complexity of
permission interfaces and the prevalence of technical jargon hinder effective user en-
gagement. Prior studies, supported by our own survey, affirm that most users either
do not read or fail to understand permission prompts, especially those embedded
within lengthy terms and conditions. Consequently, perceived control over personal
data often masks a real and consequential lack of agency.

Further complicating the issue is the phenomenon of notification fatigue. Excessive
or poorly contextualized notifications may lead users to disable these features alto-
gether, thereby undermining their purpose. The success of privacy-enhancing tools
thus depends not only on their technical accuracy but also on their usability and
clarity.

Another dimension uncovered through our research pertains to shared device us-
age. Although smartphones are largely perceived as personal devices, our findings
suggest that many users share them with others, either temporarily or regularly,
introducing additional vectors for privacy loss. In such contexts, data access control
mechanisms are underutilized, and privacy violations often go unnoticed.

Taken together, these insights indicate that while mobile platforms may offer the
illusion of user control, actual control remains minimal without adequate user ed-
ucation and intuitive privacy mechanisms. By embedding privacy decisions into
the user’s everyday interactions and rewarding good security practices, we aim to
transform passive awareness into active engagement, thereby enhancing the average
user’s ability to manage their personal data effectively.

RQ2 — Current User Perspectives and Carefulness Regarding App Per-
missions

Our research reveals a complex and often contradictory relationship between smart-
phone users and mobile application permissions. While users frequently express con-
cern over data privacy, this concern does not consistently translate into careful or
informed behaviors. The survey data, supported by extensive literature, indicates
that the majority of users exhibit low engagement with permission management
practices, suggesting a concerning gap between perceived importance and actual ac-
tion.

In our survey, a significant portion of respondents reported that they rarely reviewed
or managed app permissions during or after installation. Despite acknowledging the
potential risks associated with excessive data access, many users admitted to grant-
ing permissions reflexively, often without reading the prompt in detail. This passive
acceptance of permissions is partly influenced by overconfidence in app store cu-
ration—users presume that apps available on official platforms have already been
vetted for security, thus minimizing the need for personal scrutiny.

Further, there is a prevailing assumption among users that permissions are only

active while the app is in use. This misperception results in widespread underesti-
mation of the privacy implications posed by background data collection. Even more
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concerning is the finding that apps commonly perceived to be harmless, such as
utility or entertainment applications, are often granted access to high-risk features
like location, microphone, and contacts, often without legitimate justification. This
aligns with prior studies noting that a substantial number of applications request
permissions that extend beyond their functional scope.

From a behavioral standpoint, we observed reactive rather than proactive privacy
practices. Users typically respond to permissions only after experiencing a privacy-
related incident or upon receiving explicit alerts. This reactive posture may be at-
tributed to interface complexity, terminology ambiguity, and the lack of contextual
explanations provided during the permission granting process. As other scholars
have noted, when permissions are presented using technical language or bundled
with nonessential terms, users are more likely to bypass them entirely rather than
assess their implications.

Our qualitative findings reinforce this behavioral pattern. Respondents frequently
articulated a desire for more transparent, categorized permission warnings that
would help distinguish essential access from suspicious or excessive requests. Addi-
tionally, they expressed support for a system that could provide real-time feedback
on app behavior, suggesting that users are more likely to act cautiously when pre-
sented with dynamic and contextualized information rather than static and abstract
permission prompts.

Very few users reported revisiting permission settings after installation, even when
made aware of an app’s unnecessary access patterns. This lack of follow-up suggests
that many users view permission management as a one-time task rather than an
ongoing responsibility.

Notably, the users’ educational background and exposure to digital literacy were
correlated with higher levels of permission scrutiny. However, even among more
digitally literate respondents, there remained a tendency to trust brand reputation
or app popularity over individual permission behavior; highlighting the role of social
and psychological biases in user decision-making.

RQ3 — Existing Solutions and a Comprehensive Proposal to Address Pri-
vacy Theft, Unwanted Permission Access and User Engagement in Mobile
Security

The challenges of protecting user data on smartphones are many-sided, encompass-
ing unauthorized permission access and low user engagement with existing privacy
tools. Through our literature review, system development, and user feedback, we
identified a number of technical and behavioral solutions that have been proposed
or implemented. However, our analysis also reveals a clear fragmentation in these
approaches, as most existing solutions tend to target singular aspects of the problem
rather than offering a unified strategy.

Furthermore, numerous studies have proposed categorized permission models, wherein
permissions are grouped and analyzed contextually to determine their relevance to
the app’s stated functionality. This strategy supports automated detection of per-
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mission misuse and provides an informative basis for alerting user. However, without
an intuitive interface or ongoing user education, such systems may still overwhelm
non-technical users.

To foster active user participation, incentive-based behavioral strategies have been
explored. Point-based dashboards, badges, and quiz-based rewards have shown
promise in fields like health and corporate cybersecurity. These interventions, while
effective in encouraging short-term compliance, often suffer from engagement de-
cay unless properly maintained and reinforced. Additionally, monetary incentives,
though initially impactful, may fail to sustain behavior once removed, indicating the
importance of non-financial, intrinsic motivators.

Despite these advancements, our findings suggest that the current ecosystem lacks
an integrated approach that simultaneously addresses technical enforcement, user
comprehension, and motivational engagement. To that end, our research proposes
a unified mobile security system that leverages three core components:

1. Permission Monitoring and Categorized Alerts:

By providing immediate, context-sensitive notifications when applications require
access to high-risk permissions (e.g., GPS, camera, microphone), our system bridges
the gap between technical risk detection and user awareness. These alerts are tai-
lored based on app category and usage context to avoid alert fatigue while main-
taining transparency.

2. Point-Based Incentive and Security Dashboard:

Users are rewarded for completing secure actions such as managing permissions,
updating apps, enabling two-factor authentication, and avoiding third-party app
stores. This gamified framework promotes habitual engagement with security fea-
tures and presents users with a visual metric of their “phone health,” enhancing
both motivation and comprehension.

3. Privacy Risk Scoring:

Our prototype analyzes app behavior against permission baselines, generating risk
signals and prioritizing threats that merit user attention. This system not only
identifies suspicious patterns in app behavior but also supports adaptive threat re-
sponses over time, integrating threat intelligence into a user-accessible interface.

Collectively, these features are designed to resolve the interconnected challenges of
privacy theft, over-permissioned applications and low user involvement. By com-
bining threat detection with behavioral incentives, our system transforms mobile
security from a passive technical measure into an interactive, user-driven experience.

RQ4 — How would our proposed app secure user’s device privacy?

Our proposed app ensures user’s privacy by executing functions that actively detect,
notify and incentivize users to maintain the security of their personal data and infor-
mation. It addresses probable digital security threats through real-time monitoring,
permission categorization and a point-based incentive system. These functions work
together to ensure user’s awareness of security threats, limit unauthorized access and
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encourage users to secure habits.

The real-time tracking function in our app is a cornerstone in privacy protection.
Though it is not yet implemented fully due to OS limitations. It is designed to mon-
itor any apps’ unauthorized access to users’ data and sensitive resources. As the
app notices these threats, it actively notifies users of the invasion through a pop-up
notification system. The sensitive resources include camera, microphone, location,
contacts, call logs, gallery, files etc.

The categorized permission system of the app is added for the user’s ease of catego-
rizing apps based on their security preferences. This system allows users to restrict
and allow certain permissions of their choosing to selected apps. This reduces the
risk of unnecessary exposure of data and puts the control of data in the user’s hands.
They can categorize apps, create categories and assign a variety of permissions on
functions and restrict the rest.

The app also includes a home incentive dashboard, which transforms user’s secure
habits and security threats into a quantifiable and teachable task management sys-
tem. The user’s avail points when responding and mitigating the security threats
encountered. While ensuring the safety of their data by setting up a phone pass-
word or pin, biometric lock, avoiding third-party apps and removing unnecessary
permissions to apps, the user is granted points. This incentivizes users to complete
tasks and avail points. This not only helps users mitigate existing security threats
but also ensures long-term behavior change in secure habits.

Also, by ensuring the drag and drop system of permissions between sensitivity levels(
high, moderate, low), the app promotes user control, making the user feel invulner-
able with their information. The dynamic scoring system updates in real time to
changes and threats made either by the user or by other apps. This scoring system
allows an instant and dynamic picture of the device’s security.

Despite the already strong groundwork for privacy protection the app provides, we
are still working on providing OS level access and full automation of app catego-
rization. As mentioned in the system design, we aim to integrate GOOGLE APIs
for automatic categorization and expand the scope of monitored permissions beyond
Wi-Fi, Bluetooth and internet in future updates.

In conclusion, the app ensures long-term behavioral change in users, Real-time trans-
parency and active security from unauthorized access and security threats. It em-
powers users to control their data and monitor these in real-time. This approach
manipulates users’ views on privacy and makes it worthwhile, user-friendly and re-
warding to ensure proper security of their device and data.

RQ5 - Point-based ‘phone health dashboard’ system and its influence on
user behavior in adopting secure practices, such as setting passwords and

avoiding third-party apps

The integration of a point-based “phone health dashboard” system within the mo-
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bile security application played a significant role in motivating users to adopt more
secure digital practices. The resulting behavioral shifts, supported by both qualita-
tive and quantitative findings, illustrate the transformative potential of incentivized
security systems in mobile environments.

A dominant trend observed throughout user interactions was the effective influ-
ence on participation and retention. The point-based dashboard was repeatedly
described by participants as “motivational” and “enjoyable,” with multiple users
drawing analogies between app usage and “playing a game.” Such metaphors indi-
cate that the system not only captured user interest but also sustained it over time,
thereby enabling repetitive reinforcement of secure habits.

Quantitatively, the efficacy of the point system was evident in the security score
improvements observed over a one-week period. The mean user score rose from
40 to 67.65, marking an average improvement of 27.65 points. Importantly, the
highest individual score increase was 50 points, while only two users showed slight
regressions. These metrics confirm that the dashboard served as a behavioral rein-
forcement, helping users transition from basic awareness to proactive engagement
with their device’s security settings.

Some users reported being unaware of their devices’ vulnerabilities prior to engag-
ing with the app. Upon receiving alerts tied to permissions and seeing how these
impacted their scores, users became more vigilant. Specific instances were cited in
which users revoked access to sensitive permissions (e.g., camera, GPS), deleted sus-
picious apps, and refrained from installing third-party applications altogether. One
participant articulated this behavioral transformation by stating, “The app moti-
vated me to remove suspicious permissions.”

This shift was particularly evident in the interviews, where 11 users explicitly cred-
ited the point system for encouraging privacy-enhancing behavior, and an additional
13 reported a heightened awareness of their phone’s security status. Participants
were seen adopting behaviors like setting stronger passwords and managing permis-
sions on a regular basis.

The point system also prompted users to re-evaluate their decision-making regarding
third-party apps. Eight users specifically mentioned the third-party app detection
feature, indicating that they had acted to revoke permissions or uninstall such apps
in response to dashboard warnings.

While the point-based system was largely effective, the study also identified areas
requiring refinement. Several users expressed confusion regarding the logic behind
score allocation. The lack of clarity in how certain actions (e.g., disabling permis-
sions) influenced the point total occasionally undermined trust in the system. As
one user stated, “I was unaware of the factors that led to the decline in points.”
This highlights the necessity for increased transparency and guidance regarding the
reward algorithm.

Moreover, some participants suggested that the dashboard could benefit from on-
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boarding enhancements, such as in-app tutorials or tool-tips explaining the scor-
ing mechanism. A clearer understanding of the link between behaviors and point
changes could further reinforce the app’s functionality of increasing awareness and
enhance long-term engagement.

RQ6 - Usability challenges and user acceptance levels of a mobile se-
curity app that integrates live monitoring, permission warnings and a
point-based reward system

The live monitoring, permission warnings, and a point-based reward system devel-
oped as the most important features of the app by the users. Many users were
surprised to find how frequently applications, such as Bkash or Uber or Calculator,
got unnecessary permissions. The live monitoring system, which provided users with
concise, intelligible notifications concerning potentially sensitive or excessive permis-
sions, assisted in bridging the awareness-to-action gap. It served as a protective and
instructional tool, turning live monitoring from passive to active. According to 14
participants, notifications made them realize that programs like picture editors or
calculators were asking for more access . ”Helped me understand the unnecessary
permissions on my phone and application-related security,” one user said.

Live monitoring has proven indispensable in the contemporary digital scenery, as
applications frequently access user data in the background without explicit agree-
ment. The app provided transparency by monitoring permissions in real-time and
promptly notifying users, enabling them to recover control and make educated de-
cisions regarding the permissions they choose to grant or remove.

The point-based incentive system is a unique element designed to enhance the en-
gagement of privacy management. Point-based positive privacy practices encour-
aged users to engage more often with the application and crucially, transformed
sophisticated security principles into more measurable, enjoyable tasks. Many users
reported that this approach increased their awareness of their digital behaviors.
One user said, ”"The point-based reward system helped me understand how safe
my phone is.” Some said it made them "more aware of permission access” or ”get
rid of permissions that do not seem right.” The results show that a large group
(13 out of 39) said they knew more about their phone’s security, and 11 said that
this point-based reward system directly motivated them to take privacy-related ac-
tions. Many users liked how the experience felt like a game. One said, "Felt like
game progress,” which shows that security tasks became more fun. Although some
participants sought further clarification on the calculation of points, the majority
concurred that the feature effectively promoted secure behaviors.

Despite these advantages, there were also clear usability issues. The initial on-
boarding process was challenging for many users, particularly those who were less
acquainted with permission customization or application categorization. Some users
deemed the software intuitive, but others necessitated instruction, highlighting the
requirement for more lessons or in-app support. The technical vocabulary associ-
ated with features such as sensitivity levels or category assignment hindered compre-
hensive understanding, especially during the initial stages of user experience.Seven
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participants reported concerns over Technical Language or Vague Alerts, with one
stating, “Some messages were excessively technical for me.”

However, user adoption of integrated features such as live monitoring, permission
alerts and point-based rewards were ultimately very high. Participants appreciated
the system’s transparency, sense of control and motivational aspects. They conveyed
confidence in the application and felt encouraged by its clarity and use. Enhancing
the on-boarding experience and clarifying difficult technical terminology could fur-
ther improve accessibility and foster long-term engagement.

In an era characterized by discrete yet enduring mobile threats, the integration of
live data monitoring ,real-time permission alerts and point-based incentives repre-
sents an effective trio. Collectively, they not only safeguard the device but also
engage the user in the protection of their digital environment, transforming privacy
from a mere expectation into an active practice.

RQ 7- Improvement or impact on user’s lives after using our app

The results of our study demonstrate that after using our app, users’ lives signif-
icantly and positively improved. The mobile security app influenced users’ digital
behavior, security awareness and overall sense of control. Prior to utilizing the ap-
plication, many participants acknowledged that they had underestimated privacy
features, frequently bypassing permission requests or naively placing trust in ap-
plications. Nonetheless, upon engagement with the system, a significant alteration
occurred in users’ perceptions and reactions to privacy-related decisions.

A notable enhancement was the transformation in awareness. After using the app,
most users (33 out of 41) said they felt more in control of their personal information.
Many said they were now paying attention to permission requests, which they had
previously ignored. “Yes, I am now fully aware of the functionality of each applica-
tion,” said one participant. “I now feel significantly more in command of my data,”
said another. The application served not merely as a tool, but as a catalyst for a
shift in thinking. A significant number of users indicated an increased awareness
regarding the rights requested by applications and crucially, the potential unneeded
or hazardous nature of those permissions. This shift in mindset manifested in proac-
tive actions, including the examination of permissions prior to installation, routine
verification of access configurations, and the removal of applications deemed dubious
or obtrusive.

The sense of control consumers have over their personal information was a key area
for improvement. People who had previously done little to protect their mobile
privacy have started doing so actively. Users could understand the data being ac-
cessed as well as how to change or limit that access thanks to the application. In
the modern digital world, where privacy issues can arise inside seemingly harmless
applications, this sense of control is crucial.

In addition to fostering awareness and control, the app also promoted more prudent
and deliberate decision-making. Users reported being more selective about which
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apps to download and which apps to trust, with many reevaluating their current
app collections and removing apps with disproportionate or unnecessary rights. “I
no longer install applications without verifying permissions,” said one user, and “I
uninstalled applications that looked suspicious,” added another. These actions show
that in addition to educating users, the app encouraged them to reconsider already-
existing apps and make better decisions going forward. This demonstrates a clear
shift in behavior from reactive to preventative, users stopped only fixing problems
and started actively avoiding them.

The point-based reward system enhanced behavioral change, which made admirable
privacy habits rewarding and significant. We evaluated 41 users’ security scores
before and after using the app for a week in order to assess changes in user be-
havior. Users initially demonstrated a basic awareness of mobile security with an
average score of 40. The average score rose to 67.65 after a week of using features
including the incentive system, sensitivity categorization and authorization notifica-
tions. The majority of users improved significantly; some even gained as much as 50
points. Due to decreased interaction, just two users experienced small reductions.
The app’s ability to encourage safer mobile practices and ongoing privacy awareness
is demonstrated by the average improvement of 27.65 points. Converting security
practices into measurable improvements increased user motivation and engagement.
The point-based reward system made an boring or technical task more enjoyable,
which improved user retention and raised privacy settings engagement.

Users also appreciated elements that allowed them to customize their experience
based on their own needs, like permission customization and sensitivity control.
This adaptability made security a personal tool rather than just a collection of
rules, empowering people rather than limiting them. This effect was enhanced by
the simple design and educational notifications, which gave users knowledge about
the events on their devices as well as their importance.

In the end, the application has the potential to significantly improve users’ digital
life security. It gives clients the information they need to identify risks, the tools
to lessen them, and the motivation to keep making improvements in their online
safety. A significant number of users expressed that they are willing to recommend
the application to others, underscoring its perceived worth and dependability.

This application not only improves user security but also cultivates a more resilient,
privacy-conscious digital culture where users take responsibility for their own data
in an environment where digital threats are sneaky, persistent and often ignored.
By altering unnecessary access, raising awareness and offering simple operation, this
app makes privacy protection both possible and empowering for everyday users.
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Chapter 9

Conclusion

With smartphones taking an important place in both personal and professional life
in the modern world, the security of mobile devices has become more and more
complicated. Smartphones are not just communication tools, they contain sensi-
tive personal data, financial transactions and browser access to all sorts of online
activity, from emails to social media to cloud services. This creates a great risk as
mobile devices become the tempting targets for cybercriminals. Growing number of
smartphone apps that require permissions as well as an increasing volume of per-
sonal data stored on smartphones are creating huge privacy concerns.

The thesis highlights the issues surrounding mobile security, notably the lack of user
engagement and awareness about what permissions the mobile applications ask for.
Although technology advances in mobile security, such as encryption and biometric
authentication, continue, users generally remain passive or unaware of the risk their
mobile behaviors introduced. They give apps permission without fully understand-
ing the security risks, making it easy for them to access user information without
permission as well as spreading malware, phishing or causing identity theft. The
problem is not as much in the technology as is the users’ consciousness and how
they interact with mobile security features.

This thesis clarifies the requesting of unnecessary permissions by mobile applications
as a widespread problem. Since many users are willing to grant these permissions
for convenience or simply lack of understanding, they do not think of the possible
security risks. For example a flashlight app might ask for access to a user’s contact
list (clearly not needed by a flashlight app) or microphone (a permission that does
not seem to be related to its functionality). This behavior may lead to malicious
apps abusing these permissions and stealing personal info or tracking user activity.

This thesis clarifies the requesting of unnecessary permissions by mobile applications
as a widespread problem. Since many users are willing to grant these permissions
for convenience or simply lack of understanding, they do not think of the possible
security risks. For example a flashlight app might ask for access to a user’s contact
list (clearly not needed by a flashlight app) or microphone (a permission that does
not seem to be related to it’s functionality). This behavior may lead to malicious
apps abusing these permissions and stealing personal info or tracking user activity.
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User privacy and security, being critical to the operation of this research, was high-
lighted as being dependent on permission based warning systems. One of the major
data breaches in mobile app permissions is that users either ignore or misinterpret
them. Categorization of permissions allows users to see which permissions are re-
quired for app functionality and which could pose a risk to their data. It has been
shown that users tend to ignore warnings or do not care about what permissions
they allow access to. These security systems give users the ability to decide for
themselves what data they give out to applications, by giving them clear and con-
cise information about what app permissions they are granting.

Additionally, the research explored the idea of using reward or incentive based sys-
tems to get users to interact with security protocols in a more engaging way. Be-
havioral economics teaches that positive reinforcement such as getting points or
badges for securing personal data are more effective for motivating secure behavior
than punitive measures. Implementation of these mechanisms ensures that this ap-
proach aligns security practices with user participation. Several studies supported
the concept further by showing how rewarding users can drive their compliance with
security measures, especially in organizational settings.

9.1 Research Limitation

Despite the useful insights obtained from this research, some limitations were recog-
nized that may have affected the scope and usefulness of the findings. The survey and
user testing were performed on a limited sample size within a certain demographic.
The participants were predominantly highly tech-savvy university students, exclud-
ing a wider and more diversified demographic. Elderly adults and non-technical
users were notably excluded from the study, hence constraining the generalisability
of the findings across various demographics and levels of technology proficiency.

Secondly, some user remarks highlighted the lack of an in-app lesson or guidance
system. Although many users were capable of using the app on their own, few indi-
cated a requirement for detailed instructions to comprehend and effectively utilize
the permission control functionalities. A further stated concern was the difficulty in
understanding the security score in the security assessment feature. Certain users
perceived the approach as perplexing or burdensome, prompting recommendations
for a better scoring system and an UI design which is easy to understand for all
demographics of users. Another mentioned difficulty was understanding the permis-
sion sensitivity categorization system. Some users found it perplexing or baffling
how it works and demanded for an easy to use Ul design or in-app guide for it.

Additionally, several users experienced inappropriate removal of essential permis-
sions. This happened when the app denied permissions that were actually necessary
for certain apps to run, which caused annoyance and decreased user pleasure. This
is our drawback that users have to manually allow or deny permissions for some apps.

Another significant drawback is the prototype’s dependence on the platform. The

app was only built and tested on Android devices, rendering it unavailable to iOS or
PC/laptop users. Consequently, potential platform-specific variances in permission
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behavior could not be examined, and cross-platform compatibility remains an area
for future study.

In conclusion, although the research significantly contributes to mobile permission
awareness and control, its shortcomings must be rectified in future works to improve
usability, inclusivity, and system efficacy.

9.2 Future Work

Based on the findings and constraints of this research, several possibilities for future
exploration and advancement have been identified. The motive behind this research
was to give an idea about permission management and real time tracking system,
and it is recommended to implement this system in the operating system itself to
use it with full potential. However as we cannot get the root access of the operating
system we cannot implement or test all of the features. For example, to implement
a real time permission tracking system we need the root access of the devices, but
it is inconvenient as we cannot ask the users to root their phones in the user testing
phase. If the system is integrated within the operating system it will work effec-
tively. Also we were only able to implement it in android devices, there is a great
opportunity for research for implementing in the IOS devices.

Another key area for enhancement is the broadening of the intended user demo-
graphic. Future research should encompass a more diverse demography, integrating
participants from diverse age brackets, particularly senior citizens and persons with
limited technological skills. This will facilitate the assessment of the system’s us-
ability and efficacy among a wider range of users and reveal usability problems that
may not be evident within a technologically proficient student demographic.

Future iterations of the application should have an in-app interactive instruction or
walkthrough to enhance the on-boarding experience. This feature will provide users
with a step-by-step guide to the app’s operation, hence improving comprehension
and minimizing confusion, especially for novice or less experienced users.

Future endeavors should also prioritize the creation of an automatic permission
categorization system, as indicated by user input. The system could utilize ma-
chine learning or rule-based logic to automatically assign permissions depending on
application kind, usage patterns, or risk assessment, rather than demanding man-
ual adjustments by users. This would enhance the system’s user-friendliness and
adaptability to specific requirements. Forthcoming implementations might also in-
corporate a more sophisticated Ul design for the security assessment feature and
permission sensitivity categorization.

Ultimately, future versions should prioritize real-time monitoring, a wider number
of user base, cross-platform compatibility by extending the system to iOS, PC, web
platforms etc and incorporate a user-friendly Ul interface. That would markedly
enhance its wide acceptance and influence, thereby making permission management
a natural and essential component of daily mobile security protocols.
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Appendix

TRACKO App

Figure 9.1 displays the home page which is you will see when you open the app.
It displays the a personalized dashboard for your phone, it shows the points and
danger level analyzing all the apps from your phone.

3 4£81%®

Security Dashboard o

Device Permissions

Security Assessment
System security evaluation results

Figure 9.1: Security Dashboard
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If you scroll down it will also show the condition of your device’s password lock,
biometric lock and third party apps like in figure 9.2.

3 481%®

Device Security

Pin/Password Lock
Secure your device with a PIN or | +20
password

Status: Enabled O

Fingerprint or face recognition

Status: Enabled °

~  Biometric Scan

App Security

Third Party Apps
Non-Play Store apps can pose

security risks

Status: 6 Detected o

Tap for more details >

@/ £

Notifications Settings

Figure 9.2: Detailed Security Dashboard
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Figure 9.3 shows the ‘Apps’ section in the app, it basically shows what app is using
what permission, it will also show a little warning in the left if the permission is
risky or dangerous. You can change your permissions from here also you can select
category for the app here.

All Apps

‘ Q Search Apps

Health Platform
com.samsung.android.service.health

de Health and fitness

e 0 Permissions

View Details >

Hevy
com.hevy

.‘. Health and fitness

e 1 Permissions e 1 Warnings

View Details »

@/ £

Notifications Settings

Figure 9.3: All the app’s permission status
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Figure 9.4 shows the notification section of the app. it shows all the unnecessary or

risky permissions the apps in your device has taken. You can take necessary steps
from here.

A Security Alerts

25 Security Alerts

Apps with potentially unnecessary permissions

Flagged Applications

DECO PIC

com.samsung.android.livestickers
Unnecessary Permissions

Camera
Microphone

Storage

X Review Permissions

Discord
com.discord
Unnecessary Permissions

@ < 8

Notifications Settings

Figure 9.4: Notification
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From the setting section, you can customize your app category according to your
preference. In figure 9.5 you can assign apps to the existing categories or you can
create a new one. Detailed visualization on how to add the categories and the per-
missions according to your preference is shown in figure 9.6 and figure 9.7

2:20 3 481% @

&% Categories +

Business
8 O Permissions

Permission Types

Comics

8 0 Permissions

21 Assign Apps

Permission Types

Communication

B 3 Permissions

52 Assign Apps

g o=

Notifications Settings

Figure 9.5: App Categorization
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2:20 3 481%©
< Add Apps to Business

Q Search apps...

- 2 Player Games
D ﬁ com.JindoBluTwoPlayerGamesChalleng

O BB 4K Wallpapers
hd.uhd.wallpapers.best.quality

.| AdControl AD1
o B ree..

AdSense
O

' com.google.android.apps.ads.publisher

\:\ & Airbnb
com.airbnb.android

Figure 9.6: Adding apps to Category

3 481% O

< Edit Category

Category Name
(.‘. Business ‘

Permissions

[] & Microphone

[ . Phone

[] & storage

O
b

: Contact

B save category

g =

Notifications Settings

Figure 9.7: Editing Category
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Figure 9.8 displays the sensitivity customization feature for ‘“TRACKO’. You can
drag and drop the permissions according to your preference into 3 categories - High
sensitivity, moderate sensitivity and low sensitivity. Your permission warnings and
security points will adjust accordingly.

2:21 3 481% @

& @ Permissions Sensitivity

;“ . High Sensitivity

Potentially risky permissions

4 permissions

Sonee

3 permissions

{ .
-

Low Sensitivity
Low risk permissions
00 ¢
@ 88 @/ £

Notifications Settings

Figure 9.8: Sensitivity Customization
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Pre Solution Survey Questionnaires

Welcome! We are conducting a brief 5-minute survey at BRAC University to en-
hance mobile security and user privacy. Your participation is voluntary and confi-
dential. Help us understand your experiences with app permissions and contribute
to impactful research. Thank you for your valuable insights!!!

Demographics
1. What is your age range?

o Below 18
o 18-24

o 25-34

o 35-44

o 45+

2. What is your occupation?

o Businessman

o Corporate Worker
o Household

o Student

o Unemployed

o Labor

o Self-employed

o Teaching

o IT Professional

o Other:

3. How many hours a day do you spend on your smartphone?

o Less than 2 hours
o 2-4 hours
o 5-8 hours

o More than 8 hours
4. Which region do you belong to?

o Rural

o City
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User Practices and Concerns About App Permissions

1. How often do you check app permissions before installing an app?

o Always

o Sometimes

o Rarely

o Never

2. Have you ever uninstalled or removed an app due to asking excessive permis-
sions?
o Always
o Sometimes

3. How much trust do you place in apps on official app stores regarding permis-
sions?

@)

High Trust
Moderate Trust

@)

Low Trust

@)

o Now Trust
4. How concerned are you about apps misusing permissions?

o Very Concerned
o Somewhat Concerned

o Not Concerned
5. What features would help you feel more secure about app permissions?

[J Instant alerts

[J Detailed permission breakdown
[J Educational resources

0 Other:

6. Where do you download most of your apps?

o Play Store
o App Store
o Other websites
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Awareness and Engagement with Privacy Tools

1. Are you familiar with app permission control tools?

o Yes
o No

2. What would most encourage you to engage with app privacy?

U Instant alerts

[0 Reward based privacy system
[J In-app guides

[ Biometric access

[0 Other:

3. Would you use an app that sends alerts about unnecessary or risky app per-
missions on your phone?

o Yes
o Maybe
o No

4. Have you ever searched for an app that warns you when other apps use your
data, microphone, camera, or files unnecessarily?

o Yes
o No

5. What other measures would you suggest for protecting user data?
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Post Solution User Study

Quantitative

1. Name:

2. Age:

Below 18
o 18-24
o 25-34
o 35-44
o 45+

@)

3. Gender:

o Male
o Female
o Other

4. Occupation:

5. Education Level:

o Secondary school

@)

Undergraduate student
Graduate

@)

@)

Employed
Other:

@)

6. How long have you used a smartphone?

O

Less than 1 year

o

1-3 years

o

3-b years

@)

o+ years
7. How many hours per day do you use mobile internet?

Less than 1 hour

o

o 1-3 hours
o 3-6 hours
o 6+ hours

8. Before using this app, did you regularly check app permissions?

o Always

108



o Sometimes
o Rarely

o Never
9. How concerned are you about mobile privacy?

o Very Concerned
o Somewhat Concerned

o Not Concerned

System Usability Scale
1. I would like to use this app regularly.

1 2 3

Disagree O O O

2. I found the app easy to use.

1 2 3

Disagree O O O

3. I think I would need help to use this app.

1 2 3

Disagree O O O

4. The features were well arranged.

1 2 3

Disagree O O O

5. I had to learn many things before using it.

1 2 3

Disagree O O O
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Ease Of Use

1. The permission alerts were easy to understand.

Not True

1

O

2

O

3
O

4

O

5

O

2. The app helped me understand which permissions are necessary.

Not True

1

O

2

O

3

O

3. The point system encouraged safe behavior.

Not True

4. The dashboard helped me stay aware of my phone’s security.

Not True

5. The customization settings were easy to use.

Not True

1

O

1

O

1

O

2

O

2

O

O
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O

3
O

O

4

O

4

O

4

O

O

5

O

5
O

5

O

True

True

True

True

True



Qualitative
Permission Categorization

1. What did you like most about the permission alert feature?
2. Was anything confusing or unclear in the alerts?
3. Did any app’s permission alert help you take action? Please give an example.

Point and Reward System

4. What was helpful about the point system?
5. Did it feel motivating to earn points for good security habits?
6. Did you find anything unnecessary or confusing in the point system?

Customization and Settings

7. Did you try customizing permission categories in settings? Was it easy or hard?
8. Did assigning apps to categories from settings save you time?
9. What was your experience with the sensitivity customization (drag & drop)?

Learning and Usability

10. Did you need a tutorial to understand how the app works?
11. Which part was the hardest to understand?
12. How can we make this app easier to use for you?

Behavior and Awareness

13. Has your attitude toward app permissions changed after using this app?
14. Do you feel more in control of your privacy now?
15. Has this app made you more careful about which apps you trust?

Overall Experience

16. Which feature did you like most and why?
17. What part of the app needs improvement in your opinion?
18. Would you suggest this app to others? Why or why not?
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