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ABSTRACT 

 
 

          We analyze the performance of IEEE 802.15.4 / ZigBee networks. In order to evaluate the 

performance, we design various sceneries varying number of nodes and network area. We 

research on self-healing mechanism in ZigBee, the technology is a self-organized and self-

healing wireless communication technology with low power-consumption, large network 

capacity and small time-delay. With ZigBee technology a wireless personal area network in low 

data rate could be constructed. We evaluate the performance of designed networks using 

multimedia traffics.  In particular, we present findings on network performance when a node is 

constantly moving and changing routes. We evaluate for packet delivery ratio when the nodes 

are moving and when they are fixed and range was within 100 meters. Our evaluation results 

indicate that ZigBee router typically suffers less packet losses under mobile scenarios.  Also 

survey the end to end delays and throughputs for different number of mobile nodes by using 

single router. As a simulator we use OPNET simulation tool. It will help people to know why 

anyone will choose ZIGBEE not others. 
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CHAPTER 01 

INTRODUCTION 

 
 

1.1 Motivations  
 

          Wireless Personal Area Network (WPAN) and Wireless Local Area Network (WLAN) 

technologies are very popular in today’s digital world. With new emerging standards being 

developed these are growing very fast [1]. Using wireless signals in open areas such as home, 

education, business or office rather than having to lay out wires its popularity grows. WLAN 

standard defines high rate data throughputs; such as the IEEE 802.11b with a maximum 

throughput of 11Mbps and the IEEE 802.11g with maximum throughput of 54Mbps.WLAN 

devices operate within 100 meters of distance range depending on the surrounding environment. 

ZigBee is a wireless sensor network. It is a mesh network specification for low-power wireless 

local area networks that cover a large area. ZigBee was designed to provide high data throughput 

in applications where the duty cycle is low and low power consumption is an important 

consideration. Connect dozens of different devices into single control network. Specifies a data 

rate of 250 kbps and has nearly worldwide availability. In home automation system ZigBee gives 

much better performance than the other network protocols [2]. 

          Depending on the types of topologies used in the project it can support up to 65,000 nodes. 

The range of transmit the data is 10-100 meters. In a typical ZigBee network, the network 

addresses are organized in a hierarchical manner so that one node can easily identify addresses of 

its tree neighbours, including its parent and children [3]. 

 

1.2 Project Scopes 

 

          The primary goal of this project is to better understand the use of OPNET simulation tool 

as well as to study the protocol of interest, ZigBee. In order to achieve these goals this project 

will provide a brief overview of what ZigBee protocol contains, and simulate several simple 

ZigBee networks  while altering certain parameters using OPNET. 
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1.3 Overview 

 

          In this thesis work we are going to examine the ZigBee performance in various scenarios. 

There are three scenarios in our work  

 Self-healing mechanism test: In Chapter 4 (Topic 4.1), that scenario is briefly described. 

In this scenario we will verify self-healing mechanism of a ZigBee network. Self-healing 

is a mechanism of ZigBee network which keeps data flow uninterrupted during any 

router failure if there is any additional router left. For this scenario we used 1 coordinator, 

1 fixed router, 1 mobile router, 2 fixed end devices. For this test we will enable router 

discovery on for end devices. We will set timer. After some time one router will blow 

away and will stop working. Then other router will keep data flow uninterrupted till the 

end of our simulation. 

 ZigBee moving nodes: In Chapter 4 (Topic 4.2), that scenario is briefly described. In this 

scenario we will add 4 nodes. 1 coordinator, 1 router, 1 fixed end device, 1 mobile and 

device. We will set a trajectory for the mobile end device which allows the mobile end 

device traverse around the network. We will examine the impact of mobile node on our 

network by comparing data flow between coordinator and mobile node.  

 Node density: In Chapter 4 (Topic 4.3), that scenario is briefly described. In this last test 

we will examine the performance of ZigBee network when the nodes are increasing. We 

will keep 1 one coordinator and 1 router and will increase the number of end devices in 

the network. We will add 3 end device then 6 end device and in the last scenario 12 end 

devices. We will check the end to end delay and throughput of the scenarios and will 

compare them. By comparing them we will make our decision about the impact of node 

density in a ZigBee network. 
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CHAPTER 02 

BACKGROUND INFORMATION 

 
 

2.1 ZigBee Specifications 

 

Table 2.1 –  General ZigBee Specifications   

 

ZigBee / 802.15.4 

Battery Life (days) 100-1000 

Network Size (No. of Nodes) >64000 

Transmission Range (meters) 1-100 

Throughput (kb/s) 20-250 

   

 

2.2 ZigBee Layers 

 

          There are four layers in ZigBee. The Application and Network layers specified by the 

ZigBee Alliance to provide manufacturing standards [2]. These are top two layers of ZigBee and 

bottom two are Medium Access Control and Physical layers. Bottoms two specified by the IEEE 

802.15.4 - 2006 standard to ensure coexistence without interference with other wireless protocols 

such as Wi-Fi [4]. 

 

 
 
 

Fig 2.1 - ZigBee Layers 
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2.2.1 Application Layer 

 

          It is the highest-level layer defined by the specification and is the effective interface of the 

ZigBee system to its end users. Applications running on the ZigBee network are contained here. 

One node can run more than single application [1]. Up to 240 distinct application objects can be 

defined, each interfacing on an endpoint indexed from 1 to 240. Application object represents 

different application types (or profiles) that can be defined on a single ZigBee device [4]. 

Application support sub-layer (APS) provides an interface between the network layer (NWK) 

and the application layer (APL) through a general set of services. APSDE provides the data 

transmission service for the transport of application PDUs between two or more devices located 

on the same network. APSDE supports fragmentation and reassembly of packets and provides 

reliable data transport [11]. 

 

2.2.1.1 ZigBee Device Object (ZDO) 

 

          A special application is on every ZigBee device and this is the ZigBee Device Object, or 

ZDO [12]. This application provides key functions such as defining the type of ZigBee device 

(end  device, router, and (coordinator) a particular node is, initializing the network, and to also 

participate in forming a network [4].   

 

2.2.2 Network Layer and Security Plane 

 

          Self-healing mechanism is acquired through this network layer. There are some 

responsibilities of ZigBee Network layer. These are: Starting a network (NLME): The ability to 

successfully establish a new network. Joining and leaving a network (NLME): The ability to gain 

membership (join) or relinquish membership (leave) a network [4]. Configuring a new device 

(NLME): The ability to sufficiently configure the stack for operation as required. Addressing 

(NLME): The ability of a ZigBee coordinator to assign addresses to devices joining the network 

[16]. Topology specific routing (NLDE): The ability to transmit an NPDU to an appropriate  
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device that is either the final destination of discovery (NLME): The ability to discover, record 

and report information pertaining to the one ­hop neighbours of a device. Routing Discovery 

(NLME): routing frames to their intended destinations [9]. The security plane spans across both 

the network layer and the application layer. It is here, that security measures such as AFS-based 

encryption is implemented. Another security feature is message timeouts, which adds a frame 

counter onto each frame. Using this frame counter, the device can determine the age of the 

message it receives, and detect the possibility that an old message was recorded and is played 

back to the device (replay attack) [5]. 

 

2.2.3 Medium Access Control Sub-Layer 

 

          This layer extracted from the IEEE 802.15.4 standard provides services to the network 

layer above, which is part of the ZigBee stack level [9]. The MAC layer is responsible for the 

addressing of data to determine either where the frame is going, or coming from. It is also this 

layer that provides multiple access control such as CSMA/CA allowing for reliable transfer of 

data. Beaconing is another feature implemented through this layer. Finally, the MAC sub-layer 

can be exploited by higher layers to achieve secure communication (by measures such as an 

ACL) [5].  

 

2.2.4 Physical Layer 

 

          The physical layer is provided by the IEEE 802.15.4 standard. This standard manages the 

physical transmission of radio waves in different unlicensed frequency bands around the world to 

provide communication between devices within a WPAN [9]. Low rate of the 816/915 MHz 

PHY can be translated into better sensitivity and larger coverage area, thus reduce the number of 

nodes in a given area. The bands are specified in the table below: 
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Table 2.2 - Frequency Bands used in 802.15.4 [6] 

 

Frequency Range (MHz) No. of Channels Available 

868-868.6 1 

902-928 10 

2400-2483.5 16 

 

 

2.3 Network Topologies 

 

          A mixture of three potential components contain by ZigBee networks. ZigBee coordinator, 

a ZigBee router, and a ZigBee end device are those three components [12]. In network layer, 

there are different types of nodes and they play different types of roles, but finally all these types 

can have same types of applications [3]. 

 

2.3.1 ZigBee Coordinator 

 

          For every ZigBee network, there can be only one coordinator. This node is responsible for 

initializing the network, selecting the appropriate channel, and permitting other devices to 

connect to its network. It can also be responsible for routing traffic in a ZigBee network [8].  In a 

star topology, the coordinator is at the center of the star, and all traffic from any end device must 

travel to this node. It is still possible for end devices to talk to another end device, but the 

message must be routed through the coordinator. In a tree topology, the coordinator is at the top 

of the tree, and in a mesh network, it is the root node of the mesh. A ZigBee coordinator can also 

take part in providing security services [10]. 
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2.3.2 ZigBee Router  

 

          A router is able to pass on messages in a network, and is also able to have child nodes 

connect to it, whether it be another router, or an end device [14]. Router functions are only used 

in a tree or mesh topology, because in a star topology, all traffic is routed through the center 

node, which is the coordinator. Routers can take place of end devices, but the routing functions 

would be useless in such cases. If the network supports beaconing, then a router can sleep when 

inactive, periodically waking up to notify the network of its presence [15]. 

 

2.3.3 ZigBee End Device  

 

          The power saving features of a ZigBee network can be mainly credited to the end devices. 

Because these nodes are not used for routing traffic, they can be sleeping for the majority of the 

time, expanding battery life of such devices [12]. These nodes carry just enough function to talk 

to parent nodes, which can be either a router or a coordinator. An end device does not have the 

ability to have other nodes connect to its network through the end device, as it must be connected 

to the network through either a router, or directly to the coordinator [4]. 

 

2.3.4 Topology 

 

          The standard IEEE 802.15.4 envisages two topologies: star (star - all the nodes 

communicate with a central node called coordinator) or point-to-point (peer to peer - all the 

nodes with radio range can communicate together without hierarchy). The formed network is 

called PAN [7]. The network layer of ZigBee allows the creation of mesh topology thanks to an 

automatic routing: it is topology with a grid, or mesh topology [13]. Three topologies can be 

considered in the installation of a ZigBee network: 

❏ Star Topology 

❏ Tree Topology 

❏ Mesh Topology 
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2.3.4.1 Star topology  

 

          In (Fig 2.2) is simplest and the most limited among all ZigBee topologies. It’s made up of 

central equipment (coordinator) and the other equipment of the network (router, end device). 

Each equipment of the network can only communicate with the coordinator. Consequently, to 

send a packet from one equipment to the other, this one must pass through the coordinator who 

will send the packet towards the destination [7]. 

 

 

   Fig 2.2 - Star Topology 

 

          The disadvantage of star topology is that there are no alternate routes if the link between 

the coordinator and the end device fails. The other disadvantage of this topology is that all the 

packets must pass through the coordinator, this last can be saturated with a great number of 

packets and like result, we have a congested network. 

 

2.3.4.2 Tree topology  

 

          In (Fig 2.3) is made up of a coordinator to which other equipments are connected. The 

coordinator is related to the several routers and end devices (his/her children) [4]. A router can 

be also connected to several routers and end devices and that can continue until a certain number 

of levels. This hierarchy can be visualized like a structure of tree with the coordinator at the top. 

The router can be used as an end device in the tree of the network, but in this case the 

functionality of diffusion of message is not used. In tree topology, the coordinator and the routers 

can have children, therefore they can be parents [10]. On the other hand, the end devices cannot 
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Fig 2.3 - Tree Topology 

 

be parents and cannot have children either. The children can communicate only with their 

parents, while the parents can communicate with their children and their own parent. The 

disadvantage of this topology is that there is no alternate road if the bond necessary to reach the 

destination fails [7]. 

 

2.3.4.3 Mesh topology 

  

          The Mesh topology (Fig 2.4) has a structure similar to that out of tree with a coordinator at 

the top of the tree. In a mesh topology, the coordinator is related to his children (routers, end 

devices), it can also be related to several routers and end devices (his/her children). However, 

rules of communication are more flexible because the routers can communicate directly between 

them. A mesh topology is characterized with a more effective propagation of the packets [7], that 

means that alternate roads can be found if a bond breaks down or if there are congestions. A 

planned for makes it possible the network to find the best way available to convey the packet [8]. 
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Fig 2.4 - Mesh Topology 
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CHAPTER 03 

PROPOSED MODEL 

 

          Our proposed model is given bellow: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3.1 – Work Flow Diagram 
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3.1 Understanding OPNET Module and its Functionalities 

 

          Here we are going to examine the capabilities, functionalities and libraries of the OPNET 

Module. By examining we will know about the functionalities of the software and we will use 

these functionalities in our various scenarios. 

 

3.2 Understanding the Scenario 

 

          In this phase we are going to determine what we are going to do in our next scenario. For 

this we will consider our software and hardware limitations. Then we will determine how we are 

going to create our scenario. We will measure the number of nodes and finally we will create the 

scenario.  

  

3.3 Add Nodes 

 

          In this phase, we are going to add our nodes for specific scenario. We will drag and drop 

end devices, routers, coordinators from object palate from OPNET. Then we will configure 

them.  

 

3.4 Configuring Attributes 

 

          In this phase, we are going to configure the nodes that we have already placed in our 

network area. From edit attributes option we can configure and edit any kind of attributes of a 

node. For example we can set a trajectory to a mobile device by simply adding a trajectory from 

edit attributes. 
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3.5 Run Simulations 

 

          After configuring all nodes we are going to run the simulations. Simulations can be run for 

different duration of times. For example a simulation can be run for 1 hour. 

 

3.6 Collect Result 

 

          After done with all above procedures we will collect the result of specific scenarios. For 

example we can compute throughput from a scenario by simply adding throughput from DES 

statistics. 
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CHAPTER 04 

EXPERIMENTAL ANALYSIS 

 

4.1 Verification of ZigBee’s Self-Healing Mechanism upon Router Failure 

 

          To handle a failure in the router, there is a method of simulation by adding modified code 

in a failure situation. However, an alternative method was used for deeming to be beyond scope 

of this project. 

          Besides, by providing a trajectory to the router to move it out of range to trigger self-

healing is an alternate method. There might be any case of router being damaged or blown away 

in the providing area due to natural disaster or extreme winds respectively. 

          The ACK enable and understanding the range capability of ZigBee are the two key 

features required for this case scenario. To prevent observations for the self-healing feature we 

need to place the end devices too close to the destination coordinator; will result in traffic being 

sent directly, rather than through the router. To have no longer receiving and routing traffic; the 

ACK enable was required for the end devices to recognize that the failure in the router has 

occurred, in order to trigger route discovery. 

 

 

 

Fig 4.1 - Router (mobile_node_0) Failure Situation 
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          Fig 4.1 shows us that end device (node_1) has been failed to send and receive data from 

coordinator (node_0) due to select “move out and stop working” option in mobile router 

(mobile_node_0). As a result, end device (node_1) will start to find another router near to it as 

we activated router discovery earlier. Therefore, end device (node_1) will send data to router 

(node_3) without any data loss. Router (node_3) then receives data from both end devices 

(node_1 and node_2) at the same time. Moreover, end device (node_2) will find its nearer router 

and send data to coordinator through that router. In this topology router (node_3) is nearer. But if 

mobile router (mobile_node_0) comes nearer than router (node_3) when it is moving then end 

device (node_2) will send data to coordinator through mobile router (mobile_node_0). 

 

 

 

Fig 4.2 - ZigBee’s Self-Healing Mechanism upon Router Failure Graph 

 

          Fig 4.2 shows us when mobile_node_0 (indigo) is in failure condition, the statistics 

collected to observe the behaviour of self-healing. Here both end devices [node_1 (red) and 

node_2 (green)] have the same data sending rate that is why two lines are showing as one line. 

Mobile router and other router both have the same data receiving rate at the initial state. After 10 

min mobile router (indigo) is moving out and stop working which will cause end device [node_1 

(red)] to send its data to coordinator through other working router (blue) without any data loss. 
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That causes (indigo) to stop receiving data and (blue) to increase throughput as it receiving data 

of both end devices  (red and green). Around 10 min (blue) goes to an unstable state for a while 

to manage high data rate. After a few seconds it comes in a stable state but throughput is 

decreasing than initial state for handling both end devices at the same time. After changing in 

topology all devices come in a stable data rate for rest of 10 min. 

 

 

 

Fig 4.3 - Self-Healing Excel Graph 
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4.2 ZigBee’s Mobile End Devices Scenario 

 

 

 

Fig 4.4 - Coordinator and End Devices Data Flow Topology 

 

          In Fig 4.4 and 4.5 we are showing that end device (mobile_node_0) is moving clockwise 

and goes out of range (100 metre),  whereas other end device (node_2) is static, both are sending 

data to the coordinator  (node_0) through router (node_1). When end device (mobile_node_0) is 

moving it makes fluctuation of sending data rate as it come closure or goes away from 

coordinator. As mobile_node_0 (indigo) is sending data to the coordinator [node_0 (red)], the 

receiving data rate increasing or decreasing accordingly for a certain period of time. From 3min 

to 30 min throughput remain constant for both devices (indigo and red). 
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Fig 4.5 - Coordinator and End Devices Data Flow Graph 

 

 

 

Fig 4.6 - Coordinator and End Devices Excel Data Flow Graph 
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Fig 4.7 - End to End Delay for End Device Data Rate 

 

          In Fig 4.4 and 4.7 we are showing that end device [node_2 (red)] has a continuous end to 

end delay as it remains static always. Besides, mobile end device (indigo) is dynamic and goes 

out of range between (0.013-0.016). Therefore, there is no end to end delay among this range. 

          In Fig 4.4 and 4.8 we are showing that end device [node_2 (green)] gives a constant bit 

rate after boost up. Mobile_node_0 (indigo) initially fluctuate its bit rate because of its dynamic 

movement in that topology. Depending on both end devices sending data rate to router [node_1 

(red)], receiving data rate act accordingly. 
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Fig 4.8 - Moving and Fixed End Device Data Rate 

  

4.3 ZigBee’s Node Density Scenario 

 

          In Node Density normally we check the performance of ZigBee network when we kept 

increasing nodes. We will keep 1 one coordinator and 1 router fixed and will keep increasing the 

number of end devices in the network. 

 

 

 

Fig 4.9 - Coordinator and End Devices Data Flow Topology 
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          Initially we will add 3 end devices, then 6 end devices and at last scenario 12 end devices. 

We will check the end to end delay and throughput of the scenarios and will compare them. By 

comparing them we will make our decision about the impact of node density in a ZigBee 

network. 

 

4.3.1 End to End Delay Case Study 

 

          End to end delay is total delay time between creation and reception of an application 

packet. When we have gone through the result of end to end delay of our project scenario where 

we have run the simulation for 1 hour long, we have found out that with increasing number of 

nodes, the end to end delay keeps increasing. We can see the actual scenario in the following 

graph: 

  

 

Fig 4.10 - End to End Delay Excel Graph  

 

          The reason behind increasing end to end delay is that, when we increase nodes, it takes 

much time than before to transmit a packet from source to destination node. At initial scenario 

the data packet was transmitted among 3 nodes but in next scenario, data transmit was happening 

among 6 nodes, so that time it was taking higher time than initial scenario as time required for 

packet transmit between one node to another node is kept increasing. So when we have twelve 

nodes, then we get more end to end delay. 
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4.3.2 Throughput Case Study 

 

          Throughput represents the total number of bits (in bits/sec) forwarded from one node to 

another node of the network. For this case, when we have gone through our project result, we 

have found out the same scenario like end to end delay. With increasing number of nodes, the 

throughput keeps increasing which show in following graph: 

 

 

 

Fig 4.11 - Throughput Excel Graph  

 

          When we have assessed the result, we have found out that when we have started increasing 

nodes, then the total number of transferred data become higher than before. 
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CHAPTER 05  

 CONCLUSIONS AND FUTURE WORKS 

 

5.1 CONCLUSIONS 

 

          ZigBee communications technology could form the basis of future wireless sensors by 

offering data reliability, long battery life, lower system costs, and good range through flexible 

networking. 

          This paper presents the overview of ZigBee protocol in terms of its network topologies and 

the functional overview. We can easily understand that ZigBee is going to be best solution of 

wireless technology and home automation industry. 

 

5.2 FUTURE WORKS 

 

          In OPNET we could not find any customized map for ZigBee or Wi-fi implementation. In 

future we want to implement ZigBee on hilly tracks if we find any customized map in OPNET. 

As we discussed earlier that ZigBee has the cheapest implementation compared the other two 

network protocols so it can be a great source of internet for the poor people living in those hilly 

areas of our country. As it is a wireless sensor network so no wire should be needed for our 

implementation. That will reduce the complexity of network topology and network disconnection 

problem in those areas. 
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APPENDIX 

Chart 1 - Self-Healing Excel Data  
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Chart 2 - Coordinator and End Devices Excel Data Flow 
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Chart 3 - Moving and Fixed End Device Excel Data Rate 
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Chart 4 - End to End Delay Excel Data 
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Chart 5 - Throughput Excel Data  
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