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Abstract

Containerization has become a cornerstone of modern software deployment, offering
lightweight isolation and rapid scalability across diverse environments. However,
the growing variety of container runtimes introduces uncertainty regarding their be-
havior under data-intensive workloads such as deduplication, where computational
efficiency and resource utilization directly affect scalability and responsiveness. To
investigate this, we design a structured experimental pipeline that executes three
hash-based deduplication algorithms - CRC32, MD5, and SHA-256; within three
container runtimes: Docker, LXC, and Podman. Each algorithm is run ten times
across datasets of 1M, 5M, and 10M records to ensure statistical consistency, generat-
ing over 3,700 performance samples consolidated into 180+ representative instances.
Building on this pipeline, we develop a holistic scalability assessment framework that
quantifies container efficiency through throughput trends, variability in CPU and
memory usage, and collision rates, offering a comprehensive perspective on runtime
behavior. Experimental findings show that Docker maintains balanced scalabil-
ity with stable throughput growth through efficient daemon-managed scheduling,
while LXC delivers superior computational efficiency under heavy workloads due
to its direct kernel namespace access. Podman, though optimized for lightweight
and security-focused tasks, demonstrates performance variability when scaled. Fi-
nally, we introduced a decision tree to assist in selecting optimal container—algorithm
configurations tailored to workload requirements. This work establishes an empiri-
cal foundation for understanding container performance in deduplication contexts,
providing actionable insights for building efficient and resilient cloud-native data
processing infrastructures.

Keywords: MD5, SHA-256, CRC32, Data Deduplication, LXC, Docker, Podman,
Containerization
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Chapter 1

Introduction

1.1 Background

The amount and complexity of digital data have increased to an unprecedented level
due to the growing reliance on cloud-based infrastructure and the growth of data-
driven applications. Modern computing ecosystems are now faced with the challenge
of storing, processing, and analyzing large datasets in a way that is both scalable and
resource-efficient, whether they are semi-structured logs, structured tabular records,
or sensor outputs [43].

Containerization technologies like LXC, Docker, and Podman have emerged as cru-
cial instruments for establishing lightweight, portable, and reproducible computing
environments in answer to these demands [7]. Applications and their dependencies
can be packaged into separate pieces using these container engines, providing uni-
form behavior across a range of infrastructures, from high-performance computing
(HPC) clusters to personal workstations [41], [29]. Researchers and developers are
now able to create easily scalable and maintainable modular, microservice-based
architectures thanks to this change. At the same time, the necessity for efficient
storage management strategies has increased due to the exponential development in
data volume. Redundant data, frequently in the form of duplicate files or segments,
is responsible for a sizable amount of storage waste in large-scale systems. And this
redundancy not only leads to inefficient utilization of disk space but also increases
data transfer overheads and processing latency.

To reduce these inefficiencies, data deduplication has become a popular remedy.
The main concept is to recognize and save only distinct data instances, substituting
references to the original for any later copies. One of the most effective and scalable
techniques for this is hash-based deduplication, which creates distinct fingerprints of
data blocks using cryptographic or non-cryptographic hash algorithms. In this area,
algorithms like MD5 and SHA-256 have been widely utilized, while CRC32 provides
a lightweight substitute for first non-duplicate data filtering [19]. Using lightweight
hash-based algorithms is one useful way to lower the overhead of deduplication.
While faster, lighter options like CRC32 can serve as a first-pass filter to remove
obviously unique entries at a minimal cost, hash functions like MD5 and SHA-
256 have long been used to create digital fingerprints of data for deduplication [42].
Redundancy can be decreased without causing a large processing burden by carefully



combining these strategies.

These deduplication approaches has been investigated in a variety of storage systems,
but no impactful research on how they behave and operate in various containeriza-
tion contexts has often been overlooked. Because LXC, Docker, and Podman have
different architectures, especially when it comes to system call handling, process
scheduling, and I/O management, these platforms could result in quantifiable dif-
ferences in how well deduplication workloads execute. This is particularly important
for use cases that call for reliable and repeatable performance in deployments that
are resource-constrained and cloud-native.

The purpose of this study is to compare three hash-based deduplication methods
that are used in LXC, Docker, and Podman containers: SHA-256, MD5, and CRC32.
The study aims to assess how container architecture and deduplication performance
interact by benchmarking important performance metrics like execution time, CPU
and memory use, and I/O overhead. The results are meant to help choose the best
container engines and deduplication techniques for data processing systems that are
scalable, portable, and resource-efficient.

1.2 Rational of the Study or Motivation

Using a dataset without redundant data or sorted, clean and superior data can
greatly improve computing performance all in all enhancing productivity. In cloud
servers, where an immense amount of data is stored and referred to due to its massive
network traffic it is crucial to choose the optimal method to allocate the hardware
and software resources. Moreover, unnecessary amounts of redundant data removed
from datasets also helps in reducing computation load which affects the overall
energy consumption, thinking about that while reviewing papers we came across
generalized deduplication, which is quite resource and computational cost friendly

[6].

To evaluate the performance of modern day deduplication techniques we have to
simulate the operation in a cloud environment to make fair comparisons. Modern
day cloud computing includes containerised or cloud native microservices of resource
allocation [18], [11]. The lightweight category virtualization like application and
system-level containers such as LXC, Docker, Padman are vastly used in public and
private clouds. Thus concluding to the idea of a model prototype of running hash
based deduplications such as SHA 256, MD5 and CRC32 inside a containerized
environment to benchmark the overall performance.

1.3 Problem Statement

The increasing need for effective data processing has led developers and system
architects to concentrate more on streamlining algorithmic processes in order to
lower computing load and energy consumption [4]. With its lightweight, isolated
environments that are perfect for scalable deployments, containerization has be-
come a game -changing technique in cloud computing [7]. However, when used



for computationally demanding activities like data deduplication, the fundamental
performance features of several container engines—in particular, Linux Containers
(LXC), Docker, and Podman — remain understudied.

Data deduplication, especially hash-based methods like SHA-256, MD5, and CRC32
plays a pivotal role in enhancing storage efficiency and reducing redundancy across
applications [38]. While existing research has investigated deduplication algorithms
[37], [49], there is limited understanding of how containerization choices impact their
runtime performance and operational overhead. This vacancy is notable in hybrid
and cloud-native environments where containers often operate atop virtualized in-
frastructure.

Thus, this research aims to systematically benchmark and compare LXC, Docker,
and Podman containers under identical workloads executing the aforementioned
deduplication techniques. The objective is to quantify variations in resource utiliza-
tion, deduplication latency, and 1/O performance - ultimately guiding practitioners
toward container technologies that balance performance with operational efficiency.

1.3.1 Research Questions

e Among the three hash-based deduplication methods (CRC32, MD5 and SHA-
256), which method is comparably better for use based on the different per-
formance matrics in individual and overall containers?

e How do LXC, Docker, and Podman differ in their execution efficiency when
performing hash-based data deduplication tasks?

e What trade-offs exist in CPU usage, memory consumption, and I/O perfor-
mance among the three container platforms?

e Which container engine is best suited for deduplication-centric applications in
virtualized cloud environments?

e Which containerized environment along with which deduplication algorithm is
suited for which system and which kind of needs or priorities?

1.4 Objective

The primary objective of this research is to conduct a comparative analysis of three
container platforms called LXC, Docker, and Podman; along with which executing
three widely used hash-based data deduplication techniques: SHA-256, MD5, and
CR(C32. This investigation will evaluate the performance of each container plat-
form in terms of computational overhead, I/O throughput, and system resource
utilization.

To achieve this, we will:

e Set up controlled experimental environments using virtual machines provi-
sioned via Oracle VirtualBox to eliminate host-side interference.



e Execute deduplication tasks inside LXC, Docker, and Podman containers (run-
ning inside the controlled VR environment), each running the same dataset
and hash algorithm.

e Benchmark and record system metrics such as CPU usage, memory footprint,
deduplication latency, and container startup overhead using standardized pro-
filing tools.

e Compare insights which will support in making more informed decisions on
container selection for performance-critical and deduplication-driven cloud
workloads.

1.5 Methodology in Brief

This study conducts a comparative performance analysis of three containerization
platforms — LXC, Docker, and Podman; along with which executing hash-based
data deduplication techniques: SHA-256, MD5, and CRC32. The objective is to
assess how container architecture influences deduplication efficiency in terms of ex-
ecution overhead, resource usage, and 1/O performance.

To ensure consistency and isolate host-specific variables, all containers are run in-
side virtual machines using Oracle VirtualBox. This nested virtualization approach
provides a standardized benchmarking environment representative of hybrid and
cloud-native deployments [41]. Each input dataset is divided into fixed-size blocks
by the deduplication workflow segment, which then uses one of the hash functions
to create a fingerprint for each block. Unique blocks are kept with their hashes,
while duplicates are recognized by matching hashes and replaced with references.
SHA-256 and MD5 are commonly used in secure deduplication systems and offer
cryptographic robustness [19]. CRC32, while not cryptographically secure, is effi-
cient for pre-filtering non-duplicate blocks and reducing overhead [49]. Each tech-
nique is implemented and tested across all three platforms under identical hardware
and dataset conditions. Performance metrics like the - CPU load, memory con-
sumption, deduplication time, container startup latency, and I/O throughput are
collected using standard profiling tools.

In addition to highlighting performance issues and trade-offs in containerized dedu-
plication processes, this methodological framework offers recommendations for the
best containerization platform to use for storage-efficient applications in cloud-native
or restricted environments.

1.6 Scopes and Challenges

There is always room for improvement, and same goes for our research and experi-
ment here too. As there are some problems in each of the deduplication algorithms
that are being used in the experiment (like MD5, SHA-256 and CRC32), there are
also some strong points to each of them. It’s more of a like a trade of between
different properties in the algorithms but there is no universal best or always use



method out there, so this remains as a scope for further future development to make
better deduplication algorithm. The challenges and scopes we have see are -

The three algorithms each have trade of between speed, collision rate and suit-
ability where CRC32 has best throughput and speed of performing deduplica-
tion but has the worst collision resistance and security, on the other hand SHA-
256 is best is security and collision resistance but lacks speed and throughput.
And the MD?5 is the middle performer but it also needs more improvement.

The overhead on the execution environment for container is high, so more
research is needed on lowering overhead and making containers more flexible
like virtual machine.

The cost of running applications should be as low as possible in terms of
resources, for that is why we are trying to shift from VM’s to containers in the
first place.

There is a need of further improvement in strong isolation between multiple
applications that are running in the same OS in containers so that no kinds
of malicious, compromised or attack can be propagated on other applications.
There should be Opaqueness (one application is not aware of other applications
running in the same OS).

1.7 Contribution

This research presents key contributions toward achieving the goals which are -

We have conducted a comparative performance analysis of three container
platforms: LXC (system level), Docker and Podman (application level); also
three data deduplication techniques: SHA-256, MD5, and CRC32 by evaluat-
ing their efficiency in terms of computational overhead, IO throughput, and
system resource utilization.

Most of the similar container performance evaluation papers used applications-
layer protocol or database management systems like HT'TP, MySQL etc. ser-
vices for benchmarking, however, we have presented an algorithm-based bench-
marking where we used three deduplication algorithms to be run into our sys-
tem while we observe our resource usage to benchmark the containers, which
makes our work novel.

We have used container on VM as benchmarking environment to simulate a
hybrid and cloud native workspace which is widely used now-a-days.

We have provided empirical insights into performance trade-offs between ap-
plication and system level containers as well as provided a comprehensive
comparison between the three deduplication algorithms.

We have structured a decision tree for selecting the appropriate container en-
gine and deduplication algorithm based on criteria such as data scale, speed
priority, memory constraints, and collision sensitivity; thereby supporting
practitioners or researchers who are working with containers or deduplication
algorithms.



e Through our paper, we have shown how CRC32 to be more suited as a pre-
filter deduplication due to its non-zero collision rates despite high throughput,
while also demonstrating MD5 and SHA-256 to be more relievable due to its
guaranteed data integrity even though its slow nature when it comes to data
deduplication.

1.8 Thesis Organization
The upcoming part of this thesis has been constructed as follows:

e In the first part of chapter 2, the background information is given on various ar-
chitecture of virtualization like virtual machines (VM), containers; along with
understanding of data deduplication and containers. After that, we discuss
the different papers which focuses on containers performance and deduplica-
tion methods.

e Next, chapter 3 section talks about how our research impacts society and
environment.

e chapter 4 includes workflow and details about internal frameworks for the
algorithms and containers that we used, as well as the performance metrics
based on which we are benchmarking the systems.

e chapter 5, we provide the results of our experiments as well as the experimental
process we utilize.

e In chapter 6, we go through the main takeaways and findings that we made
from our experiments and provided a decision tree on selecting containers and
deduplication algorithms as we need.

e With chapter 7, we wrapped up the whole research with the conclusion.



Chapter 2

Literature Review

2.1 Preliminaries

The exponential growth of digital data has created significant challenges in terms
of storage efficiency, especially in cloud and containerized computing environments.
This raises significant challenges in efficient data storage, processing and manage-
ment particularly within cloud-based and containerized computing environments.
This chapter provides the foundational concept necessary to understand the scope
and methodology of this thesis. It begins with an overview of software containeriza-
tion including its origins, core principles, and widespread adoption.

2.1.1 Brief History of Containers and Definition

Software containerization was initially introduced in the FreeBSD operating system
in 2000 to enhance the portability and usability of computational tools. In 2010
companies like Docker carried out the widespread use of container adoptions [1] . It
enabled software to run in an isolated environment which limited interaction with
the underlying host system [12] . The application sees a file system separate from
the host. As a result, it allows the container to be packaged with all necessary de-
pendencies, making it transferable across various computing environments such as
personal workstations or high-performance computing clusters, all of this without
the requirement of modification of the code or additional installations. Typically,
users download a container image that encapsulates the application, its dependen-
cies and any required resources. The container engines also referred to as container
runtimes execute these images, which initiates the container as a running instance
[41] . Thus, a user’s requirement is to install a single container engine to launch
multiple container images, each image can contain a distinct set of software tools.
Container images become highly portable and can be readily shared over standard
network connections due to this architecture. As a result, containerization has been
widely adopted by both users and developers, particularly in cloud computing. Fig-
ure 2.1, showcases the architecture of Docker container which is similar for almost all
the contains, where client sends the container images to Daemon (container server),
depending on these images downloads required libraries, drivers and binaries, which
ultimately creates individual and isolated containerized environments.



Figure 2.1: Container (particularly docker) architecture [9]

2.1.2 Understanding Data Deduplication

Data Deduplication is the concept of the breaking a large sum of data into chunks
and then match them with other data to keep only unique data and only one instance
of that data [45]. It uses cryptographically secure hash-based fingerprints of the
files or chunks and then identifies the duplicates by matching their fingerprints [16].
This technique is basically a special compression technique to reduce redundancy
and network transmission rate for cloud big data [8]. This technique first came
up for implementing in cloud storage and data centers where huge amount of data
resides and there can be multiple copy of same data present. So, to store data
more efficiently, it is a very important technique. Now-a-days, this technique has
been modified for many ways to be implemented in many places including real-time
data too. Hash algorithms such as MD5, SHA-256 successor of SHA-1 and Rabin
fingerprinting are executed to detect similar fingerprints to reference or point it
towards the original location. On the other hand, write down unique ones into disk
and its index is recorded [19]. Another commonly used hash function is the Cyclic



redundancy check or CRC32 to filter the non-duplicate data which utilizes 32bit
hash values. While CRC32 is not cryptographically secure, it is highly effective in
quickly identifying non-duplicate data blocks [24]. All three techniques provide a
potential scope to study the performance tradeoffs while executing in containerized
environments. The following Figure 2.2 shows a brief idea of how a deduplication
algorithm is generally structured to identify unique data from redundant data using
chunking and fingerprinting.

Figure 2.2: General architecture of deduplication techniques [16]

2.1.3 Virtual Machines for Virtualization

Virtual machines (VMs) are a foundational technology in cloud computing that
enable multiple isolated operating system instances to coexist on a single physical
host. Each virtual machine abstracts the underlying hardware through a hypervi-
sor, which allocates and manages hardware resources such as CPU cycles, memory
blocks, storage, and network interfaces among guest operating systems. This ab-
straction layer ensures that each VM operates as an independent entity, capable of
running its own kernel and system libraries [5]

There are two primary types of hypervisors:

e Type 1 (Bare-metal): Runs directly on physical hardware, providing superior
performance and isolation (e.g., VMware ESXi, Microsoft Hyper-V).

e Type 2 (Hosted): Runs on a conventional OS, offering ease of deployment at
the cost of performance overhead (e.g., VirtualBox, VMware Workstation).

Each VM carries its own OS kernel, leading to greater resource isolation but also
increased redundancy and startup overhead. In large-scale cloud infrastructures,
such as those powered by OpenStack or VMware vSphere, hypervisors coordinate
resource scheduling, migration, and fault tolerance across distributed clusters [25].
Although VMs provide strong isolation and hardware-level abstraction, the dupli-
cation of OS kernels and the emulation of hardware devices make them relatively
resource-intensive. This inefficiency paved the way for a more lightweight form of
virtualization called containers.



2.1.4 Containers for Virtualization

Containers are a modern virtualization approach that isolates applications at the
operating system level, rather than the hardware level. Unlike virtual machines,
containers share the same kernel of the host operating system, which drastically
reduces overhead and startup time [22].

They achieve isolation using kernel features such as namespaces, control groups
(cgroups), and union file systems (OverlayF'S, AUF'S, etc.). These mechanisms allow
containers to maintain independent process spaces, resource quotas, and file system
layers while still leveraging the host’s kernel.

By using a single shared kernel, containers achieve near-native performance and
excellent scalability, making them ideal for microservices, CI/CD pipelines, and
serverless computing.

In platforms such as Docker or Podman, images are built as layered file systems,
where each layer represents incremental changes. These layers are cached and reused
across containers, improving storage efficiency [49].

LXC (Linux Containers), a lower-level implementation, provides a more system-
oriented environment resembling traditional Linux systems, making it suitable for
system containers. Conversely, Docker and Podman focus on application containers,
emphasizing portability and developer-centric workflows [22].

Conceptually, containerization can be visualized as lightweight, modular units run-
ning atop a single OS kernel compared to VMs, which replicate entire OS stacks.
This architectural efficiency makes containers essential in cloud-native computing,
Kubernetes orchestration, and hybrid cloud deployments. Figure 2.3, showcases the
2 types of hypervisors and the containers for visual aids.

Figure 2.3: Comparing various application runtime models: (a) type 1 hypervisor,
(b) type 2 hypervisor, and (c) container [5].

2.2 Review of Existing Research

Firstly, Zhang et al. [21] provides a systematic comparative evaluation of virtual
machine (VM)-based and container-based infrastructure for big data environments
with a focus on Apache Spark workloads. Spurred on by the increasing popularity of

10



containers as light and easy-to-deploy alternatives to traditional VMs, the authors
study three key dimensions: deployment simplicity, bootup performance, and the
performance and scalability of representative Spark workloads like K-means, Logis-
tic Regression, PageRank, and SQL Join. Experimental results from a five-node
physical cluster consistently demonstrate that containers are more efficient to de-
ploy, reducing total setup time for a Spark cluster by half compared to VMs, mainly
due to sharing and stacking image structures. Containers also show bootup times
significantly faster and deployment density: e.g., booting 256 containers is over 50
times faster than an equivalent number of VMs. Containers outperform VMs in the
performance test by recording less runtime overhead and providing greater scalabil-
ity, especially with an increase in cluster size. Spark jobs on container environments
record less execution time and better CPU and memory usage, whereas big VM clus-
ters fail due to resource conflicts. The paper concludes that containers are overall
more helpful for big data workloads in ease of management, performance, and scala-
bility and provides valuable contributions to researchers and practitioners designing
large-scale data processing systems.

According to Vestergaard et al. [27], [28] explained Generalized Deduplication (GD)
as a lossless compression technique tailored for large volumes of small [oT data. Un-
like conventional deduplication methods that struggle with near-identical data, GD
effectively compresses such data by leveraging a chunk-based decomposition ap-
proach. In this method, data chunks are decomposed into base and deviation com-
ponents, where redundancy is eliminated by storing only one base copy and replacing
duplicates with pointers. If two chunks are similar but not identical, they can be
represented using a single base and different deviation values, thereby significantly
reducing storage overhead. By applying deduplication to the base components, GD
optimizes data storage efficiency without losing information integrity. This approach
is particularly beneficial in [oT environments, where massive volumes of sensor data
generate substantial redundant information. The study highlights GD’s potential
in enhancing storage optimization and transmission efficiency, making it a valuable
technique for resource-constrained IoT systems.

Potdar et al. [31] tested the performance of Docker containers and virtual machines
(VMs) using a variety of tests such as Sysbench, Phoronix, and Apache Benchmark
to examine CPU, memory, storage 1/0, load handling, and speed of operation. The
study concludes that Docker containers are better performing than VMs across all
categories of tests due to their lightweight architecture devoid of the overhead of
running individual guest operating systems found in VMs. In CPU-intensive oper-
ations like prime number computation and compression of files, Docker completes
operations significantly quicker than VMs. Memory throughput tests also reflect
Docker to be more efficient. Disk read/write access benchmarking of Docker indi-
cates its disk access to be roughly twice as fast as VMs. Load testing with Apache
Benchmark proves Docker to be able to serve more requests per second than VMs
because of lower network latency. Operational speed benchmarks with computa-
tional loads also gain Docker faster speeds of execution. Statistical t-tests analysis
indicates such performance deficiencies are quite large. The paper concludes Docker
containerization offers a faster, more efficient virtualization technology with better
resource allocation than conventional VM setups, making it particularly suitable

11



to cloud and microservices-based deployment. Future areas of work include Docker
container scheduler optimization and enhancing container security to protect against
existing vulnerabilities.

Verma et al. [48] compares the performance of microservices deployed on Docker
containers and virtual machines (VMs) within the Amazon AWS cloud platform,
analyzing important metrics such as throughput, response time, and CPU utiliza-
tion under various deployment configurations. In contrast to typical assumptions
that containers will perform better than VMs, the study determines VM-based web
services to always be superior performers compared to container-based services de-
ployed on AWS. Specifically, VMs achieve up to 125% response times better than
containers for the same workloads. Three scenarios of experiments are included in
the research simulating increasing numbers of web services being run on AWS EC2
(VM) and ECS (container) platforms. In all cases, VMs have higher throughput and
lower response latency, with CPU utilization reaching earlier peaks for containers,
indicating faster resource saturation. These gains in performance are primarily the
result of AWS’s architecture, wherein only ECS containers run inside EC2 VMs,
adding an additional layer of virtualization that is subject to overhead and reduced
performance over running containers directly on hardware. Authors recommend
the use of EC2 VMs for deployment of high-performance applications instead of
ECS containers. They further recommend conducting performance studies on other
cloud platforms like Google Cloud and Microsoft Azure in subsequent work. This
paper disproves the long-held wisdom concerning the dominance of containers in
cloud-native deployments on the basis of deployment environment impacts on ac-
tual performance, hence informing cloud architecture and microservice deployment
decisions.

Gottel et al. [30] introduce Hermes, a Generalized Deduplication (GD) framework
designed to improve computational power efficiency in IoT-based Digital Twin (DT)
systems. Unlike traditional deduplication methods that focus solely on exact redun-
dancy elimination, Hermes is capable of identifying and eliminating similar, but not
necessarily identical, data chunks, making it particularly effective for time-series
[oT applications. The study demonstrated that Generalized Deduplication (GD)
reduces the CPU workload by 26%, resulting in significant energy savings in IoT-
edge computing. Additionally, transmission costs decrease by 43% as GD minimizes
redundant data transfer between IoT nodes and the cloud, optimizing network band-
width usage. Furthermore, the framework enhances DT synchronization, ensuring
real-time updates with minimal resource consumption. The authors emphasized
Hermes’ suitability for large-scale IoT deployments, particularly in smart cities and
industrial automation, where reducing the network and computational loads is es-
sential for system efficiency. However, the study also highlights the complexity
introduced by pre-processing requirements for similarity detection, suggesting the
need for hybrid deduplication models to facilitate real-world implementations.

In a recent study, Kathiravan et al. [40] proposes an enhanced cloud-based duplicate
elimination and file management system based on the MD5 algorithm to efficiently
identify and eliminate duplicate files from cloud storage. Having understood the
huge expenses and administrative burden caused by duplicate data, research in this
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paper focuses on optimizing deduplication operations for decreased storage require-
ments and improved backup performance without interfering with users to a large
extent. The system utilizes MD5 hashing to create unique digital signatures on
files to facilitate speedy duplicate identification. Files that are being uploaded are
searched against stored hashes within a hashed mapping table, whereby the system
is able to reject duplicates before they are stored. The system has secure ownership
validation and accommodates multiple forms of deduplication, including file-level,
block-level, and local vs. global deduplication. Experimental outcomes indicate that
the system can significantly reduce storage space and accelerate duplicate elimina-
tion, and therefore it is beneficial for big data cloud environments. An admin in-
terface for managing user files and accounts, and horizontal scaling functionality on
cloud platforms are provided. The authors observe that MD5’s efficiency cannot be
disputed with acknowledged vulnerabilities in cryptography, since it still performs
well with checksums in deduplication scenarios. Future work involves adding encryp-
tion for enhanced file security and user-controlled access to decryption. In general,
the paper provides a feasible, scalable solution to cloud storage deduplication that
solves both performance and security issues and simplifies administrative burden.

Here, Hu et al. [24] propose D-pblk, a novel deduplication approach designed for
Open-Channel SSDs, which are often used in data-intensive environments. Recogniz-
ing the limitations of performing complex hash computations like SHA-1 and MD5
within SSDs due to hardware constraints, the authors offload fingerprint computa-
tion to modern host CPUs capable of high-speed parallel processing. Their method
incorporates a two-step fingerprinting process. Initially, a fast CRC32 hash filters
out unique data, and only likely duplicates are verified using the more compute-
intensive SHA-1 hash. To address the challenge of storing deduplicated data that
may not align with NAND flash page sizes, the system employs two ring buffers—one
for collecting incoming data and another for managing non-duplicate content before
it’s written to disk. The framework was tested using FEMU, a flash emulator, with
datasets including GCC, APACHE, and WIKI. Results showed that D-pblk achieved
deduplication rates between 4.61% and 31.63%, and reduced write latency by up to
29%, without significantly affecting read performance. The research highlights the
effectiveness of combining lightweight hashing, multithreading, and efficient meta-
data handling to optimize both SSD performance and lifespan.

Futhermore, Silva et al. [47] work is a sound recent comparative analysis of Docker
and LXD (LXC) container technology across their performance axes with respect
to native and virtualized environments. The authors state the shortcomings of
traditional hypervisor-based virtualization performance overhead and scalability for
models like microservices that are accelerated to be deployed to introduce container-
based virtualization as a developing solution. Docker as an application container
and LXD as a system container are contrasted in multi-dimensional benchmark envi-
ronments testing CPU, disk, and network performance on Windows as well as Linux
platforms. Empirical evidence indicates that container platforms impose quite mod-
est overall overhead compared to native execution, with Docker on Windows having
measurable loss of multi-core CPU performance (ca. 30%), but Docker on Linux
has only a very modest negative impact and even some performance equivalence in
very highly parallel workloads. LXD on Linux was shown to either match or slightly
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better native performance, particularly for multi-core workloads, which suggests its
reliability and feasibility for heavy development operations. IO and network testing
also confirms that both Docker and LXD have limited overhead, with the excep-
tion of write speed potentially being affected depending on platform and storage
configuration suggesting use-by-use analysis for IO-intensive applications. In short,
both container solutions are highly mature and scalable, with LXD on Linux consis-
tently yielding the best and most stable result, particularly for performance-critical
or multi-process use cases. Linux-based containerization is what is recommended
by the authors for the optimal result but mention that technology choice should be
determined by hardware, workload, and use case specifics.

Leekha and Shaikh [34] presents a scalable deduplication approach for cloud storage
content through a 64-bit architecture-based SHA-256 implementation to address the
growing issue of redundancy from heterogeneous sources such as text, images, and
videos. The approach operates on file-level as well as block-level data, enhancing de-
tection through a sliding window protocol, variable chunk size, and specific focus on
localizing changes instead of mere copy detection counteracting manipulation types
like splicing, rotation, morphing, and copy-move attacks. The system introduces
pre-processes information, then generates hashes through MD5, standard SHA-256,
and the new 64-bit version of SHA-256 for increased collision resistance and effi-
ciency. Extensive testing on numerous public datasets MICC, CoMoFoD, Coverage
for images and REWIND, VTD for video is demonstrated to indicate that the new
hashing technique improves processing efficiency and scalability for deduplication
tasks. Processing time is demonstrated to be decreased with good recall/precision
in localization, specifically forgery /manipulation detection in multimedia content.
The use of Hamming distance also optimizes computation and storage. Ultimately,
the paper demonstrates how the combination of 64-bit SHA-256 and sliding win-
dow chunking achieves effective and fast deduplication and localization to facilitate
real-time applications and cloud infrastructures on a big scale. The technique can
be extended to audio and encrypted data, authors believe, pointing to the growing
necessity for adaptive deduplication as digital data keeps expanding.

Moreover, Felter et al. [10] article presents a comprehensive performance compar-
ison of traditional virtual machines (VMs) with KVM and Linux containers under
the control of Docker, with an emphasis on CPU, memory, networking, 1O, and real
application-relevant workloads in the context of the cloud. The study finds contain-
ers to generally compete or outperform VMs in nearly all test environments on the
basis of their lightness and sharing of host OS kernel, which avoids the overhead
of running full guest operating systems required in VMs. Microbenchmarks reveal
CPU and memory overhead from both virtualization methods to be inconsequential,
but differences emerge in IO and networking. Docker containers have minimal or
zero latency and throughput overhead for network and storage 10, whereas VMs
have higher latency, lower 10 throughput, and higher CPU overhead, especially for
small-sized 10 operations. Docker’s use of NAT and layered file systems (AUFS)
does impose some performance overhead that may be eliminated by the activation
of native networking and volumes. Real application benchmarks demonstrate that
containerized Redis and MySQL almost match the native Linux, while VMs intro-
duce additional overhead, especially with network latency impacting throughput
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under low concurrency. The article points out that VMs offer higher isolation and
OS flexibility for multi-OS scenarios but at performance expense, whereas containers
provide deployment at speed and resource efficiency as a good solution for cloud and
PaaS models. The authors address practical trade-offs such as VM tuning sophis-
tication against Docker’s simplicity and suggest case-by-case workload-to-workload
comparison in choosing between VMs and containers. The article in general stresses
the growing legitimacy of containers as a fast and scalable alternative to traditional
VM-based virtualization in cloud infrastructure.

After that, Bernstein [7] provides a comprehensive history of container technol-
ogy evolution and its role in cloud computing infrastructure, emphasizing its ad-
vantages over traditional hypervisor-based virtualization for scalability, deployment
speed, and resource efficiency. The author traces the evolution of containers from
Unix chroot and Solaris zones to Linux Containers (LXC) and modern Docker con-
tainers, noting how containers share the host OS kernel, thus being smaller and
faster deployments than VMs requiring separate OS instances. The article describes
Docker’s layered image model and automation using Dockerfiles, which make ap-
plication packaging and deployment easier. It also discusses Kubernetes, Google’s
open-source cluster manager, which orchestrates container deployment, networking,
and scaling in large distributed systems, extending container utility beyond single
hosts. Kubernetes’ novel IP allocation for each container pod simplifies network-
ing across clusters. Bernstein analogizes containers with hypervisors in cloud setups,
noting that companies use hypervisors like VMware ESXi or KVM for multi-OS sup-
port and improved isolation, whereas public clouds like Google and IBM SoftLayer
utilize containers for improved efficiency. The paper identifies security concerns with
containers and mentions that for high-security needs, VMs may be preferred or con-
tainers run within VMs for the sake of isolation. Finally, it highlights the industry
momentum on container standardization and orchestration, positioning containers,
Docker, and Kubernetes as cornerstones of next-generation cloud computing archi-
tectures, with the potential for quicker, more streamlined, and scalable application
deployment environments. This text provides forward-looking context on the revolu-
tionary impact of containers on cloud infrastructure design and deployment models.

Timcenko, V., Lazi¢, M., Dordevi¢, B. and Davidovi¢, N. [35] compares the per-
formance of two popular container engines, Docker and Podman, under carefully
monitored test settings. In order to assess disc performance under four simulated
workloads webserver, varmail, fileserver, and random file access—the authors use
Filebench as the benchmarking tool and CentOS 7 with an XFS filesystem as the
testing environment. The study’s main finding is that Podman performs better than
Docker on all workloads, especially when there are several containers running. With
a single container, the performance decrease is negligible, but as the number of con-
tainer instances rises, it becomes more noticeable. The reason for this discrepancy is
that Podman runs daemon-less and makes more direct use of runC, which results in
lower overhead, while Docker’s architecture depends on a long-running daemon. A
mathematical model that deconstructs file system latency and overhead components
supports the study’s findings. The authors also come to the conclusion that Docker
and Podman only slightly increase overhead when compared to the native system,
confirming the effectiveness of container-based virtualisation. However, Podman is
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a better option because to its rootless operation and reduced performance degrada-
tion, especially in settings where system resources and security are an issue.

Another paper by Malviya et al. [36] compares four of the top container orches-
tration tools in cloud computing: Kubernetes, Docker Swarm, Apache Mesos, and
Red Hat OpenShift. It contrasts these tools on parameters such as security, de-
ployment, stability, scalability, cluster installation complexity, and learning curve.
Kubernetes is identified as the most widely used platform, with praise for its robust
pod scheduling, huge tool ecosystem, and ability to orchestrate container clusters
at large scale. Docker Swarm is noted as being simple to use and appropriate for
less demanding applications, offering native Docker integration and simple cluster
management. Apache Mesos is noted as being extremely scalable, having very large
clusters, and supporting heterogeneous workloads outside containers, such as big
data processing. OpenShift, based on Kubernetes, notes advanced security policies,
enterprise-class support, and hybrid cloud deployment. The article highlights the
compromises among these platforms: Kubernetes for scale and flexibility, Docker
Swarm for ease of use, Mesos for distributed processing at scale, and OpenShift
for enterprise readiness and security. It concludes that the choice of an orchestra-
tor depends on organizational needs, application complexity, and trade-off between
scalability, security, and ease of use. The study also suggests possible future research
on developer-friendly development of these tools and investigating other orchestra-
tion tools for deployment quality improvements. This detailed comparison assists
practitioners in selecting appropriate container orchestration technologies based on
their cloud infrastructure needs.

One of the most thorough experimental investigations of container performance on
virtual machines (VMs) in the current year is presented by Aqasizade et al. [49].
He experimentally compares the performance of containers run on top of virtual
machines (VMs) with bare-metal containers and VMs on CPU, memory, disk, and
network resources, on well-known platforms including Docker, LXC, Podman, KVM,
and Xen. Twelve configurations were tested on an actual setup using benchmarks
such as 7Zip (CPU), STREAM (memory), IOzone (disk), Netperf (network), and
Sysbench (MySQL database). The study illustrates that native machines offer op-
timal CPU and memory performance, with containers, specifically Podman and
Docker, being close seconds. For container-on-VM configurations, Docker on KVM
and LXC on Xen offer optimal CPU and memory performance, respectively. The
disk I/O performance is superior in Xen-based VMs and Xen VM-based contain-
ers due to paravirtualization and hardware optimizations. Network performance is
largely comparable across all configurations with the exception of those utilizing
Podman, which is constrained by network interface problems. MySQL benchmarks
demonstrate that Xen-based configurations are more performant than others with
exponential enhancements in transactions per second as the number of threads rises.
The findings affirm that while containers have lower overheads than VMs, running
containers on VMs has an additional layer of virtualization overhead causing some
loss of performance, though with increased isolation and management benefits. The
paper concludes that virtualization configuration is a function of individual work-
load demands, and it determines the optimal container and VM combinations for a
given set of resource requirements. It provides actionable guidance for cloud archi-

16



tects to deploy efficient and scalable systems and suggests further research in the
field of container runtime performance in Kubernetes clusters.
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Author Containers Workload/algo| Results/Findings Limitations
Used
Kathiravan | - MD5 Cloud storage using MD5 hashing | Several security flaws,
et al. [40] technique saves bandwidth and | stronger encryption re-
storage. quired
Silva et al. | Docker and | Geekbench6, | Docker and LXD’s capability to | The performance results
[47] LXD CrystalD- meet the demands of contempo- | are based on specific
iskMark rary virtualisation is tested hardware and software
platforms
Leekha et | - Modified SHA-256 (64-bit) hashing pro- | Evaluated on select pub-
al. [34] SHA256 vides secure deduplication with | lic datasets; effectiveness
better scalability and faster pro- | may vary with other data
cessing than MD5, SHA-256 | types or in real-world
(standard), and SHA-512 for text, | cloud settings.
images, and video data.
Aqasizade | Docker, LXC, | MySQL Containers on VMs deliver com- | Tested on specific pub-
et al. [49] Podman Con- petitive performance compared to | lic datasets; effectiveness
tainers standalone VMs, with Docker on | may vary with other data
KVM excelling in CPU, LXC on | or real-world cloud envi-
Xen in memory, Docker or LXC | ronments.
on KVM in networking, and Xen-
based containers in disk 1O.
Bernstein | Docker and | - Docker enhances container de- | Container security isola-
et al. [7] LXC ployment ease by building on | tion is weaker than VMs,
LXC with a layered image system | so combining containers
and standardized API. with VM isolation is rec-
ommended for sensitive
workloads.
Zhang et | Docker Hadoop Containers achieve higher CPU | Only focuses on CPU
al. [21] and memory efficiency, showing | and Memory
less CPU wait time and more flex-
ible memory use than VMs.
Felter et | Docker Redis, Real-world tests using Redis | The impact of nested
al. [10] MySQL and MySQL demonstrate con- | virtualization (containers
tainerized deployments offer near- | inside VMs or vice versa)
native throughput and latency, | was not included due to
whereas KVM VMs show greater | expected overheads.
overhead, notably in network-
sensitive tasks.
Potdar et | Docker standard RAM speed benchmarks reveal | Doesn’'t assess perfor-
al. [31] benchmark Docker containers have higher | mance in multi-host or
tools such | memory throughput than VMs, | real-world cloud environ-
as Sysbench, | and load testing with Apache | ments using orchestra-
Phoronix, Benchmark indicates Docker | tion tools like Kuber-
and Apache | manages more requests per sec- | netes.
benchmark ond with lower network latency
compared to VMs.
Malviya et | Kubernetes, - Suggests orchestration tool de- | Focuses on feature com-
al. [36] Docker pends on factors; user expertise, | parison and qualitative
Swarm, security needs, cluster scale, and | assessments, with limited
Mesos, and application complexity. empirical benchmarking
Redhat of orchestration tools un-
OpensShift der varied workloads.
Bystrov et | Docker con- | - The virtualization layer (Docker | Only the performance of
al. [33] tainers of the or KVM) reduced the computa- | the DEM application is
OpenStack tional performance by a factor of | evaluated and other sci-
cloud approximately 2, compared to na- | entific or data processing
tive hardware. applications are missing
Verma et | Amazon EC2 | HTTP Microservices deployed on AWS | Only  Apache HTTP
al. [48] and Docker EC2 VMs demonstrate up to | Server web services were

125% better response time com-
pared to those deployed using
Docker containers on AWS EC2
Container Service (ECS).

tested; other microser-
vices or workloads may
perform differently.

Table 2.1: Table of related paper reviewed and their
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Chapter 3

Environmental & Societal Impact

Through this research, we aim to contribute to sustainable and energy-efficient com-
puting by enabling better decision-making in container runtime selection for data-
intensive workloads. By identifying container—algorithm combinations that deliver
higher throughput with lower CPU and memory utilization, we promote resource-
efficient configurations that help reduce power consumption and the environmental
footprint of cloud infrastructures.

In practical scenarios where response time is critical or resources are limited—such as
healthcare data systems, financial platforms, and edge-computing environments—our
findings provide valuable guidance for deploying containers that maintain stability
and responsiveness under constrained conditions.

From a societal perspective, we believe this work supports the creation of more
sustainable and accessible digital infrastructures. By improving computational effi-
ciency and promoting responsible cloud-native deployment practices, we contribute
toward a greener and more equitable technological ecosystem.
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Chapter 4

Research Methodology

This section provides a structured overview of the design methodology employed
to implement and evaluate deduplication techniques within containerized environ-
ments. The goal is to ensure consistency across testing, reproducibility of results,
and modular adaptability of the approach.

4.1 Workflow

The process initially starts with the loading of the input workload in CSV format.
This step, which primarily involves file I/O operations, ensures that the raw data
is made available to the system for subsequent processing. Efficient data loading is
critical, as it directly affects the responsiveness of the system when handling large-
scale datasets. Once the dataset has been loaded, it is partitioned into smaller
data-blocks. Partitioning serves the dual purpose of reducing memory overhead
and facilitating more efficient computation, as operations can be applied block-wise.
This stage, also dominated by 1/O activity, provides the structural foundation for
the subsequent computational phase. Following partitioning, each data-block is
processed by applying a hash function. The objective here is to compute the hash
value for every block, thereby enabling later analysis of deduplication or integrity-
checking performance. Unlike the preceding steps, this phase is CPU-intensive, as
hashing operations require significant computational effort. Consequently, the per-
formance of this stage is strongly dependent on both the efficiency of the selected
hashing algorithm and the computational resources available. The system then be-
gins recording key performance metrics, including CPU usage, execution time, and
other relevant resource consumption statistics. This measurement phase is essential,
as it provides the empirical evidence required for a fair comparison across different
configurations and test conditions. To enhance the reliability and validity of the
results, each configuration is executed for an epoch of ten times. Repetition ensures
that the collected data captures consistent trends and minimizes the effect of tran-
sient system fluctuations. This approach strengthens the statistical robustness of
the experimental findings. Finally, the collected metrics are subjected to systematic
analysis. This concluding stage integrates the performance data and derives insights
regarding the efficiency, trade-offs, and limitations of the approach under study. The
workflow formally concludes after this analytical phase, providing the foundation for
discussion in the results and evaluation chapters. The visual representation is shown
in the Figure 4.1 (Flow Chart Depicting the work plan).
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Figure 4.1: Flow chart depicting the work plan

4.2 Design Process and Evaluation Methodology
Overview

The deduplication pipeline is designed as a modular Python script where the hash
function can be dynamically selected. This allows consistent testing across different
algorithms while maintaining uniform logic for file reading, hashing, and duplicate
detection.

4.2.1 System’s Internal Framework

In this study, we are focusing on performance evaluation of different containers for
a particular type of deduplication algorithm. And as in recent times, more and
more people are interested and relying on cloud infrastructure for running models
or business, so it is more likely that the deduplication algorithm which we are
working with will be ran on cloud environment. And based on this concept, we
are performing our tests in an environment simulating the cloud servers. In cloud
computing, virtual machines (VMs) serve as the foundation for virtualization that
provide computing power, enabling cloud providers to share their physical hardware
resources from a single physical server with the illusion of dividing into multiple
virtual servers, each acting as an independent computer with its own operating
system and applications distributed among multiple customers [2], [52]. And this
server virtualization that simulate partitioning a physical server into multiple virtual
servers, is achieved with the help of specialized software called “Hypervisor” or
“Virtual Machine Monitor (VMM)”[50], [3]. So, we also downloaded a hypervisor
software to create a smaller sized computer while allocating resources to it inside
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our testing computer. And inside that hypervisor created small computer we tested
the hash based deduplication techniques— SHA-256, MD5 and CRC32 which were
applied inside containerization platforms: LXC, Docker and Podman. To see the
visualization of our framework, please see the Figure 4.2 as a reference.

Figure 4.2: Internal architecture of containerised deduplication running inside a
virtual machine

4.2.2 Performance evaluation metrics

The evaluation focuses on six key performance indicators to comprehensively assess
container behavior during deduplication:

e CPU Utilization: Captures average and peak processor utilization through
the time the algorithm needs to stay in the cpu or processor for processing.
To do this, there is dedicated python library called time which comes with a
class method called process_time() that we used.

TCPU = Tuser + 71system (41)
Where:

Tuwser = time spent executing code in user space.

Tiystem = time spent in the OS kernel on behalf of your process (e.g., file
I/O, memory allocation, system calls).
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e Execution Time: Measures the total wall-clock time required to complete
the deduplication task. We also used the library called time here too.

T = Tend - 71s‘cart (42)

Where:

Titart = time when algorithm begins space.

Tona = time when algorithm finishes.

e Memory Usage: Tracks RAM consumption during runtime, including peak
usage. We are using memory_in fo() class method from a python library called
psutil.

M = Mpeak — Mpase (43)

Where:

Mpeac = peak memory during deduplication.

My.se = memory used before running deduplication.

e I/0O Throughput: Assesses the volume and speed of disk read/write opera-
tions using Linux I/O counters.

N
Throughput = T (4.4)

Where:

N = number of records processed.

T = execution time.

e Deduplication Ratio: Reflects the effectiveness of duplicate detection, cal-
culated as Deduplication Ratio.

_ Original Data Size
~ Deduplicated Data Size

DR x 100% (4.5)

e Collision: Points out how many times the deduplication algorithms hash
functions generates same hash value for different blocks for data with the help
of key-value pair dictionary data structure.

Each container is configured to run a dedicated hash-based deduplication workload

on an identical CSV file, ensuring test isolation. Resource usage is monitored during
each test iteration, and a statistical average is computed for comparison.
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Algorithm 1 Performance Benchmarking for Deduplication

1: procedure BENCHMARKDEDUPLICATION(file_path, hash_func, output_file,
hash_name)

2 Start CPU and wall timers

3 Initialize duplicates, unique_lines, hash_map

4 total_lines < 0, collision <+ 0

5: for all lines in file (skipping header) do

6: total_lines <— total_lines 4 1

7 h < hash_func(line)

8 if h in hash map then

9: Append line to duplicates

10: if hash map[h]| # line then

11: collision < collision + 1
12: end if

13: else

14: hash_map[h| < line

15: Append line to unique_lines
16: end if

17: end for

18: Write unique_lines to output file

19: Compute statistics (memory, CPU, deduplication ratio, throughput)
20: Print and save report

21: end procedure

4.3 Model Specification with Algorithm and Con-
tainer Framework

The core experimental model is based on deploying three parallel container workflows
(LXC, Docker, and Podman), each running implementations of SHA-256, MD5, and
CRC32-based deduplication logic written in Python. The data stream is segmented
into fixed-size chunks, each of which is hashed and indexed. Duplicate entries are
flagged and excluded from final storage. The approach reflects typical deduplication
use cases in data-intensive cloud workloads.

4.3.1 Experimental Procedures

e Load the input CSV file .
e Partition the file into fixed-size or individual blocks (e.g., 4 KB).
e Compute the hash of each block using the selected algorithm.

e Store hashes in a dictionary to detect duplicates.
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e Record performance metrics (time, CPU, memory, 1/0).
e Repeat the test 10 times for each configuration.

e Aggregate and analyze results.

4.3.2 Algorithmic Structure of Hash-based Deduplication
Methods

In case of general algorithmic design of hash-based deduplication, each data block
goes through each of the algorithms that we mentioned (SHA-256, MD5 and CRC32),
which each create a unique sequence of fixed size string for each data blocks which
are called “Fingerprints” and these fingerprints then get stored in a “Fingerprint
Table”. Each of the algorithms are different when it comes to calculating and gen-
erating fingerprints and the length of the fingerprints itself (like for SHA-256, the
generated fingerprint for each data block is always 256 bits; for MD5, that is 128
bits and finally for CRC32, 32 bits), however the fundamental structure for all of
them are somewhat same with slight difference where SHA256 and MD5 both are
cryptographic hash functions with high (SHA256) to moderate (MD5) data integrity
and security but low speed, where as CRC32 is non-cryptographic checksum based
using polynomial division which is almost same as hashing that creates fingerprint
with drawbacks likes higher collision chance and preliminary deduplication algo-
rithm tags but with fastest of speed among all three. Each time a new fingerprint
is created, it is matched with the other fingerprints that is saved in a table. If the
fingerprint is already in the table, then the data is seen as a duplicate or redundant
data; but if no match is found in the table, then it’s a unique or non-duplicate data.
To get a clear visualization, please review the Figure 4.3 captioned as “Algorithmic
Flowchart of a hash based Deduplication Method”.
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Figure 4.3: Algorithmic flowchart of a hash based deduplication method
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4.3.3 Container Architecture

Figure 4.4 illustrates the internal architecture of three containerization technologies
which are LXC, Docker, and Podman that has been employed in this study. Each
container engine operates within a Linux-based Guest OS (virtualized) environment
and follows a distinct design approach:

Figure 4.4: Comparative architecture of LXC, Docker, and Podman container en-
gines used in this study and how containers interact with the guest OS and the
Linux kernel.

e LXC (Linux Containers): LXC is a system container model that closely re-
sembles a lightweight virtual machine. Each LXC container includes its own
init system and services. It uses kernel features like namespaces and cgroups
for isolation and resource control, and relies on LXC userspace tools (e.g.,
Ixc-start) to manage container lifecycle.

e Docker: Docker follows a daemon-based client-server architecture. It uses the
dockerd daemon to manage containers, while containerd and runc serve as low-
level OCI-compliant runtimes [13]. Docker containers typically package only
the application and its dependencies, excluding init systems, making them
lightweight and suited for microservices.

e Podman: Podman is a daemonless and rootless container engine. It uses
Podman CLI or REST API for interaction, and either runc or crun as the OCI
runtime. Since it operates without a central daemon, each Podman container
is managed independently under the user’s control, improving security and
modularity.

Each approach varies in its philosophy of containerization: LXC for full-system

containers, Docker for application containers managed via a daemon, and Podman
for lightweight, rootless containers with direct user-space management.
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Chapter 5

Experiment and Result Analysis

This section presents the experimental environment setup and the results and anal-
ysis of our finding of different deduplication algorithms in different containerized
runtime environments. This section also depicts the balance and tradeoff between
multiple performance metrics like throughput, memory, collision etc.

5.1 Experimental Setup

For our experiment, all containers that we are testing are executed inside virtual
machines running on Oracle VirtualBox (A Type 2 Hypervisor Software). The VM
is configured with Ubuntu 24.04.1 LTS (64-bit), 8 GB of DDR4 2666MHz RAM, a
6-core Intel Core i5-11500 CPU (2.7 GHz), a 4 GB Rx560 GPU (1175 MHz) and a
100 GB Toshiba SATA IIT HDD. This setup replicates a mid-range computing en-
vironment, balancing between real-world constraints and performance measurement
fidelity. Figure 5.1, showcases a simplified hardware and software specification of
the experiment setup.

Figure 5.1: Used experimental setup specification
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5.2 Workload Characteristics

For the experimental assessment three artificial datasets of varying size were pro-
duced to mimic real-world data from entries. The datasets contain 10 million (1
GB), 5 million (514 MB) and 1 million (102 MB) entries respectively. To emulate
real world data, the datasets were generated using the Faker library in Python,
which is commonly used for the creation of synthetic but realistic data like names,
addresses, contact information, etc.

For each of the three datasets records were intentionally distributed to ensure that
70% of the entries are unique and the remaining 30% are redundant. This ratio was
chosen to reflect practical scenarios where redundancy is prevalent in large-scale
data storage and retrieval systems. The inclusion of redundancy is particularly im-
portant for testing the effectiveness of deduplication algorithms, as it allows for a
meaningful evaluation of their performance in reducing storage overhead and im-
proving efficiency.

5.3 Results and Analysis

5.3.1 Outcome Overview

Container | Algorithm | Memory(MB) | CPU Time(s) | Throughput(kLines/s) | Collision | Response Time(s)
Docker CRC32 247.73 0.8515 1119.53 82 0.9359
Docker MDb5 272.99 1.0915 887.11 0 1.1718
Docker SHA256 294.79 1.0712 905.23 0 1.1506

LXC CRC32 249.24 0.9285 1029.09 82 1.0220
LXC MD5 263.42 1.1718 823.99 0 1.2657
LXC SHA256 285.32 1.1733 822.05 0 1.2714
Podman CRC32 247.73 0.8920 1076.91 82 0.9762
Podman MDb 273.91 1.1852 815.87 0 1.2694
Podman SHA256 295.64 1.1402 837.09 0 1.2415

Table 5.1: Table of average performance metrics for the workload of 1 million records

Container | Algorithm | Memory(MB) | CPU Time(s) | Throughput(kLines/s) | Collision | Response Time(s)
Docker CRC32 1138.39 4.5859 1054.08 2033 4.9521
Docker MD5 1249.16 5.7129 852.00 0 6.0830
Docker SHA256 1358.41 5.8212 836.58 0 6.2109

LXC CRC32 1139.49 4.9605 971.82 2033 5.3735
LXC MD5 1230.37 6.1008 795.39 0 6.5179
LXC SHA256 1339.47 6.1742 785.08 0 6.6111
Podman CRC32 1144.30 5.4122 901.09 2033 5.7898
Podman MD5 1253.12 6.4139 761.23 0 6.7875
Podman SHA256 1362.08 6.1890 788.14 0 6.5680

Table 5.2: Table of average performance metrics for the workload of 5 million records
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Container | Algorithm | Memory(MB) | CPU Time(s) | Throughput(kLines/s) | Collision | Response Time(s)
Docker CRC32 2249.03 10.0910 971.20 8148 10.7230
Docker MD5 2488.29 12.2657 797.88 0 12.9757
Docker SHA256 2705.99 13.0272 753.66 0 13.7815

LXC CRC32 2272.89 10.9035 897.33 8148 11.6243
LXC MD5 2369.12 12.9641 730.72 0 14.1405
LXC SHA256 2587.27 13.1257 744.59 0 13.9144
Podman CRC32 2252.67 11.3532 855.67 8148 12.1802
Podman MD5 2470.57 14.6494 672.88 0 15.3456
Podman SHA256 2686.57 14.6287 672.75 0 15.3958

Table 5.3: Table of average performance metrics for the workload of 10 million
records

The following three tables represent the accumulated and averaged results we got
from our experiment. As previously mentioned, we have taken three workloads
of three different size that being one million, five million and ten million; where
each of the workload had 70% unique data and 30% redundant data. We ran each
workload in each container for an epoch of 10 times to see how the results came out.
We have ran the whole experiment for a total of 2 times to obtain more data to
work on. Thus the total number of testing considering, there are three hash-based
deduplication algorithms on each of the three different containerized environment
with an epoch of ten times while ruuning it for two times came out to be a total of
- (3 x3x10x2) = 180 times. And as we used three different workloads or datasets
for testing, then the total number of testing comes out to be - (3 x 180) = 540 times.
Now, each of the run gave us multiple types of parameters of performance metrics like
the execution time, memory usage, throughput etc. So, considering only the most
important of these performance metrics, the total number of data parameters that
came out for each of the datasets or workload is - (7 x 180) = 1260 data parameters
and with three datasets or workloads, the grand total of data parameters came out
as - (3 x 1260) = 3780 data parameters, in which we have considering all of the
540 test cases. Showcasing these many results are very complicated, as a result we
have reduced the data by taking the mean or average for each performance metrics
category. This brought about, for each of the datasets or workloads, we have around
63 data parameters after the compression and as there are three of them, the total
number of data parameters came out after compression is - (3 x 63) = 189 data
parameters. These data are shown in the above three tables (Table 5.1, Table 5.2
& Table 5.3), each consisting of those compressed 63 data parameters respectively.

5.3.2 Performance Benchmarks and Impact

The experimental evaluation was performed on three hashing algorithms (CRC32,
MD5 and SHA256) and in three container environments (Docker, LXC and Pod-
man). The findings are summarized in the following way:

Execution Time (based on response time): Execution time is proportional to
the data size. Among the algorithms, CRC32 was always the algorithm with the
lowest execution time followed by MD5, whereas SHA-256 was the slowest with its
computational complexity. However, on the whole, Docker had the lowest execution
times, followed by Podman, with LXC sometimes showing slower execution as a
result of isolation overhead. The Scatter Plot (Figure 5.2 “Scatter Plot of Execution
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Time (Normalized)”) will help in visualizing these distribution.

(a) Scatter plot for 1 million records

(b) Scatter plot for 5 million records
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(c) Scatter plot for 10 million records

Figure 5.2: Scatter plot of execution time (normalized)

Memory Usage: Average memory usage (mean + 95%C1T) was ~ 1.22 +£0.17 GB
for CRC-32, ~ 1.32 £ 0.18 GB for MD5, and ~ 1.44 4+ 0.20 GB for SHA-256. CPU
time followed the inverse of throughput: CRC-32 (5.55+0.85s) < MD5 (6.84+1.045)
< SHA-256 (6.93 £ 1.07s). Total response times tracked similarly. Bar charts for
memory are provided in Figure 5.3 “Average memory usage by each algorithm”.

Figure 5.3: Average memory usage by each algorithm
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I/O Throughput: Across all datasets and containers, CRC-32 achieved the high-
est throughput (mean = 986, 303lines/s, 95%C1T £ 18,978), followed by MD5 (=
793,006 + 13,070) and SHA-256 (= 793,908 + 13,924). Welch’s t-tests show CRC-
32 is significantly faster than both MD5 and SHA-256 (p < 1le~'®), while MD5 and
SHA-256 do not differ meaningfully in throughput (p ~ 0.93). Boxplots (Figure 5.4
“Throughput comparison by algorithm and container”) visualize these distributions.

Figure 5.4: Throughput comparison by algorithm and container

CPU Utilization (based on cpu time): CPU utilization increased as dataset
size increased. CRC32 was the fastest, then MD5, and SHA256 used the most CPU
resources. Docker and Podman generally exhibited better CPU utilization while
LXC sometimes exhibited volatility. We can see the average Cpu Time taken in
each of the containers for each algorithms from the following heatmap in Figure 5.5
(Heatmaps for cpu time (in seconds)) to judge the cpu utilization more statistically.

(a) Heatmap of cpu time for 1 million records

33



(b) Heatmap of cpu time for 5 million records

(c) Heatmap of cpu time for 10 million records

Figure 5.5: Heatmaps for cpu time (in seconds)

Accuracy (Collisions): Only CRC-32 exhibited non-zero collisions: mean collision
rate ~ 4.34 x 107*. MD5 and SHA-256 had zero collisions across all runs. This
highlights the classic trade-off: CRC-32 offers markedly higher speed with a small
but non-zero collision risk, whereas MD5/SHA-256 provide zero observed collisions
at lower throughput (see Figure 5.6 “Collision rate by algorithm”).
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Figure 5.6: Collision rate by algorithm

Scalability: Analyzing the throughput degradation, resource scaling (memory and
CPU time increases), efficiency ratios (throughput per MB and per CPU second),
stability (standard deviation across runs), and collision rate growth can help to
establish the capacity of scalability of a container as datasets expand from 1M to
10M records.

For Docker with CRC32, throughput degrades by 5.8% from 1.12M lines/sec (1M)
to 1.06M (5M), then 7.6% to 0.97M (10M), with low variance (std 25k at 10M).
Memory scales by 360% (247MB to 1138MB) then 98% (to 2249MB), CPU time
by 438% then 120%, efficiency drops (throughput per MB: 4530 to 431; per CPU:
1.31M to 96k). Collision rate rises from 8e-5 to 8e-4, indicating moderate accuracy
loss at scale.

LXC shows similar throughput drops (5.6% to 0.97M at 5M, 7.2% to 0.90M at 10M)
with even lower variance (std 8k at 10M), memory scaling (249MB to 1139MB to
2273MB), and better CPU efficiency retention (throughput per CPU: 1.11M to
82k). For MD5, throughput falls 3.6% then 8.0% (824k to 795k to 731k), memory
efficiently (263MB to 1230MB to 2369MB), zero collisions throughout.

Podman exhibits steeper degradation for CRC32 (16.4% to 0.90M at 5M, 4.9% to
0.86M at 10M) with higher variance (std 34k at 10M), similar memory but worse
CPU scaling, and reduced efficiency (per MB: 4340 to 381; per CPU: 1.21M to 75k).
Hashes like SHA256 show pronounced drops (837k to 788k to 673k), highlighting

runtime overheads.
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Figure 5.7: Scalability
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5.4 Practical Takeaways

From the data, we achieved from our research there has been somethings that have
been cleared out which are -

e If zero observed collisions are mandatory, MD5 or SHA-256 are appropriate;
they perform similarly in speed and resources.

e [f maximum throughput is critical and a ~434 ppm collision rate is accept-
able within downstream verification /repair workflows, CRC-32 provides ~24%
higher throughput on average than MD5/SHA-256.

e Docker showed the best average throughput across containers in this experi-
ment; however, differences are modest relative to algorithm choice.

So, to sum it all up, algorithm and container choice depends on system requirements:
CRC32 in Docker for speed-sensitive and less security sensitive applications, MD5
in Docker or LXC for performance and accuracy balance, SHA256 in Docker for
correctness and collision avoidance but more resource consuming.
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Chapter 6

Discussion

6.1 Key Findings and Significance

This study provides a comprehensive evaluation of three container technologies:
Docker, LXC, and Podman; across varying data scales (1M, 5M, and 10M records)
and deduplication algorithms (CRC32, MD5, SHA256). The experiments reveal dis-
tinct performance profiles, offering insights into scalability, stability, and suitability
for time-critical or security-sensitive scenarios. By analyzing throughput, response
time, memory usage, and collision rates, we elucidate trade-offs that inform con-
tainer selection in diverse deployment contexts.

6.1.1 Stability Analysis

Measured by the consistency of throughput and response times across multiple runs,
varies by container and algorithm. Docker exhibits the least variance in through-
put for CRC32 (e.g., standard deviation 0.03M lines/sec for 5M records), indicating
robust performance under repeated workloads. LXC shows comparable stability
for hash-based algorithms, with tighter memory usage distributions (e.g., 1230MB
+ 0.2MB for MD5 on 5M records). Podman, however, displays higher variability
in response times at larger scales (e.g., 14.8-16.0s for SHA256 on 10M), suggest-
ing potential instability under heavy loads. This could be attributed to Podman’s
daemonless design, which, while enhancing security, may introduce scheduling inef-
ficiencies not captured in our controlled test environment.

6.1.2 TImplications for Deployment Scenarios

The findings have significant implications for diverse use cases. For cloud-based mi-
croservice deployments, where high throughput and low latency are paramount,
Docker paired with CRC32 is optimal for non-critical deduplication tasks (e.g.,
log aggregation), achieving up to 1.12M lines/sec for small datasets. However,
for microservices requiring guaranteed deduplication (e.g., transactional databases),
Docker with MD5 offers a balance of speed ( 0.89M lines/sec for 1M workload) and
reliability (zero collisions). In resource-constrained IoT environments, LXC’s lower
memory footprint for hash-based algorithms (e.g., 263 MB for MD5 on 1M work-
load) makes it preferable, especially for edge devices processing moderate datasets.
For security-sensitive workloads, such as healthcare data processing, SHA256 is rec-
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ommended due to its theoretical robustness against collisions, despite higher com-
putational overhead ( 13.8s for Docker vs. 12.9s for MD5 both for 10M workload).
LXC with SHA256 provides a memory-efficient alternative ( 2587MB vs. Docker’s
2706MB), critical for secure deployments on constrained servers. Podman’s rootless
operation may theoretically enhance security, but its performance lag suggests it is
less viable unless rootless execution is a strict requirement.

(a) Docker performance analysis

(b) Lxc performance analysis
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(c) Podman performance analysis

Figure 6.1: Cpu time (sec) and memory usage (MB) across containers and algorithms
for varying data scales

6.1.3 Decision Framework

The observed trade-offs between speed vs. accuracy, memory vs. throughput, and
stability vs. scalability — underscore the need for a structured approach to container
and algorithm selection. To address this, we developed a decision tree that encapsu-
lates these factors, guiding users based on accuracy requirements, data scale, speed
priority, and memory constraints. The tree prioritizes zero-collision needs for critical
applications while recommending high-throughput options for real-time processing,
ensuring practical applicability across the discussed scenarios.
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Figure 6.2: Decision tree visualization for choosing containers based on algorithm
type and data scale
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6.2 Limitations and Future Work

In this research work, we have worked with deduplication algorithms which are
cryptographic hash function based like SHA256 (with a hash key of 256 bits) &
MD5 (with a hash key of 128 bits) which are very secure with very very low chance
of collision or preimages but compromises when it comes to speed; and also non-
cryptographic checksum based function like CRC32 (with a bit length of 32 bits)
which is typically much faster compared to cryptographic but compromises when it
comes to security as it is prune to collision, so it is ineffective in large scale datasets
and unreliable [44], [46]. The best is to use CRC32 as pre-filter to reduce the number
of data comparisons and then use cryptographic for accuracy. Moreover, all of the
algorithms that we used will effectively work on data or workloads that are repeated
for multiple times or are exact similar. However, when it comes to nearly similar
or partially similar data, these algorithm under performs or does not catch those
cases as the value calculated by the used algorithms function changes as the data or
workload changes. For these types of near similar data, there are different types of
other deduplication algorithms out there that performs much better like the gener-
alized deduplication [27], Simhash algorithm [51], Secure Locality Sensitive Hashing
(SLSH) [32], FuzzyDedup [39]. It can be a novel approach for future research work,
to use these near similar data deduplication methods and compare among them on
performance basis or to use them for other areas. Another thing to point out is that,
we are considering only text-based data for our research, however there are more
types of data that are out there like images, audio etc. which needs to be addressed
too.
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Chapter 7

Conclusion

In conclusion, the research can be derived after analysing the results and the execu-
tion is that when we need maximum speed, among the combinations the deduplica-
tion via CRC32 inside Docker consistently has the highest throughput which ensures
the priority of performance over strict data integrity. However, the applicability of it
is limited in use cases requiring strong reliability due to its elevated hash collisions.
If we are in a need of resource-constrained runtime; among the three containers LXC
demonstrated the most efficient CPU utilization, making it a suitable choice in sce-
narios where computational resources are limited with its performance improving
over subsequent runs. However, Podman exhibited higher performance fluctuations,
especially with larger workloads and more complex instructions. This variability
indicates that additional evaluation may be required before it is deployed in produc-
tion grade deduplication systems. MD5 containerized within Docker demonstrates a
great balance between performance and data integrity. This configuration achieves
robust throughput and reduces the chance of collisions compared to CRC32, which
makes it suitable for general-purpose deduplication workloads. This study advances
the knowledge on choosing container environments best suited for different work-
loads as well as deduplication algorithms.
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