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Abstract

The rapid growth of consumer-grade augmented reality (AR) and virtual reality
(VR) devices has driven the interest in Metaverses, a type of fully immersive vir-
tual world where people may communicate and conduct their businesses. However,
similar to any restricted online services, the authentication of users is a crucial com-
ponent to access any Metaverses. The authentication mechanism in the traditional
online services has a number of issues such as password vulnerabilities, centralized
control, identity fragmentation, session hijacking, scalability challenges, credential
theft etc. Adopting such an authentication mechanism would introduce similar is-
sues in the Metaverse domain. Moreover, there are also questions about additional
security concerns in Metaverses as it is hard to control an individual’s virtual ac-
tions. Hence, Blockchain create a decentralize environment that empowers users to
take charge of their individual actions and identities. A smart contract that tokenize
identity in the Metaverse can be executed securely within the blockchain technology.
Therefore, a new authentication mechanism must be explored in order to increase
the security of Metaverses. In this research, We propose a system utilizing the
concept of Metaverse Federation in order to provide authentication throughout var-
ious Metaverse, where multiple Metaverse will form a Circle of Trust (CoT) and
the federation facilitates a secured authentication and identity management using a
shared registry table for each Metaverse. This system leverages smart contracts and
blockchain technology to generate Non-fungible token(NFT’s), which allow users to
authenticate in various Metaverse. This enables users to navigate multiple Meta-
verses with ease and a trusted identity, while complying with the specific rules and
regulations of each Metaverse. we aim to explore a novel authentication mechanism
tailored for Metaverses that will utilize the concept Non-fungible tokens (NFT’s)
and the Metaverse Federation.

Keywords: Metaverse, BlockChain, Smart Contract, token, Non-fungible token
(NFT), federated identity, Authentication.
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Chapter 1

Introduction

The word 'Metaverse” describes an integrated, shared online environment including
persistent virtual spaces, virtually modified representations of the real world, and
augmented reality experiences. AR (augmented reality) and VR (virtual reality)
technologies play a critical role in the immersive nature of the metaverse, ensuring
a seamless and engaging user experience. By creating personal avatars, individuals
can gain access to the metaverse and get involved in luxurious, realistic interactions
within one another via these avatars [6].

A metaverse is a fully immersive virtual environment where people can communicate,
connect with others, and transact commerce. These virtual spaces combine the
digital and real worlds in novel and fascinating ways, providing previously unheard-of
chances for social engagement and business. Metaverse has a huge market potential
and expected to contribute nearly 3 trillion by 2031 to the global GDP [27]. Tt is a
versatile and innovative technology widely spread to various domains and application
including gaming, entertainment, real estate, education, retail etc.

Unlike any other online based application metaverse also require to authenticate
user’s. Traditional authentication mechanism has several issues like phishing attack,
password vulnerabilities, Bio-metric data risk etc. Therefore, in order to address the
security concern of the Metaverse application, a new authentication technique needs
to be explored as it can be challenging to regulate an individual’s virtual behavior.
Using the immutable and decentralized ledger features of blockchain technology, we
can offer a secure authentication mechanism for the metaverse. Blockchain works
as an immutable ledger that permits decentralized transaction processing making
its difficult to change the data [19]. It can made secure, transparent and immutable
digital record. Blockchain technology uses smart contracts, which are self-executing
legal agreements with the terms of the agreement explicitly recorded in code. Smart
contracts guarantee that the terms of the agreement cannot be changed and offer
security and confidence. It create digital token in order to offer automation, security;,
transparency, and decentralization. One of those digital token is NFT (Non-fungible
token) which can be useful for providing authentication in digital environment such
as metaverse. NFTs are distinct digital assets stored on a blockchain that aren’t
trade-able or convertible into other tokens. It can be used to confirm the legitimacy
and ownership of users’ exclusive possessions, such as virtual real estate, digital
artwork, and so on.

Thus, it is imperative that the Metaverse Application offer a novel authentication



mechanism that leverages the concept of Non-fungible tokens (NFTs) to enhance
identity management, security, user experience, and transaction across a federated
Metaverse environment, where multiple platforms collaborate under a shared frame-
work of trust.

1.1 Problem Statement

In the Metaverse, Users are not merely interacting with one another in real-time
but they can also design, as well as personalize their digital identities, which will
directly communicate with other users too. As AR and VR technologies continue
to gain traction, immersive systems grow to encompass vast territories and this
opens up a very broad set of security-related threats. The increasing popularity
of cryptocurrencies and NFTs related to the user avatar demonstrates a change in
ownership and identity to the digital form. In addition, the idea of the appearance
of services, such as virtual healthcare, where biometric information is transferred
(shared) and also is connected to the profile of a user, data integrity and security
become critically important.

Most of the Metaverse platforms have traditionally followed typical authentication
strategies including the combination of usernames and passwords, biometrics, two-
factor authentication (2FA), the use of OAuth third party logins, and session tokens.
All these processes are associated with weaknesses in an immersive and decentral-
ized environment. Password-based systems are easy targets to phishing, credential
stealing, brute-force attacks, and other challenges such as weak passwords or reused
passwords and forgotten credentials. Biometric data is more difficult to duplicate
but adds the risk of loss of privacy and irreversibility: in the event of a breach, it is
not possible to re-set a biometric data, like passwords. The use of OAuth and other
third-party authentication solutions brings centralized trust relationships, which is
the opposite of Metaverse decentralization and can lead to the existence of single
points of failure. Session tokens are efficient and often susceptible to man in the
middle attacks and session hijacking. These vulnerabilities are very dangerous in the
Metaverse where authentication plays a key role in not only verifying identity but
also the capability of owning and transferring digital assets. As an example, users
might want to sell or exchange their Metaverse profile, avatar or in game assets, in
which case the secure, verifiable, user controlled authentication is critical to enable
such exchange to take place without centralized control.

Additionally, the issues of multiple identities and repetitive authentication are be-
coming an important barrier to adoption as the users engage with multiple Metaverse
platforms. A Federated Metaverse model, in which various Metaverses are part of
a Circle of Trust (CoT), is capable of providing secure and seamless authentication
within a single, trusted user credential. With such a model in place, interoperability
between Metaverses would be possible, duplicate identity verification would not need
to take place and the general user experience would be improved without sacrificing
security. Hence, the need to have a decentralized, NF'T-based authentication system
is required that will not only provide scaleable security and identity management
but also enable identity federation between two or more Metaverses is the future of
online interaction and secure transfer of Digital Assets.



1.2 Research Objective

We aim to facilitate a proper authentication mechanism for Metaverse Application
by utilizing the concept of Non-fungible token(NFT) in conjunction with Blockchain
Technology. Within the help of this idea we aim to overcome the lacking existing
authentication mechanism problem for metaverse and provide a robust, user-friendly
experience in such an online based platform.

« Research Objective 1 (RO1): Analysing existing authentication mech-
anism used for Metaverse. Our first goal of the research is to collect and
analyze different types of authentication systems that are being used for Meta-
verse. By doing so we can identify the advantages and disadvantages of these
authentications. This will help us to understand their strength and weakness,
specifically in the context of online service and virtual environment.

» Research Objective 2 (RO2): Investigating how NF'Ts based blockchain
technology is used in Metaverses for authentication. Our goal is to
investigate how to improve security and identity management in metaverse
application utilizing NFT based authentication.

« Research Objective 3 (RO3): Designing and developing a system
based on our proposal. The goal is to design and create a unique authenti-
cation system that make use of blockchain based technology, specifically NF'T
(Non-fungible token). This also involved a description of its implementation
methods, protocols and architecture.

o Research Objective 4 (RO4): Testing and evaluating our system.
To accomplish this goal, the constructed system must requires comprehensive
testing and evaluation in order to make sure its effectiveness, security, privacy,
and accessibility. And also Its require to identify the area of improvement.

1.3 Thesis Outline

The rest of the chapters of the paper is described below:

o Chapter 2: In this Chapter we provide a summary of the key concepts that
are required to fully understand the research, We included the basic idea of
metaverse, blockchain, Non-fungible token(NFT) and authentication mecha-
nism and the identity federation.

o Chapter 3: In this chapter we review some existing literature paper that re-
lated to metaverse, blockchain Based NF'T application, authentication mech-
anism and highlights some of the research gaps and the opportunities for our
future work.

e Chapter 4: In this chapter we present a proposal of novel NFT based authen-
tication mechanism for metaverse application and discuss about methodology,
thread modeling and requirement analysis.

o Chapter 5: In this chapter we proposed an Architecture design of our system.



Chapter 6: In this chapter we illustrated certain Use Cases and their protocol
flow of users authentication using NF'Ts in Federated metaverses.

Chapter 7: This chapter contains an in-details discussion on the entire de-
velopment dependencies and tools that were involved in the implementation
of our system.

Chapter 8: This chapter has a detailed discussion which includes requirement
analysis, comparative analysis, cost analysis, advantages and challenges, and
limitation of the proposed system and the possible future work.

Chapter 9: The chapter is a summary of all the findings of the thesis in
which they note and outline the main contributions to the study, the results
of implementations, and last remarks on the basis of objectives reached.



Chapter 2

Background

In this chapter, we aim to explore and discuss Blockchain, different types of blockchain,
and its key components and applications in (Section 2.1), discuss different aspects
of a metaverse in (Section 2.2), discuss regarding authentication and its challenges
in (Section 2.3), explore the Non-Fungible Token and how it works for user authen-
tication in (Section 2.4) and cover about Federated Identity Management and its
operation in (Section 2.5).

2.1 Blockchain

Blockchain technology was first applied by an unknown person or a group of people
known as Satoshi Nakamoto in 2008 [5]. To some extent achieving a decentralized
and distributed ledger on a definite platform was the main purpose of creating
blockchain. In an effort to ensure that data stored in the blockchain is secure and
cannot be altered, the blockchain keeps transaction copies in blocks that are linked
to one another through an encrypted hash for each one they form a chain [17]. This
makes any data block if provoked to the ledger, very hard to alter or even delete
together. In this case, any changes to any data in a block mean that the changes
should be made to all the subsequent blocks as well. In a Blockchain, since the
nodes are distributed, consensus is necessary, and, in this case, all the machines in
the network will carry a copy of the network. Furthermore, since there is an element
of decentralization in the management of the network, and with the understanding
that there is no possibility that any data within this block can be changed; this
approach means that the presence of central authority in the administration of any
transactions is not necessary [5].

2.1.1 Type of Blockchain

There are mainly 4 types of Blockchain networks based on different key factors such
as accessibility, control, and participation in the network:

1. Public Blockchain: A public blockchain is decentralized in the network
and it an openly accessible meaning anyone can get involved in the public
blockchain network and can contribute to the consensus process as long as
they follow certain rules. There is no central authority in the network. So, all
the data is accessible and viewable by anyone in the network and they also can



verify all the data in the blockchain network [24]. For example: Ethereum,
Bitcoin, Solana, etc.

2. Private Blockchain: A private blockchain is a permissioned network that
only accesses authorized users. It is usually employed by businesses that seek
to maintain more control over the blockchain, providing only trusted parties
permission to view the data and transaction process [24]. For example: Hy-
perledger Fabric, Hyperledger Sawtooth, Corda, etc.

3. Consortium Blockchain: A consortium blockchain is a network that is
partially decentralized and maintained by several organizations (a set of pri-
vate entities). It operates to be a common platform in which only specific
entities are authorized to take part in the consensus-building process and it
would be able to be configured using private blockchain [26]. For example:
Ethermint, Energy Web Foundation, etc.

4. Hybrid Blockchain: A hybrid blockchain integrates aspects of private and
public blockchains. It keeps sensitive data private and only permits authorized
parties to access certain areas of the blockchain [24]. For example: LTO
Network, Sovrin, etc.

2.1.2 Key Components

The key components of blockchain technology include decentralization, consensus
mechanisms, immutability, transparency, and security:

1. Decentralization: Blockchain is a distributed network that is open to any
member, and every member of the network has copies of the entire network.
This mechanism supports the ability to subtract the risk of a single point
of failure and also enables the transparency of the data [12]. In addition,
decentralized systems can also mean that there is no need for authority to
perform any transactions.

2. Consensus: In the Blockchain, consensus is one of the most vital aspects.
This means that all the machines in the Blockchain network have come to
a consensus on the current state of the Blockchain. In making sure that all
the machine has an understanding of the state of the Blockchain, the Con-
sensus algorithm is used. Which guarantees data integrity and prevents any
possibilities of forking [23].

3. Immutability: The fact that once the data is entered in the blockchain it is
permanent in the ledger makes it impossible to alter or erase a transaction.
This feature is of significant importance in maintaining the necessary accuracy
of data history while also making it resistant to alterations.

4. Transparency: This aspect makes the transactions transparent and the peo-
ple involved accountable since every transaction is recorded and can be ac-
cessed by all the people in the network. This capability is particularly useful
in such fields as supply chain management and finance.



5. Security: Among the potential advantages of the Blockchain technique, the
safety of data is undoubtedly one of the main advantages. As to the secu-
rity measures, blockchain uses sophisticated cryptography techniques in deal-
making. Special consensus algorithms like the Proof of Work (PoW) and the
Proof of Stake (PoS) help to maintain the integrity of the data and the data
cannot easily be changed by the fraudsters [21].

2.1.3 Applications of Blockchain

In the modern world, blockchain has found its application in different spheres of our
lives. Some notable examples include:

1. Cryptocurrencies: The best-known application of blockchain is in cryp-
tocurrencies, like Ethereum and Bitcoin, due to which they organize transac-
tions safely and without the involvement of any central authorities [16].

2. Supply Chain Management: Blockchain can make the supply chain more
transparent and easy to track because it enshrines in an irreversible form all
the movements of the product.

3. Healthcare: Blockchain can safeguard patients records, preserve confiden-
tiality, and enable the interoperability of data in different healthcare organi-
zations, while at the same time providing secure data integrity.

4. Finance: Blockchain can transform banking and finance through the en-
hancement of cross-border payments, clearing, and settlement since they can
be carried out in less time and at a cheaper price [15].

2.1.4 Challenges

Despite the possibilities, blockchain technology faces several challenges:

1. Scalability: The most significant challenge, as is still the case today, is the
throughput or the number of transactions that blockchain networks can pro-
cess per second. To help overcome this issue, solutions like sharding and
off-chain transactions are being researched, for example, [14].

2. Energy Consumption: Mainly with PoW consensus algorithms, the utiliza-
tion of blockchain networks can significantly consume substantial amounts of
energy. Alternatives such as PoS, are being made to minimize energy con-
sumption.

3. Regulation and Legal Issues: While blockchain is relatively new as a tech-
nology, the regulation of this technology is constantly expanding and there are
concerns over compliance, privacy, and legal enforceability [13].

2.2 Metaverse

The Metaverse is often described as a collective virtual shared space, created by the
convergence of virtually enhanced physical reality and physically persistent virtual



space, including the sum of all virtual worlds, augmented realities, and the internet.
Although the term Metaverse was first coined in Neal Stephensons 1992 science
fiction novel Snow Crash, the concept of Metaverse in this narrative differs a little bit
from its current definition. The Metaverse has been recently receiving considerable
attention as applications in VR, AR, and the blending of digital and physical spaces
are increasingly becoming pressing [10].

2.2.1 Origins and Development

The concept of Metaverse has its origin in the prior advancement and cultural in-
fluences in technological development. It is necessary to mention the apparent an-
tecedents of the Metaverse in other more antecedent virtual environments: MUDs as
well as the immersive graphical worlds such as Habitat, developed in the 1980s [9].
They provided the groundwork for the completely populated paradigms of todays
games. In addition, the advancement of the internet, the emergence of advanced
GPUs strategically enhance VR/AR technology, and the latest generation VR/AR
equipment have greatly boosted the prospects of the Metaverse [9].

2.2.2 Technological Components

One of the defining platforms of the Metaverse leverages the use of VR, AR, blockchain,
and Al technologies. Both VR and AR are important in giving users experiences
that blur the boundaries between the physical and digital worlds. Contrary to this,
Blockchain technology is given significance to set the economic frameworks in the
context of Metaverse including transactions and digital ownership [5]. Al contributes
by enhancing the interactivity and responsiveness of virtual environments, providing
realistic simulations and intelligent virtual agents [20].

2.2.3 Social and Economic Implications

The Metaverse means the radical rethinking of social interactions and an economy
as a whole. New opportunities are opened for people: socialization, getting to know
new people and places, education, entertainment, and work. For example, virtual
worlds such as Second Life have shown that a user can develop content, conduct
businesses, and organize complex communities within virtual worlds [4]. This leads
to such the concept as virtual economics in which the real money value is assigned
to digital products and services, and it is also one of the most important Pillars of
the Metaverse. Some of these economies employ virtual currencies and blockchain
technology to conduct these transactions and create ownership likenesses [2].

2.2.4 Current Trends and Future Directions

From the recent developments, it is clear that the Metaverse is gradually undergoing
a transformation to a higher and more advanced level. It is evident that Metaverse is
the new frontier of the future world where major technology firms such as Facebook
(Meta), Google, and Microsoft are now venturing into establishing their ground.
The COVID-19 pandemic has also played a role in making people turn to utilize the
Metaverse for distance communication and business [31].



Researchers believe that the Metaverse is still in the process of development and
expansion and will sometimes blend with our society and daily routine. Nevertheless,
major impediments, including data privacy, security, and ethical dilemmas shall
continue to emerge as burning issues that need to be addressed. Hence as the
Realms of Metaverse increase, research and collaboration across various fields will
be crucial in order to have harmonious progress that will benefit everyone in society
as we progress in the future.

2.3 Authentication

In simple terms, authentication is a process of recognizing and confirming the iden-
tity of a user requesting to access a particular system or certain particular service.
It confirms the identity of an entity, which is especially important for safeguarding
digital systems and businesses. The following information looks at concepts related
to authentication in detail.

2.3.1 Types of Authentication

Depending on the verification factors, there are three authentication techniques [33]:

1. Something You Know: This type includes details that are personal to the
user only, for instance, log in details to an account, or identification numbers.
It remains vulnerable to phishing attacks, brute force, and social engineering.
For instance, a user enters their password or answers a security question to
log in to an account.

2. Something You Have: This type utilizes objects that are possessed by the
user. For example, smart cards, tokens, and mobile devices. It is relatively
more secure compared to knowledge-based methods but there is the risk of the
object being misplaced or stolen. For example, a user inserts a smart card into
a reader or uses a one-time password (OTP) generated by an authentication
token or mobile app.

3. Something You Are: It employs data such as fingerprints, facial recognition
mechanisms, or scanning of the eyes to authenticate a persons identity. This
type of identification can be said to be very secure because it involves using
biometric features, which are believed not to be comparable to any other
thing, although there are costs that come with it such as privacy and quite
recently biometric data leakage. For instance, a user unlocks their phone using
fingerprint recognition or logs into a system through facial recognition.

2.3.2 Multi-Factor Authentication (MFA)

MFA makes up at least two of the mentioned above types of authentication to
increase the security of the system. For instance, a user might be required to use a
password-which is knowledge-based, and a code from their mobile phone which is a
possession-based authenticator to access their account. MFA then minimizes the risk
of unauthorized entry in the system by introducing different levels of authentication
involved [39].



2.3.3 Challenges in Authentication

In spite of improvement, there are still a number of issues with the present authen-
tication system [32]:

1. Usability vs. Security: In many cases, the main problem of the process
of authentication is the balance between Ease of use, which means that users
should not face any difficulties in the process, and Security which means that
the system should be as protected as possible and intruders should not be
able to perform the process of authentication. This is especially true when the
format of authentication requires multiple steps which may in the long run
discourage the users.

2. Scalability: The management of authentication is always difficult as the
system gains complexity. One of the most significant problems is how to
maintain an adequate level of security when applied to a numerous number of
users and devices.

3. Privacy Concerns: Storing peoples distinctive characteristics as well as
other types of personal information leads to privacy violation threats and
data leaks.

2.4 Non-Fungible Tokens (NFTs)

NFT is a cryptographically secure token that proves ownership or guarantees the
authenticity of an item, even if it is digital. Unlike Bitcoin, or any other cryp-
tocurrency for that matter, NFTs cannot be exchanged in a 1:1 manner, as they
are non-fungible a concept that offers a whole new way of confirming and exchang-
ing ownership rights to tangible and intangible assets [25]. We will be discussing
concepts related to using and managing NFTs below.

2.4.1 Origins and Evolution

NFT started out in 2012 with the introduction of the Colored Coins in the Bitcoin
platform. These were earlier suggested by Yoni Assia and were planned to represent
physical assets like property or shares where certain satoshis would be set as the
smallest value of Bitcoin. Nevertheless, Colored Coins encountered certain problems
because of the Bitcoin scripting language that contributed to the creation of other
sophisticated blockchain technologies [7].

Ethereum, which was developed in 2015, introduced the feature of smart contracts in
the blockchain. This set the stage for NF'Ts on Ethereum, which was the dominant
platform for such items [§].

2.4.2 NFTs Work Flow

The process of creating an NFT involves several key steps[25]:

1. Minting: The process to create an NF'T is called minting. Minting converts
digital assets into crypto assets on the blockchain. It is done by using smart
contracts.
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2. Smart Contracts: On Ethereum, ownership and transferability of an NFT is
managed using smart contracts. The most commonly used standard for smart
contracts is ERC-721.

3. Metadata: Metadata contains important data that can describe the at-
tributes of each NFT. It is stored on the blockchain and generally contains
data related to the creator’s identity, history of the asset, and any additional
attributes.

4. Storage: Although we store the NF'T on the blockchain, the asset is generally
stored in somewhere else to save gas fees.

2.4.3 NFT Standards

There are different kinds of NFT standards available to fulfill various functionalities:

1. ERC-721: This was the first standard for NFTs on Ethereum. It makes it
possible to generate new tokens with an ID number and due to that, one token
cannot be exchanged with the other token. This standard is perfect for digital
art, non-fungible tokens, collectibles, and items in virtual games.[25]

2. ERC-1155: Introducing an enhancement to the ERC721 standard, ERC1155
enables the users to create both fungible and non-fungible tokens in a single
contract. This is less costly in terms of gas fees and space and is preferable
for gaming where several forms of assets are likely to be used.[25]

2.4.4 NFT-Based User Authentication

NFTs have recently been proposed as a special means of authenticating user iden-
tities since they rely on blockchain technology to enable unique digital signatures.
Currently, NFTs are nontraditional tangible assets contained on the blockchain and
linked to metadata that can embody various forms of identity credentials. As a re-
sult of connecting an NFT to the user identity, it allows the system to authenticate
users in a distributed and safe manner. Next, we will be discussing the process,
advantages, and challenges of NFT-based user authentication[29]:

Process:

1. Issuance: A reliable third party, such as an organization, creates an NFT
that contains the users details, and this is recorded in a blockchain.

2. Verification: If authentication is needed, the system checks whether the NFT
is genuine and belongs to the rightful owner through the help of blockchain
validation.

3. Access Granting: Once the ownership is confirmed, the user is given the
green button, and s/he is allowed to use the system or service.

Advantages:
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1. Security: Blockchain technology guarantees that data related to NF'Ts cannot
be changed or modified in any way, thus strengthening the protection of the
identification procedure.

2. Decentralization: It also has the advantage of eliminating the necessity of
central control of the users information and accounts, thus minimizing poten-
tial risks of data leakage from a single source.

3. Uniqueness: Collectively, each of the NFTs is distinct and gives the mecha-
nism a solid foundation to guarantee and authenticate unique identities.

Challenges:

1. Complexity: It can be challenging to implement due to its drastic changes
in the architecture of its design and utilization of NFT in the process of au-
thentication.

2. Adoption: It is worth mentioning that some of the sectors have already used
some sort of verification to a considerable extent. However, for the use of
NFTs for authentication to be made as a standard practice, it may probably
take time.

3. Privacy: Managing the identity of users together with anonymity and main-
taining the network clear and open, is also an issue with otherwise uses of a
blockchain.

2.4.5 Future Prospects

However, NFTs are not without issues, such as the problems of energy consumption
caused by Ethereums proof-of-work consensus algorithm. This caused proposals for
creating blockchain alternatives, such as proof-of-stake, that are more ecologically
friendly. In addition, the market has been noted to be very speculative, which
has sparked concerns about its viability and even the potential for market bub-
bles. Moving forward, NFTs will continue to diversify its involvement in numerous
sectors including gaming, entertainment, real estate as well as in finance. New en-
hancements in the ways of connection, management, and interface with NFTs are
likely to enhance the practicality, adoption, and usability of these digital assets [28].

2.5 Federated Identity Management (FIM)

Federated Identity Management is an identity management system that allows users
to authenticate in different organizations and get services using a single set of cre-
dentials. In a federated identity system, entities, such as the service provider and
the identity provider, establish trust between each other in order to exchange user
authentication data securely. This is typically used when the users require access to
services from different organizations without having to provide individual logins.
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2.5.1 Key entities in Federated Identity Management

1.

Identity Provider (IdP): An Identity Provider (IdP) authenticates a user
and maintains the user’s credentials which include usernames, passwords, or
other authentication tokens. The IdP verifies the user’s identity and after
successful authentication, an authentication token is provided that can be
shared with other metaverses.

Service Provider (SP): A Service Provider (SP) is an entity that provides
services or access to resources (such as websites, applications, and platforms)
that users desire to access. Instead of managing the user credentials itself,
the Service Provider trusts the Identity Provider to verify the user. After the
identity provider authenticates the user, the service provider gives the user
access to services.

User (Clients): A user is an entity that obtains services from Service Providers
(SPs) upon successful authentication by an Identity Provider (IdP).

2.5.2 Federated Identity Management Operation

o A federated identity management system builds trust relationships amongst

different domains (e.g. a company, a platform, or a service). They agree to
trust any authentication done by a trusted Identity Provider. By doing so,
users can use these services from any one domain within them without having
to re-enter their credentials at each one.

Once authenticated by an Identity Provider, a user receives a token (often
using standards like SAML, OAuth, or OpenID Connect). This token includes
information about the users identity and is sent to the Service Provider to allow
them to access without requiring the user to authenticate again.

2.5.3 SAML in Federated Identity Management

Security Assertion Markup Language (SAML) is an XMI-based open standard for
exchanging authentication and authorization data between parties, specifically be-
tween an identity provider (IdP) and a service provider (SP) based on the Federated
User Identity model[3]. SAML enables a secure, federated authentication process
by allowing the identity of a user to be verified and communicated across different
systems without exposing sensitive credentials. SAML is built around several key
XML-based components that facilitate the secure transmission of data between an
identity provider (IdP) and a service provider (SP)[3]:

i

1i.

SAML Assertion: The core data structure in SAML, an assertion is an XML
document that contains statements about a users authentication, attributes,
and authorization. The IdP issues this to communicate the user’s identity and
authorization rights to the SP.

SAML Protocol: This defines the rules and procedures for communication
between the IdP and SP, outlining how requests for authentication and re-
sponses (assertions) should be formatted, transmitted, and handled.
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1ii.

v.

SAML Binding: SAML bindings specify how SAML protocol messages are
transported over underlying communication protocols such as HTTP or SOAP.
For instance, HT'TP-Redirect and HT'TP-POST are common bindings used to
exchange SAML messages in web-based scenarios.

SAML Profile: Profiles define specific use cases and provide detailed im-
plementation guidelines for various scenarios, such as Single Sign-On (SSO).
They ensure that SAML is consistently applied across different systems, mak-
ing interoperability possible.

In a typical SAML authentication flow, three key entities are involved: the user
(client), the identity provider (IdP), and the service provider (SP). The SAML
protocol flow is captured in figure 2.1, where, in the Web Browser SSO Profile,
both the SP and the IdP belong to a federation, and the binding is the HT'TP post
binding, the flow is as follows:

ii.

iii.

v.

vi.

User Request to Access SP: The process begins when a user attempts to
access a service provided by the SP. The user may not yet be authenticated
at this point. The SP recognizes that it relies on an external IdP for user
authentication.

SP Initiates Authentication Request to IdP: Since the SP does not
handle the user’s authentication directly, it sends a SAML authentication re-
quest to the IdP. This request typically contains information about the SP,
including the URL the user is trying to access. The request is either sent
through the users browser (browser-based flow) or directly via back-channel
communication, depending on the implementation.

User Authentication by IdP: Upon receiving the request, the IdP checks
if the user is already authenticated (via a valid session or token). If the user is
not authenticated, the IdP prompts the user to log in, often using credentials
like a username and password or another authentication method (e.g., multi-
factor authentication). The IdP verifies the credentials and creates a session
for the user if authentication is successful.

IdP Issues SAML Assertion: After successful authentication, the IdP gen-
erates a SAML assertion, which is a structured XML document containing au-
thentication information about the user, such as the user’s identity, attributes,
and any roles or permissions. The assertion can also include an expiration time
for the authentication and the assurance level of the identity verification pro-
cess.

Assertion Sent to SP: The IdP sends the SAML assertion back to the SP,
usually by redirecting the user’s browser to a pre-defined URL at the SP (Single
Sign-On (SSO) URL). The assertion is often signed and may be encrypted to
ensure integrity and confidentiality during transmission.

SP Validates the Assertion: The SP receives the SAML assertion and ver-
ifies it by checking the digital signature and ensuring it matches the expected
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Figure 2.1: SAML protocol flow

information (e.g., the identity of the IdP, timestamps, and target URL). The
SP also confirms that the assertion has not expired and that it includes the
necessary information for service authorization.

vii. User Granted Access to SP: Once the assertion is validated, the SP grants
the user access to the requested service based on the information provided
in the assertion. The SP may create a session for the user to maintain their
authentication state across subsequent interactions within the same session.

2.5.4 Single Sign-On (SSO) in Federated Identity Manage-
ment

Single Sign-On (SSO) is one of the most important features of federated identity
management because it lets each user log in once and then appear to be able to log
into multiple related systems without having to reenter separate credentials for each
one. SSO simplifies the user experience because it allows users to access different
systems without having to remember different credentials, which ensures security in
any system. Heres how SSO typically works within a federated identity model:

o The user enters their credentials into a primary Identity Provider (IdP).
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o If the login is successful the IdP issues a session token or authentication as-
sertion.

o When the user requests access to other SPs services, this token will be passed
to them.

» Each Service Provider checks the token against the IdP’s validation and allows
the user access without needing additional authentication.

With SSO, the friction is reduced for multiple logins and the user experience is
improved; federated identity management also ensures that each system and orga-
nization trusts the same set of credentials. By factoring in the authentication and
authorization processes, users get access to multiple services easily, while organi-
zations can keep their security posture strong by having the authentication tasks
delegated to trusted identity providers.
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Chapter 3

Literature Review

In this chapter, we present a summary of relevant research works and provide a
comparison between different papers in Table 8.2.

The research paper [40] focuses on the issue of technologies of Metaverse and the
applicability of non-fungible tokens (NFT) to safeguard copyrights in this virtual
world. In the context of this paper, various threats and opportunities that ap-
pear within the evolving digital environment will be discussed in detail, especially
regarding the security and authenticity aspects of digital transactions within the
Metaverse. The authors highlight the privacy and ownership, authenticity concerns
in the Metaverse where standard legal concepts such as copyright and ownership are
being tested. This research aims to advance a more secure and protected quantum-
based NFT solution that will also safeguard copyrights in Metaverse. Furthermore,
the paper discusses the basic technologies underpinning NFTs, including blockchain
technology and smart contracts, and their importance in providing copyright protec-
tion. It also describes the approaches and the methods that NFT marketplaces have
adopted to enhance security, prevent copyright violations, and ensure that the Meta-
verse fosters respect for intellectual property rights. Furthermore, the paper presents
the concept of quantum hypergraph states as well as its possibility to apply them
to the construction of secure blockchain systems, offering an alternative approach
to traditional ledger and hash functions. In conclusion, the given research paper
offers relevant information on the use of Non-Fungible Tokens (NFTs), blockchain
technology, and copyright protection in the context of the Metaverse. It offers a
comprehensive analysis of the security measures implemented by NFT marketplaces
in different countries, highlighting the advancements and challenges in this rapidly
evolving landscape. The proposed quantum NF'T solution presents a novel approach
to enhancing security and ensuring copyright protection in the Metaverse, paving
the way for future studies and implementations in the field.

Hong et al. [30], published an eye-blinking EOG user authentication system based
on a blockchain, Ethereum, and Non-Fungible Token (NFT). The study suggests
that the decentralized system based on blockchain technology can solve the prob-
lems associated with the use of traditional methods of user identification. The study
proposes to implement blockchain technology to eliminate the challenges linked to
ordinary user authentication methods. The article presents a method for the stor-
age distribution of biometric factors of users identification based on NFT and IPFS;,
implemented through the Ethereum platform. The paper’s key contributions in-
clude providing a safe mechanism for handling user biometric data, showing the
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registration and authentication procedures in the proposed model, and assessing its
effectiveness. They efficiently incorporate eye-blinking EOG data as a secure au-
thentication technique while also separating the service and storage environments to
improve security. Furthermore, it discusses how to utilize the Ethereum blockchain,
NFT, and IPF'S for distributed storage; and how biometric information can be fabri-
cated or falsified. In conclusion, the research emphasizes the effectiveness of applying
blockchain technology and NFT for ensuring the safety, openness, and credibility of
login procedures for customers. It describes how blockchain can address the limita-
tions of the current approaches to authentication and guarantee a reliable outcome
for accredited user authentication and data validation.

Fauzi et al. [22], introduced a new approach to the integration of Non-Fungible
Tokens (NFTs) in enhancing the security of Single Sign-On (SSO) systems based
on OpenlD Connect and OAuth 2. 0 protocols. The study assesses todays security
concerns with the existing SSO systems, with the primary focus on the IDP. In-
troducing the idea of applying NFTs as IDC ownership proof allows the authors to
aim at enhancing the security levels and usability of the employed IDPs authenti-
cation process. The concepts considered in the paper are the SSO application with
the necessary options for registration, password recovery, and log-in; the model and
architecture for NFTs integration with SSO; and the explanation of the login pro-
cess and NFT operation on OIDC and OAUTH 2. 0. The authors offer very vivid
illustrations of how NFTs help overcome typical weaknesses, including ID spoofing,
key confusion, etc., in conventional SSO platforms. This paper also raises a concern
about the lack of study on scalability, real-world testing, and a comparison with
other SSO solutions. In general, the paper discusses the benefits of implementing
blockchain-based NFT to eliminate shortcomings of conventional SSO. It shows how
with NF'T, the concept of digital identity can be altered significantly and offers a re-
alistic approach to how the level of trust and security in user authentication may be
improved. From the study displayed it is observed how the current use of blockchain
technology is capable of handling the management of the authentication methods
and providing a reliable solution towards the removal of existing methods which
hampers the trust and data integrity of the users.

Banaeian et al. [34], explored the use of Non-Fungible Tokens (NFTs) as a tool
for managing identities in metaverses. It Solves the challenges of managing dis-
tributed identities in metaverses, like users having multiple different identities to
manage, providing certificates for authentication on metaverses, and handling se-
curity and privacy issues. Namely, it shows that we ultimately need to reconcile
appropriate levels of decentralization with the idea that a non-regulated system will
never be allowed at an institutional/centralized level. It explores how identity and
authentication are critical and discusses the importance of using non-fungible to-
kens (NFTs) for identity management in digital worlds, especially metaverses. The
research delves into the utilization of NFTs for assigning unique digital identities
to users in metaverse environments, emphasizing their advantages such as trans-
parency, immutability, and verifiable proof of ownership. It also addresses issues
related to keeping an eye on identities in a distributed system and managing them
without any vogue. Moreover, the proposal introduces the cryptographic tools as
their own solutions to fix these problems. Additionally, it highlights the multitude
of possibilities metaverses carry with their wide adoption, such as the potential for
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job creation and investments, as well as how digital twins can be used to enrich
realistic experiences.

Guidi et al. [35], explored the societal implications of Non-Fungible Tokens (NFTs)
in the context of the Metaverse economy. The authors delve into the use of NFTs
to represent virtual assets and properties in the Metaverse, focusing on platforms
like Decentraland and The Sandbox. increasing prices of Metaverse parcels over
time, making acquisition prohibitive and fueling a speculative market similar to
physical real estate. It identifies factors driving parcel prices, such as proximity to
landmarks, roads, squares, and parcels owned by influencers or enterprises. The
analysis uncovers trends in parcel sales, emphasizing the impact of NFTs on the
Metaverse estate economy. The paper suggests further research on the social impact
of NF'Ts in the Metaverse economy, particularly in understanding the driving forces
behind parcel prices and the implications for wider adoption of Metaverse platforms.
The study provides valuable insights into the evolving landscape of the Metaverse
and the role of NF'Ts and blockchain technology in shaping its economy.

Tsegaye et al. [38], presented a comprehensive strategy for combating counterfeit
products using blockchain technology and Non-Fungible Tokens (NFTs). They pro-
pose a system that leverages decentralized networks and NFTs to securely authenti-
cate product information. The paper provides a clear outline of the implementation
steps for the proposed system, explaining how NFTs and QR codes are utilized to
authenticate products and prevent the entry of counterfeit goods into the market.
Additionally, the paper discusses the technology and tools employed in developing
the system, including ReactJS, Bootstrap, Solidity, Hardhat, OpenZeppelin, and a
MongoDB database.

Kim et al. [36], described the method of user authentication in the avatar with the
help of DID (Decentralized Identifiers) and SBT (Soul Bound Tokens). The system
provides an innovative approach to verifications of identity without revealing per-
sonal details from the blockchain through Zero-Knowledge Proofs. In addition to
this, it also embraces the privacy aspect of the contract because it can be made in
such a way that some information can be concealed while others are revealed. How-
ever, some of the limitations stated in the paper include the areas of technicality that
include the need for a trusted issuer for creating DID credentials and compatibility
issues between the wallets address and DID credentials. In addition, the room for
improvement in relation to the existing methods of KYC can be established based
on the comparison with the proposed system. In conclusion, the paper enhances the
progressive development of decentralized identification frameworks integrated into
Web3 solutions.

Manzoor et al. [37], provided a comprehensive insight into the development of the
framework that overcomes the problem of authenticity, integrity, interoperability,
and efficiency of Metaverse applications. In this paper, a novel security model that
leverages Non-Fungible Tokens (NFTs) and Proof-of-Stake (PoS) consensus within
the blockchain scenario is proposed to improve the security and effectiveness of data
transactions. An important finding that distinguishes the paper is the deployment
of NFTs for user verification and PoS for data validity in a Metaverse context,
thereby resulting in the optimization of the overall value of throughput, scalability,
and security of Metaverse applications. All in all, by integrating all these tech-
nologies, the proposed work presented here shows the merits and effectiveness of
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the framework in defending and optimizing decentralized applications security and
performance. In addition, the authors discuss more details about each technology
area and its importance in constructing the framework. In this work, by performing
an experimental analysis for Ethereum augmented with smart contracts and NFTs,
and Proof of Stake consensus algorithm, the practical implications use and quanti-
tative efficiency of the proposed framework have been demonstrated. Evaluations
of the throughput and scalability show that the proposed NFT-based blockchain
solution is the best fit for the Metaverse given its capability in maintaining data
authenticity, data integrity, and data interoperability. All in all, the paper provides
a clear and coherent discussion on the integration of NFTs, blockchain technology,
and PoS consensus model in enriching Metaverse applications. As a result, the
presented framework does not only respond to the current issues but also offers po-
tential for future development in security and extendibility within the Metaverse
domain. Thus, the paper is a highly useful contribution to mapping the trends and
developments in using blockchain-based security models in the novel generation of
decentralized applications. In Table 8.2, a comparison between key aspects has been
highlighted for a better understanding of the discussed paper.
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Chapter 4

Proposal

In this section, we present our proposal (Section 4.1) and a threat model (Section
4.2) and then analyze many functional and security requirements (Section 4.3.1)for
the proposed Secure authentication mechanism for metaverse Using Non-Fungible
Token.

4.1 System Proposal

Our goal in this research article is to employ a non-fungible token for revolutionary
Metaverse authentication.

The comparison Table (Table 8.2) illustrates various strategies and techniques for
authenticating the Metaverse Application. However, It has a few lacking while
providing a complete and coherent solution using NFTs to address all the significant
issues like security, usability, scalability, etc. The Table (Table 8.2) indicates several
research efforts have focused on specific topics such as enhanced security, production
verification, and identity management, but none of them offered an overall integrated
approach that effectively combines various components.

To bridge this research gap, our proposal aims to create a reliable and trustwor-
thy authentication mechanism utilizing NFTs to secure identities, ensure scalability,
and provide transparency in the Metaverse. One of the significant aspects that we
present is the concept of Federated Metaverse, which expands on the notion of feder-
ated identity systems to enable smooth transitions between multiple Metaverse. In
a federated Metaverse, several Metaverse platforms will use a single identity man-
agement and authentication system to create a Circle of Trust (CoT). This idea
solves a significant research gap: users are frequently limited to specific platforms,
necessitating distinct authentication procedures. It facilitates interoperability across
multiple Metaverse and allows users to carry their identity and credentials between
platforms without re-authenticating repeatedly. This strategy offers a reliable, de-
centralized way to manage identities across several virtual environments, which not
only increases user convenience but also strengthens security.

Our proposal intends to establish such federated architecture by utilizing NFTs in
combination with blockchain technology. By doing this, we guarantee that users may
engage across multiple Metaverses in a smooth manner while adhering to platform-
specific guidelines and standards and preserving a reliable, consistent identity.
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To overcome these shortcomings, our proposed approach using NFTs to develop a
strong authentication system for metaverse applications that will guarantee:

i

ii.

1il.

iv.

Complete identity management: Each user in the metaverse application
will be given a unique, unchangeable identity that will be secure and verified
using NFTs.

Improve Security and scalability: To improve the security and scalability
in metaverse applications, we can combine NFTs along with some cutting-edge
blockchain protocols like Proof of Stakes (PoS).

Information and product verification : making use of NFTs in order to
verify the legitimacy of digital assets and to ensure the safety and transparency
of all ownerships and trade activities within the Metaverse environment.

Federated Identity for Metaverse: By employing a single authentication
mechanism, our method will allow users to move between several Metaverse
in a federation. We want to establish a Circle of Trust (CoT) that facilitates
secure and uniform identity management across Metaverses by utilizing NFTs
and a common registry across many platforms. This ensures users have a
reliable and easy transition across multiple Metaverse without compromising
security or guidelines to platform-specific guidelines.

By combining these components, our solution will provide a scalable, secure, and
intuitive authentication system for metaverse applications.

4.1.1 Methodology

There are six necessary steps based on the design science research methodology. The
Design Science Research Methodology (DSRM) is an organized process for creating
and assessing artifacts to solve recognized issues or difficulties, specifically within
the fields of information systems and related fields [1]. The following steps we need
to follow to propose research are:

1.

Threat modeling: In the initial step, we will determine and evaluate possible
security risks and vulnerabilities related to NF'T-based Metaverse authentica-
tion.

Requirement Analysis: In the requirement analysis step, we identify and
analyze the functional and non-functional requirements essential for the secure
authentication mechanism in the metaverse using NFTs.

Architecture Design: In this step, the overall work plan of the assigned
literature for developing an authentication system will be designed. Key com-
ponents and their interactions are defined to ensure a secure and efficient
system.

. Protocol Flow: The protocol flow step outlines the detailed steps involved

in the NFTs authentication process.

. Implementation: In the implementation phase, the designed architecture

and protocols are developed and integrated into the metaverse system.
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6. Testing & Evaluation: The last step is the testing and validation process
where the implemented system is tested to see if it meets all the requirements
and functions optimally.

In Figure 4.1, A visual representation is given for the methodology steps for better
understanding.

Architecture Design

Protocol Flow

Implementation

Testing & Evaluation
Figure 4.1: Methodology Steps

Here, we first examine the ideas of Blockchain, Non-Fungible Tokens, Metaverse, and
authentication mechanisms in order to properly grasp the topic. We have therefore
read a number of books and research articles in order to be able to convey the central
idea that is necessary for the thesis. Next, we discovered an issue with the current
authentication protocols, particularly with online services like Metaverse.

In the next sub-section, our focus is mainly on Thread modeling and Requirement
Analysis.

4.2 Threat Modeling

Threat modeling is a way of utilizing a model to evaluate threatening factors that
can cause security issues in any system [11]. This way it also enhances the strength
of the systems as any faults are pinpointed before the faults are even put in place.
Since our work is dedicated to using NFTs for authentication in the metaverse,
where identity management plays a vital role, threat modeling is required. In order
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to categorize the threats we have identified, we have selected the STRIDE threat
model [11], which is quite popular and which preserves the legitimacy, improbability,
confidentiality, availability, integrity, and authorization of your system.

T1

T2

T3

T4

TS

T6

4.3

Spoofing: In metaverse, intruders may steal login information or use some
other means to steal the metaverse identity and avatar of a user.

Tampering: Intruders may modify tokens or other data that may be linked
to an NFT, together with the ownership of digital assets or the details of the
tokenization methodology. This might further erode confidence in the use of
the NFT for purposes of validation and genuineness.

Repudiation: In an open world like metaverse, users may reject operations
such as NF'T transfer or activity in the virtual society. This can be a challenge
when it comes to holding someone responsible and keeping records of historical
events on a blockchain since some blockchains do not offer good logging or
auditing.

Information Disclosure: In metaverse, identities of users, ownership of an
NFT, and the authentication details could get leaked accidentally. This can
be due to weak encryption, weak access control, insecure APIs, or logging
mechanisms that compromise user privacy and hence hinder the adoption of
an NFT-based authentication system.

Denial of Service (DoS): It can be used to disrupt services and impede the
functioning of NF'T marketplaces and metaverse platforms, blocking users and
their avatars as well as their transactions with each other and between them.
This can be done by providing too much traffic to the network so as to cause
congestion or by identifying a likely time when the system vulnerabilities are
likely to be exploited.

Elevation of Privilege: Specific weaknesses may include system vulnerabil-
ities that the hackers can exploit to gain higher privileges or in the process of
creating, modifying, or deleting NF'Ts or even interfering with authentication
procedures. This can become a major issue of concern because it may compro-
mise the stability as well as security of the general metaverse authentication
system [18].

Requirement Analysis

Before implementing the model, it is necessary to carry out a requirement analysis.
It is also important to note that prior to the implementation phase, it is helpful to
discuss and assess functional and non-functional or security requirements to avoid
future problems that may hinder us from doing our work effectively. Functional
requirements state what is required of the system to be effective and efficient while
nonfunctional requirements state security issues and other important aspects of the
system.
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4.3.1 Functional requirements

This sub-section outlines the capability and essential components of our proposed
system is represented by functional requirements.

o F1: Implementing an NFT-based authentication to preserve the privacy of
metaverse users.

o F2: Developing a blockchain middleware to authenticate user interaction with
the system as well as mitigate centralization problems.

o F3: Ensuring various metaverse platforms can integrate properly with the
authentication system.

o F4: Enabling users to authenticate using authentication NFTs from their
digital wallet (E.g. Metamask).

4.3.2 Security requirements

This sub-section outlines the capability and essential components of our proposed
system represented by security requirements.

o S1: As we are using NFT-based identity management, access to the services
will be strictly given only to those who have verified and genuine NFT cre-
dentials, thus mitigating T1 and T6.

e S2: Implementing blockchain technology that will track every authentication
transaction in the chain should make data tempering difficult and ensure ac-
countability for every transaction. This will mitigate T2 and T'3.

o S3: Ensure to filter out and mitigate all the requests that do not have a proper
and valid NFT credential and thereby mitigate T5.

e S4: Use secure encryption methods for the exchange and storage of data which
should mitigate T4.
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Chapter 5

Architecture

In Figure 5.1, we present an architectural representation of our proposal. The dia-
gram illustrates a system where a user engages with a Metaverse Federation to obtain
services. The flow can be demonstrated through various situations, depending on
the user’s registration status and their current NFTs recorded inside the Blockchain
system generated via the Metaverse federation or certain Metaverse. The architec-
ture gives users flexibility by enabling them to authenticate with several NFTs in
different Metaverses, all the while preserving the process’s security and integrity
through an integrated trusted body.

The application makes use of a public blockchain in order to user authentication
via providing a transparent and decentralized approach to manage and validate the
NFTs in order to authenticate the user produced through the Metaverses within the
federation. It will allow the user’s credentials to be accessed and validated in all
participating Metaverses. Users will get full visibility of the issued NF'Ts for them
by different Metaverse. As long as the NFT was issued by a reliable Metaverse or
the service provider Metaverse, the user will be allowed to choose any of them for
authentication.

The ERC-721 standard non-fungible tokens (NFTs) are used in each Metaverse in
this federation to authenticate and identify users. This guarantees compatibility
across Metaverses and streamlines the process of confirming the legitimacy and
ownership of NFTs on various platforms. The federation’s trust requirements are
fulfilled by using ERC-721, which ensures that each user’s NFT is distinct, non-
fungible, and safely maintained on the public blockchain.

In order to develop trusting connections with other Metaverses, each Metaverse in
the federation creates a trustee body. The initial protocol for the Metaverse does
this by establishing a registry table shown in Figure 5.1. The registry table contains
a list of various Metaverses that can attest to a user’s identity by verifying the NFTs
generated via those Metaverses. This serves as the basis for a circle of trust (CoT)
in which various Metaverses serve as one another’s Identity Providers (IdP).

The authentication process begins when a user sends a request to a service provider,
in this case of Figure 5.1, Metaverse 1 (M1), to access specific services. To verify
the user’s authenticity, Metaverse 1 (M1) first sees if they have an NFT. If the user
is not verified by Metaverse 1 (M1), It consults its trusted partners, Metaverse 2
(M2) and 3 (M3) to see if the user has been authenticated. If none of the metaverses
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Figure 5.1: Architecture of the proposed system

have verified the user, the user can request to create an NFT and be authenticated
by any of the metaverses acting as identity providers. When the NF'T is generated,
a transaction is recorded on the blockchain proving the ownership between the user
and the NFT. This ownership is verified by the blockchain and sends a response back
to the metaverse. The verified ownership of the NFT is then transmitted back to
Metaverse 1 (M1) and ultimately returned to the user, completing the authentication
process and allowing the user access to the requested services.

This architecture provides a secure, adaptable, and transparent user authentica-
tion process throughout a Metaverse Federation by utilizing the feature of public
blockchain system and NF'Ts that comply with ERC-721. The relationship of Trust
between Metaverse holds in individuals’ registry tables provides redundancy and
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improves users’ experience, by ensuring users can authenticate using pre-existing
NFTs. By utilizing the structure, the Metaverse Federation can offer seamless ser-
vice access while preserving the security, confidentiality, and authenticity of users’
identities.
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Chapter 6

Use-case & Protocol Flow

We show the use cases with their protocol flows of our proposed architecture in
this section. We have discussed and elaborated the data model in (Section 6.1).
Then we have shown some specific alforithm in anohter subsection. Moreover, we
have discussed different protocol flows in (Section 6.3), (Section 6.4), (Section 6.5),
(Section 6.6). We have also mentioned all the cryptographic notation that have been
used in each protocol flow in (Table 6.1) and they are self explanatory.

Notations Description
U User
MYV, 1" Metaverse of federation
SC; Smart Contract of Blockchain or Registry Table or Federation
Signature; cryptographic proof of i"® Metaverse Admin or Users
NFT,, NFT of MV, for U
NFTSY, veseertvv All the NFTs of the user issued by trusted Metaverse in the federation
SignedCredentialsy;,, | Signed credentials of a user by i* Metaverse
Wallet Address; Wallet Address of i** Metaverse of the federation or the User
URL; A URL Address of i** Metaverse of the federation
N; A fresh Nonce
[.. ]k Communication over a channel encrypted with key K
[...] Communication over an unencrypted channel
I[---1] Optional data

Table 6.1: Cryptographic Notations

6.1 Data Model

In table 6.2, the data model is designed to facilitate a system to handle request
(req) and response (res) of different operations such as authentication, the minting
of NFTs, the verification of credentials, and Metaverse registration. Each of these
requests causes a particular response: registerMetaverseReq, get URLReq(U RLmwv),
addTrusteeReq, SignatureReq, serviceReq, registryCheckReq, Wallet AddressReq,
NFTReq, addUserAllowenceReq, isUser AllowenceReq, registerReq, NFTMintReq,
NFTMetadataReq.

All these requests cause similar responses: registerMetaverseRes, get URLRes(U RLmwv),
addTrusteeRes, SignatureRes, NFTRes, serviceRes, registryCheckRes, NF'TMintRes,
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Wallet AddressRes, addUser AllowenceRes, isUser AllowenceRes, NF'TMetadataRes,
registerRes. Each request triggers a corresponding response, ensuring that tasks are
executed securely and appropriately.

The service Req initiates a request using a URL and an optional inviteCookie, while
the serviceRRes provides access to the relevant service. The register Req includes
a service provider URL (urlysy;) and a nonce (N;) to initiate the registration pro-
cess, with the register Res confirming the registration. The credential Req seeks
credentials, and credential Res returns a verifiable credential (V Cyyy;) issued by the
metaverse.

User credentials (such as email and username) are managed in credentials, which
may also include mvCredentials that the metaverse uses for identity purposes. The
NFT MintReq involves a request for minting an NFT and includes NFT details.
Upon minting, the NFT MintRes generates and returns the NFT token (NFT}y, ).

req 2 (register MetaverseReq, getU RLRequgL,,,), addTrustee Req, SignatureReq,
NFTReq, serviceReq, registryCheck Req, Wallet AddressReq,N F'T' MintReq,
addU ser AllowenceReq,isU ser Allowence Req ,N F'T MetadataReq, register Req, )

res 2 (register MetaverseRes, getU RLReswgL,,,), addTrusteeRes, SignatureRes,
NFTRes, serviceRes, registryCheck Res, W allet Address Res, addU ser Allowence Res,
Wallet AddressRes, isUser Allowence Res N F'T' MetadataRes, register Res,
NFTMintRes)

register M etaverseReq 2 (mvPublicAddress)

muSignatureReq 2 (mvPublicAddress, mvTrustRegistry Address)

muCredentials £ (mvPublicAddress, U R L)

addTrustee Req 2 (mvPublicAddress, mvTrustRegistry Address)

addTrustee Res = (Boolean)

addU ser AllowenceReq 2 (mvPublicAddress)

addU ser AllowenceRes = (Boolean)

register Req 2 (urlpsy;)

register Res = (NFT{,)

A :
credentials = (email, username)

NFT MintReq 2 (Name, Email, mvPublicAddress, Signature)

NFTMintRes = (Minted NFT token, N FT{;,)

NFTReq 2 (Request NFT for verification)

NFTRes 2 (Verified NFT response, NFTA%Vi)

registryCheck Req 2 (Identity check request, M'V;)

registryCheck Res 2 (Registry verification response)

Table 6.2: Data Model

The NFT Req sends a request to verify an NFT, while the NFT Res provides the
corresponding verification. The registryCheck Req involves sending identity check
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requests to the registry (MV;), and the corresponding registryCheckRes delivers
the verification response. Furthermore, a metaverse registration can be initiated
through the register MetaverseReq, while the register M etaverseRes confirms the
registration. Then, with addTrusteeReq adding a new trustee request, and the
addTrustee Res confirms the addition of the trustee.

This comprehensive data model ensures secure handling of metaverse credentials,
NFT minting, and verification processes, while facilitating communication between
users, the metaverse, service providers, and the blockchain.

6.2 Algorithm

The section lists the essential algorithms whose functionality supports the func-
tions of the entire system, allowing the safe management of digital assets and the
decentralized management of governance. Similarly to how Identity Provider and
Service Provider can be able to establish a cryptography trust and metadata sharing
to enable secure authentication flows, those are algorithms that facilitate verifiable
operations in our architecture. We shall enter into Algorithm 1 outlining the se-
cure minting process of the Non-Fungible Tokens; Algorithm 2, which describes how
the metadata of NFTs is retrieved depending on their ownership; and Algorithm 3,
which describes the secure and transparent voting mechanism of federation mem-
bership. By themselves, these algorithms establish the functional core of exclusive
communication and decentralized decision-making within the system.

Algorithm 1 safeMint Function

1: function SAFEMINT(address to, string memory name, string memory email,
bytes memory signature)
bytes32 hash = keccak256(abi.encodePacked(to, name, email));
bytes32 message = MessageHashUtils.toEthSignedMessageHash(hash);
address recovered = ECDSA.recover(message, signature);
uint256 tokenIld = nextTokenId++;
TokenMetadata memory metaData;
metaData.name = name;
metaData.email = email;
metaData.id = tokenlId;
metaData.creator = recovered;

_tokenMetadatas[tokenId] = metaData;
_setTokenURI(tokenId, "https://drive.google.com/uc?export=download&id=

,_.
@

[y
DO —

—
b

1B5zU_BwuL3-rH_gm44qLsrfvULkRvI-g") ;
14: _safeMint(to, tokenId);
15: end function

The Algorithm 1 is responsible for minting a new Non-Fungible Token (NFT) safely
on the blockchain. It accepts multiple parameters namely to (the wallet address of
the user), name (the name that is tied to the NET), email (the email that is linked
to the NFT), signature (a cryptographic signature of the metaverse that authorizes
the minting request).
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Then the process is initiated by generating a unique hash of the recipient address,
name, and email with the help of keccak256(abi.encode Packed(to, name, email)).
Through EC DS A.recover(message, signature) one can recover the address of the
signer with this message hash and the provided signature. Furthermore , an Ethereum-
signed message hash is obtained by MessageHashUtils.toEthSignedMessageHash
(hash). This is one of the necessary steps in recovery that confirms the minting re-
quest is made by the true creator or a specified party.

An incremental nextTokenld is created into a new tokenld. After that, a structure
named TokenMetadata is created that is filled with the provided and generated
information being inserted into its name, email, and id variables. The recovered
address is also taken as the creator of this particular tokenld in the TokenM etadata.
Then, such metadata is stored in the _tokenMetadatas mapping to ensure the
association between tokenld and its information.

Then, The _setTokenU RI method is called and is used to set a Uniform Resource
Identifier (URI) to the newly minted token that is to reference a Google Drive
link that includes the on-chain metadata or asset of the NFT. Lastly, the main
safeMint(to,tokenld) method is called to record the official change of ownership
to to address in the blockchain in regards to create new NFT. The whole process of
this provides the necessary level of security, since the only entities will be allowed to
create new tokens of the NFT, and all the corresponding metadata will be attached
and saved appropriately.

Algorithm 2 getNftMetadataByAddress Function

1: function GETNFTMETADATABY ADDRESS(address walletAddress)
2 uint256 nfKeysCount = balanceOf (walletAddress);

3 TokenMetadata[] memory nfKeys = new TokenMetadatal[] (nfKeysCount) ;
4: uint256 currentIndex = 0;

5: for uint256 i = 0; i < _nextTokenlId; i++ do

6 if ownerOf (i) == walletAddress then

7 nfKeys[currentIndex] = _tokenMetadatas[i];

8 currentIndex++;

9 end if

10: end for

11: return nfKeys;

12: end function

The Algorithm 2 allows getting all the NFT metadata tracked by a specific
wallet Address. 1t is a view function, which implies that it does not have any effect
on the state of the block chain and can call it without gas cost.

The following function begins by counting the total amount of NF'Ts possessed
by the wallet Address via the balanceO f(wallet Address). This number is further
employed to create a dynamic array of TokenMetadata, named n f Keys, which is
going to hold metadata information of all NFTs owned by the given address. A
currentIndex variable is set to allow the tracing of the current position within the
array of the nfKeys.

Then the function loops over all active _nextTokenld (that is, all the issued tokens
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on the contract). It makes sure that the ownerOf(i) (the person who holds value
of any token i) is the same as the walletAddress being used. In the event that it
matches, then this NFT is owned by the walletAddress. When that happens then
the TokenMetadata of that token at the _tokenMetadatas[i] mapping is copied to
the nf Keys array at the currentIndex, and then the currentIndex is incremented.
This process goes on untill it checked all the token.

Lastly, the algorithm returns the n f Keys array that is filled with all T'oken M etadata
of the NFTs in the possession of the wallet Address now. This functionality is then
a sort of query to the world to know all the NFTs that belongs to a particular user
on the smart contract.

Then, The Algorithm 3 specifies an important procedure to control membership in
a decentralized federation or governance system. It is mainly used to give current
members a chance to vote on a request and this is usually when a new person is
to join. The function takes two important inputs, namely the candidate Address
of the entity or a person applying to join the association together with a boolean,
approve which indicates whether the present voter approves (true) or rejects (false)
the candidate.

The function carries out some critical checks before the vote can be considered valid,
using several crucial checks as the first stage of the invocation. It will ensure that
only an authenticated member of the federation (msg.sender) may use it, without
allowing illegal ways into participation. It next confirms that the targeted vote
request of the candidate Address is not concluded yet and that the request is active.
A major protection against multiple votes is provided which is that the function
processes through the list of past voters on that request and in case the current
caller is already a voter, then the transaction is rolled back.

There is also a time-based mechanism, whereby a request is considered expired in
case the current blockchain time (block.timestamp) is greater than 7 days after the
time when the vote request was issued (request.timestamp). In the case of this, the
request is made inactive, an event is posted to indicate its expiration, the candidate
is removed any active candidate lists, and the data of the request is destroyed thereby
cancelling the vote.

When all checks are pass, the address of the voter (msg.sender) is added on to the
voters list of that request. The vote count is then updated, that is, when the ap-
prove parameter is set to true, the yesVotes count of the candidate gets increased;
otherwise, the noVotes count increases. After the vote, the role immediately deter-
mines whether enough votes have been cast to achieve a quorum or not. It sums up
the totalVotes (both the yes vote and no vote) and the quorumVotes is calculated
with a certain quorumPercentage of the total active members. In case that the
totalVotes are equal to or greater than the number of quorumVotes as calculated
(meaning that sufficient members have voted to render a decision), the vote request
is set as inactive. The running mate is not also left in any list of limited running
mates to be voted.

At this point, the final decision is made:

o If the candidate is admitted successfully in case the yesVotes exceed the
noVotes. They are added to the members list of the federation, their isMember
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Algorithm 3 voteOnRequest to add into the federation Function

1: function VOTEONREQUEST(address candidate Address, bool approve)

2:

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:

26:
27:
28:
29:
30:
31:
32:
33:

34:
35:
36:
37:
38:

3
4
5:
6:
7
8
9

vote") ;

100;

require(isMember [msg.sender], "Only federation members can
VoteDetails storage request = voteRequests[candidateAddress];
require(request.active, "Vote request is not active");
for uint i = 0; i < request.voters.length; i++ do
if request.voters[i] == msg.sender then
revert("Already voted");
end if
end for
if block.timestamp > request.timestamp + 7 days then
request.active = false;
emit VoteExpired(candidateAddress);
removeCandidateFromVoteCandidates (candidateAddress) ;
delete voteRequests[candidateAddress];
revert("Vote request expired");
end if
request.voters.push(msg.sender) ;
if approve then
request.yesVotes++;
else
request.noVotes++;
end if
uint totalVotes = request.yesVotes + request.noVotes;
uint totalMembers = members.length;
uint quorumVotes = (quorumPercentage * totalMembers + 99) /
if totalVotes >= quorumVotes then
request.active = false;
removeCandidateFromVoteCandidates(candidateAddress) ;
if request.yesVotes > request.noVotes then
address candidate = candidateAddress;
members.push(candidate) ;
isMember [candidate] = true;
metaverses[candidate] = Metaverse(wallet: candidate,

websiteUrl: request.websiteUrl);

emit MemberAdded(candidate) ;
else
delete voteRequests[candidateAddress];
end if
end if

39: end function
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property is changed to true, and other metadata containing their wallet ad-
dress and their weblink URL are stored. An event called MemberAdded is
subsequently published to signal external systems of the new member.

 In-case yesVotes are not larger than noVotes (noVotes are not smaller than
yesVotes), a candidate is rejected, and their related vote request information
is deleted in the system.

The above detailed process makes all membership changes to be democratic, safe
and compliant with set rules and schedules.

6.3 Federated Metaverses Registration Protocol
Flow and Use Cases

To be part of a federation, Metaverses must register in the federation registry. Meta-
verses can register themselves by following the protocol outlined in (Table 6.3):

Steps | Description

M1 MVy —SCrederation : N1, register MetaverseReq, mvCredential s|grrps

M2 SOFederation _>M‘/1 N27 SignatureRedHTTPS

M3 MV —SCrederation : N2, SignatureRes, Signature,,,|arrps

3l
3l
3
3

M4 SClrederation —MVy 1 [N1, register MetaverseRes| yrrps

Table 6.3: Protocol Flow for registration of a Metaverse to Federation Registry

o Step 1: A metaverse (MV;) becomes the first initiator of the registration pro-
cedure by issuing a message M1 containing a nonce (N;), the registration re-
quest (register MetaverseReq), and the credentials (mvCredentials) of M'Vy
that are securely passed using HTTPS to the federation registry(SCrederation)-

o Step 2: In response to message M1, the federation registry (SCrederation) Will
reply with M2, second nonce (N2) and signature request (SignatureReq) of
the metaverse encrypted with HTTPS.

o Step 3: The metaverse (MV]) responds with a message M3, which has the
earlier-received nonce (N2), the signature response (SignatureRes) and the
digital signature (Signature,,,) and this is sent back to the federation registry
(SCFedemtion) via HTTPS.

o Step 4: At last, the federation registry (SCprederation) returns message M4
to the Metaverse (MV)) consisting of the initial nonce (N1) and the success
data of the registration (registerMetaverseRes) which completes the secure
registration of the Metaverse to the federation registry.
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Figure 6.2: Providing Authentication Signature through Metamask
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Figure 6.3: Federation Joining Request Page
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Figure 6.4: Providing Signature for Joining Request

localhost:3000 says

Join request submitted successfully!

Figure 6.5: Request Submission Success Message

Here, a Metaverse Admin will enter the federation shows in (figure 6.1). the, It will
conncet the wallet address to the federation registry Application shows in (figure
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6.2). Then, It will make a join request in the federation in (figure 6.3). After pro-
viding the signature for the joining request like (in figure 6.4), It will be successfully
sent to the federated metaverses like (figure 6.5).

6.4 NFT-Metaverse Federation Membership Pro-

tocol Flow and Use Cases

To act as a member of the federation, metaverses must have to build a trust among
them. Therefore, we will to add these records in a registry by following the protocol
presented in (Table 6.4). The flow is outlined below:

Steps | Description
M1 | MVy —=SCFrederation : [N1, getU RLReq(U RL ., ), Wallet Adressyrya|arTes
M2 SCFederation —)M‘/l . [Nl, getURLRGS(URLMVQ), URLMVQ]HTTPS
M3 | MVy, =MV, : [N2; addTrustee Req, Wallet Address ., |aTrps
M4 | MV, MV @ [N3, SignatureReq, ChallangelarTps
M5 | MVy —MVy : [N3, SignatureRes, Signature,,,, ,URLyv, |laTrps
M6 | MVy —MV; : [N2, addTrustee Res|yrrps

Table 6.4: Protocol Flow for Adding a Metaverse Membership to Federation Registry

Step 1: A Metaverse (MV'1) asks the federation registry (SCregeration) DY
M1 message with nonce (N1), a request of the URL of another Metaverse
(9etURLReq(URLyy,y,)), and the Wallet address of another Metaverse M V5
(WaAddressyy,) through HTTPS.

Step 2: The federation registry (SCregeration) responds with message M2 to
the Metaverse 1 (MV;) with same nonce (N1), response of the URL request
(9etURLReq(URLy,,,)) and the actual URL of Metaverse 2 (URLyy,) via
HTTPS.

Step 3: By using the information received, Metaverse 1 (MV]) sends M3
directly to Metaverse 2 (MV3), comprising a new nonce (N2), a membership
trust adding request (addTrusteeReq) and the wallet address of Metaverse 1
(Wallet Address v, ) through HTTPS.

Step 4: Then, Metaverse 2 (MV3) uses that message by responding with
M4 containing a new nonce (N3), signature request (SignatureReq), and a
challenge value (Challenge) that will be sent securely over HTTPS.

Step 5: Now, Metaverse 1 (MV;) will respond with M5 containing received
nonce (N3), signature response (SignatureRes), digital signature (Signature)
and Metaverse 1 URL (URLyy, ) via HT'TPs.

Step 6: At the last, Metaverse 2 (MV5;) finishes trust registration and sends
M6 to Metaverse 1 (MV}), nonce (N2) and the response of the member-
ship adding process of trustees (addTrusteeRes) in HT'TPS protocol, realizing
trust establishment.
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Figure 6.6: Connecting Metamask Wallet

Figure 6.7: Verifying as Admin

40




&4 MetaMask — O b4

©® Minecraft Admin
Sepolia

Signature request

Review request details before you confirm.

Request from & HTTP localhost:3001

Message
Authenticate as admin

J ——
| Cancel )
M e

Figure 6.8: Providing Authentication Signature through Metamask

Admin Panel of MINECRAFT =

Trusted Metaverses | Add Metaverse [ RemoveMetaverse | | AllowuUsers | | Denyusers | [ RequestStatus

Trusted Metaverses
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Figure 6.9: Initial Trust Registry Screen
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Admin Panel of MINECRAFT (=]
| Trusted Metaverses | [ Remove Metaverse | | AlowuUsers | | Denyusers | [ RequestStatus |

Add Metaverse
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Figure 6.10: Requesting to Add a Metaverse to Trust Registry

localhost:3001 says

Add Request Sent Successfully

Figure 6.11: Confirmation of Request
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Figure 6.12: Approving Request from Trusted Metaverse

localhost:3002 says

Request approved successfully!

Figure 6.13: Confirmation of Approval
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Trusted Metaverses

O_ Search wall

Address User Access
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Figure 6.14: Updated Trust Registry Screen

Here, The metaverse enter to its admin page shows in (figure 6.6). Then, The Meta-
mask wallet will be connected to verify the Metaverse admin in (Figure 6.7). After
that it will provide an authentication signature (figure 6.8). The successfull attempt
will be redirect to the Metaverse admin (Minecraft) application in (Figure 6.9).
In the Add Metaverse tab the admin will provide the wallet address of the another
Metaverse (Roblox) admin to request for adding the metaverse into the trust reg-
istry like (figure 6.10) and It will show the confirmation of the request shows in
(figure 6.11). Then, another Metaverse (Roblox) admin will get the request in his
admin panel shown in (Figure 6.12). After Approving the request by Roblox meta-
verse admin shows in (Figure 6.13), its walllet address will be shown in the Truested
Metaverse tab of Minecraft Metaverse admin like (figure 6.14).

Similarly, Minecraft Metaverse Admin’s Wallet Address will also be shown in an-
other metaverse (Roblox) admin’s application.

6.5 NFT-Metaverse Federation Membership Ac-
ceptance Protocol Flow and Use Cases

To Allow the User of Trustee Metaverse of the federation to get access, the trustor
metaverse need to Add the User Allowence (Table 6.5). The flow is outlined below:

Steps | Description

M1 | MVi —SChregistry © [N1, addU ser AllowenceReq, Wallet Address v, JntTes

M2 | SCregistry = MV1 1 [N1, addU ser Allowence Res|urrps

Table 6.5: Protocol Flow for Allowing Adding a Metaverse Membership to Federa-
tion Registry
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o Step 1: The trustor metaverse (MV]) initiates the first message M1, with
nonce (IN1), the allowence request (addU ser Allowence Req), and a reference to
the trustee (WalletAddressyry,) encrypted with HTTPS sent to the registry
table(SCregistry)-

o Step 2: Then, The registry table (SCpegistry) sends the last message M2
to the trustor (MV}), which includes the initial nonce (N1) and the User
Allowence response (addU ser AllowenceRes). This ensures that the User of
trustee Metaverse (MV3) can get access to the Trustor Metaverse (MV}).

ﬁ IMINEERAY:

Admin Panel of MINECRAFT =
| AddMetaverse | | RemoveMetaverse | | AlowUsers | | DenyUsers | [ Requesttatus

Trusted Metaverses

O, Search w

Address User Access

0x5645C4F02cCi677539eCCEcbfb2c551448c99654 Not Allowed

Figure 6.15: Initial Trust Registry Screen
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-
Admin Panel of MINECRAFT Logot
[ Trusted Metaverses | | Add Metaverse \ \ Remove Metaverse \ m ‘ Deny Users ‘ ‘ Request Status )

Allow Users of Metaverse

0x5645C4F02cCi677599eCCEChib2c551448c99654|

Figure 6.16: Allowing Users from Trusted Metaverse

localhost:3001 says.

Granted access to user

Figure 6.17: Confirmation Message of Allowance
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ﬁ IFIHEERAL v

Admin Panel of MINECRAFT =
[ AddMetaverse | [ RemoveMetaverse | | AlowUsers | [ DenyUsers | | RequestStatus |

Trusted Metaverses

Q. Search wallet address

Address User Access

0x5645C4F02cCi6775399eCCEcbfb2c551448c99654 Allowed

Figure 6.18: Updated Trust Registry Screen

A metaverse Admin can allow Users access to the trusted Metaverse user’s after
denying it for several reason’s. If the User allowence is not given by the M Inecraft
Metaverse to another Metaverse which is shown in (figure 6.15), The Metaverse ad-
min can allow the Users of that trusted metaverse again after providing the wallet

address
mation

in the Allow Users tab in (Figure 6.16). Finally, After getting the comfir-
message shows in (figure 6.17), The Metaverse Minecraft will get allow all

the users of its trusted Metaverse in (figure 6.18).

6.6

NFT-Metaverse Federated Identity Registra-
tion Protocol Flow and Use cases

To access metaverses, a user must register and receive an NF'T following the protocol
presented in (Table 6.6). The flow is outlined below:

Steps | Description
M1 | U =MV, : [N1, register Req, credentials|grps
M2 | MV, —U : [N1, registerRes, Sz’gnedCredentialsl]\Qvl]HTTPS
M3 | U =SCroken : [N2, NFTMintReq, credentials, SignedCr@dentials]Z\Qvl]HTTPS
M4 SCToken —U : [N2, NFTMmtRes, NFTj\g[Vl]HTTPS

Table 6.6: NFT-Metaverse Federated Identity Registration Protocol

« Step 1: The user (U) starts the registration process with the first message
M1, nonce (N1), the (register Req) and the user information (credentials)
encrypted with HTTPS sent to the metaverse (MV;).
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o Step 2: Upon receiving message M1, the metaverse (MV;) sends back a
response of registration (register Res) and signed credentials of the user
(SignedCredentialsyy,) with nonce (N1) as per message M2.

« Step 3: Then, The user (U) responds by sending M3 message, which includes
nonce (N2), NFT minting request (N FT MintReq) with the signed credentials
of the user (SignedCredentialsf;,, ) and the user’s credentials (credentials)
to the Blockchain (SCroken). These credentials are sent over HTTPS to ensure
confidentiality.

o Step 4: Finally, the Blockchain (SCrken) sends the last message M4 to
the user (U), which includes the initial nonce (N1), NFT Minting response
(NFTMintRes), and the minted token (N FT}}y, ). This ensures that the user
receives confirmation of their registration and an NFT credential to interact
with the system.

ﬁ IFIHELERAE Y

Welcome to Minecraft Federation

Log in using your NFT to access the dashboard

( signnwitnner | |( signup |

Figure 6.19: Authentication Page

At first The Authentication Page will be shown to the User by the Minecraft
Metaverse in (Figure 6.19).
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Register
Register to access all features

Name

Khawaja Ehsun

Email

alvee@gmail.com

Figure 6.20: Register Form
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w5 MetaMask

® Accountl
Sepolia

Transaction request

Estimated changes

You receive +#5 ) MyToken

Request from A HTTP localhost:3000

Interacting with ) MyToken

Network fee & Alert >
# 0.0004 S SepoliaETH

Speed 8 Market ~12 sec

Confirm

Successfully Registered

Figure 6.22: Register Success Screen
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Welcome to Minecraft Federation

Log in using your NFT to access the dashboard

( signnwithNeT | [ signup |

Select any of the NFTs to countinue

* NFTs issued by This Metaverse

ACTUALID Khawaja Ehsun
Email: alveehawak360@gmail.com Email: alvee@gmail.com
Creator: M1 ... M1 Creator: M1 ._... M1

* NFTs issued by the Trusted Metaverses
AnotherMeta

Email: alveeanother@gmail.com
Creator: unknow ..... nknown

Figure 6.23: Freshly Minted NFT Showing up for Login

when the User clicked the Sign Up button, it will redirect to the Registration form in
(figure 6.20). Then, after confirming the transaction via metamask (show in figure
6.21), it will show a successfulling registerd page (in figure 6.22). A new minted
NFT will be shown to the user wallet in the Sign in with NFT page in (figure 6.23).

6.7 NFT-Metaverse Federated Identity Authenti-
cation Protocol Flow and Use Cases

In this protocol (Table 6.7), we authenticate a user to access a Metaverse service

leveraging an NFT in a federated authentication manner. The flow is presented
below:
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Steps | Description

M1 | U =MV, : [N1, serviceRequrrps

M2 | MV; —=U : [N2, Wallet AddressReqlurTps

M3 | U =MV : [N2, WalletAdressRes, Wallet Addressy |arTps

M4 M‘/i _>SCToken : [NB,NFTRGQ, WalletAddressU]HTTps

M5 SCToken —>M‘/1 : [NB, NFTRGS, NFTSU]HTTPS

M6 | MVy —SCregistry  [N4, registryCheckReq, N FT1ssuer PublicAddresses|urrps

M7 | SCregistry =MV : [N4, registryCheckRes|urrps

M8 M‘/l —U : [N5, NFTS%rusteeMV]HTTPS

M9 | U —MV;: [N5, NFTY lurres

M10 | MVy; —=U : [N6, SignatureReq|urrps

M1l | U —MV; : [N6, SignatureRes, Signaturey|nrrpes

M12 | MV} —=SCroken : [NT, NFT MetadataReq|urrps

M13 | SCroken —MVy @ [NT, NFT MetadataRes|prrps

M14 | MV} —=SChregistry : [N8, isUserAllowedReqlurrps

M15 | SCregistry —MV; : [N8, isUserAllowed Res|urrps

M16 | MVy; —U : N1, service Res|urrps

Table 6.7: NFT-Metaverse Federated Identity Authentication Protocol

o Step 1: In the first stage, Authentication process is initiated by a user (U)
sends a service request (serviceReq) and a nonce (N1) to a metaverse (M V)
through HTTPS.

o Step 2: As a response, a message M2 is sent by the metaverse (MV5,) which
includes a nonce (N2) and a Wallet Address Request (Wallet AddressReq).

o Step 3: The user (U) responds with its own wallet address (W allet Addressy)
together with the response (Wallet AddressRes) and with the same nonce (N2)
to the Metaverse (MV;) over HTTPS.

o Step 4: Then, the Metaverse (MV]) sends a request to get NFTs (N FT Req)
of that specific Wallet by passing its address(W allet Address) to the blockchain
smart contract (SCroen) in a secure channel through message M4.

o Step 5: After that, the blockchain Smart contract (SCroken) verifies it, pro-
cesses the verification, and responds with message M5 containing the NFT
response (NFT Res) with a list of NFTs of the User(NFTsY) back to the
Metaverse (MV7).

o Step 6: In message M6, the Metaverse (MV)) sends a registry check request
(registryCheckReq) to the registry table (SCpegistry) via HTTPS, which car-
ries a new nonce (N4) and a list of NFT isssuers public addresses
(N FT1ssuerPublicAddresses) to check whether NFT issuers are trusted or
not.

« Step 7: After that, the request is processed by the registry (SCgegisiry) and
it sends back a registry check response (registryCheckRes) with an array of
booleans that show which NFTs have a trusted source (i.e. were not issued by
rogue federated members) in message M7 to the Metaverse (M V7).
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o Step 8: Upon verifying the NFT information, the Metaverse (MV}) shows
the trusted NFT data (NFTsY, ... ) and nonce (N5) to the user (U) using
HTTPS.

« Step 9: The user(U) will respond with the chosen NFT (NFTY,) that they
would like to use during the authentication process, referring to a nonce (N5)
and sending it via HT'TPS.

o Step 10: Now, the Metaverse (MV]) sends a challenge- response step by
delivering Signature Request (SignatureReq) and a new nonce (N6) to the
user (U) by HTTPS.

o Step 11: The user (U) responds with Signature Response (SignatureRes)
that includes the user signature (Signature;) and the nonce (N6) over Https.

« Step 12: The Metaverse (MV]) transmits an NFT metadata query
(NFT MetadataReq) to the blockchain smart contract (SCrogen) using a new
nonce (NT7) to verify the content of NFT.

o Step 13: The blockchain smart contract (SCroken) sends the metadata
(NFT MetadataRes) of the NFT back to the Metaverse (MV}) with the nonce
(NT7) over HTTPS.

« Step 14: The Metaverse (MV]) requests the registry table (SCregistry) Via
HTTPS by sending a nonce (N8) and (isUser AllowedReq) to query whether
the user is permitted to use the service given.

« Step 15: The registry table (SCgegistry) returns the outcome of the authoriza-
tion check (isUserAllowedRes) together with a nonce (N8) to the Metaverse
(MV;) via HTTPS.

« Step 16: Then, the Metaverse (MV}) sends message M 16 to the user (U).
The service response (serviceRes) along with the initial nonce (N1) are both
contained in the message.

First of all, User will connect his Metamask wallet as shown in (figure 6.24). After
confirming the in the Metamask wallet (figure 6.25), the welcome page will be shown
to the user. Then, when user to the ViewMyN F'T's tab, It will show all the NFTs to
the user like (figure 6.26). After clicking the specific NFTs and completing signature
trhought metamask (figure 6.27), the User will be Successfully Authenticate to the
Minecraft game in the Metaverse shown in (figure 6.28).
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v & MetaMask SDK Quickstart x o+ FPs 1083 | cruasx | cro 13% ) LaT 0%

C @ localhost:3000/¢ j02V0jBO0: 90 e

Welcome to Minecraft Federation

Connect your wallet using MetaMask to begin.

Figure 6.24: Connecting Metamask Wallet
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localhost

Connect this website with MetaMask. Learn more

Accounts Permissions

[ Account 1 0.025 SepoliaETH
@ 0x7C2£0...4c50¢ (S) 0.025 SepoliaETH

Edit accounts

Connect

Figure 6.25: Wallet Connection Confirmation from Metamask
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Welcome to Minecraft Federation

Log in using your NFT to access the dashboard

( signnwithNeT | [ signup |

Select any of the NFTs to countinue

* NFTs issued by This Metaverse

ACTUALID Khawaja Ehsun
Email: alveehawak360@gmail.com Email: alvee@gmail.com
Creator: M1 ... M1 Creator: M1 ._... M1

* NFTs issued by the Trusted Metaverses

AnotherMeta

Email: alveeanother@gmail.com
Creator: unknow ..... nknown

Figure 6.26: Selecting NFT for Authentication
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2 MetaMask

® Account]l
' Sepolia

Signature request

Review request details before you confirm.

Request from @ & HTTP localhost:3000

Message @
eRmbD5hrqtN7ACkGtMaRytxZ_SOt__4i0j
0zVOjBOo4

Cancel Confirm

Figure 6.27: Providing Signature through Metamask

Sepolia v 0x7C2E...c50c v

Close this tab and go back to the game

Figure 6.28: Login Confirmation Screen
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Chapter 7

Development

This proposed system is established based on the design of secure, decentralized
identity management and cross-metaverse platform authentication using NFTs. It
has been decided to use a modular, scalable structure together with blockchain
infrastructure, web technologies and integrated gaming environments into a seamless
and federated whole..

The backbone of the platform is Next.js v15.1.0, which is the primary full-stack
platform to develop both the interface with the customer and the backend. It also
supports server-side rendering (SSR), and static site generators (SSG), providing
better performance and scalability of high-traffic decentralized apps. NFT minting,
identity verification, signature security, metadata lookup and the most important
services are provided through Back end APIs which are constructed using Node.js
v22.14.0.

To enable Web3 communication and blockchain connections, the system leverages
wagmi v2.14.8 and web3.js v4.11.0 which enable smooth smart contract call,
wallet connections, and broadcasting of transactions on the frontend. The smart
contracts are created in Solidity v0.8 with the reference to ERC-721, that have
an ability to issue Non-Fungible Tokens to be used as identity tokens and can be
validated and cannot be tampered with.

Every NFT identity token is cryptographically linked to a verified user metadata and
published with the Elliptic Curve Digital Signature Algorithm (ECDSA). In
order to allow strong verification of signatures within federated settings, the system
uses the SignatureChecker utility, a utility that validates ECDSA signatures in the
blockchain such that only authorized parties can issue or verify identity credentials.

To achieve realistic communication with digital environments, the site utilizes
Minecraft Paper v1.21, a modified game server build, which has the comparison
of plugins, and supports federated gameplay factors. In this context, user identity
verification is performed by their identity NFT enabling the smooth involvement
in federated metaverses. The hooking mechanism of Smart contract and external
adapters will allow secure communication between NFT verification infrastructure
and Minecraft instances.

The communication between the processes and orchestration of transactions are
handled with SperkJava v2.9.3, a proprietary glue layer between Java-based game
environments and Web3 components. This guarantees low latency interactions and

o8



safe facilitating of blockchain identity to in-game events or permissions.

Throughout the system, ERC-721 token is not only a representation of iden-
tity but also a credential to access different zones and resources in the
metaverse. Metadata Digital signatures of a recognized entity in the federated
trust network are included in a unique payload which is verified by a registration
authority when creating each identity NFT.

This end-to-end deployment means that an identity infrastructure that is interop-
erable, verifiable, and tamper-resistant will exist in the metaverse. It enables safe
boarding of users and metaverse instances, enacting digital trust with ECDSA signa-
tures, and enables a decentralized authentication across a variety of virtual worlds.
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Chapter 8

Discussion

8.1 Functional Requirement Analysis

The suggested system effectively covers all functional needs (F1-F4) and proves
practical feasibility to use it to introduce NFT-based authentication in a federated
metaverse infrastructure.

To fulfill F1, the system employs NFTs to the ERC-721 standard to provide user
authentication. Such NF'Ts are serve as unique, verifiable credentials that are as-
sociated with the identities of individual users. These NFTs are authenticated by
ownership verification through blockchain wallet (e.g., MetaMask) and one is able to
perform a privacy-preserving authentication without referring to centralized identity
stores or credentials.

For F2, the system is implemented in a public blockchain, which works as a middle-
ware level to settle authentication transactions and facilitate identity verification in
a decentralized manner. This eliminates the risks on centralized control and helps to
support trustless interoperability. Every authentication is recorded in a distributed
log that cannot be tampered with in the blockchain, guaranteeing the data integrity
as well as transparency.

To meet F3, the system includes a federated architecture and has an admin panel
which allows it to manage several multiple instances of the metaverse. The panel
will offer the functionalities to add new metaverse networks to the federation, define
access requirements and track the confirmation action. The system interoperability
was also proved by testing with several simulated metaverses that showed that the
NFT-based authentication mechanism can be applied across systems successfully.
Furthermore, a federation type of voting system is applied in which all existing
metaverses are required to reach a 60% Quorum Voting system to include a new
metaverse platform into the federation, ensuring the decentralization as well as the
trust within the federation.

For F4, the authentication system has been incorporated into standard blockchain
wallets so that people can log in by using their NFTs that are stored in the wal-
let, like the MetaMask. The ownership is checked with cryptographic signatures,
which allows getting the access securely and conveniently without using usernames
or passwords. The utilization of the ERC-721 convention guarantees compatibility
with extensively carried wallet infrastructures.
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8.2 Security Requirement Analysis

Current system partially fulfills the security requirements (S1-S4). Although in S1
and S2 all the common features are implemented, in S3 and S4, some aspects still
are not covered completely and propose ways of improvement in the future.

For S1, through the deployment of ERC-721 NFTs as authentication tokens, it is
possible to use this blockchain technology to verify users before letting them access
metaverse services. The signature is used to authenticate it with a cryptographic
wallet, which can not be spoofed without the corresponding cryptographic key. This
goes a long way in countering T1 (Spoofing) and T6 (Elevation of Privilege) as the
strict access control is ensured and the danger of unwanted privilege elevation is
eliminated.

For S2, The implementation public blockchain gives immutability and auditability of
authentication transactions. Every authentication activity is recorded transparently,
and allows complete traceability under which T2 (Tampering) and T3 (Repudiation)
are alleviated. System accountability is enhanced by using blockchain consensus
mechanisms, as it means that no entity can control transaction records.

S3 is partially addressed. Only valid NFT users get to authenticate but there is
currently no definitive process to avoid or throttle badly-formed or unauthenticated
requests early in the handling pipeline. Consequently, the system will remain sus-
ceptible against T5 (Denial of Service) when the attacker tries to overwhelm the
authentication service with bad or excessive traffic. Such attacks should be coun-
tered in future by using request filtering, rate-limiting and validation on the level of
smart contracts to improve their prevention.

S4 is also partially addressed. Although blockchain guarantees the authentication
and ownership of the NF'T credentials, it also makes all metadata of tokens to be
publicly exposed because of the transparency of the work of public blockchains.
This brings possible T4 (Information Disclosure) issues to the fore, particularly
when the information of a sensitive nature metadata is encoded into the NFT.
The system does not yet support such practices as encryption and storing sensitive
data off-chain. In the future additional features could be implemented like zero-
knowledge proofs(ZKPs), privacy-preserving metadata, or even encrypted IPFS links
to completely satisfy this requirement.

8.3 Cost Analysis

When it comes to smart contracts, gas cost is the massive deal since every operation
should pay the amount of the computational power that they utilise. Consider all
the interactions that people have with smart contracts, minting an authentication
NFT, voting to add a new metaverse to the federation, add a metaverse to the trust
registry, etc. All of those operations lead to a gas charge, and the overall amount
of those charges will define the scalability and the extent to which a dapp would be
adopted.

We examined the number of units of gas consumed when you mint an NFT. We
did every transaction through the Sepolia testnet in a secure environment, ensuring
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that each mint had a random username and email.

If we take a look at Table 8.1 below which shows the gas cost incurred during the
minting process.

Trial No | Gas Used (units) | Gas Price (GWEI) | Total Cost (ETH)
1 251385 1.633477894 0.00041063
2 268545 1.983769691 0.00053273
3 251409 1.811745275 0.00045549

Table 8.1: Gas Cost Comparison of NFT Minting Method

Moreover, to better illustrate the cost differences, Figure 8.1 presents a bar chart
comparing the gas usage across the three methods.

Gas Used (units)
[\]

Gas Cost for NFT Minting Methods

-10°

251,385

268,545

251,409

Trial 1

Trial 2

Trial 3

Figure 8.1: Bar chart comparing gas cost for different NFT minting methods

In conclusion, the above information and the visualization demonstrates that each
of the mint transactions consumes approximately the same amount of gas, and the
differences between them are practically zero. The cost of gas does not creep upwards
throughout the trials, and therefore we can assume that the presented authentication
mechanism is expected to perform well on large federative systems.

8.4 Comparative Analysis

This comparison table (see Table 8.2) gives an overview of recent studies relevant
to the convergence of NFTs, authentication and the metaverse, and their func-
tionality, security, implementation, and threat modeling analysis.
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o Identity & Authentication: Most of the previous studies use NFTs, bio-
metric scenarios, or Decentralized Identification (DIDs) to verify identity as
used by Banaeian et al. [34], Kim et al. [36], and Hong et al. [30]. By com-
parison, Our work is a unique application of NF'Ts, which can provide secure,
verifiable user authentication across an ecosystem of federated systems that
are cryptographically bound to verified metadata and digital signatures.

 Requirement & Security Analysis: While some articles present security
analysis or requirements analysis separately (e.g., Manzoor et al. [37], Kim
et al. [36]) our framework combines the two views. It deals with require-
ment analysis including identity uniqueness and federation eligibility coupled
with strong secret paired with digital signature verification as well as tamper-
resistance measures.

« Metaverse Federation Focus: Past work has mentioned economic [35] or
protocol-level [36], [37] aspects of the metaverse, but no existing protocol has
suggested the presence of a specific protocol to achieve federated onboarding.
The proposed Federated Metaverse Registration Protocol addresses this short-
coming, and allows easy and secure registration of new metaverse instances
into a federation.

o Implementation & Threat Modeling: While other works such as that
by Azzaoui et al. [40] are more theoretical in nature, our work has practical
implementation (i.e., secure NFT minting algorithm with digital signature val-
idation). Further, threat modeling is carried out explicitly, and this provides
a larger and deployable solution.

In summary, the comparative analysis (Table 8.2) shows that our proposed frame-
work covers a significant gap, as it is based on NF'T identity with the possibilities
of verifiability, federation readiness, and implementation feasibility, which are little
discussed in current research.
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8.5 Advantages

The newly proposed NFT-based authentication system has a number of strong bene-
fits that can help improve security, privacy of the user, flexibility and interoperability
in a federated metaverse environment. First of all, the system utilizes the ERC-721
standard, which ensures that every NFT used as a tool of authentication is unique,
verifiable, and tamper-proof. Users can own and control their digital identity in a
safe environment using popular crypto wallets (e.g., MetaMask). Thus, the users
are not being dependent on centralized identity service providers.

Among the most important advantages is the possibility of users to prove their
authenticity on different systems of the metaverse in the federation when only one
NFT credential is used. This lessens the need of numerous registrations and supports
an easy access across the platform user experience. The federation model with the
support of the admin panel allows having multiple metaverse instances involved in a
common authentication environment and retains the decentralized control. Such an
organization increases flexibility and scalability and does not entail centralization
vices.

Additionally, the authentication processes carried out on-chain are completely trans-
parent and auditable. Since all the authentication transactions are logged on the
public blockchain, there is no possibility of altering access records and creating fake
access records. This assists in creating trust amongst metaverses that interact and
discourage malicious actors.

The other benefit is the autonomy and privacy of the user. Data theft and identity
theft is minimized as a user will be in control of his or her NFT and no sensitive
data will be stored on a centralized server. The system also provides the uniqueness
of session with the help of cryptographic confirmation based on the wallet, which
is really effective to avoid replaying attacks and illegal requests of access. Overall,
the proposed system increases security, decentralization, interoperability, and trust
of users which are fundamental attributes of the secure and scalable network of the
federated metaverse.

8.6 Challenges and Limitations

In spite of its advanced architecture, the system has a set of technical and practical
challenges. One of them is the public exposure of metadata related to NFTs. Despite
NFT-generated invulnerable and traceable immutability and traceability, they have
their own operation basis, which occurs on a public blockchain, thus potentially
revealing non-sensitive but linkable metadata. The challenge to have privacy and
make the best use of blockchain technology transparency is something that continues
to face certain challenges.

Another restriction is in how unverified or malicious requests are handled. The
implementation that is currently present optimises the use of NFTs by denying
access to non-valid NF'Ts, but does not largely optimise the fore-time rejection of
invalid or malformed authentication attempts in the early phase. It may result in
loss of efficiency or even points of weakness when the amount of requests are large.

Additionally, cross-platform interoperability which could be proved in internal sim-
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ulations, in real life implementation, could be restricted by differences in API struc-
tures, rendering engines, and platform policies. It would need more effort to open
up standard yet universally applicable integration standard that would need to be
worked on to set some common protocols and compatibility rules.

The other restriction is caused by the fact that the existing incompatibility between
VR headsets, such as Meta Quest, and authentication systems via a wallet, such
as MetaMask. As MetaMask usually works as browser extensions or mobile apps,
users need to change their VR setup to a desktop where the authentication can be
performed. it not only spoil the immersive experience, but it also creates friction in
usability, as those users who do not have the easy access to a physical keyboard or
an external device will have problems using them in VR. This limitations restricts
ease of access, and user convenience within full immersive environments.

The usability also brings in the aspect of relying on user wallet interactions. Not
every user might know what wallet-based authentication is and users who are not as
technically savvy might run obstacles on adopting such a solution. When it comes
to the optimal level of security and ease of use, it has to be balanced, and it requires
constant improvements.

8.7 Future Work

To reinforce the capacities and enlarge the usability of the suggested system multiple
future work directions are imagined. Among these priorities is the need to come up
with uniform APIs and SDKs that can be used to achieve easy integration of the
authentication mechanism on more metaverse platforms. This will facilitate ease
of onboarding and improve standardization of communication regulations between
systems and speed up adoption and interoperability.

A promising additional improvement will be the incorporation of decentralized file
storage, e.g. InterPlanetary File System (IPFS) to store assets (asset-related meta-
data, or NFT-related metadata) or governance metadata off-chain. By combining
IPFS with blockchain, the system will be able to allow enhanced scalability and
decreased storage overhead on chain, whilst still keeping the disruptive aspect of
immutability and verifiability of essential data through content addressing. It can
be particularly handy in decreasing transactional costs and improving privacy be-
cause sensitive or bulky data can simply be stored off-chain, yet just cryptography
hashes are kept on-chain.

It is also the work of the future to consider privacy protection mechanisms, e.g., zero-
knowledge proofs (ZKPs), encrypted metadata or selective disclosure approaches to
in order to guarantee anonymity of the user as well as data security in the case of
public blockchains. It will be useful in counterbalancing the fundamental intransi-
gence of blockchain and the confidentiality concerns of digital identity.

Further on, introducing automation of the request filtering and intelligent traffic
management, which will increase the efficiency and resilience of the authentication
process under the changed condition of the load. This involve initial filtering of the
invalid, unauthorized request at once to save the unnecessary load to the system
and minimize the possible attack plane.
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Finally, by expending the administrative capabilities of the system which include
dynamic trust scoring, role-based access-control, and adaptive policy-enforcement-
the ability to handle smaller grained federation management, and governance would
be facilitated. This will enable metaverse networks to specify and develop access
models on a per-time basis depending upon the level of trust, or behavior or re-
quirement of compliance to it. With these improvements, the system would be
transformed into a privacy-sensitive, highly scalable and versatile solution of secure
identity management and federated administration in decentralized virtual world.
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Chapter 9

Conclusion

The Metaverse introduces a new age of digital interaction via immersive augmented
and virtual realities, but identity and access across overlapping networks becomes
a potentially life-altering issue. Conventional, password-driven and centralized au-
thentication systems lack the ability to mitigate the privacy, security and interop-
erability requirements of decentralized Metaverse systems.

The current thesis suggests a secure and NFT-built authentication system in a fed-
erated Metaverse framework, in which a system of various platforms comprises a
Circle of Trust (CoT) and executes decentralized and trustworthy identity checks.
The system takes advantage of the immutable and transparent nature of blockchain
and utilizes smart contracts and ERC-721 NFTs by making them as tamper-proof
digital credentials, cryptographically signed and verifiable in federated spaces.

The protocols and architecture have been developed and implemented partially with
Solidity, Web3.js, node.js and ECDSA signatures which show the practicality of de-
centralized identity management. In comparative analysis, our method has signifi-
cantly improved decentralization, control of users, and ability to resist spoofing of
identities compared to approaches that are traditional.

Future research must look into zero-knowledge proofs in the area of privacy, embrace
decentralized identity principles such as DIDs and VCs, the shortcomings of small-
scale adoption of the current system, create governance frameworks of federated
trust and integrate adaptive security and multifactor authentication.

In Summary, this thesis forms the foundation of the decentralized authentication
infrastructure based on NFTs, specific to the demands of federated Metaverses. It
deals with the shortcomings of the traditional systems, and creates possibilities of
safe, scalable and user driven identity management within the immersive digital
world.
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