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Abstract

Blockchain technology provides a decentralized ledger that enables secure, trans-
parent, and immutable information sharing. It serves as a platform for exchanging
cryptographic coins with economic value or data over the internet without requiring
a central authority, achieving consensus through a peer-to-peer network. This thesis
presents mathematical models for Bitcoin and Ethereum (version 1.0 and 2.0), two
of the most prominent blockchain platforms, to analyze and represent their core
mechanisms.

The models define transactions, blocks storing these transactions, and the consensus
algorithms that synchronize blocks across the blockchain network, through the use of
sets, tables, diagrams and algorithms. Additionally, a Finite State Machine (FSM)
representation is provided to illustrate Ethereum’s transaction based state machine
behavior. Use of cryptography in both Bitcoin and Ethereum, specifically Elliptic
Curve Cryptography (ECC) for transaction validation has also been explored.

By providing a mathematically structured representation of these systems, this the-
sis could help researchers and engineers gain a deeper understanding of blockchain
mechanisms, analyze their security and efficiency, and explore potential optimiza-
tions. The simplified approach also makes the topic more accessible to those without
a computer science background, encouraging interdisciplinary research and collabo-
ration in blockchain development.

Keywords: Bitcoin, Ethereum, Ethereum 2.0, Proof of Work, Proof of Stake, El-
liptic Curve Cryptography, Mathematical model, Finite State Machine
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Chapter 1

Introduction

A blockchain is a public ledger that records digital transactions in interconnected
blocks maintained across computers in a peer-to-peer1 network. It is a Distributed
Ledger Technology (DLT) [16] where the transactions are distributed across the
network without any central controlling body, ensuring transparency, security, and
immutability. The transactions could be used to either transfer digital currency
called cryptocurrency or data without any authoritarian restrictions, geographic
constraints, or interference from legal systems. The synchronization of the blocks
carrying these transactions are done through a set of algorithms called the consensus
algorithms, making it impossible to alter or forge coins without the alteration of all
subsequent blocks. Each coin in the system needs to be validated and consistent
with everyone’s record of the ledger.

Blockchain technology was first introduced with Bitcoin as a solution to constraints
in traditional financial systems, such as trust reliance, high transaction fees, and lack
of transparency, through the use of cryptocurrencies [29]. Through fluctuations, its
popularity and demand began to rise, increasing bitcoin’s economic value, making it
an acceptable exchange currency in many businesses. Soon the developers realized
this technology can have other applications, opening the door to decentralized apps
using pieces of code called smart contracts introduced in Ethereum. Transfer of data
allowed the exchange of digital assets, or NFTs (Non Fungible Tokens) which bought
blockchain systems into pop culture. Even though Bitcoin was launched in 2009 [11],
it still remains a widely used and accepted digital currency, while Ethereum has
become one of the most popular blockchain platforms due to its complexity, varity
of applications, versatility and programmability. That is why this thesis focuses on
these two leading platforms and present their mathematical modeling for an abstract
understanging of their core functions.

1.1 Motivation

Being the two most influential blockchain systems, understanding Bitcoin and Ethe-
reum is important for grasping DLT concepts. While comprehensive resources
such as Mastering Bitcoin book [6], Mastering Ethereum book [7], and the official

1A Peer-to-Peer network is a decentralized network where the participants have the same priv-
ileges and responsibilities
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Ethereum Developer Documentation [33] provide in-depth technical details, they
often lack abstract mathematical models to represent key blockchain concepts and
focus on implementation and applications. This creates a barrier for engineers and
researchers who wish to analyze or optimize blockchain systems at a structural level
without diving into code or intricate implementation details. The Ethereum yel-
low paper [3] on the other hand provides deep mathematical formulations, but its
definitions are often complex and difficult to interpret.

Our approach aims to bridge this gap by offering simplified, structured, and math-
ematically grounded models of Bitcoin and Ethereum. These models would help
grasp a general understanding of how blockchain systems work, helping to iden-
tify areas for optimization in scalability, efficiency, and security. This could also
help mathematicians understand this technology and help in areas like, improving
the cryptographic algorithms used to secure the blockchain network, etc. Students
studying Number theory could read this and see how the theory they learned is
being applied in interesting current technology.

Ethereum is often described as a transaction-based state machine, yet this represen-
tation is rarely visualized or explained clearly. We will address this by representing
Ethereum as a finite state machine (FSM) where the state transitions due to different
conditions of the executing transactions. This will help better analyze Ethereum.

The abstraction that this thesis will provide could help beginner researchers, math-
ematicians and engineers to work together in analyzing, improving, and innovating
on the DLT without being overwhelmed by the complicated definitions, intricate
architecture, and extensive code repositories.

1.2 Research Objectives

The main goal of this research is to simplify and abstractify blockchain concepts
by mathematically modeling the two most popular blockchain systems. To achieve
this, following are some research objectives that the thesis will try to cover:

1. Establish the cryptographic foundation of Bitcoin and Ethereum using math-
ematical functions and proofs where necessary. Explain how it is used for
security, to later reference this in our model.

2. Construct a mathematical model for Bitcoin, including its fundamental compo-
nents, transaction processing, block creation, verification and synchronization
in the network. Provide simplistic algorithms to illustrate these processes.

3. Construct a mathematical model of Ethereum with Proof-of-Work (PoW)2

based consensus, highlighting its structural difference from Bitcoin. Simplify
the additional components of Ethereum and explain how they work together
to enable the extra functionalities.

4. Represent Ethereum’s state transitions using a Finite State Machine (FSM),
showing clear transitions between different states triggered by transaction ex-
ecution.

2PoW is a consensus mechanism based on the use of computation power to mine a block.
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5. Extend the PoW based Ethereum model to the mathematical modelling of
Ethereum 2.0, incorporating the Proof-of-Stake (PoS)3 consensus mechanism
and how they operate in contrast to its previous version.

1.3 Outline

The thesis is structured in the following way to cover the objectives mentioned in
the above section:

Chapter 2 goes over the background starting with a general concept of blockchain
systems, followed by an overview of Bitcoin and Ethereum. It highlights their main
use cases in the current world and main functionalities, including transaction han-
dling (UTXO vs account model), block mining, and how consensus is reached in
the network. Three different consensus mechanisms are discussed briefly. The chap-
ter also talks about the use of cryptography, especially elliptic curve cryptography
with mathematical definitions, to give unique, verifiable identities for users joining
a blockchain network.

Chapter 3 presents the Literature review on the thesis topic, showcasing existing
researches done on the mathematical modeling of Bitcoin and/or Ethereum. Key
findings will be highlighted and how this thesis can contribute to the field. Due to
the niche nature of the topic, only a limited number of related papers were found
for this section.

Chapter 4 forms the first part of the thesis’s main content: the mathematical mod-
eling of the Bitcoin system. It starts by defining the fundamental components of
the blockchain such as entities, transactions and blocks. Functions are then pro-
vided in algorithmic form to illustrate the step-by-step processes of block creation,
distribution, verification, and consensus. Key terms used in defining the structure
of Bitcoin blockchain components are summarized in tables.

Chapter 5 follows a similar approach to mathematically model Ethereum, starting
with its initial version and its addition components, including transaction receipts,
the Ethereum Virtual Machine (EVM), and its ability to execute Turing-complete
programs called smart contracts. This version uses the Proof-of-Work (PoW) con-
sensus mechanism. The thesis then models Ethereum’s transition to its second
major version, which introduces a completely different consensus mechanism, Proof-
of-Stake (PoS), alongside new structures and functionalities like attestations, slash-
ings, etc. Between these two version models, we present the life cycle of a smart
contract and a finite state machine (FSM) representation to demonstrate Ethereum’s
transaction-based state transitions.

Chapter 6 evaluates the extent to which the thesis fulfills its research objectives
from Section 1.2, provides a comparative analysis with related studies, discusses
limitations and explores future research directions. These include developing a
generalized model applicable to multiple blockchain platforms and finding better
cryptographic algorithms.

3PoS is a consensus mechanism where a block miner is selected based on a stake and probability.
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Chapter 7 concludes the thesis by summarizing its findings and highlighting its
potential contributions.

A key convention in this thesis is the use of angle brackets ⟨...⟩ to represent ordered
sets and tuples (immutable ordered sets). These and other visual representations
will be used to simplify the complex data structures used in the actual Bitcoin and
Ethereum systems.

4



Chapter 2

Background

A blockchain is a decentralized ledger consisting of a sequence of blocks, each con-
taining a list of verified transactions. A transaction is the atomic unit in a blockchain
system by which an entity (a user or a smart contract) transfers a certain amount of
the underlying cryptocurrency and/or data to another entity. This ledger is main-
tained by a network of nodes, ensuring transparency where everyone has all the
necessary data and verifiability to maintain synchronization between them without
requiring a central authority. Each block is cryptographically linked to the previ-
ous one through a hash, for data integrity and immutability, except for the very
first block in the chain, known as the genesis block. That is, once the transactions
included in block are linked to the blockchain, they cannot be altered without drop-
ping that block and all the blocks after it. Figure 2.1 shows the chained structure of
a blockchain. Consensus mechanisms synchronize the addition of new blocks across
the network, ensuring agreement among the nodes.

Block 1

List of
Transactions

Block 2

List of
Transactions

Block 3

List of
Transactions

...

Figure 2.1: Blocks in a Blockchain system

This section provides a brief overview of the Bitcoin and Ethereum networks, the two
blockchain platforms modeled in this thesis. It covers their fundamental principles,
cryptographic foundations and consensus mechanisms to help establish a basis for
the mathematical models.

2.1 Bitcoin

The concept of Bitcoin was introduced in 2008 by a pseudonymous person named
Satoshi Nakamoto in a white paper [1][60]. The aim was to have a digital currency
without the need of any intermediaries. Instead the cryptocurrency1 is maintained

1Bitcoin’s underlying currency is abbreviated as BTC
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by every person who joins the bitcoin network and all the peer to peer transactions
within the network are recorded and synced across their devices. No one node or
company is in control of it and anyone can join by downloading the Bitcoin software,
making it decentralized unlike traditional banking. This allows users to send money
anywhere across the world through the internet with maximum control, speed and
absence of geographical restrictions. Many companies accept bitcoin as a medium of
exchange with its value depending on its supply and demand. When there is more
demand for bitcoin, the price goes up and vice versa [59].

The Bitcoin P2P network consists of nodes that join it and depending on their
responsibilities in the network, there are two types. General nodes handle trans-
actions and miner nodes are responsible for creating new blocks through a process
called mining. After joining the network, a node can send or receive Bitcoin (native
cryptocurrency) through transactions that utilizes the UTXO (Unspent Transaction
Output) model, where the sender uses unspent outputs from previous transactions
addressed to them and creates new outputs for the recipient. These transactions are
propagated across the network, where miner nodes collects and combines them into
a block. Miners compete to solve a cryptographic puzzle using their computation
power as “work” in the Proof of Work (PoW) consensus mechanism. The first miner
to solve the puzzle, propagates their block across the network, earning themselves
newly generated bitcoins as a reward for their effort. Other nodes validate the block
and add it to their blockchain.

Due to the decentralized nature of this mining process, occasionally multiple valid
blocks are mined simultaneously, causing branches in the blockchain called forks.
This is resolved by letting the branches grow and then keeping the longest chain or
the branch with the highest “work” put in it. The orphaned branches are discarded,
resulting in only the miners in the main branch receiving their Bitcoin rewards. A
distributed consensus emerges in the network when majority of the nodes agrees on
the same blocks on their main branch.

2.2 Ethereum

Evolving from the Bitcoin ledger, Ethereum introduced a more advanced blockchain
that facilitates the deployment and execution of immutable and irreversible com-
puter programs, known as smart contracts written in a Turing complete language.
Ethereum features a virtual machine, called the Ethereum Virtual Machine (EVM)
which executes these smart contracts and records changes to its state in the ledger
alongside additional data and coin transactions. The Ethereum platform also offer
decentralized applications (dApps) which are digital applications or programs that
run on the decentralized EVM rather than a single computer or server. One of
the most popular dApps is OpenSea where users can trade or collect digital assets
or Non fungible tokens (NFTs). These NFTs are unique assets that cannot be re-
placed or exchanged and are stored in the blockchain through transactions. With
these facilities on top of transferring of coins, Ethereum soon became popular and
still remains one of the most popular cryptocurrencies on the market.

Unlike Bitcoin, which uses the UTXO model where balance is calculated from the
outputs in the blockchain, Ethereum uses the account model where each account

6



directly tracks its balance stored in the blockchain. Smart contracts in Ethereum
are deployed or executed via transactions and each transaction in Ethereum involves
a computational fee called gas, paid in Ether2 (Ethereum’s native cryptocurrency).
This gas fee ensures efficient resource utilization and prevent misuse of computa-
tional resources. Executing transactions in the EVM produces outputs that changes
its state and thus, Ethereum can be defined as a transaction based state machine.
We will later represent this feature of the EVM using a finite state machine in our
proposed Ethereum model.

Initially, Ethereum used PoW (Proof of Work) like Bitcoin to mine blocks and ensure
agreement among all the nodes, but later transitioned to PoS (Proof of Stake) along
with several updates for better scalability and energy efficiency. PoS is another
consensus algorithm to mitigate some of the limitations of PoW, where instead
rewarding the miner with the most work done, only certain nodes are allowed to
add blocks to the chain.

2.3 Cryptography

When a sender sends a transaction to a receiver, it has to be made safe so that
no third person can alter the amount or sender or receiver address. To maintain
this data integrity and user privacy, blockchain systems uses cryptographic encryp-
tion to keep the transactions secure and temper proof while maintaining trust and
transparency for verification [17]. This is part of the 3 triads of security (CIA):
Confidentiality, Integrity, and Availability. The transaction data is encrypted by
the sender using a key and decrypted by the receiver using another key. Encryption
is the conversion of data into a random sequence of bits and decryption is its inverse
process. A third person would not be able to interfere with this without the set keys.
There are two types of encryptions used in blockchain systems. Symmetric key
cryptography makes use of a secret key known only by the sender and receiver,
whereas Asymmetric key cryptography makes use of two keys.

Both Bitcoin and Ethereum uses Asymmetric Key Cryptography to encrypt and
decrypt data using a pair of keys called private key and public key. Specifically,
Elliptic Curve Cryptography or ECC is used, which has a set of algorithms that
make use of elliptic curves to secure data and ensure transactions are verifiable and
fraud-proof.

2.3.1 Private key, Public key generation

Entities participating in blockchain networks need a private key that only they
will know for accessing and managing their accounts or initiating transactions. This
key is randomly generated for the entity when they first enter the network. A
corresponding public key, derived from the private key, is known and used by others
to verify operations initiated by the entity. This public-private key generation has
to be secure so that, one cannot get to the private key with the public key.

Bitcoin and Ethereum uses the same elliptic curve called secp256k1, which has the

21 Ether or 1 ETH = 1018 Wei
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following equation over a finite field Fp where p is a very large prime number (≈ 2256).

y2 = x3 + 7 (mod p) (2.1)

Point addition on the elliptic curve: Given two points P and Q on the curve and
a third intersection point R between the curve and the line going through P and Q.
The point addition of P and Q is the reflection of R on the x-axis denoted as R′

and can be written as P +Q = R′.

If P = Q, the line is tangent to the curve at P, giving us 2P = R′ with point
doubling. This can be represented graphically in following Figure 2.2.

P

R’

R

Figure 2.2: Elliptic curve point doubling on y2 = x3 + 7

Thus we can perform point multiplication, n · P by successively adding P to itself
along the curve.

n · P = P + P + ...+ P

After randomly generating the 256-bit private key, d, the public key Q is calculated
by point multiplying a predefined generator point G on the elliptic curve by d. [6]

Q = d ·G (2.2)

Even though d is very large, this point multiplication will take very few steps (max-
imum 510 steps3) using the Double and Add Algorithm, compared to naively
point adding G (maximum 2255 steps) [54]. We can summarize the steps of this
algorithms in the following way:

1. First find the points 2G, 4G, ..., 2nG successively using point doubling, where
n = ⌊log2 d⌋. Since Bitcoin and Ethereum uses 256-bit private key, n ≤ 255.

3255 point doubling steps, plus 255 point addition steps

8



2. Use d’s binary to decimal expression, d =
∑n

i=0 ai2
i where ai ∈ {0, 1}.

3. Combine step 1 and 2 to get Q by point adding in,

Q = d ·G = a0G+ a1(2G) + ...+ an(2
nG)

The graph represented in Figure 2.2 is not defined over a finite field. In reality, the
secp256k1 curve is on a large prime-order finite field Fp, where all operations are
performed with modulo p. This modular structure ensures that, even if someone
were to try to derive the private key d from the known generator point G and public
key Q, it would be computationally infeasible. This is due to the hardness of the
elliptic curve discrete logarithm problem (ECDLP) over the finite field Fp.

For key generation, compared to other algorithms, ECC gives high security with
smaller key sizes, making it efficient and preferable for blockchain applications. A
256-bit ECC key gives the same amount of security as a 3072-bit RSA key [40].

2.3.2 Hashing

Hashing is a mathematical process that transforms input data of arbitrary length
into a fixed length fingerprint of that data. It is a one-way function: easy to compute,
but computationally infeasible to reverse (find the original input) or to find two
distinct inputs that produce the same hash. This way of scrambling data does not
require any key and is what contributes to the immutability of the Blockchain by
linking blocks through hash pointers and enabling efficient data verification [17].

In blockchain systems the data in a block is hashed into a unique set of bits, which
will be used in the next block to point to this block. Any change in the block would
alter the hash and disrupt the chain, thus maintaining data integrity. A good hash
function should produce significantly different outputs even for the smallest changes
in the input and should be computationally infeasible to reverse. Bitcoin uses the
SHA-256 cryptographic hash function and Ethereum uses Keccak-256, both of which
share a similar design and provides high security to prevent various cryptographic
attacks [44]. It is used for generating addresses, hashing transactions, linking blocks,
summarizing transactions in merkle tree structures, etc. Throughout this thesis, we
use hash functions, written as hash(msg). For example, the public key generated
earlier is hashed and the first few bits of it will be considered as the address to the
account.

2.3.3 Signature generation

In blockchain systems, a digital signature is used to claim that a message carrying
some data, belongs to the entity signing it with their private key. Other entities
can then verify using the sender’s public key that the message and signature in-
deed came from that sender. This signature generation and verification in Bitcoin
and Ethereum is done using ECDSA (Elliptic Curve Digital Signature Al-
gorithm) with the same elliptic curve secp256k1 [6][7]. ECDSA has two parts:
signature generation by the sender and verification by other nodes.
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1. Generation: As input, this requires the sender’s private key, denoted as key−1
s

and the message being signed.

(key−1
s , message)→ sig (2.3)

A signature is composed of two components: sig ≜ ⟨r, s⟩

First, the message is hashed: h = hash(message). Then a random number
q is generated, paired with its temporary public key Q = (x, y) following
previously defined steps of Q = q · G (point multiplication). Using these
values, the signature components are thus calculated in the following way:

r = x (mod p)

s = q−1 × (h+ key−1
s × r) (mod p) (2.4)

Here p is from the finite field elliptic curve with mod p in secp256k1 and q−1

is the mod p inverse of the temporary private key q [42]. Hence, we have:

sig = ⟨r, s⟩

2. Verification: This takes the sender’s public key, denoted as keys, the signature
(r, s), and the message as input and outputs either true or false.

(sig, keys, message)→ True/False (2.5)

First, hash the message to h, compute s−1 of mod p from s in sig assuming it
is invertible and then compute these two scalar values:

u1 = h× s−1 (mod p) and u2 = r × s−1 (mod p) (2.6)

Use these to compute the point Q on the curve:

(x, y) = u1 ×G+ u2 × keys (2.7)

Verify if r = x (mod p). If true, the signature is valid, otherwise it is not [42].

Proof of how Equation 2.7 is equivalent to Q for the verification of r:

(x, y) = u1 ×G+ u2 × keys

= {h× s−1 (mod p)} ×G+ {r × s−1 (mod p)} × keys

= h× s−1 ×G + r × s−1 × (key−1
s ×G) (mod p)

= (h + r × key−1
s )× s−1 ×G (mod p)

= (h + r × key−1
s )× {q × (h+ key−1

s × r)−1} ×G (mod p)

= q ×G (mod p)

= Q (mod p)
(2.8)

This process ensures that only the entity with the correct private key can generate
the signature, and anyone with the corresponding public key can verify it.

10



2.4 Consensus algorithms

A consensus algorithm is a fundamental component to synchronize a distributed
ledger across multiple nodes.

1. Proof-of-Work (PoW): This algorithm, introduced in Bitcoin [5], requires
miners to solve a cryptographic puzzle by producing a hash that satisfies cer-
tain properties to mine blocks. Hence each block added to the main chain is a
proof of the computational work done by the miner to mine that block. While
secure, solving such a cryptographic puzzle demands a lot of computational
power and thus consumes a lot of electricity.

2. Proof-of-Stake (PoS): Here, nodes willing to participate in block creation
must prove that they own a certain amount of cryptocurrency, called a stake,
locked into an escrow account. The stake acts as a guarantee that they will
behave as per the protocol rules. Only stakeholder nodes or validators are
allowed to propose blocks in the network. Unlike PoW, miners can lose their
stake for misbehaving. Furthermore, PoS is more energy-efficient than PoW
and can improve decentralization [9].

3. Delegated PoS (DPoS): A variant of PoS in which stakeholders votes for
a small number of delegates who can propose blocks, reducing the number of
active validators but an increased centralization [2].

These algorithms form the backbone of blockchain platforms, governing block vali-
dation and network synchronization.
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Chapter 3

Literature Review

Research on Blockchain systems is a growing area focused on defining, analyzing and
refining their mechanisms, consensus protocols and cryptographic security. However,
few of these studies attempts to provide mathematically rigorous models of these
systems, but still leaving gaps in clarity and formal understanding. Since only 6
relevant papers were found, each of their contribution to the topic will be talked
about in separate sections.

3.1 The Mathematics Behind Cryptocurrencies

and Blockchain - Jiménez-Ayala and Medina

[12]

The paper by Jiménez-Ayala and Medina [12] starts off by pointing out the impor-
tance of formally presenting the mathematical foundation of cryptocurrencies and
its security, particularly for students interested in real-world applications of number
theory and algebraic structures. It then describes blockchain as a system of “linked
unalterable databases” [12], followed by a historical overview of bitcoin and briefly
discusses block mining without delving into the specific consensus mechanisms.

The main focus of this paper are the cryptographic operations but before getting
into that, for a refresher, concepts of modular arithmetic like finite fields, equiva-
lent relations, quotient sets and modular operations were explained with examples.
Cryptographic fundamentals, including symmetric and asymmetric encryption, the
RSA algorithm, the Diffie-Hellman algorithm, and the discrete logarithm problem,
which forms the basis of ECC used in Bitcoin and Ethereum, were discussed. The
study graphically illustrates point addition on the secp256k1 curve and the mathe-
matical formulations using the double and add algorithm to compute Q = nP .

Despite its mathematical depth, the paper does not connect these cryptographic
algorithms to blockchain operations. It doesn’t discuss hashing, keys and digital
signatures generation, and other important aspects of blockchains that can be a
modeled as well.
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3.2 Mathematics and Data Structures in

Blockchain and Ethereum - Hoseini [10]

Hoseini [10] presents a master’s thesis that provides a detailed mathematical and
algorithmic study of Ethereum, making it one of the most relevant works for our
thesis. It explores Ethereum’s cryptographic mechanisms, data structures, and at-
tempts to formalize it as a transaction-based state machine, which is similar to our
approach, but lacks depth in several areas.

The paper starts with a historical overview of blockchain as a fusion of multiple
innovations like PoW, time stamping, mining, digital signatures, and privacy in a
P2P network. It covers hash functions, hashcash PoW, and ECDSA for determining
the authenticity and authorship of digital assets, along with a brief mention of Lam-
port Signatures for quantum resistance. The work also touches on Zero-Knowledge
Proofs (ZKPs) as an interactive proof system, and algorithms for all of them.

The discussion on Ethereum’s data structures includes linked lists for blockchain
storage, Merkle trees and tries for efficient verification, their distinction, and Bloom
filters for large-scaling data handling. The paper describes Ethereum as a multilay-
ered, open source, programmable and cryptographically secure system, including its
P2P network and the Recursive Length Prefix (RLPx) protocol for secure commu-
nication through encryption. Ethereum’s block structure and the PoW mechanism
are presented but it remain focused on of Ethereum 1.0 with only a brief compar-
ison of PoS to PoW. While it introduces FSM for a mathematical formalization
of Ethereum’s behavior, it only presents a general five-tuple definition and a basic
state transition diagram, lacking details on individual transaction execution across
different transaction types and failure states.

Ethereum’s economic model is covered, explaining Ether, gas prices, and tokens or
tradable digital assets. The Ethereum Virtual Machine (EVM) is briefly introduced,
followed by an overview of identity generation using ECC over finite fields, repre-
sented with general elliptic curves notions, graphs and equations. The paper then
details Ethereum accounts and transaction structures but skips other components
like receipts and logs. Smart contracts which is an important part of the EVM, are
also introduced briefly without delving into details like, how they are created and
executed. The thesis concludes with a discussion for potential improvements in Trie
structures, smart contracts, and ECC algorithms.

Overall, this master’s thesis provides a strong mathematical foundation for Ethereum,
covering cryptographic algorithms, consensus mechanisms, and data structures, while
comparing them with the flaws of Bitcoin. However, it lacks a structured, chrono-
logical description of Ethereum’s operations, omits Ethereum 2.0 which has is one of
the most significant developments in Ethereum history, and does not fully formalize
its FSM model. These gaps leave room for further refinement and will be some of
the key contributions of our research.
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3.3 Mathematical Modeling Approaches for

Blockchain Technology - Suresh Kumar et al.

[15]

Suresh Kumar et al. [15] introduces blockchain concepts by going over its functional-
ities and definitions in their paper. Despite the attempt, it lacks clear explanations
of fundamental mechanisms such as block mining, digital currency, and consensus
algorithms. The paper presents blockchain as a layered structure — “Accord layer”,
“Mining layer”, “Spread layer”, “Semantic layer” and “Application layer” - but fails
to provide a meaningful breakdown of these layers and how they interact.

The study briefly mentions smart contracts, referring to them as “PC programs”
“containing a lot of rules” [15] and compares dApps with centralized apps. On the
cryptographic side, the paper touches on hashing, Merkle trees, and elliptic curve
cryptography (ECC) with a few mathematical formulations but does not link its role
in transaction validation and security. Ethereum and Bitcoin are lightly compared
in terms of functionalities and punishment systems, yet key distinctions in their
consensus models are left unexplored. Their excessive use of synonyms for even
important terms like “squares” instead of “Blocks” creates further confusion.

Overall, this study lightly introduces the tech, but lacks structured definitions, clear
consensus modeling, and precise cryptographic formulations. This highlights the
need for a well-defined mathematical approach to understanding blockchain mecha-
nisms.

3.4 The Mathematics of Bitcoin - Grunspan and

Pérez-Marco [13]

This paper by Grunspan and Pérez-Marco [13] presents Bitcoin as a “mathemat-
ical algorithm on a network which manages transaction data and builds majority
consensus among the participants” [13]. Instead of focusing on the mathematics be-
hind Bitcoin’s cryptographic tools, it analyses research on Bitcoin from a statistical
perspective.

The paper introduces nodes, miners, their roles in the Bitcoin network and explains
key operations, including PoW, hashing, and difficulty adjustment, before applying
probability functions to analyze them. First, they mathematically models the time
taken to mine a block and deduces that the probability of mining blocks using PoW
follows a Poisson distribution. Then the paper models the probability of a successful
double-spending attack where a dishonest node tries to alter past transactions by
outpacing honest miners, showing that the probability is very small. Similarly a few
more probability models for mining strategies and their profitability are analyzed,
concluding that such attacks are realistically unlikely.

Overall, the paper demonstrates how, given a clear model, a blockchain architec-
ture’s security risks can be assessed using probability functions. Our thesis could
similarly help formalize Bitcoin and Ethereum 1.0/2.0 to analyze potential risks and
mitigation strategies.
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3.5 The Mathematics Behind Blockchain - Sutra

Dhor [57]

This short paper by Sutra Dhor [57] starts off by comparing blockchain with central-
ized systems and then introducing some bitcoin features like PoW, hashing (without
explaining its role in security and integrity), and ECC with a graphical representa-
tion of point doubling. It briefly mentions ECC’s vulnerability to quantum attacks
but does not explain why it is quantum-unsafe. The paper presents ECDSA equa-
tions but without the proof, outlines Bitcoin’s block structure without the header,
and mentions nonce usage in PoW while skipping hashing and difficulty adjustment.
It also lacks transaction structure details and algorithms, focusing primarily on Bit-
coin despite claiming to discuss blockchain. Overall, the paper demonstrates several
gaps that need to be addressed.

3.6 Ethereum: A Secure Decentralised Generalis-

ed Transaction Ledger - Wood et al. [4]

This paper by Wood et al. [4] is the official Ethereum Yellow Paper, introducing
and formally defining its protocol. It presents Ethereum as a transaction based
state machine, where the state of the accounts (world state) σt changes based on
transactions T through a state transition function Υ (transaction execution):

σt+1 = Υ(σt, T )

The paper defines accounts, blocks and transactions using sets and tuples, with
brief descriptions of their fields. Trie structures, gas costs and other mappings are
expressed with well-defined functions, providing a set-theoretic approach that we
can use as a reference. However, as the paper progresses, it becomes more complex
and harder to follow without prior knowledge of blockchain concepts. For example,
the Ethereum Virtual Machine (EVM) is defined as a 6-tuple, assuming familiarity
with operating systems and low-level computation terminologies.
The block structure mixes elements from both Ethereum 1.0 and 2.0, likely because
the paper focuses mostly on the execution layer while providing little discussion
on consensus mechanisms, which differ between the 2 versions and are crucial to
Ethereum’s security and decentralization.

For Ethereum’s Merkle trie, the paper introduces: TRIE(L∗
1(σ[a]s)) ≡ σ[a]s

where L∗
1 is referred to as the collapse function but is not well explained. Under-

standing this requires prior knowledge of Ethereum’s trie structures. As a result,
mathematicians may struggle with the missing context, while engineers and devel-
opers might prefer reading the code rather than engaging with the formal mathe-
matical details. This suggests that the Yellow Paper is mainly written for computer
scientists.

In conclusion, the paper presents Ethereum as a purely functional state-transition
system aimed for higher-level readers. We will use it as a guide to model Ethereum
using sets, algorithms and diagrams while ensuring clarity and simplicity.
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3.7 Research Gap

From the reviewed papers, we have identified several research gaps that this thesis
will try to address. They are as follows:

1. Lack of a formal mathematical model covering the entire Bitcoin and Ethereum
process, from joining the network to block synchronization, incorporating both
the execution and consensus layers.

2. Lack of clarity and structured chronology in existing blockchain models, mak-
ing them difficult to follow.

3. Lack of studies linking cryptographic techniques to corresponding blockchain
operations, despite their fundamental role in security and transaction valida-
tion.

4. Lack of a step by step, simplified explanation of smart contract deployment
and execution in Ethereum’s mathematical models, for better understanding
of it’s functionalities.

5. Absence of a detailed functional state-transition model for Ethereum with a
Finite State Machine (FSM) that accounts for different transaction types.

6. Lack of studies on the Ethereum 2.0’s structure and mathematical modeling.

By addressing these gaps, this thesis will contribute a well-defined, structured, and
precise mathematical model for Bitcoin and Ethereum.
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Chapter 4

Proposed Bitcoin Blockchain
Model

In our model we consider that there are many available blockchain systems. We use
the notation BC to denote the set of blockchains where bc ∈ BC denotes a single
particular blockchain. We will model a specific blockchain bc ∈ BC starting from
the fundamental components used in the network.

4.1 Bitcoin Network Components

The fundamental components to create the bitcoin network are the entities, transac-
tions and blocks. We assume that each entity utilizes a computing device called node
to interact with the blockchain system, however, we do not differentiate between an
entity and their corresponding node. Instead they are considered as a single entity
for simplicity. It is to be noted that we assume a node joins and maintains its con-
nectivity with the P2P network of a blockchain system in a standardized approach
as required by the corresponding P2P network. This is why we do not include such
functionalities in our model.

4.1.1 Entity

An entity in our model represents a person which interacts with the blockchain
system using a node. Each user or entity in a blockchain system is identified using
an identifier called address. To get an address in a network, a user utilizes the
respective wallet software to generate a key pair, consisting of a private key and the
public key as mentioned in Section 2.3. Then, the public key is used to generate the
address of the user. These three values, private key, public key and the respective
address forms the identity of the user/node in the bitcoin network.

4.1.2 Transaction

In the Bitcoin network, a transaction is the atomic unit by which an entity transfers
certain amount of bitcoins to another entity. To develop this model, we assume s as
the sender and r as the receiver. In case of multiple receivers in a single transaction,
we denote them as r0, r1, ..., rn.
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We use the notation Tbc to denote the ordered set of all transactions.

Tbc ≜ ⟨t1, t2, ..., tn⟩ (4.1)

Each single transaction (ti ∈ Tbc) has two arrays of inputs and outputs, where the
inputs point to unspent outputs (UTXOs) that were addressed to the sender before
and the outputs are for the receivers [61]. We can define them in the following way:

ti ≜ ⟨T in
i , T out

i ⟩

T out
i ≜ ⟨tout0i , ..., t

outj
i ⟩

T in
i ≜ ⟨tin0

i , ..., tinl
i ⟩

Here, j, l ∈ N are the number of outputs and inputs that ti has, respectively.
For 0 ≤ k ≤ j, we define each output in the following way:

toutki ≜ ⟨keyrk , valk⟩ (4.2)

Here keyrk is receiver rk’s public key and valk is the bitcoin amount being sent. For
0 ≤ m ≤ l, we define each input in the following way:

tinm
i ≜ ⟨outHash, o, sigs⟩ (4.3)

Here outHash is the hash of a previous transaction that has the output being used in
this input and o is the index of that output in that transaction. sigs is the signature
of the sender using ECDSA as discussed in section 2.3 that will be used to verify
sender’s permission to use that referenced output.

We have simplified the structure of the transaction input and output by directly
placing keyr and sigs inside them. In reality, they are placed inside two scripts
called the scriptPubKey and scriptSig, using a scripting pattern [38]. In P2PK (Pay
to Public key) scripting pattern, which is the simpliest one, the structure of the
scripts can be defined in the following way:

scriptPubKeyk ≜ ⟨keyrk ,OP CHECKSIG⟩

scriptSigm ≜ ⟨sigs⟩

scriptPubKeyk is the locking script that ensures the receiver can only spend this
output addressed to them when they can produce a signature belonging to this
public key, keyrk . scriptSigm is the unlocking script, signed by the sender s to prove
ownership of the output they are referencing in the input and thus unlock it’s locking
script. This is done by executing the two scripts together. Bitcoin uses a stack based
scripting language (Turing incomplete) and “OP CHECKSIG” is one of its opcode
with the steps to verify this signature [43]. First the signature in pushed into the
first-in-last-out stack data structure, followed by the unlocking script’s public key
and opcode [37]. It is then executed top to bottom from the stack and based on
the verification output, a true or false value is pushed back into the stack. We will
represent these verifying steps in the form of an algorithm later.
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4.1.3 Blocks

Let Bbc be the ordered set of all the verified blocks in a blockchain system bc after
reaching consensus:

Bbc ≜ ⟨b1, b2, . . . , bn⟩ (4.4)

Each block bp has a header and an ordered set of validated transactions, and can be
defined as follows:

bp ≜ ⟨Hp, Tp⟩ (4.5)

Tp = {tpi |i ∈ {1, 2, . . . , n}} (4.6)

Hp ≜ ⟨tsp, hp,MRp, δp, ηp⟩ (4.7)

hp ≜ hash(Hp−1)

Table 4.1 explains the expressions used in the above transaction and block structure.

Expression Terminology

tsp Timestamp of when block bp was created

hp Hash of the previous block’s header

MRp Hash of Merkle root summarizing all tpi

δp Difficulty target of mining this block bp

ηp Nonce which satisfies hash(hash(Hp)) < δp

key−1
s Private key of the sender s

keys Public key generated from key−1
s using ECC

ads ads = hash(keys)

sigs
Signature generated from key−1

s and transaction
data using ECDSA

Table 4.1: Bitcoin transaction and block component terminologies

To generate the sigs for a transaction input, the transaction data is serialized with
all the sigs’s set to null. This is then hashed and passed into the ECDSA using
key−1

s , returning the signature sigs as discussed in Section 2.3.3. The verification of
this signature later involves re-hashing and then using keys [6].

Tbc is generated from the union of all the Tp in all the blocks bp in Bbc:

Tbc ≜
⋃
⟨Tp | bp ∈ Bbc⟩ (4.8)

For ease of searching through transactions and blocks, we will define 2-way hashmap
functions that map a hash to their corresponding transaction or block:

TxnHash = {(hash(t), t) | t ∈ Tbc} (4.9)

BlockHash = {(hash(b.H), b) | b ∈ Bbc} (4.10)
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4.1.4 UTXO Set

UTXO’s are outputs from all the transactions in Bbc that have not yet been refer-
enced in any of the inputs. This prevents entities from double spending and main-
tains the program’s integrity [61]. We will define the UTXO set in the following
way:

UTXOset = allOuts− getUTXO(allIns) = {toutq , . . . } (4.11)

where,

allOuts =
⋃
{T out

i | ti ∈ Tbc, where ti = ⟨T in
i , T out

i ⟩}

allIns =
⋃
{T in

i | ti ∈ Tbc, where ti = ⟨T in
i , T out

i ⟩}

We can write the element-wise function of getUTXO(allIns) as getUTXO∗(tin) where
tin is a single input. First the transaction that has the referenced output is found us-
ing the transaction hashmap function and then the output at index tin.o is returned.
This is shown in Algorithm 1 and visually in Figure 4.1.

Algorithm 1 Retrieving UTXO from a transaction input

1: function getUTXO*(tin)
2: txn← TxnHash(tin.outHash)
3: tout ← txn.T out.atIdx(tin.o)
4: return tout

5: end function

Figure 4.1: Retrieving the UTXO from the transaction input

This UTXO set is updated every time a new block is added to Bbc using the above
steps to add the new outputs and remove the UTXOs referenced in the new inputs.

20



4.1.5 Node

As mentioned before, for the sake of simplicity, we use the term nodes to refer to any
entity. Nodes are the technical components that participate in a blockchain network.
Each node stores and maintains a blockchainState, which is basically the ordered set
Bbc that we defined earlier. It comprises of all the blocks mined and validated in
the blockchain. All nodes also keep a UTXOset and update it accordingly.

Some nodes in a blockchain system may also perform mining activities, and we will
call them miner nodes.

M = {m0,m1, . . . ,mn}

where M ⊆ Nbc and Nbc is the set of all nodes participating in bc.

4.2 Block Generation

When a transaction is created by a node, it is broadcasted to rest of the nodes in Nbc.
Each node n collects these unconfirmed transactions in a set called the mempool
(not global) [28].

mempooln = {t1, t2, . . . , ti}

Let m ∈ M be a miner in the blockchain bc. m takes a subset of transactions from
their mempool,

txnSet ⊆ mempoolm

The miner then verifies each transaction in this set. Each input in a transaction are
individually parsed to retrieve their corresponding output using getUTXO(input)
and then, ECDSA is used to verify sender’s signature, ensuring permission to spend
the mentioned UTXO. This helps avoid double spending. For the message part of
ECDSA, a copy of the transaction is made with all the signature fields set to null
and then hashed. Total value in all the outputs in the transaction are ensured to
be equal or less than total value in all the inputs. If all checks pass, the transaction
has been verified or declined otherwise. These steps are put in the function defined
below and shown in Algorithm 2 :

checkTxn : txnSet×Bbc → {True/False} (4.12)

verifiedTxnSet = {t ∈ txnSet | checkTxn(t) = True}

verifiedTxnSet ⊆ txnSet
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Algorithm 2 Bitcoin checkTxn

1: function checkTxn(t)
2: inputs, outputs← t.items()
3: valin, valout ← 0, 0
4: t∗ ← t
5: t∗ = makeSignNull(t∗)
6: for all input ∈ inputs do
7: utxo← getUTXO(input)
8: if utxo /∈ UTXOset then return False
9: end if

10: if ECDSA(input.sigs, utxo.keyr, hash(t
∗)) is False then

11: return False
12: end if
13: valin = valin + utxo.val
14: end for
15: for all output ∈ outputs do
16: valout = valout + output.val
17: end for
18: if valout ≤ valin then
19: txnFee = txnFee+ (valin − valout) ▷ outside variable for reward
20: return True
21: else
22: return False
23: end if
24: end function

The verified transactions are then hashed repetitively, creating a binary tree data
structure, called the Merkle Tree [26], which will be later used to verify the list of
transactions. Figure 4.2 shows a Merkle tree produced from an example transaction
set, verifiedTxnSet = {t1, t2, t3, t4}. The following function returns the root hash of
this Merkle tree:

merkleRoot : verifiedTxnSet→ MR (4.13)

Figure 4.2: Merkle Tree of a verifiedTxnSet = {t1, t2, t3, t4}
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Hash of previous block hp is found by hashing the head of the last block in the
chain in Bbc. Difficulty δ is computed from how many blocks were mined in a time
period, to make sure that one block is mined every 10 minutes on average. It is
adjusted every 2016 blocks in Bbc using the following equation:

δi = δi−1 ×
t

2016× 10 mins

where δi−1 is the last difficulty and t is the time taken in minutes to mine the last
2016 blocks [45]. We can put this calculation behind a function,

δ = calcDifficulty(timeStamp)

Nonce η is initially set to 0 and will be altered later during mining [14].

Hence, the miner will have a block with header information as defined above and
verifiedTxnSet as the array of transactions inside the block. To mine this block, the
miner sets nonce to 0 and goes through a series of incrementing nonce and hashing
the header until hash(hash(H)) ≤ δ. Then, the block is mined. This process of
creating a block b can be explained in the pseudo-code in Algorithm 3.

Algorithm 3 createBlock (PoW)

1: function createBlock(txnSet, prevHash)
2: T ← {t ∈ txnSet | checkTxn(t) = True}
3: t0 ← createRewardTxn(adm, T ) ▷ adm is the miner’s address
4: T = {t0} ∪ T
5: MR← merkleRoot(T )
6: h← prevHash
7: ts← currentTime()
8: δ ← calcDifficulty(ts)
9: η ← 0
10: H ← tuple(ts, h,MR, δ, η)
11: H ← solveBlock(H)
12: return b← (H,T ) ▷ Hence, a new block b has been mined
13: end function
14:

15: function solveBlock(H)
16: H.η ← 0
17: while hash(hash(H)) > δ do
18: H.η += 1
19: end while
20: return H
21: end function

The function createRewardTxn(adm, T ) used in Algorithm 3, outputs the reward
transaction, also known as the coinbase transaction, addressed to the miner m.
This is Proof of Work’s incentive for mining a block where the value of the reward
is equal to the block reward plus the total transaction fee from all the transactions
included in the block. The block reward is halved after every 210000 blocks [41].
After successfully creating and mining the block, the miner will append this b to
their Bbc set and broadcast it to other nodes in Nbc.
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4.3 PoW-based Consensus Algorithm

When a node receives a mined block b = ⟨H,T ⟩, it verifies it with the steps shown
in Algorithm 4. It takes in an argument prevHashes, which is the hash of the header
of the node’s last block in their blockchain. Nodes could have more than one last
block due to forks, as we will see later.

In verifyBlock(b, prevHashes), first the difficulty value is checked by double hashing
the block header and then, all the transactions are verified with checkTxn(t). A
Merkle tree is constructed from these transactions as discussed earlier and it’s root
matched with MR in the block. Finally it checks if h in block’s header points to
any of the node’s last blocks. If any of the checks fail, the block is discarded.

Algorithm 4 verifyBlock

1: function verifyBlock(b, prevHashes)
2: H,T ← b.items()
3: if hash(hash(H)) > δ then ▷ Verifying nonce
4: return False
5: end if
6: for all t ∈ T do ▷ Verifying transactions
7: if checkTxn(t) is False then
8: return False
9: end if

10: end for
11: if merkleRoot(T ) ̸= H.MR then ▷ Verifying Merkle root
12: return False
13: end if
14: if H.h /∈ prevHashes then ▷ Verifying h of b
15: return False
16: end if
17: return True
18: end function

After verifying it, the node adds b to their Bbc and also propagates b to neighboring
nodes until consensus is reached in the Bitcoin network. That is, everyone in the
network will have the same ordered set of blocks in their Bbc.

Let’s say a node has a blockchain state, Bbc = {b1, . . . , bn−1}, and it receives two
valid blocks at the same time, both of whose h values match the hash of bn−1’s head.
After verifying, both will be appended to Bbc, creating a fork [20], which needs to
be resolved for consensus.

To resolve this, the node will wait for the next block, which will point to either bn
or b′n, and thus extending one of the two chains. The node then calculates the sum
difficulty of all the blocks in each chain and discards the chain with the lower sum,
keeping the longest chain. This could be illustrated in Figure 4.3.
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Figure 4.3: Fork resolution in Bitcoin

The above steps of resolving a fork by picking the longest chain is done using the
function resolveFork(prevHashes). The transactions that got omitted in the fork
resolve and are not in the main chain, are put back in the mempool. Algorithm 5
shows the pseudocode of this function.

Algorithm 5 resolveFork

1: function resolveFork(prevHashes)
2: tails← BlockHash(prevHashes)
3: maxDiff← 0
4: longestChain← {}
5: for all tail ∈ tails do
6: b← tail
7: chain← {b}
8: diffSum← b.H.δ
9: while b.H.h ̸= 0 do ▷ Looping until genesis block
10: b← BlockHash(b.H.h)
11: diffSum = diffSum+ b.H.δ
12: chain = {b} ∪ chain
13: end while
14: if diffSum > maxDiff then
15: longestChain = chain
16: maxDiff = diffSum
17: end if
18: end for
19: orphanBlocks← Bbc − longestChain
20: orphanTxns←

⋃
{Tp | bp ∈ orphanBlocks}

21: T ←
⋃
{Tp | bp ∈ longestChain}

22: mempool = orphanTxns− T ▷ Orphan transactions goes to mempool
23: Bbc = longestChain
24: return Bbc

25: end function

A miner node does the same fork resolving steps but before creating a new block. It
executes resolveFork(prevHashes) before createBlock to ensure the new block always
extends the chain with the most accumulated Proof of Work [20]. When every
node agrees on the same set Bbc and there are no forks, distributed consensus is
achieved.
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Chapter 5

Proposed Ethereum Blockchain
Model

First, we will outline the model of the older version of Ethereum that used PoW for
the consensus mechanism. We start with a collection of Blockchain systems and let
bc ∈ BC denote a single particular Ethereum blockchain system. Ethereum works in
a similar way to Bitcoin with some differences and then extends it further to smart
contracts and decentralized applications (dApps) on the EVM (Ethereum Virtual
Machine) [18]. Smart contracts are self-executing programs or pieces of code, written
in high level language like Solidity and compiled in EVM bytecode, stored on the
network, that can get executed by transactions.

5.1 Ethereum 1.0 with PoW

A key difference between Ethereum and Bitcoin is that Ethereum is account-based,
meaning entities have accounts with stated balances, whereas Bitcoin calculates
balances from all the UTXOs associated with the entity.

5.1.1 Entity Accounts

Similar to nodes/entities in the Bitcoin blockchain model, Ethereum too assigns
addresses to all accounts in the network, but not all accounts have a private key.
There are two types of accounts in Ethereum:

• Externally Owned Account (EOA): These accounts can initiate transac-
tions at any time and are controlled by the entity’s private key [48]. Similar
to Bitcoin, Ethereum uses ECDSA to generate the public key from the private
key, and the account’s address is derived from the last 20 bytes after hashing
the public key.

• Contract Accounts: These accounts are created when EOAs create smart
contracts deployed through transactions [48]. Hence, they do not involve a
private-public key pair. The address of the account is generated by hashing
the sender’s address and nonce during contract creation.
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Changes in these accounts are stored in the network as account states, defined as
follows:

σk = ⟨nk, balancek, codeHashk, storageRootk⟩ (5.1)

where n is nonce which is the number of transactions or contracts created by the
entity k, and balance is the amount of Ether (Ethereum coin) owned by the account.
For EOAs, codeHash and storageRoot are left as empty strings since they are
not needed.

For contract accounts, the account contents, including input and output data of the
smart contract, are kept in the contract storage trie (discussed in section 5.1.6), and
the root of this trie is stored in storageRoot. The codeHash field in contract accounts
has the hash of the smart contract bytecode, used to identify and verify the smart
contract on the blockchain [48].

All the account states in the network at a given time, combined, is referred to as
the current state of the network. We can represent this state as Σ in the following
way:

Σ = {(ad1 : σ1), (ad2 : σ2), . . . }

where adi is the address of the account. Later we will see this represented in a Trie
structure.

5.1.2 Transactions

Ethereum can be viewed as a transaction-based state machine, where each trans-
action executed causes state

∑
transitions. These transactions are instruction car-

riers initiated and signed by EOA accounts, either to transfer Ethereum coins or
create/execute a smart contract. To execute them on the EVM, computation power
referred to as gas will be used, which needs to be paid by the transaction initia-
tor/sender [34].

Unlike Bitcoin, it doesn’t have the inputs or outputs array in a single transaction.
Instead, we can define an Ethereum transaction in the following way and the terms
[36] used explained in Table 5.1:

ti = ⟨ni, gasLimi, gasPricei, toi, vali, sigi, datai⟩ (5.2)

There are three types of transactions based on its task:

• Regular transactions: Sending coins from one EOA account to another.

• Contract deployment transactions: Sent by the contract initiator with the
code to deploy it as a smart contract. The data field contains the contract
code and to address is kept empty. If successful, it creates a contract account.

• Contract executing transactions: Sent addressing a contract account to
execute/call function(s) in that smart contract. The to field contains the
address of the contract account.
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Expression Terminology

n Nonce of the sender’s account

gasLim Maximum gas the sender is willing to spend

gasPrice Amount in wei (10−18 ETH) per unit of gas

to Address of recipient

val Value in wei being transferred

sig Has sender’s signature components

data
Optional field that could have code to create a contract

or call a function

Table 5.1: Ethereum transaction component terminologies

5.1.3 Signing a Transaction

To initiate a transaction, first the sender entity, s, using their EOA, creates the
transaction tuple t∗ with all the fields as mentioned in equation 5.2 except sig.
The fields are then hashed in order and passed through the ECDSA (Elliptic Curve
Digital Signature Algorithm) with the sender’s private key, to generate sig.

ECDSA(key−1
s , hash(t∗))→ (r, s) (5.3)

A extra component v, called the recovery identifier is included in the Ethereum sig-
nature to help recover the sender’s public key, keys from sig later during verification.
[25]

sig = ⟨v, r, s⟩

The completed transaction is now broadcast and propagated to other nodes in the
network.

Verification steps of the signature by other nodes:

keys ← getPubKeyFromSig(sig)

ECDSA(sig, keys, hash(t
∗))→ True/False (5.4)

5.1.4 Transaction receipts and logs

Transactions added to a block are executed on the current world state and the
outcome about what happened during execution, how much gas was spent, etc, are
recorded in transaction receipts [52]. We can define a receipt in the following way:

tri ≜ ⟨blockHashi, blockIdxi, txnHashi, txnIdxi, fromi, toi,

cmlGasUsedi, gasUsedi, contrAdri, statusi,Logsi⟩
(5.5)

Here,

• blockHashi, blockIdxi : hash and index of the block containing the transaction.
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• txnHashi, txnIdxi : hash and index (in the block) of the transaction.

• fromi, toi : address of the sender and recipient of the transaction respectively.
toi is null if it was from a contract deployment transaction.

• gasUsedi : amount of gas used by the transaction during execution.

• cmlGasUsedi : cumulative gas used until this transaction in the block, to
help nodes keep track of gas usage across multiple transactions for consistency
checks.

• contrAdri : address of the contract account if the transaction created a new
contract.

• statusi : 1 if the execution was a success, 0 otherwise.

• Logsi : a list of event log tuples emitted from the smart contract if it was a
contract executing transaction, or null otherwise.

Logsi = {logij |j = 1, 2, ..., n}

We can define a single log to have the following structure:

logij ≜ ⟨blockHashi, blockIdxi, txnHashi, txnIdxi,
contrAdri, logIdxij , topicsij , dataij⟩

(5.6)

Here,

• logIdxij : index of the log within the block

• topicsij : a list of indexed event parameters in the log designed for efficient
filtering and searching of specific events [35]. The values are hashed.

• dataij : log data containing unindexed event parameters, typically larger values
or those that don’t need to be searchable [35]. The values are stored without
hashing.

An example of indexed and unindexed event parameters is discussed later in section
5.2, under the life-cycle of smart contracts.

5.1.5 Blocks

Ethereum 1.0 uses PoW to verify their blocks in a similar way to Bitcoin with some
variation. Structure of a single Ethereum block:

bi ≜ ⟨Hi, Ti, Oi⟩

Hi ≜ ⟨hi, ohi, benefi, SRi,RRi,TRi, logsBloomi, δi, ni,

gasLimi, gasUsedi, tsi,mhi, ηi⟩
(5.7)

Ti ≜ {tij |j ∈ {1, 2, ..., n}}

Oi ≜ {oij |j ∈ {1, 2, ...,m}}
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Expression Terminology

hi hash of previous block bi−1

ohi hash(Oi)

benefi Address of this block’s miner to send the rewards to

SRi Root hash of World state trie

RRi Root hash of Receipts trie

TRi Root hash of Transaction trie

logsBloomi

Bloom filter to quickly verify event logs of the
transactions in Ti

δi Difficulty of mining this block bi

ni Current block index, i

gasLim Total gas limit of all the t ∈ Ti in the block

gasUsedi Total gas used by the transactions in Ti

tsi Timestamp of when this block was created

mhi, ηi mixHash and nonce used for PoW

Oi
List of Ommer blocks (valid blocks that were not included

in the main chain)

Table 5.2: Ethereum 1.0 block component terminologies

5.1.6 Trie Data Structures and Bloom filter

In the block structure, we have seen Ethereum using root hash of trie data structures
for easier referencing/verification and retrieval of data stored in the network. In
Bitcoin we have seen Merkle tree being used to verify transactions stored in a block
but that tree cannot be used to retrieve data. For this, Ethereum uses Modified
Merkle Patricia Trie (MPT) for all its tree data structures, that uses common prefix
in keys to locate the data [58]. We can show a simplified version of the MPT in an
example diagram in Figure 5.1 using 3 key-value pairs:

Σ = {(b732e5 : σ1), (b79f24 : σ2), (b73281 : σ3)}
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b 7 3 2 e 5 : 

b 7 9 f 2 4 : 

b 7 3 2 8 1 : 

Root Node : 0 b 7 

prefix shared nibble next node pointer 

0 1 2 3 4 5 6 7 8 9 a b c d e f value

3 f 2 4 

prefix key-end value

1 2 

0 1 2 3 4 5 6 7 8 9 a b c d e f value

3 5 3 1 

prefix shared nibble 

prefix key-end value prefix key-end value

Prefix for node types:
0 - Extension Node (Even no. of nibbles)
1 - Extension Node (Odd no. of nibbles)

2 - Leaf Node (Even no. of nibbles)
3 - Leaf Node (Odd no. of nibbles)

Branch nodes have exactly 17 slots and no prefix

Figure 5.1: Simplified structure of a MPT used in Ethereum

The 4 tries [27] used in Ethereum are:

• World State trie: This trie holds the state of all accounts in the network
and is mapped by their addresses. To retrieve data of an account state, we
use their address and go down from the State Root until we reach a leaf node
containing the account state data.

getAccState : ad× SR→ σ (5.8)

• Transaction trie: The list of transactions in a block are kept in this trie for
easier verification. Even though a trie structure for block transactions might
seem unnecessary, it’s for uniformity without having to introduce another tree
data structure. For simplicity, our model’s transaction trie uses the transaction
index as key and transaction data as the value.

• Receipt trie: Similar to transaction trie, this trie has transaction receipts
created by the EVM after executing the transactions in the block. Like trans-
action trie, this trie is also used to validate the block. Receipt index is the key
and its data is the value.

• Contract storage trie: This trie has all the internal data of the Contracts
accounts and its root node is included in storageRoot in the account state as
mentioned before. The data is stored in the EVM’s database (locally on the
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user’s machine) with their own memory addresses. This address is the key and
the data itself is the value, for the trie.

Another data structure used for verification other than Tries, is the Bloom filter.
It is a probabilistic data structure that Ethereum uses to efficiently store, search
and verify the existence of event logs emitted by smart contracts in a block during
execution [7]. Using logs in this way instead of storing in contract storage variables,
significantly reduces gas costs. The log data are processed using multiple fast hash
functions to map the data to specific indexes with allowed overlaps in the Bloom
filter, setting those positions to 1. Figure 5.2 is a simple example of a bloom filter
with 2 strings.

Figure 5.2: Bloom Filter data structure

To verify existence of a specific log, its hash is recalculated: hash(logi,j)
and the relevant indexes are checked in the Bloom filter. If all bits at these indexes
are 1, the log likely exists (with a small chance of a false positive). If any bit is 0,
the log definitely does not exist, ensuring no false negatives. This method reduces
storage costs and improves verification efficiency.

5.1.7 Validating a Transaction

Similar to the Bitcoin model, Ethereum miner nodes collect transactions and verifies
them before execution. First, a temporary copy of the transaction tuple is created
with its signature component (sig) set to null, and the tuple is hashed. According
to section 5.1.3, the sender’s public key is reconstructed via the function getPub-
KeyFromSig(t.sig) to be used to validate the signature using ECDSA. From the
public key, the corresponding address is derived using getAddress(keys), which is
then used to retrieve the sender’s account state. The nonce in the transaction and
account state is compared to ensure transaction order. If any of these checks fail,
the transaction is deemed invalid.

Additionally, a temporary copy of the world state is created, and the transaction
is executed on it using the function executeTxn(t, tempState), which will output
the gas used and a status indicator. If status is 0 (and not 1), the transaction
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was unsuccessful, but will still get added to the block to discourage nodes from
sending faulty transactions. Finally, the sender’s balance is checked to ensure it can
cover the total transaction fee, which includes the gas cost and transaction value. If
the balance is insufficient or the gas limit (gasLim) is exceeded, the transaction is
rejected. We can summarize these steps in Algorithm 6.

Algorithm 6 Ethereum checkTxn

1: function checkTxn(t)
2: t∗ ← t
3: t∗.sig = null
4: keys ← getPubKeyFromSig(t.sig)
5: σs ← getAccState(getAddress(keys))
6: if t.sig is null then
7: return False
8: end if
9: if ECDSA(t.sig, keys, hash(t

∗)) is False then
10: return False
11: end if
12: if t.n ̸= σs.n then
13: return False
14: end if
15: tempState← copyState(Σ)
16: gasUsed, status← executeTxn(t, tempState) ▷ Simulate t execution
17: if gasUsed > t.gasLim then
18: return False
19: end if
20: if (gasUsed× t.gasPrice) + t.val > σs.balance then
21: return False
22: end if
23: return True
24: end function

5.1.8 Block Generation

A miner entity picks verified transactions from their mempool, prioritizing those
with higher gasPrice for higher reward, to create the transaction list, Ti for the new
block. These transactions are executed on the miner’s current world state, which
transitions to the new world state. We can summarize how the Ethereum state
transitions in the state machine diagram in Figure 5.3.

...

Figure 5.3: State transition summary due to block transactions
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During transaction execution, receipts and logs are generated by the EVM. Using
these outputs, the transaction trie, receipts trie, and logs bloom filter are constructed
as described in section 5.1.6 and their root node hash stored in the block. The world
state trie is also updated. The remaining block elements are calculated or generated
following the definitions in Table 5.2.

In Ethereum, a block is mined approximately every 12 seconds, resulting in frequent
forks during mining. These rejected but valid blocks from the fork resolution that
were created at almost the same time are referred to as Ommer blocks (uncle
blocks). The miner includes these ommer blocks in Oi for the new block, rewarding
the miners of these blocks for their valid work which they were not able to propagate
in time, thus incentivizating honest mining.

The candidate block constructed so far hasmixHash (mhi) and nonce (ηi) initially
set to 0 to begin the PoW process using the Ethash mining algorithm [47]. The
block’s header is hashed along with a dataset generated from the current blockchain
state (referred to as DAG or Directed Acyclic Graph). The calculated hash is placed
in mhi and compared with the difficulty value δi. This hashing process is repeated
in a loop while incrementing nonce ηi until mhi ≤ δi. Once this condition is met,
the block is mined.

5.1.9 PoW-based Consensus Algorithm

The miner then broadcasts the mined block and propagates it to other nodes. These
nodes then perform the following checks:

• Verify if previous hash hi in the block matches the hash of their last block.

• Verify each transaction in Ti using checkTxn(t).

• Execute the transactions on a copy of their current world state and reconstruct
the three tries. Compare their roots with the corresponding fields (ST, RT,
TT) in the block header.

• Verify logs emitted during execution against logsBloom.

• Ensure the total gas used is below the gasLim and equal to the gasUsed.

• Lastly, verify the Proof of Work by ensuring the δi, mhi and ηi values satisfy
the condition mhi ≤ δi.

If all checks pass, the nodes transition their world state to the new state and add the
block to their blockchain. Fork resolving is done similar to in Bitcoin, building on
the longest chain with the most work. When the majority of the network includes
the block in their longest chain, consensus is achieved.

5.2 Smart Contracts and the EVM

Smart contracts are pieces of code with functions and data, written in a Turing-
complete programming language suited for Ethereum, for example, Solidity. These
are deployed by EOAs and executed in Ethereum’s Virtual Machine (EVM).
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5.2.1 EVM and Gas

The Ethereum Virtual Machine (EVM) is the runtime environment for smart con-
tracts. Unlike a real machine, it is not connected to the internet or any file system
and is restricted only to the Ethereum network it is part of. It runs on every node’s
machine ensuring synchronization of the blockchain state and hence is decentralized.
As discussed before, when a transaction is initiated by an EOA, they are charged
with a certain amount of gas for the computation.

Initial gas price paid for ti = gasLimi × gasPricei (5.9)

When the transaction is being executed in the EVM, the gas is gradually depleted
with each computation. If it exceeds gasLim, all the changes are reverted and the
transaction’s receipt status is set to unsuccessful. This prevents infinite loops and
resource depletion. If it does not exceed gasLim, the unused gas is refunded to the
sender account through the receipt [46].

5.2.2 Lifecycle of a Smart Contract

We can model the lifecycle of a smart contract with the example code [46] below:

pragma solidity ^0.8.26;

contract SimpleStorage {

uint storedData;

function set(uint x) public {

storedData = x;

}

function get() public view returns (uint) {

return storedData;

}

}

Code explanation: The first line specifies the compiler version to be used to convert
this high-level programming language to machine language for the EVM to execute.
uint storedData declares a 256-bit unsigned integer. The function set(uint x)

puts a value x in that variable to be stored in the EVM database and get() retrives
that value.

1. Initiation: An entity (EOA) writes the above program in Solidity, compiles
it into EVM bytecode (machine instructions), and puts it in the data field of
a contract deployment transaction, which is then propagated to other nodes.

2. Storing in the Blockchain: If the transaction gets included in a block and
executed, a contract account is created for the smart contract, modifying the
world state trie and storing its address in the receipt. This address is generated
from the sender’s address and nonce in the following way:

contrAdri = hash(ads ⊕ σ(n)s) (5.10)
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The account will have its own persistent storage, that can be accessed via
key-value pairs in the storage trie as discussed in section 5.1.6.

3. Calling a Function: When an account (EOA or contract) wants to execute
the set() function to store a value 42, it initiates a contract-executing trans-
action, placing the contract address in the to field and encoding set(42) in
the data field. A Contract Application Binary Interface (ABI) [22] may be
used for encoding the function selector and parameters.

4. Execution: If this transaction is added to a block and executed, the EVM
will map storedData = 42 to a storage slot in the contract’s storage trie [46].
The receipt records the computation cost as gasUsed, deducted from the
sender’s balance. Writing to a new storage slot consumes much more gas than
modifying the value in an existing slot.
If the contract emits events during execution, the EVM records them as
logs whose structure is described in section 5.1.4. Each log contains in-
dexed and unindexed parameters. For instance, in an event Stored(uint256
oldValue, uint256 newValue), oldValue is indexed for efficient querying,
while newValue is stored in the unindexed data field. This helps in tracking
specific state changes easily without scanning the entire dataset.

A smart contract can be instructed to self-destruct, freeing up storage, but execution
and interactions with it is irreversible, as transactions are permanently recorded on
the blockchain.

5.2.3 Decentralized Applications (dApps)

Decentralized applications (dApps) provide an interface between traditional web
applications and smart contracts within a blockchain. These software applications
operate on the EVM using multiple smart contracts as core logic. To simplify our
model, we will not include dApps in our Ethereum network.

5.3 Ethereum as a Finite State Machine (FSM)

We have shown how executing transactions changes the world state in Figure 5.3,
but state transitions happen for each transaction execution. Below, we model the
Ethereum network as a transaction-influenced Finite State Machine (FSM).

A Finite State Machine is a mathematical model of computation that shows how
the states of a system change from one state to another (transitions) in response to
some inputs. It can be defined by the following five-component tuple:

⟨Q,Σ, δ, q0, F ⟩ (5.11)

• Q : Finite set of states
• Σ : Finite set of input symbols
• δ : Transition function that maps one state to another (potentially influenced
by internal parameters or conditions as we will use later)

• q0 : Initial state
• F : Set of final (or accepting) states
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For our model, we define how the world state (the account states) changes as verified
transactions in a block are executed, until reaching the new world state.

Q = {S0, Sn, SPR
, SPC

, SPE
, SSR

, SSC
, SSE

, SR, SF}
Σ = {t1, t2, ..., tn}
q0 = S0

F = {SF}

(5.12)

States:

• S0 : Initial state representing the world state before processing any transaction.

• Sn : Transaction selection state where an internal variable i (initiated at 0 at
S0) is incremented by 1 to select the next transaction ti.

• SPR
: (Processing state for regular transactions, RT). Verify the transaction

signature, deduct transaction fee from the sender’s balance, and update the
receiver’s balance.

• SPC
: (Processing state for contract deployment transactions, CDT). Verify the

transaction signature, calculate the new contract address, store the bytecode in
the newly created contract account, and deduct the gas cost from the sender’s
balance.

• SPE
: (Processing state for contract execution transactions, CET). Verify the

transaction signature, execute the specified smart contract function in the
EVM, update the contract’s storage, and deduct the gas cost from the sender’s
balance.

• SSR
: Success state for regular transactions, with updated sender and receiver

account balances.

• SSC
: Success state for contract creation, with a new contract account added

to the world state and the sender’s balance updated.

• SSE
: Success state for contract execution, with contract storage updated and

sender/contract balances modified.

• SR : Failure or revert state when the transaction processing fails (due to out-
of-gas or other errors).

• SF : Final state when all transactions in the block have been processed.

Transitions:

• δ(S0, ϵ) = Sn , (Start processing transactions)
• δ(Sn, ti) = SPR

, if ti is a RT
δ(Sn, ti) = SPC

, if ti is a CDT
δ(Sn, ti) = SPE

, if ti is a CET
• δ(SPR

, ti) = SSR
, if transaction ti execution succeeds

δ(SPR
, ti) = SR , if transaction ti execution fails

• δ(SPC
, ti) = SSC

, if transaction ti execution succeeds
δ(SPC

, ti) = SR , if transaction ti execution fails

37



• δ(SPE
, ti) = SSE

, if transaction ti execution succeeds
δ(SPE

, ti) = SR , if transaction ti execution fails
• From SSR

, SSC
, SSE

or SR with ϵ (null):
- If i < n, i.e., more transactions are left, return to Sn.
- If i = n, i.e., no more transactions are left, go to SF .

We can represent this in the following FSM diagram, starting from S0 in Figure 5.4.

is a CDT sucess

sucess

is a CET

is a RT

failed

failed

failed

sucess

Figure 5.4: FSM of state transitions due to block transactions

5.4 Transition to Ethereum 2.0

Ethereum 1.0, while revolutionary, had several limitations that needed improvement.
The Proof of Work (PoW) consensus mechanism, adopted from bitcoin, allowed any
nodes to be able to mine and add blocks to the blockchain, which made the network
vulnerable to attacks and very power costly. Additionally, it favored centralized
mining pools where bigger cooperations with more powerful machines had more
advantages of getting reward compared to smaller miners, and could potentially
take over the network to approve fraudulent transactions. It also had no penalties
for misbehaving miners.

To address these issues, Ethereum fully transitioned to the Proof of Stake (PoS)
consensus mechanism along with other updates in 2022 in an event called the Merge,
marking the shift to Ethereum 2.0. This upgrade introduced better functional-
ity, decentralization, improved security, and reduced the environmental impact of
blockchain operations with a huge decrease in power consumption.

5.4.1 Proof of Stake (PoS)

In this mechanism, instead of every node competing to mine the next block, only
selected nodes are allowed to mine and add blocks to the network, reducing the
energy consumption by a lot. Instead of calling these nodes miners, they are now
called validators, and instead of mining, validators mint, propose or forge blocks.
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To become a validator in Ethereum, a node must lock at least 32 ETH from their
account balance, as a stake, in an escrow account through a special smart contract
[55]. At every slot, the network choses the next proposer from the list of validators.
This selection process is done pseudo-randomly through the RANDAO (Random
Number DAO) algorithm. ‘Randomly’ because a proposer can’t be given any chance
to manipulate who gets to be the next proposer, and ‘pseudo’ because all nodes
should be able to decentrally verify next proposer’s ID. This algorithm makes use of
a global value called the randao which is an accumulation of each proposer adding a
bit of randomness in the form of a value, randaoReveal that’s included in the block
they propose [24].

We can model the RANDAO algorithm to find next proposer index from the list
of validators, V = {vi | i = 1, 2, ..., n} and update randao value with the new
randaoReveal in the steps shown in Algorithm 7.

Algorithm 7 RANDAO Algorithm

1: function generateRandaoReveal(slot, key−1
p ) ▷ proposer, p

2: return BLS sign(slot, key−1
p )

3: end function
4:

5: function getRandao(slot)
6: randao← 0
7: for each bi in Bbc where 1 ≤ i < slot do
8: randao = randao ⊕ bi.randaoReveal
9: end for

10: return randao
11: end function
12:

13: function nextProposerIdx(V, slot)
14: randao← getRandao(slot)
15: proposerIdx← randao mod length(V )
16: return proposerIdx
17: end function
18:

19: function verifyProposer(proposerIdx, slot, V )
20: randao← getRandao(slot)
21: if (randao mod length(V )) ̸= proposerIdx then ▷ Verify proposer idx
22: return False
23: end if
24: pubKey ← getPubKey(V, proposerIdx) ▷ Verify randaoReveal
25: randaoReveal← bslot.randaoReveal
26: if BLS verify(pubKey, slot, randaoReveal) is False then
27: return False
28: end if
29: return True
30: end function

BLS sign(slot, key−1
s ) is the BLS (Boneh–Lynn–Shacham) signature generation
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algorithm, which is similar in purpose to ECDSA discussed in Section 2.3. But
unlike ECDSA, it uses a different elliptic curve and its pairing property1 to aggre-
gate multiple signatures [23]. This makes BLS particularly suitable to generate the
randaoReveal value by signing the slot number with the proposer’s private key.

The Randao value is calculated as the cumulative XOR (⊕) of all the randaoReveal
values from blocks in the canonical chain, as shown in the getRandao(slot) function
in Algorithm 7. The next proposer’s index in the validator set V is determined by
taking the modulus of the Randao value with the size of the validator set.

In the verifyProposer(proposerIdx, slot, V) function, the proposer’s index is recom-
puted to ensure it matches the block’s proposer, and then the verification function
of BLS is used to verify the randaoReveal with the proposer’s public key.

The definition at Ethereum.org [55] makes use of a weighted probability where val-
idators with higher staked amounts, capped at 32ETH, have more chance of getting
picked as the next proposer. We will skip this in our model, but here is how the
probability would have looked like:

wi = min(si, 32), where si is vi’s stake in ETH

P (vi) =
wi∑n
k=1wk

A node can lose their stake through Ethereum 2.0’s slashing mechanism if they
misbehave (unlike in PoW), which makes a node less likely to commit fraud. The
staked money is returned to the owner after a certain amount of time.

5.4.2 Entity Accounts and Transactions

Along with this change from PoW to PoS, some other structural changes were im-
plemented in Ethereum 2.0. The structure of the accounts and transactions stayed
the same as described in Section 5.1, except an EOA can now initiate a deposit
transaction to deploy a special smart contract called a Deposit Contract to lock
the value in the transaction as stake. This transaction called a deposit, is a con-
tract executing transaction initiated by the EOA to the fixed address of the deposit
contract. The val field contains the stake of minimum 32 ETH, and the data field
contains the public key, signature of the EOA and deposit amount again, to be
passed as parameters to the deposit contract [8]. When the transaction is executed,
the deposit contract first verifies the signature with the public key and if successful,
the contract emits an event that appends the sender to the list of Validators.

5.4.3 Attestations

In Ethereum 2.0, blocks are indexed by slot numbers instead of traditional block
indices ni, based on the sequence. A slot represents a single time interval of 12
seconds where a block can be minted, and 32 consecutive slots make up one epoch.

In every epoch, validators propose attestations, which represent their view of the
blockchain. This includes their start block of the current epoch (source) and the

1Elliptic curve pairing is where 2 points from 2 elliptic curves are mapped to a single number.
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current block that’s the head of their chain (target) i.e. the last justified block.
These attestations act as votes to support their perspective, which further strength-
ens the security and integrity of the Ethereum 2.0 blockchain by solidifying the
correct blocks in the main chain. Similar to block proposers, attesters are also
rewarded.

To ensure efficiency and scalability, not all validators attest to every block. Instead,
the network divides validators into committees for each slot and attesters are pseudo-
randomly picked from these committees using randao [31]. An attestation has the
following structure:

attestationj = ⟨aggrBitsj, slotj, attesterIdxj, sourcej, targetj, sigj⟩ (5.13)

• aggrBits : A bitmap of validators’ indices and whether they agreed with the
view (1) or not (0).

• slot : Slot number in which this attestation was generated.

• sig : Aggregated signature (using BLS) of all participating attesters.

At the start of every epoch, a subset of validators is selected from each committee to
become attesters. These attesters generate attestations representing their blockchain
view and aggrBits containing only their vote. They then propagates it to the other
nodes within their committee.

Along with picking attesters, each committee also picks a list of validators to serve as
aggregators, who are responsible for collecting the attestations from their committee
members that align with their view of the blockchain. The aggregators combine
these attestations by updating the aggrBits with their own votes and aggregate their
signatures using BLS in sig field [49]. The aggregated attestations are broadcast to
the rest of the network, including other committees, to inform other validators of the
consensus state. These steps of generating aggregated attestations is represented in
the diagram in Figure 5.5.

Aggregated attestations are included in the next block by the block proposer as a
list, as it plays an important role in reaching consensus:

Attestationsi = {attestationij | j ∈ {1, 2, ..., p}}
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5.4.4 Withdrawals

Withdrawals in Ethereum 2.0 enable validators to retrieve their earned rewards or
staked ETH coins [19]. These withdrawals are either:

• Partial withdrawals: Automatically processed when the validator’s balance
exceeds 32 ETH, to transfer rewards earned to their designated address.

• Full withdrawals: Processed when a validator voluntarily exits or is slashed
due to misbehaving, releasing their entire balance and thus removing them
from the validator list.

Withdrawals have the address of the validator or coin recipient. They are not initi-
ated by transactions but are automatically queued by the block proposer by linearly
scanning through the validators list and processed. This also ensures validator activ-
ity is finalized and no new misconduct has been detected, before proposing the new
block. Once ready, the withdrawals are included as records in the block’s execution
payload. We can represent a withdrawal in the following way:

wij = ⟨adij , valij , j, validatorIdxij⟩ (5.14)

where, adij is the withdrawal address, j is the index of the withdrawal in this slot,
valij is the withdrawal amount and validatorIdxij is the validator index.

The list of all withdrawals in a block bi is:

Withdrawalsi = {wij | j ∈ {1, 2, ...,m}}

5.4.5 Blocks

In Ethereum 2.0, the consensus and execution layers are separated within the block
structure for modularity and scalability. The execution layer maintains data fields
similar to Ethereum 1.0, including components like SR (state trie root) and TR
(transaction trie root), while the consensus layer introduces new fields related to
validators, attestations, etc, replacing fields like mh and η used in the PoW model.
Ommer blocks are no longer included, as only one validator is responsible for propos-
ing a block at a time, significantly reducing chances of forks. This adds to the
efficiency improvement by reducing energy consumption and storage requirements.
We can remodel the structure of a Ethereum block after the Merge, in the following
way (first letter capitalised for list items) and the teminologies used in Table 5.3:

bi ≜ ⟨sloti, proposerIdxi, parentHashi, SR′
i, bodyi⟩ (5.15)

bodyi ≜ ⟨randaoReveali, eth1Datai,ProposerSlashsi,
AttesterSlashsi,Attestationsi, depositsi,

VolnExitsi, syncAggri, exePayloadi⟩
(5.16)
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Expression Terminology

sloti slot number of this block

proposerIdxi Index of this block’s minter in the list of all validators

parentHashi Hash of previous block

SR′
i

Root hash of the State trie before execution of this
block’s transactions

randaoReveali
Randomness value that will be added to randao value that

is used to select next block’s proposer.

ProposerSlashsi
List of validators who proposed conflicting blocks

and will get slashed

AttesterSlashsi list of attesters with conflicting history

Attestationsi List of attestations in favor of the current block, bi−1

Depositsi List of new deposit transactions

VolnExitsi List of validators who want to voluntarily exit the network

syncAggri summary of blockchain activity

exePayloadi Execution layer fields

Table 5.3: Ethereum 2.0 block component terminologies

Sync aggregate (syncAggr) aggregates and compresses data from validators in the
sync committee to provide summarized view of blockchain activity for nodes with
minimal storage and computation capacity called light nodes [30]. In every 256
epochs, the Ethereum network chooses 512 validators to form the sync committee,
who are responsible for sending committee signatures for each block they attest to
[51]. A syncAggr contains the following fields:

• a bitList of validators in the sync committee and their votes for a block.

• an aggregated signature combining all their signatures for later verification.

The current Ethereum block structure has a field named eth1Data which contains
the merkle root of the deposit contract’s logs, the total number of deposits processed,
and the block hash of the Ethereum 1.0 block that has these deposit transactions.
This was to ensure synchronization between Ethereum 1.0 and 2.0 chain, by validat-
ing deposit events before the Merge. We are excluding this from our simplified model
of Ethereum 2.0 since our model has fully transitioned from PoW to PoS. Another
field that was simplified, is the Deposits set which in the Ethereum specification
contains eth1Data logs.

The State Root, SR′
i represents the World State trie before execution of the trans-

actions in this block bi for later verification. The new SRi will be included in the
execution payload or exePayload. The header of this exePayload contains other fields
that changed after executing the block transactions [50] and are similar to what we
saw in Ethereum 1.0’s block header. This can be modeled in the following way:
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exePayloadi ≜ ⟨exePayloadHeaderi,Withdrawalsi, Ti⟩ (5.17)

exePayloadHeaderi ≜ ⟨hi, proposerAdri, SRi,RRi,TRi,WRi,

logsBloomi, prevRandaoi, ni, gasLimi,

gasUsedi, tsi,minGasFeei⟩
(5.18)

Ti = {tij |j ∈ {1, 2, ..., n}}

hi = hash(exePayloadHeaderi−1)

WRi is the root hash of the trie that has all the withdrawals in this payload.
prevRandaoi is the randao value before this block’s randaoReveal. ni is this block’s
index. Rest of the fields are similar to Ethereum 1.0 block structure or previously
discussed components.

5.4.6 Block Generation

At the beginning of each slot, validators check if they are selected as the proposer
for that slot by computing nextProposerIdx(V , slot) from the RANDAO algorithm
discussed earlier. If the computed index matches their validator index, they become
the proposer and proceed to create the next block in the following steps.

Consensus Layer:

1. The proposer selects transactions from their mempool and verifies them to
form the ordered set of verified transactions.

T = {t ∈ txnSet | checkTxn(t) = True}

The deposit transactions from this set T are included in the Deposits set:

Deposits = {ti ∈ T | ti.to is the deposit contract address}

2. The proposer aggregates valid attestations, sync committee contributions, and
any queued withdrawals.

3. Validator index of validators who were identified to be misbehaving, are put
into sets for slashing:

• ProposerSlashs : for proposing conflicting blocks

• AttesterSlashs : for attesting contradictory chains

Validators who requested for full withdrawals and were not part of Proposer-
Slashs, are added to VolnExits.

4. The proposer generates randaoReveal for this block using their private key:

randaoReveal← generateRandaoReveal(slot, key−1
p )
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Execution Layer:

4. The proposer executes all transactions ti ∈ T on their current world state,
updating the state trie, while tracking gas usage to make sure it doesn’t exceed
the gasLim.

5. From the receipts and event logs emitted during execution, the proposer con-
structs the receipts trie, transaction trie, and logs bloom filter.

Finally, the proposer assembles the block with all this information according to
the block structure, and broadcasts it to the network. As a reward, 1

7
th of the

total duties the proposer included in the block is added to their account balance by
generating new ethers [32].

5.4.7 PoS-based Consensus Algorithm

When a node in the network receives the proposed block, it performs the following
checks:

• Verify proposer index and randaoReveal of the block b using
verifyProposer(b.proposerIdx, b.slot, V ).

• Verify the block transactions with checkTxn(t) and then execute them on a
copy of their world state to reconstruct all the tries, logs bloom, gas used, etc.,
comparing them with the block header values.

If all checks pass, the node updates its world state and memory with the new
information and adds the block to its chain. Otherwise, if the block fails verification,
it is rejected, and the misbehaving proposer is reported for slashing by aggregating
the evidence to a slashing contract. The reporter also gets a small reward to their
account for valid slashing reports. Consensus is reached when a majority of the
validators attests to this chain view with the new block.
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Chapter 6

Discussion

Thus the thesis has presented mathematical models for Bitcoin and Ethereum, cov-
ering both Proof of Work (PoW) and Proof of Stake (PoS) versions, while focusing
on their fundamental structures, consensus mechanisms, and cryptographic foun-
dations. We have made use of graphs, table, proofs, algorithms and diagrams to
deconstruct the architectures of both systems and simplify their complexities.
For example, a real bitcoin block is a sequence of bits, where each field occupies a
specific number of bytes (except the transaction list). The first 4 bytes is the version
number of the Bitcoin software being used, the next 32 bytes represent the previous
block’s header hash, and so on. Figure 6.1 shows an example of a raw Bitcoin block
in hexadecimal format.

01000000 6fe28c0ab6f1b372c1a6a246ae63f74f931e8365e15a089c68d6190000000000 982051fd1e4ba7
44bbbe680e1fee14677ba1a3c3540bf7b1cdb606e857233e0e 61bc6649 ffff001d 01e36299 01 0100000
0010000000000000000000000000000000000000000000000000000000000000000ffffffff0704ffff001d0

104ffffffff0100f2052a0100000043410496b538e853519c726a2c91e61ec11600ae1390813a627c66fb8be
7947be63c52da7589379515d4e0a604f8141781e62294721166bf621e73a82cbf2342c858eeac00000000

A raw block data:

<Version><PrevBlockHash><MerkleRoot><Timestamp><Difficulty><Nonce><TxnCount><TxnArray>Fields in
order:

Figure 6.1: Example of a raw Bitcoin block

Comparing this to our bitcoin block structure modeled in Equation 4.5, we can see
certain fields missing. This was intentional to simplify the model and exclude fields
that are not relevant for the algorithms developed later in this work.

Similarly, structures in Ethereum were covered including the new ones introduced
in version 2.0 such as attestations and withdrawals. The Ethereum model chapter
extensively compared Ethereum with Bitcoin, highlighting key improvements. The
formal representation of Ethereum’s state machine behavior using FSM was able to
show the state transitions resulting from different types of transactions, including
failure states that revert changes. Overall this study was able to cover the research
objectives mentioned in Section 1.2 to a significant extent.
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6.1 Comparative Analysis

From the literature review in Chapter 3, we observed a lack of comprehensive re-
search papers written on this topic. Even those that appeared to be relevant had
several shortcomings.

Many papers interpreted “mathematical modeling” as focusing solely on the cryp-
tographic aspects of blockchain systems, mostly demonstrating concepts like point
doubling and ECDSA with graphical representations and formulas. This thesis
extends beyond that by incorporating other important mechanisms essential to a
functioning blockchain system. It details the steps involved in transaction creation,
verification, inclusion in a block through consensus mechanisms, and network-wide
synchronization, often with algorithms. This work therefore addresses the major
gaps left by previous studies. Additionally, a more detailed FSM representation of
Ethereum’s state machine was developed.
Ethereum 2.0, one of the most significant innovations in blockchain technology [39],
was launched near the end 2020. This explains why prior research papers did not
include it. Our paper successfully captures Ethereum 2.0’s main concepts, its newly
introduced structures, and how they operate.

Despite our attempt to cover the gaps identified in the literature review, some aspects
remain unexplored in the main body of the thesis. One such aspect is the use of
mathematical models of the blockchains to analyze security of the systems through
probability functions, which could be explored in future research.

6.2 Limitations

To keep the model simple, prioritizing conceptual clarity over exhaustive technical
detail, several functionalities were skipped. Features such as light nodes, sync com-
mittees, and decentralized applications (dApps) were not explicitly covered, as they
add complexities beyond the core blockchain mechanisms. Since these elements are
mostly associated with Ethereum, its model might not feel as rigorous as Bitcoin’s
with the missing contexts.
Additionally, while our FSM representation effectively captures Ethereum’s state
transitions, the internal conditions and parameters used may not fully align with
the generalized FSM definition. FSM with internal variables is called the Extended
Finite State Machine (EFSM)[53] defined using a 7-tuple, which could make the
model difficult to grasp. Some multi-step operations were also simplified using XOR
operations for ease of understanding.
These simplifications helped in the modeling process but might have omitted certain
technical details needed for a complete understanding of the blockchain representa-
tion.

6.3 Future Research Direction

1. Extending the model to other Blockchain systems: Following our
methodology we can extend our thesis to model other Blockchain platforms
like IBM Blockchain and Hyperledger Fabric, and study how different con-
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sensus mechanisms and architectures influence blockchain performance. Thus
we can combine the models to form a generalized blockchain model that can
integrate multiple consensus mechanisms.

2. Extend to dApps and real-world blockchain use cases: This thesis
does not include the mathematical representation of decentralized applica-
tions (dApps) and their interactions with smart contracts to avoid delving
deep into their complexities. We could do that in future research and ex-
plore popular dApps like OpenSea [21], which manages Non-Fungible Tokens
(NFTs), analyzing how they are bought, sold, and stored while ensuring their
non-fungibility.

3. Investigate use of Tree and Tries for verification: In Ethereum, trans-
actions and receipts in a block are verified using a Merkle Trie which may be
an overkill given that no data retrieval is required, as shown in our model. A
simple Merkle tree, as used in Bitcoin, could be investigated as a potential
alternative. This change or change with some other data structures could be
explored whether they improves efficiency without compromising Ethereum’s
flexibility.

4. Investigate use of other cryptographic algorithms: Although ECC pro-
vides great security for private-public key pairs, it is vulnerable to attacks
from a hypothetical quantum computer [40]. Shor’s algorithm for example,
can factorize a large integer in polynomial time, making ECC easy to break
[56]. Hence, we could explore post-quantum safe asymmetric cryptographic
schemes or alternative cryptographic algorithms that could offer better secu-
rity for Bitcoin and Ethereum.

5. Analyze probabilistic functions in blockchain security: As seen in the
paper Grunspan and Pérez-Marco [13] in Chapter 3, a statistical analysis of
blockchain mechanisms using mathematical models of the systems can provide
valuable insights into security concerns. Since that paper covered only Bitcoin,
we could similarly extend our study to using the Ethereum model to assess
security of its consensus mechanism and explore possible solutions.

The thesis with its two models serves as a foundation for further blockchain research,
with a structured mathematical framework. Future researches could build upon
these models to optimize blockchain systems, and explore new use cases within
decentralized technologies.

49



Chapter 7

Conclusion

To summarize, the thesis began by introducing Bitcoin and Ethereum, followed
by the mathematical foundations of their cryptographic functions, like hashing,
key generation, and and signatures, which were later applied in the models. We
then modeled both systems by defining the structures of transactions, receipts (for
Ethereum) and blocks using sets and tuples, with structured tables outlining their
functions. Algorithms were provided to show some of the field’s derivations and key
processes. To ensure accuracy, we studied books discussing the respective blockchain
systems, their online documentations and relevant articles, to combine and simplify
the architectures into coherent models. This approach allowed us to abstract away
the low-level byte representations and other complex implementation details.

The Bitcoin model covered its UTXO-based transaction system and PoW consen-
sus, while the Ethereum model covered the account-based system, the EVM and
smart contracts with its life-cycle. To enhance clarity, a Finite State Machine
(FSM) representation of Ethereum’s transaction execution was introduced, pro-
viding a structured visualization of state transitions. The Ethereum 2.0 model
showed the changes that were made to shift from PoW to PoS, incorporating new
structures and processes like attestations and slashing mechanisms to penalize mis-
behavior. How these updates improved the Ethereum 1.0 model were also analyzed.
Additionally, apart from the ECDSA signature scheme, we explored BLS signa-
tures used in Ethereum 2.0 for validator signature aggregation, though the under-
lying mathematics was not covered in depth like we did for ECDSA.

For simplicity and clarity, certain components were omitted or modified. For exam-
ple, Bitcoin’s scriptPubKey and scriptSig were simplified to highlight ECDSA’s role
in verification. Despite these changes, all such modifications were explicitly noted
to stay true with the original blockchain implementations as much as possible.

By providing an abstract yet functional representation, this thesis bridges the gap
between conceptual understanding and real-world implementation. The models al-
low researchers and engineers to analyze blockchain structures without needing to
navigate complex definitions, architectures or code. Additionally, this simplified ap-
proach makes the blockchain structures more accessible to students and researchers
from disciplines like mathematics and economics, allowing them to study these sys-
tems without a computer science background and collaborate effectively.
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