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Abstract

As digital identity becomes increasingly essential for public services, national secu-
rity, and individual autonomy, conventional centralized identity systems face critical
challenges related to privacy, interoperability, and user control. Traditional iden-
tity systems have profound limitations in the control and management of personal
data. These systems typically rely on centralized authorities, where users’ personal
information is stored in the hands of third parties and is often exposed to secu-
rity risks. Incidents such as data breaches, identity theft, and unauthorized access
to information occur regularly, posing challenges to protecting users’ privacy. In
addition, these systems lack interoperability, making identity verification processes
across platforms or organizations complex and time-consuming. Since users lack
control over their own data, they are often subject to opaque data management
and misuse. These limitations are incompatible with the mobility and security de-
mands of the digital age, which further highlights the need for a decentralized and
user-controlled identity system. To address these limitations, this paper presents
a decentralized identity framework that transforms government-issued National 1D
(NID) credentials into Verifiable Credentials (VCs), anchored to a public blockchain
infrastructure following Self-Sovereign Identity (SSI) principles [25]. In this model,
citizens generate Decentralized Identifiers (DIDs) and retain full control over their
credentials via user-managed digital wallets. The system eliminates reliance on
centralized identity providers by employing end-to-end encryption, digital signa-
tures, and tamper-proof credential hashing mechanisms. A complete prototype is
implemented using Ethereum smart contracts and evaluated across multiple wallet
platforms, including MetaMask, SprucelD, and Bifold, as well as a custom-built wal-
let. Experimental results demonstrate enhanced usability, privacy, and scalability.
Comparative analysis with OAuth 2.0, SAML-based federated systems, and decen-
tralized social login solutions highlights superior user control and trust verifiability.
By aligning with emerging digital identity standards such as the W3C Verifiable
Credentials specification [26], this research offers a scalable, citizen-centric architec-
ture suitable for national-level digital identity ecosystems. The framework achieves
a balanced integration of governmental oversight and decentralized trust, paving the
way for secure, interoperable, and privacy-preserving identity management.

Keywords: Self-Sovereign Identity (SSI), National ID (NID), Verifiable Creden-
tials (VC), Decentralized Identifiers (DID), Blockchain, Digital Identity, Ethereum,
Web3
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Chapter 1

Introduction

The rapid digitalization of public services, commerce, and daily interactions has
made digital identity management a foundational pillar of modern societies. As
governments and organizations expand their digital operations, the need for secure,
scalable, and privacy-preserving identity management frameworks becomes increas-
ingly urgent. Traditional Identity Management Systems (IMS), while enabling access
control and regulatory compliance, often rely on centralized or federated architec-
tures that leave individuals with limited control over their identity data, scattered
credentials, and heightened exposure to privacy risks.

To address these limitations, Self-Sovereign Identity (SSI) has emerged as a decen-
tralized identity model that repositions individuals as the primary custodians of their
digital identities. Using blockchain and distributed ledger technologies, SSI enables
citizens to securely store verifiable credentials in digital wallets, selectively disclose
identity attributes to service providers, and interact with public and private sector
systems without reliance on intermediary identity providers. This architecture offers
a pathway for governments to continue serving as trusted credential issuers while
returning ownership and control of personal identity data to citizens.

A particularly promising application of SSI lies in the context of government-issued
National Identification (NID) systems. Current centralized or federated NID mod-
els introduce risks related to data breaches, surveillance, and limited cross-platform
interoperability [65]. In contrast, SSI-based NIDs allow individuals to use their
government-issued credentials across a wide range of services, including a poten-
tial replacement for platform-dependent login systems such as those provided by
Facebook or Google, while maintaining data sovereignty and privacy. The public
blockchain infrastructure can further enhance trust, transparency and global inter-
operability by providing tamper-resistant credential registries.

This thesis investigates the design of government-backed decentralized NID frame-
works based on SSI principles. Through a comprehensive analysis of existing IMS
models, technical architectures, governance challenges, and current SSI platforms,
this study proposes a hybrid framework in which governments issue verifiable creden-
tials anchored in public blockchain infrastructures, while citizens retain full control
over credential management and disclosure via decentralized wallets.



1.1 Terminologies

In this section, we present key terminology and concepts that are frequently refer-
enced throughout the thesis. Given the diversity and evolving nature of identity
management literature, consistent definitions are essential to avoid semantic ambi-
guity. The following definitions reflect widely accepted interpretations as found in
current literature, standards, and prior works.

e Entity: An entity refers to any physical or logical object that has a distin-
guishable existence and can be uniquely identified in a system [2]. Entities
may include individuals, organizations, devices, or software agents.

e Identity: Identity represents a collection of attributes, characteristics, or
claims associated with an entity that enable its recognition within a specific
context [25]. An entity may hold multiple partial identities across different
domains depending on the services involved.

e Identifier: An identifier is a unique value assigned to an entity to distinguish
it from other entities within a given context [26]. Examples include usernames,
digital IDs, or cryptographic keys.

e Identity Management System (IMS): A framework that enables the cre-
ation, management, verification, and use of digital identities across services
and domains [10]. IMS encompasses policies, processes, and technologies for
authentication, authorization, and credential management.

e Identity Provider (IdP): An organization or authority that creates, stores,
and manages identity credentials for users, and issues identity assertions to
relying parties or service providers [5].

e Service Provider (SP): An organization or system that offers services or
resources to users, relying on identity claims issued by Identity Providers to
authenticate users [5].

e Federated Identity Management (FIM): An identity model where multi-
ple organizations share identity information based on mutual trust agreements,
allowing users to access services across different domains with a single set of
credentials [10].

e User-Centric Identity: A model that provides individuals greater control
over their personal identity information by allowing selective disclosure of iden-
tity attributes to service providers while still relying on centralized authorities
for credential issuance [4].

e Self-Sovereign Identity (SSI): A decentralized identity model where indi-
viduals have complete ownership and control over their digital identity data
without relying on centralized intermediaries [25]. SSI enables users to manage
credentials, selectively disclose information, and maintain privacy and auton-
omy.



e Decentralized Identifier (DID): A globally unique identifier managed on
decentralized networks, typically anchored on blockchain systems, that allows
entities to prove control over identity without reliance on centralized registries
[26].

e Verifiable Credential (VC): A digitally signed assertion issued by trusted
authorities containing specific claims about an entity, which can be indepen-
dently verified without disclosing unnecessary information [26].

e Blockchain: A decentralized, immutable distributed ledger that records trans-
actions in a verifiable and tamper-resistant manner [23]. In SSI, blockchains
are often used to anchor DIDs and facilitate credential registries.

e Governance Framework: A set of policies, legal agreements, and opera-
tional rules that define roles, responsibilities, and compliance mechanisms for
participants within decentralized identity ecosystems [36].

e Key Management: The processes and technologies involved in generating,
protecting, rotating, and recovering cryptographic keys that secure identity
credentials and digital signatures [25].

e Credential Revocation: The process of invalidating previously issued cre-
dentials to prevent further use, ensuring that outdated or compromised cre-
dentials are no longer trusted [19].

1.2 Motivation

The ability to securely identify individuals in digital environments is fundamental
for both government services and private sector platforms. However, existing digital
identity systems suffer from significant structural limitations. Centralized identity
architectures create large, attractive targets for cyberattacks, increase risks of mass
data breaches, and place full trust in single entities to manage and protect sensitive
personal data. Federated identity systems offer limited interoperability improve-
ments but still concentrate authority within identity providers, introducing privacy
concerns, lack of user autonomy, and potential misuse of aggregated identity data.

Self-Sovereign Identity (SSI) presents a compelling alternative by decentralizing
control of identity data and granting individuals full ownership over the storage,
management, and disclosure of their credentials. This approach is particularly rele-
vant for government-issued National ID (NID) systems, where existing models often
fail to adequately balance state verification requirements with citizen privacy, data
sovereignty, and cross-platform usability.

The primary motivation for this research was to establish a secure and fraud-free
digital identity system for use across platforms, where the possibilities for creating
fake identities would be eliminated. An SSI-based NID framework enables govern-
ments to retain their role as trusted credential issuers while allowing citizens to
manage verified credentials using personal digital wallets. These credentials can be
securely presented across multiple domains, including government services, financial



institutions, healthcare systems, and private platforms — even replacing current
Single Sign-On (SSO) models offered by technology providers such as Facebook or
Google. The use of public blockchain infrastructure further strengthens the system
by ensuring tamper-resistance, transparency, and decentralized trust without rely-
ing on central databases.

By bridging the assurance requirements of governments with the privacy expecta-
tions of citizens, a decentralized NID framework grounded in SSI has the potential to
establish a more secure, interoperable, and citizen-centric digital identity ecosystem.

1.3 Research Objectives

The primary objective of this thesis is to design and implement a decentralized iden-
tity framework that leverages Self-Sovereign Identity (SSI) principles and use Public
blockchain technologies to have a transparent identity system which securely issue,
manage, and verify government-issued National ID (NID) credentials. The study
focuses on bridging citizen data sovereignty with institutional trust and interoper-
ability.

The specific research objectives are:

e Securely Verified Identity: The main objective of our research was to intro-
duce a highly secure digital identity system. As citizens, our only authentic
identity is the National Identity Card (NID). A verifiable credential system
issued by the government, where the National Identity Card is used as the ba-
sis, will be the most reliable. Since it is a government system, its verification
process will be more secure and authentic.

e Decentralized Identity System: Our subsequent objective is to implement
a decentralized identity system that will store user’s Verifiable Credential (VC)
using Public Blockchain (Ethereum) network.

e User Centric Wallet: Thirdly, we explore multiple digital wallets (e.g.,
MetaMask, SprucelD, Bifold, Custom) for users to demonstrate secure is-
suance, storage, and verification and compare the best suited for our SSI-based
decentralized identity system.

e Seamless Identity Verification: Finally, a Service Provider (SP) will be
able to authenticate user’s Verifiable Credential (VC) by looking into public
blockchain network without having the concent of issuer.

1.4 Research Contributions
This thesis makes the following key contributions:

¢ Existing System Limitaions: Analyze existing identity management mod-
els (centralized, federated, and user-centric) and identify their limitations in
the context of national digital identity systems.



e Theoretical Evaluation: Evaluate the theoretical underpinnings and tech-
nical architecture of Self-Sovereign Identity (SSI), including its core standards
such as Verifiable Credentials (VCs), Decentralized Identifiers (DIDs), cryp-
tography and blockchain anchoring mechanisms.

e System Experiments: Design and develop a prototype SSI-based NID sys-
tem using Ethereum, smart contracts, and verifiable credential wallets (e.g.,
MetaMask, SprucelD, Bifold, Custom) to demonstrate secure issuance, stor-
age, and verification.

e Comparative Analysis: Conduct comparative and experimental evaluations
of the proposed framework against traditional identity models and existing SSI
platforms in terms of usability, security, and scalability.

1.5 Thesis Organization

This thesis is organized into nine chapters. Chapter 1 introduces the background,
motivation, objectives and contributions of the research. Chapter 2 reviews rele-
vant literature on identity management systems, SSI, blockchain, and government
identity frameworks. Chapter 3 presents the proposed system architecture, design
and protocol flow. Chapter 4 explains the research methodology and implementa-
tion steps. Chapter 5 discusses security and privacy considerations of the system.
Chapter 6 provides a comparative analysis with existing identity models. Chapter 7
details the experimental setups and evaluation results. Chapter 8 outlines system
limitations and future work. Finally, Chapter 9 concludes the thesis and summarizes
key findings.



Chapter 2

Literature Review

2.1 Identity Management Systems

The evolution of Identity Management Systems (IMS) reflects the growing complex-
ity of managing digital identities within increasingly interconnected digital ecosys-
tems. Early identity management models were primarily silo-based shown in Figure
2.1, with each service provider maintaining independent identity databases. Users
were forced to create and manage separate credentials for every service, leading to
fragmented user experiences, limited interoperability, and significant security vul-
nerabilities. As Cameron observed, this fragmented ” patchwork of identity one-offs”
offered no consistent framework for users to assess the authenticity of the service
provider or control personal information [2].

To address these challenges, federated identity management (FIM) models emerged,
allowing organizations to share identity information across domains through mutual
trust and standardized protocols. Federated systems introduced Single Sign-On
(SSO), allowing users to authenticate once with a home Identity Provider (IdP) and
access multiple Service Providers (SPs) within the federation [10][5]. Protocols such
as SAML, WS-Federation, OpenlD, and Liberty Alliance frameworks facilitated se-
cure cross-organizational authentication exchanges [10][5], significantly improving
usability while streamlining identity verification processes for organizations.

However, federated models introduced new concerns about privacy, trust, and con-
trol. Concentrating sensitive identity data within IdPs exposed users to identity
theft, unauthorized data aggregation, and limited visibility over how personal in-
formation was shared and retained [5]. The reliance on trusted third parties to
properly manage and protect identity attributes presented inherent risks that re-
mained unresolved [5]. In response, user-centric identity models emerged, which
allowed individuals more control over credentials and allowed selective disclosure of
identity attributes [4]. Although these frameworks reduced data sharing and third-
party dependencies, many still relied on centralized entities for credential issuance
and verification, perpetuating core challenges related to trust and centralization [4].

These persistent limitations set the stage for a more radical paradigm: Self-Sovereign
Identity (SSI). Building on lessons from earlier models, SSI proposes a decentralized
architecture that fully restores control to individuals while addressing the long-



standing structural weaknesses of previous IMS frameworks shown in Figure 2.2.
The subsequent sections will explore SSI’s theoretical foundations, blockchain inte-
gration, government adoption potential, existing platforms, and remaining research

gaps.

Figure 2.1: Silo Model

2.2 Self-Sovereign Identity

Self-Sovereign Identity (SSI) represents a significant shift in digital identity manage-
ment, placing full ownership and control of identity data in the hands of individuals
rather than centralized authorities. Unlike earlier centralized and federated models
that create vendor lock-in and privacy concerns, SSI is grounded in principles empha-
sizing autonomy, consent, ownership, portability, and minimal disclosure [25][2][14],
[16][40]. Allen’s widely cited framework provides ten foundational principles that
continue to inform SSI system design [14].

Miihle et al. outline a comprehensive SSI architecture comprising decentralized iden-
tifiers (DIDs), authentication mechanisms, verifiable credentials, and secure storage

solutions [20]. DIDs, standardized by the W3C Verifiable Credentials framework

7



[26], pair cryptographic keys with decentralized registries to eliminate reliance on
centralized identifier authorities. Verifiable credentials allow trusted third parties
to issue attestations that users can present selectively, preserving both trust and
privacy [20]. Soltani et al. provide a detailed survey of SSI ecosystems, highlight-
ing how these core components, along with distributed ledger technologies, enable
decentralized identity while still facing governance and regulatory challenges [43].

To formally characterize SSI systems, Ferdous et al. present a mathematical model
that distinguishes between partial and complete identities across multiple domains
[25]. Expanding on this, Griiner et al. introduce a quantifiable trust model that ob-
jectively evaluates trust relationships within decentralized identity networks—critical
for ensuring interoperability and scalability, particularly in government and public-
sector contexts [19]. These models support advanced system designs capable of
managing multiple partial identities while facilitating cross-domain interoperability,
a key advantage over traditional federated models [4][10].

SSI also introduces possibilities for cross-border identity continuity, enabling indi-
viduals to maintain consistent digital identities across national and organizational
boundaries [16]. However, regulatory frameworks such as eIDAS 2.0 still face un-
resolved legal and interoperability challenges in adopting SSI principles for public
sector use cases [42]. Zwitter and Hazenberg further emphasize that decentralized
governance introduces new complexities in rule-making, accountability, and dispute
resolution that must be addressed for wide-scale adoption [36].

This theoretical foundation supports the proposed decentralized government-issued
NID framework explored in this study, where state authorities issue verifiable cre-
dentials while individuals retain full control over credential storage, management,
and disclosure.

5, % 5, 5,
SILO Federated Usar-Centric 11|

b A b

Figure 2.2: Evolution of Identity Models

2.3 Blockchain Technology for SSI

Blockchain plays a pivotal role in enabling Self-Sovereign Identity (SSI) by address-
ing long-standing shortcomings in traditional identity models—particularly around
centralization, trust, and data ownership. While earlier identity systems—centralized
IDM 1.0 and federated IDM 2.0—place control of identity data in the hands of third



parties, SSI leverages blockchain’s decentralized architecture to enable users to in-
dependently own and manage their identity credentials [33][62]. Blockchain’s im-
mutability and distributed consensus mechanisms ensure tamper-resistance, trans-
parency, and trust without reliance on centralized intermediaries [23].

In SSI architectures, blockchains primarily serve as decentralized anchors for iden-
tifiers, public keys, and credential registries [26]. Verifiable Credentials, defined by
the W3C, allow trusted authorities to issue digitally signed attestations that are
independently verifiable without exposing underlying personal data [26]. Griiner et
al.’s trust model enables quantitative assessment of issuer-holder-verifier relation-
ships within decentralized networks, which is critical for establishing cross-domain
trust in blockchain-based identity ecosystems [19].

Various blockchain-based SSI platforms illustrate different design trade-offs. uPort,
for example, utilizes public blockchains like Ethereum, deploying smart contracts for
credential issuance, selective disclosure, and key recovery [33]. While uPort max-
imizes decentralization, it faces challenges related to scalability, transaction costs,
and public data exposure [18]. Sovrin, in contrast, operates on Hyperledger Indy’s
permissioned ledger governed by a trust framework that balances decentralization
with legal accountability, making it attractive for public-sector applications [33][40].

Despite blockchain’s technical strengths, governance remains one of the most signif-
icant challenges for SSI, particularly in national identity contexts. As Zwitter and
Hazenberg point out, decentralized systems require robust governance frameworks
to address legal compliance, dispute resolution, regulatory oversight, and coordina-
tion among diverse stakeholders [36]. Preukschat and Reed further emphasize the
importance of privacy-preserving cryptographic techniques such as zero-knowledge
proofs and off-chain storage to ensure that sensitive identity data remains protected
despite the transparency of blockchain ledgers [40].

Through careful architectural design, blockchain-based SSI enables governments to
issue legally binding digital credentials while preserving citizen privacy, account-
ability, and auditability [23]. Public blockchain infrastructures also offer global in-
teroperability, supporting the vision of transparent, inclusive, and sovereign digital
identity systems [62].

2.4 SSI Protocols

To implement Self-Sovereign Identity in a practical and interoperable manner, sev-
eral protocols have been introduced that formalize key components such as creden-
tial issuance, communication protocols, and identity data models. These protocols
ensure that individuals, issuers, and verifiers can securely exchange identity data
across diverse digital ecosystems, regardless of the underlying platform or blockchain.
Rather than inventing entirely new mechanisms, many of these standard protocols
extend existing web authentication technologies and cryptographic protocols to meet
the specific requirements of decentralized identity.



2.4.1 OpenID4VCI (OpenlID for Verifiable Credential Is-
suance)

OpenlID for Verifiable Credential Issuance (OpenID4VCI) is an emerging protocol
developed by the OpenlD Foundation that extends the OAuth 2.0 authorization
framework to support the secure and privacy-preserving delivery of Verifiable Cre-
dentials from issuers to user-controlled wallets. In contrast to traditional OpenID
Connect flows used primarily for authentication, OpenID4VCI introduces a creden-
tial issuance process, where the user’s digital wallet authenticates to an issuer (such
as a government portal) and requests a signed credential in return.

This protocol ensures that credential exchange is consent-based, tokenized, and com-
patible with federated identity infrastructure while enabling decentralized storage
and usage on the user’s side. Because it builds on the well-established OAuth model,
OpenlID4VCI provides a pathway for integrating SSI principles into existing identity
systems with minimal friction, particularly in government and enterprise contexts

[54].

2.4.2 DIDComm (Decentralized Identifier Communication)

DIDComm is a secure messaging protocol standardized by the Decentralized Iden-
tity Foundation. It enables encrypted, peer-to-peer communication between partic-
ipants in a decentralized identity ecosystem, such as issuers, holders, and verifiers.
Using cryptographic keys associated with Decentralized Identifiers (DIDs), DID-
Comm facilitates confidential and authenticated message exchange without relying
on centralized intermediaries.

The protocol supports a variety of transport layers, including HTTP, Bluetooth,
WebSocket, and even QR code-based interactions, making it versatile across device
types and network environments. It underpins advanced SSI workflows such as
credential offers, requests for proof, and revocation notices. By embedding trust
directly into communication flows, DIDComm helps ensure that sensitive identity
data remains under the control of the user throughout its lifecycle [53].

2.4.3 W3C Verifiable Credentials (VC) Standard

The Verifiable Credentials data model, defined by the World Wide Web Consortium
(W3C), provides the structural foundation for how identity information is format-
ted, signed, and verified in SSI systems. Each credential issued under this standard
consists of subject claims (such as name, nationality, or date of birth), metadata
about the issuer, and a cryptographic proof that binds the credential to both the
subject and the issuer.

Credentials are expressed in JSON-LD format, enabling semantic interoperability
across diverse platforms and jurisdictions. When users present a credential to a
verifier, they may do so through a Verifiable Presentation that allows for selective
disclosure and proof minimization. This approach balances privacy, authenticity,
and interoperability, making it the cornerstone of most SSI implementations to date
[26].
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2.5 Government & National ID Systems in SSI
Context

Many governments have adopted digital identity systems—such as eIDAS in Europe,
Aadhaar in India, and Estonia’s eID—to modernize public service access and citizen
verification. However, these systems often rely on centralized or federated identity
models, where state authorities or authorized providers control issuance, storage,
and verification of identity credentials. This raises concerns around data privacy,
surveillance, and lack of user control [39].

For instance, while eIDAS provides cross-border interoperability within the EU, its
initial scope was limited to basic identity attributes and government services, re-
stricting broader private-sector applications [56]. Schwalm and Alamillo-Domingo
argue that despite eIDAS 2.0’s efforts to integrate SSI principles, significant chal-
lenges persist regarding legal liability, interoperability, and trust framework com-
plexities [42]. Estonia’s highly advanced digital governance model offers seamless
e-governance services but remains centralized, concentrating sensitive citizen data
within state-controlled infrastructures [59]. Similarly, Aadhaar has expanded finan-
cial inclusion but attracted criticism for surveillance risks, privacy violations, and
insufficient user consent mechanisms under its centralized architecture [8].

By contrast, SSI provides a decentralized alternative that empowers individuals to
control their identity data through digital wallets while enabling selective disclosure
of verifiable credentials without intermediary reliance [25], [47], [48]. Preukschat and
Reed emphasize that governments can serve as trusted credential issuers within SSI
ecosystems, issuing state-backed verifiable credentials that citizens control directly
[40] [49]. Such hybrid models allow governments to meet legal and regulatory obli-
gations while preserving individual data sovereignty through decentralized storage
and management.

Emerging frameworks like eIDAS 2.0 reflect growing recognition of SSI's potential
to enhance cross-border interoperability, transparency, and scalability for national
identity infrastructures [56]. These developments form the foundation for the public
blockchain-based SSI model proposed in this study, offering governments a path to
issue legally valid, citizen-controlled digital national IDs that address the limitations
of centralized eID architectures [37].

2.6 Existing SSI Platforms & Frameworks

A growing number of SSI platforms have implemented self-sovereign identity princi-
ples with varied architectures, an example shown in Figure 2.3, informing national
ID system design. Sovrin stands among the most mature SSI ecosystems, oper-
ating on a public-permissioned ledger governed by the Sovrin Foundation’s Trust
Framework [22][32][45]. It employs DIDs, verifiable credentials, and zero-knowledge
proofs to enable privacy-preserving selective disclosure, balancing decentralization
with legal accountability suitable for national-scale deployments [22][40]. Sovrin’s
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Figure 2.3: SSI Architecture

open-source foundation, Hyperledger Indy, provides cryptographic primitives, wallet
services, and DID resolvers [30].

Alternatively, uPort utilizes public Ethereum networks, leveraging smart contracts
for identity registration, credential issuance, and key recovery [15][18]. While max-
imizing decentralization, uPort faces scalability concerns, cost volatility, and public
registry exposure [18]. Jolocom emphasizes interoperability across DID methods
while offering software development kits for wallet deployment and credential man-
agement [31][35]. Blockcerts focuses specifically on educational and professional
credential verification anchored on public blockchains, supporting auditability but
offering limited general-purpose identity lifecycle management [27].

These platforms increasingly align with W3C standards for DIDs and verifiable cre-

dentials [26][34], promoting cross-jurisdictional interoperability. However, Preukschat
and Reed caution that challenges remain around governance intermediaries, creden-

tial revocation, key recovery, and regulatory compliance [40]. Common limitations

include ongoing dependencies on governance stewards, trade-offs between privacy

and auditability, and scalability or usability barriers that complicate government-

level adoption [29][25].

These limitations motivate this study’s proposed framework, which leverages public
blockchain infrastructure to preserve decentralization, regulatory accountability, and
verifiable trust, while meeting government requirements for national ID issuance,
interoperability, and citizen data sovereignty.

2.7 Research Gaps

Despite advancements in SSI technologies, significant research gaps remain that limit
their application in government-issued national ID frameworks. Current govern-
ment digital identity systems—such as eIDAS, Aadhaar, and Estonia’s elD—retain
centralized or federated control structures that restrict user autonomy and elevate
privacy and surveillance risks [39][56][47][48].

While frameworks like eIDAS 2.0 attempt to integrate SSI principles, adoption re-
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mains constrained by complex governance, legal liability concerns, interoperability
gaps, and the absence of global trust standards [42][56]. Schwalm and Alamillo-
Domingo highlight unresolved issues around legal responsibility, credential revoca-
tion, and cross-border enforcement when adapting SSI to existing legal frameworks
[42].

Technically, platforms such as Sovrin, Hyperledger Indy, uPort, Jolocom, and Block-
certs offer strong cryptographic foundations [22][30][15][31][27], yet each presents
trade-offs. Sovrin balances governance and privacy through permissioned ledgers
but restricts full public accessibility [22][40], while uPort maximizes decentraliza-
tion but struggles with scalability, cost, and privacy exposure [18]. Griiner et al.’s
quantifiable trust model offers promising formalization but remains immature in
practical adoption [19]. Usability challenges also persist around key management,
credential revocation, and integration with government legal frameworks [25].

Governance, in particular, remains underdeveloped for decentralized public-sector
identity systems. As Zwitter and Hazenberg argue, decentralized governance in-
troduces new complexities in trust anchor designation, cross-border coordination,
regulatory compliance, and dispute resolution that must be addressed for viable
government-backed SSI adoption [36].

To address these limitations, this study proposes a new framework that fully uti-
lizes public blockchain infrastructure while aligning with governmental regulatory
requirements. This design enables issuance of legally recognized, citizen-owned na-
tional digital identities that maintain decentralization, ensure privacy, and support
domestic and cross-border interoperability, balancing governmental accountability
with true self-sovereignty.

2.8 Literature Summary Table
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Topic Key Concepts / Con- | Limitations / Gaps Key
tributions Sources
Identity Man- | Evolution from siloed to | Centralization risks, pri- | [2][5][4]
agement  Sys- | federated and user-centric | vacy, lack of user control
tems identity; SSO, IdP-SP
trust models
Self-Sovereign | DIDs, VCs, cryptographic | Governance  complexity, | [25][20][19][43]
Identity (SSI) control, user autonomy interoperability, key re-
covery
Blockchain for | Immutability, anchor for | Cost, scalability, on-chain | [33][62][18]
SSI VCs/DIDs, public trust | privacy
ledger
SSI Standards | OpenlD4VCI, DIDComm, | Evolving specs, uneven | [54][53][26]
W3C VC for interoper- | adoption
ability
Government eIDAS, Aadhaar, Esto- | Surveillance risks, lack of | [56][42][59]
elD Systems nia elD; centralized digital | user control, limited pri-
IDs vate sector use
Existing ~ SSI | Sovrin, uPort, Jolocom, | Trade-offs between decen- | [22][18][31]
Platforms Blockcerts; use of ledgers, | tralization and usability
wallets
Identified Re- | Legal frameworks, trust | Lack of national-scale im- | [36][19][40]

search Gaps

anchor governance, adop-
tion barriers

plementation, key revoca-
tion gaps

Table 2.1: Summary of Key Literature on Identity Systems and SSI
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Chapter 3

System Design and Architecture

This chapter explains the overall architecture and design of our decentralized identity
system. The system uses the information from the individual’s National Identity
Card (NID) to generate verifiable credentials (VC) and stores them in the user’s
wallet. A verifier (such as a service provider) can verify the authenticity of this VC
if needed. The entire process is built on a combination of blockchain, encryption,
and a web-based credential storage system.

3.1 Architecture

The decentralized identity system proposed in this study is built on an architecture
shown in Figure 3.1 that uses modern Web 3.0 technologies to make personal iden-
tity management secure, autonomous, and out of centralized control. Decentralized
identity is being considered as a future-proof solution to overcome the limitations
of conventional centralized identity systems such as reliance on a single central au-
thority, risk of data breaches, and low user control.

This system architecture is mainly based on Verifiable Credential (VC), Decentral-
ized Identifier (DID), cryptography and blockchain technology. A key feature of the
proposed architecture is its Self-Sovereign Identity (SSI) based design. In this, the
user himself maintains full control over his identity and Credential. Credentials are
stored in an encrypted state, which can only be decrypted by the user’s private key.
The system has adopted multiple approaches to storing credentials such as storing
encrypted VC on the blockchain, using mobile-based wallet (SpruceKit) integration,
Aries-based Bifold mobile wallet and Custom Wallet that uses Elliptic Curve Cryp-
tography (ECC).

This architecture relies on four main roles: Issuer, Holder, Verifier and Blockchain
Network. The Issuer, such as the government, issues a digitally signed Credential.
The Holder, i.e. the user, accepts it and stores it securely in his wallet. Later, when
a platform wants to verify its identity, the Verifier requests the Credential to be
presented and verifies it against the hash stored on the blockchain network.

This system architecture is designed to maintain three important aspects security,

transparency, and user control. Encryption at every stage, digital signatures, and the
immutability features of the blockchain ensure that the user’s identity information
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cannot be altered or forged by third parties in any way. At the same time, the user
can decide when and where he presents his identity, which is the basis for a truly
self-sovereign digital identity system.

3.2 Key Components

The effectiveness of a decentralized identity system depends on the coordination of
its various key components. In this project, four key components work together
to represent and verify a user’s identity in a secure and verifiable manner. Each
component is discussed in detail below.

3.2.1 Issuer

Definition: Issuer is the organization or authority that creates a Verifiable Cre-
dential and issues it to the user. The government acts as the issuer in this system.

Importance: Our motivation is to create a trustworthy, secured identity system
that can verify a user properly. As government-issued identities undergo a more
rigorous and secure verification process, they serve as a highly trusted foundation
for digital identity systems. Furthermore, issuers play a key role in establishing trust
in the system. They add a digital signature to the VC, which proves to the verifier
that it was actually issued by the government.

3.2.2 Holder

Definition: The holder is the person upon whom the VC is issued and who owns and
controls that VC. Ordinary users (e.g., citizens), who are known by their Ethereum
address and use a wallet to hold and manage credentials.

User Control: The holder has complete control over when, how, and to whom
to present the VC. As the Verifiable Credential (VC) of the holder is hashed and
encrypted before storing in the blockchain, no one else can retrieve the original VC.

3.2.3 Verifier

Definition: A verifier is an organization or platform that seeks to verify a user’s
identity. Any third-party service provider (e.g., a bank, online service, or university)
is a verifier that wants to verify the user’s identity.

Transparancy: Verifiers can verify information directly from the blockchain, not
relying on any central server. This makes the process more transparent and reli-
able. Existing digital identities, depending on their underlying protocols, may be
vulnerable to forgery or manipulation, leading to potential identity fraud. In con-
trast, a Verifiable Credential (VC) issued by a government authority is anchored in
official, legally recognized identity verification processes. As a result, when such a
government-issued VC is presented, verifiers can confidently authenticate the legit-
imacy and identity of the user, significantly reducing the risk of impersonation or
false claims.
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3.2.4 Blockchain Network

Definition: Ethereum is a public, decentralized blockchain platform that provides
the ability to store and verify information through smart contracts.

Importance: Blockchain’s Distributed Ledger Technology (DLT) ensures immutable
and tamper-proof storage of a user’s Verifiable Credential (VC) hash. This public

and transparent infrastructure allows any authorized party to independently ver-

ify the authenticity of a user’s credential without compromising sensitive personal

data, thereby enhancing trust and accountability in the identity verification process.

Public blockchain network ensures the verification process seamless for every Service

Providers (SP).

The combined activities of these four components create a complete, secure, and
user-centric decentralized identity ecosystem. In this, the issuance, storage, and
verification of user identities is completely user-controlled, privacy-enhanced, and
blockchain-based, which is much more advanced and secure than traditional cen-
tralized methods.

3.3 Protocol Flow

The Verifiable Credential (VC) mechanism in a decentralized identity system follows
a consistent protocol flow through which a user’s identity can be verified, stored,
and later retrieved and verified. This section explains each step in detail, from VC
issuance to verification.

3.3.1 Digital Wallet Creation

In the first step, a user enters the government portal to issue their Verifiable Creden-
tial (VC). Before registering for VC, a user needs to create a digital Wallet. In our
system we propose a Custom Wallet system the government portal offers. It follows
the HD Wallet key derivation using BIP standards, for wallet creation. First user
will provide a new password to continute to the next step. In the following step,
A series of Mnemonic keys similar to Figure 3.2 are generated using ’ethers’[13] li-
brary. User securely stores the 12 key phrase values so that later they can recover
their wallet. If forgotten, not possible to retrieve user’s wallet. After confirming, it
generates a seed using PBKDF2 from the Mnemonic keys.

Finally a private key is generated that generates a public key and user’s ethereum
public address. The raw public key and Ethereum address is stored in user’s local
storage. Additionally, the private key is encrypted using Symmentric Key algorithm
(AES) with the wallet password as key and stored in user’s local storage. The
key pair follows Elliptic Curve Cryptography (ECC) algorithm to later encrypt and
decrypt credentials.
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Figure 3.2: Mnemonic-based hierarchical deterministic key derivation

3.3.2 VC Issuance

After successfully wallet creation, a user registers with a government service or plat-
form providing their information along with their National Identity Card (NID)
according to Figure 3.3. To verify this information, the government or a designated
authority matches the information provided by the user with the information stored
in the national database. The system automatically retrieves user’s public Ethereum
address from their digital wallet. Once the information is verified, the authority gen-
erates a Verifiable Credential (VC) using ’did-jwt-vc’[28], which includes the user’s
name, date of birth, national identity number (NID), and a DID (Decentralized
Identifier). This DID is actually based on the user’s Ethereum Address that was
retrieved earlier from user’s wallet, such as: did:ethr:0x1234abcd.... The format of
the VC is created in JSON-LD format according to the W3C Verifiable Credentials
standard and the government digitally signs the VC, which is later verifiable by
verifiers.

3.3.3 Storing VC

In the third step, the government-issued Verifiable Credential (VC) is store in the
the Distributed Ledger Technology (DLT) using Smart Contract. However, this
Credential is not sent directly or in its unaltered form. Rather, the VC is both
encrypted and hashed to ensure the user’s privacy and security. The encryption
process uses the Elliptic Curve Cryptography (ECC) with user’s public encryption
key, which is obtained from user’s wallet. This ensures that only the user, who owns
the private key, will be able to decrypt the Credential.

Once the VC is encrypted, it is converted into a secure Base64 encoded string. This
encrypted string is then stored on the blockchain via a specific Ethereum smart
contract. This keeps the Credential in a permanent and immutable state on the
blockchain. At the same time, a SHA-256 hash of the VC is also generated and
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stored separately on the blockchain. This hash function allows the credential to be
later verified to ensure that it has not been altered or tampered with in any way
since its issuance.

3.3.4 Retrieving VC

Next, when a user wants to avail a specific service such as opening a new account at
a bank, applying for admission to an educational institution, or applying for a gov-
ernment grant, user needs to recover their digital wallet or retrieve public Ethereum
address if wallet existed. In this step, the verifier first collects the user’s Ethereum-
based Public Address to search for the encrypted VC on DLT.

This VC is initially stored in encrypted form in such a way that the verifier or any
third party cannot read it directly. In the next step, user retrieves the encrypted
Verifiable Credential. Then user provides the wallet password in Figure 3.4 to de-
crypt the encrypted private key that was stored in the local storage. Later with the
private key user decrypts the Verifiable Credential and passes it to the Verifier.

3.3.5 Verifying VC

In the final step, the verifier (e.g., a bank, educational institution, or government
agency) verifies the Verifiable Credential (VC) presented by the user and confirms
its authenticity. At the beginning of the verification process, the verifier analyzes
the digital signature attached to the VC to ensure that it is from a trusted and
authentic source that is, issued by the government or a designated issuing authority.
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Digital signature verification proves that the VC has not been altered or tampered
with in any way since issuance.

In the next step, the verifier recalculates the hash from the VC presented by the
user and compares it with the hash previously stored in the blockchain. If this com-
parison is successful-—that is, both hashes match and the digital signature is proven
valid then verification is considered successful. As a result, the user is allowed to
receive the specified service.

This entire verification process is completed in an environment controlled by the
user, where no information is shared without his consent. There is no reliance
on a central server or authority, but rather all authentication processes are per-
formed through blockchain and cryptographic methodologies. It is a modern and
decentralized identity verification system designed to follow the principles of the
Self-Sovereign Identity (SST) model full user control, transparency, and security.

This flow ensures that all user identity information is under their own control, that
information is stored encrypted on the blockchain, and that the third-party verifi-
cation process is fully trusted and transparent. The protocol outlines an advanced,
decentralized, and secure identity system while maintaining user privacy.
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Chapter 4

Research Methodology

This chapter outlines the methodological approach undertaken to design, develop,
and evaluate a decentralized, secure, and user-centric identity verification system
grounded in Self-Sovereign Identity (SSI) principles. The research aimed to build a
functioning prototype that uses Verifiable Credentials (VCs), Decentralized Identi-
fiers (DIDs), and blockchain technology to replace centralized identity verification
mechanisms. The methodology combines iterative system development, technical
experimentation, and standards-based integration.

4.1 Research Design

The research follows an applied, prototype-driven design methodology. Given the
focus on addressing real-world limitations of centralized identity systems, a practice-
oriented approach was adopted. The project targeted the design and implementation
of a complete decentralized identity lifecycle — including issuance, encryption, on-
chain storage, and selective presentation of Verifiable Credentials.

To achieve this, the research employed a blend of technical review, solution bench-
marking, and rapid prototyping. Each core functionality (such as DID generation,
VC signing, or smart contract deployment) was first developed in isolation, validated
through testing, and then integrated into the broader system pipeline. Compara-
tive analysis was conducted to evaluate different SSI tools, frameworks, and digital
wallet providers.

4.2 Development Method

The system was developed using an Iterative Development Model. This approach
allowed for gradual construction of the decentralized identity framework, where feed-
back from each stage was used to refine the next. The initial milestone involved
establishing a basic flow for Verifiable Credential issuance. This was incrementally
extended by adding Ethereum-based Decentralized Identifiers (did:ethr), credential
signing using JW'T, encryption using public keys, on-chain storage via smart con-
tracts, and user-controlled credential presentation and verification.
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At each iteration, small-scale prototypes were created to validate assumptions, con-
firm compatibility with SSI standards, and measure functional performance. These
prototypes included credential generation scripts, different wallet such as MetaMask,
Spruce ID, Bifold-integrated interfaces, and Ethereum smart contracts on test net-
works.

4.3 Data Collection and Analysis

Rather than using a dataset in the traditional sense, this research involved an in-
depth evaluation of existing SSI tools and frameworks. Technologies such as W3C
Verifiable Credentials, the did:ethr method, and decentralized wallets (SprucelD
Credible Wallet, Bifold, Custom) were selected based on documentation review,
compatibility testing, and practical experimentation.

Testing was conducted on Ethereum’s Ganache testnet environment to simulate real
blockchain interactions without incurring transaction fees. MetaMask was used to
interact with the Ethereum network for signing, encryption, and VC decryption
workflows. Each implementation decision—such as choice of encryption scheme or
storage method—was made based on observed behavior, interoperability with other
SSI components, and alignment with published standards.

4.4 Technical Tools and Environment

The following tools, libraries, and platforms were employed in the development and
testing of the proposed framework:

e Ethereum (Ganache): Used to simulate a blockchain environment for de-
ploying and testing smart contracts.

e Solidity: Used to write the smart contract responsible for storing encrypted
VCs and their hashes on the blockchain.

e Node.js (Express): Backend APIs were developed for credential issuance,
encryption, and interaction with Ethereum smart contracts.

e React.js: The frontend interface was built using React to facilitate user reg-
istration, VC requests, and VC presentation workflows.

e MetaMask: Used as a browser-based wallet for key management, digital
signatures, public key encryption, and VC decryption during presentation.

e SpruceKit, Bifold: These mobile digital wallets were tested to validate com-
patibility with VC formats and DID methods, enabling storage, retrieval, and
presentation of credentials.

4.5 Implementation Steps

The development of the system was broken down into the following sequential steps
and a visual representation is shown in Figure 4.1:
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DID Generation: A Decentralized Identifier was generated using the ‘did:ethr*
method, derived from the user’s Ethereum address with the help of the ethr-did
library.

Credential Issuance: After verifying user identity via National ID (NID),
a Verifiable Credential was created in JSON-LD format. The credential was
signed using did-jwt-vc, binding the credential to the user’s DID.

Credential Encryption: The VC was encrypted using the user’s Ethereum
public key. The encrypted credential was then Base64-encoded for blockchain
compatibility.

Blockchain Storage: A smart contract was developed in Solidity to store
the Base64-encoded encrypted VC and its corresponding SHA-256 hash. This
ensured both immutability and integrity verification.

Decryption and Verification: When a verifier requested identity proof,
the system retrieved the encrypted VC, and the user decrypted it locally us-
ing wallet’s private key. The decrypted VC was then validated by check-
ing the issuer’s digital signature and matching the recomputed hash with the
blockchain-stored value.

Wallet Testing: Additional testing was conducted with SpruceKit, and Bi-
fold wallets to ensure cross-platform credential interoperability, storage, and
selective presentation.

1 DID Generation

—Pp| ADID generated from
the user’s Ethereum
address

2 Credential Issuance
VC created in JSON-LD —! . ‘
format and signed o B0
YawW
3 Credential Encryption
——p VC encrypted with the user’s
v public key
4 Blockchain Storage
Encrypted VC and its hash n 0 c
stored in a smart contract J’sj Expess

5 Decryption and Verification

VC decrypted and verified when
requested by a verifier

Jndou@

(Express)

L

6 Wallet Testing
Testing of VC storage and
presentation in digital wallets

Figure 4.1: Steps

4.6 Methodological Rationale

The chosen methodology reflects the inherent complexity of decentralized identity
systems. Unlike centralized IAM solutions, SSI requires coordination across multi-
ple cryptographic, blockchain, and wallet-based components. A waterfall or static
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research model would not have supported this complexity. Therefore, iterative pro-
totyping was necessary to isolate and solve interoperability, cryptographic signing,
and encryption challenges incrementally.

Real-time testing on Ethereum testnets, compatibility checks with W3C standards,
and end-to-end encryption via MetaMask were critical to ensuring that the solution
not only adhered to SSI principles but also worked reliably in practice. Emphasis was
placed on adherence to international standards such as OpenlD4VCI, DIDComm,
and the W3C VC Data Model to future-proof the implementation and ensure com-
pliance with the broader SSI ecosystem.
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Chapter 5

Security and Privacy
Considerations

Security and privacy were given top priority when creating this decentralized identity
system. Since the project is based on personal identity information, it was of utmost
importance that the user’s information be protected from unauthorized access, mod-
ification, or manipulation. At the same time, the user’s identity data should always
be under his own control and he can decide when, where, and with whom to share it.

5.1 Data Encryption

The project provides for the storage of Credentials through encryption. After
the Verifiable Credential (VC) is issued, it is directly encrypted using the user’s
Ethereum public key. As a result, the Credential can only be read or decrypted by
the user whose private key is associated with that public key. The Elliptic Curve
Cryptography (ECC) used for encryption, which is currently supported by multiple
ventures and wallets and is considered secure. As a result, the Credential cannot
be read or copied by anyone else, even if it is stored on the blockchain or anywhere
else.

5.2 Digital Signature

Digital signatures are used to verify the authenticity of the Credential. The issuer
(government) attaches a digital signature to the Credential, which is cryptographi-
cally verifiable. The verifier can then verify this signature to ensure that the Creden-
tial was issued by the issuer and has not been altered. This provides effective defense
against Man-in-Middle (MIM) attacks, Credential forgery, and Replay Attacks.

5.3 Data Integrity

Integrity and Immutability are ensured by storing the hash of the Credential on the
blockchain. A SHA-256 hash of the Credential is generated and stored in a smart
contract on the Ethereum blockchain. When a Credential is presented for verifica-
tion, its hash is recomputed and compared with the hash stored on the blockchain.
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As a result, if any change occurs to the Credential, it can be immediately detected
and verification fails. This process is effective in preventing Credential Tampering.

5.4 User Control

The credential presentation process is completely under the user’s control. The
user can decide which verifier to present the credential to. For this, multiple wallet
support has been exproled such as MetaMask, SpruceKit, and Bifold Aries Wallet
including a Custom Wallet. Each of which does not allow sharing of credentials
without user consent. This is consistent with important privacy principles such as
Data Minimization and Consent-Based Access.

5.5 Data Privacy

The system does not rely on centralized data storage, which helps to avoid central-
ized database breach or single point of failure issues. All credentials are stored in
encrypted form on the client-side or on the blockchain, and no Personally Identifi-
able Information (PII) is stored on the backend server. This significantly reduces
the possibility of data leakage.

5.6 Consensus

We use the Proof of Stake (PoS) consensus mechanism, which is currently the main
consensus method of the Ethereum blockchain. Since we are storing hashes and en-
crypted data of Verifiable Credential (VC) on the blockchain using Ethereum smart
contracts, PoS is the natural foundation of our system. Omne of the reasons for
choosing PoS is its speed, low cost, environmental friendliness, and strong security.
PoS selects validators according to stake without heavy computation like PoW, thus
maintaining scalability and efficiency. PoS creates a reliable foundation for our SSI-
based identity system, where trustless and decentralized verification is important. It
holds validators accountable and ensures the immutability of the blockchain, which
is essential for sensitive systems like VC verification.

Overall, the security and privacy architecture of this project is designed according to
current SSI and DID standards OpenID4VCI, DIDComm and W3C VC, where the
user’s information remains under his own control, and cannot be modified, collected,
or used by any unauthorized third party. This system design protects user rights,
opens up new doors for secure identity systems, and lays the foundation for future
trusted digital systems.
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Chapter 6

Comparative Analysis

In the current technological context, the importance of digital identity systems is
rapidly increasing. A reliable and secure identity process has become essential across
various domains such as e-governance, online services, digital banking, and cross-
border data access. Currently, most identity verification systems are built on cen-
tralized or federated architectures like OAuth and SAML, which have served well
for interoperability but raise significant concerns over user autonomy, third-party
dependency, and long-term trust viability.

OAuth and SAML-based systems, while standardized and widely deployed, give
limited control to the user over their personal data and introduce a high degree
of dependence on third-party Identity Providers (IdPs). These models also expose
identity systems to vulnerabilities such as token leakage, single-point failures, and
metadata surveillance [11][9].

In contrast, the Self-Sovereign Identity (SSI) model shifts the paradigm toward de-
centralization. It enables users to create their own Decentralized Identifiers (DIDs),
receive Verifiable Credentials (VCs) from trusted issuers (e.g., governments), and in-
dependently prove their identity using cryptographic proofs anchored in blockchain.
The SSI-based system proposed in this research is designed to be secure, tamper-
resistant, and privacy-respecting, relying on open standards such as Ethereum DID,
W3C VC, and decentralized ledger technology (DLT).

This chapter presents a detailed comparative analysis between the proposed SSI
system and conventional identity systems, focusing on aspects such as architecture,
trust model, user control, interoperability, and practical applicability.

6.1 Comparative Analysis of our proposed system
with existing works

Below is the comparative analysis shown in Table 6.1, between different blockchain
networks, standards, and storage methods with our proposed system. The purpose
of this analysis is to evaluate the technical aspects of different SSI applications—such
as the blockchains used, standards, data storage methods, and limitations in a struc-
tured manner.
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Table 6.1: Comparative Analysis of SSI Systems

This paper presents an in-depth comparative evaluation of digital identity sys-
tems proposed by different authors. Both Shuaib et al., (2023) [62] and Miihle
et al., (2018) [20] proposed an off-chain storage (IPFS) solution using Hyperledger
Indy/Eris, while following the W3C VC standard. Although the security framework
of their system is robust, Shuaib et al.’s model has faced limited public deployment,
while the complex key management in Mulay et al.’s approach remains a major chal-
lenge. Pérni, (2023) [60] proposed a solution based on Bitcoin (ION), which uses
the OpenID4VC standard, but it relies on centralized cloud storage, which weakens
the core principle of decentralization.

On the other hand, Ghirmai et al., (2023) [55] and Naik et al., (2021) [38] pro-
posed their model using Ethereum/Web3 and general DLT, respectively. Although
Ghirmai et al.’s approach follows the custom/web3 standard, it is still conceptual
and limited to early development. Naik et al.’s model is general-purpose but lacks
practical deployment.

Our proposed system is a fully decentralized solution based on Ethereum, where a
custom wallet is used, and this wallet uses the HD wallet key derivation method
according to the BIP standard protocol. Here, encryption and decryption are done
through public-private key pairs using ECC (Elliptic Curve Cryptography), and
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only encrypted and hashed values are stored in the DLT. It does not use any central
database, making the system completely decentralized and privacy-preserving. In
this respect, our approach is ahead of the model of Satybaldy et al., (2023) [61],
where mixed (Indy, Ethereum, ION) blockchains are used, but the lack of a unified
model and integration issues remain.

Babel & Sedlmeir, (2023) [52] proposed a secure model based on zk-blockchain,
which uses ZKP proof. Although the security of their system is strong, there are
still trade-offs in the complexity of the prototype and performance. Our system
overcomes these limitations by providing a simple and user-friendly interface, which
is more convenient for users.

Overall, this comparative analysis shows that our proposed system overcomes many
limitations of existing methods. It not only follows the W3C VC standard, but
also provides a robust and complete decentralized identity system, which is able to
advance the current research trend.

6.2 Similar Identity Management Systems

Technological advancements in identity management have led to the use of a variety
of systems, including centralized authentication methods such as OAuth, SAML, and
decentralized modern approaches such as Self-Sovereign Identity (SSI). Our proposed
system follows a Decentralized Identity Framework, where users have full control
over their own identities and do not have to rely on any central authority. From this
perspective, a comparative analysis with OAuth, SAML, and other decentralized
login systems is presented below to understand the uniqueness and effectiveness of
our approach compared to conventional Identity Management Systems.

6.2.1 Centralized OAuth Framework

OAuth 2.0 is the most dominant framework for centralized identity authorization
today, widely used by platforms like Google, Facebook, and GitHub. In this model,
a user authenticates through a third-party IdP, which provides an access token to
the relying application. This token is used to grant limited access to the user’s data
without revealing credentials.

Despite its flexibility, OAuth suffers from key limitations. The identity process re-
mains dependent on a central server that stores and manages access tokens. Studies
show that OAuth implementations are frequently flawed, with issues such as inse-
cure token storage, token interception, and improper redirect URI handling, which
can lead to session hijacking and data breaches [11].

In the proposed SSI system, user credentials are issued as cryptographically signed
VCs by a trusted issuer (e.g., a government agency). Once issued, these credentials
are stored in the user’s wallet, allowing the user to present them to any verifier
without calling back to the issuer. This eliminates third-party dependency, supports
selective disclosure, and strengthens privacy.
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6.2.2 SAML-Based Federated Identity System

Security Assertion Markup Language (SAML) is an XML-based standard for ex-
changing authentication and authorization data between identity providers and ser-
vice providers. It has been widely adopted in government and enterprise environ-
ments, particularly in Europe where elD frameworks often rely on SAML-based
architectures [7].

SAML enables federated login through assertions sent by IdPs to service providers,
which trust the IdP to have correctly verified the user. However, this requires a
tight trust relationship and prior configuration between IdP and SP. The user has
little visibility into what is shared and when.

In contrast, our SSI system provides cryptographically verifiable credentials in a
decentralized way. The user generates a DID and receives a VC from a government
issuer, which can then be shared directly with verifiers. Assertions are JSON-LD
based and support selective disclosure. Unlike SAML, no centralized session or API
call is needed after issuance, and trust is established through digital signatures and
blockchain-anchored hashes.

6.2.3 Decentralized Social Login Systems

New decentralized identity projects such as Web5 (TBD), uPort, and Ceramic Net-
work have introduced user-controlled identifiers and decentralized storage solutions.
These systems typically allow users to generate their own DIDs and store claims on
peer networks or content-addressed storage systems like IPFS or Gaia [50]. While
this removes centralized control, it raises issues of trustworthiness and formal veri-
fication.

Most decentralized social login systems rely on self-asserted claims or peer endorse-
ment, which lack the institutional trust required for sensitive use cases like national
identity, healthcare, or voting. Furthermore, many systems lack built-in revocation,
version control, and formal credential schemas.

In contrast, our proposed system merges decentralized architecture with government-
backed trust. Even though the user self-generates their DID, the Verifiable Creden-
tial is issued by an authorized entity, signed using secure keys, and its hash is stored
on a blockchain. This allows any verifier to check the authenticity of the credential
without trusting a centralized intermediary.

The systems discussed in Web5, uPort, and Ceramic are designed to provide users
with self-defined identities and data ownership “cite —muhle2018survey”. Users
create their own DIDs and store their data using various Decentralized Data Stores
or Streams. However, a major challenge in these systems is credibility. This is be-
cause identity verification is usually based on their own claims, and no government
or authorized organization issues these VCs.

On the other hand, in the SSI-based identity system that we have built, even though
the user creates the digital wallet themselves, the government or a trusted authority
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verifies the identity and issues the credential. The credential is created according
to the W3C VC standard, and its hash is stored on the blockchain, which is cryp-
tographically verifiable to anyone who verifies it. As a result, it is not limited to
developers or encryption ecosystems, but is also useful in real-world applications
such as citizen services.

6.3 Comparative Analysis on Consensus Algorithms

One of the fundamental foundations of blockchain technology is the consensus algo-
rithm, which helps maintain a uniform and trustworthy state among all participants
in the network. Different consensus mechanisms bring differences in efficiency, se-
curity, scalability, and decentralization in different contexts. Our proposed system
uses Ethereum’s Proof of Stake (PoS)-based framework, but a comparative analysis
between different conventional consensus algorithms is necessary to justify why it
is suitable. Below, the differences between PoS and consensus algorithms such as
Proof of Work (PoW), Ethereum Layer 2 (Optimistic Rollups, zk-Rollups), Practi-
cal Byzantine Fault Tolerance (PBFT) are analyzed to clarify the rationale for our
chosen consensus model.

6.3.1 Proof of Work (PoW)

Proof of Work was accounted for more that 90% of the total market capitalization
of existing digital cryptocurrencies in 2016 [12]. It is a traditional consensus al-
gorithm where "miners” have to solve a complex cryptographic problem (called a
"hash puzzle”) to add new blocks to the network. In this method, thousands of
mining machines compete to solve the same problem, which consumes a lot of com-
puting power and electricity. The miner who finds the correct solution first through
this competition gets to add the block to the network and receives some amount of
cryptocurrency (such as ETH) as a reward. A major advantage of this method is
that it is very secure and able to maintain the integrity of the blockchain, because if
someone wants to cheat the network, they would have to control most of the comput-
ing power of the entire network, which is almost impossible [3]. However, its main
problem is that it takes a long time to create blocks, it is highly energy-intensive
and harmful to the environment.

The PoS Ethereum system provides us with a fast, stable, and environmentally
friendly platform for storing VC hashes and encrypted data. PoW would have cost
a lot more gas fees, time, and energy to perform the same operations. Moreover,
Ethereum 2.0’s PoS is now more mature in terms of decentralization and attacker
resistance, as bad actors can be suppressed using random validator selection and
slashing mechanisms [58].

6.3.2 Proof of Stake (PoS)

The Ethereum network itself has seen a real transition between Proof of Stake and
Proof of Work, Ethereum switched from PoW to PoS in the 2022 " Merge” event [58].
Proof of Stake is a new generation consensus method that Ethereum is currently
using (after Ethereum 2.0 or "The Merge”). This method does not require any
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mining or solving cryptographic puzzles to create blocks. Instead, users who stake
(lock) a certain amount of ETH are selected as "validators”. For each block, a
validator is randomly selected to propose a block, and other validators verify that
block. If the validator works correctly, they receive a reward and if they try to cheat,
some or all of their staked ETH can be lost (slashing) . This method consumes
much less energy, can create blocks faster, and is also much more suitable in terms
of scalability. It is environmentally friendly, making blockchain technology more
sustainable and future-proof [41].

6.3.3 Ethereum Layer 2 (Optimistic Rollups, zk-Rollups)

To address Ethereum’s high transaction fees and limited scalability, these issues, var-
ious Layer 2 solutions have been developed that work on top of the main Ethereum
network and make transactions more scalable and faster. Among the Layer 2 solu-
tions, Optimistic Rollups (e.g. Optimism, Arbitrum) and zk-Rollups (e.g. zkSync,
Scroll) are the most widely used.

e The Optimistic Rollup method assumes that every transaction is valid (i.e.,
”optimistic assumption”) and is directly reflected on the Ethereum mainnet if
no one objects to it [51]. However, if someone expresses doubt or challenges,
it is possible to prove the error by submitting a fraud proof. This challenge
window may have some latency (usually from a few hours to a day), but it
greatly reduces the gas fee per transaction and greatly increases throughput.

e On the other hand, zk-Rollup uses Zero-Knowledge Proofs which summarize
each batch of transactions with a cryptographic proof and submit it to the
Ethereum mainnet [66]. This method has low latency, very strong security,
and instant finality, but is technically much more complex and computationally
intensive.

However, one important aspect is that all Layer 2 solutions ultimately rely on
Ethereum’s underlying Layer 1 PoS consensus [51]. That is, no matter what happens
in Rollup, the ultimate security and block finality is with the Ethereum mainnet’s
PoS.

In the our system we designed, hashes of verifiable credentials (VC) and encrypted
data are stored on the blockchain. These transactions are generally infrequent and do
not rely on real-time finality. As a result, there is no need for very high throughput
or ultra-low latency. For this reason, Ethereum’s core Layer 1 network and its Proof
of Stake consensus are quite efficient and secure for us. Although it is possible
to reduce gas fees and further increase scalability by using Rollup, its necessity is
limited in our case. Because in the SSI system we are not doing volume-based high-
speed transactions. In addition, the final consensus is always done with Ethereum’s
PoS, which keeps our system robust, decentralized, and tamper-proof.

6.3.4 Practical Byzantine Fault Tolerance (PBFT)

In contrast, Practical Byzantine Fault Tolerance (PBFT) is a consensus-based con-
sensus algorithm that is commonly used in permissioned blockchain networks or

33



enterprise Ethereum implementations, such as Hyperledger Besu, Quorum, or Pan-
theon [6]. The validator nodes participating in this consensus are predetermined.
Only authorized and known nodes can participate in the consensus. PBFT finalizes
blocks through trust and communication between a set number of nodes [1]. This
makes it relatively fast, low latency, and less resource-intensive, which is useful for
private networks.

However, its main limitations are, low decentralization and central trust model.
Since validators are specifically assigned, and consensus depends on the consent of
specific parties, it establishes a kind of central control. Using a private network based
on PBFT would centralize consensus power in the hands of only certain validators,
potentially re-establishing a central trust authority [1]. It is inconsistent with the
decentralization philosophy of our system. As a result, citizens or users may lose
trust in the Verifiable Credentials stored in a private consensus, as they do not know
who is actually conducting the consensus process.

6.4 Other Components

We analyzed some of the other components that we used in our system and why
they are best fit to our system. The comparison’s are given below:

6.4.1 Elliptic Curve Cryptography vs RSA

Both Elliptic Curve Cryptography (ECC) and RSA are widely used methods in
modern cryptography, mainly for public key cryptography. However, there are fun-
damental differences between the two technologies that determine which method is
more suitable for which purpose.

RSA is a very old and has been a cryptographic algorithm used around the world for
many years. It basically uses the product of two large prime numbers to generate
a public and private key. The private key is generated using the inverse modulo
operation. Its security depends on the integer factorization problem, which is very
time-consuming to calculate for large numbers. For example, if you use a 2048-bit
RSA key, it could take millions of years to break it with current computer technol-
ogy, this is the basis of its security [57].

On the other hand, ECC is a relatively modern method that is based on the elliptic
curve mathematical structure. Its security depends on the complexity of the elliptic
curve discrete logarithm problem (ECDLP), which is computationally much harder
and more difficult to solve. Because of this, ECC can provide security similar to
RSA even with a much smaller key size.

Where RSA requires a 2048-bit key in a secure configuration, ECC can achieve that
level of security using only 256-bit keys [17]. As a result, ECC-based systems are
much lighter and faster. It reduces processing time, consumes less bandwidth, and
is very suitable for small devices like mobile or embedded systems.
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Now if we consider the matter in the context of Self-Sovereign Identity (SSI), it can
be seen that in SSI each user has a cryptographic identity (such as DID) and with
that identity, Verifiable Credential creation, signing, verification, etc. have to be
done. If larger keys and signatures were used for all these tasks, like RSA, then
the entire system would become slow and would not be able to work effectively on
underdeveloped devices. This is why ECC is considered ideal for such decentralized
identity systems.

Using ECC:

e Verifiable Credentials take up less space
e Signature verification is faster
e Low bandwidth usage

e And can be effectively used in client apps like MetaMask or mobile wallets
Many modern DID methods (such as did:ethr) and systems (such as Ethereum,

SprucelD, Bifold Wallet) in the world already use ECC-based key pairs (especially
secp256k1 curves).
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Chapter 7

Experimental Evaluation

In this chapter, we implement and analyze various experimental setups on our pro-
posed SSI-based identity verification system. The system is built and tested in four
different configurations, where each step of identity verification is compared in terms
of time, security, and usability.

7.1 Experiments

7.1.1 Storing VC Manually

In this method, the user provides his/her name, NID number, and Ethereum Public
Address manually. The government creates the VC stores the hash on the DLT
and passes the VC to the user. After receiving the VC, users could download and
store it themselves—on their computer, browser storage (like IndexedDB), or even
an encrypted USB drive. When needed, they would upload the VC manually to a
verifier. While this method offers full control and keeps data completely offline, it
depends heavily on the user’s technical comfort. We found it simple but not ideal
for frequent use or non-technical users.

7.1.2 Automatic Encrypted Verification using MetaMask

In this model, we tested a more automated system using Ethereum smart contracts.
In this method, we encrypted the VC using the user’s MetaMask public key and
stored it directly on the blockchain. The system could later fetch and decrypt the
VC using the user’s private key through MetaMask, once the user gave consent [64].
This approach offered strong security and automation while ensuring the user re-
mained in control.

Limitation: The decryption with private key using the ’eth_decrypt’ method is
prohibited by MetaMask, so alternative key management is required in the future
[64].

7.1.3 Storing VC in SpruceKit Wallet

In this setup initially, the user provides their information, National Identity Number
(NID), and Ethereum Public Address. This Ethereum address is automatically
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collected from the user’s MetaMask wallet. The government generates a VC and
stores in DLT. This VC is then encoded and generated as a QR code. Scanning the
QR automatically stores the vc to the SpruceKit Wallet.

SpruceKit is a mobile-based verifiable credential wallet service, where a unique
Wallet 1D is generated for each user. The wallet supports modern standards like
OpenlID4VCI and allows users to share credentials with just a click.

Limitation: VC stored locally encrypted. Not persistent across different devices.
We faced credential format issue while storing VC through QR code.

7.1.4 Storing VC in Bifold Wallet

This setup creates a mobile-centric, decentralized, and user-controlled verifiable cre-
dential management system. The entire process is similar to SpruceKit, but here
the user’s VC is stored in the Bifold Wallet app installed on the user’s own mobile
device rather than in the cloud.

The user first installs a mobile app, where a DID and key pair are generated for them.
Later, when the user provides their identity, NID, and Ethereum address to the gov-
ernment, the government verifies that information and issues a Verifiable Credential.

This VC is then sent directly to the user’s Bifold Wallet via the DIDComm protocol.
This is a peer-to-peer encrypted messaging method that securely delivers VC to the
user’s mobile wallet. The user can share VC with any verifier by one-click. However,
we were unable to match the credential format to this wallet. [63].

The main advantage of this method is that the user completely owns their creden-
tials. It is accessible offline and does not rely on any third party.

Limitation: It only works as a mobile app. This means that users who use a desk-
top or laptop cannot access this wallet directly.

7.1.5 DLT 4+ Custom Wallet

We Implemented a Custom Wallet that helps user create digital wallet by follow-
ing the MetaMask like Mnemonic-based hierarchical deterministic key derivation.
Using the generated Public key the VC is encrypted and stored in the Ethereum
Network via Smart Contract. Later fetched the encrypted VC and decrypts using
user’s private key. It follows the Elliptic Curve Cryptography (ECC) algorithm us-
ing ’eth-crypto’ [24] library for encryption and decryption. Keys are controlled by
user and credentials are stored securely by encryption.

Limitation: Elliptic Curve Cryptography (ECC) libraries are limited to backend
(nodejs) environment.
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7.2 FEvaluation

Table 7.1 compares the performance of different methods for issuing and verifying
verifiable credentials (VCs). The average time for each method was calculated based
on the results of 10 tests. The manual method requires the user to manually input
their name, date of birth, Ethereum address, and national ID number, resulting in
an average issuance time of 27.7 seconds. During verification, the user again has to
manually provide the Ethereum address and VC, which requires an average of 10.1
seconds. The main limitations of this method are its complexity and difficulty in
scaling, as human intervention is required at each step.

BlockchJ}i@Vg Storage
Avg Is-
. Hash- . Method e e .
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Time . cation
Time . End)
Time
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Table 7.1: Experimental Evaluations

The issuance process is somewhat automated using MetaMask, where the user’s
Ethereum address is automatically collected and the rest of the information is passed
through input field. It takes an average of 19.0 seconds to issue, which is faster than
the manual method. However, this method requires two blockchain transactions,
one to store the hash of the VC and the other to encrypt the VC using the user’s
MetaMask public address. Unfortunately, the verification process could not be eval-
uated because MetaMask’s decryption method is not currently supported.

The issuance process is almost identical for the Sprucekit wallet and Bifold wallet
methods. In both cases, the user’s Ethereum address is taken from MetaMask and
a QR code is generated after inputting other information. These methods take an
average of 20.7 seconds to issue and only one blockchain transaction occurs, which
is used to store the hash of the VC. However, the verification process could not be
tested in these methods because the format of the generated VC was not acceptable.
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In the custom wallet method, the user first creates a wallet, through which his
Ethereum address is automatically saved. The issuance process requires the user to
input other information and takes an average of 17.3 seconds, which is the fastest
of all the other methods. This method performs two blockchain transactions—one
to store the hash of the VC and the other to encrypt the VC with the public key of
the user’s custom wallet. During verification, the user is required to provide their
wallet password, which is used to decrypt the private key from local storage. The
VC obtained from the DLT is decrypted using this private key, and takes an average
of 5.6 seconds. However, the ‘eth-crypto‘ [24] library is not browser compatible. As
a result we had decrypt the VC on the nodejs backend.
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Figure 7.1: Comparison of VC Processing times

The blockchain hashing time is almost the same across all methods, averaging be-
tween 4.2 and 4.5 seconds, indicating that there is no significant difference in the
time it takes to store data on the blockchain. Manual saves, DLTSs, and various
wallets have been used as storage methods, each with its own advantages and dis-
advantages. Overall, the custom wallet method provides the fastest issuance and
verification times, but its effectiveness depends on the specific library and the secu-
rity of the user’s wallet. We’ve shared a visual of the comparsion of VC processing
times in Figure 7.1
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Chapter 8

Limitation and Future Work

8.1 Dependence on Ethereum Blockchain

Although the proposed SSI-based National ID framework offers a promising ap-
proach to decentralized digital identity, it is not without limitations. One major
technical concern is the reliance on the Ethereum blockchain. While Ethereum
provides a secure and mature platform, it presents challenges in terms of scalabil-
ity, transaction speed, and gas fees. These issues could become significant barriers
when deploying the system at a national level, especially in countries with limited
technological infrastructure.

8.2 Key Management and Usability Issues

In addition, secure key management and credential recovery continue to be ma-
jor usability concerns. Non-technical users may struggle to manage private keys
or understand wallet operations, which could result in data loss or access issues.
Addressing this gap requires further research into user-friendly key recovery mech-
anisms and educational tools that reduce the learning curve for everyday users.

8.3 Institutional and Infrastructural Readiness

A broader challenge lies in institutional and infrastructural readiness. Implementing
a decentralized identity system at a national scale demands significant government
support, technical capacity, and inter-agency coordination. Legacy systems would
need to be upgraded or integrated, policies and legal frameworks must be adapted,
and secure infrastructure must be maintained. This transformation could incur high
costs and logistical complexity, particularly in developing regions.

8.4 Social Adoption and Public Awareness

Moreover, successful adoption depends heavily on social factors. Citizens must be
educated on how to manage their digital identities, store their credentials securely,
and consent to verifications confidently. This will require comprehensive public
awareness campaigns, inclusive onboarding strategies, and potentially new regula-
tory bodies to oversee training, outreach, and ethical safeguards.
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8.5 Future Directions

In future work, we aim to address these challenges by exploring more scalable
blockchain platforms, integrating privacy-preserving technologies such as zero-knowledge
proofs, and building legal frameworks for public trust. Most importantly, we empha-
size the need for a coordinated effort between technology developers, governments,
and civil society to ensure that the system is not only technically sound but also
equitable, inclusive, and practically implementable.
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Chapter 9

Discussion and Conclusion

This thesis explored the design and implementation of a decentralized digital iden-
tity framework leveraging Self-Sovereign Identity (SSI) principles and blockchain
technology for government-issued National ID (NID) systems. Through detailed ar-
chitectural planning and experimental prototyping, we demonstrated how verifiable
credentials can be securely issued by government authorities, encrypted and stored
using decentralized identifiers (DIDs), and selectively disclosed by citizens via digital
wallets, entirely under user control. Compared to traditional centralized and feder-
ated models, our approach significantly enhances data privacy, system transparency,
and user autonomy, while minimizing reliance on third-party identity providers.

The integration of Ethereum-based smart contracts, DID standards, and verifiable
credential protocols not only ensures integrity and authenticity but also positions
the system for future interoperability across national and sectoral boundaries. By
aligning with emerging standards such as W3C VC, OpenID4VCI, and DIDComm,
the proposed framework contributes a robust, scalable, and future-proof model for
secure digital identity in public-sector use cases.

Ultimately, our work reinforces the viability of government-backed decentralized
identity systems as a secure and citizen-centric alternative to conventional identity
architectures. This offers a path toward greater trust, accountability, and sovereignty
in digital identity ecosystems.
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