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Abstract

Deepfake technology has advanced rapidly, producing highly realistic synthetic videos
that can evade state-of-the-art detectors. However, most models trained on curated
benchmarks fail to generalize to unseen datasets. This work examines the causes
of such failures and explores solutions, introducing VeriFake, a custom dataset of
500 real and 500 fake videos generated using Roop and FaceFusion to reflect mod-
ern high-quality manipulations. We trained CNN and Transformer-based models on
various combinations of VeriFake, Celeb-DF, and FaceForensics++ (FF++), with
and without domain adaptation techniques such as Gradient Reversal Layers (GRL)
and heuristic features. While VeriFake-trained models excelled in-domain, they gen-
eralized poorly to DFDC and Celeb-DF due to reliance on dataset-specific artifacts.
To address this, we developed a multi-branch Xception-based framework with dis-
entangled feature learning, a reconstruction decoder, and a GRL-powered domain-
adversarial module and trained on FF++4, achieving 0.7509 AUC on DFDC and
0.8183 AUC on Celeb-DF, surpassing results from existing works, though with a
trade-off on VeriFake (0.7054 AUC). These findings highlight the importance of di-
verse, well-designed benchmarks and domain-invariant features for robust real-world
deepfake detection.

Keywords: Deepfake detection; Generalization; Cross-dataset performance; Veri-
fake dataset; Roop; FaceFusion; FaceForensics++; Celeb-DF; DFDC; Convolutional
Neural Networks; Transformers; Contrastive learning; Reconstruction-based learn-
ing; Disentanglement; Same-dataset testing; Feature visualization; Robust feature
learning; Benchmarking
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Nomenclature

The next list describes several symbols & abbreviation that will be later used within
the body of the document

AUC Area Under the Receiver Operating Characteristic Curve
Celeb-DF Celeb-DF dataset

CNN Convolutional Neural Network

DFDC DeepFake Detection Challenge

DFD Deepfake Detection Dataset

ELA Error Level Analysis

EM  Expectation-Maximization algorithm

FF++ FaceForensics++

GAN Generative Adversarial Network

GFPGAN Generative Facial Prior GAN

GRL Gradient Reversal Layer

H(@) High Quality

HTER Half Total Error Rate

InSwapper Face-swapping model

LFW Labelled Faces in the Wild

L@  Low Quality

MLP Multi-Layer Perceptron

MSIM v2 Cleaned large-scale face recognition dataset(MS-Celeb-1M v2)
MTCNN Multi-task Cascaded Convolutional Networks
ResNet Residual Network

RGB Red-Green—Blue

RL-TTA Reinforcement Learning based Test-Time Augmentation



ROC Receiver Operating Characteristic
StmSwap Identity-preserving face-swap method

Swin-Tiny Swin Transformer
t-SNE t-distributed Stochastic Neighbor Embedding

Temp Temporal module capturing frame-to-frame features from samples
VeriFake Custom deepfake dataset created for this study

Xception Depthwise-separable convolutional CNN

x1



Chapter 1

Introduction

The root of the deepfake problem can be traced back to 2017 when a Reddit user
sparked controversy by posting doctored videos of well-known celebrities in compro-
mising scenes [1]. Since then, Deepfakes have been increasingly misused. Deepfakes
involve seamlessly merging one person’s image into another’s picture or video and
have the ability to produce realistic-looking content that may be utilized for illegal
activities. From creating fake news to manipulating political speeches and commit-
ting fraud, it poses a significant threat to security, privacy, and public trust. With
advancing Al and deep learning technologies, it is very much possible to create fake
content easily that can not be distinguishable even by human beings. While these
advancements hold potential for entertainment and creative industries, they also
pose significant risks and challenges for society. It is often seen that these tech-
nologies are used to create videos that put a person’s reputation at stake. In 96%
of cases, these technologies are abused to damage people’s reputations by generat-
ing explicit content, such as superimposing innocent faces onto criminal scenes and
manipulating political leaders’ faces for controversial statements [2]. Furthermore,
deepfakes can be used to fabricate evidence, blackmail individuals, and even influ-
ence elections by spreading false information, highlighting the urgent need for robust
detection and countermeasures to protect individuals and maintain public trust.
Generating deepfakes has become increasingly accessible due to advancements in
technology. The availability of user-friendly tools and online tutorials has made it
possible for anyone, even without a background in deep learning or Al, to create
fake videos and images. Simple tutorial videos on various social media platforms
provide step-by-step instructions, enabling users to generate deepfakes using soft-
ware like Photoshop, various editing tools, and machine learning models [3]. The
tools available for creating deepfakes use several advanced technologies to make fake
data that can easily deceive human eyes. The main technology that is used for
deepfake generation is Generative Adversarial Networks (GANs), which have two
parts: one creates fake images or videos, and the other tries to spot the fakes. This
back-and-forth process helps make the fakes more convincing over time. These tools
also use Convolutional Neural Networks (CNNs) to process images and videos, mak-
ing it easier to change facial features and expressions accurately. Autoencoders are
another technology used to encode and decode facial data, which helps in swapping
faces seamlessly.

However, the existing models are limited to existing and they often fail to generalise
new generation techniques [4]. The motivation behind creating a dataset using



Roop and FaceFusion stemmed from an exploratory intent to better understand the
limitations and challenges of deepfake detection systems under real-world conditions.
The existing datasets were created using old generation methods and controlled
pipelines, tools like Roop and FaceFusion are more current and easily accessible
that closely portrays how deepfakes are actually generated nowadays [5]. They are
simple to use and ideal for constructing a dataset that reflects the similar synthetic
media that has been creating havoc in the internet in recent days [6]. The intention
was to produce a more realistic variety in facial blending, lighting, and resolution
factors that frequently contribute to detection difficulty and it was done by utilizing
these contemporary techniques. The resultant dataset is used as a testbed to assess
how effectively the state-of-the-art models detect deepfakes. The dataset is named
‘Verifake’ and it consists of 500 real and 500 fake samples. The numbers were
kept similar to maintain a balance in training and testing of the samples. In order
to provide a more realistic and reliable understanding of generalization failure in
deepfake detection, this effort sought to simulate real-world detection scenarios and
identify potential blind spots in the current model performance.

To combat the dire situation, several CNN models are being used to detect deepfake
videos. From our survey, it is seen that the current state-of-the-art models are CNN,
YOLO, ResNet, GoogleNet, transformers etc. These models analyze various visual
cues, such as inconsistencies in facial expressions, unnatural movements, and irreg-
ularities in lighting [7] and shadows, to identify signs of manipulation. However,
as GAN models continue to advance, researchers are exploring hybrid approaches
that combine the strengths of different detection methods. These hybrid models
often incorporate techniques from both CNN-based analysis and another ResNet or
YOLO-based technique to enhance detection accuracy. Additionally, researchers are
investigating the integration of audio analysis into deepfake detection systems. By
examining audio signatures and discrepancies between lip movements and speech or,
by observing the visual artifacts [7] in the videos, these methods aim to provide an
additional layer of verification for identifying manipulated content. Despite these
advancements, detecting deepfakes remains a challenging task, as creators contin-
ually adapt their techniques to evade detection algorithms. Twelve different deep
learning based deep fake detection models are built and modified from both stan-
dard and modified architectures. The models span a range of convolutional and
object detection based approaches. The goal is to compare the performance of the
models in generalising across the datasets. However, in most of the cases the model
becomes biased towards the dataset it was trained on and performs poorly on new
or unseen samples [8]. The reasons for that include inadequate temporal modeling
in a dataset, limited expressiveness of heuristic features and many more.

1.1 Problem Statement

Not long ago, one would have needed access to certain technologies to create realistic
fake content. To afford these technologies, people would need to spend a fortune.
As a result, only high-budget films have traditionally used CGI (Computer Gener-
ated Imagery). But as time progressed, various editing software were created which
have made the editing relatively much easier. Rapid advancements in technology,
especially Al and machine learning, have further simplified the process of generating
deepfake content, making it more realistic. Improved algorithms can now produce



high-quality deepfakes faster and with fewer computational resources. Moreover,
these algorithms have been integrated into easy-to-use software and applications,
allowing people with little or no technical expertise to create realistic, high-quality,
almost flawless deepfake content that can cause distress in society. Some commonly
utilized technologies for creating deepfake content include GANs [1], [9], face swap-
ping [10], face re-enactment [11], and voice synthesis [12]. Additionally, autoencoders
[1] are used to create deepfakes by compressing the features of a source image or
video into a reduced form and then reconstructing them onto a target, producing
highly realistic modifications. Initially, deepfakes were employed for beneficial pur-
poses, especially in the film industry for tasks such as dubbing and de-aging actors.
However with time lately it is more used for bad purposes than good for example
blackmailing people with malicious videos, spreading rumors, and conspiracies, de-
faming celebrities, and manipulating politicians’ statements. For example, a video
went viral featuring former President Barack Obama, where the voice of American
actor Jordan Peele was used. Peele’s voice was later synthesized to match the orig-
inal video of President Obama [13]. Therefore to distinguish between real and fake
and prevent harassment, violation of privacy, manipulation of political statements,
and endless misuse of deepfake, researchers are working on deepfake detection tech-
niques. The introduced approaches to detect deepfakes are like CNN, LSTM, RNN,
and others. However, each of these methods has drawbacks in cross-validation de-
spite achieving good performance on the specific datasets they are trained on. In
most cases, existing deepfake detection methods struggle to perform efficiently on
large datasets or different types of deepfake content, and they typically use common
datasets like DFDC or FaceForensics++. As a result, models trained on a partic-
ular dataset often experience significant drops in accuracy when tested on different
datasets, making real-life implementation challenging. Additionally, CNN models
have difficulty detecting deepfakes in rotated or tilted images [14]. The limitations
observed highlight the need for more robust and versatile detection models that are
capable of maintaining high accuracy across different datasets and real-world sce-
narios [13]. Nonetheless, most deep learning based models become dataset specific.
Models become biased on one of the entities ‘real’ or ‘fake’ making the accuracy
decline. In outline, common datasets, models becoming biased to effect generalising
across different datasets, and failure of deep learning models are the main challenges
of detecting deepfakes nowadays.

1.2 Research Objectives

We aim to systematically analyze the generalization challenges of deepfake detection
models, a persistent limitation that threatens the reliability in real-world applica-
tions. Although deepfake detectors often achieve impressive results on benchmark
datasets, their performance deteriorates sharply when exposed to unfamiliar ma-
nipulations, as frequently observed with datasets such as DFDC. This study aims
to bridge the understanding gap by systematically analyzing twelve state-of-the-art
and modified architectures, trained and evaluated across multiple datasets, includ-
ing Verifake, a novel dataset of real and synthetic videos generated using Roop and
FaceFusion to capture diverse forms of facial forgeries. Through a combination of
large-scale experiments, cross-dataset evaluations, feature space visualizations, and
error analysis, this research seeks to:



Identify model-specific and dataset-specific vulnerabilities that lead to poor
generalization and high misclassification rates on unseen data.

Investigate the inherent biases and overfitting tendencies of current detection
models, especially their dependence on dataset-specific artifacts rather than
intrinsic forgery cues.

Examine the role of training data diversity and architectural design in shap-
ing a detector’s ability to handle novel manipulations, varied resolutions, and
different compression levels.

Provide actionable recommendations and guidelines for building future detec-
tion systems that are more resilient, trustworthy, and capable of maintaining
accuracy in unpredictable, real-world environments.



Chapter 2

Related Works

2.1 Generalization Challenges in Deepfake Detec-
tion

While many deepfake detection models achieve high accuracy on their training
datasets, they often struggle to generalize to unseen data. In cross-dataset eval-
uations, detectors that perform nearly perfectly on one benchmark can see their
performance drop drastically on another due to differences in forgery techniques,
compression levels, image resolution, and dataset-specific biases. For instance, an
Xception model trained and tested on FaceForensics++ can exceed 99% AUC, yet
its AUC may fall below 50% when tested on a different dataset like Celeb-DF [15].
This domain shift problem, where the distribution of test data diverges from training
data is widely recognized as the biggest challenge in deepfake detection. In prac-
tice, popular datasets such as FF++, DFDC, and Celeb-DF cover only a portion
of real-world manipulations; algorithms tuned to these sets tend to overfit to their
artifacts and fail to adapt to new or more subtle deepfakes [16], [17], [18]. A recent
systematic review found that about 46% of deepfake studies optimistically reported
that their techniques could generalize to different types of fakes, yet in reality this
remains an open problem — overfitting to limited training data was identified as a
key limitation hampering robust cross-dataset performance [16]. The consensus in
the community is that current detectors lack open-world robustness, and improving
generalization requires further research into both algorithms and data diversity [16].
This lack of robustness has driven researchers to explore various strategies for cross-
domain generalization. One major line of work is unsupervised domain adaptation
(UDA), which aligns feature distributions between the source (training) domain and
a target (unseen) domain without requiring target labels. UDA methods typically
incorporate an adversarial domain discriminator that encourages the feature extrac-
tor to learn domain-invariant features, thereby reducing the discrepancy between
training and testing data. For example, in [19], an adversarial UDA framework
(“Towards Open-world Generalized Deepfake Detection”) was proposed, integrat-
ing a feature extractor with a domain discriminator to align FaceForensics++ with
other datasets. This approach improved cross-dataset detection AUC by roughly
13-15% (when training on FF4++ and testing on Celeb-DF or DFDC) compared
to a baseline Xception model. Crucially, however, even such improved models still
fell short of same-dataset performance, as certain unseen manipulation patterns and
residual domain shifts could not be fully eliminated. The results underscore that



while adversarial domain alignment helps, generalization gaps persist in scenarios
with completely novel fake generation techniques or extreme video compressions.
Another approach to enhance generalization is to perform on-the-fly adaptation at
inference time. In [20], Nadimpalli et al. introduced a reinforcement learning—based
test-time augmentation (RL-TTA) strategy to dynamically adjust the model for each
test sample. Their method formulates deepfake detection as a combination of su-
pervised learning (using an EfficientNet-B4 backbone) and an RL agent that selects
an optimal set of image augmentations for each input. By averaging the predictions
over multiple augmented variants of the test image, the detector can become more
robust to distribution shifts. This technique improved the cross-dataset AUC on
Celeb-DF to 66.9% (for a model trained on FF++), outperforming standard single-
pass CNN detectors on the same task. The RL-TTA framework effectively learns
how to “explore” different views of the data (e.g. changes in resolution, color, or
compression) to counteract the bias of the training domain. However, its success
heavily depends on the augmentation policy: if a novel deepfake artifact lies outside
the augmentation space considered, the method may still fail to correct the model’s
misclassification. In other words, coverage of possible transformations is crucial, and
the RL agent might need retraining or tuning when encountering manipulation types
or image conditions not anticipated in the augmentation set. A related direction is
to use meta-learning and few-shot adaptation so that the detector can quickly adjust
to new domains. In [21], Chen et al. proposed OST: One-Shot Test-Time Training,
a paradigm where the model performs a brief self-update using the test sample itself
before making a prediction. Specifically, for each test video or image, they synthesize
pseudo-fakes (for example, by applying small random warps or perturbations) and
define a test-time auxiliary task: the model is fine-tuned on these pseudo-fakes vs.
the original image (treated as real) for one gradient step prior to inference. Through
a meta-learning procedure during training, the model is optimized to benefit from
this single-step on-the-fly fine-tuning so that it can rapidly adapt to previously un-
seen forgeries. This OST method with a ResNet-50 backbone reportedly boosted
cross-dataset AUC on DFDC and Celeb-DF by about 8-10% compared to a conven-
tional XceptionNet baseline (which has no test-time adaptation). By tailoring itself
to each test instance, the detector can correct for certain distribution shifts (e.g., a
new deepfake technique’s specific artifacts) at test time. However, the approach in-
curs significant computational overhead, as it requires running a forward-backward
update for each sample, and it can struggle in scenarios with very low-quality inputs
—e.g., heavily compressed videos where generating informative pseudo-fakes is diffi-
cult. Thus, while one-shot test-time training improves generalization, it may not be
practical for real-time or large-scale screening applications without further optimiza-
tion. Beyond these methods, researchers have also explored data-centric solutions to
improve generalization. Some works aggregate multiple training datasets or create
augmented training sets that encompass a wider variety of manipulations and post-
processing artifacts. Others employ disentangled representation learning to separate
identity, expression, and other factors, aiming to isolate features that are invariant
to specific fake-generation techniques. For instance, combined face disentanglement
with detection, helps the model to focus on forgery-related cues rather than person-
specific details — this yielded more robust performance across FF++ and Celeb-DF
[22]. There have also been attempts to use GAN-generated adversarial fakes to train
detectors: by intentionally crafting difficult fake examples, detectors can learn more



general decision boundaries [23]. Ensemble techniques (e.g., combining CNN, RNN,
and Transformer outputs) have been shown to improve overall accuracy and even
obtain moderate cross-dataset gains [24]. But they tend to be resource-intensive
and still face the “last mile” generalization gap when confronted with completely
new fake styles [16]. Recently, continual learning frameworks have been proposed to
incrementally update deepfake detectors as new kinds of forgeries emerge. By pe-
riodically retraining or fine-tuning on a small batch of newly collected fakes (while
retaining knowledge of old ones), a detector can slowly expand its coverage of the
fake landscape. For example, an approach by Prathibha et al. (2024) added a
self-attention module and used weight regularization to continually learn from new
data, achieving near 99% AUC on known benchmarks and 90% AUC on a previ-
ously unseen dataset (Celeb-DF) after incremental updates [25]. Continual learning,
however, assumes access to a stream of fresh fake examples and can be vulnerable to
“catastrophic forgetting” (losing accuracy on earlier data) if not carefully designed.
In summary, generalization remains a fundamental hurdle for deepfake detection.
Even with the above innovations, most detectors still perform noticeably worse on
forgeries that differ from their training data. Going forward, researchers emphasize
the need for more comprehensive and diverse training datasets that include a broad
spectrum of deepfake generation techniques and real-world perturbations [16]. Such
data, combined with algorithms capable of adapting to distribution shifts, will be
crucial for detectors to handle the ever-evolving deepfake landscape. In the next sec-
tion, we review the literature on deepfake detection techniques in detail, examining
the specific visual, temporal, and other features they leverage. This survey of meth-
ods will further highlight how the choice of features and model architectures can
impact a detector’s performance and its generalizability across different datasets.

2.2 Literature Review

Deepfakes are manipulated videos or images created using Al and DL techniques,
often with the intent to deceive viewers into believing false information or events.
These manipulations can include altering facial expressions, gestures, or voices to
make someone appear to say or do things they never did. Detecting deepfakes is
challenging due to their increasingly realistic appearance. To address this challenge,
researchers have developed different models and methods for deepfake detection.
These models range from traditional machine learning algorithms like support vec-
tor machines and k-nearest neighbors to deep learning architectures such as Con-
volutional Neural Networks (CNNs) along with transfer learning methods(TL) [2]
such as Xception, NAS-NET, Mobile Net, VGG-16, and recurrent neural networks
(RNNs). Additionally, researchers have identified various features that can be used
for detection. These features include visual artifacts such as inconsistencies in facial
features, unnatural movements, or distortions in the background, as well as temporal
features like mismatched patterns or abrupt changes in motion over time.

2.2.1 Visual Artifacts

Visual artifacts refer to irregularities or anomalies in manipulated media, such as
inconsistencies in facial features, unusual movements, mismatched lighting or shad-
ows, or distortions in the background. Different methods were employed that ana-



lyze visual artifacts to detect deepfakes [9], [26], [27], [28], [29], [30], [31]. A hybrid
model YOLO-InceptionResNetV2-XGBoost consisting of YOLO, CNN, and XG-
Boost was proposed in [9]. It was trained using the ¢23 dataset and has achieved
an accuracy of 90.73%. In [26], deepfakes were detected with an accuracy of 96.5%
(DFDC); LQ 99.68%, HQ 91.88% (DeepfakeTIMIT). In this paper, a decision fu-
sion method was proposed which averages frame-by-frame individual predictions
from VGG16, InceptionV3, and XceptionNet. Each of the models was trained on
25% of the DFDC dataset. This approach proved effective on both DFDC and
Deepfake TIMIT datasets, even under FGSM attack distortions. On the other hand,
VGG16, ResNet50, ResNet101, and ResNet152 were individually employed in [27] on
UADFV and DeepfakeTIMIT datasets to find the best-performing model. Among
these models, ResNet50 was observed to achieve the highest AUC performance score.
According to [28], an unsupervised ML model called EM algorithm was used with the
CelebA dataset and 5 different datasets generated by GANs (GDWCT, STARGAN,
ATTGAN, STYLEGAN, STYLEGANZ2). The final model achieved the highest ac-
curacy of 99.81% with STYLEGAN2. Moreover, in [29], both ML and DL methods
were used on Yonsei University’s Computational Intelligence and Photography Lab
compiled dataset which contains images of both real and fake human faces. Here,
ELA was used to detect image alterations at the pixel level. These ELA-validated
images were then supplied to SqueezeNet, ResNet18 & GoogLeNet for deep feature
extraction and later classified via SVM and KNN, achieving an accuracy of 89.5%.
As outlined in [30], a hybrid model consisting of CNN and LSTM was used with
both DFDC and the CipLab dataset. The accuracy was 97.32% and 98.24% when
tested with DFDC and the CipLab dataset respectively. In the end, [31] proposed
a CNN model with only 4 convolutional layers called MesoNet-4. This model was
trained and tested on both the Face2Face and the custom deepfake datasets, achiev-
ing an accuracy of 96.9% on the custom Deepfake dataset and 95.3% on the face2face
dataset.

2.2.2 Temporal Features

Temporal features in deepfakes refer to mismatched or unnatural patterns that ap-
pear over time in video sequences. These features include differences in facial expres-
sions or head movements that do not flow smoothly from frame to frame, creating
a jerky or strange appearance. In [32], [33], [34], [35] temporal features were an-
alyzed, and various methods were employed for deepfake detection. According to
[32], DPNet uses learned dynamic prototypes to distinguish real from fake videos and
employs Timed Quality Temporal Logic (TQTL) to ensure consistent and reliable
temporal behavior. It was trained on Google’s DeepFakeDetection, DeeperForen-
sics, and Celeb-DF datasets. DPNet achieved AUC improvements from 92% to 99%
for high-quality videos and from 83% to 91% for low-quality videos, outperform-
ing Xception and Two-branch models. [33] proposes a Convolutional LSTM-based
Residual Network (CLRNet) for deepfake detection. CLRNet extracts consecutive
frames from videos to capture temporal information such as sudden changes in
brightness and contrast on small regions of the face, and size variations in facial
parts like eyes, lips, and eyebrows between frames. The model uses the FaceForen-
sics++ dataset and demonstrates better generalizability and performance compared
to zero-shot models across various deepfake datasets. [34] tested base CNN and



VGG models separately in order to detect the deepfakes. Both models were trained
on DFDC dataset where CNN and VGG achieved 94% and 88% respectively. It
was also proposed that CNN is better than the VGG as loss in VGG was higher
compared to the CNN. Lastly [35] uses CNN and SVM to detect deepfake images
from the 140k Real and Fake Faces dataset containing 70,000 real and 70,000 GAN-
generated images, achieving accuracies of 89.93% and 84.82%, respectively. Their
method includes convolutional layers, max pooling, dropout layers, and a sigmoid-
activated output layer for binary classification, optimized with Adam and binary
cross-entropy loss.

2.2.3 Texture Features

Texture features in deepfakes refer to the unique patterns and details present in
an image, such as skin texture or fabric patterns. In [36] we found a deepfake de-
tection method that utilizes YOLO v3 for face detection in videos and HRNet for
CNN-based feature extraction from detected faces. Local Binary Patterns (LBP) are
used for texture analysis to enhance detection accuracy. These features are concate-
nated into a single vector and input into a Capsule Network for classification. The
dataset includes samples from the DeepFakeDetectionChallenge-Preview (DFDC-P)
and Celeb-DF.

2.2.4 Facial Features

Deepfake detection by facial features involves identifying altered videos or images
by analyzing various elements and attributes of human faces. This process includes
a thorough examination of both the static and dynamic properties of facial fea-
tures to spot irregularities and inconsistencies that indicate deepfake manipulation.
In [1], [3], [37], [38] various techniques were utilized to analyze facial features for
deepfake detection. Firstly in [1], a Convolutional Vision Transformer which con-
sists of CNN and ViT has been used to detect deepfake videos. This model was
trained on the popular DFDC dataset and achieved an accuracy of 91.5%. In this
model, CNN was used to extract the learnable features and ViT helped in cate-
gorizing them. Secondly in [37], a 20 Network layer DeepfakeNet combining ideas
from ResNet and Inception has been proposed to detect various types of deepfakes
without dropping the accuracy. So, to perform well in cross-validation, this model
has been trained on FaceForensics++, Kaggle, and TIMIT datasets and performed
better compared to VGG, GoogleNet, XceptionNet, ResNet, and ResNeXt on the
same dataset. Moreover, [3] employs an EfficientNet model with CNN-RNN and
convolutional autoencoder, achieving 94% accuracy on the DFDC dataset and 98%
on FaceForensics++ by extracting and focusing on facial features in frames to en-
hance detection accuracy. Lastly, [38] utilizes a ResNet50 model augmented with
four dense swish layers, achieving 99% accuracy on face swap detection and 94%
on face reenactment using the DFDC and FaceForensics++ datasets by leverag-
ing improved learning behavior and complex pattern recognition through the swish
activation function.



2.2.5 Frequency Features

Images and videos are represented as a combination of different frequency compo-
nents in the frequency domain. Frequency-based analysis in visual deepfake detec-
tion involves transforming images or videos into the frequency domain to detect
irregularities, particularly in high-frequency components, which may indicate incon-
sistencies and help identify fake content. In the case of using a 3-layered Frequency
Convolutional Neural Network (fCNN), the extracted faces are converted into the
frequency domain using Viola-Jones [39]. Despite having fewer layers compared to
state-of-the-art models, it was able to perform quite well. It was trained on the ¢23
dataset and was able to detect deepfake with an accuracy of 85.24% when tested
with the ¢23 dataset, FaceSwap with an accuracy of 89.28% with raw Deepfake
dataset, and Face2face with accuracy of 85.37% with raw Deepfake dataset. On the
other hand, using MesoNet along with a preprocessing module filters out the low
frequencies and captures the high frequencies [40]. It helped to increase the detec-
tion accuracy and achieved higher AUC throughout different datasets. The hybrid
model achieved AUC of 0.974 and 0.942 on FaceForensics++ and CelebDF datasets
respectively. Overall 88% accuracy was achieved on average over both datasets.

2.2.6 Spatial Features

Spatial features in deep learning are characteristics related to the spatial arrange-
ment of elements in data, such as pixels in an image or positions in a grid. These
features capture information about the structure and layout of objects within the
data. In [41], a hybrid YOLO EfficientNet-b5 Bi-LSTM model has been trained with
a c¢23 dataset to detect deepfake videos. Here, the YOLO-Face-Detector detects face
regions in video frames, EfficientNet-B5 extracts spatial features from faces and, Bi-
LSTM brings out the temporal features from the video. Although it was able to
achieve 89.38% accuracy in deepfake detection, it was thought that the model could
perform even better if the audio content of the videos were taken into considera-
tion. [42] uses deep learning methods combined with Explainable AT (XAI) to detect
deepfakes by extracting spatial features. Various CNN models—InceptionResNetV2,
DenseNet201, InceptionV3, and ResNet152V2—were employed to classify real and
fake images. The Local Interpretable Model-Agnostic Explanations (LIME) algo-
rithm was used to explain which parts of the image led to the model’s classification
decisions. The dataset consisted of 140,000 images, with 70,000 real images from the
Flickr-Faces-HQ (FFHQ) dataset and 70,000 fake images generated by NVIDIA’s
StyleGAN. The best-performing model, InceptionResNetV2, achieved an accuracy
of 99.87%.

2.2.7 Face Verification

Face verification involves comparing two images of the same person, one authentic
and one deepfake, to identify any discrepancies or inconsistencies that may indicate a
fake image. This process helps in confirming the authenticity of the person’s identity
by detecting subtle differences between genuine and altered images. This can be
found in [43] where deepfakes are detected by calculating similarity scores between
face images from a questioned video and reference images of the same person. Using
a trained face recognition model, pairwise similarity scores are computed, and the
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highest score (Smax) is compared to a threshold to classify the video as real or fake.
The method uses three datasets: Celeb-DF (v2) for validation, MS1Mv2 for training
the face recognition model, and LFW for evaluating accuracy. The model achieved
99.83% accuracy on LFW, with an HTER of 0.020 and an AUC of 0.994 on Celeb-DF
(v2).
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Chapter 3

Dataset

The development of deepfake detection technology greatly depends on access to
high-quality datasets for both training and evaluation. These datasets form one of
the core foundations of developing robust algorithms that can reliably differentiate
between real and fake content. Existing datasets such as DFDC [44], DFD, FF++,
FF, DF-TIMIT-HQ, UADFV [45] and Celeb-DF [46] suffer from significant limi-
tations which are discussed in detail in the following subsection [47]. These easily
accessible datasets have also been used to train multiple models, making it diffi-
cult to introduce novel approaches solely based on them. To overcome these issues,
we developed a new dataset consisting of 500 real and 500 fake videos, aimed at
improving the understanding of whether these models are indeed robust and capa-
ble of generalizing across different video conditions [48]. The following subsections
will discuss the limitations of existing datasets and outline the approach taken to
construct the new dataset.

3.1 Existing datasets and their limitations

3.1.1 FaceForensics+-+

The FaceForensics++ dataset was introduced in 2019 by Rossler et al. This dataset
soon became one of the foundational benchmarks for the research of deepfake de-
tection [49]. The dataset is divided into five parts where the first part is composed
of 1000 real samples which were collected from YouTube. The samples consist
mostly of frontal face recordings of the people speaking under controlled light con-
ditions. These samples were manipulated using six different facial manipulation
techniques: Deepfakes, FaceSwap, FaceShifter, InsightFace, Face2Face and Neural-
Textures. These six parts comprise 6000 manipulated videos. So each real sample
has six different manipulated counterparts. This makes FF++ a rich dataset for
training and evaluating forgery detection models. The dataset’s main focus is face
swapping and facial expression alteration, which enables researchers to examine a
variety of forgery-based inconsistencies. Nonetheless, FF++ has some limitations
despite its impact and wide adoption in the research community. The dataset has
a limited number of facial samples which reduces the diversity of race, age, lighting
conditions and camera angles. Furthermore, most videos are shot in very clean loca-
tions, which frequently fail to capture real-world complexity like occlusions, changing
backgrounds, or many faces. This constraint has been discovered as a fundamental
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reason why many models trained on FF++ fail to generalize when tested on more
complicated datasets or real-world films[50]. Despite this, FF++ remains a critical
dataset for baseline evaluations and has a remarkable influence in the development
of several deepfake detection models.

3.1.2 Celeb-DF (v2)

The Celeb-DF v2 is an improved and extended version of the Celeb-DF v1. While
the first version of 2019 comprised 408 real and 795 fake videos, the modified version
(v2) comprises 590 real and 5639 high-quality fake samples and was released in 2020
by Li et al.[51]. The dataset covers a wide range of appearances and head poses.
The real samples of 59 celebrities were manipulated using DeepFake algorithm that
minimizes the common artifacts which includes flickering, inconsistent boundaries,
and poor lip syncs which were common issues in the earlier version of the dataset.
The main contribution of this dataset is to raise the bar for forgery realism while
keeping the research scale feasible. The clean pipeline generation of Celeb-DF helps
the models that rely too heavily on low level visual artifacts and not actual seman-
tic and temporal errors. However, the dataset suffers from limitations that restrict
the robustness in generalising research. Although the modified version eliminated
many of the visual limitations seen in Celeb-DF v1, it still has a limited diversity.
The dataset contains just 590 genuine videos, all of which are celebrity interviews on
YouTube, introducing a homogenous domain bias. This lack of intra-class variability
produces an inflated sense of performance when testing on the same dataset but re-
sults decline sharply when cross-evaluated on new or unseen datasets. Furthermore,
only one face swapping technique which is an improved version of an autoencoder
based model is used to produce the fake samples in the dataset. Due to its limited
scope, Celeb-DF is often unable to represent the range of manipulation techniques
correctly. The methods include, expression transfer, face reenactment, and sophisti-
cated GAN-based approaches like StyleGAN and the First Order Motion Model[52].
This drawback frequently results in deepfake detection models trained on Celeb-DF
v2 picking up patterns unique to that one generation technique. As a result, people
can have trouble identifying fakes made with various methods and would not be able
to generalize effectively to novel, invisible manipulations.

3.1.3 DFDC

In the year of 2020, Facebook AT collaborated with Amazon Web Services and several
academic institutions released the Deepfake Detection Challenge (DFDC) dataset
as a part of a global competition in focus to drive innovation in deepfake detection
techniques[53]. The DFDC dataset stands out the most in deepfake detection re-
search as it is the largest and most diverse dataset which is publicly available. The
dataset comprises 100 thousand fake videos and 19,164 real videos which featured
3426 unique paid actors of different age, race and gender. The dataset was created
using a variety of deepfake generating methods, such as GAN-based models, autoen-
coders, and sophisticated face-swapping tools, to mimic real-world situations. The
altered movies were subjected to a variety of post-processing techniques, including
noise addition, resizing, and re-encoding, in order to introduce compression artifacts
and other distortions that are commonly found in deepfake content that circulates
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on social media. A notable strength of the DFDC dataset is its scalability and di-
versity. However, due to its massive size which is over 470 Gigabytes which poses
computational challenges for model training, especially for researchers with limited
hardware resources. A notable finding from the DFDC dataset was that many deep-
fake detection models that performed well on smaller, simpler datasets were unable
to retain accuracy on DFDC, underscoring the issue of dataset bias and overfitting.
Despite its diversity, the fake samples of the dataset exhibit low perceptual qual-
ity. Temporal inconsistencies, blurry face boundaries, unrealistic facial movements,
color mismatches can be easily detected by the deepfake detecting models [54]. As a
result, models trained on DFDC often fail to generalise the higher quality deepfakes
from newer datasets or real world videos of the internet.

Currently, the deepfake detection research relies heavily on some widely used datasets
such as DFDC(DeepFake Detection challenge), FaceForensics++ and DF-TIMIT-
HQ. For instance, in FaceForensics++, there are 1000 real videos and 6000 fake
videos. Deepfake generation models like DeepFakes, FaceSwap and Face2Face were
used in order to generate the fake samples included in this dataset. The DFDC
dataset is a very large dataset comprising around 1,00,000 videos with diverse quality
and individuals. Meanwhile, Celeb-DF focuses only on video samples with celebrity
faces. The dataset contains 590 real and 5639 fake samples.

3.1.4 Limitations of existing datasets

Although these datasets played a crucial role in the advancement of the deepfake
detection models, some key limitations still persist. Low quality samples due to
compression and presence of visible artifacts caused by the manipulation algorithms
is one of the major setbacks. This deteriorates the quality of newly created deep-
fake and can be easily detectable as they lack realism [44], [47], [55]. Furthermore,
the visible imperfections, mainly poor blending, flickering or inconsistent facial ex-
pressions noticeably makes the fake defected.These artifacts can be easily detected
by the naked eye as they reveal their manipulative nature and do not require any
advanced tools for detection.

While existing datasets have been instrumental in advancing deepfake detection
research, they have several drawbacks:

e Older generation manipulation techniques: Many datasets, particularly FF++
and DF-TIMIT, rely on face-swapping algorithms from 2018-2019. These
forgeries often leave visible artifacts, unnatural facial boundaries, or blending
issues that no longer reflect the quality of modern deepfakes.

e Compression and quality inconsistencies: DFDC and Celeb-DF contain many
low-resolution or heavily compressed videos, which can bias detectors toward
learning compression artifacts instead of intrinsic forgery cues.

e Dataset bias and overfitting risk: Many models trained on FF++ or Celeb-
DF learn dataset-specific artifacts rather than manipulation traces, leading to
significant performance drops on unseen datasets like DFDC.
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3.2 Purpose of creating VeriFake dataset

To address these challenges, a new dataset, Verifake, was created consisting of 500
real and 500 fake videos generated using Roop (2023) and FaceFusion (2024), two
state-of-the-art face-swapping tools capable of producing highly realistic manipula-
tions. Unlike older datasets, Verifake reflects the quality and diversity of deepfakes
generated by modern publicly available tools, ensuring that detectors are tested

against manipulations closer to what is encountered in the wild. Key characteristics
of Verifake:

e High-quality forgeries: Generated at high resolution with improved blending,
facial alignment, and texture consistency compared to older datasets.

e Diverse conditions: Includes variations in lighting, angles, and facial attributes
to reduce dataset bias.

e More realistic challenge: Videos are visually convincing even to human ob-
servers, making it harder for detectors to rely on low-level artifacts.

This dataset complements FF++4-, Celeb-DF, and DFDC used in this study, provid-
ing an additional benchmark to analyze how well models trained on existing datasets
adapt to modern, high-quality forgeries. The goal is not to replace existing bench-
marks but to simulate realistic contemporary deepfakes and provide insights into
the generalization weaknesses of current detection models.

3.3 Creation of a High-Quality Dataset

An entirely new dataset called VeriFake has been developed from scratch, considering
the limitations of the existing datasets. The most advanced and latest face-swapping
tools were used to generate the 500 fake samples and to make the dataset balanced,
500 real videos were also added. The state of the art tools like Roop(2023) [56] and
FaceFusion(2024) [57] were used in this dataset to generate the deepfakes. On the
other hand, the used datasets rely on the tools from the past generation which may
not reflect the advancements in the current deepfake generation technology.

Name Release Year | Original Footage | Deepfake Footage
FaceForensics [58] 2018 1,004 2,008
FaceForensics++ [59] 2019 1,000 6,000
DFDC [60] 2020 23,654 104,500
Celeb-DF [61] 2020 590 5,639
DF-TIMIT-HQ [62] 2018 320 640

Table 3.1: A comparison of available datasets.[63]

VeriFake focuses on more realistic manipulations of videos, ensuring higher reso-
lution of generated deepfakes. These allow it to surpass other existing datasets,
making it almost impossible to be detected by the naked eye.
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Additionally, diversity was ensured in terms of facial characteristics, lighting condi-
tions, and scenarios, which makes the dataset more robust for training deepfake de-
tection models. The higher quality and diversity address the current gap in datasets
where deepfake videos often lack enough variation and realism, limiting the ability
of detection models to generalize to real-world conditions. By offering a more chal-
lenging and diverse dataset, the goal is to enhance the robustness and accuracy of
detection algorithms, pushing the boundaries of deepfake detection research. Ver-
iFake is supposed to be more fitting for the real world scenarios compared to the
shortfall of the other datasets. Moreover, it is expected to serve as a solid foundation
to train existing and future deepfake detection models.

Among the existing tools that are using GAN models, FaceFusion [57] and Roop
[56] were opted. Both tools are specialized in swapping faces by processing the video
frame by frame. By analyzing the target video and source image, both tools swap the
faces by adjusting movements, orientation, lighting conditions and facial expressions
in the target video. Here, each of the frames are processed individually to ensure
a seamless transition, resulting in a video where one person’s face is replaced by
another, while maintaining the original body and background. While FaceFusion
provides a wide range of models for swap and other changes, Roop only uses a single
model for face swapping.

Face
Forensics ++

DFDC

Celeb-DF (v1)

VeriFake

Figure 3.1: Quality comparison of extracted faces between existing datasets and VeriFake
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3.3.1 Face Swapping Workflow

Despite the differences described in the previous subsection, both tools follow a
similar workflow: they take a target video and a source image as inputs, and after
processing each frame successively, they perform the face swap. To further enhance
the final output, both Roop and FaceFusion incorporate face enhancers that improve
the quality and realism of the swapped face. The general workflow includes:

1.

Face Detection: Algorithms like Dlib, MTCNN, and CNNs are used to
detect facial landmarks (eyes, nose, mouth, chin) in each frame of the video.
These tools identify the positions of the key facial features of both the source
and target faces.

Landmark alignment: In this step, the key facial landmarks from both the
source and target faces are aligned to ensure they are positioned correctly.
Here, the pre-trained deep learning models, like GANs or autoencoders are
used to make sure the faces are oriented and scaled properly

Feature Blending: After aligning the faces, the facial features are blended
using several methods:

e Poisson Blending: This method blends the facial expressions, head
movements, and lighting between the two faces.

e Weighted Average: With specific weights, pixels or regions from both
faces are averaged and it determines the influence amount each face has
on the final image.

e Morphing: This technique gradually transforms one face into the other
by smoothly transitioning between corresponding landmarks.

e Alpha Blending: This method uses transparency masks to combine the
images, controlling how visible each face is in the final result.

4. Face Swapping: Two different GAN-based models, SimSwap and InSwapper,

are used for the face swap:

e InSwapper focuses on preserving the identity of the target face, accu-
rately maintaining its expression for a highly realistic outcome. However,
this process takes more time than SimSwap.

e SimSwap swaps faces while keeping the structure and appearance of the
target face intact. It is comparatively faster, but produces slightly lower
quality results when compared to InSwapper.

Color Matching: To ensure the swapped face matches the skin tone, light-
ing, and shadows of the target video, color correction techniques are applied.
This includes histogram adjustments, color transfer algorithms, and lighting
corrections, helping the new face blend in naturally.

. Face Enhancement: In order to make the manipulated face more realis-

tic by eliminating any artifacts or distortions and by refining swapped face’s
structures, texture, and definition, enhancement is performed with the help of
GFPGAN model
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7. Final Video Creation: A final video with the swapped face is compiled
together after processing and blending all the frames. Finally, it was ensured
that the created deepfake appears natural and seamless throughout.
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Figure 3.2: General workflow of deepfake creation
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Chapter 4

Methodology

4.1 Data Preprocessing

To maintain consistency in input representation and enable reliable comparisons
across models, a unified preprocessing pipeline was applied to all videos. From each
input video, 100 frames were uniformly sampled to capture a representative range of
motion and expression while keeping computational demands manageable. For vali-
dation purposes, a smaller subset of 20 frames was randomly drawn from the first 100
to detect potential corruption or unreadable video segments. Each sampled frame
was processed to extract facial regions using the RetinaFace detector, implemented
via the InsightFace library. This detector was chosen after comparative testing
with alternatives such as Dlib and MTCNN, which were ultimately dismissed due
to inconsistent performance under challenging conditions. RetinaFace consistently
outperformed others, particularly when handling occluded faces, non-frontal angles,
and low-light settings. RetinaFace is a single-stage dense face detector based on a
ResNet backbone with a pixel-wise facial landmark regression module. It provides:

e High accuracy in detecting faces under varied poses, lighting, and occlusion.
e Precise landmark localization, which is essential for effective alignment.

e Support for 5-point and 106-point landmarks, with flexibility depending on
the use case.

e Real-time performance on both GPU and CPU, allowing scalable processing
of large video datasets.

These qualities make RetinaFace particularly suitable for deepfake datasets, which
often include manipulated faces with unnatural warping or expressions. Accurate
landmark detection ensures consistent alignment even in such altered frames, which
is critical for minimizing variability and increasing detection reliability. Once a
face was detected, the first detected face in each frame was aligned to a standard
orientation using five facial landmarks specifically, the eye corners, nose tip, and
mouth corners. OpenCV’s estimateAffinePartial2D and warpAffine functions were
used to compute and apply the transformation, respectively. All models, except
the final one, used 112x112 pixel aligned face crops after facial alignment. For the
final model, the crop size was increased to 256x256 to preserve more spatial de-
tail and potentially capture finer manipulation cues. This alignment step played
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a crucial role in reducing variation due to pose or camera angle, allowing models
to focus on manipulation-related artifacts. The aligned faces were then converted

Input video

Input video splitted
into frames

Face extracted
from frames

NENNNNENE!
OO

Video of extracted
faces

Figure 4.1: Overview of data preprocessing

to RGB format and normalized using ImageNet channel-wise statistics: means of
[0.485, 0.456, 0.406] and standard deviations of [0.229, 0.224, 0.225]. No additional
augmentations were applied during preprocessing in order to retain the subtle ma-
nipulation artifacts critical for deepfake detection. For the models using temporal
features, videos containing fewer than 15 usable frames were discarded to ensure
sufficient temporal information for downstream analysis. In addition, a corruption
check was performed by attempting to extract and align 20 frames; any video that
failed this test was excluded from the dataset. After preprocessing, the aligned
frames were compiled into new 112x112 resolution videos at 30 frames per second
using OpenCV’s VideoWriter, ready for model training and evaluation. This pre-
processing protocol was consistently applied to all models throughout the study. Its
emphasis on spatial alignment and data integrity contributed to more reliable model
performance, especially in scenarios requiring precise facial feature analysis.
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4.2 Data Augmentation

To ensure reproducibility and consistency across experiments, a fixed random seed
was applied before dataset splitting. The dataset was then partitioned into 80%
training, 10% validation, and 10% test sets. Class distributions were preserved
across splits to maintain real/fake balance. Two transformation pipelines were im-
plemented using the Albumentations library: one for training and one for valida-
tion/testing. The training augmentation pipeline was designed to simulate a wide
range of real-world distortions and inconsistencies to prevent overfitting and improve
generalization. It included:

e Horizontal Flipping with a 50% probability to introduce mirrored variations
of faces.

e Random Brightness and Contrast Adjustments to simulate variable lighting
conditions.

e JPEG Compression Artifacts via ImageCompression, to mimic real-world com-
pression effects common in social media or low-quality video platforms.

e Gaussian Noise Injection, which helped the model learn to ignore subtle noise
patterns.

e Blur Effects, introducing mild defocus to account for motion blur or camera
shake.

e Normalization using ImageNet mean and standard deviation to standardize
input distribution.

For the validation and test sets, only normalization and tensor conversion were
applied to ensure that evaluation occurred under consistent and unaltered condi-
tions. The augmented frames were loaded using custom PyTorch Datal.oader ob-
jects, with each sample containing 15 consecutive aligned frames. This approach
preserved temporal information crucial for forgery detection. Shuffling and multiple
worker threads ensured efficient and randomized batch preparation. This multi-step
pipeline emphasized both data integrity and visual diversity, allowing the models
to learn meaningful manipulation cues while avoiding overfitting to superficial or
dataset-specific features.

4.3 Models

We first evaluated several models that demonstrated limited generalization when
tested on unseen datasets. Building upon the insights gained, we designed a final
model architecture aimed at enhancing cross-domain robustness.

4.3.1 Swin Transformer

As part of our investigation, we explored a domain-adversarial approach to deepfake
detection by integrating a Gradient Reversal Layer (GRL) into a multi-branch ar-
chitecture. The model leveraged a Swin Transformer for spatial feature extraction,
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a temporal transformer to capture inter-frame dynamics, and frequency-domain fea-
tures obtained via FFT [64]. These complementary representations were fused and
jointly used for binary classification and domain prediction through the GRL path-
way, aiming to enforce domain-invariant learning[65]. However, despite the model’s
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structural sophistication, it struggled to generalize effectively across datasets. In
particular, the adversarial signal introduced by the GRL appeared insufficient to
compensate for the wide variability in visual artifacts produced by different manip-
ulation techniques. As a result, we ultimately chose not to include this configuration
in our final model pipeline.

The expanded Swin Transformer architecture introduces two key enhancements
aimed at refining decision-making: heuristic feature injection and confidence-aware
attention.

Heuristic Feature Injection:

Heuristic Feature Injection: To guide the model toward manipulation-specific arti-
facts, we integrate domain-driven heuristic features—such as motion inconsistencies
and facial warping cues—into the classification pipeline. These handcrafted signals
are extracted in parallel with visual embeddings from the Swin backbone and merged
before the final prediction layer [66]. By incorporating this additional information,
the model benefits from an inductive bias that anchors its decisions to recognizable
patterns often present in tampered content.

Confidence-Aware Attention:

For improved video-level inference, we adopt a confidence-aware attention mecha-
nism that dynamically adjusts the contribution of each frame. Instead of averaging
predictions uniformly, attention weights are assigned based on the confidence scores
(softmax probabilities) of individual frames[67], allowing the model to prioritize
more reliable inputs during aggregation.
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4.3.2 ResNet-18

We implemented a deep learning pipeline based on a fine-tuned ResNet-18 architec-
ture for binary classification of facial videos. ResNet-18 was chosen for its balance
between depth and computational efficiency, helping to prevent overfitting on our
relatively small dataset[68]. The model was initialized with ImageNet-pretrained
weights to leverage transfer learning and accelerate convergence. The final fully
connected layer was replaced with a single output node followed by a sigmoid ac-
tivation. To enhance generalization, we further modified the architecture with a
Gradient Reversal Layer (GRL), enabling adversarial domain alignment by encour-
aging domain-invariant feature learning. Training was performed using the Binary
Cross-Entropy loss function. The model was trained for 20 epochs with early stop-
ping and checkpointing based on validation loss. A batch size of 16 was set, likely
constrained by GPU memory. Each training iteration involved forward passes, loss
computation, backpropagation, and validation at the end of each epoch. Model per-
formance was primarily evaluated using accuracy, with predictions threshold at 0.5
during validation to determine class labels.

4.3.3 XceptionNet

Xception (short for “Extreme Inception”) is a deep convolutional neural network
introduced by Francois Chollet in 2017 as an improvement over the Inception V3
architecture. Instead of Inception’s multi-branch modules, Xception is built pri-
marily on depthwise separable convolutions — a factorized form of convolution that
treats spatial filtering and cross-channel filtering separately, greatly reducing model
complexity. The Xception network is organized into three main stages (entry flow,
middle flow, and exit flow) comprising 36 convolutional layers in total. In the entry
flow, initial convolutions with increasing filters (e.g. 32, 64) and pooling downsample
the input while extracting low-level features. The middle flow is the core of Xcep-
tion: a sequence of 8 identical modules of depthwise separable convolutions (with
ReLU and batch normalization) that iteratively refine higher-level feature represen-
tations. Finally, the exit flow uses deeper separable convolutions (up to 2048 filters)
followed by global average pooling and a dense layer for classification[69]. Residual
connections are included around these stacks to facilitate training of the deep net-
work. Overall, Xception’s use of separable convolutions means it achieves efficiency
similar to Inception V3 but with a more streamlined, single-path architecture. This
robust backbone has made Xception a popular choice for transfer learning in image
classification and detection tasks, including deepfake detection.

Full Fine-Tuning of the Pretrained Model

Using a pretrained Xception model as the backbone, one training approach we em-
ployed was full fine-tuning, meaning all layers of the network (the Xception base
and the new classifier layers) are trained on the deepfake dataset from the start. In
a transfer learning context, fine-tuning refers to unfreezing the pretrained model’s
layers so that their weights are gradually adjusted to better fit the new task. This
leverages the rich feature extraction capability learned from a large source dataset
(ImageNet) and adapts it to our specific classification problem. The advantage of
full fine-tuning is that the model’s high-level features can be optimally tuned for
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the nuances of deepfake detection, potentially improving performance once suffi-
cient training has occurred. This approach is especially effective if the new dataset
is large or somewhat similar in nature to the original dataset that the backbone
was trained on. However, because the Xception backbone has 22.9 million param-
eters [69], updating all of them on a limited deepfake dataset can risk overfitting
or destabilizing previously learned features if not carefully managed (e.g. using a
lower learning rate). In practice, fine-tuning all layers from the beginning means
the model can start to “forget” some of the generic visual features and tune them
to peculiarities of the training data. This can yield excellent results on the training
set, but one must monitor validation performance to ensure the model is not over-
fitting to the new data distribution. When done properly (often with techniques
like a smaller learning rate and sufficient regularization), full fine-tuning allows the
pretrained Xception to fully adapt its feature hierarchies to the deepfake detection
task, improving its discriminative power on subtle artifacts that distinguish fake
from real videos.
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Figure 4.3: XceptionNet Model working procedure

Freezing the Backbone Initially (Transfer Learning Strategy)

An alternative strategy we explored was initially freezing the Xception backbone for
a few epochs, then gradually unfreezing it for fine-tuning. Freezing means keeping
the pretrained convolutional base un-trainable so that its weights are not updated
during those initial training epochs. In this phase, only the newly added layers
(for example, the classifier head and any additional modules) learn from the data.
The rationale behind this approach is to preserve the valuable general features the
backbone has learned (edges, textures, facial structures, etc.) and first allow the
new layers to adapt to the task without perturbing the base filters. This has several
benefits: it prevents overfitting early on (since the millions of parameters in Xception
are not allowed to overly tune to the small dataset immediately), and it speeds up
training because backpropagation only updates the top layers. By leveraging the
generalized representations in the frozen convolutional layers, the model effectively
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uses Xception as a fixed feature extractor initially. After this “warm-up” period (in
our case, 3 epochs), we then unfroze the backbone i.e., allow the Xception layers
to start training and continue training the entire model end-to-end (often with a
reduced learning rate for stability). This two-step process (sometimes called gradual
fine-tuning) is a common practice in transfer learning. It allows the new classifier to
learn task-specific features first, then slowly fine-tunes the deeper layers to improve
higher-level feature alignment with the task.

Additional Enhancements for Better Generalization

Beyond the choice of fine-tuning versus freezing, our model architecture included
modifications to the Xception backbone setup intended to improve generalization to
different data sources and types of forgeries. First, we incorporated a domain-
adversarial training component using a Gradient Reversal Layer (GRL) and an
auxiliary domain classifier. In practice, the feature representations output by the
Xception backbone (after global average pooling) were fed not only to the main
deepfake/real classifier, but also to a domain classifier that tries to predict which
dataset or source the input came from. Crucially, this branch is connected through
a GRL, which multiplies its gradients by -1 during backpropagation. This setup
implements the approach of Ganin et al. (2015), which encourages the learned fea-
tures to be domain-invariant [70]. In other words, during training the model is
pressured to learn feature embeddings that are discriminative for detecting fakes vs
reals, while at the same time being unable to distinguish the data source or domain.
By adversarially forcing the backbone to “fool” the domain classifier, the model
learns more generalizable features that should perform well on unseen domains.
This is especially important in deepfake detection, where the evaluation data may
come from a different creation method or video source than the training data. Sec-
ondly, we augmented the backbone with an auxiliary feature branch to integrate
hand-crafted heuristic features that might capture artifacts not easily learned by
the CNN. In our implementation, we had a set of 9-dimensional heuristic features
(e.g., statistics or signals from the video frames) which we passed through a small
fully-connected sub-network and then concatenated with the Xception backbone’s
output features. Recent research suggests that combining conventional deep CNN
features with handcrafted features (for example, frequency-domain artifacts from
manipulated images) can provide richer information and boost deepfake detection
performance [71]. By fusing these heuristic features, the model can utilize cues like
compression artifacts or physiological signals that complement the visual patterns
captured by Xception. This multi-stream approach aims to improve robustness: the
deep neural network learns complex patterns in the pixel data, while the heuristic
input can highlight specific anomalies (e.g., inconsistencies in frequency spectra or
other forensic fingerprints) that help the model generalize to different types of fakes.

4.3.4 Final Xception-Based Multi-Branch Model

Architectural Overview

We propose a deepfake detection framework that is designed to maintain a decent
AUC in cross-dataset generalization. The architecture encompasses a multi-branch
design that attempts to simultaneously promote content preservation, feature disen-
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tanglement and domain-invariant representation learning. The model comprises four
key components: a shared encoder, two distinct feature projectors, a reconstruction
decoder, and a domain-adversarial module. The final prediction is computed via an
ensemble of the two classifier branches. The overall pipeline is illustrated in Figure
below:
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Figure 4.4: Final Model Architecture

Encoder

Our model uses a pretrained Xception network as the encoder to extract high-level
features from input video frames. Given an input image x, the encoder extracts
a deep feature representation f = E(z) € R? . The extracted features are then
processed by two projection heads, a decoder module, and a domain-adversarial
module parallelly.

Feature Projection and Classification

The projectors project the encoded features to a 512-dimensional space. Both pro-
jectors operate on all samples (real and fake), but are guided by divergent objectives
to encourage feature disentanglement. To promote this disentanglement, we apply
a disentanglement loss that penalizes overlap between the two projected feature
spaces. This regularization reduces redundancy and encourages each branch to spe-
cialize on distinct feature subspaces. The two disentangled subspaces are as follows:

e Feature Space 1: f; = P,(f) , optimized for classification via an MLP classifier
Cuip-

e Feature Space 2: fo = P;(f) , where classification is performed using cosine
similarity classifier head Cosine sim against two learnable prototypes represent-
ing real and fake classes.
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Decoder for Content Preservation

To regularize the encoder and preserve content-rich features, we incorporate a de-
coder D that reconstructs the original image from f. At first, the decoder converts
the encoded feature vector to a low-resolution spatial map of (4x4x512) dimension.
After this, the spatial map is progressively upsampled by using a series of trans-
posed convolution blocks with BatchNorm and undergoes ReLLU activation. Finally,
a reconstructed image of dimension 256x256 is created with the final transposed
convolution layer along with Tanh activation. The reconstruction loss is defined as
the Mean Squared Error (MSE) between the reconstructed image & = D(f) and
the denormalized original input x. When used alongside the Gradient Reversal
Layer (GRL), the reconstruction task helps counterbalance the adversarial pressure
to remove domain-specific cues, acting as a regularizer that promotes robust and
generalizable feature learning.

Domain-Adversarial Module

To learn domain-invariant features, a MLP domain classification head is attached
to the encoder output via a Gradient Reversal Layer (GRL) as proposed [72] This
classifier predicts the dataset origin of each input (e.g., FF++, VeriFake), while the
GRL inverts gradients during backpropagation, encouraging the encoder to learn
domain-invariant features. The domain loss is computed via cross-entropy, and its
adversarial nature aligns feature distributions across domains.

Disentanglement Loss

To ensure the projected real and fake features lie in orthogonal, independent sub-
spaces, we introduce a composite disentanglement loss comprising:

e Orthogonality Loss, Lortne : Encourages low cosine similarity between f; and

Ja-

e Covariance Loss, L., : Minimizes the Frobenius norm of the cross-covariance
matrix between f; and fs.

e Mutual Information Loss, L, : Penalizes statistical dependence through a
correlation-based approximation of mutual information.

These losses jointly reduce representation overlap and force the projectors to preserve
discriminative information in both classification branches.

Ldisentangle = Eortho + Ecov + Lmi

Overall Loss Function

The total objective is a weighted combination of classification, domain, reconstruc-
tion, contrastive, and disentanglement losses.This combined loss function makes sure
to learn discriminative features, preserve spatial and semantic consistency, general-
izes across domains, and avoids feature entanglement between Cyp and Ceogine_sim:

»Ctotal = »CMLP,CIS + £cosine,cls + »Cdomain + Obcrecon + ﬂcontﬁcontrast + »Cdisentangle

where:

27



Lyip.cs and Leoginecls: Binary cross-entropy losses from Cyp and Ceogine sim-

Laomain: Binary cross-entropy loss for the domain classifier.

Lrecon: Mean Squared Error (MSE) reconstruction loss between & and z.

Lecontrast: Cosine embedding loss between intra-class feature pairs.
® Laisentangle: Composite loss for disentanglement regularization.

Hyperparameters were set to ag1 = 3.0, and Beons = 0.1.

Inference and Ensemble Prediction

At inference time, the model produces outputs from two branches: The first branch
generates class logits using an MLP classifier, while the second branch produces
similarity scores via a cosine classifier. To enhance prediction stability and accuracy,
we ensemble the outputs from both branches by averaging them. This ensemble,
computed externally, leverages the complementary strengths of both representations.

4.4 Experimental setup

All models were implemented using PyTorch and trained on a single NVIDIA GPU.
In this section, we describe the training protocols used for the Swin Transformer,
ResNet, XceptionNet, and our final multi-branch Xception-based model. Each con-
figuration was optimized for cross-dataset generalization and stability during train-
ing.

4.4.1 Swin Transformer-Based Models

For the Swin Transformer architecture, training was conducted using the AdamW
optimizer with an initial learning rate of 2e-5 and weight decay of 1le-5. A Reducel.-
ROnPlateau learning rate scheduler was used to reduce the learning rate by a factor
of 0.5 if validation loss did not improve over 3 epochs. Models were trained for
a maximum of 20 epochs, with early stopping activated if validation accuracy did
not improve for 5 consecutive epochs. The batch size was set to 4. To encourage
generalization, label smoothing with a factor of 0.1 was applied using the CrossEn-
tropyLoss function. In domain-adaptive versions, a domain classification head and
Gradient Reversal Layer (GRL) were introduced, with the domain loss weighted at
0.5. Throughout training, the model was evaluated on a held-out validation set at
each epoch. The model checkpoint with the highest validation accuracy was retained
for final evaluation. Training and validation loss and accuracy curves were plotted
to monitor convergence and potential overfitting.

4.4.2 ResNet and XceptionNet-Based Models

For the ResNet and XceptionNet backbones, the AdamW optimizer was used with
an initial learning rate of 2e-4 and weight decay of 5e-5. A StepLR scheduler was ap-
plied to reduce the learning rate by a factor of 0.5 every 10 epochs. As with the Swin
Transformer, training ran for a maximum of 20 epochs, with early stopping based on
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validation accuracy (patience of 5 epochs). The batch size was 4. Label smoothing
with a factor of 0.1 was incorporated into the CrossEntropyLoss to improve robust-
ness. In experiments involving domain adaptation, a GRL-based domain classifier
was included, with the domain loss weighted at 0.1. Model checkpoints were selected
based on validation accuracy, and training dynamics were monitored using loss and
accuracy plots for both training and validation sets.

4.4.3 Xception-Based Multi-Branch Model

We evaluate our model using custom and public deepfake datasets. We used Face-
Forensics++ (FF++) for training as it contains diverse fake samples which are
manipulated using 6 different types of deepfake generation techniques. For domain
adversarial training, seven domain labels are assigned: one for real samples and six
corresponding to six different types of fake samples. Finally the prediction is done
using DFDC, Celeb-DF (v1), and our own Verifake dataset to observe cross-dataset
generalization performance.

The model was trained using the Adam optimizer with a learning rate of 2 x 10~*
and a batch size of 8 on an NVIDIA GPU GTX 1650 super with 4gb VRAM for
up to 30 epochs, applying early stopping if the validation ensemble accuracy did
not improve for 5 consecutive epochs. To guide the learning process, several hy-
perparameters were employed: the gradient reversal layer was set to Agn = 0.6
to encourage domain-invariant feature learning; orthogonality regularization with
Mdortho = 1 x 10™%; covariance minimization with Aoy = 1 X 1073; and mutual infor-
mation minimization with \,; = 1 x 1073 for feature disentanglement.

The dataset was split per domain, with 80% of samples used for training, 10% for
validation, and 10% for testing. Each sample contributed 10 cropped face frames for
training. During each epoch, the model was trained on the training set and evaluated
on the validation set, with the best-performing model (based on validation ensemble
accuracy) saved for final evaluation.

Comprehensive evaluation was performed using accuracy, AUC, and domain classi-
fication performance. Training dynamics were visualized through loss and accuracy
curves to assess learning stability and convergence. To ensure fair evaluation and
assess generalization, the VeriFake, CelebDF, and DFDC datasets were strictly ex-
cluded from training and used only for testing.

4.5 Ablation Study of the final model

We conduct ablations to quantify the contribution of individual components. Results
(on Celeb-DF) are summarized below:

We conduct an ablation study to evaluate the individual and combined effects of the
decoder, gradient reversal layer (GRL), and disentanglement module on both in-domain
and cross-domain performance. The baseline model, consisting of only an encoder and
cosine classifier head, performs well on in-domain data but generalizes poorly across do-
mains. Introducing the MLP classifier and disentanglement improves both in-domain and
cross-domain performance, indicating better feature separation. While the GRL slightly
reduces in-domain performance due to its regularization effect, it significantly enhances
cross-domain robustness by encouraging domain-invariant representations. The full model,
which integrates the decoder, strikes a balance—achieving strong in-domain performance
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Model Variant Decoder| GRL | Disentan- In- Cross-
glement domain domain
AUC AUC

Encoder + MLP Classi- | x X X 0.9653 0.6326
fier Head

+ Cosine Similarity Head | x X v 0.9802 0.6738
+ GRL X v v 0.9527 0.7554
Full Model v v v 0.9568 0.8183

Table 4.1: Performance comparison of model variants on in-domain and cross-

domain AUC.

while substantially improving cross-domain generalization, highlighting the complemen-
tary roles of reconstruction, disentanglement, and adversarial domain learning.

Model Ablation Studies
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Figure 4.5: Ablation Study of final model

An ablation study is conducted in order to test the individual and combined influence of
decoder, gradient reversal layer (GRL), and disentanglement module on both in-domain
and cross-domain performance. When the baseline model consists of only an encoder
and cosine classifier head, it performs well on in-domain data but generalizes poorly
across domains. Adding the MLP classifier and disentanglement improves both in-domain
and cross-domain performance, leading to better feature separation. Although the GRL
slightly lowers in-domain performance because of its regularization effect, it significantly
enhances cross-domain robustness by encouraging domain-invariant representations. The
complete model, which includes the decoder, achieves strong in-domain performance and
greatly improves cross-domain generalization. This shows the supporting roles of recon-
struction, disentanglement, and adversarial domain learning.
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Chapter 5

Evaluation and Results

This chapter presents a comprehensive evaluation of multiple deepfake detection models
across several benchmark datasets. The analysis aims to quantify performance in both
intra-dataset and cross-dataset contexts, assess generalization capabilities, and interpret
trends based on architectural choices and training configurations. Evaluation metrics
include Accuracy, Precision, Recall, Fl-score, and the Area Under the ROC Curve (AUC),
with an emphasis on AUC for model ranking and comparison. Performance insights are
presented model-wise, complemented by a data ablation study on the best-performing
architecture.

5.1 Evaluation Metrics

To assess and compare the performance of the developed models, we employed several
standard evaluation metrics: accuracy, precision, recall, Fl-score, and Area Under the
ROC Curve (AUC-ROC). Each metric provides a different perspective on the classifiers’
effectiveness, and together they offer a comprehensive view of model performance. Key
metrics are defined as follows:

5.1.1 Accuracy

Accuracy is the simplest evaluation metric, defined as the proportion of all predictions
that the model got correct. While intuitive, accuracy can be misleading as a sole measure,
especially in imbalanced datasets. A classifier can attain high overall accuracy by merely
predicting the majority class every time, yet such a model would fail to detect the minority
class of interest. In other words, when the class distribution is skewed, accuracy often
reflects the predominance of the negative (majority) class rather than true predictive
performance.

Number of correct predictions

Accuracy = (5.1)

Total number of predictions
Prior research has noted that simple classification accuracy is often a poor metric for eval-
uating classifiers under these conditions. For example, Provost and Fawcett demonstrated
that accuracy alone can be a problematic indicator, which motivated increased use of ROC
analysis for performance evaluation on skewed data [73]. Therefore, although we report
accuracy for completeness, we do not rely on it as the primary yardstick of model success
in this anomaly detection scenario. Instead, accuracy serves as a baseline sanity check
while we give more weight to metrics that account for class imbalance and error trade-offs.
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5.1.2 Precision and Recall

Precision and recall are more informative metrics in the context of class-imbalanced
anomaly detection. Precision (also known as positive predictive value) is the fraction
of model-predicted anomalies that are actually anomalous (true positives divided by all
positive predictions), whereas recall (also known as sensitivity or true positive rate) is the
fraction of true anomalies that the model successfully detected (true positives divided by
all actual positives). In formula terms:

TP

Precision = m

These metrics focus on the performance of the positive (anomaly) class, which is our
minority class of interest. High precision means that when the model flags an anomaly, it
is usually correct — important in scenarios where false alarms are costly.

TP

Recall = —
AT TP Y FN

High recall means the model catches most of the actual anomalies — critical when missing
a positive instance has serious consequences. There is an inherent trade-off between pre-
cision and recall: a more lenient model (lower threshold) will catch more true anomalies
(higher recall) but also raise more false alarms (lower precision), whereas a stricter model
(higher threshold) will fire only on the most confident anomalies (improving precision)
at the expense of missing some real ones. Because of this trade-off, one typically can-
not maximize both precision and recall simultaneously; the optimal balance depends on
the application’s priorities. However, both precision and recall are inherently threshold-
dependent; their values can change substantially with different decision boundaries. Since
optimal thresholds may vary across datasets due to differences in class balance and distri-
bution of prediction scores, direct comparisons of precision and recall between models on
different datasets can be misleading.

5.1.3 F1 Score

The Fl-score is the harmonic mean of precision and recall, offering a single metric that
balances both aspects. It is calculated :

precision x recall

Fl=2x —
precision + recall

and reaches its maximum value of 1 only when precision and recall are both high. This
makes F1 particularly useful for evaluating imbalanced datasets, where one does not want
to optimize precision at the complete expense of recall or vice versa. A high Fl-score
indicates that the model achieves a good trade-off: it identifies a large portion of the
anomalies (high recall) while also keeping false positives reasonably low (high precision).
Conversely, if either precision or recall is very low, the Fl-score will be low — which
correctly flags that the model’s performance is deficient in one respect despite a possibly
strong showing in the other metric. In our results, we report the Fl-score for each model
as a summary of its precision/recall balance on the anomaly-detection task. This helps
compare models on a single scale that accounts for both types of error. It is worth noting
that while F1 is a convenient aggregate metric, it still corresponds to a specific decision
threshold. Thus, we use F1 in conjunction with a threshold-independent metric (AUC) to
fully characterize model performance.
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5.1.4 AUC-ROC (Area Under the ROC Curve)

Receiver Operating Characteristic (ROC) curves plot the true positive rate (recall) against
the false positive rate for a binary classifier as the decision threshold is varied. The Area
Under the ROC Curve (AUC) condenses this entire curve into a single number, ranging
from 0.5 (no better than chance) to 1.0 (perfect separation). Among the evaluation metrics,
we place special emphasis on AUC for model comparison. We chose AUC as a primary
metric for several reasons, detailed below:

e Threshold-Independent, Holistic Performance: AUC provides an aggregate
measure of a classifier’s performance across all possible classification thresholds,
rather than at one fixed operating point. It essentially averages the model’s sen-
sitivity and specificity trade-offs over the full range. In practical terms, AUC tells
us how well the model ranks positives versus negatives without committing to a
particular cutoff [74]. This is advantageous because it evaluates the inherent dis-
criminative capacity of the model independent of any specific decision boundary. In
fact, the AUC can be interpreted as the probability that a randomly chosen posi-
tive instance will be scored higher by the model than a randomly chosen negative
instance [74]. By considering the entire ROC curve, AUC captures performance
in a threshold-independent manner, making it a more comprehensive metric than
accuracy, precision, or F1 (each of which is computed at a single threshold).

¢ Robust to Class Imbalance: AUC is relatively insensitive to class skew, which
is critical in our context of rare anomalies. Since the ROC curve is calculated using
rates (TPR and FPR) that normalize over the size of each class, it does not depend
on the actual ratio of positive to negative instances [75]. In other words, if the test
set’s class distribution changes, the ROC curve (and thus AUC) remains the same
because it looks only at the relative ranking of predictions, not the absolute counts.
Metrics like accuracy or even precision can be heavily biased by the majority class
frequency, but AUC evaluates the model’s ability to distinguish between classes
regardless of how many positives or negatives are present. This property makes
AUC well-suited for imbalanced data scenarios — it will not be artificially inflated
by a large number of true negatives, for example. In our video anomaly detection
problem, where anomalous events are far outnumbered by normal frames, accuracy
can become nearly meaningless (as discussed above), whereas AUC remains a fair
indicator of how well the model can separate anomalous from normal instances.

e Effective Model Comparison: AUC is widely used as a summary statistic to
compare classifiers, and it has been recommended by multiple studies as a preferable
alternative to accuracy for model evaluation. One reason is that AUC considers
the ranking of outputs and thus tends to be more discriminating when comparing
models. A higher AUC unambiguously indicates that on average, one model is better
at scoring positive cases above negatives than another. Unlike accuracy, which might
drastically change with a small shift in threshold or be dominated by class imbalance,
AUC provides an objective basis to rank models on overall performance. Indeed,
Bradley (1997) found that AUC has desirable statistical properties (such as a lower
standard error with more test samples) and concluded that “AUC should be used in
preference to overall accuracy for single-number evaluation” [76]. Similarly, formally
proved that AUC is a statistically consistent and more discriminating measure than
accuracy for comparing learning algorithms [77]. This evidence underlines that
when we want to select the best model, AUC is often a more reliable indicator than
accuracy or F1 alone. In our analysis, using AUC allowed us to fairly compare
models on an “apples-to-apples” basis, since it evaluates the full range of their
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sensitivity-specificity behavior.

In light of these advantages, the AUC-ROC is adopted as a primary metric for model
selection and evaluation in this thesis. Accuracy, precision, recall, and F1-score are also
reported for each model (at the chosen operating threshold) to provide a detailed view
of performance; however, AUC serves as the most comprehensive single measure of a
model’s ability to distinguish anomalous from normal events across all possible thresh-
olds. A higher AUC generally indicates stronger discriminative capability in ranking
positive instances above negative ones, regardless of the specific decision boundary. In
our experiments, AUC provided a consistent and comparable measure across models of
different architectures and output granularities—some producing frame-level scores later
aggregated to video-level predictions, others outputting a single prediction per video seg-
ment. By computing the AUC-ROC from each model’s confidence scores on the test set,
we ensured that this metric reflects their full threshold-dependent behavior, enabling fair
comparisons. While absolute AUC values vary across datasets and models, this measure
allows performance differences to be interpreted in a threshold-independent and class-
imbalance-resilient way. In this context, AUC is used not to overstate a single model’s
dominance, but as a principled basis for assessing relative performance and generalization
potential in cross-dataset deepfake detection.

5.2 Experimental Results

5.2.1 Intra-Dataset Results

To establish a baseline for each model’s core capacity to detect manipulation, we begin
with intra-dataset evaluation: training and testing each model on the same dataset. This
eliminates domain shift and isolates a model’s ability to learn dataset-specific cues.

Model Dataset Test Acc|Precision|Recall|F1-Score| AUC
XceptionNet 0.9184 0.91 0.91 0.91 0.9337
) Celeb-DF
Swin Transformer 0.9479 0.975 0.971 0.973 0.987
(814 samples)
ResNet-18 0.9271 0.94 0.82 0.88 0.9712
XceptionNet FF++ 0.8932 0.93 0.95 0.94 0.985
Swin Transformer| (7000 0.9679 0.96 0.95 0.955 ]0.971
ResNet-18 samples) 0.9165 0.90 0.82 0.86 0.94
XceptionNet VeriFake 0.9274 0.92 0.91 0.91 ]0.9337
Swin Transformer |(1000 0.8980 0.89 0.88 0.885 0.92
ResNet-18 samples) 0.8673 0.86 0.84 0.85 ]0.9005

Table 5.1: Intra-Dataset Performance Summary

The intra-dataset evaluation results across Celeb-DF, FF++, and VeriFake datasets pro-
vide valuable insight into the behavior of three baseline models: XceptionNet, Swin Trans-
former, and ResNet-18. Each model was trained and tested on the same dataset to under-
stand how well it can capture manipulation-specific patterns under controlled conditions.
Performance was assessed using five standard classification metrics: Accuracy, Precision,
Recall, Fl-score, and AUC (Area Under the ROC Curve), providing a multidimensional
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view of each model’s strengths and limitations. To visualise the accuracy in graphical
method:

100 Accuracy Graph on Different Datasets

B Celeb-DF (v2)
B FaceForensics ++
BN \eriFake

96.79

92.71 92.71
91.84

Accuracy (%)

XceptionNet Swin Transformer Resnet-18
Model

Figure 5.1: Accuracy on intra-dataset testing

5.2.2 Overall Model Comparison

Among the three models, Swin Transformer consistently emerges as the top performer in
terms of raw accuracy and AUC. It achieves a remarkable 96.79% accuracy on FF++ and
the highest overall AUC of 0.987 on Celeb-DF. These metrics suggest that Swin Trans-
former is highly effective at capturing spatial inconsistencies and subtle facial artifacts
within known domains. The model also maintains a well-balanced precision-recall pro-
file, with F1-scores above 0.95 on both Celeb-DF and FF++, highlighting its reliability
across both strict and lenient classification thresholds. XceptionNet, a deep convolutional
neural network architecture, offers slightly more balanced but modestly lower results. On
FF++, it achieves an AUC of 0.985 with strong recall (0.95) and precision (0.93), resulting
in an Fl-score of 0.94. On Celeb-DF and VeriFake, it consistently reports an accuracy
of around 91.84%-92.74%, with AUC values at 0.9337, matching or closely trailing the
Swin Transformer. This performance stability across datasets suggests that XceptionNet
is more resilient to intra-dataset variations, making it a solid candidate for scenarios that
demand consistent behavior over peak performance. In contrast, ResNet-18, while com-
petitive, consistently lags behind the other two models. Though it achieves an accuracy of
92.71% on Celeb-DF and 91.65 FF++, its recall drops to 0.82, which significantly lowers
its F1-score (0.88 and 0.86 respectively). This indicates that ResNet-18 tends to miss more
true positives than the other models, which may be attributed to its shallower architec-
ture and limited ability to capture high-level spatiotemporal relationships. On VeriFake,
ResNet-18’s performance drops further, with an accuracy of 86.73% and the lowest AUC
among all results (0.9005), suggesting it is less suited to datasets with noisier or subtler
manipulation cues.
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5.2.3 Dataset-Wise Trends and Observations

From a dataset perspective, FF++4 emerges as the most 'model-friendly’ dataset, consis-
tently supporting high recall values across models. This suggests that the manipulations
in FF++ are relatively more detectable, possibly due to clearer visual artifacts or higher
quality annotations. Celeb-DF, while slightly more challenging, still allows for strong
performance, particularly from transformer-based architectures. VeriFake, on the other
hand, proves to be the most challenging among the three. Although XceptionNet still
performs reliably, both Swin Transformer and ResNet-18 show reduced scores, especially
in AUC. This could reflect either less distinct manipulation artifacts, which traditional
convolutional backbones like ResNet-18 fail to generalize to effectively.

These results collectively underscore several strategic insights. First, transformer-based
models like Swin outperform CNN-based models when trained on datasets with well-
defined manipulation features, particularly due to their ability to model long-range de-
pendencies and finer spatial features. Second, models trained and evaluated on FF-++
tend to show the highest recall, reinforcing its utility as a benchmark for detection sensi-
tivity. Third, the uniformity and high intra-dataset performance should not be conflated
with true robustness; the narrow performance gap within datasets conceals each model’s
fragility to domain shifts, which is explored in the cross-dataset evaluation. Finally, while
intra-dataset evaluation is useful for establishing upper-bound performance, it offers lim-
ited insight into a model’s practical utility. High performance in this setting often reflects
memorization of dataset-specific cues rather than the learning of generalizable deepfake
detection features.

5.2.4 Cross Dataset Results

Cross-Dataset AUC Comparison
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Figure 5.2: AUC analysis of cross dataset testing

Generalizing across datasets remains one of the most persistent challenges in deepfake de-
tection. Our experiments highlight how even well-performing models can fall short when
tested on unfamiliar domains. Most of our earlier models were trained primarily on Veri-
Fake, a custom dataset we constructed. While these models showed promising results on
in-distribution data, their performance dropped significantly when evaluated on external
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Backbone | Trained On | Tested On |Test Acc| AUC

VeriFake VeriFake 0.9422 0.9795

(1000 samples) |  Celeb-DF 0.7500 |0.7635

+ Celeb-DF DFDC 0.2293 | 0.5090

w/o Freezing (50 samples) FF+4++ 0.5186 |0.5513

Celeb-DF 0.6098 | 0.6150

FF++ FF++ 0.8591 [0.9452

(2200 samples) DFDC 0.5650 | 0.5975

VeriFake 0.4980 |0.5169

VeriFake VeriFake 0.8972 |0.9243

(1000 samples) |  Celeb-DF 0.7066 | 0.6748

+ Celeb-DF DFDC 0.1884 | 0.5030

w/ Freezing (50 samples) FF+4++ 0.5019 | 0.5447

Celeb-DF 0.4904 |0.5531

FF++ FF++ 0.7318 | 0.7987

(2200 samples) DFDC 0.6150 | 0.6310

VeriFake 0.4551 | 0.4093

Table 5.2: XceptionNet - Cross-Dataset Results
Trained On Tested On | Test Acc| AUC
VeriFake 0.9691 |0.9534
VeriFake(1000 samples) Celeb-DF 0.6739 |0.7365
+ Celeb-DF (50 samples) | DFDC 0.1575 | 0.5013
FF++ 0.5875 | 0.6498
Table 5.3: ResNet-18 - Cross-Dataset Results

Trained On Tested On | Test Acc| AUC
VeriFake 0.9669 | 0.9907
VeriFake(1000 samples) Celeb-DF 0.6534 | 0.7475
+ Celeb-DF (50 samples) | DFDC 0.5100 | 0.5675
FF4++ 0.6075 | 0.5994

Table 5.4: ResNet-50 - Cross-Dataset Results
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Variant Trained On Tested On
VeriFake Celeb-DF DFDC
Acc | AUC | Acc | AUC | Acc | AUC
Swin+Temp VeriFake + | 0.9347]0.9327 | 0.5906 | 0.6145 | 0.4921 | 0.5081
Swin+Temp+GRL | (1000 samples) | 0.9556 | 0.9755 | 0.6318 | 0.6422 | 0.5100 | 0.5614
Swin+Temp+GRL | + Celeb-DF
0.9205]0.9924 | 0.5841 | 0.7257 | 0.4900 | 0.5414
+Penalizer (50 samples)
Swin+Temp+GRL Celeb-DF 0.5129 | 0.5566 | 0.9728 | 0.9961 | 0.5650 | 0.5984
(814 samples)
Swin+Temp+GRL FF++ 0.4671|0.4973 | 0.6683 | 0.6101 | 0.4800 | 0.4762
(2200 samples)

Table 5.5: Swin Transformer Variants - Multi-Dataset Performance

datasets like DFDC and Celeb-DF. To address this, we attempted a minor intervention
adding a small sample of Celeb-DF videos (just 50) to the training data, to see if even slight
increases in dataset diversity could help. In some cases, this tweak improved the model’s
robustness on Celeb-DF marginally, but it still did not offer a meaningful improvement
in generalization to DFDC. This revealed a key limitation: VeriFake alone, even when
augmented with limited external samples, was not sufficient to help models adapt to en-
tirely new domains. The models after being on FF++ did not yield improvements. While
Xception saw a modest gain on DFDC, increasing from 0.503 to 0.6310 AUC with frozen
weights and from 0.509 to 0.5975 AUC with full fine-tuning. However, performance on
VeriFake dropped sharply, and results on Celeb-DF also got worse. Resnet-50 and Swin
Transformer model did not even show improvement on the DFDC dataset. It may have
happened because FF++ contains seven distinct manipulation types, the models faced
difficulty adapting to all of them simultaneously, which reduced their overall deepfake de-
tection capability.

Architectural enhancements like the use of Gradient Reversal Layers (GRL) and heuristic
feature inputs offered some improvement. GRL in particular showed potential in helping
the model unlearn dataset-specific cues, leading to small boosts in performance when gen-
eralizing. However, these changes did not fully close the gap, cross-dataset performance
remained unstable.

5.3 Result Analysis

5.3.1 Feature Space Analysis: Why Models Struggled on
DFDC

Using t-SNE on the penultimate layers of each backbone, focus was turned to feature
space visualizations for having a better understanding on the underperformance on DFDC
dataset. These plots capture an important pattern, that is, in the majority of VeriFake
trained models, the real and fake embeddings of DFDC formed tight clusters . These
clusters were visibly separated from the other tested datasets and differentiated poorly
within themselves.

38



Multi-Dataset Analysis - resnet50
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Figure 5.4: Video dataset analysis of Swin Tiny

To put it simply, the models were unable to learn generalizable features across domains.
The DFDC dataset was affected the most as it consistently showed low intra-class sepa-
ration and high intra-dataset divergence. For instance, models like ResNet-50 and Swin
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Multi-Dataset Analysis - xception
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Figure 5.5: Video dataset analysis of XceptionNet

Transformer, the DFDC samples are clustered away from other datasets and tend to over-
lap between real and fake samples. This anomaly indicates that the features learned
from VeriFake were not meaningful for DFDC’s data distribution. On the other hand,
datasets that share more visual characteristics with our custom dataset Verifake, Face-
Forensics++ and Celeb-DF showed comparatively better class separation. But in case
of DFDC being a diversified, high-resolution and differently compressed dataset, it was
often handled as an entirely different distribution by the models. The visual cues agree
with the numbers and suggest that the VeriFake trained models often failed to capture
the universal features which were necessary for generalization. The t-SNE visuals evoked
a deeper reconsideration of our data and the architecture of our models. As the mod-
els were unable to align with DFDC’s features with the training distributions, then even
with more additions, training on VeriFake seemed insufficient. This pushed us to rethink
our core foundation entirely and choose an alternate architecture. Our final model was
designed specifically to address this issue. Trained entirely on FF++, a widely used and
higher-quality benchmark dataset, this model incorporated multiple architectural inno-
vations: a multi-branch classification system (MLP and cosine similarity), disentangled
feature learning, a reconstruction decoder for content preservation, and a GRL-powered
domain-adversarial module for domain-invariant representation learning.

Interestingly, this model achieved the highest AUC on DFDC (0.7509), outperforming all
previous attempts. This is a significant finding, especially considering how poorly other
models handled DFDC. Its performance on Celeb-DF (0.8183) was also a massive improve-
ment, considering the fact Celeb-DF was not present in the training data at all. However,
what stood out was the drop in AUC on VeriFake (0.7054), the dataset that earlier mod-
els were originally trained on. This suggests that while FF++ helped in learning more
robust features, it also introduced a domain mismatch with our custom data. The impli-
cation is important: training on FF++ allows models to better adapt to real-world test
sets like DFDC, which are closer in visual fidelity and manipulation style. In contrast,
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Trained] GRL | Train | Validation| Test | Test Predicted on Real | Fake | Overall AUC
on A) Acc Acc Acc | AUC Acc | Acc | Acc

Celeb-DF(v1)
(814 samples)

0.2482 0.9754 | 0.6118 | 0.7990

FF++ DFDC (200
(7000 0.6 [09506| 09398 | 0.9310 | 0.9568 sampk(as) 071721 0.5960 | 0.6566 | 0.7509
samples)

VeriFake (1000
samples)
Celeb-DF(v1)
(1203 samples)

Celeb-DF(v2)
(6229 samples)

0.7395 | 0.5329 | 0.6360 | 0.7054

0.2482 ] 0.9673 | 0.7238 | 0.7815

0.2334 | 0.9828 | 0.8809 |0.8183

Table 5.6: Cross-Dataset evaluation results of Xception based multi-branch model

models trained solely on VeriFake (despite its less diversity in synthesis methods) may
struggle with generalization due to differences in quality, lighting, compression artifacts,
and synthesis artifacts.

To summarize:

e Models trained on VeriFake generalized poorly to DFDC, even with added Celeb-DF
samples.

e GRL and heuristic features offered slight improvements, but not enough to achieve
strong generalization.

e The final model, trained on FF++ with architectural enhancements, achieved the
best cross-dataset performance, particularly on DFDC, despite showing a dip on
VeriFake.

e This trade-off suggests that training on standardized, high-quality datasets like
FF++ may lead to more transferable features, even if performance suffers on the
original training domain.

5.3.2 Comparison with existing models

To assess the competitiveness of our proposed framework, we compared its cross-dataset
generalization performance with several well-known deepfake detection models trained
on FF++. The key performance metric considered here is the Area Under the ROC
Curve (AUC), evaluated on unseen datasets Celeb-DF. Our final model achieved an AUC
of 0.9527 on FF++, which is competitive with strong baselines such as Xception-raw
(0.9970) and EfficientNet-B4 (0.9970), while significantly outperforming older approaches
like HeadPose (0.4730) and Multi-task learning (0.7630). More importantly, on Celeb-DF,
a dataset known for its challenging and realistic forgeries, our model attained an AUC of
0.8183, which is the highest among all models in the benchmarked list.
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Methods Trained | Tested on FF++ | Tested on Celeb-
On (AUC) DF (AUC)
HeadPose [78] FF++ 0.4730 0.5460
D-FWA [79] FF++ ]0.8100 0.5690
VA-LogReg [80] FF++ ]0.7800 0.5510
Xception-c40 [81] FF++ {0.9550 0.6550
Multi-task [82] FF++ |0.7630 0.5430
Capsule [83] FF++ |0.9660 0.5750
DoubleRNN [84] FF++ ]0.9318 0.7341
Two-stream [85] FF++ [0.7010 0.5380
Meso4 [86] FF++ 0.8470 0.5480
Xception-raw [87] FF++ |0.9970 0.4820
EfficientNet-B4 [88] FF++ [0.9970 0.6420
Ours FF+4+ 0.9568 0.8183

Table 5.7: Comparison of cross generalization with existing model and our model

5.4 Discussion

Our experimental results demonstrate a consistent trend: deepfake detection models that
perform exceptionally well on their training datasets tend to experience notable perfor-
mance degradation when evaluated on data from unseen sources. For instance, the baseline
encoder paired with an MLP classification head achieved strong in-domain performance
(AUC = 0.9653), yet its cross-domain AUC dropped sharply to 0.6326. In contrast, the
full architecture, which integrates a decoder, disentanglement modules, and a Gradient
Reversal Layer (GRL), delivered the highest cross-domain performance (AUC = 0.8183)
while incurring only a modest reduction in in-domain accuracy.

This outcome aligns with the intended purpose of the GRL and disentanglement com-
ponents, which aim to mitigate over-reliance on dataset-specific artefacts by promoting
the extraction of domain-invariant features. The trade-off is predictable: a slight decline
in accuracy on the training domain is offset by substantially improved generalization to
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unfamiliar data. The inclusion of the decoder further contributes by enforcing reconstruc-
tion fidelity, thereby preserving subtle but discriminative cues that might otherwise be
discarded by the encoder.

Feature-space analysis using t-SNE visualization corroborated these findings, revealing
that representations frequently cluster according to dataset origin rather than real-versus-
fake labels. This underscores the persistence of domain-specific encoding and is consistent
with the modest yet tangible improvements observed with domain-adversarial training.
While such techniques help reduce inter-domain separation in the feature space, they
cannot fully compensate for performance losses under novel manipulation methods or
extreme distribution shifts.

The introduction of the VeriFake dataset provided an opportunity to assess model robust-
ness against high-fidelity, contemporary manipulations generated by tools such as Roop
and FaceFusion. Although VeriFake offered valuable realism, its limited size and diversity
constrained its ability to drive broad generalization, reinforcing the need for large-scale
and heterogeneous datasets in this domain.

The final multi-branch Xception-based framework proved particularly effective by com-
bining complementary strategies: dual classification heads (MLP and cosine similarity)
to capture orthogonal decision cues, disentanglement losses to separate task-relevant and
domain-specific representations, a decoder for regularization, and a GRL for adversarial
domain alignment. This integrated design produced the strongest cross-domain perfor-
mance among all evaluated models without imposing a substantial penalty on in-domain
accuracy.

Despite these improvements, the best-performing models still exhibited vulnerabilities
when confronted with deepfakes produced using entirely new generation techniques, atyp-
ical compression workflows, or extreme lighting conditions. Incorporating a small number
of such samples into the training set yielded only marginal gains. These observations
highlight a fundamental challenge in the field: achieving true robustness will require not
only algorithmic improvements but also access to considerably broader and more diverse
training corpora.
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Chapter 6

Conclusion

Our study highlights a consistent challenge in deepfake detection: models that excel within
their training domains often struggle to generalize across unseen data. Architectural in-
novations such as disentanglement modules, adversarial training, and reconstruction help
reduce this gap, but domain bias remains evident. The introduction of the VeriFake
dataset added valuable realism yet also revealed the constraints of limited scale and diver-
sity. Together, these findings emphasize the difficulty of achieving true robustness, which
frames the discussion of this work’s limitations and concluding insights.

While this work explores multiple architectures, domain adaptation techniques, and train-
ing strategies for deepfake detection, several limitations remain:

1. Dataset Bias and Limited Diversity: The majority of earlier experiments relied
heavily on VeriFake, a custom dataset with limited synthesis diversity compared to
larger public benchmarks. Even though it contained a range of manipulations, its
distribution did not fully capture the visual and artifact patterns present in real-
world datasets such as DFDC, FF++ or Celeb-DF. This mismatch contributed to
poor generalization performance when trained on it.

2. Limited Number of Benchmarks: Cross-dataset evaluation was conducted mainly
on DFDC and Celeb-DF. Other available datasets, such as DFD or DeeperForensics,
were not tested, leaving gaps in understanding the model’s broader generalization
capacity.

3. Computational Constraints: All experiments were conducted on a single GPU,
which limited batch sizes and model exploration. Larger-scale experiments with
more extensive hyperparameter tuning or ensembling could potentially yield further
gains.

4. Feature-Level Interpretability: Although feature visualizations (e.g., t-SNE)
were used to diagnose domain separation, interpretability remains limited. A more
in-depth artifact analysis could help pinpoint specific cues the models rely on, which
in turn could guide data augmentation and model design.

Our work addresses one of the most pressing issues in deepfake detection, the lack of gen-
eralization across datasets. We began by introducing VeriFake, a custom dataset of 500
real and 500 fake videos created using Roop and FaceFusion, designed to reflect the qual-
ity and style of modern manipulations. Through extensive experiments with CNN and
Transformer-based architectures, both with and without domain adaptation techniques
such as Gradient Reversal Layers (GRL) and heuristic features, we found that models
trained primarily on VeriFake excelled on in-domain tasks but suffered severe performance
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degradation on unseen datasets like DFDC and Celeb-DF. Feature visualization analysis
revealed that these failures were largely due to overreliance on dataset-specific artifacts
and insufficient exposure to varied manipulation types. To address this, we designed a
multi-branch Xception-based framework incorporating disentangled feature learning, a re-
construction decoder to preserve content fidelity, and a GRL-powered domain-adversarial
module to promote domain-invariant representations. Trained entirely on FF+4, the
proposed model achieved 0.7509 AUC on DFDC and 0.8183 AUC on Celeb-DF, outper-
forming comparable methods in the literature and demonstrating significant improvements
in cross-dataset robustness. However, this gain came at the cost of reduced performance
on VeriFake (0.7054 AUC), highlighting a trade-off between optimizing for standardized
benchmarks and retaining effectiveness on custom or niche datasets. These findings re-
inforce the importance of training data diversity and domain-invariant feature extraction
for real-world deployment. Moving forward, further research should explore combining
high-quality benchmark datasets with diverse, real-world manipulations, incorporating
continual learning to adapt to emerging forgery techniques, and developing architectures
that balance benchmark optimization with adaptability to unseen domains. Therefore,
future work should focus on both diverse, representative datasets and architectures that
explicitly minimize domain bias, while still being sensitive to the subtle manipulation cues
that even advanced fakes can’t hide.
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