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Abstract

While network infrastructures grow increasingly complex and expand massively,
anomaly detection has become central to ensuring cybersecurity and maintaining
operational stability. Traditional and conventional systems struggle to identify new
or unknown attack types, making adaptive and intelligent detection essential. This
work presents a hybrid approach to network anomaly detection that leverages both
supervised and unsupervised machine learning models to address these challenges.
The proposed system utilizes a combination of deep learning models, supervised
models and unsupervised clustering techniques with extensive preprocessing and
class balancing using CTGAN for improved anomaly detection. Experiments were
conducted using the UNSW-NB15 dataset, testing various scenarios with differ-
ent combinations of known and unknown classes. The hybrid algorithm using the
CURE-based unsupervised clustering approach achieved a high detection rate across
multiple unknown class scenarios, with up to 91.9% detection rate and for known
class scenarios up to 99.16% detection rate is obtained which significantly outper-
formed the conventional models used in real time Intrusion detection.

Keywords: Anomaly; Detection; Network; Intrusion; Hybrid; Clustering; Outlier;
Classification; Supervised; Unsupervised; Security
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Chapter 1

Introduction

In the fast evolving scenario of computer networks, ensuring security and maintain-
ing optimal performance have become one of the main concerns for individuals and
organizations. As networks grow in complexity and scale to huge sizes, they become
more vulnerable to various forms of attacks and anomalies. This work focuses on
the crucial aspect of network anomaly detection. It proposes an effective approach
that leverages the combined power of machine learning and deep learning models.

An anomaly in computer networks refers to unexpected or unusual behavior in sys-
tem activity or network traffic. These anomalies can indicate various issues ranging
from hardware malfunctions to security breaches. It can significantly impact the
overall performance of the network system. Network anomalies can manifest in sev-
eral forms where each presents unique challenges for detection and mitigation. These
include Volume anomalies where traffic suddenly increases. It often causes network
outages or leads to distributed denial of service attacks. Topological anomalies in-
volve changes in the network’s structure such as routing problems or unauthorized
modifications. Content anomalies happen when harmful data like malicious files
or stolen information is found in network traffic. Statistical anomalies occur when
traffic patterns deviate from normal levels and behavioral anomalies involve unusual
use of network resources. It often points to insider threats or hacked accounts. Com-
mon network attacks include denial of service which floods the network with traffic,
unauthorized access through vulnerabilities, malicious activity from harmful IP ad-
dresses, phishing to steal personal information, malware that damages systems and
injection attacks that add harmful code to programs or databases [16] .

As networks continue to grow and scale in complexity, the necessity of robust
anomaly detection systems becomes the most important. The goal of this work
is to advance the subject of network security by analysing the possibilities of a hy-
brid algorithm approach. Machine learning techniques are utilised in this approach.
Our goal is to create a more reliable, thorough and flexible anomaly detection model
so that network administrators and security specialists can use it as a useful tool in
their continuous attempts to keep networks safe and effective. Additionally, we aim
to detect and classify multi-class anomalies using unsupervised hybrid algorithm.



1.1 Problem Statement

Anomalies are dynamic and ever-changing, making it difficult to identify and cat-
egorise them in real-world systems like industrial monitoring, cybersecurity and
healthcare. Current binary classification methods cannot generalise to previously
unseen or unlabelled anomalies. They are only capable of detecting preset anoma-
lies. Furthermore, this problem has not been sufficiently addressed by the research
or application of multi-class anomaly detection techniques. When new abnormal-
ities appear, existing methods necessitate acquiring fresh datasets, retraining and
testing, which results in difficult and resource-intensive procedures. The dependence
on continuous dataset updates leads to inefficiencies and impairs the ability to spot
anomalies in real time. This work aims to design a context-aware, explainable and
incrementally adaptive anomaly detection framework that leverages hybrid unsuper-
vised learning and continual learning techniques to maintain high detection accuracy
in dynamic, real-world network environments, even under high feature overlap and
limited labeled data.

1.2 Research Objective

Detecting anomalies in dynamic systems can be quite difficult, especially when they
are new or unlabeled. Current approaches frequently rely significantly on manually
categorizing anomalies, retraining models and obtaining new datasets, all of which
are time consuming and wasteful. This study aims to create a hybrid unsupervised
framework that integrates clustering techniques to effectively perform multiclass net-
work anomaly detection. The framework aims to accurately classify known attack
types, detect unknown anomalies not present in the training data and distinguish
normal network behavior.

1. Multiclass Detection: Developed a robust framework capable of accurately
classifying multiple types of network anomalies. Addressed the limitations of
supervised and conventional models that fail to detect new, unseen anomalies.

2. Hybrid Algorithm Approach: Designed a hybrid unsupervised algorithm
that integrates clustering and outlier detection techniques to effectively iden-
tify both known and unknown network anomalies as well as normal class while
minimizing false positives.

3. Unknown Attack and normal Class Detection: Enable the algorithm
to detect novel anomalies absent from training data and accurately identify
normal network behavior, while overcoming conventional anomaly detection
issues like high false positives and poor normal class identification.

By achieving these objectives, the research aims to establish a more efficient and
practical solution for anomaly detection in complex and dynamic systems.

1.3 Thesis Structure

The thesis is structured to address the challenge of detecting both known and un-
known network anomalies using a hybrid approach that combines supervised learn-



ing, unsupervised clustering techniques. It presents a comprehensive flow from back-
ground research to model evaluation and concludes with key insights and future
directions.

Chapter 2 reviews previous studies on network anomaly detection using machine
learning and deep learning techniques. It outlines existing challenges and the ratio-
nale behind adopting a hybrid approach.

Chapter 3 describes the dataset, preprocessing pipeline, feature engineering and
the proposed algorithm architectures. It includes both supervised and unsuper-
vised anomaly detection methods, emphasizing data balancing and hybrid clustering
strategies.

Chapter 4 presents the performance evaluation of various models across different
scenarios, comparing detection rates for known and unknown anomalies. The ef-
fectiveness of the hybrid approach is highlighted through confusion matrices and
metric comparisons.

Chapter 5 mentioned the key findings and contributions of the work. It also
discusses potential areas for improvement and future directions such as enhancing
algorithm generalization, reducing false positives and integrating the system into
real-time detection environments.



Chapter 2

Related Works

2.1 Related Works

Teng [35] (2024) introduced an optimized algorithm for network traffic anomaly de-
tection using CNN. KDD Cup 99 [1] and NSL-KDD [8] datasets are used here for
analysis. The CNN integrates multi-scale feature extraction, residual connections
and distributed computing for improving detection accuracy. SVM and DT are also
used here to compare with CNN’s performance. The CNN achieved outstanding
results with an accuracy of 98.5%, precision of 97.8%, recall of 99.0% and an F1
score of 98.4%, outperforming SVM (accuracy 95.2%, F1 score 94.7%) and Decision
Trees (accuracy 93.1%, F1 score 92.8%). DDoS, U2R, port scanning are the focused
attacks in this paper. The limitations include lower performance with imbalanced
datasets, difficulty working well with different datasets, and sensitivity to noisy data.
So, it needs further optimization and better reliability.

Shahu et al., [33](2024) presents the study on multi-class network anomaly detec-
tion using machine learning techniques. The UNSW-NB15 dataset is used here for
analysis which includes 45 features and has 9 types of attacks like DDoS, Fuzzer,
Backdoor etc. Stacking, Extra Trees, MLP, XGBoost, KNN, DT, Logistic Regres-
sion, Naive Bayes, SVM and Random Forest are the used models here. Precision,
Recall, Fl-score, MAE, RMSE and accuracy are used as the performance metrics.
Among all the models, Random Forest achieved the highest accuracy rate of 98.06%.
On the other hand, XGBoost had 97.99%, Extra Trees had 97.80%, and Stacking
had 97.30%. KNN and MLP had accuracy of 91.9% and 90.35%, respectively, while
Logistic Regression and Naive Bayes achieved 89.5% and 88.2%, respectively. Here
high false positive rates, high-dimensional data is a big challenge which can lead to
over fitting with imbalanced data. In the paper the authors tried to visualize the
effectiveness of different types of machine learning algorithms in detecting network
anomalies.

Bharadiya [27] (2023) focuses on using machine learning to detect anomalies in cy-
berspace. With the growing number of internet users, attackers have more opportu-
nities to carry out attacks like spamming, phishing and bypassing security measures.
Supervised machine learning models can effectively detect these anomalies and help
prevent malware attacks. The paper explains which models work best for different
issues. Decision trees, random forest and explainable Al models are good for spam



detection while logistic regression, random forest and neural networks work well for
phishing detection. It also highlights the importance of using balanced and updated
datasets with carefully selected features to train models effectively. For example,
variance can be checked using PCA or features can be prioritized based on their
contribution to reducing decision tree impurity using the Gini Index . Bharadiya
[27](2023) emphasized the need for updated datasets to reduce errors and improve
accuracy. The paper concludes that logistic regression is often preferred for its low
false positive rate and high precision although it doesn’t provide specific statistical
results. Using optimized datasets can also reduce computational complexity and
improve model speed. Overall, machine learning offers powerful tools to strengthen
cybersecurity, helping organizations detect and respond to threats more efficiently
while protecting critical systems and data.

Zhang et al., [30] (2023) introduced a CTMAANet model that helps to find unusual
patterns in images. The model combines Convolutional Neural Networks (CNN)
for capturing small details with transformers for understanding larger patterns. It
has a special memory system that helps differentiate between normal and abnormal
features, making it simpler to identify unexpected patterns in images. CTMAANet
includes a dual view discriminator that examines both the image and its hidden
features to improve detection accuracy. It uses a multi-scale memory module and
a special loss function to reduce errors in classification. Examples of attacks in-
clude network anomalies, fraudulent activities and defective products. The model
has been tested on datasets such as CIFAR10, MNIST and MVTec AD. It showed a
21% improvement in AUC compared to PCA /kPCA, a 12% improvement over other
reconstruction methods and a 5% improvement over GAN-based models. In the CI-
FAR100 dataset, CTMAANet performed well across different categories. However,
it does have some limitations like high computational demands, sensitivity to set-
tings and risk of overfitting.

Wazid et al.,[25] (2022) explain how machine learning can improve cybersecurity
especially as more [oT devices connect to the internet and become vulnerable to
threats like malware and data theft. Machine learning can help detect a wide range
of threats including eavesdropping, replay attacks, man-in-the-middle attacks, im-
personation and DoS attacks. Their study shows that combining machine learning
with blockchain technology can improve threat detection leading to high accuracy
rates. The ”Blockchain-enabled ML-driven detection” model achieved an Flscore
of 98.00%, the ”EveDroid” model reached 99.00% and the ” Graph-based Convolu-
tional Neural Network (CNN)” model showed 94.00%. The paper introduces two
main approaches: machine learning in cybersecurity and cybersecurity in machine
learning. Wazid et al., [25](2022) proposed merging both ML and cybersecurity
for greater benefits. Finding the right balance between security and system perfor-
mance requires more effort because stronger security often leads to slower response
times and operations. Machine learning can help automate this balance but human
supervision is still essential.

Islam et al., [21] (2022) introduced Smartvalidator, an Al-powered tool that helps
automate the validation of cyber threat alerts allowing security teams to respond
to threats faster. Normally, security experts have to manually update rules which



can be slow and less effective when new threats emerge. Smartvalidator tackles
the problem by collecting cyber threat information using machine learning to build
prediction models and prioritizing alerts based on relevance. It relies on eight al-
gorithms including Decision Tree, Random Forest, SVM and Neural Networks to
create custom models that reduce errors and improve accuracy by using trusted
threat data. The study highlights threats like malicious IP addresses, phishing at-
tempts and anomaly detection grouping them into volume based, content based and
behavior based anomalies. Smartvalidator showed strong performance with 75% of
models scoring above 0.8 in F1 Scores while using 99% fewer models than traditional
approaches which saves both time and resources. However, it has some drawbacks
such as limited data quality, threat coverage, high resource needs and a complex
setup process.

Al-Jeshi et al., [22] (2022) mentioned a blockchain based system to enhance the
fintech sector and strengthen core banking systems. They highlighted common risks
like ATM malware and phishing attacks targeting customer credentials, sophisti-
cated SWIFT network breaches and insider threats exploiting weak physical secu-
rity. Unlike traditional systems that can take days for international transactions
and rely on multiple intermediaries, this blockchain setup demonstrated the abil-
ity to process 30 transactions among 30 peers in under 10 seconds showing major
improvements in speed and scalability. The study highlights how blockchain can im-
prove security, efficiency and cost effectiveness in the financial sector. By enabling
direct peer to peer transactions and removing intermediaries, it significantly cuts
transaction costs and processing times for cross-border transfers. Automating pro-
cesses with smart contracts further reduces operational costs. By 2022, banks could
save $15-20 million by cutting out middlemen and reducing manual intervention
and compliance costs. Overall, the proposed blockchain system has the potential to
transform traditional banking by solving inefficiencies and building a more secure
and efficient fintech ecosystem.

Alalmaie et al., [19] (2022) presented a network security model for anomaly detection
called the zero trust security model. This model operates by continuously checking
and not trusting any data. The proposed model uses a balanced partitioning tech-
nique to enhance protection against attackers and extend multiview anonymization
to various data fields . The model used an autoencoder to extract features. It de-
tects anomalies with 92.23% accuracy. This is greater than the two-stage ensemble
technique (91.27%) and other models such as Decision Tree + XGBoost (90.85%).
It follows Zero Trust principles by anonymizing data before analysis and continu-
ously checking network traffic while treating all data as untrusted. To sum up, the
zero trust based architecture improves security and detects network breaches more
accurately.

Anand et al., [20](2022) proposed an autoencoder neural network for the DIII-D
tokamak’s magnetic sensors, which are essential for maintaining plasma balance.
For tokamak fusion reactors to monitor and control the stability, shape and po-
sition of the plasma, accurate sensor readings are crucial for maintaining plasma
confinement and preventing disruptions. The autoencoder was trained on more
than 4,000 plasma discharges to achieve this. When reconstruction errors exceed a



certain threshold, defective sensors are detected. This method works well for real-
time applications, identifying problems like drift and noise faults within roughly
0.005 milliseconds. However, the threshold setting has a significant impact on its
effectiveness, with false positives from low thresholds and false negatives from high
thresholds. The investigation emphasizes the importance of establishing thresh-
olds carefully and suggests strategies like ensemble approaches, continuous learn-
ing, and context-aware analysis to improve detection accuracy. In conclusion, the
autoencoder-based system significantly improves sensor reliability and safety in the
DIII-D tokamak.

Wang et al., [24] (2022) proposed ATSAD a semi-supervised learning for detecting
network intrusions that can work with fewer labeled data. To test the model the
paper uses CSE-CIC-IDS2018 [28] dataset that includes various types of attacks like
Brute-force, Heartbleed, DoS and DDoS. The model builds on an existing model
called Deep SAD by adding an attention network to help the model focus on the
most important feature to make it more effective. Other models like One-Class SVM,
IF, KDE, SS-DGM and Deep SAD itself are also used here to make a comparison
with ATSAD. The AUC score of ATSAD is 99.88% with just 1% of the data labeled.
In more noise in the data where Deep SAD loses 0.13% in performance ATSAD loses
only 0.05%. The model still has some limitations that it highly depends on having
some labeled samples which can cause problems in real world situations with more
complex and messier data. So use of more dataset to test ATSAD is needed for the
future.

Qin et al., [18] (2021) introduced a new model called AttentionAE, an autoencoder
designed for detecting anomalies in networks that include both node attributes and
network structure. The model was tested on datasets like BlogCatalog, Flickr and
ACM. It uses a node attention mechanism to refine embeddings and an anomaly
score generator to calculate scores based on reconstruction error, residual direction
and embedding vectors. The node attention mechanism focuses on important nodes
in a network, identifying relevant neighbors for each node. By assigning higher
weights to these key nodes, the model gains a better understanding of the network’s
structure and behavior. Reconstruction error evaluates how closely the model’s pre-
dictions align with the original data. The model outperformed other methods like
LOF, SCAN and Dominant with achieving AUC scores of 0.8576 for BlogCatalog,
0.8730 for Flickr and 0.8286 for ACM. A higher AUC indicates better performance
by reflecting the model’s ability to distinguish between normal and abnormal nodes.
Future improvements will focus on dynamic detection and enhancing accuracy.

Min et al., [16] (2021) proposed enhancing the identification of unusual activity
in computer networks to defend against cyberattacks. Traditional methods often
have trouble handling advanced persistent threats (APTs) which are complex cy-
berattacks caused by highly skilled attackers. Min et al., [16] (2021) introduced
the Memory-Augmented Deep Autoencoder (MemAE) model combining a memory
module with autoencoders. The model is trained using regular data to recognize
typical patterns. When it detects an anomaly, it shows a higher reconstruction er-
ror, indicating a possible attack. The MemAE model was tested on three datasets

which are NSL-KDD [8], UNSW-NB15 and CICIDS 2017 [29]. The MemAE model



outperformed AE and OCSVM with an AUROC of 0.9. Its reconstruction errors
effectively identified anomalies with average error values of 0.92 (normal) vs. 10.28
(attack) in NSL-KDD and 0.72 (normal) vs. 4.79 (attack) in UNSW-NB15. MemAE
improved classification accuracy, reduced false positives and was better at detecting
unusual and unknown threats. However, it has limitations like over generalization,
imbalanced data and dataset constraints.

Shaukat et al., [12] (2020) mentioned the challenges of cyber threats that are grow-
ing day by day in this digital world. This work focuses on applying machine learning
techniques to enhance cybersecurity. As cyberspace usage continues to grow, tra-
ditional safeguards struggle to keep up with evolving threats like zero day attacks
and advanced persistent threats (APTs). This study explores the potential of three
machine learning techniques which are deep belief networks (DBNs), decision trees
and support vector machines (SVMs). This model helps to detect three major cy-
ber threats like spam, malware and anomalies. For instance, DBNs achieved 98.39%
accuracy for spam detection on the Enron dataset whereas decision trees showed
99.96% accuracy in anomaly detection on the KDD [1] dataset. The study helps
identify the most suitable models for specific cases to reduce future misclassification
risks although it doesn’t entirely eliminate them. Overall, the study highlights how
machine learning techniques can build more adaptive and effective defenses against
the increasing number of digital attacks.

Zhao et al., [13] (2020) focused on solving problems in detecting anomalies in multi-
variate time series data, which is important for industrial use. Traditional methods
look at each data stream separately, missing the connections between different parts
of a system, making them less effective for modern, complex systems. To fix this,
the authors introduced MTAD-GAT (Multivariate Time-series Anomaly Detection
via Graph Attention Network). This method identifies how different features and
time points are connected using two types of graph attention layers: feature-based
and time-based. It also combines prediction and renewal models to improve how
time series data is understood. MTAD-GAT performed better than methods like
LSTM-VAE and GAN-Li on datasets like SMAP, TSA and MSL. It achieved the
highest average fl-score (86.91%) and recall (93.05%). It reduces errors by accu-
rately identifying relationships between features. However, it has some drawbacks
like sensitivity to irregular training data, difficulty in modeling direct relationships
between time series and challenges in handling long-term patterns. Despite these
issues, MTAD-GAT is a big step forward for detecting anomalies in complex systems.

This research paper focuses on using decision tree-based models to detect anomalies
in network systems forming a network-based intrusion detection system (NIDS).
Sarker et al., [11] (2020) discuss how the rapid increase in IoT devices creates
vulnerabilities for attacks like DoS, malware distribution and unauthorized access.
However, antivirus software fails against zero day attacks which exploit vulnerabil-
ities before developers can address them. The authors proposed detecting unusual
patterns in network traffic using a tree based model to identify anomalies. By cal-
culating each feature’s importance using the Gini Index, they rank and select the
most relevant ones ensuring the model remains efficient. The model’s performance
was compared with other models like Naive Bayes (NB), Logistic Regression (LR),



K-Nearest Neighbor (KNN) and Support Vector Machines (SVM). The proposed
Intrusion Detection Tree (IntruDTree) outperformed all these models with nearly
perfect scores of 0.98 for precision, recall and F1 Score.

Zhang et al., [10] (2019) unveils a new strategy for identifying unusual activities in
network traffic. UNSW-NB15 and KDD Cup 1999 [1] is used here which includes
both labeled and unlabeled data. CSS-SVM( Cooperative Semi-Supervised Support
Vector Machine) is developed as the main model in this paper. Other traditional
models like Decision Tree, Random Forest, Support Vector Machine are also used
here to observe the difference with CSS-SVM. The CSS-SVM has shown an im-
pressive performance with 96.5% accuracy. The paper focuses on various types of
attacks like DDoS, port scanning and reconnaissance attacks. These attacks are also
categorized based on their characteristics though they are DoS attacks or probing
attempts. The limitations of this paper are, the model’s efficiency highly depends
on the quality and distribution of the training data.

Budiarto et al., [9] (2019) investigated unsupervised anomaly detection in two hos-
pital drug use datasets using K-Means, Local Outlier Factor (LOF) and One-Class
Support Vector Machine (OC-SVM). Conducted on Google Colab with Python li-
braries like numpy, pandas and sklearn, the study normalized data using MinMax
Scaler and applied K-Means (5 and 6 clusters via elbow method), LOF (density-
based) and OC-SVM (hyperplane-based) to detect anomalies. Metrics included
anomaly count, CPU time (s) and memory usage (MB) over ten iterations with
thresholds of 0.01 and 0.05. All algorithms detected outliers. OC-SVM excelled
in the Cephalexine dataset and the Enxyplex dataset, while LOF showed supe-
rior computational performance in the Enxyplex dataset. K-Means identified two
anomalies per dataset with CPU times of 3.3 s and 3 s and memory usage of 164 MB
and 162.94 MB. No significant CPU performance differences were found. OC-SVM
outperformed K-Means and LOF in anomaly detection but performance depends
on threshold selection. Limitations include sensitivity to parameter settings and
dataset specificity. Future work recommends testing additional datasets and en-
hancing data quality by addressing anomalies.

Laksono et al., [4] (2015) introduced a method for detecting Distributed Denial of
Service (DDoS) attacks using the CURE clustering algorithm, enhanced with an
Outlier Removal Clustering (ORC) mechanism to improve outlier handling. The
study utilized the KDD Cup 1999 dataset which is widely recognized for intru-
sion detection research. The method builds on traditional hierarchical clustering by
addressing its limitations such as sensitivity to outliers and inability to handle non-
spherical clusters. CURE with ORC employs random sampling, partitioning and
representative points to capture cluster geometry with a two phase outlier elimina-
tion process based on maximum distance and distortion metrics. The experimental
setup used a sample size of 8734 from the 311029 KDD Cup 1999 corrected dataset,
with parameters including a shrink factor of 0.5, 20 representative points, 20 par-
titions and an ORC threshold of 0.5. The approach achieved a detection rate of
99.49%, a false positive rate of 1.80% and an accuracy of 91.21%, correctly iden-
tifying 5934 true positives (attacks) and 1635 true negatives (normal traffic) with
699 false negatives and 30 false positives. Compared to CURE’s native outlier



elimination which removes clusters with few members, ORC’s distance-based ap-
proach reduced data loss improving detection performance while maintaining low
error rates. The method outperformed traditional hierarchical clustering and other
methods like K-medoids and density-based clustering in handling outliers and non-
spherical clusters. Limitations include potential packet loss from aggressive outlier
removal which may discard valid attack or normal traffic data and the lack of a
standardized method for determining optimal ORC threshold values impacting de-
tection consistency. The study suggests future work to develop dynamic threshold
setting techniques and extend the approach to intrusion prevention systems for real
time mitigation, enhancing its applicability in network security.

Rathakrishnan et al., [40] (2024) proposed a multi model framework for synthesizing
high fidelity network intrusion data using a CTGAN evaluated on the NSL-KDD
dataset. The framework integrates CTGAN for data generation, two ANN based
binary classifiers like Train-on-Real, Test-on-Synthetic and Train-on-Synthetic, Test-
on-Real [TSTR]) and Local Interpretable Model-agnostic Explanations for explain-
ability. CTGAN addresses challenges like unstable training and mode collapse,
effectively handling mixed data types and non Gaussian distributions. The TRTS
classifier achieved 98.36% accuracy, classifying 96.19% of synthetic data as intrusions
while the TSTR classifier reached 97.95% accuracy identifying 98.59% of real intru-
sions with a similarity score of 0.92 via Kolmogorov-Smirnov tests. LIME enhances
interpretability by identifying key features contributing to intrusion detection. The
framework focuses on attacks like smurf, teardrop and neptune. Limitations in-
clude scalability challenges with larger datasets and the complexity of interpreting
CTGAN directly, necessitating further research into model scalability and direct
CTGAN interpretability.

Pu et al., [17] (2021) proposed an unsupervised anomaly detection method, SSC-
OCSVM, combining Sub-Space Clustering and One-Class Support Vector Machine
for detecting network intrusions without prior knowledge evaluated on the NSL-
KDD dataset. The method splits the dataset into subspaces q=2 features and ap-
plies OCSVM to identify anomalies based on a dissimilarity vector, achieving high
detection rates and low false alarm rates. SSC-OCSVM outperformed K-means,
DBSCAN and SSC-EA with DR/FAR pairs of (0.99, 0.066) for Probe, (0.85, 0.078)
for DoS, (0.52, 0.0895) for R2L, (0.90, 0.0905) for U2R and (0.89, 0.080) for mixed
attacks. Feature selection via F-test and one-hot encoding expanded 41 features
to 132 enhancing accuracy. Limitations include higher computational time due to
sequential subspace processing and the need for effective feature selection methods.
Future work focuses on parallelizing subspace clustering and improving feature se-
lection for scalability.

Ige et al., [34] (2024) conducted an in-depth evaluation of Zero-shot, Single-shot
and Few-shot learning approaches for detecting out-of-distribution zero-day mal-
ware attacks. Malimg and Malevis datasets were used for the experiments with
Malevis representing in-distribution and Malimg used for out-of-distribution mal-
ware families. The study used static properties of malware converting RGB images
to grayscale for consistency. The deep learning model was tested under three settings
like Zero-shot (0 samples), Single-shot (1 sample) and Few-shot (5 samples) for the
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Dinwod malware family which was excluded from training distribution. Zero cor-
rect predictions were recorded in both Zero-shot and Single-shot setups while only 3
out-of-distribution samples were correctly classified in the Few-shot scenario. These
results highlight critical limitations in current state of the art N-shot learning mod-
els under zero-day attack conditions. The paper suggests that models must be more
intelligent and robust in detecting unseen threats, recommending future exploration
into combining Bayesian algorithms with deep learning for improved detection per-
formance. Limitations include extremely poor generalization to unseen malware and
ineffective learning even when a few samples are introduced. Further innovations
are needed to close this performance gap.

Saurabh et al., [37] (2024) proposed a zero-shot based hybrid deep learning system
combining Convolutional Neural Networks and Long Short-Term Memory networks
to enhance zero-day attack detection. The CICIoT2023 dataset was used contain-
ing 33 types of attacks grouped into seven major categories like DDoS, DoS, Mirai,
Recon, Spoofing, Web-based and BruteForce. The proposed approach simulates
zero-day attack scenarios by withholding one attack class during training and rein-
troducing it during testing. This zero-shot learning technique allows the system to
detect previously unseen attacks. The hybrid CNN-LSTM model first uses CNN
layers to extract spatial features from the input network traffic followed by LSTM
layers to capture temporal dependencies. The architecture includes Conv1D lay-
ers with ReLLU activations, max pooling, dense layers and softmax for multi-class
classification. Evaluation metrics were based on detection rate, precision, recall
and F1 score computed from confusion matrices and ROC-AUC analysis. Perfor-
mance results demonstrate that the CNN-LSTM hybrid significantly outperforms
standalone CNN and traditional Stacked Ensemble Learning. It achieved detection
rates of 94.95% (DDoS), 85.23% (DoS), 99.76% (Recon), 95.88% (Spoofing) and
94.98% (Mirai). It also achieved outstanding F1 scores for Recon (0.9979), Spoofing
(0.9589) and Mirai (0.9495). The recall for Recon was perfect (1.000) indicating
all Recon attacks were detected. The model also recorded a high AUC of 0.92 for
DDoS detection. The study highlighted the effectiveness of combining spatial and
temporal features in zero-day attack detection and demonstrated strong generaliza-
tion performance across multiple unseen attack types. However, limitations include
slightly reduced performance for DoS attacks and the exclusion of BruteForce and
Web-based attacks due to class imbalance. The authors suggest future improvements
through better hyperparameter tuning, advanced optimization techniques and re-
fined feature engineering to further boost robustness and generalization in real world
security contexts.
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Chapter 3

Methodology

3.1 Dataset Pre-Processing

3.1.1 Data Collection

The dataset used in this research is the UNSW-NB15 dataset [29] , obtained from
the University of New South Wales research platform. This dataset was developed
by the Australian Centre for Cyber Security (ACCS) to provide a comprehensive
and realistic benchmark for network intrusion detection systems (NIDS). Generated
using the IXTA PerfectStorm tool, the dataset captures realistic network traffic un-
der various conditions, including both benign and malicious activities.

The UNSW-NB15 dataset contains 49 features that encompass a wide range of
network traffic and flow-based attributes. These include protocol-specific details,
packet-level data and time-based information, enabling the analysis of traffic pat-
terns and behavior. The dataset consists of over 2.5 million records, organized into
training and testing subsets, with each record labeled to indicate whether it rep-
resents normal traffic or one of several attack categories. These attack categories
include modern threats such as Denial-of-Service (DoS), reconnaissance, worms, ex-
ploits, backdoors and more.

The capacity of this dataset to address important issues in anomaly detection re-
search lead to its selection. Its labeled data makes it easier for supervised machine
learning to identify known attack patterns, while its features complexity and diver-
sity make it ideal for unsupervised learning techniques like clustering. The design
of the UNSW-NB15 dataset makes it possible to identify minor attack behaviors,
making it a great experiment for assessing the suggested hybrid clustering-based
anomaly detection algorithm.

The dataset is a strong resource for academics, guaranteeing repeatability and com-
parability of results due to its freely available nature and thorough description. The
goal of this initiative intends to improve anomaly detection methods and aid in the
development by utilizing the UNSW-NB15 dataset.
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3.2 Data Pre-processing and Cleaning

3.2.1 Imitial Data Cleaning

e ‘ct_ftp_cmd’ Feature: Empty spaces were replaced with 0 to ensure the
column contained valid data.

e ‘attack_cat’ Feature:

1. Empty values were filled with ‘normal’.
2. All values were converted to lowercase for consistency.

3. The term ‘backdoors’ was standardized to ‘backdoor’ to correct inconsis-
tencies in naming.

o ‘ct_flw_http_mthd Feature: Missing values were filled with 0.

e ‘is_ftp_login’ Feature:

1. Missing values were replaced with 0.

2. Any values greater than 1 were transformed at 1.

e ‘service’ Feature: The value ‘-’ was replaced with ‘None’ to handle missing
service information.

3.2.2 Pipeline Configuration

To have the consistent transformation of the dataset, a dictionary structure (saved_dict)
was implemented to store essential transformation parameters:

e Column names
e (Categorical column identifiers
e Binary column indicators

This configuration was saved as a pickle file to ensure that the same transformations
could be applied to the test dataset, maintaining consistency across both training
and testing phases.

3.2.3 Feature Engineering

New 21 features were created to enhance the predictive power of the dataset:

e Duration Features: The time difference between ‘ltime’ and ‘stime’ was
calculated to capture the flow duration.

e Network Flow Ratios: Features such as byte ratio (sbytes/dbytes), packet
ratio (spkts/dpkts) and load ratio (sload/dload) were computed to understand
the network traffic dynamics.
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o Aggregate Features: Total bytes, packets, load, jitter, inter-packet time and
TCP setup time were aggregated to generate additional flow-related insights.

e Interaction and Statistical Features: Interaction features like byte-packet
interactions, load-jitter interactions and statistical features such as mean packet
size were derived to capture complex relationships between variables.

3.2.4 Transformation Pipeline Implementation

Three key functions were developed to apply transformations to the test dataset:

e clean_data(): Applied all cleaning operations, such as missing value imputa-
tion and standardization.

e generate_features(): Created additional engineered features to enhance the
dataset’s predictive capacity.

e cat_feature_drop(): Removed unnecessary categorical 7 columns from the
dataset to focus on relevant predictors.

e coor_feature_drop(): Removed highly correlated features from the dataset
focusing on its correlation with the target column.

3.2.5 Final Pre-processing Steps
Supervised Pre-processing

e Target Encoding: The target variable (‘attack_cat’) was encoded using La-
belEncoder to convert categorical labels into numerical form.

e Feature Scaling: Standard Scaling was applied to normalize the feature
values, ensuring that all features were on the same scale and preventing the
model from being biased by features with larger numerical ranges.

Unsupervised Pre-Processing

e Target Encoding: The target variable (‘attack_cat’) was encoded using La-
belEncoder to convert categorical labels into numerical form.

e Weighted Average Approach for Balanced Dataset Representation:
To mitigate the class imbalance issue in the dataset where the “normal” class
dominates with 87.35% of the data, we used a class balancing technique based
on the weighted average of the target class distribution (“attack_cat”). This
method ensures that minority classes are better represented without losing
valuable information from the majority class. The weighted average is calcu-
lated using the formula [23]:

Weighted Average = Zpi Cw; (3.1)
i=1
where p is the proportion of each class and w is the weight assigned to each
class, inversely proportional to its frequency. By using this approach, we could
effectively perform CTGAN for balancing both the minority classes and the
majority classes to create a balanced dataset.

14



¢ Avoiding the Mean Value Approach: We decided against using the mean
value for balancing the dataset because, after multiplying it by 6, it becomes
significantly large. Specifically, applying the mean (291,387) would have re-
sulted in an excessively large representation of the majority class (“normal”
traffic), which is crucial for accurately distinguishing between benign and ma-
licious activities. To preserve the integrity of the dataset, we instead employed
a weighted average approach. This method ensured that the “normal” class
remained adequately represented while effectively addressing the class imbal-
ance, maintaining a robust and representative training set for model develop-
ment.

e Class Imbalance Handling Using CTGAN: To address class imbalance,
CTGAN is used to create synthetic data for minority classes in a dataset to
solve the problem of class imbalance. The process starts by identifying mi-
nority classes (in our case “exploits”, “backdoor”, “shellcode” or a broader
set including “generic”, “fuzzers” etc.). For each minority class, the algorithm
filters the real data for that class and calculates how many additional samples
are needed to reach a target sample size. This target size is determined either
by a custom weighted average, calculated using predefined values and weights
to balance the dataset or by a percentage based formula. The weighted aver-
age, computed as the sum of values multiplied by their weights divided by the
sum of weights. It ensures a tailored sample size for balancing. To handle the
majority class, the algorithm undersamples it by randomly selecting a subset of
samples to match the target size to reduce its dominance. For minority classes,
the algorithm over samples by using CTGAN to generate synthetic samples
when the current sample count is below the target. The CTGAN model initial-
ized with metadata automatically detected from the dataset then it is trained
on the real data for each minority class. After training, CTGAN generates
synthetic samples to fulfill the required sample count. These synthetic sam-
ples are combined into a single dataframe and merged with a downsampled
majority class and shuffled to create a balanced dataset. CTGAN uses a gener-
ative adversarial network framework, where a generator creates synthetic data
mimicking the real data and a discriminator checks its authenticity, iteratively
improving the synthetic data quality to effectively balance the dataset.

e Feature Scaling: Standard Scaling was applied to normalize the feature
values, ensuring that all features were on the same scale and preventing the
model from being biased by features with larger numerical ranges.

This systematic preprocessing approach ensured consistency across both the training

and test datasets, preventing data leakage and preparing the dataset for optimal
model performance. Pre-processing figure is attached below in Figure 3.1.
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Figure 3.1: Data Pre-processing
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3.3 Data Analysis

This section provides a detailed analysis of the UNSW-NB15 dataset [29], includ-
ing its characteristics, feature distributions and class distributions. This analysis
informs subsequent preprocessing and modeling decisions, ensuring that the dataset
is optimized for building a robust zero day attack detection system.

3.3.1 Dataset Overview

The UNSW-NB15 dataset consists of 2,540,046 network traffic records, each rep-
resenting a network flow with 49 distinct features. These features describe basic
flow identifiers, traffic characteristics and derived statistical features. The dataset
includes both normal traffic and various types of cyberattacks, making it a compre-
hensive dataset for intrusion detection research.

3.3.2 Feature Categorization

The features in the dataset can be grouped into three primary categories:

e Basic Features (12 features):

Flow identifiers (srcip, sport, dstip, dsport)
Protocol information (proto, state)

Basic flow metrics (dur, sbytes, dbytes)
Time-to-live values (sttl, dttl)

DAL I

Service type

e Content Features (26 features):

1. TCP/IP characteristics
2. Flow statistics (sload, dload)
3. Packet counts (spkts, dpkts)

4. Window sizes (swin, dwin)
e Time-based Features (11 features):

1. Connection timing (stime, ltime)
2. Jitter measurements (sjit, djit)

3. Inter-packet arrival times

3.3.3 Class Distribution Analysis

UNSW NB15 dataset includes a large number of records including 1778032 data-
points in train set and 762014 datapoints in test set after splitting at 70:30 ratio,
but the class distribution reveals significant class imbalance. Class distribution is
shown in Table 3.1.
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Attack Category | Train Count | Test Count | Total Count | Total Percentage
normal 1,553,176 665,584 2,218,763 87.35%
Generic 150,793 64,688 215,481 8.48%
Exploits 31,158 13,367 44,525 1.75%
Fuzzers 16,954 7,292 24,246 0.95%

DoS 11,480 4,873 16,353 0.64%

Reconnaissance 9,787 4,200 13,987 0.55%

Analysis 1,841 836 2,677 0.11%
Backdoor 1,656 673 2,329 0.09%
Shellcode 1,054 457 1,511 0.06%
Worms 130 44 174 0.02%

Table 3.1: Class Distribution

3.3.4 Analysis of Class Dominance

In the dataset, the “normal” class continues to dominate, making up 87.35% of the
total records. The “Generic” class follows with 8.48%, “Exploits” contributes 1.75%
and while the rest of the attack categories contribute less than 1% each.

The significant dominance of the “normal” class and the underrepresentation of
attack categories, such as “Worms” (0.02%), “Shellcode” (0.06%) and “Backdoor”
(0.09%), suggests that the dataset is heavily imbalanced. This class imbalance can
lead to models that are biased toward predicting the “normal” class, potentially

underperforming in detecting less frequent attack categories.

3.3.5 Implications for Preprocessing

Preprocessing for Supervised Approach

e Feature Selection and Engineering:

1. Highly correlated features( |p| > 0.89) were removed to reduce redun-
dancy and improve model performance.

2. Features with higher correlations to the target variable were prioritized.

3. PCA was employed to eliminate redundant features and enhance model
performance by transforming the dataset into a lower-dimensional space
to retain the most significant features.

e Stratified Sampling:

1. This approach was employed for validation to ensure that each fold of
the cross-validation process contained a representative proportion of each

class.

Preprocessing for Unsupervised Approach

Given the identified class imbalance, several preprocessing techniques were imple-
mented to address this issue:

e (Class Balancing:
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1. Balancing techniques, such as CTGAN, were applied to the both minority
classes and majority classes to balance the dataset.

2. For the supervised models, balancing techniques are only used in the train
set but for the unsupervised approaches, balancing techniques are used
in the train and test set both.

e Feature Selection and Engineering:

1. Highly correlated features( |p| > 0.89) were removed to reduce redun-
dancy and improve model performance.

2. Features with higher correlations to the target variable were prioritized.

3. PCA was employed to eliminate redundant features and enhance model
performance by transforming the dataset into a lower-dimensional space
to retain the most significant features.

e Stratified Sampling:

1. This approach was employed for validation to ensure that each fold of
the cross-validation process contained a representative proportion of each
class.

3.3.6 Importance of Class Balancing for Unsupervised Ap-
proach

Class balancing was crucial in improving model performance. Without it, the model
would have been biased toward the “normal” class, given its overwhelming presence
in the dataset (87.35%). The balancing techniques involved oversampling the minor-
ity classes and undersampling the majority class based on the weighted average [23]
of the class distribution. These methods ensured that the models could effectively
detect less frequent attack categories. This led to improve the performance of the
models without sacrificing the size of the dataset or losing valuable data from the
majority class.

3.3.7 Class Balancing for Supervised Approach

In all supervised models, the train set is balanced by assigning class weights to handle
class imbalance. For the Decision Tree and Random Forest models, the parameter
“class_weight=*‘balanced’ ” is used, which automatically calculates weights inversely
proportional to class frequencies. It gives higher importance to minority classes
during training. In the FNN, class weights are computed manually using “com-
pute_class_weight(‘balanced’; ...)”, then passed to the model via the “class_weight”
argument in the “fit()” function. This ensures that the model treats all classes more
equally.

But the test set was not balanced intentionally because the goal of testing is to eval-
uate how well the trained model performs on real-world, unseen data, which is often
naturally imbalanced. Balancing the test set would artificially distort the actual
distribution of classes and provide an unrealistic assessment of the model’s effective-
ness. By keeping the test set imbalanced, we ensure that performance metrics such
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as accuracy, precision, recall, F1-score and MCC truly reflect the model’s ability to
detect both majority and minority classes as they occur in practice. This helps to
identify whether the model is biased toward frequent classes or can generalize well
across all categories.

3.4 Class Distribution for Supervised Approach

At first, the supervised models were trained with all the 10 classes (including the
“normal” class and the 9 attack categories) which means there was no unknown
anomaly. For this, per class distribution for train set and test set shown in Table 3.2
below:

Category Train Test
normal 1,553,121 | 665,639
Generic 150,804 | 64,677
Exploits 31,152 | 13,373
Fuzzers 17,087 7,159

DoS 11,469 4,884
Reconnaissance 9,761 4,226
Analysis 1,847 830

Backdoor 1,639 690

Shellcode 1,034 477
Worms 116 58

Table 3.2: Class distribution for no unknown class(Supervised)

Train Set: 17,78,030 samples
Test Set: 7,62,013 samples

To check the model performance for the unknown anomaly detection, we trained
the supervised models with 6 classes (including the “normal” class and the 5 attack
categories), which means 4 randomly picked unknown classes (“dos”, “generic”,
“exploits”, “fuzzers”) were there. For this, per class distribution for train set and
test set shown in Table 3.3 below:
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Category Train Test
normal 1,553,121 | 665,639
Generic N/A | 64,677
Exploits N/A | 13,373
Fuzzers N/A 7,159

DoS N/A 4,884
Reconnaissance 9,761 4,226
Analysis 1,847 830

Backdoor 1,639 690

Shellcode 1,034 A7
Worms 116 o8

Table 3.3: Class distribution for 6 known 4 unknown classes(Supervised)

Train Set: 15,67,518 Samples
Test Set: 7,62,013 Samples

The class distribution for both the train and test sets maintained the same propor-
tions splitting (a 70:30 ratio). This consistency is critical for preventing data leakage
and ensuring reliable model evaluation.

3.4.1 Feature Engineering and Selection Process(Supervised)

Initially, the dataset contained 49 features.

e We dropped the ‘label’ column because we are working with the ‘attack cat’
for multiclass detection, reducing the count of features to 48.

e Next, we added 21 additional features, increasing the total number of features
to 69.

e After that, we removed 7 categorical features, bringing the feature count down
to 62.

e Also, we dropped 27 highly correlated features to avoid multicollinearity.

e Finally, we dropped 13 features applying PCA to reduce dimensionality, re-
sulting in a final feature set of 22 features for both scenarios.

This stepwise feature selection process helped ensure that the model would per-
form optimally by retaining the most informative features and reducing noise from
irrelevant or redundant data.

3.5 Class Distribution for Unsupervised Approach

At first, we had trained the model with 10 known classes (including the “normal”
class and the 9 attack categories) no unknown classes. For this, per class distribution
for train set and test set shown in Table 3.4 below:
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Category Train | Test

Generic 39,435 | 10,140
normal 39,435 | 10,140
Worms 39,319 | 10,082

Shellcode 38,401 | 9,663
Backdoor 37,796 | 9,450
Analysis 37,588 | 9,310
Reconnaissance | 29,674 | 5,914

DoS 27,966 | 5,256
Fuzzers 22,348 | 2,981
Exploits 8,283 | 10,140

Table 3.4: Class distribution for no unknown class(Unsupervised)

Train Set: 3,20,245 Samples
Test Set: 83,076 Samples

After that, we had trained the model with 6 known classes (including the “normal”
class and the 5 attack categories) and 4 randomly picked unknown classes (“dos”,
“generic”, “exploits”, “fuzzers”), which were the same combination we tried in the
supervised models. It helped us to visualize the comparison of results of the super-
vised models and unsupervised approaches. For this, per class distribution for train
set and test set shown in Table 3.5 below:

Category Train | Test
normal 95,538 | 24,567
Backdoor 95,538 | 23,877
Analysis 93,899 | 23,737
Reconnaissance | 93,691 | 20,341
Shellcode 85,777 | 24,090

Worms 64,386 | 24,509
Generic N/A | 24,567

DoS N/A | 19,683
Fuzzers N/A | 17,408
Exploits N/A | 11,194

Table 3.5: Class distribution for 6 known 4 unknown classes(Unsupervised)

Train Set: 5,28,829 Samples
Test Set: 2,13,973 Samples

Then we had tried another combination to see how the unsupervised approaches was
performing in other environments too. So, we had trained the model with 7 known
classes (including the “normal” class and the 6 attack categories) and 3 randomly
picked unknown classes (“worms”, “exploits”, “analysis”) were there. For this, per
class distribution for train set and test set shown in Table 3.6 below:
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Category Train | Test
Generic 72,263 | 19,922
normal 72,263 | 19,922

Shellcode 71,229 | 19,445

Backdoor 70,624 | 19,232

Reconnaissance | 62,502 | 15,696

DoS 60,794 | 15,038
Fuzzers 55,176 | 12,763
Worms N/A | 19,864

Analysis N/A | 19,092
Exploits N/A | 6,549

Table 3.6: Class distribution for 7 known 3 unknown classes(Unsupervised)

Train Set: 4,64,851 Samples
Test Set: 1,67,523 Samples

To evaluate more, another combination was tried by us. Now, we had trained
the model with 8 known classes (including the “normal” class and the 7 attack

categories) and 2 randomly picked unknown classes (“fuzzers”, “worms”) were there.
For this, per class distribution for train set and test set shown in Table 3.7 below:

Category Train | Test
normal 57,603 | 17,311
Generic 57,603 | 17,311

Shellcode 56,569 | 16,834

Backdoor 55,964 | 16,621

Analysis 55,756 | 16,481
Reconnaissance | 47,842 | 13,085

DoS 46,134 | 12,427
Exploits 26,451 | 3,038
Worms N/A | 17,253
Fuzzers N/A | 10,152

Table 3.7: Class distribution for 8 known 2 unknown classes(Unsupervised)

Train Set: 4,03,922 Samples

Test Set: 1,41,413 Samples

The class distribution for both the train and test sets maintained the same propor-
tions splitting (a 70:30 ratio). This consistency is critical for preventing data leakage
and ensuring reliable model evaluation.

In our work, we also could trained the models with 9 known classes and 1 randomly

picked unknown classes but we did not do that. Because, our research objective is
to detect multiclass anomaly. For this we tried to include more than one unknown
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anomaly and experimented with 6:4 ratio, 7:3 ratio and 8:2 ratio but not the 9:1
ratio.

3.5.1 Feature Engineering and Selection Process(Unsupervised
Approach)

Initially, the dataset contained 49 features.

e We dropped the ‘label” column for all the scenarios (6:4, 7:3, 8:2, 10:0) because
we are working with the ‘attack cat’ for multiclass detection, reducing the
count of features to 48.

e Next, we added 21 additional features for all the scenarios (6:4, 7:3, 8:2, 10:0),
increasing the total number of features to 69.

e After that, we removed 7 categorical features from all the scenarios (6:4, 7:3,
8:2, 10:0), bringing the feature count down to 62.

e Also, we dropped 27 highly correlated features to avoid multicollinearity.

e Finally, we dropped features applying PCA to reduce dimensionality. resulting
in a final feature set of 26 features for 6:4 scenario, 24 features for 7:3 scenario,
26 features for 8:2 scenario and 30 features for the 10:0 scenario.

This stepwise feature selection process helped ensure that the model would per-
form optimally by retaining the most informative features and reducing noise from
irrelevant or redundant data.

3.6 Model Information for Conventional Approaches

3.6.1 FNN

A Feedforward Neural Network [35] is a simple artificial neural network architecture
in which information flows unidirectionally from input to output layers through one
or more hidden layers. It learns complex patterns by adjusting weights using back-
propagation to minimize prediction errors. For regression or classification problems,
FNNs are excellent at encoding non-linear relationships in high-dimensional data.
However, FNN requires extensive computational resources and careful tuning of hy-
perparameters such as layer size and learning rate to achieve optimal performance.

3.6.2 Random Forest

Random Forest [21] is an ensemble learning algorithm that builds many decision
trees at training time and combines their predictions, often through majority vote
for classification or averaging for regression. Through the addition of randomness
during feature selection and data sampling, it prevents overfitting and improves
robustness over a single tree. Random Forest works well with varying datasets and
can identify intricate patterns, but it requires high computational power and might
be less interpretable than more straightforward models.

24



3.6.3 Decision Tree

A Decision Tree [21] is a prediction modeling technique that recursively splits input
data into subsets of the data according to feature values and forms a tree-like decision
structure to finally output final predictions. Each internal node represents a decision
based on features and each leaf node is a decision outcome. Decision Trees are clear
and interpretable. The model is ideal for classification and regression. However,
they can overfit noisy or complex data. So, pruning or combining models helps
them work better

3.6.4 Isolation Forest

Isolation Forest [38] model is an unsupervised method for detecting anomalies by
isolating data points. It works by randomly selecting features and splitting data
into smaller groups and creating a forest of decision trees after that. Anomalies are
identified as points that are easier to isolate. It results in shorter paths in the trees.
This approach is robust to noise and highly efficient for large, high-dimensional
datasets.

3.6.5 LOF

The Local Outlier Factor [5] algorithm considers anomalies when the density of a
given data point’s neighborhood is different from that of its neighbors. In outlier
cases, less dense regions consisting of only a handful of neighboring points are formed.
It is beneficial for datasets with varying density but can be computationally very
complex for larger datasets.

3.6.6 One-Class SVM

One-Class Support Vector Machine [3] is an unsupervised model that learns a bound-
ary around normal data points in a high-dimensional space. Data points falling
outside this boundary are classified as anomalies. It performs well with complex
and high-dimensional data but is sensitive to parameter settings and may not scale
well for very large datasets.

3.6.7 Auto Encoder

An autoencoder [7] is a neural network designed to learn a compressed representation
of the input data and then reconstruct the same. For anomaly detection, it considers
data points that have a large reconstruction error as outliers because they deviate
from the normal patterns that it has learnt. It is good at capturing complex and
non-linear relationships in data but is computationally expensive and has many
parameters to tune.

3.6.8 Siamese Neural Network

A Siamese Neural Network [14] is a neural architecture made of two identical sub-
networks that share weights to learn feature similarity between input pairs. We used
one-shot learning approach based on Siamese Neural Network (SNN) which consists
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of two identical subnetworks sharing weights to learn feature similarity. One-shot
learning [15] is an approach that learns from a very small number of examples. It
uses Siamese neural networks or metric learning for comparison based tasks. In
anomaly detection, it identifies outliers by comparing new data to a single or small
set of normal examples. It is ideal for scenarios with limited labeled data but relies
on strong feature extraction methods.

3.7 Architecture and Configuration for Unsuper-
vised Approaches

3.7.1 Hybrid CURE algorithm

The Hybrid CURE algorithm is a special method for finding unusual patterns, or
anomalies, in large and complex datasets like those used in cybersecurity. It builds
on the CURE clustering algorithm but adds tools like MiniBatchKMeans, BallTree
and Local Outlier Factor (LOF) to work faster and better with big data. The algo-
rithm works in two steps: training and testing.

In the training step, it takes data from different categories like ‘normal’; ‘dos’; ‘re-
connaissance’ etc and uses a set of numerical features. For each category, it starts
by grouping data into smaller clusters using MiniBatchKMeans. It helps to handle
large datasets easier. Then it combines these clusters based on how close they are
using a tool called BallTree, until it reaches the desired number of clusters. It is set
by a parameter called n_clusters. It picks key points, which are called representative
points for each cluster. Then it applies a “shrinkage factor” (called alpha) to make
the clusters more resistant to outliers meaning unusual data points. The algorithm
finds and removes outliers using two methods: Z-score thresholding which checks if
data points are too far from the average and LOF which looks for points that don’t
fit well with their neighbors. Finally, it saves information about each cluster, like
its center (centroid) and size (radius), which describe the cluster’s boundaries.

In the testing step, the algorithm checks new data points to see if they belong to
a cluster. It uses a function called analyze_and_separate_test_data, which assigns
each point to the nearest cluster based on its distance. If a point is within a clus-
ter’s radius, it is labeled as ‘normal’ if the cluster is from the ‘normal’ category, or
‘classified _attack’ if it is from an attack category like ‘dos’. If a point doesn’t fit
into any cluster, it is labeled ‘anomaly’. The algorithm also gives a report show-
ing how many points were labeled normal, classified_attack or anomaly, along with
their percentages. The algorithm uses a few key parameters like the number of clus-
ters (n_clusters), representative points (n_representatives), shrinkage factor (alpha),
outlier threshold (outlier_threshold) and LOF neighbors (lof neighbors). These pa-
rameters help the algorithm work accurately while staying fast. It produces clean
training data with unusual points removed, information about the clusters and clear
results for the test data. It shows how many points are in each group like normal,
classified_attack or anomaly and their percentages.

This method is great for spotting unusual patterns in cybersecurity data because it
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handles complex data well, removes outliers effectively and gives clear results. Using
MiniBatchKMeans and BallTree makes it fast for big datasets, while LOF improves
its ability to find outliers, making it a strong tool for large, complex datasets. The
process that we explained can be found in Algorithm 1.

3.7.2 Second filter

The lof novelty_anomaly_detection function enhances anomaly detection by com-
bining Local Outlier Factor (LOF) with cosine similarity to distinguish between
“known” and “unknown” anomalies in a cybersecurity dataset. It takes as input
an classified_attack DataFrame (classified_attack df), a list of numerical features
(numerical _columns), attack categories (attack_categories) and precomputed cluster
metadata (cluster_metadata) from a prior clustering process the Optimized CURE
algorithm. The function gives two DataFrames: known_anomalies df and another
one is unknown_anomalies_df and a dictionary of classification statistics.

Data Preprocessing: The input data (called classified_attack_df) is adjusted using
a tool called StandardScaler to make sure all numbers are on the same scale. This
helps the algorithm work smoothly for calculations involving Local Outlier Factor
(LOF) and similarity checks.

Local Outlier Factor (LOF) Analysis: The algorithm uses Local Outlier Factor
(LOF) to find unusual points. It has parameters like n_neighbors and contamina-
tion, which guesses how many points might be outliers. LOF gives each point a
score where higher scores mean a point is more likely an anomaly. These scores are
adjusted to fit between 0 and 1 for consistency.

Cosine Similarity to “Known” Clusters: The algorithm looks at the centers
(centroids) of “known” attack clusters like ‘dos’ or ‘reconnaissance’ from the clus-
ter_metadata, ignoring the ‘normal’ class. These centroids are adjusted to match
the test data’s scale. It then calculates how similar each test point is to these attack
centers using a method called cosine similarity. The highest similarity score shows
how close a point is to a “known” attack pattern.

Classification Logic: The algorithm combines the normalized LOF score with the
opposite of the highest similarity score, using a weight called unknown_bias. This
weight makes the algorithm more likely to label points as “unknown” unless they
strongly match a “known” attack. If a point’s similarity score is above the simi-
larity_threshold and its combined score is below a certain limit, it is labeled as a
“known” attack and matched to the closest attack category. Otherwise, it is labeled
as “unknown”.

Output and Statistics: The function returns known_attacks_df: points classified
as “known” attacks with their matched attack category, Unknown_anomalies_df:
points classified as novel(new) anomalies with merged anomaly df from Hybrid

CURE algorithm.

The second filter process can be found in Algorithm 2.
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3.7.3 Pseudocode

Algorithm 1 Hybrid Algorithm

1: START

2: data < Input training data X, test_points < test_df [numerical_columns]
3: initial clusters <— min(100, max (10, n_samples/20))

4: subcluster_labels < MiniBatchKMeans(data, initial _clusters)
5. clusters <— {set of point indices for each subcluster}

6: active_clusters < {0, 1, ..., initial clusters — 1}

7. while |active_clusters| > n_clusters do

8: tree <— BallTree(active_cluster_centers)

9: find closest pair (i, j) using tree.query()

10: clusters[i| < clusters[i| U clusters|j]

11: active_clusters < active_clusters \ {j}
12: update subcluster_centers|i] < mean(data[clusters]i]])
13: end while

14: labels < assign cluster IDs to all data points

15: for each cluster_id do

16: cluster_points < data[labels == cluster __id]

17: centroid <— mean(cluster_points)

18: outlier _mask < |zscore(distances)| > threshold

19: if |cluster_points| > lof neighbors then
20: outlier_mask < outlier_maskV LocalOutlierFactor()
21: end if
22: core_points < cluster_points[—outlier _mask]
23: reps <— select n_representatives farthest from centroid
24: shrunk_reps <— a x centroid + (1 — a) X reps
25: radius < max distance from core_points to nearest shrunk_rep
26: cluster_in fo[cluster_id] <— {class, centroid, radius}
27: end for

28: all_clusters <— combine cluster_info from all classes
29: for each point in test_points do

30: nearest_cluster < find cluster with minimum distance to centroid
31: if distance < nearest_cluster.radius then

32: if nearest_cluster.class == normal_class then
33: classi fication <— ‘normal’

34: else

35: classi fication < ‘classified_attack’

36: end if

37 else

38: classi fication < ‘anomaly’

39: end if

40: end for

41: return labels, anomaly_df, normal_df, classi fied_attacks_df, stats
42: END
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Algorithm 2 Optimized Filtered Algorithm

W W W W NN DNNDNDDNDDNDDNDNDINRFR P P = 2 B 2 B = =

34:

35:
36:
37:
38:
39:
40:
41:
42:
43:
44:

START
anomaly_data < Input classified attack dataframe,
features <— numerical_columns
attack_cats < attack_categories, metadata <— cluster_metadata
k < 20, contamination < 0.5, sim_threshold < 0.95, bias <— 0.9
if |anomaly_data| = 0 then
return empty dataframes and zero statistics
end if
X « anomaly_data[features].values
Xscaled < StandardScaler(). fit_transform(X)

. lof < LocalOutlierFactor(k, contamination, novelty = False)
. lof _scores < lof. fit_predict(Xscatea)

: raw_scores <— —lof.negative_outlier_factor_

: normalized_scores < normalize(raw_scores) to [0, 1]

. centroids < [|, valid_categories < ||

. for each category in attack_cats do

if category € metadata and metadatalcategory] # () then
valid_categories.append(category)
for each info in metadatalcategory].values() do
centroids.append(in fo[centroid))
end for
end if

: end for
. if centroids is empty then

result <— anomaly_data.copy()
resultfanomaly_type] <— unknown
return (), result, statistics

. end if

: centroidsgeqreq <— scaler.trans form(centroids)

. similarity_matriz < cosine_similarity (Xcazed, centroidsseaied)
. max_similarities <— max(similarity_matriz,axis = 1)

. for each anomaly 7 do

combined_score; <« bias X normalized_scores|i] + (1 — bias) x (1 —
max_similarities|i))
if max_similarities[i] > sim_threshold and combined_score; < threshold
then
classi fication; < ‘known’
else
classi fication; <— ‘unknown’
end if
end for
known _attacks < filter anomalies with classification = ‘known’
unknown_anomalies < filter anomalies with classification = ‘unknown’
stats < compile statistics from results
return known_attacks, unknown_anomalies, stats

END
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Chapter 4

Result and Analysis

4.1 Supervised Models: Approaches and Limita-
tions

Initially, we explored the application of supervised learning models for network
anomaly detection. These models were meticulously trained on a dataset encom-
passing all 10 distinct attack classes and subsequently tested under the same com-
prehensive class framework. This means there were no unknown attack classes in
the test. In this scenario, the supervised models performed very well. The following
results were obtained in Table 4.1 below:

Model/Results | Accuracy | Precision | Recall | F1-Score | MCC

Decision Tree 0.98 0.99 0.98 0.98 0.91

Random Forest 0.98 0.99 0.98 0.99 0.93
FNN 0.97 - - - -

Table 4.1: Performance of Supervised Models without Unknown Classes

The Random Forest model exhibited the best performance among the evaluated
models by achieving an accuracy of 98%, precision of 99%, recall of 98% and an
Fl-score of 99%. Additionally, its Matthews Correlation Coefficient (MCC) of 0.93
underscores its reliability in distinguishing between classes. These results highlights
the model’s superior ability to accurately identify true positives while maintaining
low error rates, making it the preferred choice for this study.

Then, the models were trained using a dataset with six known attack classes. But
the testing phase incorporated all ten attack classes, including four previously un-
seen classes. This approach allowed us to evaluate the model’s ability to generalize
to both familiar and novel attack types.
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Model/Results | Accuracy | Precision | Recall | F1-Score | MCC
Decision Tree 0.88 0.86 0.88 0.87 0.47
Random Forest 0.88 0.87 0.88 0.87 0.50
FNN 0.87 - - - -

Table 4.2: Performance of Supervised Models with Unknown Classes

The above Table 4.2 Showed that the Random Forest model demonstrated the
best performance among the evaluated models for the dataset with 6 known and 4
unknown classes with an accuracy of 88%. Because of the normal class dominance
the results were good in accuracy, precision, recall and fl-score but lag behind in
MCC. Now the model’s can not properly distinguishing between classes. So more
accuracy cannot define the models performance untill we cross examined with MCC
score. So the supervised models had significant limitations in handling this mul-
ticlass classification task. The models struggle to identify attacks not encountered
during training, resulting in poor generalization to unknown classes and an inability
to predict the correct attack class. This suggests the need for either conventional
model optimization or exploration of alternative approaches to improve robustness
against both known and unknown attack types. Confusion matrices for Random
Forest is attached below in Figure 4.1, Confusion matrices for Decision Tree is
attached below in Figure 4.2 and Confusion matrices for FNN is attached below in
Figure 4.3.
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Figure 4.1: Confusion Matrices of Random Forest Model
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Figure 4.3: Confusion Matrices of Feedforward Neural Network (FNN)

34



4.2 Conventional Anomaly Detection Models: Strate-

gies and Constraints

Thereafter, we explored some traditional models like Isolation Forest, Autoen-
coder, One class SVM, Local Outlier Factor and One shot learning by
training the same six known attack classes and testing all ten attack classes, in-
cluding four previously unseen classes. Here, by Captured Percentage we mean only
the unknown captured samples in percentage, true positive is when a test or model
correctly identifies a positive case and false positive is when a test or model incor-
rectly identifies a positive case. The following results were obtained for Conventional
Anomaly Detection Models in Table 4.3 below:

e Isolation Forest captured 26,946 instances out of a total of 85,690 points.
Among these, 26,946 were classified as true positives out of 42,202 total true
points, while rest of 15,256 were identified as false positives.

e Autoencoder captured 35,847 instances out of a total of 85,690 points. Among
these, 35,847 were classified as true positives out of 47,590 total true points,
while rest of 12,095 were identified as false positives.

e LOF captured 46,509 instances out of a total of 85,690 points. Among these,
46,509 were classified as true positives out of 42,202 total true points, while
rest of 26,522 were identified as false positives.

e One-Class SVM captured 30,482 instances out of a total of 85,690 points.
Among these, 30,482 were classified as true positives out of 47,590 total true
points, while rest of 17,108 were identified as false positives.

e One-Shot captured 85,676 instances out of a total of 85,690 points. Among
these, 85,676 were classified as true positives out of 2,01,732 total true points,
while rest of 1,16,056 were identified as false positives.

Models/Results Captured Percentage | True Positive | False Positive
Isolation Forest 31.45% 63.58% 36.15%
Autoencoder 41.83% 74.77% 25.23%
One-Class SVM 35.57% 64.05% 35.95%
LOF 54.28% 63.68% 36.32%
One-Shot Learning 99.98% 42.47% 57.53%

Table 4.3: Performance of Conventional Models with Unknown Classes

4.2.1 Constraints

Among the evaluated models, the One-Shot Learning model captured percentage
is highest at 99.98%. It demonstrates superior capability in identifying potential
anomalies. However, The model has three major drawbacks. Firstly, the model
cannot identify the normal classes. It is a major drawback for anomaly detection
models. Secondly, its high false positive rate of 57.53% significantly undermines its
precision, leading to frequent misclassification of non-anomalous instances. Lastly,
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the model’s dependence on prior anomaly data conflicts with the core research aim
of recognizing previously unseen threats effectively as zero-day attacks are novel by
nature.

4.3 Unsupervised Approach: Strategies and Con-
straints

To address these limitations, we developed an unsupervised hybrid algorithm incor-
porating Cure clustering algorithm, Local Outlier Factor (LOF) and cosine similar-
ity analysis for enhanced network anomaly detection. The algorithm was evaluated
through multiple training and testing scenarios. At first, we tried multi class de-
tection where all the classes are present in the train set and no unknown class is
there. In this case the unsupervised approach performed really well with an out-
standing Captured Percentage result in 89.84% of normal class detection and 99.16%
for attack detection. By Captured Percentage we mean only the unknown captured
samples in percentage. For all known classes the results in the Table 4.4 below:

Class Name/Results | Total | Captured | Captured Percentage
Attack 72,936 72,327 99.16%
normal 10,140 9,110 89.84%

Table 4.4: Performance matrices for all known classes

Initially, we have used Hybrid CURE Algorithm and Optimized Filtered Al-
gorithm where it was trained on six known attack classes and tested on all ten
classes, including four previously unseen attack types. To validate the robustness
of our approach, we further experimented with seven and eight known attack class
combinations. The classes for known and unknown attacks were chosen randomly.
The results were analyzed from two perspectives. The first aspect was anomaly
detection rate and the second one was normal class detection. This dual evaluation
framework allowed us to comprehensively assess both anomaly detection capability
and normal class detection. Results for 6 known and 4 unknown classes at Table 4.5
, 7 known and 3 unknown classes at Table 4.6 , 8 known and 2 unknown classes at
Table 4.7 showed below respectively:

Anomaly

e For 6 known and 4 unknown combination, it captured 66,013 instances out of
a total of 85,690 points. Among these, 66,013 were classified as true positives
out of 1,04,469 total true points, while rest of 38,456 were identified as false
positives.

e For 7 known and 3 unknown combination, it captured 38,398 instances out of
a total of 45,505 points. Among these, 38,398 were classified as true positives
out of 1,01,064 total true points, while rest of 62,666 were identified as false
positives.
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e For 8 known and 2 unknown combination, it captured 25,186 instances out of

a total of 27,405 points. Among these, 25,186 were classified as true positives
out of 74,734 total true points, while rest of 49,548 were identified as false
positives.

Normal

e For 6 known and 4 unknown combination, it captured 15,614 instances out of

a total of 18,820 points. Among these, 15,614 were classified as true positives
out of 17,521 total true points, while rest of 1,907 were identified as false
positives.

For 7 known and 3 unknown combination, it captured 15,813 instances out of
a total of 18,820 points. Among these, 15,813 were classified as true positives
out of 18,435 total true points, while rest of 2,622 were identified as false
positives.

For 8 known and 2 unknown combination, it captured 20,437 instances out of
a total of 24,567 points. Among these, 20,437 were classified as true positives
out of 21,450 total true points, while rest of 1,013 were identified as false

positives.

Class Name/Results

Captured Percentage

True Positive

False Positive

Anomaly

77.04%

63.19%

36.81%

normal

82.96%

89.12%

10.88%

Table 4.5: Performance metrics for 6 known and 4 unknown (Hybrid Algorithm)

Class Name/Results

Captured Percentage

True Positive

False Positive

Anomaly

84.38%

37.99%

62.01%

normal

84.02%

85.78%

14.22%

Table 4.6: Performance metrics for 7 known and 3 unknown (Hybrid Algorithm)

Class Name/Results

Captured Percentage

True Positive

False Positive

Anomaly

91.9%

33.7%

66.3%

normal

83.18%

95.27%

4.73%

Table 4.7: Performance metrics for 8 known and 2 unknown (Hybrid Algorithm)

Overall, the unsupervised approach excels in identifying the normal class, demon-
strating a higher Captured Percentage with true positives consistently ranging from
82.78% t0 95.27% across all scenarios, showcasing its robust capability to accurately
recognize benign network traffic. By Captured Percentage we mean only the un-
known captured samples in percentage, This consistent performance highlights the
algorithm’s strength in distinguishing normal activity from potential threats, even
as the number of unknown attack classes varies. Its reliability in this aspect provides
a solid foundation for practical deployment in network security applications.
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4.3.1 Constraints

Figure 4.4 and Figure 4.5 demonstrate substantial feature range overlap between
multiple feature pairs in both the training and test sets following PCA transfor-
mation. The training set exhibits a maximum overlap of 99.7%, while the test set
shows a high overlap of 97.4%, indicating severely limited feature separability. This
extensive PCA feature range overlap directly translates into significant cluster over-
lapping among the known attack classes during the initial clustering phase of the
proposed approach. When the clustering algorithm tries to form separate groups
for each class, the feature ranges often overlap. This causes the clusters to mix
together and become hard to separate. As a result, the algorithm cannot clearly tell
the difference between normal and attack patterns. This overlap leads to more false
positives in detecting anomalies. When the overlap is severe, it’s very hard to tell
known attacks apart or detect new unknown attacks. The model gets confused be-
tween known and actual unknown behavior. The overlapping issues for the training
set are illustrated in Figure 4.4, while the test set overlapping patterns are shown
in Figure 4.5 and the cluster overlaps among the training set, which consists of six
clusters, are visualized in Figure 4.6
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Figure 4.4: Range Overlapping in Features for Train Set
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TEST - Detailed Range Overlap Analysis Between Feature Pairs
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To address the overlapping cluster issue observed in both the train and test sets, we
implemented a filtering strategy to ensure class separation and improve the purity of
the clusters. Specifically, we removed data points from the training set that exhib-
ited ambiguous boundaries between “known” and “unknown” classes, particularly
those near the cluster edges where feature similarities could lead to misclassifica-
tion. This was done by examining cluster radius and neighborhood densities using
LOF and cosine similarity. By excluding overlapping points, we ensured that the
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“known” classes used for training were better defined, which significantly reduced
false positives in the test results. The revised dataset allowed the hybrid algorithm
to more accurately distinguish between “normal”, “known” and “unknown”.

To substantiate our claims, we performed further experiments with the algorithm
across various combinations, resolving the issue of cluster overlap. The overlapping
clusters were mitigated through enhanced data preprocessing techniques. Subse-
quent simulations of the combination scenarios demonstrated improved model per-
formance.

Anomaly

e For 6 known and 4 unknown combination, it captured 83,678 instances out of
a total of 85,690 points. Among these, 83,678 were classified as true positives
out of 93,313 total true points, while rest of 9,635 were identified as false
positives.

e For 7 known and 3 unknown combination, it captured 41,435 instances out of
a total of 45,505 points. Among these, 41,435 were classified as true positives
out of 46,341 total true points, while rest of 4,907 were identified as false
positives.

e For 8 known and 2 unknown combination, it captured 26,724 instances out of
a total of 27,405 points. Among these, 26,724 were classified as true positives
out of 29,723 total true points, while rest of 2,999 were identified as false
positives.

Normal

e For 6 known and 4 unknown combination, it captured 21,339 instances out of
a total of 24,331 points. Among these, 21,339 were classified as true positives
out of 22,559 total true points, while rest of 1,220 were identified as false
positives.

e For 7 known and 3 unknown combination, it captured 18,350 instances out of a
total of 19,922 points. Among these, 18,350 were classified as true positives out
of 19,050 total true points, while rest of 700 were identified as false positives.

e For 8 known and 2 unknown combination, it captured 15,327 instances out of a
total of 17,311 points. Among these, 15,327 were classified as true positives out
of 15,500 total true points, while rest of 173 were identified as false positives.

Class Name/Results | Captured Percentage | True Positive | False Positive

Anomaly 97.65% 89.67% 10.33%

normal 87.7% 94.59% 5.41%

Table 4.8: Performance without overlapping classes for 6 known and 4 unknown
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Class Name/Results | Captured Percentage | True Positive | False Positive

Anomaly 91.06% 89.41% 10.59%

normal 92.1% 96.33% 3.67%

Table 4.9: Performance without overlapping classes for 7 known and 3 unknown

Class Name/Results | Captured Percentage | True Positive | False Positive

Anomaly 97.52% 89.91% 10.09%

normal 88.53% 98.89% 1.11%

Table 4.10: Performance without overlapping classes for 8 known and 2 unknown

To resolve the cluster overlap issue we had to remove some highly overlapping
classes(“backdoor”, “analysis”, “reconnaissance”) from the dataset to visualize our
hybrid algorithm performance without the overlapping classes. Then the unsuper-
vised approach demonstrated significantly enhanced performance across scenarios
with 6 known and 4 unknown classes at Table 4.8, 7 known and 3 unknown at
Table 4.9 and 8 known and 2 unknown classes at Table 4.10. For unknown attack
classes, the algorithm achieved Captured Percentages from 91.06% to 97.65%, true
positive rates between 89.41% and 89.91% and false positive rates from 10.08% to
10.59%. For the normal class, Captured Percentages ranged from 87.70% to 92.10%,
with true positive rates up to 98.88% and false positive rates as low as 1.11%. By
Captured Percentage we mean only the unknown captured samples in percentage.
These results show that the algorithm is now better at detecting attack class apart
from normal class. The very low number of false positives proves it can be trusted
for real world cybersecurity use.

4.4 Comparison of Results with Existing Works

Predicted Category
Known Attacks | Unknown Attacks
Actual Known Attacks TN FP
Category | Unknown Attacks FN TP

Confusion Matrix

Table 4.11: Evaluation metrics

TP+TN
A = 4.1
Y T TP Y TN+ FP+ FN (4.1)
TP
Precision = W (42)
TP
l = ———— 4.
Reca TP L FN (4.3)

Precision x Recall
Fl1=2 4.4
x Precision + Recall (44)
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The Table 4.11 gives a detailed performance evaluation of the suggested cluster-
based unsupervised technique in comparison to established baselines and recent re-
search in cybersecurity attack detection. The proposed methodology uses an unsu-
pervised clustering technique in which performance metrics are manually calculated
from clustering results by determining true positives (TP), true negatives (TN),
false positives (FP) and false negatives (FIN), allowing for precise computation of all
performance measures. At first, the captured percentage was used as the main eval-
uation metric. Later analysis showed that it matched the recall formula, confirming
it follows standard machine learning evaluation methods. The results show that the
proposed approach performs effectively in both multiclass attack classification and
the identification of unknown attacks.

Approaches/Results | Accuracy | Precision | Recall | F1-Score
Pal et al. [39] 78.16% 84% 78% 79%
Zhang et al. [31] — 76.4% 76.8% -
Mebawondu et al. [36] 79% 63.6% 63.8% 61.2%
Zhang et al. [26] 88.60% 88.58% | 88.42% | 88.03%
Proposed Approach 93.02% 97% 95.9% 96.5%

Table 4.12: Comparative analysis of Existing Works and Proposed Approach for
Multiclass Detection

In the multiclass detection evaluation Table 4.12, the proposed approach shows
strong performance achieving 93.02% accuracy, 97% precision, 95.9% recall and a
96.5% fl-score. Compared to earlier studies, it marks a clear improvement. Pal et
al., [39](2025) reached 78.16% accuracy with 84% precision and 78% recall, resulting
in a 79% fl-score. Zhang et al., [31](2023) reported 76.4% precision and 76.8% recall.
Mebawondu et al., [36](2024) achieved 79% accuracy but had lower precision 63.6%
and recall 63.8% with fl-score of 61.2%. Another study by Zhang et al., [26](2022)
reported improved results with 88.60% accuracy, 88.58% precision, 88.42% recall and
88.03% fl-score. However, these figures are still notably lower than those achieved
by the proposed approach. Moreover, as an unsupervised learning technique, the
proposed approach is inherently more flexible, making it suitable for diverse and
evolving threat landscapes.

Approaches/Results Accuracy | Precision | Recall | F1-Score
Akata et al. [2] 77.1% 59.34% 68.61% 61.41%
Kodirov et al. [6] 51.5% 44.24% 43.87% 34.55%
Gao et al. [32] 93.6% 04.3% | 86.01% | 89.42%
Proposed Approach (Overlapping) 72.83% 63.19% | 77.04% | 69.43%
Proposed Approach (Non-Overlapping) 94.55% 89.67% | 97.65% | 93.49%

Table 4.13: Comparative analysis of Existing Works and Proposed Approach for
Unknown Attack Detection

The proposed cluster-based unsupervised method for unknown attack detection Ta-
ble 4.13 addresses the important challenge of identifying unknown attacks. The
proposed approach evaluation involved 4 unknown class attacks. It means 6 known
attack classes were used during training and while testing was conducted on 10
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total classes. It works in both overlapping and non-overlapping cases. It focuses
on improving the detection rate of previously unseen threats. The recall metric
matches exactly with the Captured Percentage formula. In this work, ”Captured
Percentage” is used to highlight the focus on identifying unknown attacks. By
manually calculating TP, TN, FP and FN from the clustering results, the metrics
were measured accurately. Special attention was given to recall as it is the most
important metric for finding unknown attacks. In the overlapping scenario, where
attack patterns share similar features, the proposed approach achieved 72.83% accu-
racy, 63.19% precision, 77.04% recall and 69.43% fl-score. These results reflect the
difficulty caused by overlapping patterns while still showing a decent ability to de-
tect attacks. In contrast, the non-overlapping scenario performs much better, with
94.55% accuracy, 89.67% precision, 97.65% recall and 93.49% fl-score. This shows
the approach’s strong ability to detect unknown attacks with very few false nega-
tives. The high recall of 97.65% shows that the proposed method can successfully
detect almost all unknown attack classes. This is important in cybersecurity where
missing an unknown attack can lead to serious consequences. Compared to earlier
studies, the non-overlapping scenario of the proposed approach performs much bet-
ter.

In the existing works, they worked on 8 known classes and tried to test on 1 new at-
tack including 8 known classes, total 9 classes. They have removed the class “worms”
because of its low number of samples compared to the other attack types. Akata et
al., [2](2013) reached a recall of 68.61%, Kodirov et al., [6](2017) achieved 43.87%
and Gao et al., [32](2024) reported 86.01%. In contrast, the 97.65% detection rate of
the proposed approach marks a clear improvement, offering more reliable unknown
attack detection while keeping precision at an acceptable level. This performance
of the proposed approach is very important in cybersecurity where missing an un-
known attack can be far more damaging than dealing with a few false positives. As
a result, the proposed approach is highly suitable for practical and real world use.
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Chapter 5

Conclusion

In this work, we explored supervised, unsupervised and hybrid approaches for net-
work anomaly detection using the UNSW-NB15 dataset. The dataset was exten-
sively preprocessed through cleaning, class balancing using CTGAN and feature
engineering to improve the accuracy and robustness of detection models. The su-
pervised models such as Random Forest, Decision Tree and Feedforward Neural
Network performed well on known attack types. But their effectiveness dropped
significantly when faced with unknown or unseen anomalies in the test set. The
unsupervised models such as Isolation Forest and LOF offered limited precision due
to struggles with the complex structure of the data. One Shot Learning gave good
results but it needs prior label information. Then the proposed hybrid approach
integrating a CURE-based clustering algorithm, achieved a detection rate of up to
91.9% for unknown anomalies and for known class scenarios up to 99.16% detection
rate is obtained significantly outperforming conventional methods in open world
scenarios. During evaluation, we also encountered overlapping issues with certain
attack types. Despite this challenge, our findings confirm that this hybrid learning
strategy provides a more flexible, adaptive and effective solution for anomaly detec-
tion in dynamic cybersecurity environments.

One immediate avenue we aim to explore is enhancing the CURE based clustering al-
gorithm at the core of our detection system. While we have already integrated LOF
and cosine similarity to refine anomaly boundaries, we plan to introduce dynamic
determination of the number of clusters to make the algorithm more adaptable to
varying data distributions. We also intend to implement adaptive shrinkage based
on intra-cluster variance which will allow the model to better fit clusters of differing
densities. Additionally, we will investigate the incorporation of density based metrics
to improve the detection of irregular or subtle attack behaviors. During our current
evaluation, we faced overlapping issues between some clusters which we temporarily
resolved by removing overlapping classes to achieve the best results. However, this
is not an ideal practice. In the future, we aim to develop mechanisms to effectively
mitigate overlapping without excluding valuable data. Looking forward, we are in-
terested in integrating attention mechanisms or reinforcement learning to enable the
CURE algorithm to dynamically prioritize high risk regions within complex network
environments. Furthermore, future work will focus on reducing computational costs
by implementing parallel processing for large scale datasets and optimizing the Ball-
Tree and MiniBatchKMeans algorithms for faster convergence. We will also explore
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adaptive parameter tuning for the shrinkage factor (alpha) and outlier thresholds to
further enhance clustering efficiency and accuracy.
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