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Abstract

The widespread use of deepfake technology makes it difficult to tell the difference
between modified and real digital content, as deepfakes increasingly use digitally
altered faces or bodies to mimic others for malicious purposes or to spread false in-
formation. With artificial intelligence technology improving, deepfakes are becoming
more realistic and challenging to detect using conventional techniques that focus on
surface-level visual cues like pixel irregularities and visual artifacts, which may soon
be insufficient due to the rapid advancement of deepfake generation techniques. This
study adapts the Hierarchical Transformer Network (HTNet), originally developed
for recognizing micro-expressions, to detect deepfake videos. The HTNet, known
for its ability to identify subtle involuntary facial movements, is modified to discern
the synthetic traces typically undetectable by traditional methods. The model is
particularly attentive to critical facial areas such as the eyes and lips, which often
display signs of manipulation. Optical flow is utilized to track subtle motion be-
tween frames in both real and deepfake content. The performance of the retrained
HTNet model is rigorously evaluated using standard micro-expression benchmarks,
including SAMM, SMIC, CASME II, and CASME III, and its effectiveness in deep-
fake detection is thoroughly assessed using the FaceForensics++ dataset. Tests on
deepfake and micro-expression datasets demonstrate the model’s capability in iden-
tifying fake videos, showcasing HTNet as an effective advanced model for tackling
the growing problem of deepfakes.

Keywords: Micro-expression; Deepfake; Optical flow; ;HTNet; FaceForensic++;
CASME II; SAMM; SMIC
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Chapter 1

Introduction

Deepfake detection has become an essential area of research due to the increasing
misuse of Al-generated content to create realistic yet fabricated videos. One promis-
ing approach for detecting deepfakes involves analyzing micro-expressions — subtle
facial muscle movements that occur involuntarily and last only for a fraction of a
second. These micro-expressions are difficult to replicate authentically in deepfake
videos, making them a reliable indicator for distinguishing real from fake content.
In our research, we explored the use of micro-expression analysis for deepfake de-
tection by leveraging the Hierarchical Transformer Network (HTNet) as proposed
in the reference paper. HTNet effectively captures both local and global facial fea-
tures by focusing on four key facial regions: the left eye, right eye, left lip, and
right lip areas. This allows for precise identification of subtle muscle movements
crucial for micro-expression recognition. We adopted two approaches for deepfake
detection using micro-expression analysis: one utilizing transfer learning and the
other without it. Transfer learning involves using a pre-trained model, allowing us
to transfer knowledge from the micro-expression recognition task to deepfake detec-
tion. This method helps overcome the challenge of limited labeled deepfake datasets
by leveraging learned facial feature representations. On the other hand, the non-
transfer learning approach trains the model from scratch, focusing solely on the
deepfake dataset without prior knowledge. Comparing these methods provides in-
sights into the effectiveness of pre-learned micro-expression features versus learning
directly from deepfake data. Our research aims to highlight the importance of micro-
expressions in uncovering deepfakes and assess whether transfer learning enhances
detection accuracy. By combining micro-expression analysis and deep learning tech-
niques, we take a step toward building more robust and reliable deepfake detection
systems.

Why HTNet model:

The Htnet model was selected because it performs better than the other models, as
explained in the model description. Its hierarchical transformer architecture cap-
tures the grained features on a local level to coarse-grained features on a global level.
This model separates the optical fluxes into several zones of interest and combines
them, which enables the model to better capture the delicate facial dynamics than
any other model that currently exists for microexpression. As a result, it is better
at capturing microexpressions, which is the final goal, because capturing microex-



pressions better would produce better results for deepfake detection since the end
goal is to identify the deepfake using microexpressions.

1.1 Problem Statement

As deepfake technology continues to improve, there is a need for a new method
of detecting deepfakes that makes use of microexpressions. Deepfake technology is
not yet able to effectively recreate microexpressions, and there is currently tech-
nology available that can skip surface-level indications, making this a very effective
technique.

1.2 Description of the problem

With today’s advanced technology, creating fake videos of someone to damage their
reputation has become easier than ever. This has turned into a serious global prob-
lem. Deepfake technology has grown as a significant challenge in digital media In
recent years, leveraging deep learning models to create highly realistic yet entirely
fabricated videos and images. Deepfake content has been used in various malicious
ways, such as political misinformation, identity fraud, and non-consensual media
manipulation, posing serious ethical and security concerns [11]. While significant
progress has been made in deepfake detection, many existing approaches struggle
with generalization across datasets and remain vulnerable to adversarial attacks
[12]. When compared to authentic video, the existing algorithms do provide a high
level of accuracy in identifying deepfakes[11]. The problem is that, just as artificial
intelligence technology has advanced in recent years, so too has deepfake technol-
ogy, which can now produce high-quality, realistic deepfake content with human-like
facial expressions that make it very difficult for the general public to distinguish be-
tween the two. Additionally, existing technology that only detects deepfakes using
surface-level indicators like pixel intensities, facial anomalies, facial synchronizing,
etc. is being surpassed as deepfake technology advances [7]. Thus, a new method is
required for deepfake detection that does not rely on traditional methods like sur-
face level cues, which are used by some traditional models like LSTM, RNN, CNN,
etc. Instead, it considers new dilemmas and focuses on developing new methods and
models for deepfake detection.

Microexpressions, which are brief, involuntary facial muscle movements occurring
within 0.04 to 0.2 seconds, offer a promising new avenue for deepfake detection [4].
Unlike macroexpressions, microexpressions are difficult to control and replicate ar-
tificially, making them a strong behavioral biometric for identifying manipulated
content. Recent research suggests that deepfake generation techniques often fail
to reproduce authentic microexpressions due to limitations in facial reenactment
models and GAN-based synthesis processes [10]. This opens the door for using
microexpression-based features as a new forensic cue for deepfake detection.



1.3 Research Objective

This paper proposes a novel deepfake detection approach by leveraging microexpres-
sion analysis through both transfer learning and non-transfer learning approaches.
Transfer learning enables the adaptation of pre-trained weights, particularly those
developed for microexpression recognition, to the domain of deepfake detection.
Instead of training from scratch, transfer learning allows the reuse of learned spa-
tiotemporal representations, significantly reducing the computational burden while
improving detection accuracy [19].

In contrast, the non-transfer learning approach involves training models directly on
deepfake datasets without relying on pre-learned representations. For this, we use
the FaceForensics++ dataset, allowing the model to learn microexpression patterns
solely from deepfake data. This approach helps us understand the effectiveness of
detecting deepfakes without any external knowledge transfer.

Existing deepfake detection models primarily rely on spatial inconsistencies in face
images or deep-learning-based classifiers, but they often lack a fine-grained temporal
understanding of facial dynamics [16]. By incorporating microexpression recognition
models, our approach enhances deepfake detection by identifying discrepancies in
facial muscle movements across video frames.

Our research will build upon established microexpression datasets like CASME II
and SAMM and transfer their learned feature representations to deepfake datasets
like FaceForensics++. The integration of HTNet models, which have demonstrated
strong performance in microexpression recognition, will be explored to capture sub-
tle, transient facial cues that deepfake generators struggle to replicate accurately
[19]. By leveraging these insights, we aim to improve deepfake detection robustness
against diverse manipulation techniques and compressed video formats.

This thesis will focus on the following key research questions:

e Can microexpression features enhance the accuracy of deepfake detection com-
pared to traditional CNN-based methods?

e How effective is transfer learning in adapting microexpression models to deep-
fake datasets?

e How effective is adapting microexpression models to deepfake datasets without
transfer learning?

By addressing these questions, this research aims to contribute a new dimension
to deepfake detection, demonstrating the potential of microexpression-based foren-
sic analysis as a reliable countermeasure against synthetic media manipulations.
Through comprehensive experimentation and comparison of transfer learning and
non-transfer learning approaches, we strive to build a more robust, adaptive, and
accurate deepfake detection framework.



Chapter 2

Literature Review

The rapid progress in generative models has resulted in an unparalleled increase in
deepfake production, presenting considerable ethical, social, and security dilemmas.
As deepfakes enhance in quality, efficient detection methods must concentrate on
recognizing nuanced and involuntary face movements, including micro-expressions.
This literature review analyses advancements in deepfake detection techniques. It
emphasizes the integration of optical flow, facial expression dynamics, motion anal-
ysis, and our primary paper: the utilization of micro-expressions for deepfake detec-
tion, as these methodologies offer a reliable means of detecting subtle discrepancies
in synthetic media that are difficult for deepfake technologies to replicate accurately.

2.1 Introduction to Deepfake Technology and Its
Challenges:

The study paper titled ”Deepfake Technology in Corporate Cybersecurity: Emerg-
ing Threats and Defence Mechanisms” authored by Dr. Felix Hernandez examines
the advancing dangers posed by deepfake technology in corporate cybersecurity and
emphasises solutions for mitigation. The paper examines the progress in deep learn-
ing and generative adversarial networks (GANSs), which facilitate the production of
very realistic synthetic media, hence presenting risks such as identity theft, fraud,
and disinformation. It underscores the imperative of integrating automated detec-
tion methodologies, such as facial landmark analysis, lip synchronisation detection,
and micro-expression analysis, with human supervision for a resilient defence. The
report emphasises the necessity of adopting zero-trust models and multi-factor au-
thentication as preventive strategies. The article identifies possible opportunities
presented by deepfake technology, provided it is utilised properly, while also ad-
dressing the associated problems. The results emphasise the immediate necessity
for enterprises to prioritize awareness, readiness, and investment in sophisticated
cybersecurity systems.|[2]

Deepfake technology, driven by GANs and autoencoders, enables authentic face
swapping and reenactment, yet presents societal hazards due to potential mis-
use. The study conducted by Peipeng Yu et al.[15] classifies detection methodolo-
gies into general network-based approaches, temporal consistency techniques, and
artifact-based detection methods. CNN-based models such as XceptionNet demon-



strate efficacy; nevertheless, they frequently experience overfitting, which constrains
their generalisation across datasets. Temporal methodologies, including CNN-RNN
frameworks, proficiently identify motion discrepancies resulting from frame-by-frame
synthesis, akin to the motion-centric approaches employed in micro-expression anal-
ysis. Artifact-based methods, which emphasise the integration of boundaries and
discrepancies in head posture, show potential but face challenges due to advancing
manipulation capabilities. The paper emphasizes the value of multitask learning
and resilient training mechanisms for promoting detection generalisation and com-
petence. The merging of motion dynamics and temporal examination, employed by
micro-expression recognition, is an effective foundation in handling subtle deceit in
deepfake detection [26] [25]

2.2 Challenges in Deepfake Detection:

— In “Limits of Deepfake Detection: A Robust Estimation Viewpoint,”[1] Sakshi
Agarwal and Lav R. Varshney analyze the challenge posed by deepfake detection as
Generative Adversarial Networks become more realistic. The contributions of the
research consist of framing the detection problem as a hypothesis testing matter
anddemonstrating by means of rigorous statistical frameworks that in conditions
where GAN-generated distributions converge to the distribution of real data, detec-
tion error increases exponentially, particularly in the case of high resolution images.
With increasingly sophisticated GANs like StyleGAN inthe mix, more traditional
techniques relying on visual artefacts or temporal inconsistencies — for example, by
detecting warping or blinking anomalies — become less effective. Our researchhigh-
lights the limitations of existing approaches and advocates for adaptive, generalised
detection frameworks in tackling increasingly realistic deepfakes.

[20]

-In “Why DoFacial Deepfake Detectors Fail?” by Binh Le et al.,[21] the authors
highlight the shortcomings of current deepfake detection technologies, including pre-
processing differences, restriction to certain datasets,and insufficient generalisation
to unseen deepfakes. They show that scaling during preprocessing alters vital fea-
tures, generative noise can ruin detection, and shifts in datasets strikingly lower
performance as shown by a slide from 98% accuracy with models pretrained on
FaceForensics++ to roughly 52% accuracy onCeleb-DF. The study emphasizes the
importance of robust andgeneralized detection systems to keep pace with evolving
deepfake techniques. [24] [7] [4]

2.3 Advancements in Deepfake Generation:

- In ”Latent Flow Diffusion for Deepfake Video Generation,” Aashish Chandra K et
al. propose a novel deepfake generation approach with latent flow diffusion (LFD) to
improve temporal consistency and spatial accuracy in generated movies. The model
has an optical flow predictor that learns motion dynamics across frames in the latent
space, which offers temporally consistent deepfake movies. The approach employs a
double-transformer encoding block to align the target image’s spatial features with
the source video’s temporal dynamics and employs a 3D denoising diffusion model



to render video. The paper emphasizes the importance of optical flow in preserving
the original video’s motion continuity since it warps valuable temporal information.
Optical flow enables the model to integrate spatial and temporal characteristics, ad-
dressing issues with creating realistic facial expressions and movement in deepfake
movies. Benchmarks such as FaceForensics++ confirm the enhanced effectiveness
of the model in producing quality deepfake movies over baseline practices.[23] [17]

- 7 A Systematic Literature Review on the Effectiveness of Deepfake Detection Tech-
niques” by Laura Stroebel et al, reviews the techniques of deepfake detection system-
atically and reports the superiority of deep learning (DL) over traditional machine
learning in its feature extraction ability and detection rate. While these are steps
in the right direction, the study reports that traditional deep learning models are
diminishing in effectiveness when it comes to handling diverse real-world deepfakes.
Overreliance on biased data and limited diversity compromises the generalizability
of models, which do not generalize to novel data. The survey mentions future di-
rections, including the incorporation of audio-visual modalities, enhancing temporal
consistency modeling, and mitigating dataset biases to construct robust and scalable
detection mechanisms and “Deepfake Video Detection: Challenges and Opportuni-
ties” by Achhardeep Kaur et al. discusses prominent challenges in deepfake video
detection, including computational complexity, overwhelming dependence on data-
hungry models, and poor generalization performance across datasets. The paper rec-
ognizes the difference between image and video deepfake detection, where detection
in videos is more complex and includes temporal consistency analysis, with increased
complexity and computational overhead. The paper further recognizes that current
detection approaches are vulnerable to overfitting certain datasets, with low perfor-
mance reported in real-world settings. The authors propose hybrid approaches, with
frequency domain analysis incorporated in spatial-temporal modeling, for detecting
reliability and adversarial robustness and against advanced manipulations.|2] [27]

2.4 Detection Techniques and Methodologies:

- Ruben Tolosana et al.’s paper ”DeepFakes and Beyond: A Survey of Face Manip-
ulation and Fake Detection” classifies facial manipulation methods into four broad
categories: face synthesis from scratch, identity exchange, attribute modification,
and expression exchange. It explains how the recent developments in manipula-
tion algorithms, fueled by GAN-based methods such as StyleGAN, are outpacing
detection systems. Detection methods being investigated include convolutional neu-
ral networks, attention mechanism, and temporal analysis with special focus on
motion-based features such as optical flow to detect anomalies in tampered videos.
Simultaneously, micro-expression recognition research, such as that by Xiaobai Li et
al. 7 A survey of micro-expression recognition” [16], points to subtle facial movements
and temporal dynamics to detect subtle expressions. Both areas emphasize the need
to examine high-resolution spatial and temporal characteristics to enhance detection
performance. The applications of attention mechanisms and motion-based analysis
in both areas indicate a converging trend where the findings of micro-expression
research can enhance the flexibility and generalisability of manipulation detection
systems, especially for capturing subtle and evasive manipulations.[11] [20]



2.5 Adversarial Attacks and Datasets:

-The article "FaceForensics++: Learning to Detect Manipulated Facial Images”
by Andreas Rossler et al. presents a comprehensive dataset and benchmark for
identifying face alterations in photographs and movies. The dataset comprises ap-
proximately 1.8 million altered photos generated by four techniques: DeepFakes,
FaceSwap, Face2Face, and NeuralTextures, across diverse compression settings to
emulate real-world conditions. The research assesses various advanced forgery de-
tection techniques, concluding that deep learning models such as XceptionNet sur-
pass human capabilities and other methods in identifying manipulations, even with
significant compression applied. This dataset and benchmark seek to standardise
assessments and enhance the resilience of forgery detection techniques under actual
settings.[13] [14]

-The article "Making DeepFakes More Spurious: Evading Deep Face Forgery De-
tection via Trace Removal Attack” by Chi Liu et al. presents a detector-agnostic
assault technique known as the Trace Removal Attack, aimed at circumventing deep-
fake detection mechanisms.[5] The method aims to eradicate intrinsic identifiable
markers in deepfake images, including spatial anomalies, spectral discrepancies, and
noise fingerprints, which detectors commonly utilise to distinguish authentic from
fabricated images. The Trace Removal Network uses a generator and numerous
discriminators to concurrently eliminate traces across diverse domains, enhancing
deepfakes to closely mimic authentic images while maintaining visual integrity. The
suggested method markedly diminishes detection accuracy across six advanced de-
tectors, including those with strong defences, resulting in universal transferability
to unidentified detectors. The paper illustrates that the existing dependence on su-
perficial artefact detection is inadequate, emphasising the necessity for sophisticated
detection systems to combat such attacks.[22] -In the article ” AVA: Inconspicuous
Attribute Variation-Based Adversarial Attack Bypassing DeepFake Detection” by
Xiangtao Meng et al., the authors introduce a new adversarial assault technique
termed Attribute-Variation-Based Adversarial Attack (AVA). This technique imple-
ments subtle modifications to prominent features, including mouth position, hairdo,
and skin tone, within the latent space of DeepFake photos to evade detection algo-
rithms. In contrast to conventional pixel-level attacks, AVA alters semantic proper-
ties through Gaussian priors and a semantic discriminator to preserve naturalness
and remain imperceptible to human observers. The AVA assault was evaluated on
nine advanced DeepFake detection models, including commercial systems such as
Tencent and Baidu, successfully evading these detectors with a rate above 95%.
<empty citation> The approach exceeds current pixel-level adversarial attacks
in efficacy and visual quality. The article points out the susceptibility of spatial
and frequency-domain artefact-based detection methods, illustrating the necessity
for more powerful methods to counter attribute-level adversarial attacks. A hu-
man trial demonstrated that AVA-altered images are almost indistinguishable from
genuine images, raising serious privacy and security issues.[27] [9] [10]



2.6 Facial Landmark and Motion-Based Deepfake
detection

"Face Forgery Video Detection Based on Expression Key Sequences” by Yameng Tu
et al. introduces a novel approach to deepfake detection by utilizing facial expression
essential sequences rather than entire video sequences, significantly improving detec-
tion accuracy and computational efficiency. The method introduced here leverages
optical flow to obtain dynamic facial expression sequences. It records movement be-
tween consecutive frames to identify minute inconsistencies. Such precious sequences
are fed into a visual transformer-based spatio-temporal dual-branch inconsistency
detection network. The spatial branch engages focal self-attention to extract cross-
correlation features across expression areas. While the temporal branch uses optical
flow disparities to identify inconsistencies in face movement.Optical flow plays a
critical role by accurately extracting and highlighting dynamic changes in facial ex-
pressions, which are harder to synthesize without leaving forgery traces. It enables
the detection model to focus on motion dynamics, reducing computational redun-
dancy and improving reliability. The results that came from the Experiments on the
FaceForensics++ dataset show that this method decreases training and detection
time by 75% and 90%, respectively while outperforming state-of-the-art techniques
in accuracy. The study underscores the effectiveness of optical flow in capturing
subtle temporal inconsistencies, which are pivotal for detecting high-quality forg-
eries.[28]

-The article, ”"Deepfake Video Detection through Optical Flow Based CNN” by
Irene Amerini, presents a new approach for detecting deepfake films by examining
inter-frame motion discrepancies via optical flow analysis. This method, in contrast
to conventional frame-based approaches, employs motion vector fields produced by
optical flow (via PWC-Net) to capture the temporal irregularities typical of syn-
thetic videos. The flow fields are utilised as input for convolutional neural networks
(VGG16 and ResNet50) to perform binary classification (fake or real). Initial stud-
ies on the FaceForensics++ dataset demonstrate encouraging outcomes, especially
in detecting manipulations such as Face2Face, achieving accuracies over 81%.. This
method recognizes the promise of applying temporal dynamics to deepfake detection
and proposes avenues for future work, such as experimentation on larger data sets
and integration of frame-based approaches for improved performance.[22]

- The article, ”FAMM: Facial Muscle Motions for Detecting Compressed Deepfake
Videos Over Social Networks” by Xin Liao, proposes the FAMM model that uses
facial muscle motion features derived from geometric face landmark analysis for
detecting compressed deepfake videos. In contrast to conventional techniques that
concentrate on manipulation artefacts, FAMM detects false facial movements re-
sulting from temporal discrepancies in counterfeit movies. The framework employs
GRU and SVM classifiers to analyse inter-frame changes and temporal sequences,
utilising Dempster-Shafer theory for predictive fusion. Comprehensive trials on the
FaceForensics++ datasets illustrate FAMM’s resilience and superior efficacy in iden-
tifying compressed movies, even inside real-world social media contexts.|8]



- Hanqging Zhao has proposed a new method for detecting deepfake movies as a
detailed classification task in ”Multi-Attentional Deepfake Detection”. The model
applies multi spatial attention heads to pay attention to specific local areas of face
features, a texture enhancement block to magnify minor artefacts in shallow fea-
tures, and a bilinear attention pooling module to integrate fine-texture details with
abstract facial representations. The authors suggest a loss of regional autonomy to
improve the training of such a multi-attentional network in a manner that atten-
tion heads focus on disparate regions, and an attention-guided data augmentation
strategy to improve robustness. Benchmark tests on FaceForensics++, Celeb-DF,
and DFDC demonstrate the superior performance of the method, particularly for
combatting subtle and localised artefacts in deepfake detection.[18]

2.7 Motion-Driven Approaches for Micro- Expres-
sion Identification and Deepfake Detection

-In the article ”Main Directional Mean Optical Flow (MDMO) for Micro-Expression
Recognition,” Liu et al. (2015) introduced the MDMO technique, which utilises op-
tical flow to detect nuanced motion patterns in micro-expression identification. The
method segments the face into 36 regions of interest (ROIs) informed by facial action
units and calculates normalised motion statistics based on the predominant optical
flow direction in each region. This procedure significantly reduces computational
complexities while supporting the capacity to recognise subtle changes, rendering it
extremely efficient. The evaluation of the SMIC, CASME IT and CASME databases
shows that MDMO exceeded the conventional systems like LBP-TOP, indicating its
toughness in managing difficult situations, including variations in lighting and minor
head gestures. The procedure’s significance on motion dynamics deeply correlates
with recognising inconsistencies in deepfakes, where facial movement’s minute alter-
ations must be detected.[18]

-In the article ”Shallow Triple Stream Three-Dimensional CNN (STSTNet) for
Micro-Expression Recognition,” Liong et al. (2019) addressed STSTNet, a sim-
plified architecture designed for micro-expression recognition. This technique in-
cludes optical flow, optical strain and apex frame detection to recognise and test
slight facial deformity. The three-pathway system examines horizontal and vertical
optical flow and optical deformed components while capturing motion information
efficiently. Despite its superficial architecture, STSNEet achieves excellent perfor-
mance on benchmark datasets which include CASME II, SMIC and SAMM, reveal-
ing notable accuracy and recall metrics. The implementation of optical strain, which
signifies the scale of facial distortions also renders STSNet mainly functional for de-
tection of deepfake, where recognising subtle and complex facial changes is a must.[6]

-In the article ”Fuzzy Histogram of Optical Flow Orientations (FHOFO) for Micro-
Expression Recognition,” Happy and Routray (2017) introduced FHOFO to handle
the difficulties related with catching nuanced motion dynamics in micro-expressions.
FHOFO generalizes conventional histograms of motion vectors by fuzzification to
give a more continuous description of angular motion patterns sensitive to small
displacements and robust to variations of illumination and motion intensity. The



low computational cost of the method and its emphasis on directional motion en-
able micro-movements in facial areas to be efficiently analyzed. Comparisons of the
CASME, CASME II, and SMIC datasets revealed better accuracy than with con-
ventional methods such as LBP-TOP. The sophisticated motion representation in
FHOFO makes it a strong candidate for feature extraction in deepfake detection,
especially for identifying subtle direction discrepancies in faked videos.[3]

- Zhou et al. (2021) emphasized learning discriminative and salient motion-based
characteristics for recognition of micro expression in their paper ” Feature Refinement
(FR) Framework for Micro-Expression Recognition.”It uses optical flow features
between onset andapex frames to highlight motion change and refines expression-
specific features with attention driven learning. Considering also expression-specific
feature distillation and fusion, FR has been able to outperform the benchmarks,
CASME II, SMIC and SAMM. It offers a smaller architecture andattention ones,
which deliver computing efficiency while not compromising on high precision of
results. The attentiveness of this framework towards critical faces’ regions and
amplification of motion features indeed confirms its effectiveness in identifying slight
facial abnormalities and hence, bridgesthe gap-resided between micro-expression
recognition and deepfake detection.

2.8 Hierarchical Transformer Network (HTNet)
for Micro-Expression Recognition

The proposed HT Net, a Hierarchical Transformer-based Network for micro-expression
recognition exploiting the optical flow images,the facial region segmentation and the
hierarchical attention, is shown to outperform existing facial flow based approaches.
Micro-expressions aresubtle and transient, making them ideal targets for the action
model which focuses on the reconstruction of complex facial dynamics not captured
by conventional methods. HTNet Architecture — Grounded in the integration of
spatial and temporalinformation for the enhancement of the recognition performance
and is particularly fit for micro-expression analysis and deepfake detection tasks.[7]

2.8.1 Optical Flow and Kinematic Analysis

HTNet naturally leverages optical flow, which is amotion analysis technique that
calculates temporal and spatial frame differences. HT'Net highlightsthe most useful
motion information regarding micro-expressions by calculating optical flow maps
at the frame level between onset to apex frames. It also utilizes optical strain,
a derivative of optical flow, to measure the intensity and direction of small scale
motionvariations. These features give the three-dimensionalconfiguration of motion
dynamics in horizontal, vertical, and strain orientations. Fig. T7a shows that the
D&C-Rolsmethod is able to correctly identify the apex frame of the most expressive
micro-expression, with precise temporal synchronization. HTNet (Hybrid Terrestrial
Network) operates by segmenting significant facial regions namely the left eye, right
eye, left lip, and right lip, depending on landmarks provided by the MTCNN (this
faction involved in the mobility process). HTNet alleviates artifacts from unwanted
motions (e.g. background artifacts and headmovements) by segmenting optical flow
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maps into specific areas that only focus on local facial movements 14. By performing
this localisation, the model is able to investigate minute muscle distortions that are
critical to being able to identify micro-expressions.

2.8.2 Hierarchical Attention Mechanisms

HTNet uses hierarchical attention methods based on localised and global atten-
tion for feature extraction. Detail-oriented Attention (Second Bottleneck): Gathers
fine-grained details within each area of a single facial region, such as slight mus-
cular contractions and expansions. High Level Attention: Use Regional Attention
Lines (performed by concatenating p(Ai)+p(Bi)+... — p(R0)) to gather interactions
suchas moving eyes and mouth coordination to represent the dynamic of the whole
face. BlockAggregation: Merges smaller includes blocks of features to form bigger
representations that help the model merge local dependencies within a particular
context with global linkages between regions. Incorporating this hierarchical atten-
tion approach, HTNet can appropriately capture the subtle characteristics ofmicro-
expressions and the dependencies across facial regions, which further enhances its
ability to learn complex patterns.

2.8.3 Rationale for Employing Micro-Expressions in Deep-
fake Identification

Micro-expressions are involuntary and subtle facial movements that reveal true emo-
tions, and they can’t be faked. Thisis precisely the logical argument that could be
used to apply them to the identification of deepfakes. Most of the generated adver-
sarial network (GAN)-based models are charged withlearning the overall character-
istics of faces, and lack the sensitivity of micro-movements.

Traditional approaches to deepfake detection are contingent on the appearance of
visual artefacts, inconsistencies in time, or pixel anomalies which themselves don’t
perform too well as the quality of GANs evolves. Micro-expressions add one dimen-
sion of analysis that focuses on subtle, movement-based irregularities that aren’t
easily identifiable by artifact-based schemes.HTNet’s dependence on temporal dy-
namics and spatial attention makes it well-suited to leverage micro-expressions for
detecting deepfakes. HTNet captures anomalies in facial dynamics that are not
replicable by imitation models by inspecting temporal interactions between facial
areas.

Hierarchical Attention and Region-Specific Modelling The model, on a basic level,
finds localized features, such as slightcontractions or expansions of facial muscles in
each region of interest. It models interactions between facial areas, including the
synchronizationof lip and eye movements. Suchhierarchical representations allow
HTNet to identify both localised anomalies (e.g. abnormal eye twitching) as well as
global inconsistencies (e.g. uncoordinated movements across areas).
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2.8.4 Potential Application to Deepfake Detection

Deepfake videos seldom do agood job of reproducing the nuanced dynamics of human
facial expressions, especially micro-expressions. HTNet’s capability of modeling sub-
tle facial motions in conjunctionwith its region-specific attention mechanisms make
it a perfect candidate framework to tackle this limitation. Sharinga similar philoso-
phy of looking for consistency, HTNet provides a compelling and rational approach
to determine if the media is synthetic by exploring how facial regions interact with
each other and evolve over time through the existing relationships between these
regions. By utilizing optical flow and hierarchical modelling it captures thefine
grained details that are essential for detection establishing a connection between
micro-expression detection and deepfake images. [19]
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Chapter 3

Description of model

3.1 Introduction

In this research, we used HTNet for microexpression analysis and then detected
deepfake content through transfer learning and without transfer learning based on
the HTNet microexpression analysis. HTNet uses a hierarchical framework with
multiple levels and processes facial features at various scales. This design allows the
model to evaluate precise elements in small areas.

HTNet is designed with transformer layers and a block aggregation process, arranged
in a hierarchical structure. Thus, HT'Net consists of:

1. Transformer layers

2. Block aggregation process

Each transformer layer applies self-attention to individual image blocks, allowing the
model to capture fine-grained features in the lower layers. The block aggregation step
then combines smaller blocks into larger ones, enabling interactions between blocks
within the same layer and capturing broader, coarse-grained patterns. All blocks
within a single layer share the same set of parameters for consistent processing.
Finally, a Multi-Layer Perceptron (MLP) processes the final feature maps to classify
micro-expressions. This modular, hierarchical approach allows HTNet to effectively
extract and integrate features across different scales and levels of detail, enhancing
its performance in micro-expression recognition.

3.2 HTNet Architecture

The HTNet architecture processes input images through a hierarchical workflow
composed of three interconnected blocks, each responsible for distinct operations
that extract, aggregate, and classify features.

In the initial phase, the Patch Embedding Layer (Block 1) partitions the input
image, typically sized 224 x 224 x 3, into small patches of dimension P x P. Each
patch undergoes a linear projection to produce an embedding matrix X € Rv*"x¢,
where b is the batch size, n represents the number of patches (H x W/P?), and d
is the embedding dimension. To preserve spatial relationships, trainable positional
embeddings are added.
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Next, in Block 2 (Attention + MLP and Feature Aggregation), multiple Transformer
layers process the embeddings. Each Transformer layer includes Layer Normalization
(LN), defined as:

LN(2) = =57+ 8, (3.)
Multi-Head Self-Attention (MSA), computed as:

QK"
MSA(Q, K,V) =softmax [ —= | V, (3.2)
Vd
where Queries (@), Keys (K), and Values (V') are linear projections of the input
embeddings, and a Feed-Forward Network (FFN):

FFN(QS) = max((), xWi + bl)WQ + bs. (33)

Residual connections are integrated after each sub-layer to improve gradient flow
and training stability.

In the final stage, Block 3 (Deep Feature Extraction and Global Representation)
employs additional Transformer layers to capture deep hierarchical features and
global dependencies. Outputs from multiple attention heads are concatenated and
projected through a linear layer. Lastly, the aggregated representation X, € R?*?
is fed into a Fully Connected Classification Head Layer, which applies a softmax
activation function to generate class probabilities.

This hierarchical design, from local patch embeddings to deep global representa-
tions, allows HTNet to effectively extract multi-scale features and enhance micro-
expression recognition performance.

3.2.1 LayerNorm

This layer normalizes the inputs in a mini-batch.

y = e B X v+ (3.4)
VVar(z)+e

The formula is used to normalize the data by subtracting the mean and dividing
it by the standard deviation. This contributes to the stabilization of the training
process by ensuring that the inputs to the layers in the network have a mean of zero
and a standard deviation of one. The formula contains learnable parameters that
can be used to scale and shift the normalized data.
The custom implementation of LayerNorm standardizes the input across the channel
dimension. For normalization, the layer calculates the mean and variance of the
input features across the channel dimension. To shift the normalized output, it
uses learnable parameters gamma (gain) and beta (bias), which help stabilize the
learning process.

3.2.2 PreNorm

This layer ensures that the input to subsequent layers does not shift too much. This
is achieved by applying another function—in our case, a feed-forward layer—after
normalization to ensure stability and convergence. This layer essentially acts as
a wrapper module, where LayerNorm is passed to fn, which is a neural network
function.
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3.2.2.1 First Convolutional Layer

This layer expands the dimensions of the input data. It transforms the input feature
map from dim (number of channels in the input feature map) to dim x mlp_mult.
Here, mlp_mult is a multiplier that determines the expansion factor for the middle
hidden layer. The expansion allows the network to create a richer representation
of the input features, enabling the model to capture more complex patterns and
interactions within the data.

3.2.3 FeedForward Layer

This component of the transformer architecture contains multiple layers designed to
work within transformer blocks following the self-attention mechanism:

e First Convolutional Layer: This layer expands the dimensions of the input
data. The parameter mlp_mult determines the expansion factor for the middle
hidden layer, allowing the network to create a richer representation of the input
features, thereby capturing more complex patterns and interactions.

e Activation Function: The Gaussian Error Linear Unit (GELU) activation
function is used immediately after the first convolutional layer to introduce
nonlinearity.

e Dropout: A regularization technique used to prevent overfitting, applied after
the activation function.

e Second Convolutional Layer: This layer reduces the dimensionality back
to its original dimensions, processing each position independently.

e Second Dropout: Another dropout layer follows the second convolutional
layer to further prevent overfitting.

The primary function of this layer is to further process the output of the self-
attention mechanism. This network processes each position independently, enabling
more complex feature interactions at each position while applying non-linear trans-
formations to the data.

3.2.4 Attention Layer

This layer implements the multi-head self-attention mechanism, designed to cap-
ture dependencies across different parts of the input. The process involves a single
convolutional layer that divides its outcomes into three parts, often referred to as

Query, Key, and Value (Q, K, V):

¢ Query, Key, and Value Projections: These projections transform the
input features into a form suitable for computing attention scores.

e Scaling by Dimension: The attention scores are scaled by the dimension
of the keys to stabilize the gradients during training. This is mathematically
represented as:
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T

vy,

Scaled attention =

(3.5)

where dj, is the dimension of the keys.

e Softmax and Dropout: After scaling, a softmax function is applied to the
attention scores to obtain a distribution of weights across the input features.
A dropout layer is then applied to prevent overfitting by randomly omitting
certain elements from the output vector.

3.2.5 Aggregate Layer

The aggregate layer is a utility function that performs several operations to down-
sample the spatial dimensions of feature maps. This process prepares the data for
sequential processing by subsequent layers at a more abstract hierarchical level.

e Convolution Layer: This layer preserves or modifies the number of channels,
on average, by a factor of growth to capture more complex features.

e Normalization and Pooling Layer: Standard normalization is paired with
a pooling operation to reduce dimensions.

e Transformer Layer: This layer consists of a stack of attention and feed-
forward modules. It also adds positional embeddings to retain spatial infor-
mation.

3.2.6 HTNet Layer

HTNet is the full model architecture where images pass through a hierarchy of
transformer blocks:

e Patch Embedding: This step transposes the input image into a channel
token over larger dimensions, making it suitable for transformer-based pro-
cessing.

e Hierarchical Processing: The model utilizes several transformer blocks at
varied levels, followed by multiple aggregation steps to iteratively compress
the feature representation.

3.2.7 MLP Head

The final linear classifier in the architecture pools global features to make class
predictions.

3.3 Optical Map Extraction

To generate an optical feature map, identifying both the onset and apex frame in-
dices is crucial. Since micro-expression datasets already indicate the onset frame in-
dex, only the apex frame index needs to be determined from the video sequences. We
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use the D/C-Rolls method, a widely adopted approach in previous micro-expression
studies, which maps the relationship between the onset frame and facial moving
frames, enabling precise detection of the apex frame. As a result, optical flow fea-
tures are accurately extracted for micro-expression recognition tasks.
In this formula:

Zil hai X ha;

\/Zil h3; x Zf; h3;

BBB represents the number of histogram bins, hy; corresponds to the first frame, and
hg; refers to all frames excluding the first. The frame with the greatest difference in
ROIs is chosen, indicating the apex frame with maximum facial muscle movement.
Next, optical flow feature maps are created from the onset and apex frames. The
optical flow feature map can be mathematically expressed as:

d (3.6)

dx dy
V(z,y,t) = (u,v) = (E’ %) , xrye{l, 2., X}, yve{l,2,...,Y} (3.7)

X and Y denote the frame’s width (W) and height (H), respectively, and the optical
flow vector VW is represented as [V, V,]| < X, V,][V,,V,], with dimensions RW x
H +2R(W x H times 2)RW + H + 2. Our approach calculates variations in the
optical flow field, known as optical strain, by using first-order derivatives, which
measure the extent of facial displacement, revealing subtle facial movements crucial
for micro-expression analysis. By computing optical strain, we capture detailed
facial dynamics, enhancing micro-expression recognition accuracy.

Optical strain V2V _V2Z is calculated using partial first-order derivatives:
Vs + %’ V, = % + %

ox oy dy ox

representing variations in horizontal and vertical flow components. The final three-
dimensional optical flow feature map (Vm(V,,)(Vm)) combines horizontal, vertical,
and strain components [V,,V,, V2I/V,, y, V,]|/Vol/V2Z, with dimensions RWh +
3R * (W times H times 3)RW + H + 3.

Our model uses a region-specific approach, analyzing four facial areas—the left eye,
right eye, left lip, and right lip—instead of the full face. This targeted approach
reduces interference from background noise, such as flickering lab lights, during
recordings.

To extract facial-region optical flow maps from Vm/V;,, we use Multi-task Cascaded
Convolutional Networks (MTCNN) to detect facial landmarks in apex frames. From
Vm/V,,, we crop four region-specific optical flow maps: left-eye, right-eye, left-
lip, and right-lip feature maps. Each cropped feature map is half the size of the
full optical flow map, with dimensions W2 + H2 + 3 frac(W2)(2 times H2)(H2 +
2)times32W 42X + 2H3.

After extracting the four optical flow maps, we merge them and input the combined
features into HTNet for micro-expression recognition. A visual representation of the
entire process is provided in Figure 1.

V= (3-8)
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Figure 3.1: Model Architecture

3.4 Transformer Layer:

In this approach, the input optical flow image, sized H x W x 3, is divided into image
blocks with dimensions of P x P. After applying linear projection and partitioning,
each patch acquires a feature dimension of P x P x 3. These patches are then
flattened into an input tensor, represented as:

X c beannxd (39)

where H,, denotes the number of blocks per level, b is the batch size, n indicates the
sequence length, and:

(3.10)

Within each block, multiple transformer layers are utilized, with the number of
layers determined by the hierarchical level. Each transformer layer includes Layer
Normalization (LN), a Multi-Head Self-Attention (MSA) mechanism, and a Feed-
Forward Fully Connected Network (FFN).

To capture spatial relationships, a trainable positional embedding vector is added to
all sequence vectors in R?, encoding spatial and positional information effectively.
The transformer operations are defined as follows:

Y/ =Y+ MSA(LN(Y; ™)) (3.11)
Y =Y/ + FFN(LN(Y)")) (3.12)
Y;/iJrl — Y;iJrl + MSA(LN(Y;ZJA» (313)
Vit = Y[ FEN(LN () (3.14)
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where [ represents the block index within a hierarchy layer, and L is the total number
of blocks per hierarchical layer. The FFN comprises two layers, defined as:

max(0, zW7 + b)W, + b. (3.15)

In each block, the MSA mechanism processes the input X € R"™ % by generating
queries (@), keys (K), and values (V'), where n is the sequence length, and d is the
input dimension. Scaled dot-product attention is computed as:

QK"
MSA(Q, K, V) = softmax V. (3.16)
Vd
The LN operation normalizes each block using:
LN(z) = % oM+ B, (3.17)

where p is the feature mean, 0 is the feature standard deviation, ® represents
element-wise multiplication, and A and 3 are learnable parameters.

After the transformer layer, block aggregation is performed to merge outputs by
grouping every four small blocks into a larger block, consolidating feature represen-
tations.

3.5 Block Aggregation

The block aggregation mechanism in HTNet parallels several pyramid structures but
differs by employing local attention on individual image blocks rather than global
attention on the entire image. This local attention is crucial for capturing local-
ized facial muscle movements, essential for micro-expression recognition. HTNet
processes optical flow maps within each block independently, with block communi-
cation occurring during aggregation.

Specifically, block aggregation fuses local and global features: low-level aggregation
exchanges information among four facial regions—Ileft eye, right eye, left lip, and
right lip—extracting fine-grained features of facial dynamics. High-level aggrega-
tion broadens this exchange, capturing coarse-grained expressions. The optical flow
image size transforms from:

Xl c behxwxdl to Xl+1 c Rb><2h><2w><dl+1’ (318)

merging all regions into a single facial feature map:

X € R HXWxD. (3.19)

The block aggregation employs a 3 x 3 convolutional layer, Layer Normalization
(LN), and 3 x 3 max pooling. Initially, a 3 x 3 convolution merges partial features
into four blocks (2 x 2 each) for the key facial regions. A subsequent 3 x 3 convolution
exchanges information among these regions, reducing blocks to 1 x 1 and producing
full optical feature maps, which are then passed to an MLP for micro-expression
classification.

This hierarchical design captures multiscale facial features, enhancing micro-expression
recognition.

19



Application in deepfake detection

HTNet’s ability to capture subtle facial dynamics and regional interactions can be
applied to deepfake detection. By analyzing micro-expressions and optical flow
patterns, HT'Net can identify inconsistencies in facial movements that often appear
in deepfake videos. The transformer layers and block aggregation help differentiate
between authentic and manipulated facial expressions, making HTNet a valuable
tool for video forensics and security applications. To achieve this, we used both

transfer learning method and non-transfer learning method.
-'
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Figure 3.2: Transfer Learning Pipeline

The presented transfer learning architecture is designed for deepfake detection through
microexpression analysis. The system utilizes a deepfake dataset for fake samples
and a microexpression dataset for real samples, repurposing a model initially trained
for microexpression detection to identify deepfakes based on facial micro-movements.
First, input images undergo preprocessing: they are resized to 128 x 128 pixels
and normalized to the range [0,1]. The preprocessed images are then divided into
batches (e.g., Batch 1, Batch 2), denoted as:

X e behxwxc’ (3‘20)

where b is the batch size, h and w are image dimensions, and ¢ is the number of
channels.

Next, the images are passed through a pretrained model with frozen layers, which
include Transformer layers, patch embedding, and feature extraction modules. The
patch embedding splits each image into P x P patches and maps them to a D-
dimensional embedding space, producing:

Xemp € RV (3.21)

where n is the number of patches. Transformer layers apply multi-head self-attention
(MSA) defined as:
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QK"
MSA(Q, K, V) = softmax V, (3.22)
Vd
capturing spatial dependencies. Residual connections and layer normalization fur-
ther stabilize learning.
The output from the frozen feature extractor is input to a custom binary classifier.
The classifier, a fully connected neural network, maps feature embeddings:

Xfeat S RbXd (323)

to class probabilities using a softmax activation. The binary cross-entropy loss is

defined as:

L =—lylog(y) + (1 —y)log(1 — )], (3.24)

which measures classification accuracy.

This transfer learning approach leverages knowledge from microexpression detec-
tion to identify subtle facial anomalies indicative of deepfakes, enabling precise and
efficient deepfake detection.
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Chapter 4

Dataset

4.1 Data Description

Considering that we are discovering deepfake using microexpressions, we usedboth
the microexpressions data-set and the deepfake data-set — data that is useful for
our goal. We employ the existing datasetand the deepfake dataset for the microex-
pression dataset. Weuse Faceforensic++ dataset to collect deepfake.

4.1.1 FaceForensics+-+

Thisdataset contains 1000 original video clips, altered using computerized face edit-
ing techniques, Deepfakes, Face2Face, FaceSwap, and NeuralTextures. All of these
videos display a mostly frontalface that is not occluded and is fully trackable. It
means thatautomated editing tools can produce apparent fakes. [22]

We consider neural texturedataset from Faceforensic++ for our purpose of both
fake detection. Neural Textures are made by neural networks that capture complex
visual features of human faces such asskin texture, varying light sources, and facial
expressions. These images are trained using a real face video set, which can later
modifythe faces in other videos, without any detectable modifications.

Established microexpression datasetreflects our list of micro expression recogni-
tion dataset. Several important datasets areincluded in the evaluation of micro-
expression recognition for this Hierarchical Transformer Network paper [5]. Weran-
domly chose three datasets from our previous work, SAMM, CASME II, and CASME
I11.

4.1.2 Microexpression Dataset

e SAMM: 133 micro-expressions and 147 long videos from28 conditional par-
ticipants with frame-by-frame Action Units coding. Image crop to 28x28 pixel
at200 FPS

e CASME II: It contains 145 samples of 24 subjects with a frame rate of 200and
a resolution of 640x480 pixels, which are cropped to 28x28 for the experiments.

e SMIC: 164 samples from 16 subjects, videos weretaken per frame with 100
fps and resized to 28x28 pixels from 640x480 pixels.
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4.2 Data Preprocessing

A traditional method in the field of neural rendering is to utilize a collection of 26
longvideos that include neural texture derived from the FaceForensic++ deepfake
dataset. The videos are broken up into different episodes,with each episode labelled
based on the different microexpressions seen in the clip. Then, the OpenFace toolkit
— a very advanced baseline for facial behaviour analysis — is used to parse theseep-
isodes and split each into its individual image frames. The converted video allowsfor
extensive analysis of microexpressions by slicing the video into static images. This
enables you to analyze facial expressions andsubtle emotional cues frame by frame.

4.2.1 Facial Action Coding System and Action Units

Then we extract the facial feature using OpenFace tool which did Facial Landmark
DetectionHead Pose Estimation, Eye Gaze Tracking, Facial Action Unit Recogni-
tion, Feature Extraction. Facial Action Unit Recognition (FAU) is a fundamental
aspect of affective computing and facial expression analysis. It is based on recognis-
ing and decoding movements from the identifiable musculature groups in the face
— known action units (AUs). These AUs are included in the Facial Action Cod-
ing System (FACS), a systematic tool created by psychologists Paul Ekman and
Wallace V. Friesen in the 1970s. FACS is widely used in behavioral research to
characterize facial movement that is visually distinguishable[23]. Facial expression
based emotion detection-Affect is inferred from facial action units (AUs). These
AUs can then be utilized with technologies such as OpenFace which connects dis-
crete muscle movements with directly identifiable emotional states. This approach
involves collecting facial data, extracting features to identify Action Units (AUs),
and subsequently employing either rule-based systems or ML models to associate
(AUs) with emotions (for example, happy or angry) [9].

Emotion Action Units
Hapiness 6412
Sadness 144415
Surprise 1+2+5B+26
Fear 1+24+445+74204-26
Anger 44+-5+7+23
Contempt R12A+R14A

Table 4.1: Action Unit System

These action units are generated on facial landmarks on the basis of FACS. Each
detected facial movement is coded by assigning it to one or more AUs. These AUs are
further scored based on their intensity, which typically ranges on a scale from 0 (no
activity) to 5 (maximum activity). The intensity scoring is crucial as it reflects the
strength of the muscle contraction and hence the expressiveness of the emotion. The
recorded AU data can then be analyzed to interpret the subject’s emotional state,
detect subtle emotional responses, or study communication patterns. For instance,
certain combinations of AUs might indicate specific emotions like happiness (AUG:
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Cheek Raiser and AU12: Lip Corner Puller) or anger (AU4: Brow Lowerer and
AU23: Lip Tightener). A combination of AUs is used to recognize emotions. For
instance, a smile (AU6 + AU12) might indicate happiness, while furrowed brows
(AU4) and a lip press (AU24) might be associated with anger.

consider the detection and analysis of AU12 (Lip Corner Puller), which is associated
with smiling.

4.2.2 Onset,Apex,Offset

Detecting the Onset Frame, Apex Frame, and Offset frame is very important forus-
ing deepfake videos to predict microexpression [21]. The Onset Frame is the initial
detection of facial musclemovement, the Apex Frame indicates the highest point of
expression intensity, and the Offset Frame indicates the transition back to a neutral
expression. However, the most important reason to find OnsetFrame, ApexFrame
and OffsetFrame is to find the optical flow. It is the pattern of evident motion of
objects in the visual field based on the movement ofa camera (or observer) in a scene.
It is a 2D vector field Here each vector is the displacement vector which shows how
points on the original frameshift to the next frame.

take, for example, the detection and analysis ofAU12 (Lip Corner Puller), which is
correlated with smiling: An algorithm calculates a change of distance between two
points to the right or left of the lips. [It] is assumed that these points are known to
two reference vectors, and we label the positions of the points inthe neutral state pl
and p2, and in an expressed state, pl prime and p2 prime.

e Calculation:The mathematical expression for the movement might be Ad =
I} — vl = llp1 — pol|, where|| - || denotes the Euclidean distance between the
point.

e Thresholding: If AdAd exceeds a predefined threshold, it indicates signifi-
cant movement characteristic of AU12 activation.

4.2.2.1 Scaling

Size of AU12 activity can be scored on ascale (e.g., 0 to 5), indicating the range of
muscle activity detected. This can also be interpreted mathematically as Intensity=|k-
AdIntensity=[k-Ad|, where the variable k is a scaling factor that defines the distance
between locations in terms of intensity score

4.2.2.2 Integration with other AUs
AU12 Will Not Happens Alone: AU12 is not theone and only AU. AU12 also has

its own vocabulary, in the same way its companion AUs do, such thatthe presence
of AU12 or the intensity of AU12 (e.g. max intensity AU12 as AU12) with other
AUs like AU6 (Cheek Raiser) can signify different expressions (i.e. genuine smile vs
polite smile).
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4.2.3 Optical Flow

Optical flow is the observed motion of image objects in a visualscene caused by the
motion of the object or the observer, between two consecutive frames of a sequence.
It is a2D vector field. Here each vector is a displacement vector, which describes the
way a point moves from the first frame to the second frame. One of the assumptions
of opticalflow is that the pixel intensities of an object do not change from frame to
frame. Next, similar to neighbouringpixels, the mobility of neighbouring pixels.

Consider a pixel I(z,y,t) in the first frame (notice the addition of a new dimension,
time, ¢). Earlier, we were working with images only, so time was not considered.
Now, if the pixel moves by a distance (dx,dy) in the next frame taken after dt time,
we assume the pixel intensity remains unchanged, leading to the equation:

I(z,y,t) = I(x + dz,y + dy,t + dt) (4.0)

Taking the Taylor series approximation of the right-hand side, removing common
terms, and dividing by dt, we obtain the following equation:

where:
_of _of
fm_a_$7 fy_ 8y
_dr_dy
S VT

Above equation is called the Optical Flow Equation. In this equation, f, and f,
represent image gradients along the x and y directions, respectively. Similarly, f; is
the gradient along time. However, (u,v) is unknown. Since we have a single equa-
tion with two unknowns, this system is underdetermined. Several methods have
been proposed to solve this problem, one of which is the Lucas-Kanade method.

There exists various ways to create optical flow. Lucas Kanade method, denseflow,
Gunner farnbeck algorithm We specially chose gunner farnbeck algorithm since it is a
dense optical flow estimation method that estimates chance fields among consecutive
frames and It is optimized and appropriatefor actual time uses.

Comparison with Other Optical Flow Methods

Farnbeck Optical flow is best suited for microexpression videos, as we are using
videos which are converted into image frames later andthe speed is fast and low the

complexity. However for deepfake videos it more complex and complex so we use
RAFT.

4.2.4 Gunner-Farnebeck for Micro-expression

One example of a dense optical flow method is the Farneback algorithm. This
means that, unlike other methods that focus on specific features such as corners,
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Method Accuracy Speed | Complexity | Best Use Case

Farnebick Optical Flow | Low-Medium Fast Low Real-time, simple motion
Lucas-Kanade Low-Medium Fast Low Sparse feature tracking
DeepFlow High Medium High Dense motion with accuracy
TVL1 Very High Slow Very High | Robust deep learning-based flow
RAFT Very High Slow Very High | Best accuracy for complex scenes

Table 4.2: Comparison of Optical Flow Methods based on Accuracy, Speed, and
Complexity

it calculates the motion for every single pixel in an image. It uses a list of flow
vectors(dx/dt, dy/dt) to determine the optical flow’s magnitude and direction. Then
displays the flow’s angle (direction) by hue and magnitude (distance) via HSV
colourrepresentation value. The HSV value is set to themaximum of 255 for best
visibility. OpenCV has a function called cv2 which isused to investigate this dense
optical flow. calcopticalFlowFarneback.

gunnar-farneback algorithm

Optical Flow

CASME Il

Figure 4.1: Optical flow generation

4.2.5 RAFT

Unlike RAFT, which performed correlation by first mappingthe reference and pixel
features across space, making the whole process more structured and iterative, and
allowing it to better capture small facial deformations and inconsistencies. This is
important forspotting deepfakes; subtle differences in facial muscle movement and
expression change can be an indication of synthetic manipulation. Furthermore,
RAFT is more robust to variations in quadrant lighting, texture, and compression
artifacts that are often found in deepfake videos. This makes it a more reliable
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approach for motion-based feature extraction. The detection model can employ
RAFT to quantify the differences in facial movement from frame to frame, and spot
both abnormal motion patterns that deepfake generators have difficulty copying, as
well as how facial features move in 3D space across frames.

Cost GRU-

Volume Based Wrapping

and

Construct Recurrent .
Refinment

ion Unit

Cropped Images

Feature Extraction

RAFT

Optical Flow

Figure 4.2: RAFT optical flow

4.3 'TVL1 Optical Flow

The core of the TV-L1 optical flow method is based on minimizing an energy func-
tional that balances data fidelity and regularization. It employs an L; norm for the
data term, ensuring robustness against outliers, and total variation (TV) for reg-
ularization, which preserves motion discontinuities. The energy functional is given

by:

E(u):/Q|Vu1|+|VuQ|+)\|Il(x+u)—[O(x)| (A1)

where u = (uy,us) represents the optical flow field, and A controls the trade-off
between smoothness and data fidelity. To solve this, the problem is reformulated
using a convex relaxation:

1
Eg(u,v):/|Vu1|+|Vuz|+%|u—v|2+)\|ll(x+v)—Io(x)| (4.2)
Q

where v is an auxiliary variable that enables an alternating minimization scheme.
The minimization process consists of two steps:

1. Total Variation Minimization: With v fixed, the energy is minimized with

respect to u using a dual formulation inspired by the Rudin-Osher-Fatemi
model.
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2. Data Fidelity Update: With u fixed, v is updated by thresholding the
optical flow constraint.

For our findings we use multiple optical flow generation methods to find the best
suited result. We preprocessed both real and fake dataset and generated their optical
using all these three methods. The best result is then analyzed.

4.4 Data Analysis

Optical flow captures the movement of pixels between consequent frames, aiding in
the identification of natural facial movements vs manipulated ones. The flow distri-
bution of both real andfake videos are analyzed to see whether the deepfake models
will produce smooth and natural motion which is consistent with the human body
movement pattern.

By contrast, in real videos, the optical flow vectors adhere to natural muscle con-
tractions and exhibit continuous and smooth motion.

That would be sequential on digital basis but judiciously dynamic on human nu-
ances, hence, in the frame of deepfake videos, the gestures seem abruptly changed
or over-smoothened without the details of micro-expressions.

As deepfake videos usually lose micro-expression or have artificial jerky motion in
optical flow map, therefore it can be a way of detection.

In real micro-expressions, intensity rises gradually, groups of muscles move in syn-
chrony.

Deepfake videos frequently exhibit irregular strainpatterns, with facial muscles ap-
pearing either static or exaggerated in a way that seems unnatural.

4.4.1 Mean Optical Flow Magnitude (MOFM)

Mean Optical Flow Magnitude (MOFM) is a measurement of the averagedisplace-
ment of pixels. Similarly, MOFM values of deepfake videos are typically smaller,
which means facial motion isstiff and unreal.

4.4.2 Optical Flow Variance

It inspectsthe degree of pixel movement change in time. For natural emotions, the
variance in real micro-expressions is high and dynamic but with those fake facesmore
variance will lead to a smooth transition or lower variance in micro-expressions as
they accurately when in the lower.

4.4.3 Facial Action Unit (FAU) Correlation

By extracting FAUs using OpenFace you can compare the actual muscle movements
involved between real and deepfakevideos. Deepfake faces have incorrect FAU cor-
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relations, which makes them incapable ofreplicating real expressions.

Deepfakevideo seems unnatural due to pathological optical low which contradicts
reality and a lack of micro-expression. This is what makes optical flow-based micro-
expression analysis a robust approach foridentifying deepfakes. The hierarchical
attention model used by HTNetmakes it easy to detect differences in facial muscle
activity, paving the way to distinguish between deepfakes and real movies. Future
work should consider multi-modal methods, fusing lip-sync and audio basedanalysis
to boost detection performance.
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Chapter 5

Methodology

5.1 Methodology

5.1.1 Dataset Preparation and Preprocessing

5.1.1.1 Selection of Datasets and Optical Flow Generation

Micro-Expression Datasets:

e The generated optical flows are utilized to train the HTNet model for microex-
pression recognition.

e Farneback Optical Flow is utilized for micro-expression image frames due to
its efficiency in capturing small, rapid motions.

e Datasets:
— CASME II (Chinese Academy of Sciences Micro-Expression II): Approx-
imately 146 optical flows.
— SAMM (Spontaneous Micro-Expression Database): 163 optical flows.
— SMIC (Spontaneous Micro-Expression Corpus): 132 optical flows.
e The HTNet model uses these small datasets to run over 800 epochs for pre-
training in microexpression recognition. For deepfake detection, in case of real
dataset we use CASME II dataset containing 13685 optical flows determined

from cropped images as real dataset for the purpose of training and testing.
Training 80% and testing 20%..

Deepfake Dataset:

e RAFT (Recurrent All-Pairs Field Transforms) and TVL1 is used for deepfake
videos to achieve high-accuracy motion estimation across frames.

e FaceForensics++: Approximately 13685 optical flows for neural textures image
frames trated as fake dataset for the purpose of training and testing. Training
80% and testing 20%. The dataset is subsequently split equally into fake and
real datasets for transfer learning.

30



5.1.1.2 Hierarchical Region Extraction

e Local Feature Extraction: The face is segmented into distinct regions of
interest (eyes, lips, and nose) for both microexpression and deepfake images.

¢ Global Feature Extraction: The entire face is analyzed for discrepancies
between regions in both microexpression and deepfake images.

5.1.1.3 Normalization & Augmentation

e Resizing frames to 28 x28 pixels in alignment with HTNet requirements.

e Data Augmentation: Applies only to the deepfake dataset, including random
Gaussian blur, contrast adjustment, flipping, and rotation to enhance robust-
ness.

5.1.2 Preprocessing

e Optical Flow Calculation: Optical flow maps are generated for all frames
to capture the dynamic facial movements.

— Farneback algorithm for micro-expression datasets due to its efficiency in
detecting small, fast facial movements.

— RAFT, TVLI algorithm for the deepfake dataset for both original se-
quence(real) and neural texture(fake) to accurately capture detailed mo-
tions, especially in manipulated videos.

e Labeling: Frames are labeled based on the presence of micro-expressions or
indications of video manipulation.

e Data Augmentation: Includes random rotation, scaling, and horizontal flip-
ping to enhance model robustness against variations in video quality and pre-
sentation.

5.1.3 Deepfake Detection via HTNet Adaptation

e HTNet, originally designed for microexpression recognition by capturing subtle
facial muscle movements, is adapted to detect deepfakes. It is effective at
identifying temporal anomalies in microexpressions, which deepfake algorithms
often fail to reproduce accurately.

e The adaptation involves maintaining the learned microexpression characteris-
tics while tuning the model to differentiate between authentic and fabricated
films.

5.1.3.1 Freezing Pretrained Layers

e The base layers of HTNet, already trained on SAMM and SMIC datasets,
capture essential facial muscle movements and are kept frozen to prevent re-
training the entire model.

e Frozen Layers include:
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— Patch Embedding Layer (converts images into patches for processing).

— Hierarchical Transformer Blocks (apply local and global attention mech-
anisms).

Self-Attention and FeedForward Layers (sensitive to spatiotemporal changes
in facial expressions).

— Optical Flow Feature Extractor (detects motion discrepancies).

e These layers retain critical information on facial dynamics, reducing compu-
tational costs and enhancing model generalization.

5.1.3.2 Changing the Classification Head

e The original multi-class classification head of HTNet, designed to classify var-
ious microexpressions, is replaced with a new binary classification head for
deepfake detection (real vs. fake).

e Old Classification Head:

— Multiple output neurons for different microexpressions.

— Utilized softmax activation for classifying multiple emotional states.
e New Classification Head:

— A single output neuron for binary classification.

— Uses sigmoid activation to map predictions to a probability scale (0 to
1).
— Retains layer normalization for stable feature scaling.

— Includes a global average pooling layer to consolidate high-dimensional
features into a single vector for classification.
5.1.3.3 Unfreezing and Fine-tuning the Classifier Head

e Following the replacement of the classification layer, the model undergoes fine-
tuning, focusing exclusively on the new classification head while keeping the
pretrained layers frozen.

e This approach leverages the hierarchical transformer blocks that excel at cap-
turing informative microexpression features, allowing the model to adapt to
deepfake-specific traits without losing its microexpression recognition capabil-
ities.

e Unfrozen Layers:

— Dense layer (final output layer responsible for binary classification).

5.1.3.4 Adjusting the Loss Function

e The loss function shifts from Cross-Entropy Loss (used for multi-class classi-
fication) to Binary Cross-Entropy with Logits Loss, optimizing the model to
distinguish between real and fake videos.
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5.1.3.5 Optimization Strategy

e The final model configuration involves training only the last classification head
with a higher learning rate, while the frozen layers maintain a lower learning

rate to preserve the pre-trained features.

e The Adam optimizer is selected for its effectiveness in managing sparse gradi-
ents and dynamically adjusting learning rates, thus facilitating efficient learn-
ing of deepfake-specific features while retaining microexpression knowledge.

5.1.3.6 Strategy for Training and Fine-Tuning

e The model is fine-tuned on a balanced dataset of real and fake videos from the
FaceForensics++ dataset to avoid biases and enhance prediction accuracy.

e The microexpression datasets (CASME II, SMIC, SAMM) continue to be uti-

lized through transfer learning to further refine the model’s capabilities.

e The fine-tuning process involves several epochs, with hyperparameters contin-

uously optimized for accuracy, precision, recall, and F-score.

Approach

Non-transfer learning

Transfer Learning

Frozen Layers

No layers frozen

Patch embedding, trans-
former blocks, optical
flow extractor

Unfrozen Lay-

Entire model trained

Only the final classifica-

ers tion head is trained
Binary classification | Binary classification
Output Layer (real /fake) (real /fake)
Activation . .
Function Softmax Sigmoid
Loss Function | Cross-Entropy Loss E;I;:ry Cross-Entropy
.. Adam (standard learning Adam._ (higher %earn?ng
Optimizer rate for classification
rate)
head)

Training Ap-
proach

Train entire model from
scratch

Fine-tune only the final
classification head

Table 5.1: Comparison of Model Components for Deepfake Detection

5.2 Training Strategy

5.2.1 Transfer Learning/From-scratch learning

Both Pre-trained and not pre-trained models on micro-expression recognition are
adapted for the task of deepfake detection. This approach leverages learned spa-
tiotemporal representations to improve detection accuracy with reduced computa-

tional overhead.
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5.2.2 Fine-Tuning

The model is fine-tuned on a mixed dataset of real and deepfake images to adapt to
the specific characteristics of deepfake manipulations.

5.3 Model Training and Evaluation

5.3.1 Loss Functions and Optimizers

e A combination of cross-entropy loss for classification tasks and a custom loss
function is used to enhance the detection of subtle micro-expressions and ma-
nipulations.

e Optimizers such as Adam are employed for efficient backpropagation during

training.

5.3.2 Validation and Testing

e The model is validated using a split of the training data and tested on a
separate set of videos from FaceForensics++ to evaluate its performance across
different types of deepfakes.

e Performance metrics like accuracy, precision, recall, F1-score, and ROC-AUC
are calculated to assess the effectiveness of the model.

Model Training

1. Exhaustive Data Preparation and Preprocessing

Extracting Frames from High-Resolution Frames

For micro-expression recognition, videos from datasets such as CASME II, SAMM,
and SMIC are parsed into high-resolution images to retain important facial details.

Normalizations of Higher Levels

Normalizes each frame to ensure that the pixel values are mapped consistently,
accommodating variations in lighting conditions or differences in camera sensors.

Normalization Equation

The normalization of image pixels can be expressed with the following equation:

(5.1)
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Equation Explanation
e X - Original image pixel values.
e ;i - Mean pixel intensity across the dataset.

e o - Standard deviation of pixel values.

Purpose

Normalization ensures that the model receives inputs on a standardized scale, pre-
venting overemphasis on specific intensity values.

Contrast Adjustments and Histogram Equalization: These techniques fur-
ther enhance visibility by adjusting pixel intensity distributions, ensuring that subtle
expressions remain discernible.

CNN Feature Extraction Formula

The feature extraction in a Convolutional Neural Network (CNN) can be represented
by the following formula:

chn - fReLU (fBatchNorm (fconv (Xnorm))) (52)

Equation Explanation

e feonv — Applies convolutional filters to extract spatial features.
® fBatehNorm — Normalizes feature maps to stabilize and accelerate learning.

e freLu — Introduces non-linearity, enabling the model to learn complex patterns.

Purpose

This multi-step process enhances facial feature extraction, making the model more
robust to lighting variations and occlusions.

Dropout Layers

Dropout is a technique applied during the training of the model to randomly disable
neurons, effectively preventing overfitting and ensuring the model’s generalization
ability. This randomness helps the model avoid learning noise and specific details
that might not generalize well on unseen data.

Refined Optical Flow Calculation

Refined optical flow techniques are utilized to capture the temporal dynamics of
sequences by computing pixel movements across consecutive frames. This method is
particularly useful in recognizing patterns that evolve over time, making it invaluable
for applications such as video processing and dynamic scene analysis.
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Optical Flow Equation

The optical flow equation used to capture pixel displacement between consecutive
frames in a video sequence can be formulated as:

V' = OpticalFlow(X;, X¢11) (5.3)

Equation Explanation

e X;, X;y11 — Consecutive frames in a video sequence.

e IV — Optical flow vector field representing pixel displacement.

Purpose

Capturing motion vectors allows the model to analyze temporal changes, helping
detect micro-expressions based on minute facial movements. This process is essen-
tial for applications where understanding dynamics and subtle changes over time is
crucial.

5.3.3 Transformer-Based Deep Feature Integration

Multi-Head Self-Attention Mechanism: CNN-extracted spatial features are
processed using transformers to focus on the most relevant facial regions dynamically.

Self-Attention Formula

The self-attention mechanism in neural networks is represented by the following
equation:

. OKT
Attention(Q, K, V') = softmax Vv (5.4)
Vg

Equation Explanation

e () (Query) — Represents the feature vector being analyzed.
e K (Key) — Represents different feature vectors from the same image.
e IV (Value) — Stores original feature vector information.

e d; — Scaling factor for numerical stability.

Purpose

The attention mechanism assigns varying weights to different features, ensuring that
the model focuses on critical facial regions associated with micro-expressions.
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5.4 Robust Classification and Prediction

Dense Layers and Softmax Activation: The output of the transformer module
is fed into dense layers, culminating in a softmax function to predict the micro-
expression class. Softmax Classification Equation:

Softmax Classification Equation

The softmax function is used to compute the probability distribution across different
micro-expression classes. It is represented by the following equation:

Y = softmax(W;Zu + by) (5.5)

Equation Explanation

o Z,ut — Final transformed feature vector from the transformer.
o W, by — Weights and biases of the fully connected classification layer.

e Y — Probability distribution across micro-expression classes.

Purpose

Converts feature representations into class probabilities, enabling accurate ex-
pression classification.
Transfer Learning

Selective Parameter Inheritance

e The CNN layers are initialized with weights from a pre-trained model—trained
on general face recognition tasks—so that HTNet can benefit from represen-
tations already learned.

e A few layers could be reinitialized to allow them to learn the specifics of micro-
expression detection.

2. Fine-Tuning with Gradient Monitoring

Adaptive Learning Rate Adjustment

The model dynamically adjusts the learning rate based on gradient behavior to
ensure stable convergence and prevent overfitting.

3. Cross-Entropy Loss with L2 Regularization

The loss function incorporating cross-entropy and L2 regularization is given by:
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C
L= _ZY;rue,i log(Y;) +)\H9H2 (56)
=1

Equation Explanation

e ' — Number of micro-expression classes.

Yirue; — Actual label (one-hot encoded).

Y; — Predicted probability for class i.

A — Regularization strength.

|10]]> — Sum of squared model parameters.

Purpose

The first term measures prediction accuracy, while the second prevents overfitting
by discouraging excessively large weights.
4. Comprehensive Evaluation and Iterative Refinement

Continuous Performance Evaluation

e The model undergoes rigorous validation, where its performance is continu-
ously monitored on unseen data.

o If overfitting is detected, early stopping and additional regularization tech-
niques (e.g., dropout) may be applied.

e Feedback from these evaluations is used to iteratively refine model parameters.
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Chapter 6

Result

The best result was achieved using TVL1 optical flow for both real and fake datasets.
We used the original sequence from FaceForensics++ for the real dataset and the
neural texture from FaceForensics++ for the fake dataset. The HTNet model was
run without the pretrained weights for micro-expression recognition. In the compar-
ative analysis section, we will discuss the reasoning behind this choice and demon-
strate how using pretrained weights produced different results.

Convergence Curve
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Figure 6.1: Convergence curve of HI'Net during training.

The convergence curve shows a steady decrease in training and validation loss. It
means that the model is learning effectively. The validation loss follows a similar
trend as the training loss.
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Performance Metrics of HTNet

Overall Accuracy Over Time
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Figure 6.2: Accuracy Curve of HTNet

The accuracy stabilizes around 91-92%. Itshows that the model can differentiate be-
tween real and deepfake with relatively high accuracy. The fluctuations are expected
due to the complexity of the dataset.
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F1l-score Over Epochs
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Figure 6.3: F1 Score Curve of HTNet

The F1 Score stays between 0.8 and 0.91. It Balances precision and recall. A stable
F1 score suggests that the model maintains a good tradeoff between identifying
deepfakes and minimizing false positives.
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Precision Over Epochs
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Figure 6.4: Precision Curve of HTNet

Precision remains within the range of 0.8 to 0.91 . It indicates when the model
indicates a deepfake, its correct most of the time. Higher precision means fewer
false positives, which is beneficial for reducing incorrect deepfake detections.
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Recall Over Epochs
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Figure 6.5: Recall Curve of HTNet

The recall score fluctuates between 0.8 and 0.9 . It means the model is capable of

detecting deepfakes but occasionally misses some. The interpretation suggests that
more training data or fine-tuning could further improve recall.
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Train Loss Over Epochs
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Figure 6.6: Recall Curve of HTNet

The training loss continuously decreases over the epochs. It shows that the model
is effectively learning from the data. This confirms that the optimization process is
working well, and the model is reducing prediction errors.
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Confusion Matrix of HTNet
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Figure 6.7: Confusion Matrix of HTNet Model

subsection*Confusion Matrix Analysis The confusion matrix provides the following
classification results:

e True Negatives (TN): 349 (Correctly classified real images)

e True Positives (TP): 339 (Correctly classified deepfakes)

e False Positives (FP): 41 (Real images incorrectly classified as deepfakes)
e False Negatives (FIN): 31 (Deepfakes incorrectly classified as real)

The relatively high true positive and true negative values indicate that the model

performs well. However, reducing false negatives could further improve its ability
to detect deepfakes more accurately.
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Chapter 7

Comparative Analysis

7.1 Comparative Performance Analysis of Differ-

ent Approaches for Deepfake Detection

Category Approach 1 (FI- | Approach 2 Approach 3 Approach 4
NAL)

Accuracy 91%-92% 95%-100% 98%-100% 57.4%-56.5%

F1 Score 0.80 - 0.91 0.96 - 1.00 0.95 - 1.00 0.96 - 0.99

Precision 0.80 - 0.91 0.91 - 1.00 1.00 - 1.00 0.93 - 0.96

Recall 0.80 - 0.90 0.965 - 1.00 0.990 - 1.00 0.997 - 0.996

Model Perfor- | Good Poor Poor Very poor

mance

Generalization Good Overfitting Overfitting Underfitting

Transfer Learning | Not Applied Applied Applied Applied

Pre-trained Accu- | N/A 86% 86% 86%

racy

Inference Time | Very High Very High Moderate Moderate

(Optical Flow)

Regularization
Techniques

Batch Dropout, Fu-
sion Model

Batch Dropout, Fu-
sion Model

Batch Dropout, Fu-
sion Model

Batch Dropout, Fu-
sion Model

Real Dataset

FaceForensics++
Original Sequence

CASME II, SMIC,
SAMM Combined

CASME 11, SMIC,
SAMM Combined

CASME II, SMIC,
SAMM Combined

Fake Dataset FaceForensics++ FaceForensics++ FaceForensics++ FaceForensics++
Neural Textures Neural Textures Neural Textures Neural Textures
Optical Flow Using TVL1 Using TVL1 Real (Using Gun- | Real(Gunner
ner Farnebdck) & | Farneback) &
Fake (Using TVL1) | Fake(Raft)

Table 7.1: Comparative Analysis of Different Approaches

Approach 1: This is our final approach, which does not utilize transfer learning;
therefore, no pre-trained weights were employed. Instead, the HTNet model was
applied directly to our dataset.
extracted from the original FaceForensics++ sequences, while for the fake dataset,
neural textures from FaceForensics++ were utilized. The dataset comprises approx-
imately 1,900 samples, with an 80%—20% split for training and testing, respectively.
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Optical flow was generated using TVL1 for both the real and fake datasets.

Approach 2: This approach utilizes transfer learning; hence, pre-trained weights
were employed. The HTNet model was applied as described in the transfer learn-
ing section of Chapter 5 in our report. For the real dataset, optical flow features
were extracted from a combination of the CASME II, SMIC, and SAMM datasets,
while for the fake dataset, neural textures from FaceForensics++ were utilized. The
dataset comprises approximately 1,900 samples, with an 80%-20% split for training
and testing, respectively. This approach exhibits a clear overfitting issue. Optical
flow was generated using TVL1 for both the real and fake datasets.

Approach 3: This approach also utilizes transfer learning, employing pre-trained
weights. The HTNet model was applied as described in the transfer learning section
of Chapter 5 in our report. For the real dataset, optical flow features were extracted
from a combination of the CASME II, SMIC, and SAMM datasets, while for the
fake dataset, neural textures from FaceForensics++ were utilized. The dataset com-
prises approximately 1,900 samples, with an 80%-20% split for training and testing,
respectively. This approach also exhibits overfitting. Optical flow was generated
using the Gunnar Farnebéack method for the real dataset, while TVL1 was used for
the fake dataset.

Approach 4: This approach also utilizes transfer learning, employing pre-trained
weights. The HTNet model was applied as described in the transfer learning section
of Chapter 5 in our report. For the real dataset, optical flow features were extracted
from a combination of the CASME II, SMIC, and SAMM datasets, while for the fake
dataset, neural textures from FaceForensics++ were utilized. The dataset comprises
approximately 27,370(half of which is for real and another half for fake) samples,
with an 80%-20% split for training and testing, respectively. This approach exhibits
underfitting. Optical flow was generated using the Gunnar Farneback method for
the real dataset, while RAFT was used for the fake dataset.

7.1.1 Analysis

In this section, we analyze the performance of four distinct approaches for deepfake
detection, evaluating key performance metrics such as accuracy, F1 score, precision,
recall, model performance, and generalization ability. The approaches also differ in
terms of dataset usage, transfer learning application, and optical flow generation
methods.

Approach 1: No Transfer Learning

The performance of Approach 1 is deemed good, as it achieves an accuracy of 91%-
92%, with F1 scores ranging from 0.80 to 0.91. Precision and recall are also within
the range of 0.80 to 0.91 and 0.80 to 0.90, respectively. The model generalizes well
and demonstrates good performance, without overfitting or underfitting. However,
the inference time for optical flow generation is high due to the complexity of the
process.
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Approach 2: Transfer Learning with Overfitting

The performance of Approach 2 is relatively poor, as it exhibits overfitting. The
accuracy is higher, ranging from 95% to 100%, with F1 scores between 0.96 and
1.00. Precision and recall are also high (ranging from 0.91 to 1.00 and 0.965 to 1.00,
respectively). However, the model generalization is weak, leading to overfitting. The
pre-trained accuracy is 86%, and the inference time is relatively low compared to
other approaches.

Approach 3: Transfer Learning with Overfitting and Improved Optical Flow Gen-
eration

While Approach 3 shows slightly improved performance in terms of F1 scores, which
range from 0.95 to 1.00, the model still suffers from overfitting, leading to poor gen-
eralization. Accuracy ranges from 98% to 100%, and precision and recall are also
high (1.00 and 0.990 to 1.00, respectively). Like Approach 2, this approach also
has a low inference time for optical flow generation, but the generalization ability
remains a significant concern.

Approach 4: Transfer Learning with Underfitting

The performance of Approach 4 is considered very poor, with accuracy ranging from
57.4% to 56.5%, F1 scores between 0.96 and 0.99, and precision and recall ranging
from 0.93 to 0.96 and 0.997 to 0.996, respectively. The model suffers from underfit-
ting, leading to suboptimal performance. Inference times for optical flow generation
are moderate, and regularization techniques such as batch dropout and fusion mod-
els are still employed.

Conclusion

From this analysis, it is clear that higher accuracy and performance metrics do not
necessarily equate to better real-world applicability, especially when generalization
is compromised. Approach 1, although not achieving the highest accuracy, provides
a more reliable solution with good generalization and moderate inference time. On
the other hand, Approaches 2 and 3 demonstrate high accuracy and performance but
suffer from overfitting, rendering them less practical in dynamic, real-world settings.
Approach 4, though using a larger dataset, suffers from underfitting, making it
the least effective among the tested models. Future improvements should focus
on optimizing model generalization, enhancing training with better regularization
techniques, and considering inference time for real-time deepfake detection.
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Chapter 8

Observation and Discussion

Observation

The confusion matrix shows that the model classifies positive and negative cases
fairly accurately. However, there are some misclassifications that require attention:

e False Negatives (31) - The model sometimes misses positive cases, which is
a risk for real-life applications that require precise detection.

e False Positives (41) - Some are wrongly classified as deepfakes.

Although the model is highly accurate, these errors suggest that it may not fully cap-
ture certain subtle aspects of the data, leading to occasional incorrect classifications.

Training Performance: A steady improvement is observed from the training met-
rics. Both training and validation loss decrease, indicating no major overfitting. The
precision and recall values slightly fluctuate, suggesting that the model’s accuracy
in distinguishing true positives and avoiding false positives varies with different test
samples. However, the convergence curve confirms that the model is learning effec-
tively, with minimal gaps between training and validation losses. This signifies that
the model generalizes well without overfitting.

While false negatives and false positives highlight areas for improvement, the model
successfully identifies meaningful patterns. Refining decision boundaries could fur-
ther improve classification accuracy. The model performs well, and its consistent
loss reduction and stable evaluation metrics confirm a strong foundation for future
optimizations.
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Discussion

Detecting Deepfakes Using Micro-Expressions and HTNet

In this work, we propose an effective deepfake detection strategy leveraging micro-
expressions and the Hierarchical Transformer Network (HTNet). Tradi-
tional detection methods, such as pixel differences, unnatural blinking, and facial
misalignment, are becoming ineffective as deepfake generation techniques advance.
Our approach focuses on micro-expressions—brief, involuntary facial movements
closely tied to human emotions. Since existing deepfake models struggle to replicate
these expressions accurately, they provide a powerful cue for detection.

HTNet’s Advantage in Identifying Deepfakes

HTNet was chosen for its ability to analyze subtle facial movements. Unlike conven-
tional deepfake detection methods, which primarily examine pixel inconsistencies,
HTNet studies the temporal dynamics of facial expressions by:

e Segmenting the face into distinct regions (eyes, lips, cheekbones).
e Analyzing localized micro-movements.
e Tracking how these regions move in coordination over time.

By applying hierarchical attention mechanisms, HTNet can focus on both individ-
ual muscle movements and overall facial motion patterns, making it highly
effective in deepfake detection.

Baseline and Training Performance

The training results demonstrate that HTNet effectively learns and improves:
e Both training and validation loss steadily decrease.

e The model stabilizes with accuracy between 90%-92%, which is strong
given the complexity of deepfake detection.

e Precision and recall vary slightly, indicating that HTNet performs better
on some deepfakes than others.

These findings are further supported by the convergence curve, which shows con-
tinuous loss reduction without signs of overfitting. The small gap between training
and validation losses confirms that HTNet generalizes well to unseen deepfake videos.

Why Micro-Expressions Help Detect Deepfakes

One key insight from this study is that deepfake models struggle to generate authen-
tic micro-expressions. Unlike traditional methods that rely on visible artifacts,
our approach leverages facial muscle behavior under emotional stimuli. Since
micro-expressions are nearly impossible to fake, deepfake algorithms fail to replicate
them accurately. HTNet enhances detection by:
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e Performing region-specific analysis, dividing the face into multiple areas.
e Studying how facial muscles work together naturally.
e [dentifying unnatural movement patterns indicative of deepfakes.

These aspects give HTNet an edge over conventional deepfake detection techniques

that rely solely on pixel-based features.

Challenges and Areas for Improvement

Despite HTNet’s strong performance, there are limitations:
e False Negatives: Advanced deepfake models can still evade detection.

e Generalization Issues: The model performs well on CASME II, SAMM,
and FaceForensics++, but real-world deepfakes may differ significantly from
training data.

To improve generalization and robustness, future research should:
¢ Expand datasets to include newer deepfake variations.

e Fine-tune HTNet to enhance its ability to detect emerging deepfake tech-
niques.

e Explore hybrid models that combine micro-expression analysis with audio
and lip-sync detection.

HTNet demonstrates significant potential in deepfake detection by leveraging micro-
expressions. The results indicate that analyzing facial muscle dynamics provides a
unique and effective approach for identifying manipulated content. Future improve-
ments, such as incorporating more diverse datasets and hybrid detection methods,
will further strengthen HTNet’s ability to combat increasingly sophisticated deep-
fake techniques.
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Chapter 9

Conclusion

This study presents an efficient approach for deepfake video detection through micro-
expressions with an HTNet. In contrast toolder methods that look for mismatches
in pixels, face alignment errors or unnatural blinking, this method searches for sub-
tle, involuntary facial gestures that naturally accompany the expression of emotions.
These micro-expressions are extremely difficult to fake,as they are processed by the
human brain and last just under a second. Results indicate that HTNet can recog-
nizeinconsistent expressions which in the end helps to know whether given video is
real or fake. Its regularization allows itto accurately label most real and fake videos
that solidifies it as a powerful tool for deepfake detection. But a few truly high-
quality deepfakesstill evade detection, meaning that the model requires additional
fine-tuning. A big benefit of this approach is that micro-expressions are closely tied
to actual emotions,so Al-generated faces have far more difficulty generating these
credibly. HTNet has some drawbacks, such asextremely realistic deepfakes that are
difficult to detect, as well as an absence of diverse datasets to ascertain that the
model works with different varieties of deepfake videos. In the future, the model
can be made more robust by training it on more varyingdeepfake examples, enhanc-
ing it to detect low-level deepfake inconsistencies and integrating it with different
approaches such as voice analysis and lip-sync analysis. Micro-expression decep-
tion thereforerepresents a new perspective and an important evaluation method for
deepfake materials.
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