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Abstract

While Bangladesh is advancing with its “Digital Bangladesh” initiative, the success
of e-government platforms in transforming public service delivery greatly relies on
how such platforms are accessible and usable by all citizens, ranging from novice to
proficient in digital skills. However, significant usability challenges for users with
limited digital literacy create a digital divide that undermines the inclusivity and
effectiveness of these platforms. This research explores the various usability chal-
lenges faced by users with limited digital proficiency, revealing the underlying factors
contributing to these challenges and finally proposing solutions to promote inclusiv-
ity and bridge the digital divide. By incorporating a mixed-method approach like
questionnaires, interviews, and heuristic evaluation, it seeks a deeper understand-
ing of user experiences on those platforms. Data collection involved 293 survey
respondents, 9 administrative interviews, and 19 mediator interviews. Through
comprehensive data analysis, the study discovers a range of infrastructural and or-
ganizational challenges faced by users across the four selected e-service platforms.
Notably, the analysis also unveils the underlying reasons for the prevalence of me-
diators, which emerged as a critical aspect of users’ coping mechanisms against the
challenges. It reveals that high dependency on mediators stems from limited digital
literacy, navigation struggles, infrastructural barriers, and user impatience. These
findings put additional emphasis on user-centric design enhancements to mitigate
these challenges. Thus, this study draws from global best practices to offer practical
design solutions that enhance user experience and digital inclusion in Bangladesh’s
e-government services.

Keywords: E-Government Usability, Accessibility, Digital Literacy, User-Centered
Design, Digital Inclusion, Heuristic Evaluation
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Chapter 1

Introduction

E-government has become an important factor in the last few years for modernizing
governance and the delivery of public services. Digital platforms will allow the
government to deliver services much more efficiently because not only will it provide
transparency, but it will also eliminate a lot of administrative delays [77]. To obtain
public information online, the “Digital Bangladesh” initiative provides citizens with
access to several services, such as the National Portal of Bangladesh [7], Online
Birth and Death Registration [12], E-Passport and E-Visa Systems [55], Online Tax
Services [16], Digital Land Records System [8], Mobile Financial Services (Bkash
[5], Rocket [19], Nagad [45]), and many more. Digital Bangladesh is an initiative
that aims at modernizing the country through the use of technology, considering E-
government as a key component. The E-government system in Bangladesh plays a
vital role in achieving the goals of Digital Bangladesh. It involves the digitization of
government services, which includes developing online portals, mobile applications,
and digital infrastructures to make public services more accessible, transparent, and
efficient.

Despite this advancement, the issue of usability is still a very real concern, par-
ticularly among people with limited digital literacy, as e-government services hold
many promising areas. The term ‘Digital Literary’ refers to the ability to use digital
tools and technologies effectively to find, analyze, evaluate, create, and communi-
cate information. Digital literacy is a main concern for the citizens to be able to
fully utilize e-government services. Enhancing digital literacy is vital for ensuring
that all citizens can fully engage with and benefit from E-government services by
contributing to a more inclusive and equitable digital landscape in Bangladesh.

1.1 Problem Statement

Bangladesh’s push towards digitizing government services through e-government
platforms, initiated in the early part of this century, aims to enhance usability and
efficiency [47]. However, these initiatives require further improvement, particularly
in terms of usability for users with limited digital literacy. A substantial portion of
the population needs help navigating these digital platforms due to complex inter-
faces, unclear instructions, and insufficient support systems [66]. This digital divide
not only limits access to essential public services but also increases social exclusion,
as those with limited digital skills are unable to fully benefit from e-government
services. The lack of technological skill is a critical barrier, preventing effective in-



teraction with these platforms and obstructing the overall success of e-government
initiatives. Addressing these usability issues is crucial to ensuring that e-government
services are inclusive and accessible to all citizens, regardless of their digital adept-
ness levels. This research aims to explore the specific usability challenges faced by
users with limited digital literacy in Bangladesh and to provide insights and recom-
mendations for improving the design and functionality of e-government websites. By
doing so, the study seeks to bridge the digital divide and promote digital inclusion,
ensuring that all citizens can access and benefit from government services online.

1.2 Research Objective

While the government of Bangladesh is trying to digitalize many of its services via
e-government portals, many users with limited digital skills and knowledge are hav-
ing a hard time using these services because of complicated interfaces, there are
no clear instructions, and no real support. This digital divide restricts access to
essential public services. Overcoming these usability hurdles is the main key to the
success of e-government projects. The main purpose of this study is to define what
exactly those barriers are for users with low digital literacy and also to give some
design and accessibility suggestions that can be used for e-government sites to en-
courage digital inclusion.

To enhance the effectiveness and inclusivity of e-government services in Bangladesh,
this research aims to systematically evaluate the usability of these platforms. The
following goals will be emphasized to develop user-centric design improvements and
provide policy recommendations to promote digital inclusion:

1. Assess E-Government Websites:

o Usability Evaluation: Examine the usability of selected e-government
websites to identify design and functionality issues that hamper user in-
teraction.

2. Identify and Address User Challenges:

e User Challenges: Investigate specific challenges faced by users with
limited tech skills, such as navigation difficulties and comprehension is-
sues.

e Digital Literacy Influence: Explore the role of digital literacy in the
effective use of e-government websites and its impact on user experience.
3. Analyze User Satisfaction and Engagement:
« Impact on Satisfaction: Examine how usability issues affect user sat-
isfaction and engagement with e-government services.

e Privacy and Security Concerns: Investigate user concerns regarding
privacy and security and their impact on trust and usage.



4. Compare with Global Best Practices:

e« Benchmarking: Compare the usability of Bangladeshi e-government
websites with global best practices to identify areas for improvement.

5. Develop Recommendations:

e Design Improvements: Propose user-centric design improvements based
on best practices to enhance usability for users with limited digital ex-
pertise.

« Policy Recommendations: Offer policy recommendations to govern-
ment agencies to improve website usability and promote digital inclusion.

By obtaining these goals, the research will contribute to a more accessible and user-
friendly e-government infrastructure in Bangladesh. The insights gained will guide
the development of strategies to improve website design and functionality, ultimately
enhancing user satisfaction and engagement. This will bridge the digital divide and
support the broader vision of a Digital Bangladesh, ensuring that all citizens can
benefit from efficient and transparent government services.

1.3 Research Questions

The research will address mainly the following questions:

« RQ 1: What usability challenges do users with limited digital literacy face
while interacting with e-government websites in Bangladesh that obstruct
them from completing key tasks successfully?

« RQ 2: How can the usability of the E-government websites in Bangladesh be
improved, keeping digital literacy levels in mind?

To address the research questions, we used a mixed-methods approach, combining
ethnographic observations, interviews, surveys, and heuristic evaluations to explore
users’ experiences with limited digital literacy on the four e-government websites:
e-Passport[55], Bangladesh Road and Transport Authority Service Portal (BRTA
BSP) [1], NID [78], Railway Sheba [76]. Data collection was carried out over two
months, from November 2024 to January 2025, with a diverse group of participants,
including mediators, administrative officials, and users of these websites. We col-
lected quantitative data through surveys and qualitative insights from the interviews
and observations. Statistical and thematic analyses [67] of the data identified key
challenges and informed recommendations for improving these services. Addition-
ally, a heuristic evaluation of the platforms was conducted, further validating the
findings. We followed ethical guidelines throughout the research, including informed
consent, confidentiality, and participant anonymity.

This paper is unique as it focuses on a specific and under-explored demographic—users
with limited digital literacy—in Bangladesh’s E-government usability context. Most
of the existing research addresses general usability challenges but this study focuses
on the unique difficulties faced by these users, who are lagging behind in using E-
government websites due to poor design and non-intuitive navigation. This paper



highlights several key aspects that contribute to its uniqueness and relevance, par-
ticularly in addressing the usability challenges faced by users with limited digital
literacy within Bangladesh’s E-government framework.

The study also emphasizes on Bangladesh’s specific socio-economic and technologi-
cal context, ensuring that the proposed solutions are highly relevant to the country’s
digital infrastructure and diverse socio-economic landscape. By emphasizing digital
literacy as a key factor, the paper explores how varying levels of technological skills
impact usability, offering solutions that cater to users with differing competencies.

A notable contribution of this paper is its user-centric approach, which offers tai-
lored design solutions, such as simpler interfaces, the use of visuals, and auditory
cues—that directly address real-world issues rather than relying on generalized de-
sign theories. Ultimately, this research brings out the connection between improved
web usability and bridging the digital divide, showing how enhanced accessibility
to E-government services can foster digital inclusion and make these services more
available to underprivileged groups, thereby contributing to Bangladesh’s broader
agenda of digital empowerment. Other key contributions include:

o Focused Exploration of Usability Challenges: The paper upholds the
specific usability difficulties faced by users with limited digital literacy when in-
teracting with E-government websites, a demographic often underrepresented
in research.

« Emphasis on the Needs of Low Digital Literacy Users: It provides in-
sights into how low digital literacy affects these users’ ability to access essential
government services, highlighting the unique challenges they face.

o User-Centered Analysis: Through a user-focused approach, the study iden-
tifies key design and accessibility barriers that impact the usability of E-
government platforms for this demographic.

e Proposes Practical Solutions: The research offers practical recommen-
dations for improving usability, specifically in Bangladesh’s socio-economic
context and digital infrastructure.

« Bridging the Digital Divide: By advocating for easy-to-use and accessible
E-government platforms, the paper supports digital inclusion efforts, making
government services more accessible to users with diverse skill levels.

1.4 Thesis Organization

To begin with, Chapter 1 of this report includes the introduction part, where we
explain how usability issues can arise among people with limited digital literacy
while using E-government websites. Furthermore, we state the problem along with
the Research Objectives, Research Questions, the novelty of the study, and the
contribution of this paper.



Then, Chapter 2 presents the literature review, where we highlight usability chal-
lenges in E-government websites, the concept and impact of digital literacy, evalu-
ation of existing frameworks, and relevant case studies. This chapter also identifies
the research gap that our study aims to address.

Moreover, Chapter 3 outlines the step-by-step research methodology. It provides a
comprehensive explanation of the data collection and analysis process and describes
the strategies used to ensure the validity and reliability of the research findings.
Following that, Chapter 4 presents the results and key findings derived from the anal-
ysis. It explores the major patterns and trends observed in the data and discusses
their implications in the context of digital literacy and E-government usability.
More importantly, Chapter 5 offers an in-depth discussion of the findings. It con-
nects the results to existing literature and research questions, and proposes practical,
inclusive solutions to overcome identified challenges. This chapter also introduces
conceptual models and strategies aimed at enhancing usability, infrastructure re-
silience, and trust in digital public services.

Subsequently, Chapter 6 discusses the limitations of the current study and outlines
directions for future research. It reflects on methodological and demographic con-
straints and suggests opportunities for broader comparative and longitudinal studies
to enrich this research domain.

Lastly, Chapter 7 concludes the study by summarizing the key findings on the us-
ability challenges of Bangladeshi E-government websites, especially those related to
digital literacy barriers. It reinforces the importance of inclusive design and em-
phasizes the potential impact of user-centered improvements in fostering trust and
wider adoption of E-government services.



Chapter 2

Literature Review

2.1 Usability Challenges in E-Government
Websites

Usability is one of the key aspects of e-government websites as it can directly affect
citizens’ ability and willingness to access information and services efficiently and
effectively. As the topic has a high value, a growing number of works have been
done focusing on evaluating the usability of e-government websites across various
countries, revealing significant challenges that create a barrier to user experience.

User-centered design is one of the key aspects for e-government websites to improve
usability as the more usable a website is, the more users will use it. A study con-
ducted in Rwanda explored the possibilities of user-centered design approaches that
can improve the implementation of e-government in the context of least-developed
countries, focusing on Rwanda’s efforts to digitize 100 government services [36]. The
researchers proposed key success factors that would reduce the chances of rejection
by emphasizing usability and early user involvement. The study did an interpretive
case study on the e-government portal named ‘IREMBO’ in Rwanda, specifically fo-
cusing on the implementation of the portal by using the Usability and User-Centered
Design Frameworks. Furthermore, they conducted semi-structured interviews with
employees of Rwanda Online Platform (ROL) and government officials alongside
participatory observations with the civil registration officers during their training
sessions. These initiatives revealed the lack of user involvement in the early design
process led to mismatched system functionality and user needs. It also emphasized
the importance of public-private partnerships (PPP) to increase awareness and fi-
nally made suggestions for increasing usability and user-centered design practices
to enhance usability and acceptance. Though this is a case study, it strengthened
its arguments by focusing on user-based methods, practical insights, and real-world
implementations to measure the effectiveness of user-centered design approaches.

A study by Paul & Das (2019), investigated the usability and accessibility issues of
Indian e-government websites revealing significant usability issues that hinder the
effectiveness of e-service delivery in India [62]. For this study, the researchers chose
65 Indian e-government websites and evaluated usability and accessibility using au-
tomated evaluation tools. To evaluate accessibility, they used tools like EvalAcces



2.0 and AChecker which followed the standard guidelines of WCAG 1.0 and WCAG
2.0. They used tools like WebSiteOptimization and a web service, checking broken
links, download time, page size, and link integrity for usability testing. The result
of these tools highlighted significant usability issues as 43% of websites had broken
links and the downloading time exceeded 90 seconds, indicating low priority on us-
ability and accessibility in e-government websites of India. Though the paper has
a small sample size, it evaluated accessibility and usability in multiple stages which
made the paper well delivered and strengthened their arguments. Similarly, research
conducted in Pakistan, tested the usability of the Punjab Public Service Commission
(PPSC) government website via the System Usability Scale (SUS) to identify the
factors influencing experience and made suggestions for improvements to enhance
user interfaces [71]. Dividing the selected 19 participants into three groups: expert
users, intermediate users, and novice users, the researchers collected the data via a
questionnaire that incorporated questions related to the SUS, a quick and effective
usability measuring tool. The study shows that the website felt more user-friendly
to experienced users while novice users found it challenging and suggested improve-
ments to the website to accommodate newer users. Although this paper evaluated
only one website, it successfully revealed the impact of users’ personal experiences
influencing these usability evaluations and emphasized the need for websites to be
beginner-friendly.

Similar usability evaluations were conducted in Middle Eastern countries like Saudi
Arabia and Turkey where the researchers tried to identify the key usability issues
and propose suggestions to solve those challenges. The study by Aloboud et al.
(2020), focuses on evaluating the usability and accessibility of Saudi e-government
websites, identifying major issues that hinder the user experience of these websites
[50]. It also emphasized the importance of meeting international standards to facili-
tate online transactions for the citizens. The researchers assessed five e-government
websites from the Ministry of Labour and Social Development. They used both au-
tomated and manual methods to conduct their research. They used common tools
like AChecker and Total Validators to check the accessibility of these websites as
these tools follow the WCAG standards. For the usability, they assigned three ex-
pert reviewers to review the website usability following Nilsson’s 10 heuristics. These
tests revealed that none of the websites met the minimum WCAG 2.0 accessibility
standards with 441 violations in this field, with fewer usability issues like problems
like inconsistencies in navigation and error prevention, Finally, they highlighted that
improved design practices could enhance the accessibility and usability of these e-
governance websites. Though the paper focused on a limited number of websites, it
provided well-defined evaluation and results on usability and accessibility. Another
study in Turkey explored the accessibility, usability, quality, and readability of the
Turkish Local and State government websites, identifying severe shortcomings and
highlighting the websites’ need for improvements to make the services accessible and
usable for all citizens including those with disabilities [41]. The study evaluated the
homepages of 77 state and 247 local government websites using a combination of
automated and manual methods and evaluated usability based on the 19 dichoto-
mous standards and readability using six different indices. The evaluation results
highlighted that though most websites followed the basic design standards, issues
like inconsistent links, overloaded navigation, and cluttered interfaces were present



in the systems. This signified the necessity for promoting the use of heuristics to
guide website development strategies and enhance the usability of the websites. As
the paper had multiple evaluations combined, it produced detailed results that pro-
vided a holistic view of the current situation of Turkish e-governance. But at the
same time, the study only focused on homepages limiting the representation of the
websites tested in the evaluation process.

The countries in the African continent, mainly Libya, Tanzania, and Ethiopia showed
a good amount of work in the field of usability and accessibility [65, 32, 42]. The
study based on Libya explored the usability and accessibility of their government
websites and highlighted various usability issues [42]. They also suggested improve-
ments to meet international standards and enhance service to citizens including those
with disabilities. The study examined ten government websites using WCAG 2.0
guidelines and heuristic evaluation methods, choosing 32 evaluators to evaluate us-
ability through Neilson’s 10 heuristics and automated tools like Achecker and TAW
for assessing accessibility. The findings show that except for Management of Schol-
arships, all the other websites failed the accessibility evaluation, highlighting some
common issues such as a lack of non-text elements and poor system status visibility.
In addition, the usability problems were severe, with more than half of the websites
rated as catastrophic, especially in areas like error recovery and user control. Though
the study focused on a limited number of websites, it successfully highlighted the
situation of the Libyan websites and suggested improvements to enhance the user
experience. Similar to the study of Libya, a study conducted in Tanzania focused
on the usability and accessibility evaluation of these systems, identifying the main
issues and scopes of improvement in their websites [32]. The study evaluated 22
government websites, checking through WCAG accessibility standards and section
508 guidelines, and evaluated usability based on the US Federal guidelines by scan-
ning 100 pages per website to identify the problems. From the evaluation process,
the study shows that nearly 50% of websites had more than 50 web pages with
various accessibility issues and over 100 accessibility problems were found in 82% of
the total evaluated websites. Among these problems, the most common ones were
missing text alternatives, poor contrast, and large images affecting download speed.
Usability issues were also prevalent as many websites had over 50 violations such
as substandard navigation and slow loading time. The study captured the common
problems quite well but the issues found by automated testing couldn’t address the
difficulties related to website functionality.

The study by Zeleke, Y., assessed the usability and accessibility of Ethiopian gov-
ernment websites and developed a model for the Ethiopian e-governance to improve
their usability and accessibility [65]. The researchers conducted the study in 4 stages
combining both qualitative and quantitative approaches and evaluated five govern-
ment websites with forty participants participating in this study. The data was col-
lected via interviews and questionnaires and a heuristic evaluation was conducted to
test the usability of these websites. The results from analyzing these data identified
issues like insufficient user requirement gatherings, inadequate usability and accessi-
bility standards, and limited awareness of organizations which hindered the website’s
improvement efforts. The user perspective study also highlighted problems like poor
navigation, inconsistent design, unreadable fonts, and language issues which pose



significant usability problems and hinder the overall user experience. Even though
the study only used one approach for usability testing, it was able to highlight the
different experiences of users in terms of familiarity which strengthened the findings
of this study. Moreover, a comparative study was conducted to assess the usability
and accessibility of the government websites across four countries, Kyrgyzstan, Azer-
baijan, Kazakhstan, and Turkey highlighting the differences in website performance
and adherence standards [31]. The study assessed 16 ministry websites from each
country using various online automated tools. For the accessibility evaluation, they
used the WCAG 2.0 standards, and the ‘quality in use’ was examined through met-
rics like user engagement and site traffic. It revealed that Turkish websites generally
performed better with the highest visibility and user engagement and websites from
Azerbaijan were slow, with higher instances of broken links which disrupted user
experience. This research provides a comparative analysis of various countries that
highlights the common issues and improvements in usability and accessibility stan-
dards. However, the paper lacked user-based methods and only relied on automated
evaluation which failed to identify the issues more directly related to user experience.

Usability is one of the key features that make e-government websites usable for all,
but for some certain disadvantaged communities usability plays an even bigger role
in giving a better user experience and setting equity among all. Older adults fall
into this category as they struggle to use digital devices, and thus fail to avail the
benefits of e-government [53]. A study was conducted, focusing on the usability
challenges faced by older adults in e-government websites [4]. The study assessed
50 state and 50 federal e-government websites’ homepages, evaluating them through
Neilson and Tahir’s homepage guidelines and National Institute of Aging guidelines
for senior citizen-friendly websites. The study found usability issues like small font
size, poorly differentiated links, cluttered interfaces, complex navigation schemes,
long download times, and inadequate translations creating usability barriers for
older users to access information from these websites. Moreover, it emphasized the
importance of better design practices like simple navigation and better readability
to help older citizens navigate through the systems. Though this paper only explores
homepages, it provided valuable insights into the challenges and improvements in
the e-government websites to provide better user experience to older adults bringing
digital inclusion to this community.

2.2 Digital Literacy and Its Impact on
E-Government Usage

As technology adaptation is becoming widespread, governments worldwide are also
shifting their focus toward building e-government systems. Due to this sudden surge
of digitalization, the importance of digital literacy has increased as it helps citizens
use electronic government systems to access various services and needed information.

2.2.1 Digital Literacy and Its Influence on E-Government

A study by Tomaszewicz, A. A., explains digital literacy and its influence on the
level of e-governance achieved in various countries [27]. It measures this level of



development across the European Union (EU) countries with the digital proficiency
of their citizens. The paper employs a comparative exploration of the e-Government
Index (eGDI) across the EU nations, correlating the results with the level of digital
literacy of the citizens of those nations. It synthesized the existing data and lit-
erature to demonstrate the relationship between digital skills and the effectiveness
of e-government. The findings of this study reveal a positive correlation between
the level of digital literacy among the citizens and e-service development. The pa-
per also highlights two other factors, infrastructure, and public service complexity,
which play a key role in the success of e-government services. The study signifi-
cantly provided a comprehensive overview of the correlation between digital literacy
and e-government development, supported by the data from multiple EU countries
which increases the validity of its conclusion, but an absence of original empirical
research can be recognized as a drawback for this study. Another study was done
on the significance of digital literacy in the adoption and use of e-governance in
India which is a developing nation [22]. The research argues that digital literacy
and e-governance are intertwined as the citizens require digital literacy to avail the
benefits of e-governance. To test this argument, they focused on a literature review
and a case study approach where they extensively reviewed previous studies and
government reports on the impact of digital literacy on e-government and the as-
sociated socio-economic impacts. For the case study, they selected real-life projects
like the E-District Mission Mode Project in India, prioritizing the effects of digital
literacy programs in rural India. From these tests, the researchers concluded that
digital literacy is essential for citizens’ effective use and access to e-services, while
inadequate knowledge of information technology and insufficient digital literacy are
the main reasons behind the failures of many e-government projects in India. Fur-
thermore, it revealed the impact of digital literacy in reducing the digital divide and
leading towards more transparency, efficiency, and responsive government services.
Though the discussion is highly focused on India, this study produced in-depth in-
sights on the impact of digital literacy on developing countries which is the main
standout point of this study.

The study done by Lee et al., discusses the impact of digital literacy on citizen’s
trust and the success of e-services, focusing on the user perspective and the im-
portance of digital skills [58]. It explores how a person’s literacy can affect their
trust in government websites, mediated by their perceived information overload and
perceived usefulness of the website. Researchers conducted an online survey in Ko-
rea, a country with high internet penetration and government website usage using
stratified sampling to choose the participants keeping a balance in gender and age.
Additionally, they measured three variables, digital literacy, perceived information
overload, and the perceived usefulness of the websites to understand the effects of
these variables on the usage of e-government websites and services. The findings
suggested that the increase in information literacy and perceived usefulness can cre-
ate a positive impact, while information overload creates a negative impact on trust
by decreasing the usefulness of the websites. Even though the study utilized a large
number of samples providing robust empirical evidence on the connection between
trust and literacy, one drawback is that the study used self-administered measures
that could introduce potential biases and failed to include the elderly population
who face challenges with modern-day technologies and digital devices.
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2.2.2 The Effects of Digital Inequality on e-Government
Adoption

The topic of digital literacy also brings forth a significant issue like digital inequality
which has a strong correlation with e-government usage. A study was conducted
to investigate the determinants of e-service usage, highlighting the contribution of
socioeconomic and digital divide and unequal access to e-government services in
Uruguay [28]. The data for this study was derived from the World Internet Project
+ Uruguay 2013 survey focusing on 1047 internet users across the country from age
15 and above. The research model mainly examined various predictors like demogra-
phy, socioeconomic status, digital divide variables, and ownership of electronic ways
of payment. The findings show that the critical determinants for internet usage
were education level, internet seniority, and the frequency of e-service usage where
citizens with higher education levels tend to use more e-services. This phenomenon
indicates the presence of socio-economic inequalities in e-government service usage.

Another study by the same author in 2018 examined how digital inequalities could
affect the adoption of e-services across multiple stages of e-government development
in Uruguay [37]. For this study, the researchers used a nationally representative
sample of 1,626 internet users aged 18 or above, collected from the EUTIC 2016
survey conducted by the National Statistical Office and the National E-government
agency of Uruguay. The researchers used three binary logistic regression models to
examine the impact of three C2G (citizen-to-government) interactions, information
searching, file downloading, and making online payments. The findings suggested
that among all other predictors, digital skills emerged as the most stable predictor
across all the C2G interaction tests as education played a more significant role in
interactive stages. At the same time, income inequality was found to be a critical
aspect in transactional stages. It also highlighted that older adults tend to engage
in more C2G interactions than younger individuals and that the impact of the
gender divide was only seen in the information-searching activities. Both studies
were conducted in a similar pattern which included a large national representative
sample creating a strong argument for these studies even though they are focused
on one country.

2.2.3 Socio-Demographic Factors and Digital Divide

Another term that is associated with both digital literacy and digital inequality is
called the ‘digital divide’ A study done by Bélanger, F., & Carter, L., investigated
the effects of the digital divide on e-government service usage [9]. According to them,
disparities in access and skills may affect the citizens’ ability to use e-services which
could significantly hinder the potential benefits of government. The researchers
surveyed a diverse group of citizens with different demography that differentiates
users and non-users. They conducted two separate surveys on the Commonwealth
of Virginia: the state’s income tax online payment service and the state’s Depart-
ment of Motor Vehicle sites where users renewed their licenses, paid bills, etc. The
findings indicate that income, education, and age are significant predictors of the
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willingness to use e-services while factors like ethnicity and gender were uninfluen-
tial. The study also identified that the frequency of internet usage and experiences
with online searching were critical predictors for e-government adoption, suggesting
that people with higher digital skills tend to be more engaged with e-government
websites and services. Though the study considered various demographic factors
that allowed the results to provide a more in-depth understanding of the factors
that influence the usage of e-governance, conducting the study in a limited region
might not be able to represent a broader population’s experience with these kinds
of services. Similarly, another study was conducted to evaluate the impact of digital
skills and the nature of interaction on citizens’ choice of communication channels
when engaging with e-government services [29]. The researchers conducted an online
survey with 779 citizens from the Netherlands to test the hypothesis on the connec-
tion among digital skills, nature of interaction, and choice or usage of channels to
engage with these e-services. The findings show that channel choice is significantly
influenced by the nature of interactions like registration, consultation, etc. However,
digital skills do not influence citizens’ choice of channels, even though they create
a positive influence and a sense of satisfaction among citizens using these services.
The study involved a large sample size that strengthened their argument. How-
ever, self-reported measures that are only conducted in one country could limit the
generalizability of the results to other countries with different digital divide contexts.

Furthermore, a different study examined the effects of the digital divide and the fac-
tors that influence the adoption of e-government services [15]. The study conducted
a path analysis of publicly available data from a national random-sampled survey
conducted by the Pew Internet and American Life Project in 2009, which had 1199
respondents and focused on the connections among factors like socio-demographic
conditions, perceived usefulness, trust in government, and the intensity of the us-
age of the internet. The analysis revealed that socio-demographic conditions are
strong predictors for e-service usage as younger individuals and those with higher
socioeconomic status tend to use e-services more frequently. In addition, perceived
usefulness influences actual usage, and trust in government, indirectly, affects the
adoption of e-government through perceived usefulness. This study worked with a
large sample which increased the comprehensiveness of the findings but at the same
time, it couldn’t give an in-depth insight into the situation and gave a more general
overview of the findings which can be a drawback to this study.

A systematic review of e-government adoption was conducted in the context of devel-
oping nations to identify the major factors influencing the adoption of e-government
services [61]. The study consists of an intensive literature review which included
papers from reputed sources like IEEE and Scopus. The researchers identified 451
articles and recognized 41 studies directly addressing the factors of e-service adop-
tion. The studies revealed that the factors influencing e-service uptake vary in the
context of the countries and therefore couldn’t be classified. In addition, the study
revealed that trust was the most frequently studied factor, while some barriers like
security, and awareness were given less importance. Eventually, the study stated the
importance of understanding these factors for productive strategies to enhance e-
government adoption in developing countries. Though it provided a comprehensive
analysis, the secondary data dependency might be insufficient to capture the current
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trends of the issues. In 2009 a study based on the context of Bangladesh revealed the
factors critically influencing e-government adaptation in developing countries [10].
It conducted a combinational study of literature review and empirical survey to
develop an e-government adoption model. A total of 800 respondents participated
in the study expressing their perceptions and intention on e-government via the
surveys. The researchers designed the model integrating constructs of the theories
of TAM (Technology Acceptance Model), DOI (Diffusion of Innovation) and TCA
(transitional Cost Analysis). They focused on factors like technological acceptance,
user motivation, user perspective, ease of use, and security reliability to find out
the key determinants. Among these security and reliability emerged as significant
in the context of Bangladesh as the citizens feel concerned about privacy and have
a lack of trust in digital transactions. This study gave a great analogy in the con-
text of developing countries though the sample failed to capture the marginalized
community as it felt biased towards the upper-middle class and middle class.

2.2.4 Challenges and Barriers to E-government
Implementation

A comparative study by Weerakkody et al., was done to compare the challenges
regarding e-government implementation between the UK and Sri Lanka where the
researchers emphasized the unique obstacles faced by each country and revealed
the key lessons for developing countries to enhance their e-governance service adop-
tion [11]. The researchers introduced a case study approach where they conducted
semi-structured interviews with the key stakeholders in both countries involved in
various e-government initiatives, which allowed direct comparison with the experi-
ences and challenges faced by the countries. From these interviews, the researchers
found that political, financial, and technological constraints had a notable impact
on e-government implementation in both countries, highlighting specific issues like
language barriers, and limited ICT literacy which were more severe in Sri Lanka
than in the UK. Finally, the researchers signified the need for ICT training to im-
prove the uptake of e-government services. Though the study had a limited focus on
user-specific challenges, it provided a high-quality comprehensive analysis showing
the similarities and differences between e-government adoption challenges.

Three different studies were done in India to understand the barriers and drivers
in the adoption of e-governance [39, 63, 35]. In 2017, research was done on the
e-District system in Bihar, investigating the factors impacting e-government usage
and validating a unified model of e-government adoption that will explain the behav-
ioral intentions in using the systems [35]. They employed a survey-based approach
with 1,000 respondents from four districts of Bihar, testing nine theoretical models
of technology adoption and developing a unified model to evaluate the adoption of
electronic governance. The results revealed that the unified model outperformed
other models by showing a 77% variance in behavioral intention, emphasizing the
role of social influence, attitude, and facilitating conditions. Furthermore, the re-
search shows that performance expectancy, effort expectancy, and social influence
greatly influenced attitude which affected behavioral intention and factors like anx-
iety created negative influence highlighting the emotional challenges to adopting
e-government. The paper successfully showcased the psychological aspects influenc-
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ing e-government adoption even though the study was focused on only one region
of India.

A study conducted in 2017 explored the citizens’ experiences of e-government ser-
vices and their behavior and attitudes towards adopting such services [33]. The
study employed semi-structured interviews with 31 participants from students to
professionals with various levels of digital competence and prior experience with
e-services. They analyzed the data following a thematic approach conducted via
MAXQDA software to identify key themes in user experiences. They found that
efficient timing and ease of use were the primary motivators, while poor website per-
formance, unreliable internet connectivity, and outdated info were barriers to using
e-services. Finally, the researchers highlighted the importance of transparency and
corruption reduction to increase the adoption of e-government systems. Though the
sample size was small, the study delivered an in-depth qualitative analysis, highlight-
ing the behavioral aspects of users toward e-government adoption. Another study in
2018 explored the factors that enable citizens to take on e-government services in In-
dia [39]. The study employed a qualitative approach by conducting semi-structured
interviews with 49 participants aged between 18 to 16. Among these 49 individuals,
36 had prior experience with e-government services. The findings revealed 23 dif-
ferent factors and decided upon 6 factors as novel factor-like attitudes to use, such
as perceived value, assurance to use, service characteristics, external factors, and
personality. The findings suggest that factors like awareness, perceived value, and
ease of use could greatly influence the willingness of citizens to adopt e-government
websites, while the common barriers were the security and reliability of the services.
The paper provides a robust analogy in the context of India which can help to pre-
dict the barriers and drivers in the adoption of e-government in Southeast Asian
countries. However, if the population of India and the sample size are compared the
sample size is deemed small which may limit representation of the broader popula-
tion and the impact of the findings.

A more recent study was conducted in 2020 which investigated the awareness and
adoption levels of e-governance and identified the key drivers and barriers to the
adoption of these services [63]. A primary survey was conducted in the four cities
of India - Ahmedabad, Surat, Rajkot, and Vadodara and 450 respondents were fi-
nalized from each of these cities. To collect the data the researchers targeted four
common user services such as property payment and professional taxes, requests for
birth and death certificates, complaint registration, and shop licenses. The find-
ings suggest that though a reasonable level of awareness is present on e-government
services, the actual usage rate remains low as barriers like digital literacy and the
mindset to prefer offline services over online services, are highly present among
the citizens. Furthermore, variables like trust, perceived usefulness, civic mindset,
preference, and ease of use influenced the adoption of e-services while socio-norm
variables like education level, higher income level, tendency to have a civic mind-
set, and digital literacy influenced availing these services. Though the study was
conducted only in India, it provided a highly comprehensive data analysis which
strengthened the claims of this study. In addition to e-governance adoption, many
factors influence the visitation of e-government websites. One such study was done
in the USA where the researchers tried to identify the determinants of e-service
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website visitation in the context of a digitally disadvantaged community [23]. The
study surveyed a technologically disadvantaged community in William Penn Hous-
ing Development in Chester, Pennsylvania and a total of 37 residents participated in
this study responding to the survey. The researchers looked at variables like years of
internet experience, e-governance awareness, visitation, and perceived access barri-
ers to assess the determinants of e-service website visitation. The findings from the
survey analysis revealed that more than fifty percent of respondents were aware of
or visited e-government websites, as awareness is deemed a critical determinant for
future visitations. Furthermore, factors such as internet experience and perceived
access barriers were not found to have any significant correlation with e-government
website visitation and suggested that simply having internet access does not guaran-
tee high e-government service visitation. This paper specifically focused on digitally
disadvantaged communities in a first-world country like the United States, strength-
ening its findings even more. However, one particular aspect of this paper could be
a drawback, which is the limited number of participants that took part in the study
which was also mentioned by the researchers in the paper.

A study in China addresses the influence of e-government service quality and per-
ceived value on the citizens’ continuous use intention for these services [59]. Re-
searchers collected data from 1650 citizens across five major cities, focusing on the
perception of the quality of e-government services, and analyzed the relation between
perceived value, service quality, and continuous-use intentions through Partial Least
Square and Structured Equation Modeling. Moreover, they used the Service Qual-
ity Model to evaluate system quality, reliability, security, accessibility, information
quality, service capability, interactivity, and responsiveness to understand the deter-
minants that influence the usage of e-government services. The findings show that
the quality of e-government services highly impacts the continuous use intention of
the citizens, with efficiency, democracy, and inclusiveness being important factors
as citizens tend to use services with higher service value, convenience, better infor-
mation quality, and user interaction. The paper gives a very compact and in-depth
insight into the factors that influence the e-governance systems in China, though
there was a limited focus on government portals which may not cover all types of
e-services.

2.2.5 Digital Inclusion and Solutions For Marginalized
Communities

Previous studies highlighted that issues like the digital divide and inequalities ex-
clude certain groups of people from the mainstream which ultimately brings digital
inclusion into play. A recent study done by Chohan, S. R., & Hu, G., explored the
effect of ICT training programs on the success of e-government services, providing
digital inclusion to its citizens by improving their digital competence and skills [69].
The study is based on Pakistan, a country with low e-government adoption. The
researchers did a quasi-experimental study with 438 trainees, to test the impact of
a 7-module ICT training program on digital literacy and the usage of e-government.
The results revealed that the training program significantly enhanced the partici-
pants’ digital skills, reducing the digital divide which also made a positive impact on
the usage of e-government websites. Though the study was based in a single country,
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it was able to include participants from marginalized communities with poor digital
skills and provided strong empirical evidence for their claim on the role of digital
literacy training in enhancing engagement with e-governance. A different research
conducted in Bangladesh, discussed the contribution of the National Information
and Communication Technology Policy (NIP), to digital inclusion as part of the
‘Digital Bangladesh’ initiative [51]. The study took a qualitative approach called
‘goal-means tree analysis’ which analyses the connections among goals, objectives,
and means in policy text. It did a qualitative analysis of the newest National ICT
Policy (NIP) of Bangladesh with the previous version as additional consultation.
The study suggests that this policy emphasizes more on infrastructural develop-
ment to meet the international standards for ICT access, but fails to address the
needs of the disadvantaged communities. Due to the inadequate initiatives to in-
crease engagement and skill enhancement, the marginalized population is falling
behind leading to a substantial digital divide. Finally, even though the study lacked
empirical data, it was able to provide a strong insight into policies regarding the
digital divide in the context of Bangladesh.

One such study by Taoufik et al., took the initiative to design an e-government por-
tal that can be used and accessed by all citizens, including citizens with no literacy
[6]. The study focused on the creation of user-friendly graphical interfaces that will
allow all users regardless of their literacy level, to interact with the static content
and avail online services. The researchers tried to make the design more inclusive
and usable by incorporating various cultural and sociological considerations. The
study was conducted in the city of Fez located in Morocco. For this study, the
researchers conducted participatory design sessions with the citizens to gather in-
sights and upgrade the GUI of the portal. The study involves prototype creation
which was tested in real-world settings and was adjusted as per the users’ feedback.
From this process, the study highlighted that illiterate people tend to depend on
auditory instructions and the researchers incorporated this feature alongside the vi-
sual contents of the portal. At the end of the study, the researchers were able to
get a satisfactory result with a significant amount of positive feedback from users
expressing their willingness to use this in the future. With these findings, this paper
successfully proved that building user-friendly designs is possible and user feedback
is a huge factor while making these designs. There are some limitations to the study
as well as the study had some potential bias as the initial testing was done in a more
sophisticated area of Morocco which might not be able to represent the experiences
of all the illiterate citizens of Morocco.

Another study was done focusing on the usage of the internet and e-government ser-
vices among older adults who lived in the countryside of Brazil [75]. They surveyed
over 143 participants ages ranging from 50 or above. The participants were deemed
eligible only if they lived in the countryside or towns with no more than 400,000
residents and they selected these participants via snowball and purposive sampling.
The results of this study revealed that a significant number of older adults in Brazil
struggle to use e-government services due to having low computer literacy. Though
the websites provided quality content, the older adults struggled to navigate the
websites due to having complex interfaces and low digital literacy. The study also
indicated that factors like education level, gender, and sociocultural backgrounds
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also contributed to the digital divide affecting the ability to effectively use e-services
of these older citizens of Brazil. Though the study is only in Brazil, it is evident that
the study tried to understand the digital divide from the rural people’s perspective
which can pave the way for other similar types of work in developing countries where
the rural citizens are more in number than the urban citizens.

2.3 E-Government Usability Evaluation
Frameworks

E-government initiatives in Bangladesh represent a critical aspect of the country’s
broader push towards digitalization, aimed at improving governance, public service
delivery, and socio-economic development. While the potential for e-government
services is significant, their implementation has been fraught with challenges, rang-
ing from infrastructural deficits to issues of digital inequality. A study explored a
government website’s usability and design issues, focusing on how they affect user
satisfaction, ease of access, and the intention to use. It aimed to identify spe-
cific usability problems and offer insights for improving the design of government
websites overall [24]. The researchers conducted an online survey based on 16 us-
ability dimensions following guidelines from usability.gov. The sample included 374
U.S. citizens, gathered six months after the website’s launch. The study used Par-
tial Least Squares (PLS) modeling to approximate a structural equation model,
evaluating the relationship between different accessibility features. Incomplete or
time-constrained responses were excluded from the analysis to ensure data quality.
The findings revealed that six out of the 16 usability issues were particularly critical.
These included user experience, content organization, navigation, screen layout, and
the use of graphs, and lists. A significant number of users reported difficulties nav-
igating and finding essential information, with some missing important details due
to an overflow of content. Notably, 62% of respondents expressed satisfaction with
the website, while 18% were willing to use it again in the future. The study used
a comprehensive usability framework, which can be applied to other e-government
platforms. Additionally, the large sample size and use of video and screenshots in the
survey helped improve response accuracy. However, the study had several limita-
tions. It relied on self-reported data, which is susceptible to bias, and the sample was
skewed toward younger users, limiting its generalizability to older or less digitally
literate populations. The research was also conducted shortly after the website’s
launch, which may not have captured long-term issues, and it did not cover mobile
usability. Overall, this study has given valuable insights into citizen-centric design
for e-government platforms and provided recommendations that could be useful for
improving the usability of government websites, especially in developing countries
like Bangladesh.

Another study evaluated the usability of local-level e-government websites in Tai-
wan, aiming to identify key usability issues and recommend improvements for more
user-friendly digital services [54]. The researchers used Nielsen’s 10 usability heuris-
tics as a framework for their heuristic evaluation and focused on elements like error
prevention, flexibility, and consistency. To evaluate usability perceptions and iden-
tify significant differences, a quantitative survey was implemented to collect user
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feedback. The data was subsequently analyzed using statistical techniques such as
one-way ANOVA and one-sample T-tests. The findings identified numerous advan-
tages, including the availability of assistance documentation and the visibility of
the system. However, they also identified challenges such as the difficulty in iden-
tifying information and the confusion of link colors. Users emphasized the need for
greater control and flexibility, along with better alignment with their expectations.
The study’s structured approach and use of usability heuristics provide valuable
insights, but it does not address how limited digital literacy affects users’ ability
to navigate these websites or how demographic factors like age or education affect
usability perceptions. Moreover, an existing research has evaluated the effectiveness
of heuristic evaluation as a usability testing methodology for detecting defects in e-
government websites, demonstrating how it can optimize these platforms for better
user experiences [17]. The study used both traditional and modified heuristic eval-
uation methodologies, with expert evaluators independently examining websites to
find usability issues. The testing was conducted in multiple iterative cycles, allow-
ing evaluators to detect, resolve, and re-evaluate issues in each round. It was found
that heuristic evaluation was a good way to find major usability problems. Tradi-
tional heuristics worked well for finding common problems, while changed heuristics
helped find problems that were unique to the situation. The findings emphasize
that combining both traditional and tailored heuristics is a comprehensive approach
to identifying usability challenges. Additionally, the research was limited by its
reliance on expert evaluations without incorporating real user feedback. Although
expert assessments are valuable for detecting usability issues, user testing, especially
with those with little digital proficiency, could provide more thorough insights into
genuine user difficulties. However, the iterative approach used in the study did
demonstrate improvements in usability with each cycle.

Next, there is research focused on evaluating the usability of e-government web-
sites in Sub-Saharan Africa (SSA), assessing the region’s e-government development
and its correlation with website usability [40]. A sample of 279 websites from 31
countries was selected for evaluation, with sites available in either English or French.
The usability assessment was conducted using a heuristic evaluation as the dominant
method, supplemented by automated usability evaluations. Secondary data sources,
such as the E-Government Development Index (EGDI) and E-Participation Index
(EPI), were used to explore the relationship between usability and e-government
development, particularly in terms of citizen engagement. The findings revealed
low usability scores in key dimensions, including online services, user help and feed-
back, navigation, legitimacy, information architecture, and accessibility. The re-
search identified a strong correlation between website usability and e-government
development. This shows the importance of enhancing usability to boost citizen
engagement. While the study’s large sample size strengthens its conclusions, its
limitations include the lack of user-based testing methods and language restrictions.
Additionally, some websites were still being updated during the study, meaning their
usability may have improved since. This study’s focus on a developing region like
SSA can be insightful for other developing nations, such as Bangladesh, where sim-
ilar infrastructural and literacy challenges impact e-government services.

As a further exploration of this topic, a study systematically reviewed the usability
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challenges of e-government websites, aiming to help government developers choose
effective methods for improving user satisfaction with limited resources [43]. The re-
search followed a systematic literature review, collecting data from databases such as
ACM and IEEE, covering literature from 2014 to 2018. Initially, 519 articles were
identified, but after applying inclusion and exclusion criteria, 22 articles were se-
lected for further analysis. The selected studies were analyzed using NVivo software
for content analysis, employing both inductive and deductive coding approaches.
The study compared usability evaluation methods from various countries, reveal-
ing that usability testing, inspection, and inquiry are the most common methods
used, to assess e-government platforms. Real-time feedback and automated usability
testing were prevalent in usability testing, while heuristic evaluation was frequently
used in the early stages of development. Surveys, interviews, and focus groups pro-
vided valuable user perspectives. The findings highlighted significant usability issues
in countries like Bangladesh, Brazil, and Uganda, largely due to low digital liter-
acy. One strength of the research is its comprehensive approach, covering multiple
countries and contexts, and offering actionable guidance to improve e-government
usability. However, a key limitation is the exclusive reliance on secondary data,
which may not fully capture the unique challenges faced by developing countries.
Additionally, the study did not address the growing use of mobile devices in access-
ing e-government services.

Furthermore, another study evaluated the usability of web-based e-government ser-
vices from the perspective of users, aiming to identify how usability issues affect user
satisfaction and task performance [14]. The research employed a heuristic evalua-
tion based on Nielsen’s usability principles to assess various e-government websites.
Participants were engaged in performing specific tasks on selected websites, and
their performance was measured using a usability questionnaire that gathered their
perceptions on different usability aspects. The findings highlighted significant us-
ability problems, including confusing navigation links, inconsistent page layouts, and
unclear labeling, which adversely impacted user satisfaction and efficiency. Users en-
countered challenges related to system feedback and control, particularly concerning
navigation and error recovery. The results indicated a strong correlation between
perceived usability and user performance, suggesting that improved usability could
lead to increased user engagement and satisfaction. One notable thing about the
study is its comprehensive evaluation, which offers concrete recommendations for
enhancing e-government websites based on usability metrics. However, a limitation
is its lack of focus on specific user groups, such as those with limited digital literacy,
which restricts the applicability of its findings to a broader range of users. Overall,
the study emphasizes the importance of addressing usability issues to improve user
interaction with e-government services, thereby promoting their more frequent us-
age.

In continuation of this analysis, a research investigated the relationship between
e-government performance and citizen satisfaction, focusing on how e-government
rankings relate to user perceptions across various European countries [44]. The
study used multilevel modelling to analyse data from more than 28,000 respondents
across 32 European countries. And facilitated an investigation of both country-
level and individual-level determinants of e-government satisfaction. The researchers
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evaluated e-government performance based on established benchmarks, such as the
United Nations e-Government Survey, and compared these objective performance
indicators with subjective user satisfaction data. The findings revealed a positive
correlation between e-government performance and citizen satisfaction, with the
strongest relationships observed in e-services and e-participation. Citizens reported
higher satisfaction and perceived benefits when these services were well-developed
and accessible. Although e-government rankings were found to be partially pre-
dictive of citizen satisfaction, the study highlights that these metrics do not fully
encompass the citizen experience. A key strength of the study is its comprehensive
analysis across multiple countries, offering insights into how objective performance
correlates with user satisfaction. However, a notable limitation is the lack of atten-
tion to the specific challenges faced by users with limited digital literacy, as well
as a failure to explore usability and accessibility issues for populations with lower
ICT skills. In short, this paper provides valuable context regarding the interplay
between e-government performance and citizen satisfaction, which can inform future
research and structural improvements in e-government services.

Further developing these themes, an existing systematic literature review examined
various usability evaluation methods for e-government services, aiming to provide
insights into their effectiveness and application contexts [43]. The researchers an-
alyzed papers from 28 countries, focusing on different e-government contexts. The
evaluation was conducted in several phases, beginning with a high-level analysis of
relevant literature, followed by iterative processes to refine the findings using spe-
cialized software. The study categorized usability evaluation methods into three
classes. The first class, Usability Testing, includes techniques such as automated
testing, which, while popular, is limited in providing user-based insights. In con-
trast, the System Usability Scale offers a simpler approach to capturing user per-
spectives, and performance measurement focuses on observing user behavior. The
second class, Usability Inspection, involves expert evaluations using established cri-
teria, with heuristic evaluation being the most common, though it is not user-based.
The final class, Usability Inquiry, collects user perspectives through focus groups,
interviews, and questionnaires. The findings highlighted the strengths and weak-
nesses of each method, guiding when and how to apply them effectively in different
contexts. A notable strength of the study is its comprehensive overview of usability
evaluation methods, making it a valuable resource for researchers and practitioners.
However, a limitation is that it does not explore in-depth case studies or real-world
applications of these methods, which could provide further insights into their prac-
tical implications. Overall, this review offers essential knowledge for improving
e-government usability evaluation processes, and it will be particularly useful as a
foundation for developing the methodology for our research.

As an extension of the work mentioned above, another study investigated the in-
fluence of government capacity and e-government performance on the adoption of
e-government services, integrating these factors into the Technology Acceptance
Model (TAM) [60]. The research emphasized the significance of perceived useful-
ness in encouraging the adoption and recommendation of e-government services that
ultimately enhance public service delivery. For the research, a questionnaire was dis-
tributed to 500 Chinese students, resulting in 256 usable responses for analysis. The
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study adopted constructs from prior research, measuring variables such as perceived
usefulness and government capacity using a five-point Likert scale. Data analysis
was conducted using SPSS, which included validity and reliability tests, correlation
analysis, and hypothesis testing. The findings revealed that both government capac-
ity and e-government performance significantly impacted perceived usefulness, with
perceived usefulness strongly predicting the intention to recommend e-government
services. The study highlighted the essential role of government in successfully im-
plementing e-government initiatives through effective policy and infrastructure. This
research was in its robust theoretical foundation in TAM, which provides valuable
insights into the factors driving the adoption of e-government services. However, a
limitation is its focus on government capacity while neglecting usability issues that
affect users with limited digital literacy, a crucial aspect in developing countries.
Furthermore, the sample drawn from Chinese students may not reflect the broader
population, particularly in contexts like Bangladesh. This paper’s insights on the re-
lationship between government capacity and e-government adoption can strengthen
our research, allowing us to explore how improved design and educational interven-
tions can better support users with varying levels of digital literacy in our country.

Moreover, another research assessed the concept of e-government by proposing a
comprehensive framework that examines various essential factors, including citizen
orientation, channel orientation, and technology orientation [68]. It focused on how
these factors contribute to the effective implementation of e-government, especially
in developing countries. The study utilized qualitative research methods, gathering
data from 168 interviews conducted with various stakeholders, such as government
officials, intermediaries, and citizens. The researchers employed grounded theory
methodology to analyze the data, supported by thematic content analysis using the
Gioia method. Findings indicated that citizen orientation is the most critical factor
in the success of e-government initiatives which highlights the importance of user
readiness and socio-cultural contexts. Additionally, while channel orientation is vital
for ensuring effective service delivery, particularly through intermediaries, techno-
logical and managerial capabilities are crucial for developing adaptive e-government
systems. The study was conducted in its interdisciplinary framework, which in-
tegrated multiple stakeholder perspectives. However, a notable limitation is the
limited attention given to usability challenges faced by individuals with low digital
literacy, which is essential in the context of developing regions. Altogether, this
research provided valuable insights that can guide the design and implementation
of more user-centered e-government platforms.

An existing paper explored the impact of digital skills on e-government channel
choices and user satisfaction, focusing on the context of developing countries [38].
The research primarily explored how the digital divide influences citizens’ interaction
with online government services. A survey was conducted with 245 participants in
The Hague to analyze their preferences for accessing government services through
various channels, such as websites, phones, and front desks. The researchers utilized
multiple regression analysis to assess the influence of agile accessibility, trust, and
awareness on the intention to adopt e-government services, achieving a significantly
adjusted R-squared value of 95.8%. Findings revealed that while digital skills did
not predict channel choice, they significantly affected user satisfaction and users with
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higher digital skills reported greater satisfaction with online services. Moreover, the
nature of the interaction such as registration or consultation was shown to impact
channel preferences. The study provided a detailed analysis of how government task
types influence channel choice, contributing valuable insights into user interactions
with e-government. However, a limitation is its focus on a developed country, which
may not apply to developing regions like Bangladesh where access and digital literacy
barriers are more pronounced.

2.4 Case Studies on The E-Government
Implementation in Bangladesh

The development of e-government applications in Bangladesh has made notable
progress over the years, but the journey has been filled with challenges. E-government
initiatives are integral to the country’s vision for improved public service delivery,
enabling more efficient interaction between government and citizens. Studies exam-
ining the development of e-government initiatives in Bangladesh from a supply-side
perspective. For instance, a study evaluated how public sector efforts have been
structured to deliver online services, particularly focusing on the early stages of e-
government in the country [13]. It was a literature review-based work of national
and international reports, focusing on public websites and the Digital Innovation
Fair 2010. The study found that many public websites suffer inconsistent updates
and lack fully developed e-services. In the results, the paper noted that despite ef-
forts, Bangladesh remained in the early stages of e-government, ranking 134th in the
E-Government Development Index 2010 and 60th in the Online Service Index. Pub-
lic websites, while growing in number (316 by 2010), still showed inconsistencies in
updates and accessibility. The paper pointed out that although 91% of public offices
in Dhaka have websites, they are mostly informational and do not support advanced
interactions or transactions, which limits their utility. On the other hand, major
challenges include the digital divide, frequent power outages, limited technological
expertise, and inadequate infrastructure for online transactions. District-level cities
are especially affected by these issues, creating a gap between urban and rural areas.
The study showed an early assessment of Bangladesh’s e-governance efforts. How-
ever, the lack of a user-based study limits insights into public usability.

A key concern in the deployment of e-government services is the digital divide, which
affects a large portion of the population in Bangladesh. The digital divide, defined
as the gap between individuals who have access to information and communication
technologies (ICTs) and those who do not, is particularly pronounced in rural areas
and among lower socio-economic groups. Despite the growing availability of ICT
infrastructure, disparities in access persist, leaving many citizens, especially in re-
mote areas, needing more resources to benefit from e-government services. Prior
studies indicated that inadequate legal frameworks and policy support have further
worsened this divide [30]. The study was conducted through a literature review
and a questionnaire-based survey of 50 ICT entrepreneurs from Dhaka, analyzing
ICT infrastructure, policies, and the relationship between ICT development and
socio-economic outcomes using statistical methods like chi-square and bivariate cor-
relation analysis. The study’s findings indicated a significant digital divide between
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rural and urban areas due to inadequate infrastructure and limited access to af-
fordable ICT services in rural regions. Government policies have been progressive
but need to meet the national targets for ICT deployment, particularly in disad-
vantaged areas. The paper showed a comprehensive overview of the ICT landscape
in Bangladesh, combining both qualitative and quantitative analysis. However, its
focus on infrastructure and policy leaves gaps in addressing user experience and
usability challenges, especially for users with limited digital literacy.

Digital inequality remains a pressing issue in Bangladesh, with multiple factors
contributing to the divide between different regions and social groups. Previous re-
search has identified the factors that contribute to digital inequality in Bangladesh,
particularly in rural and underdeveloped areas, using a mixed-methods approach
[66]. The study combined qualitative data from focus group discussions (FGDs)
and semi-structured interviews with 30 participants, along with quantitative data
from a survey of 326 respondents. It identified 23 factors grouped into educational,
infrastructural, social, and economic categories, with key findings highlighting that
low levels of general and digital education, inadequate ICT infrastructure, and high
internet costs limit digital access in rural areas. Similarly, another study focused on
digital literacy among rural households in Bangladesh, using stratified sampling of
20 rural households and mini-focus group discussions to gather additional insights
[64]. This study showed that while mobile phone usage is widespread, internet
access and computer use are minimal, and digital literacy rates remain low, partic-
ularly among older adults and those with limited formal education. Both papers
emphasized the importance of improving ICT infrastructure, digital education, and
user-friendly design to enhance access and usability.

In the development of e-government services in rural Bangladesh, the role of Union
Information and Service Centers (UISCs) has been particularly significant in bridg-
ing the digital divide and promoting socio-economic progress. The study showed the
role of Union Information and Service Centers (UISCs) in advancing e-government
services for rural development in Bangladesh, focusing on their impact on socio-
economic progress in underserved communities [25]. Using a qualitative research
approach, the study applied a case study method across three Union Parishads, uti-
lizing on-site observations, semi-structured interviews, and group discussions with
50 participants, including farmers, students, and small business owners. The data
analysis involved content analysis and the Most Significant Change (MSC) tech-
nique, which captured behavioral and socio-economic changes resulting from UISC
services. Key findings showed that UISCs have significantly improved access to
information in agriculture, education, healthcare, and law, resulting in enhanced
skills, higher productivity, and increased incomes among rural users. However, chal-
lenges such as the digital gender divide and inconsistent internet access were noted.
When the study used real-life stories to highlight the personal and community-level
impacts of ICT interventions, the small sample size and cross-sectional nature limit
the generalizability of its findings across broader rural populations.

Research into the usability and accessibility of government websites in Bangladesh

has revealed significant barriers that disrupt their efficiency. One comprehensive
research study looked at the usability and accessibility of government websites in
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Bangladesh, identifying critical barriers that hinder their effectiveness in providing
digital services [57]. The study evaluated 140 government websites using the Web-
site Optimization Tool, IDI Web Accessibility Checker, and 2bone Link Checker to
assess HTML, CSS, scripting errors, and broken links. Findings revealed a concern-
ing 37% usability error rate due to coding issues, leading to poor user engagement
and functionality. Moreover, accessibility barriers were prominent, with a stagger-
ing 92% of websites failing to meet necessary standards, making navigation difficult
for users with disabilities, including those using assistive technologies. Additionally,
around 5% of the websites had broken links which complicate user navigation and
reduce the reliability of government services. The study emphasized an urgent need
for improved technical specifications and user-centered design to enhance access to
essential government services. While the paper provided valuable insights into tech-
nical shortcomings, it did not address the challenges faced by users with limited
digital literacy. Overall, this study underscored the critical need for reforms in the
usability and accessibility of Bangladeshi government websites to better serve all
citizens.

The accessibility challenges are further increased by the fact that many web develop-
ers in Bangladesh are not fully aware of international accessibility standards, such as
the Web Content Accessibility Guidelines (WCAG). A study focused on the accessi-
bility of government websites using both automated and manual evaluation methods
[18]. This research assessed 10 government websites of Bangladesh against WCAG
criteria and included feedback from visually impaired users to gain deeper insights
into the practical challenges faced by people with disabilities. The study used a
variety of evaluation tools, such as automated services like AChecker and NVDA to
simulate user interactions, as well as tools like the WAVE Toolbar for human eval-
uations. The results were concerning. Because none of the tested websites met the
basic WCAG conformance level ‘A,” which represents the minimum level of accessi-
bility. Common issues included missing alternative text for images, which makes it
difficult for screen readers to interpret the content, and non-navigable menus that
prevent users from effectively moving through the website. Also, 10 participants,
mostly with visual disabilities, were invited to provide feedback on the websites.
They used NVDA to browse the sites, and their experiences were collected through
questionnaires and interviews. Participant feedback revealed that many websites
were not user-friendly for individuals with disabilities due to frequent errors, such
as the absence of alt attributes. Furthermore, a survey of web designers indicated a
profound lack of awareness about web accessibility, compounded by the absence of
government policies mandating such practices. These results showed that there is
a significant gap in how people understand and use accessibility features. It seems
that website authors either don’t know about these needs or don’t put them first
when they make government websites.

Moreover, the limited public awareness about the availability and functionality of
e-government services also plays a role in the under-utilization of these digital plat-
forms. A separate study investigating the usability of e-governance services through
a survey of 600 participants revealed that only a few of the services provided by
the government were widely recognized or used by the public [20]. Even though
the government is still trying to get people to use these services, the fact that most
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people don’t know about them or know how to use them effectively is still a big
problem. The study claimed that even though improvements in technology, like the
growth of 3G networks, could make access to e-government services much better,
these efforts won’t work as well if people aren’t properly educated and able to use
digital platforms. This gap in public awareness, along with the technical issues re-
lated to usability and accessibility, restricts the success of e-governance initiatives
in the country. User acceptance of Open Government Data (OGD) is essential for
the success of digital governance initiatives, particularly in developing countries like
Bangladesh. According to a study, important things that affect people’s decision
to use and accept OGD include their expectations of performance and effort, their
social influence, and the quality of both the system and the information it pro-
vides. [49]. Using a quantitative, cross-sectional survey method, the researchers got
information from 385 valid responses from OGD users in Dhaka, such as profession-
als and app developers. The Information Systems Success Model and the Unified
Theory of Acceptance and Use of Technology (UTAUT) were used together in the
study to look at how these two theories affect the acceptance of OGD. The results
showed that people are more likely to use OGD if they think it is useful and easy
to use. High-quality tools and correct data also make people happier with OGD.
A key strength of this research is its comprehensive model that combines UTAUT
and the IS Success Model, providing valuable insights for improving OGD systems.
However, the reliance on cross-sectional data limits the ability to capture long-term
trends and variations across different regions. Overall, enhancing digital inclusion
and maintaining user engagement with OGD is crucial for the success of digital
governance initiatives in Bangladesh.

2.5 Research Gap

We encountered several papers that worked with digital literacy, usability, and the
digital divide while doing the literature review. Most studies on usability evaluation
discuss the general usability problems in the systems tested via automated tools [42,
31, 62, 71, 32]. Some studies tried to connect usability issues and users’ needs with
user-centered data, but they primarily focused on finding the general problems [36,
41, 65, 4]. This approach only revealed broad usability concerns and failed to ad-
dress more intricate issues that arise during product use and their connection with
digital literacy. Our research aims to bridge this gap by incorporating a user-based
perspective.

Additionally, if we look at the work done on literacy and e-government adoption
challenges, we can see that, though most studies have large sample sizes, they did
not discuss how usability can impact users with different digital literacy levels [37,
29, 15, 29, 59]. In Bangladesh, intermediaries form a significant portion of the
regular e-service users and they often act as intermediaries to help citizens access
the services. Even though these intermediaries have limited digital literacy levels
themselves, a huge number of general people in the country tend to rely on them
because of their regular website navigation-related struggles [52]. To our knowledge,
no prior research has examined this mediator community in Bangladesh, present-
ing us an opportunity to explore the usability factors from their perspectives which
could give us new insights. We also want to explore why citizens prefer using medi-
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ators rather than completing the tasks independently at home. This study aims to
fill up these gaps by providing design recommendations that will work for all users
regardless of their digital literacy levels. As existing literature does not cover all
these aspects comprehensively, and given the lack of recent research on this topic in
the Bangladeshi context, our study is uniquely positioned to offer valuable contri-
butions.
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Chapter 3

Methodology

This study employed a mixed-methods approach integrating surveys, interviews, and
heuristic evaluation to comprehensively explore and analyze users’ experiences with
limited digital literacy on four selected e-service websites in Bangladesh. Combining
qualitative and quantitative research methods allowed us to gather detailed analysis
and validate our findings across multiple data points. The methodology was care-
fully designed to ensure representativeness, ethical compliance, and relevance to the
context of e-government platforms in Bangladesh.

3.1 Data Collection

We conducted an intensive seven-month-long study in Dhaka, Bangladesh, from
November 2024 to May 2025. This research mainly focused on four e-government
platforms: E-Passport, Bangladesh Road Transport Authority (BRTA), Railway e-
ticketing, and National Identity (NID). To capture a diverse range of perspectives,
the data collection process incorporated snowball sampling [34] that was primarily
for administrators, a combination of convenience [70] and random sampling [72] for
mediators and users. These methods were selected to ensure a rich and diverse
dataset while maintaining practicality and inclusivity in participant selection.

To ensure comprehensive representation across all demographic groups, particularly
elderly users and individuals with limited digital literacy who might face barriers
in completing online surveys independently, our research team adopted a mixed
approach for data collection. We conducted both online survey distribution and
in-person assisted data collection sessions. For participants who required support,
researchers assisted in filling out survey forms, ensuring that users with varying levels
of digital comfort could participate fully in the study. This approach was essential for
capturing authentic experiences from users who are often underrepresented in digital
research due to accessibility barriers. The overall research workflow is summarized
in Figure 3.1.

3.2 Field Observations

The observational component of the research involved immersive field observations
to understand how users and mediators interacted with the selected platforms. Two
researchers, native to Bangladesh and fluent in Bangla, were responsible for con-
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Figure 3.1: Workflow

ducting the fieldwork. Their familiarity with the region’s cultural, social, and tech-
nological landscape enabled them to navigate the research environment effectively
and build connections with participants. These observations helped contextualize
the findings and identify the systemic challenges faced by users with limited digital
literacy.

3.3 Interviews

The study’s qualitative component heavily relied on interviews with two key partic-
ipant groups: mediators and administrative officials. Additionally, these interviews
were designed to provide an in-depth understanding of the usability, accessibility,
and practical challenges associated with the platforms.

3.3.1 Mediators

In Bangladesh, mediators, commonly known as ‘Computer service shops’ workers,
play a pivotal role in assisting citizens with various e-governance services. These
individuals help users navigate e-service platforms in exchange for monetary com-
pensation [56]. Their proximity to passport and visa offices, BRTA headquarters,
and NID centers makes them an integral part of the e-government ecosystem.

Our demographers decided to conduct contextual inquiries [3] with mediators as
show in Figure 3.2, offering services for BRTA, NID, and Passport websites due
to the nature of their work. Mediators working with BRTA, NID, and Passport
websites were targeted for these inquiries. A total of 14 BRTA mediators, 1 NID
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mediator, and 4 Passport mediators (Table 3.1) were engaged across key locations,
including Mirpur BRTA, computer service shops near Agargaon Passport Offices,
and Banani Super Market. Rail Sheba does not involve mediators. Therefore, no
mediator-related data is available for this platform.

Figure 3.2: The top two pictures are of tech support centers beside BRTA in Mirpur-
13 while providing service to the users. The bottom two pictures feature computer
service shops in Agargaon, outside Passport Office.

The mediators, predominantly male and aged between 35 and 40, had an average of
5 to 7 years of experience in their respective roles. They assisted clients from diverse
demographic backgrounds, with BRTA mediators handling the highest number of
users. Our ethnographers conducted interviews in Bangla, with discussions ranging
from 20 to 50 minutes based on the participants’ availability and engagement lev-
els. The mediators were asked about their demographic information, educational
backgrounds, and their perceptions of the usability of the platforms for users with
low digital literacy. Detailed notes were taken during the interviews, and audio and
video recordings were made with the participants’ consent for further analysis.

3.3.2 Administrative Officials

Administrative officials, as key stakeholders in the operation and maintenance of
the e-service platforms, provided valuable insights into the design, usability, and
challenges of these systems. To ensure comprehensive coverage, the research team

29



Table 3.1: Sample size overview

Category BRTA Passport NID Railway
Admin 5 3 1 0
Mediator 14 4 1 0

User” 64 138 168 140
Total 77 135 163 130

* The total number of users across all four platforms exceeds 293 because
many respondents used multiple platforms.

conducted both individual interviews and focus group discussions [21] with officials
associated with BRTA, Passport, and NID services. We were unable to reach any
administrators from Rail Sheba. However, we have scheduled future appointments
and will incorporate additional data into the research as it becomes available.

Appointments were scheduled with officials based on their convenience, and inter-
views were conducted upon obtaining their consent. A focus group discussion with
five BRTA officials was held at the BRTA headquarters in Chairmanbari, Banani.
Individual interviews were conducted with three Passport officials at the Agargaon
Passport Office, and an online interview was arranged with one NID official. The
choice of interview medium—in-person or online—was determined by the partici-
pants’ preferences and schedules.

To maintain confidentiality, particularly with government officials who preferred not
to be recorded, documentation methods were adapted accordingly. Ethical guide-
lines were strictly followed, and participant anonymity was prioritized. In total, 28
interviews (Table 3.1) were conducted with mediators and administrative officials,
providing a robust dataset for qualitative analysis.

3.4 Surveys

To gain comprehensive insights from the user perspective, we implemented a de-
tailed quantitative research approach through an extensive survey methodology.
This methodological choice was driven by the need to understand how users inter-
act with and experience various e-government websites in Bangladesh, particularly
focusing on their usability challenges and accessibility concerns. The survey was
designed to capture both broad patterns in user behavior and specific challenges
faced by different demographic groups.

Our survey was carefully designed using Google Forms, incorporating a sophisticated
structure that allowed for both breadth and depth in data collection. The ques-
tionnaire began with essential demographic inquiries, gathering information about
participants’ age, gender, and educational background. This demographic section
was particularly crucial as it helped establish the context for understanding how
different population segments interact with e-government services. Beyond basic
demographics, we included questions to assess participants’ digital literacy through
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self-evaluation and their comfort levels with digital tasks, digital devices, and inter-
net usage patterns. This provides valuable context for interpreting their experiences
with e-government platforms.

The core of our survey focused on four major e-government websites: the Bangladesh
Road Transport Authority (BRTA), E-Passport services, National ID (NID) services,
and the Railway E-ticketing platform. We implemented an intelligent skip-logic
system in the questionnaire design, ensuring that participants only responded to
sections relevant to their experience. This approach not only improved the quality
of responses but also respected participants’ time and reduced survey fatigue.

For each website, we included a comprehensive set of questions using various re-
sponse formats, including five-point Likert scales [26] to measure satisfaction and
agreement levels, multiple-choice questions for categorical responses, and extensive
open-ended questions to capture detailed feedback and suggestions for improve-
ment. The open-ended questions were strategically designed to function similarly to
mini-interviews, encouraging participants to provide in-depth narratives about their
experiences, challenges, and suggestions. This approach was particularly valuable as
we recognized that while we had conducted detailed interviews with administrators
and mediators, obtaining comprehensive qualitative insights directly from end users
would be essential for understanding the complete user experience landscape.

The inclusion of these interview-style open-ended questions proved to be exception-
ally beneficial for our research. Users provided thoughtful and detailed responses
about specific usage issues they encountered, sharing personal anecdotes about their
struggles with navigation, form completion, and system understanding. These re-
sponses yielded rich qualitative data that complemented our quantitative metrics,
revealing nuanced insights about user frustrations, workarounds they developed,
and specific features that either facilitated or hindered their task completion. The
depth of feedback we received through these questions provided us with actionable
insights that would have been difficult to capture through structured questions alone.

The survey distribution strategy was carefully planned to ensure broad representa-
tion across different demographic groups. We utilized multiple distribution channels,
including social media platforms, professional networks, academic institutions, and
local community centers. Recognizing that certain demographic groups, particularly
elderly users and individuals with limited digital literacy, might face challenges in
accessing or completing online surveys independently, our research team adopted a
hybrid approach that included both digital distribution and in-person assistance.
For participants who required support, research team members visited community
centers, government service locations, and other public spaces where potential partic-
ipants naturally congregated. During these in-person sessions, researchers provided
assistance to elderly participants and others who needed support in understanding
questions or navigating the digital form. This approach ensured that we captured
perspectives from users who might otherwise be excluded from purely digital data
collection methods, thereby enhancing the representativeness and inclusivity of our
findings.

Our enhanced data collection efforts delivered responses from 301 participants (Table
3.1), with 293 providing valid consent and complete responses that were included in
the final analysis. The survey remained active for 7 months, allowing adequate time
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for responses to accumulate across different demographic segments. The response
pattern revealed a rich demographic diversity, with participants spanning various
age groups, education levels, and digital literacy backgrounds.

This comprehensive survey approach provided us with rich, multi-layered data about
how users interact with e-government websites in Bangladesh. The combination of
structured responses and extensive open-ended feedback gave us both broad patterns
of user behavior and specific insights into the challenges faced by users with varying
levels of digital literacy. The interview-style open-ended questions were particularly
valuable in uncovering detailed user perspectives that might not emerge through
traditional survey methods. This information proved invaluable for understanding
the current state of e-government website usability and identifying specific areas
where improvements could enhance the user experience for all citizens, regardless of
their technical proficiency.

3.5 Interface Development and Expert Validation

To address the usability issues identified in our research, we developed a unified
interface design guideline aimed at improving accessibility and user experience across
e-government platforms in Bangladesh. This intervention was conceived as a system-
level alternative to building multiple separate prototypes for individual platforms,
allowing us to create a scalable framework that could be applied across different
services such as BRTA, e-Passport, NID, and the Railway e-ticketing platform.
The design system was developed through a user-centered process informed by
WCAG (Web Content Accessibility Guidelines) 2, survey data, heuristic evalua-
tions, and interview findings. Our team held a series of internal collaborative design
workshops to identify recurring usability barriers experienced by users with limited
digital literacy. From these sessions, we abstracted common interface pain points
and mapped them to design principles for components such as form inputs, valida-
tion flows, error messaging, authentication steps, and multilingual toggling.

The outcome was a structured design system that includes component guidelines,
interaction patterns, and an implementation checklist. This checklist is segmented
into six core domains: Security & Privacy, Accessibility, Localization, Performance,
User Experience, and Content & Support. Each item within these domains was
assigned a priority level and accompanied by implementation instructions, allowing
developers to track progress and assess readiness for deployment. The checklist
system also includes real-time scoring and report export features to support iterative
development.

To assess the feasibility and applicability of the proposed interface design system, an
expert validation procedure was conducted involving two professionals with exten-
sive experience in software development and user interface design. The participants
included one Senior UI/UX Designer with prior involvement in a government web-
based health portal and one Senior Software Engineer with experience delivering
component-based front-end systems.

The experts were presented with the design framework consisting of modular in-
terface components, design tokens, and a structured usability checklist. A semi-
structured interview protocol was used to guide the evaluation, focusing on four
primary dimensions: (1) consistency of visual and interaction patterns, (2) develop-
ment scalability and implementation effort, (3) alignment with current practices in
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government digital services, and (4) support for accessibility and inclusion.

Each participant independently reviewed the framework materials and provided
qualitative feedback through structured interviews. Data collection emphasized
identifying perceived strengths, potential implementation barriers, and opportuni-
ties for refinement. Interviews were conducted using guided prompts related to
component clarity, accessibility compliance, token usage, and the checklist’s appli-
cability in agile development environments.

This validation procedure allowed triangulation of the proposed design with profes-
sional development standards. It ensured that the system was not only theoretically
grounded but also implementable within real-world government service delivery en-
vironments. Feedback from the experts was used to iteratively refine the system’s
documentation and prioritization schema, enhancing its utility for future institu-
tional adoption.

3.6 Heuristic Evaluation

To further validate the findings from the interviews and surveys, a heuristic eval-
uation was conducted to assess the usability of the four e-service platforms. This
evaluation was based on Nielsen’s 10 heuristic principles [2], which focus on key
aspects such as visibility, user control, error prevention, consistency, and system
efficiency.

Three independent researchers reviewed the platforms, commenting on every issue
related to any usability problem. Individual evaluations were followed by a group
discussion to identify repeating patterns and consolidate findings. Recommendations
for actionable improvements for the platforms were synthesized and correlated with
qualitative and quantitative findings from interviews and surveys in the heuristic
evaluation.

3.7 Data Analysis

The data collected through interviews, surveys, heuristic evaluations, and expert
consultations underwent rigorous analysis to ensure reliability and validity.

3.7.1 Qualitative Analysis

The researchers transcribed and translated all the interviews into English. Three
researchers conducted a thematic analysis [67] to identify recurring themes and
patterns in the qualitative data. Each researcher independently generated thematic
codes and grouped them under broader themes. These initial codes were compared,
and discrepancies were resolved through discussion and consensus. The final set of
themes was then used to structure the findings and draw conclusions.

3.7.2 Quantitative Analysis

To understand the underlying patterns and relationships in user experience across e-
government platforms, we undertook a detailed quantitative analysis based on survey
responses from 293 participants who met our inclusion criteria. The analysis began
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with a careful data preparation process. Of the 301 responses initially collected, we
excluded entries that lacked valid consent. The retained data were then cleaned and
standardized, which included harmonizing text entries, removing Bengali characters
or translating into English where appropriate, and ensuring internal consistency
across variables.

Digital Literacy Score Calculation

A critical component of our quantitative analysis involved converting qualitative
digital skill assessments into reliable numerical values. Rather than relying solely on
participants’ self-assessed digital literacy levels, which can be subject to subjective
bias and overconfidence effects, we implemented a task-based competency scoring
system. This approach aligns with established measurement principles in digital
literacy research, where performance-based assessments provide more accurate skill
evaluations than self-reported measures.

Our scoring methodology was grounded in validated academic frameworks, partic-
ularly the European Digital Competence Framework (DigComp 2.2) and OECD’s
Programme for International Assessment of Adult Competencies (PIAAC), which
provide hierarchical skill classifications based on cognitive complexity and task de-
mands [73] [46].

Table 3.2 presents the detailed conversion methodology used to transform survey

responses into quantitative digital literacy scores.

Table 3.2: Digital literacy score conversion methodology

Digital Assigned | Academic Framework Cognitive Complexity

Competency Weight Justification Rationale

Browsing websites 1 point DigComp Level 1-2 Basic navigation requiring

and searching for (Foundation) minimal cognitive load and

information online PTAAC Level 1 (241-290 simple recognition tasks
points)

Sending and 2 points DigComp Level 2-3 Communication

reading emails (Foundation/Intermediate) | competency requires
PIAAC Level 1-2 (241-340 | interface understanding
points) and message composition

Filling out online 3 points DigComp Level 3-4 Multi-step processes

forms (Intermediate) requiring data validation
PIAAC Level 2 (291-340 and form logic
points) comprehension

Downloading files 4 points DigComp Level 3-4 Technical operations

from the internet (Intermediate+) requiring file system
PIAAC Level 2-3 (291-400 | knowledge and security
points) awareness

Installing and 4 points DigComp Level 4-5 Advanced technical

using mobile or (Advanced Intermediate) knowledge requiring system

computer PIAAC Level 3 (341-500 understanding and

applications points) troubleshooting

Using online 5 points DigComp Level 5-6 Complex integration

payment systems (Advanced) requiring security literacy,
PIAAC Level 3+ financial understanding,
(341-500+ points) and multi-platform

coordination
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This weighting system is consistent with cognitive load theory applications in digital
literacy assessment, where task complexity correlates with the number of cognitive
elements users must process simultaneously [48].

Statistical Analysis Framework

Before conducting any statistical analysis, we performed normality testing using the
Shapiro-Wilk test on all continuous variables to determine the appropriate analyt-
ical approach. Given the expected non-normal distribution of user experience data
in digital government services, this step was crucial for selecting valid statistical
methods.

Descriptive statistics were first calculated to summarize user demographics, platform
usage rates, and satisfaction levels. These figures provided an initial view into
how different groups interact with services such as BRTA, NID, E-Passport, and
Railway Sheba. To explore the relationships between digital literacy and platform-
specific experiences, we conducted a series of cross-tabulations, with a particular
focus on assistance needs, task completion success, and mediator reliance. These
were visualized through heatmaps and comparative bar plots to highlight disparities
across digital skill levels.

Based on the results of normality testing, we employed non-parametric statistical
methods throughout our analysis. The Kruskal-Wallis test was used to assess vari-
ation in mediator dependency across digital literacy levels, selected specifically for
its robustness with non-normal data and resistance to outliers. This test was ap-
propriate given the expected violation of normality assumptions in user experience
data.

Correlation analysis played a central role in uncovering relationships between vari-
ables. Both Spearman’s rank correlation coefficient (p) and Pearson’s correlation
coefficient (r) were computed to measure associations between digital literacy, sat-
isfaction, task success, interface confusion, and security confidence. The dual ap-
proach allows for comparison between rank-based and parametric relationships, pro-
viding a more comprehensive understanding of variable associations even when data
distributions are non-normal.

Integrated Analysis Approach

Throughout the analysis, we maintained an integrated approach by complement-
ing quantitative findings with qualitative insights drawn from open-ended survey
responses. These responses were systematically coded using thematic analysis prin-
ciples to identify recurring user frustrations, support system gaps, and interface-level
design issues. The integration of mixed methods follows established protocols in dig-
ital inclusion research, where quantitative patterns provide breadth while qualitative
insights offer depth and context. Together, these methods enabled us to construct
a comprehensive, data-driven understanding of how digital literacy, usability, and
institutional trust intersect to shape user experience on Bangladesh’s e-government
platforms. The robust statistical foundation, combined with validated measurement
instruments and appropriate analytical techniques, ensures the reliability and valid-
ity of our findings in addressing the research questions regarding usability challenges
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for users with limited digital literacy.

3.8 Integration of Findings

The integration of qualitative and quantitative data, combined with insights from
expert consultations and prototype development, allowed for a holistic understand-
ing of the challenges faced by users with limited digital literacy. The thematic
analysis of interview data provided context and depth to the survey findings, while
the heuristic evaluation offered practical insights into platform design and usabil-
ity. The expert feedback sessions helped validate our proposed solutions and guided
implementation strategies. Together, these methods enabled the research team to
identify systemic issues and propose targeted, technically feasible recommendations
for improving e-service platforms in Bangladesh.

3.9 Ethical Considerations

Ethical considerations were integral to every stage of the study. Informed consent
was obtained from all participants before data collection. The survey included a
digital consent form, which participants were required to sign before proceeding
with the questionnaire. Similarly, interview participants were provided with de-
tailed information about the study’s purpose, their rights as participants, and how
their data would be used. Consent was obtained in writing or verbally, depending
on the context, and participants were assured of their right to withdraw at any time.

To ensure confidentiality, all collected data was de-identified, and unique random
identifiers were assigned to each participant. Audio and video recordings were se-
curely stored, and access was restricted to the research team. The research protocol
was reviewed and approved by the Institutional Review Board (IRB) of BRAC Uni-
versity under reference number 220240006, dated May 6, 2024.
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Chapter 4
Findings

Bangladesh’s journey toward digital transformation through e-government services
represents a critical shift in how citizens interact with government institutions. Our
comprehensive analysis draws from three distinct perspectives: survey responses
from 293 participants representing the general public, in-depth interviews with ad-
ministrators of the respective government platforms, valuable insights from media-
tors who bridge the gap between citizens and digital services, and a heuristic eval-
uation of the usability and accessibility of these platforms. This multi-stakeholder
approach provides a unique and holistic understanding of both the challenges and
opportunities in Bangladesh’s e-government ecosystem.

This findings section presents a detailed examination of user experiences across four
key e-government platforms: the BRTA Service Portal, E-Passport Services, NID
Services, and Railway E-Ticketing. The inclusion of administrator perspectives of-
fers crucial insights into the technical and operational challenges these platforms
face, while mediators’ experiences illuminate the practical difficulties citizens en-
counter and the reasons behind their dependence on intermediary assistance. By
analyzing these platforms through the lens of our research questions—understanding
usability challenges for users with limited digital literacy and identifying potential
improvements—we uncover patterns that illuminate both the current state of e-
government accessibility and opportunities for enhancement.

Our analysis particularly benefits from the contrasting viewpoints of administrators,
who emphasize the technological advancements and security measures implemented
in these systems, and mediators, who deal daily with the practical challenges of
helping users navigate these platforms. This dual perspective helps highlight the
gap between intended functionality and actual user experience, especially for those
with limited digital literacy.

Through careful analysis of these multiple perspectives— administrator perspectives,
mediator insights, and the results of our heuristic evaluation—we aim to present a
comprehensive picture of the current state of e-government services in Bangladesh
while offering practical insights for improvement. This structured approach allows
us to understand not just what challenges exist but why they persist and how
they might be effectively addressed to create more inclusive and accessible digital
government services.
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4.1 Challenges Faced by Users with Limited
Digital Literacy

Administrators across Bangladesh’s key e-service websites—BRTA, Passport, and
NID—highlighted the transformative role these services play in simplifying citizens’
lives. According to one BRTA administrator,

“BSP portal is updating with time, and about 10 million people are using
it for their license, and about 6 million people are using the portal for
their vehicle-related information.” - A4

Similarly, passport administrators emphasized that the new online system has sig-
nificantly reduced the hassle of the traditional passport application process. One
admin remarked,

“Previously, making a passport was a long, monotonous work. Currently,
people can apply online, make appointments, and then visit their respec-
tive passport offices during their designated timeslot. They do not have
to spend a whole day for a passport anymore.” - A6

Furthermore, the NID admin described the platform as “very easy to use” for the
younger generation and digitally skilled users. However, despite these advancements,
admins across all three platforms also observed various challenges that hinder users
from using these e-service platforms.

4.1.1 BRTA Admin

Our analysis of the BRTA admin interviews revealed new insights, leading to the
identification of two distinct themes: Digital Literacy and Behavioral Barriers Driv-
ing Mediator Dependency and Technical Infrastructure and Usability Challenges.

4.1.1.1 Digital Literacy and Behavioral Barriers Driving
Mediator Dependency

According to the admins, “Users who use the portal themselves or take help through
mediators both groups are getting benefited,” indicating the presence of single users
and mediators in the user eco-system. This presence stems, as one admin pointed
out,

“Users generally appreciate the online service. But they often face bar-
riers due to a lack of limited digital literacy or overlooking the available
information due to being impatient.” - Al

These observations from the admins indicate that the BRTA system’s reliance on
mediators arises from key factors like limited digital literacy and behavioral barriers,
such as impatience with the system’s processes.

Users with no literacy are dependent on mediators, Union Digital Centers [74], and
relatives to access the BRTA portal services. While collecting data, we have found
that mediator dependency here is the most prominent compared to other e-services.
This high reliance comes with added risks, as users can be deceived by them. One
admin remarked,
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“People with no literacy take help from the mediators or third parties to

use the portal and often get deceived and they misuse the opportunity.”
- A4

Furthermore, users with limited digital literacy struggle to understand website in-
structions, causing them to seek additional assistance, which mostly involves medi-
ator assistance. According to the officers, challenges such as confusion around the
validation process increase users’ dependency on mediators. Some of them stated,
“NID validation by personal contact number is not clear to them, and they are often
not aware of that,” highlighting how these barriers hinder adoption, particularly for
users with limited education or digital literacy.

4.1.1.2 Technical Infrastructural and Usability Challenges

The website faces interrelated challenges in technical, infrastructural, and user inter-
face design. When asked about the specific usability challenges and the effectiveness
of the portal’s layout, the developers remarked,

“The portal provides basic accessibility, but the navigation and informa-
tion layout may not always be intuitive for users with low digital literacy.”

- A2

The usability challenges are also connected to technical limitations, including con-
nectivity issues with BRTA and NID validation systems disrupting the service, in-
creasing frustration, and mediator dependency among users. Furthermore, multiple
validations and technical complexities discourage users from using the system, cre-
ating a digital divide. Regarding this matter, they also emphasized the critical
importance of usability and accessibility, stating,

“Usability directly influences public perception. FEffective online service
delivery enhances trust and satisfaction, while challenges such as naviga-
tion issues or insufficient support can lead to frustration and a negative
impression.” - Ab

This situation is further aggravated by inadequate organizational structures, such
as insufficient manpower, to accommodate the huge number of users and the need
for a mobile application for the system.

4.1.2 Passport Admin

Insights from the Passport admin interview highlighted key challenges such as Nav-
igational Barriers and Digital Proficiency Gaps, where users face difficulties un-
derstanding and using the system, and Challenges in Support Infrastructure and
Accessibility, reflecting inefficiencies in assistance and service accessibility.

4.1.2.1 Navigational Barriers and Digital Proficiency Gaps

Interviews with the passport office administrators provided valuable insights into
their perspectives on the behavioral and digital literacy barriers while using the
e-passport website. While the portal has successfully modernized the application
process, significant behavioral barriers exist, particularly with users with limited
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digital literacy. In their opinion, the website is easy to use for digitally skilled users
and young people. The officers noted the presence of bilingual support, making
sure that the websites were “thorough and easy to understand.” However, a notable
paradox in users’ behavior emerges despite having bilingual support and extensive
documentation present for dependency on intermediary assistance driven by a “fear
of errors” rather than system complications. According to them, mostly elderly
individuals and users with limited literacy face challenges like navigating the sys-
tem and misunderstanding information during application. Admin, A7 stated, “I
have seen the elderly and people with limited education face most of the challenges.”

Furthermore, one admin explained the reasons behind the reliance on mediator
assistance,

“These issues will last as long as all the people are not used to using
digital devices. They will have the fear of errors. So they take help from
others, such as family members and mediators.” - A9

They also described that many users simply do not want to take the hassle of doing
these tasks and seek mediator help, further strengthening the influence of behavioral
challenges impacting mediator dependency. One officer remarked,

“Many people do not want to do something that they can do with some-
one’s help by spending a little amount of money and time.” - A9

4.1.2.2 Challenges in Support Infrastructure and Accessibility

The admins addressed usability and infrastructural challenges like the payment con-
firmation process and rescheduling option during the interviews. Throughout the
user and mediator interactions, a significant number of participants in this study
mentioned the absence of a rescheduling process. In this regard, the admins said,

“People addressed issues about rescheduling, but I think once you confirm
your application schedule and go to the payment section, rescheduling
should not be available.” - A8

On the topic of the payment procedure, the admins admitted the issue of a lengthy
payment procedure, saying, “Payment confirmation takes a while sometimes.” How-
ever, despite these issues, most admins claimed the portal to be intuitive, and anyone
experienced with the internet and browsing can use this website without any issues.
One admin remarked, “I don’t think any simplification is needed.” When discussing
organizational and technical issues, most admins stated that apart from the NID
server being down sometimes, there aren’t many challenges or issues that hinder
the service delivery. The admins claimed that the website is well maintained, say-
ing, “The portal is always getting updates. Our engineers are working on it every
day” The admins further addressed the security measurements of the website and
mentioned,

“We use VPN while accessing sensitive information, so it is very secure.
To build trust, we need more advertising and letting people know their

data is safe.” - AT
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4.1.3 NID Admin

The admin interview addressed digital literacy challenges, misconceptions about
NID servers, and the role of mediators assisting users with limited digital proficiency.

4.1.3.1 Barriers to Independent Usage

The interview with the district election officer highlighted his duties, including han-
dling new voter registrations, biometric data, and revision applications, emphasizing
the role of mediators in assisting users. When asked about the users’ interaction
with the NID websites, he stated,

“The website is very easy to use, but there is a part of the population
who don’t understand the technical stuff like the website and networking.
So for them, it will be a bit hard, but they can get help. People with
basic knowledge or the younger generation easily use this website and
can easily submit their applications.” - A7

His statement indicated that while there is a digital divide among users, this type
of assistance can enable limited digital literacy users to avail the benefits of this
website like any other digitally literate user, creating a ground for digital equity.

4.1.3.2 Addressing Server Reliability Misconceptions

When questioned about the claims regarding frequent NID server downtime, the
officer firmly denied these allegations, stating,

“I would like to oppose what the BRTA associates said. Our server is
never down, and we easily provide all the services. Compared with other
departments, our servers are excellent and never down. We notify you if

it is down for about one or a half hours. Otherwise, our server is never
down.” - A9

This response highlights the significant miscommunications between various organi-
zations, which create usability and accessibility barriers for users. Such inconsisten-
cies in views and information can create frustration and a lack of confidence in both
users and stakeholders. Finally, when asked about any changes he wanted to make
in this system, he said the current system is completely fine and well-equipped.
Mediators of these three platforms also revealed several key struggles that the limited
digital literacy users face as well as the factors that make them seek mediator help.
They highlighted navigation, understanding instructions, behavioral barriers, and
many technical difficulties as some common factors contributing to users’ reliance
on mediators.

4.1.4 BRTA Mediator

The BRTA mediator insights focus on system inefficiencies and user struggles, where
technical difficulties and digital literacy gaps drive users to rely heavily on mediator
assistance.
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4.1.4.1 Technical Challenges and Process Complexity

BRTA mediators revealed several usability, accessibility, and technical issues such
as cumbersome payment processes, complex ownership transfer systems, frequent
server downtime, and slow performance. One mediator, M10 said, “The website is
often slow and sometimes goes down, which causes frustration.” They also com-
plained that server-related issues cause task delays as there is no alternative way
to process, disrupting their work. Furthermore, all BRTA mediators mentioned two
major issues: (1) payment procedures and (2) ownership-transfer complexities. Ac-
cording to them, the payment process is inefficient, with issues like delayed and un-
processed receipts despite successful transactions, missing cancellation mechanisms,
and requiring physical visits to resolve such errors. One mediator stated,

“The payment takes the amount but does not process it properly, and we
have to contact the authorities, which takes a few days.” - M5

Additionally, in cases where a wrong transaction ID is entered, the payment process
is disqualified with no automated refund system, which creates stress and inconve-
nience for users. The ownership transfer procedure is also hectic, with slow document
uploads and manual approvals with an offline dependency that makes the process
frustrating and time-consuming for users. One mediator said,

“Malikana poriborton (ownership transfer) is a particularly time-consuming
process. It often gets delayed due to the dependency on BRTA’s approval,
which can take several days or even weeks.” - M12

Both of these problems undermine the main idea of online services and create acces-
sibility barriers for users. They also highlighted issues like a lack of online editing
and canceling options. One of the mediators pointed out,

“If someone has an account and wants to edit some details, like a change
in current address, they cannot do it. There is no edit option in the
account.” - M2

Furthermore, they mentioned inadequate synchronization of NID and BRTA servers,
as one mediator stated,

“While renewing the driving license, there are some people whose name
does not match with the NID card. They must go to BRTA physically,
but it could be done online with scanned documents.” - M9

Mediators also expressed their concerns about the slow service and inadequate man-
power of the BRTA help center by saying,

“The help center is not as effective as it should be. There is a lack of
sufficient manpower, and the call center support is limited.” - M4
4.1.4.2 Client Dependency

While mediators found navigation and information organization relatively clear and
improved over time, they stated that clients, particularly those with limited digital
literacy, struggle to navigate and understand the information. According to one
mediator,
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“Typically, people with digital literacy issues, those who cannot use a
computer, cannot use the website themselves and come for our help.” -
M13

Moreover, the clients struggle to understand the website’s instructions, as another
mediator stated,

“The clients do not understand the instructions clearly. Those who do
not understand come to us, while those who understand do not.” - M14

The BRTA mediators also pointed out that users get overwhelmed by the website and
reach out to mediators for assistance. According to them, users prefer convenience
and efficiency, which leads to mediator dependency. The mediators stated,

“They usually take the service from us because they do not want to go
through the hectic process. Even if the client knows how to use the web-
site, they still want the luxury of not doing it themselves when they can
pay us.” - M7

Clients oftentimes forget login and other credentials and face several payment pro-
cessing issues, which also makes them seek mediator assistance. According to the
mediators, the payment process is one of the key challenges of the website, and of-
ten users face issues like failed transactions, missing receipts, and wrong transaction
IDs. One mediator remarked,

“If the payment is done but not processed properly, we have to contact
the authorities through the hotline, which takes a few days.” - M3

Finally, the website’s offline dependency is also a crucial reason for mediator reliance,
as tasks like ownership transfers need in-person visits, making it easier for the clients
to rely on mediators. They said,

“The biggest barrier to making the BRTA website accessible and user-
friendly is the offline approval. It should be made fully online.” - M11

4.1.5 Passport Mediator

Passport mediators highlighted the performance and integration issues of the system,
alongside addressing users’ mediator dependency for process simplification.

4.1.5.1 System Performance and Integration Issues

Passport mediators strongly indicated slow and frequent server-down incidents by
saying, “The server should always be working”. Furthermore, the highlighted issues,
like lack of rescheduling options and no refund policies, are the most prevalent on
the website. One mediator remarked,

“The server accessing speed is very low. No rescheduling, and no payment
return option if any mistake is made.” - M15

Their dissatisfaction with server issues was common, as most mediators complained
about slow passport servers as well as poorly synchronized NID servers. They also
mentioned the absence of a correction process after submission, which creates a
hassle as there is no cancellation system either. One mediator said,
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“Once information is submitted, there is no way to correct it. You will
have to go to the office and apply for cancellation, but there is no way
to do it online.” - M18

Furthermore, all mediators expressed their concerns about the absence of a reschedul-
ing process, which prevents them from rescheduling their appointments before the
scheduled date or after a missed appointment. As a result, users have to undergo
the same application and payment process, which causes significant inconvenience
to the users, creating frustration among them.

4.1.5.2 Mediator Reliance for Process Simplification

When asked about mediator reliance, the mediators emphasized behavioral barriers
like fear of making mistakes and the lack of motivation to do the tasks themselves.
They also highlighted facts like “Time and Reliability” and simplicity influence
mediator dependency. Mediator M16 said, “At every level, who wants to waste
time?” This indicates that users prioritize efficiency, which is why they seek mediator
assistance. According to mediator M17, many users turn to them for assistance
because they have “Bilashita” or luxury and fear making mistakes.

4.1.6 NID Mediator

Our NID mediator interview analysis gave insights into the usability challenges, data
synchronization, and accessibility issues that hinder users from independently using
the system.

4.1.6.1 Challenges in NID System Usability, Data Synchronization, and
Accessibility

We had one NID mediator who pointed out the server issue just like the rest of the
mediators, saying, “NID servers are down maximum time,” giving a firm idea of the
server issue across platforms. They also mentioned usability and accessibility issues
like the edit or cancel option. He stated,

“Once information is submitted, there is no way to correct it. You will
have to go to the office and apply for cancellation, but there is no way
to do it online.” - M19

He also mentioned that the English translation option for parents’ names and ad-
dresses is absent, which results in poor synchronization with the passport server and
user frustration. He stated,

“NID doesn’t have the address, father, and mother’s name in English
while applying. No English option for parents’ names and addresses. So
cannot sync fully with the passport.” - M19

Furthermore, he highlighted critical modification barriers, particularly the inability
to edit or cancel a submitted application online, which causes users to visit the
offices for correction.
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4.1.7 User Survey

Our comprehensive statistical analysis of survey responses from 293 participants
who provided valid consent reveals profound insights into the digital divide affecting
Bangladesh’s e-government services. The findings demonstrate a significant digital
divide among users, with 51.5% considering themselves advanced digital users while
23.2% identify as beginners. This disparity becomes particularly concerning when
considering access to essential government services, as our statistical tests confirm
these differences are not merely coincidental but represent systematic barriers to
digital inclusion. Some important demographic information of our study can be
found in Table 4.1.

Table 4.1: Demographic characteristics of survey respondents (N=293)

Characteristic Category Count Percentage (%)
18-24 124 42.3

25-34 7 26.3

Age 35-44 34 11.6
45-54 27 9.2

55+ 31 10.6

Male 194 66.2

Gender Female 97 33.1
Prefer not to say 2 0.7

Below High School 6 2.0

High School/SSC 19 6.5

. College/HSC 78 26.6
Education Level Diploma 13 44
Bachelor’s Degree 118 40.3

Master’s Degree 58 19.8

PhD Degree 1 0.3

Beginner 68 23.2

Digital Literacy Intermediate 74 25.3
Advanced 151 51.5

More than 5 hours 152 51.9

. 3-5 hours 66 22.5
Daily Internet Usage 1-3 hours 61 208
Less than 1 hour 14 4.87

Total 293 100.0

To further illustrate how digital literacy impacts access, we analyzed platform-
specific usage rates across different skill levels. As visualized in Figure 4.1, the
heatmap reveals a clear gradient: Users with advanced digital literacy are signifi-
cantly more likely to use e-government services than those with beginner-level skills.
For instance, 80.8% of advanced users access the NID platform, compared to only
8.8% of beginners. Similar disparities exist across the E-Passport (62.9% vs. 17.6%)
and Railway platforms (60.3% vs. 17.6%), while BRTA shows a stark contrast as
well (29.8% vs. 7.4%). These findings underscore how digital literacy functions
as a gateway to platform access, and how current e-government design and deliv-
ery mechanisms are disproportionately serving the digitally privileged. The usage
rate differentials reveal the structural barriers that prevent low-literacy users from
even reaching the point of interface engagement, reinforcing the necessity of both
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technical simplification and inclusive design.

E-Government Service Usage Rates by Combined Digital Literacy Level

Advanced

Intermediate

Digital Literacy Level
8
(%) a1y abesn

Beginner

BRTA E-Passport NID Railway
Platform

Figure 4.1: E-Government service usage rate heatmap by combined digital literacy
level

Understanding the educational composition of our respondents provides crucial con-
text for interpreting these findings. The concentration of users with higher education
(40.3% with bachelor’s degrees, 19.8% with master’s degrees) suggests that these ser-
vices may be inadvertently designed for more educated users, potentially excluding
those with limited formal education. This educational skew indicates a significant
barrier for less educated citizens attempting to access these services, creating what
researchers call a ‘digital stratification’” where educational attainment becomes a
prerequisite for digital service access.

Our statistical analysis employed rigorous testing methodologies to ensure reliabil-
ity and meaningful interpretation. Normality tests using Shapiro-Wilk revealed that
all continuous variables in our dataset exhibit non-normal distributions (p < 0.001
for all variables), necessitating the use of non-parametric statistical tests for mean-
ingful analysis. This finding itself is significant from a research perspective, as it
indicates that user experiences with e-government platforms do not follow typical
bell-curve patterns but instead show more complex, skewed distributions that reflect
the uneven nature of digital access and literacy in Bangladesh’s population.

4.1.7.1 Technical and Infrastructure Barriers

The e-government services in Bangladesh face significant technical challenges that
affect user experience across all platforms, creating what we might call a ‘digital
infrastructure crisis’ that undermines the foundational promise of accessible digital
governance. Our survey reveals widespread connectivity issues, with an overwhelm-
ing 88.8% of respondents reporting challenges in accessing these services. These in-
frastructure limitations create a foundational barrier affecting users across all digital
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literacy levels, a finding that our statistical analysis confirms through sophisticated
correlation testing.

To understand the depth of this problem, we must recognize that technical barriers
operate differently across user groups. Our correlation analysis reveals that technical
issues are not randomly distributed but show systematic patterns that amplify exist-
ing inequalities. As shown in the Table 4.2, the relationship between digital literacy
and technical problem-solving capabilities demonstrates a moderate positive corre-
lation (Spearman p = 0.422, p < 0.001), indicating that users with higher digital
literacy are better equipped to navigate around technical barriers when they oc-
cur. However, this correlation also highlights how technical infrastructure problems
disproportionately affect users with limited digital skills, creating a compounding
effect where those least equipped to handle technical problems encounter them most
frequently.

Table 4.2: Correlation analysis between key variables

Variables Compared Spearman p | p-value | Pearson r | p-value
Digital Literacy vs Mediator Dependency -0.395 0.000 -0.434 0.000
Digital Literacy vs Overall Satisfaction -0.067 0.314 -0.069 0.294
Digital Literacy vs Task Completion Success 0.422 0.000 0.521 0.000
Mediator Dependency vs Navigation Difficulty -0.195 0.001 -0.336 0.000
Overall Satisfaction vs Interface Confusion -0.088 0.182 -0.058 0.378

The BRTA portal exemplifies these challenges, experiencing frequent server down-
times and slow response times that test user patience and technical capability. With
59.4% of users reporting pages taking too long to load, we see how technical ineffi-
ciency becomes a usability barrier. The cascading effect of these problems becomes
evident when we consider that users with limited digital literacy may interpret slow
loading as personal failure rather than system inadequacy, leading to frustration and
abandonment of service attempts.

Similarly, the E-Passport portal’s performance issues emerged as the most preva-
lent concern among our 293 respondents, with 90 individuals reporting slow loading
times or errors. This represents more than a quarter of our total respondent pool
experiencing fundamental access problems. As one user, P9 succinctly expressed,
“Server needs to be more speedy and secure,” capturing the dual nature of infras-
tructure concerns that encompass both performance and security.

The NID portal demonstrates comparable technical constraints, with 65.5% of users
encountering technical issues during their last visit. This statistic is particularly
troubling given the NID portal’s role as a foundational digital identity service upon
which other e-government services depend. One user emphasized this challenge with
particular clarity, stating:

“Server size needs to be upgraded as soon as possible. Because ‘server
down’ and slowness are the most prominent issues ['ve faced.” - P194

This user’s frustration reflects a broader pattern where technical inadequacy under-
mines citizen confidence in digital governance initiatives.

The Railway E-Ticketing platform, despite being one of the most frequently accessed
services among our 293 participants, faces severe performance issues that become
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especially acute during peak usage periods. Slow page loading was reported by 106
respondents, representing approximately one-third of our survey population. One
user, P204, captured the severity of the situation by describing it as “The site is slow
as turtle.” These issues become especially critical during high-demand periods, such
as Eid season, when users report complete system failures that can affect millions
of citizens trying to arrange travel.

Payment processing emerges as another significant technical barrier across all plat-
forms, representing a critical failure point in the digital service delivery chain. Users
frequently report transaction failures, delayed confirmations, and complicated refund
processes that create financial anxiety and erode trust in digital transactions. This
is particularly problematic for the Railway E-Ticketing system, where users P194
and P226 highlighted the need for systematic upgrades, stating, “Payment system
should be upgraded” and calling for the implementation of a “Prompt refund sys-
tem,” respectively.

The integration challenges between different government databases represent a more
complex technical barrier that reflects broader issues in digital governance coordi-
nation. As one user noted regarding the NID-Passport integration disconnect:

“I had trouble selecting an option because I have X data in a particular
field in my NID and there was no X option in the E-Passport site.” -
P105

This lack of seamless data integration forces users to navigate complex reconciliation
processes that require advanced digital literacy to resolve, effectively excluding users
who lack such skills.

Mobile responsiveness presents another dimension of technical inadequacy that af-
fects the majority of our respondents. Despite 97% of users owning smartphones
and 53.7% preferring mobile access for railway ticketing, the platforms struggle to
provide consistent mobile experiences. Users report interface elements not render-
ing properly on mobile screens and functionality limitations when accessing services
through smartphones, creating a disconnect between user preferences and system
capabilities.

These technical barriers significantly impact user confidence and willingness to en-
gage with digital services, creating what researchers call ‘learned digital helplessness’
where repeated negative experiences discourage future attempts at digital service
use. The infrastructure limitations not only affect basic accessibility but also con-
tribute to broader issues of trust and reliability in e-government services. As one
respondent, P158, noted regarding the Railway platform, “Website crash and Eid
situation not able to book tickets. 100% worst” (The website crashes due to the
Eid rush, I couldn’t book tickets. It was the worst experience), highlighting how
technical failures can completely obstruct access to essential services during critical
periods when citizens most need reliable digital access.

4.1.7.2 Interface and Navigation Complexities

The survey findings reveal significant challenges in how users interact with and nav-
igate through Bangladesh’s e-government platforms, creating what interface design
experts call ‘cognitive load barriers’ that particularly affect those with limited digital
literacy. These interface-related issues create systematic barriers to effective service
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utilization, and our statistical analysis provides compelling evidence for these chal-
lenges through a detailed examination of assistance needs across different digital
literacy levels.

Understanding the relationship between digital literacy and interface navigation
requires examining how design complexity affects different user groups. Our com-
prehensive analysis of digital literacy versus assistance needs across all four ma-
jor e-government platforms reveals stark disparities in user independence that fol-
low predictable but concerning patterns. The Kruskal-Wallis test confirms that
mediator dependency differs significantly by self-assessed digital literacy category
(H = 57.855, p < 0.001), providing statistical validation for what users experience
daily when attempting to navigate these platforms.

Interface and Navigation Complexities in E-Government Platforms
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Figure 4.2: Analysis of interface and navigation complexities across e-government
platforms

To fully grasp the implications of these findings, we must consider how interface
complexity creates cascading effects throughout the user experience. The Figure
4.2 demonstrates that the BRTA portal faces significant interface challenges that
manifest across multiple dimensions of user interaction. Of our 293 surveyed partic-
ipants, 32 individuals (representing 50%) reported difficulty finding information on
the portal, while the complexity of instructions posed another substantial barrier,
with 24 users (37.5%) indicating they struggled to understand and follow the por-
tal’s guidance. These difficulties are not isolated incidents but represent systematic
design failures that affect substantial portions of the user population.

The statistical breakdown of assistance frequency reveals troubling patterns that
illuminate the depth of the digital divide in practical terms. For the BRTA platform
specifically, our analysis shows that 80% of beginners frequently need help navigating
the system, whereas only 31.1% of advanced users require such assistance. This
represents one of the steepest digital literacy gradients observed across all platforms,
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suggesting that the BRTA portal presents particularly acute usability challenges for
users with limited digital skills. This gradient effect demonstrates how interface
design can either bridge or widen the digital divide, with current designs clearly
widening the gap.

The visual design aspects of the BRTA portal received particularly critical feedback
from our respondents, with 29 users (41.4% of respondents to this specific question)
rating it as either ‘Below Average’ or ‘Very Poor’ in terms of layout and visual
appeal. These ratings align with the technical performance issues we observed,
where 33 users reported slow loading and technical errors, suggesting that interface
problems compound with technical performance challenges to create a particularly
frustrating user experience. This assessment is reinforced by user comments calling
for ‘Modern and planned Ul, UX’ and noting ‘Bad UX, UI’" as a significant issue.
One user articulated a specific challenge in Bangla that captures the intersection of
interface and technical problems:

“Portal er page gula user-friendly kora lagbe, dropdown e shomossha
kore. Mobile responsiveness totota user-friendly na.” (The portal pages
need to be made user-friendly as there are problems with dropdowns. Mo-
bile responsiveness isn’t user-friendly enough.) - P238

The E-Passport service exhibits similar navigation difficulties that create system-
atic barriers for users with limited digital literacy. Among our 293 participants, 60
respondents reported unclear instructions and 48 users expressed confusion about
application processes. Our statistical analysis reveals that 75% of beginners require
frequent assistance with E-Passport services, compared to just 13.7% of advanced
users. This dramatic difference demonstrates how interface complexity creates sys-
tematic exclusion patterns that prevent equitable access to essential government
services.

This disparity becomes particularly significant when we consider the critical nature
of passport services for international mobility and economic opportunity. A partic-
ularly telling user comment highlights the real-world consequences of these interface
failures:

“Website a ki ki mandatory, ki ki kora jabe na clear bola thake na, then
office a hoyrani kore.” (The website doesn’t clearly state what is manda-
tory and what cannot be done, leading to harassment at the office.) -
P202

This user’s experience illustrates how digital interface failures translate into offline
bureaucratic difficulties, creating a cycle where digital inadequacy leads to increased
burden on physical service centers.

While 46.4% of users found navigation straightforward, the visual layout primar-
ily received average ratings from 107 respondents, suggesting significant room for
improvement in design clarity and user guidance. The persistence of navigation dif-
ficulties even among moderate users indicates that current interface designs fail to
accommodate the full spectrum of user capabilities and preferences.

The NID portal’s interface presents its own set of challenges that reveal how funda-
mental digital identity services can become barriers rather than enablers. Among
our respondents, 51.2% reported difficulty finding specific services or information,
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while navigation ease shows a concerning distribution: while 39.3% found it easy or
very easy, 26.8% reported difficulty, and a substantial 33.9% remained neutral. This
neutral response pattern is particularly significant as it suggests user uncertainty
and lack of confidence rather than clear positive or negative experiences.

The visual design and layout ratings for the NID portal cluster around average (50%)
or below (21.4%), indicating significant usability issues that affect user confidence
and task completion. Remarkably, even among advanced users who heavily utilize
the NID platform (80.8% usage rate), over 60% still require assistance sometimes
or rarely, suggesting interface complexity that persists even among digitally liter-
ate users. This finding challenges the assumption that digital literacy alone can
overcome poor interface design.

The Railway E-Ticketing platform presents a more encouraging pattern while still
revealing significant challenges. Despite having 55.7% of users finding navigation
easy or very easy, the platform still faces interface challenges, particularly in its
visual layout and design. However, this platform emerges as the most accessible
service in our statistical analysis, with 61.5% of advanced users and 33.3% of be-
ginners able to navigate without any assistance. This suggests better user-centric
design and usability compared to other platforms, providing evidence that improved
interface design can meaningfully reduce assistance needs across all user groups.
Users frequently mention the need for interface improvements, with specific sugges-
tions for a “more colorful interface with easy navigation.” - P239. This feedback
indicates that users can identify and articulate specific interface improvements, sug-
gesting that user-centered design approaches could effectively address current limi-
tations.

A common thread across all platforms is the challenge of unclear error messages
and insufficient user feedback, creating what usability experts call ‘error recovery
barriers. When users encounter problems, the interfaces often fail to provide clear
guidance on how to resolve issues or proceed. This lack of clear communication leads
to increased dependence on external help, with many users requiring assistance from
family members, friends, or mediators to complete their tasks.

The complexity of these interfaces particularly affects users with limited digital
literacy, often forcing them to seek mediator assistance that compromises privacy
and creates financial burden. This dependency on external help contradicts the
fundamental goal of making government services more accessible through digital
platforms. As one respondent succinctly captured this contradiction:

“Please make it so there’s no need for mediators in all govt services,
improve the UX and design with proper research.” - P229

To investigate how users with limited digital literacy navigate e-government plat-
forms and the extent to which they rely on external assistance, we conducted a
cross-tabulation analysis comparing digital literacy levels with reported assistance
needs across these platforms. The results, visualized in Figure 4.3, reveal a consistent
and significant pattern: as digital literacy increases, the need for help sharply de-
creases. This trend validates our Kruskal-Wallis test result (H = 57.855, p < 0.001),
which confirms a statistically significant association between literacy category and
mediator dependency.

For example, on the BRTA portal, 80% of beginner users require frequent assistance,
while this drops to 31.1% for advanced users, with 26.7% of them needing no help
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Figure 4.3: Assistance required by different digital literacy level users

at all. The E-Passport platform reflects a similar divide, with 75% of beginners
needing frequent help, in contrast to just 13.7% of advanced users. Even the NID
platform, despite its high usage among advanced users, sees over 65% of them still
requiring some assistance, indicating persistent interface limitations. The Railway
Sheba platform stands out as relatively more accessible: 61.5% of advanced users
and even 33.3% of beginners report navigating it without any help, suggesting better
design practices.

This comparative visualization emphasizes that usability challenges are not uni-
formly distributed, and that users with lower digital skills face systematic barriers
stemming from interface complexity, unclear guidance, and lack of responsive feed-
back. These findings reinforce the argument that inclusive design, not merely user
training, is essential for reducing mediator dependency and achieving equitable dig-
ital access. Our statistical analysis underscores this concern, revealing that digital
literacy is indeed a strong predictor of user independence in navigating e-government
platforms. However, the varying assistance needs across platforms also indicate that
design quality plays an equally important role. Even literate users may struggle if
the design lacks clarity, accessibility, or consistency.

Further strengthening this point, our correlation analysis indicates that higher dig-
ital literacy does not translate into higher satisfaction. As visualized in Figure 4.4,
satisfaction scores across platforms show weak or negligible correlations with digital
literacy: NID (0.06), E-Passport (0.03), Railway (-0.01), and BRTA (-0.05). This
flat trend suggests that interface and navigation frustrations are not confined to
low-skill users; even experienced users find the platforms lacking in usability, re-
sponsiveness, or clarity. In effect, usability issues are systemic, not just skill-based.
This breaks the common assumption that digital literacy alone can ensure success-
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ful or satisfying use, and instead points to the urgent need for user-centered design
improvements that benefit all citizens, regardless of technical skill.

The comparison across platforms demonstrates that more intuitive, inclusive design
can reduce assistance needs, thus enhancing usability for users with limited digital
skills and moving toward the democratic ideal of equal access to government services.

4.1.7.3 Security and Trust Issues

The survey findings reveal deep-seated concerns about security and data protection
across Bangladesh’s e-government platforms, significantly impacting user confidence
and willingness to engage with these digital services. These security apprehensions
manifest differently across each platform but collectively represent a major barrier
to digital service adoption that goes beyond simple technical concerns to encompass
fundamental questions of institutional trust and digital sovereignty.

Our statistical analysis, as shown in the Figure 4.4 provides particularly revealing
insights into the relationship between digital literacy and security confidence that
challenge conventional assumptions about digital knowledge and trust. Surprisingly,
our correlation analysis reveals negative correlations between digital literacy and
security confidence across all platforms (BRTA: -0.18, E-Passport: -0.12, NID: -
0.10, Railway: -0.14). This counterintuitive finding suggests that users with higher
digital literacy are actually less confident in the security of these platforms, likely
due to heightened awareness of privacy risks and cybersecurity threats that come
with digital knowledge.
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Figure 4.4: Correlation analysis between digital literacy and e-government service
variables

For the BRTA portal, security concerns emerge as a significant barrier to adoption,
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with only 10.3% of users expressing confidence in the portal’s security. The majority
(51.7%) reported low or no confidence in the security of their shared information.
This trust deficit becomes particularly concerning given the sensitive nature of ve-
hicle registration and licensing data that users must submit through the platform.

The E-Passport service, despite handling highly sensitive personal information, faces
similar trust challenges. Only 16.8% of users expressed confidence in the platform’s
security measures for handling personal and payment information, while 35.9% re-
ported low confidence. The concerns primarily center around two aspects: privacy of
personal data (88 respondents) and payment security (66 respondents). This lack of
trust is particularly problematic for a service that requires comprehensive personal
information for international travel documentation.

The NID portal faces perhaps the most critical security challenges, given its role as
a fundamental digital identity infrastructure. The survey reveals that only 17.4%
of users expressed confidence in the platform’s security, while a substantial 60.2%
reported low or no confidence. This trust deficit becomes particularly alarming
in light of recent security incidents, as reflected in user P239’s observation, “Nid
database is already compromised. Security should be increased.” Given that NID
data serves as a foundation for accessing other government services, these security
concerns have far-reaching implications.

Security Confidence Levels in E-Government Platforms
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Figure 4.5: Security confidence levels in e-government platforms

The Railway E-Ticketing platform shows similar patterns of security concerns. As
shown in the Figure 4.5 only 20.8% of users expressing confidence in their personal
and payment information security, while 34.6% reported low confidence levels. Pri-
vacy of personal data (81 respondents) and security of payment transactions (80 re-
spondents) emerged as primary concerns. These security apprehensions particularly
affect users’ willingness to store payment information or make repeat transactions
on the platform.
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Across all platforms, payment security emerges as a common concern. Users ex-
press particular anxiety about online transactions, leading many to prefer in-person
payments despite the convenience of digital options. This hesitation significantly
impacts the overall adoption of e-government services, as financial transactions are
often integral to these services.

These security concerns often intersect with and amplify other usability issues. For
instance, unclear error messages during payment processing or lack of immediate
transaction confirmation increase users’ anxiety about the security of their financial
information. As one respondent noted regarding the E-Passport system, the com-
bination of security concerns and technical issues often leads to a complete loss of
trust in the system.

The findings suggest that addressing security concerns requires not just technical
improvements but also better communication about security measures and data
protection protocols. Users need more transparency about how their data is handled,
stored, and protected across these government platforms. The current lack of such
transparency contributes to a cycle of distrust that hinders the broader adoption of
e-government services in Bangladesh.

4.1.8 Heuristic Evaluation

A systematic heuristic evaluation was also conducted on the three service platforms
we have selected. The evaluation revealed several critical usability and interface
design issues across all platforms. The portals show significant navigation complexi-
ties with a non-intuitive menu structure. For example, Figure 4.6 shows the unusual
positioning of the navbar here.
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Figure 4.6: Bangladesh e-Passport portal homepage - unusual position of navigation
menu

Essential functions like license applications and vehicle registrations are buried under
multiple layers of navigation. The system lacks proper error prevention mechanisms -
forms accept invalid data formats without real-time validation, leading to submission
failures. Error messages are technical and cryptic, failing to guide users toward
solutions. For instance, in Figure 4.7 if we provide invalid NID information, it takes
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us to the next step, and after completing the next step, it shows a cryptic error
message that users won’t be able to understand in the first place.

© No data found.. NID-N: (responseRecords)

© An OTP sent to your mobile number, please enter the OTP for verifying your mobile number. You can resend OTP 2 times more.
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Figure 4.7: BRTA website registration process - error handling in NID verification
process

The interface uses inconsistent terminology between Bangla and English versions,
creating confusion for users switching between languages. The E-Passport system,
while having better organization, shows critical issues in system status visibility.
During application submission and payment processing, users receive inadequate
feedback about their progress. The system timeout settings are inappropriately
short, causing session expiration during document uploads. Help documentation
exists but is poorly integrated into the workflow, requiring users to leave their cur-
rent task to access guidance. The NID portal demonstrates major shortcomings in
error handling and recovery. The system’s form design lacks proper field valida-
tion, allowing the submission of incorrectly formatted data only to fail later in the
process.

For example, in Figure 4.8 when entering address details in the NID portal, the
holding number field is marked as mandatory (*), however, many rural residences in
Bangladesh do not have formal holding numbers. The system provides no guidance,
instructions, or alternatives for users from rural areas without holding numbers.
This forces users to either enter incorrect information or be unable to complete their
application. The form design fails to accommodate a common real-world scenario,
creating an unnecessary barrier, particularly for rural residents who constitute a
significant portion of users. Almost all of the interfaces also suffer from inconsistent
visual hierarchy, making important information and actions difficult to identify.
The Bangladesh Railway E-ticketing website exhibits several critical usability vio-
lations when evaluated against standard usability heuristics. The most significant
issues relate to system status visibility, the match between the system and the real
world, and error prevention.

In terms of visibility of system status, there is a major inconsistency in how seat
availability information is presented. For example, in Figure 4.9, the system initially
shows ‘10 seats available’ in the summary view, but upon entering the seat selection
interface, users encounter an empty first compartment. This violates the funda-
mental principle of system status visibility by providing contradictory information,
potentially confusing users about actual seat availability. Regarding error preven-
tion, the system lacks crucial features to prevent booking conflicts. Without a seat
reservation timer, multiple users can attempt to book the same seat simultaneously,
potentially leading to failed transactions and user frustration. This is particularly
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Figure 4.8: NID profile editing page - invalid validation creating unnecessary barrier
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Figure 4.9: Train seat selection interface showing inconsistent seat availability in-
formation between summary view and detailed compartment view.

problematic during high-traffic periods when many users are trying to book tickets

concurrently.
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The language consistency throughout the interface is also problematic. The exclusive
use of English, combined with occasionally complex terminology, creates accessibility
barriers for users who may be more comfortable with Bangla or simpler English
phrases. This violates the heuristic of matching the system to the user’s language.
Also, there is no support for the local languages, like Bangla. Moreover, the match
between the system and the real world is poorly implemented in several areas. As
the Figure 4.10 shows, the website uses technical terminology like ‘BST” (Bangladesh
Standard Time) and military-style time formats (e.g., ‘1438min’) instead of more
user-friendly alternatives that match how people naturally think about time. This
creates an unnecessary cognitive burden, especially for users who may not be familiar
with these formats. Additionally, the compartment selection process doesn’t follow
the natural mental model of how passengers typically think about selecting train
seats—users must first notice and interact with a dropdown menu before seeing the
actual seat layout.
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Figure 4.10: Train schedule display showing accessibility issues with time format,
technical terminology and proper language support.

These issues collectively impact the user experience and could potentially deter
users, especially those with limited digital literacy, from successfully using the online
booking system.
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4.2 Recommendations for Improving E-(GGovernment
Website Usability

Through our ethnographic studies, admins and mediators provided several recom-
mendations addressing both common challenges across platforms as well as unique
issues specific to each service. Their recommendations highlight several technical
and user support enhancements as well as process simplifications to increase the
usability and efficiency of the systems.

4.2.1 BRTA Admin

While admins across all three platforms gave similar kinds of suggestions to tackle
the challenges discussed in the previous section, BRTA admins also gave targeted
suggestions to tackle the challenges present on their website and enhance user en-
gagement.

4.2.1.1 User Support and Accessibility Initiatives

One of the BRTA officers stated, “Features like step-by-step tutorials and simplified
interfaces could significantly improve usability,” indicating the importance of visual

navigation guidance for this system. When further asked about user assistance, they
stated that,

“They can get help from the Union Digital Center or their relatives in
this regard. Regardless of this, they can contact BRTA directly.” - A5

However, the direct support system faces severe challenges due to a lack of man-
power, as one admin stated,

“Manpower should be allocated jx to 5z to deliver smooth service. Ac-
cording to the vast resources and users, the organizational structure isn’t
sufficient. It is essential to develop. Otherwise, in the future, BRTA
won’t be able to give service on their own.” - A3

To address the difficulties faced by limited digital literacy users, the officers sug-
gested a possible collaboration with non-governmental organizations like NGOs for
BRTA and users, as they won’t have to pay mediator fees for additional assistance.
According to them, almost all limited digital literacy users highly rely on third-party
mediators due to their insufficient understanding of the system. They noted,

“They can be someone who doesn’t have a smartphone. Even if she has a
button phone, he/she can make a call and ask for immediate help. If any
organization helps, it will be grateful and bring something very good.” -

Al

4.2.1.2 Security Measures and Future Development

Further discussion revealed their steps on robust security measures like firewalls,
VPNs, and IT audits, essential for maintaining user trust. According to one officer,
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“Not fully, as there are many flexibilities. But all the data is not open
like before. To get any information, the user has to submit documents.
Until or unless the user gives his or her information to any other person,
there is no opportunity to get the information openly.” - A5

Moreover, they emphasized their commitment to enabling independent portal access,
stating

“We still try so that one can access and use the portal by themselves
without third-party help. So measurements like NID wvalidation, OTP,
and Number validation are introduced so that BRTA can securely give
service.” - A4

At the end of the session, they were asked about the most significant improvements
and they emphasized the need for a BSP mobile application, stating,

“The organization is determined to conduct all the services fully online
draw BSP portal. If there are any developed apps of the BSP portal to
avail all the services in Android or iOS, it will be a great benefit as there
are many differences between the BSP web version and app version.” -

A2

Finally, Recognizing all these challenges and opportunities for improvement, the
administrators emphasized the need for a comprehensive approach to enhancement
and concluded that,

“Increasing manpower for hotline and user support, partnering with dig-
ital literacy programs, and prioritizing mobile app development could
make the portal more user-friendly and inclusive.” - Al

4.2.2 Passport Admin

Passport admins gave similar types of suggestions where they highlighted the im-
portance of visual content for guidance, recommending available video resources on
YouTube for further assistance. One admin, A7, stated, “Videos are always helpful,
and there is always video available on YouTube.” Regarding digital literacy issues,
the admins acknowledged that mediator dependency cannot be fully reduced until
users become familiar with digital devices and digital systems. However, they also
stated that for those who are unfamiliar with the internet, seeking help from me-
diators remains the most practical option. Furthermore, they addressed the trust
issues of users regarding security by stating,

“To build trust, we need more advertising and letting people know their
data is safe.” - A6

This further indicated the need for visual content to create awareness among users
with limited information and digital skills so that they can avail the benefits of
this system. Moreover, they addressed issues like lengthy payment procedures and
rescheduling systems. According to them, while the payment procedure needs up-
dating, they viewed the rescheduling option as unnecessary once users reached the
payment stage. When asked about the operational challenges, the passport admins
similarly mentioned the NID server being down (although described as an isolated
event).
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4.2.3 NID Admin

One NID official, A9, primarily emphasized the website’s ease of use for younger
generations. Regarding the users with limited digital literacy, he suggested that
seeking mediators’ help can create an atmosphere of equity, which may be beneficial
for this community of users. He also stated that the website in its current state is
very easy to use and doesn’t need many changes. Finally, similar to the other website
admins, he too emphasized the importance of visual content for users to have further
assistance. On the contrary, he denied the claims made on NID websites being down,
stating, “Our server is never down; we easily provide all the services.” To conclude,
the administrator highlighted the importance of visual guidance and acknowledged
mediator assistance as a practical solution for users with limited digital literacy.

4.2.4 BRTA Mediators

BRTA mediators gave critical recommendations to address the technical challenges
and user experience gaps, emphasizing system stability and process efficiency.

4.2.4.1 Technical Enhancement

BRTA mediators identified various issues and suggested several improvements re-
garding these issues. One of the major challenges was technical issues like lack
of server stability, and according to them, “The server should be always working”.
They also suggested prioritizing website performance and website downtime reduc-
tion to enhance the user experience. Additionally, they emphasized the importance
of fixing payment procedures and introducing automated refund systems and instant
receipt-generating systems. As one mediator said,

“The payment rollback should not happen easily, and the payment can-
cellation process should be online.” - M9

Furthermore, they recommended newer features like online editing and a cancellation
process, which will help users avoid the hassle of in-person visits to the BRTA offices.
The mediators also suggested improving the complex ownership transfer process and
license renewal for efficiency and better accessibility. Finally, they all agreed that
the BRTA and NID data synchronization needs to be improved as it can help users
avoid manual corrections. One mediator remarked,

“If I wanted to change something on the website, then I would have
made the approval automatic. I would have connected the national ID
server and BRTA server strongly and would have implemented such a
feature that the application is approved automatically by cross-checking
the databases.” - M6

The mediators emphasized the enhancement of the Frequently Asked Question
(FAQ) section and step-by-step visual guidelines that can assist users in under-
standing the website instructions. As one mediator said,

“A live chat feature or an interactive FAQ) section could greatly improve
user support. This would give users quick access to answers and reduce
the burden on the help center.” - M7
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They also recommended adding an option where users can choose the nearest BRTA
centers instead of being assigned automatically. One mediator said,

“If I could choose the preferred BRTA branch, that would be very helpful.
There can be a user whose home is in Mirpur but office is in Uttara.
They would most certainly prefer to attend their driving exam at Uttara
BRTA, but we do not have that option to choose our preferred BRTA
center.” - M6

Mediators also suggested implementing a mediator account system where they can
have verified accounts to increase efficiency. One mediator said,

“If BRTA gave us an official account that is registered then it would
be very helpful for us so we can provide service to customers from our
accounts and they will also be relieved that we are certified by BRTA.” -
M8

They also suggested improvements like “better support options,” Automated Vehicle
retrieval options, and a “Contact Us” section for further usability enhancements.

4.2.5 Passport and NID Mediators

Both passport and NID mediators shared several key suggestions to improve the
usability and efficiency of these e-government services. A primary concern among
passport mediators was the frequent server downtime, which disrupted their work,
causing frustration for both users and themselves. One mediator, M18, highlighted
the fact by saying, “The server should be always working.”

Furthermore, they explained the poor synchronization between Passport and NID
systems, which causes verification delays, and suggested a seamless integration to
prevent errors and speed up the process. They strongly recommended a rescheduling
option, as users need to undergo the same application process if they somehow miss
the appointment. Finally, given that many users struggle to understand the system
due to limited digital literacy, mediators advocated for visual content and live chats
for better understanding and assistance. One mediator, M15, recommended, “Video
tutorials would help clients become more independent.”

Similarly, the NID mediator, M19, revealed severe modification barriers and sug-
gested the implementation of an online editing or cancellation feature to increase
efficiency and reduce the hassle of in-person visits. He also highlighted critical lan-
guage and data synchronization barriers and suggested, “NID should be provided
after the SSC exam to make passport application easier,” to optimize a future pass-
port application and ensure more seamless digital identity management.

4.2.6 User Survey

From the survey data we have seen the age distribution of users (42.3% aged 18-
24, 26.3% aged 25-34, and 19.8% over 45) indicates the need for interfaces that
accommodate different levels of digital comfort. While younger users may adapt
more easily, the significant presence of older users (19.8% over 45) suggests the
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need for more inclusive design approaches. Also, despite high device ownership
(97% smartphones, 70.6% computers), connectivity remains a major challenge, with
88.7% reporting connectivity issues. This suggests that improvements must address
both interface design and infrastructure reliability. The varying levels of online
engagement (51.9% spending more than five hours daily online, while others report
limited usage) indicate the need for systems that work effectively even for infrequent
users.

4.2.7 Technical and System Enhancements

Based on our survey findings, several critical technical improvements are needed to
enhance the usability of Bangladesh’s e-government services. These enhancements
focus on creating more robust and reliable platforms that can serve all citizens ef-
fectively, regardless of their digital literacy levels.

Server infrastructure emerges as a primary area requiring enhancement. The overall
reports of server downtime and slow performance across all platforms indicate the
need for significant capacity improvements. For the Railway E-Ticketing system in
particular, users strongly emphasize the need for better server capacity to handle
peak loads, especially during high-demand times. As one respondent noted regard-
ing BRTA services, “Server needs to be more speedy and secure,” - P190 highlighting
how fundamental these improvements are for user experience.

Database integration between government services requires substantial enhance-
ment. The current disconnect between various systems, particularly evident in
the NID-Passport integration, creates unnecessary complications for users. One
respondent, P105’s experience, illustrates this need. He shared, “The service should
incorporate proper guidelines. Alongside, they have to make sure that their data is
up-to-date with other government databases.” Implementing better database syn-
chronization would streamline processes and reduce the need for repeated data entry.

Payment systems across all platforms need significant upgrades. Users consistently
report issues with transaction processing and refund mechanisms. The Railway E-
Ticketing platform particularly needs improvements in this area, as evidenced by
user comments like, “Make ticketing system easy and refund system easier and less
time-consuming” (P240). Implementing more reliable payment gateways and auto-
mated refund processing would enhance user confidence in digital transactions.

Mobile responsiveness requires comprehensive enhancement across all platforms.
With 97% of users owning smartphones and many preferring mobile access, the
platforms must be optimized for mobile devices. As one E-Passport user suggested,

“The portal needs better optimization for mobile devices; certain buttons
and forms were difficult to interact with on smaller screens.” - P112

This enhancement should include a responsive design that maintains functionality
across all device types.

Real-time status updates and notifications emerge as another critical area for im-
provement. Users expressed frustration with the lack of immediate feedback on
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their transactions and applications. Implementing automated notification systems
would keep users informed about their application status, payment confirmations,

and processing timelines, reducing anxiety and the need for frequent manual status
checks.

Error handling systems need significant enhancement to provide more useful feed-
back to users. Current error messages often fail to guide users toward solutions,
leading to frustration and increased dependence on external help. One user, P112,
noted about the E-Passport system, “When there is a submission error, the error
messages could be more specific to help users resolve the issues quickly.” Implement-
ing more informative error messages with clear resolution steps would empower users
to solve problems independently.

Load balancing and queue management systems require particular attention, es-
pecially for high-traffic services like Railway E-Ticketing. During peak periods,
platforms need better mechanisms to manage user load and maintain service stabil-
ity. This enhancement would address issues like those described by P158, “Website
crash and Eid situation not able to book tickets. 100% worst (The website crashes
due to the Eid rush, I couldn’t book tickets. It was the worst experience.” These
technical enhancements should be implemented with a focus on maintaining sim-
plicity and accessibility for users with limited digital literacy. The goal is not just
to add features but to create more reliable, responsive, and user-friendly platforms
that serve all citizens effectively.

4.2.8 User Support and Guidance

Our survey findings strongly indicate the need for comprehensive support systems
and improved guidance across all e-government platforms. The data reveals that
while many citizens attempt to use these services independently, they often require
assistance due to insufficient support resources.

The BRTA portal exemplifies this need for enhanced support, with 84.4% of users
indicating that additional guidance through tutorials and help videos would improve
usability. The current support infrastructure shows significant gaps, with 31.3% of
users reporting difficulty in accessing help options. This situation frequently leads to
dependency on external assistance, as evidenced by the substantial portion of users
requiring help from family members, friends, or mediators to access government
services. The survey data reveals concerning levels of reliance on intermediaries
across different e-government platforms. Approximately 7% of BRTA service users
reported requiring mediator assistance, while the figures stand at 11% for e-Passport
services, 9% for NID services, and 6% for railway e-ticketing services. This number
is even higher for users with lower digital literacy. This widespread dependence
on third-party assistance raises significant privacy concerns, as users must share
sensitive personal information with intermediaries to complete their transactions.
One user’s suggestion captures the common sentiment:

“The BRTA website should introduce a dedicated help section for editing
information and establish an active call center for assistance.” - P179
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For the E-Passport service, users overwhelmingly support the introduction of ad-
ditional guidance resources, with 85.9% indicating such materials would enhance
usability. The preferred forms of support show a clear pattern: step-by-step video
tutorials (87 respondents), visual guides with screenshots (79 respondents), and live
chat support (69 respondents). This diverse preference for support options suggests
the need for a multi-faceted approach to user assistance, accommodating different
learning styles and comfort levels with technology.

The NID portal’s support requirements are particularly critical given its fundamen-
tal role in digital identity verification. Users express strong preferences for help
videos (29.09%), visual guides with screenshots (26.87%) and FAQs (21.33%). The
high demand for additional support resources (81.3% favoring their introduction)
indicates that current guidance materials are insufficient. As one user noted, clear
guidelines are essential, especially when dealing with data verification across differ-
ent government services.

The Railway E-Ticketing platform, despite showing relatively high user indepen-
dence (54.6% reporting never needing assistance), still demonstrates a strong de-
mand for additional support resources. Users express particular interest in step-by-
step tutorials (85 respondents) and help videos (58 respondents), suggesting that
even confident users value comprehensive guidance materials.

Across all platforms, several key support improvements emerge as essential:

o The need for multi-language support is evident, ensuring instructions are clear
in both Bangla and English. This becomes particularly important for services
like e-passports, where accurate information is crucial for international travel.

o Interactive guidance systems, such as live chat support, emerge as a highly
requested feature. This would provide real-time assistance without requiring
users to visit physical offices or rely on mediators.

o Context-sensitive help features are needed to provide immediate assistance at
specific points in various processes. Users expressed frustration with having to
search extensively for help with particular steps or requirements, suggesting
the need for more intuitive support integration.

o The findings also highlight the importance of proactive support mechanisms.
Instead of waiting for users to encounter difficulties, platforms should antic-
ipate common challenges and provide guidance preemptively. This could in-
clude automated prompts, tooltips, and interactive tutorials that guide users
through complex processes step by step.

These support enhancements must be implemented with consideration for users of
all digital literacy levels, ensuring that assistance is accessible and helpful regardless
of technical expertise. The goal is to create an environment where users feel sup-
ported and confident in their ability to navigate these essential government services
independently.
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4.2.9 Process and Policy Improvements

Our survey findings reveal crucial areas where process refinement and policy adjust-
ments could significantly enhance the accessibility and effectiveness of Bangladesh’s
e-government services. These improvements would particularly benefit users with
limited digital literacy who currently struggle with complex procedures.

The BRTA portal requires fundamental process simplification. Users consistently
report challenges with document requirements and verification procedures. As one
respondent articulated,

“The BRTA website should introduce a dedicated help section for edit-
ing information...Some of their document requirements are unnecessary,
making it difficult to gather the needed paperwork.” - P179

This feedback suggests the need for streamlined documentation requirements and
more straightforward verification processes. Furthermore, the inability to make cor-
rections to submitted information emerges as a significant pain point, indicating the
need for a more flexible system that allows users to edit their submissions without
requiring complex administrative procedures.

The E-Passport service demonstrates the need for more efficient processing systems.
Users express particular frustration with the current requirement to resubmit doc-
uments physically after online submission. As one respondent clearly stated,

“I should be able to submit all my documents online, I do not want to
resubmit the documents offline after submitting it online...” - P117

Another critical process improvement needed relates to error correction capabilities.
As highlighted by one user:

“Ekbar apply korar pore data edit kora jay na eta thik kora dorkar” (After
applying once, data cannot be edited - this needs to be fized.)” - P200

The NID portal requires significant policy adjustments regarding data management
and correction procedures. The current system’s rigidity in handling information
updates creates unnecessary complications, particularly when citizens need to syn-
chronize their NID information with other government services. The survey reveals
a strong desire for more straightforward procedures for information updates and
corrections. As one respondent noted about the data synchronization issues:

“The service should incorporate proper guidelines. Alongside, they have

to make sure that their data is up-to-date with other government databases.”
- P105

The Railway E-Ticketing platform needs process improvements, particularly in its
payment and refund systems. Users advocate for more streamlined payment proce-
dures, with one respondent specifically suggesting:

“20-tk service should be added to a single purchase. The charging system
for ‘Every Single Ticket’” should be omitted. Prompt refund system should
exist.” - P226
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The booking process during peak periods also requires policy attention, with users
suggesting the implementation of fair queuing systems and more transparent ticket
allocation procedures.

Across all platforms, several universal process improvements emerge as essential:

» Standardization of interfaces and procedures across different e-government ser-
vices would help users transfer their learning from one platform to another.
Currently, each service operates with different interfaces and requirements,
creating unnecessary learning curves for users.

o The implementation of clear security protocols and privacy policies needs to
be more transparent to users. This would help address the prevalent trust
deficit identified in our survey, where significant portions of users express low
confidence in platform security.

e The development of comprehensive user feedback systems would allow for con-
tinuous improvement based on user experiences. Current systems often lack
clear channels for users to report issues or suggest improvements.

e The need for more flexible correction mechanisms is universal across all plat-
forms. Users should be able to correct minor errors in their submissions with-
out requiring complex administrative procedures or in-person visits to govern-
ment offices.

These process and policy improvements should be implemented with a focus on re-
ducing bureaucratic complexity while maintaining necessary security and accuracy
standards. The goal is to create more user-friendly systems that encourage inde-
pendent use of e-government services while reducing dependence on mediators or
in-person assistance.
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Chapter 5

Discussions

At first glance, Bangladesh’s e-government landscape looks vibrant. The public can,
in principle, renew a driver’s licence through the BRTA portal, correct a national
ID on the NID Online site, order a biometric e-passport, or buy train tickets on the
Rail Sheba app. These initiatives exemplify Digital Bangladesh, the policy banner
first unfolded in 2009 to signal a break with slow, paper-heavy bureaucracy. Yet
fieldwork for this thesis, 293 user survey responses, 28 semi-structured interviews
with administrators and mediators, and a Nielsen-based heuristic assessment of four
portals, reveals a contrary gap between official rhetoric and lived reality.

This comprehensive research dives into the usability challenges of Bangladesh’s e-
government platforms reveals a complex landscape where technological advance-
ment intersects with persistent digital literacy barriers, creating what we might call
a ‘digital democracy paradox.” To understand this paradox, imagine a beautifully
designed bridge that can only be crossed by those who already know how to nav-
igate its complex entry points. This is precisely what we observe in Bangladesh’s
digital government ecosystem. Our findings illuminate critical gaps between the
government’s digital transformation aspirations and the lived realities of citizens
attempting to access essential services online.

5.1 Connecting Findings to Existing Literature
and Research Questions

Let us begin by examining how our research questions guided us toward under-
standing these challenges. Our first research question sought to identify the specific
usability challenges faced by users with limited digital literacy when interacting with
Bangladesh’s e-government websites.

5.1.1 Usability Challenges for Limited Digital Literacy Users

The evidence overwhelmingly demonstrates that these challenges are multifaceted
and deeply interconnected, extending far beyond simple interface design issues. Our
findings align with and expand upon the observations made by Islam and Inan
(2021), who identified digital inequality as a persistent issue in Bangladesh, partic-
ularly affecting rural and underdeveloped areas [66]. However, our research reveals
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something more nuanced and concerning. These challenges are not limited to geo-
graphic or socioeconomic divisions but permeate all levels of society, affecting even
urban, educated users who struggle with poorly designed interfaces and unreliable
technical infrastructure.

Consider this statistical reality: 88% of our respondents reported connectivity chal-
lenges across all platforms. This number represents more than a mere technical
inconvenience; it reveals a fundamental barrier to digital participation that under-
mines the very foundation of e-government initiatives. When citizens cannot reliably
access services due to server downtime, slow loading times, or payment processing
failures, the promise of digital convenience transforms into a source of frustration
and exclusion. This is like having a telephone system where only one in eight calls
connects properly; the entire purpose of the technology becomes questionable.

5.1.2 Infrastructure and Technical Barriers

The technical and infrastructure barriers identified in our study echo the concerns
raised by Jeba et al. (2020), who found a concerning 37% usability error rate
in Bangladeshi government websites due to coding issues [57]. Our survey data
supports and extends these findings dramatically. The infrastructure limitations
not only affect basic accessibility but also contribute to broader issues of trust and
reliability in e-government services.

The interface and navigation complexities we documented provide empirical support
for the theoretical frameworks discussed by Twizeyimana (2017), who emphasized
the critical importance of user-centered design in e-government implementation [36].
Our heuristic evaluation revealed systematic violations of basic usability principles
across all examined platforms, from inconsistent terminology between language ver-
sions to cryptic error messages that do not guide resolution. These findings suggest
that the gap between system functionality and user needs, identified by Twizeyimana
as a key challenge in Rwanda’s e-government implementation, is equally pronounced
in Bangladesh’s context.

5.1.3 Mediator Dependency as a Systemic Response

Perhaps most significantly, our research unveils the phenomenon of mediator depen-
dency as both a symptom of usability failures and a coping mechanism that inad-
vertently perpetuates digital exclusion. While previous studies have acknowledged
the role of intermediaries in digital service delivery, our investigation provides the
first comprehensive analysis of mediator ecosystems in Bangladesh’s e-government
landscape. The persistence of mediator dependency reveals a far more substantial
challenge than a mere 7-11% assistance rate might suggest. Our statistical analy-
sis demonstrates that assistance needs are dramatically higher across all platforms,
with 80% of beginners requiring frequent help on the BRTA portal and 75% needing
assistance with E-Passport services. Even the most accessible platform, Railway
E-Ticketing, sees two-thirds of beginners unable to navigate independently. This
widespread dependency represents not occasional assistance needs affecting a small
minority, but systematic usability barriers that create endemic reliance on exter-
nal help, a fundamental contradiction to the inclusive aspirations of the Digital
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Bangladesh initiative that envisions independent citizen access to government ser-
vices.

5.1.4 Security and Trust Issues

The security and trust issues identified in our study resonate with the findings
of Shareef et al. (2009), who identified security and reliability as critical factors
in Bangladesh’s e-government adoption [10]. Our data reveals that only 10-20%
of users across platforms express confidence in security measures, indicating that
trust deficits remain a persistent barrier more than a decade after Shareef’s initial
observations. This continuity suggests that addressing security concerns requires
more than technical improvements; it demands a fundamental reconsideration of how
the government communicates about data protection and builds citizen confidence
in digital systems.

5.2 Proposed Solutions: Building an Inclusive
Digital Government Ecosystem

Our second research question focused on how e-government website usability can be
improved while considering varying digital literacy levels. The solutions we propose
are grounded in both our empirical findings and international best practices, de-
signed to address the root causes of usability challenges rather than merely treating
their symptoms.

5.2.1 Addressing Informal Mediator Systems

Having identified these systemic challenges in Bangladesh’s e-government landscape,
we now turn to practical solutions that can address the root causes of usability
barriers while building upon the existing digital service ecosystem. Our proposed
solutions are designed to work with, rather than against, current user behaviors and
system dependencies.

5.2.1.1 Current Challenges and Risks

The current reliance on informal mediators for accessing e-government services, while
addressing immediate user needs, creates several significant risks and challenges that
undermine the security, equity, and effectiveness of digital government initiatives.
The most critical concern with the current mediator ecosystem is the substantial
security risk it poses to citizen data. When individuals seek assistance from in-
formal mediators, they must share highly sensitive personal information, including
National ID details, financial information, and other confidential documents, with
unauthorized third parties who operate without government oversight or formal data
protection protocols.

Our research revealed numerous instances where citizens expressed concerns about
data misuse, with some respondents noting that they had experienced deception or
exploitation by mediators. These informal service providers often lack proper data
handling procedures, secure storage systems, or accountability mechanisms, leaving
citizens vulnerable to identity theft, financial fraud, and privacy breaches.
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The current system creates an additional financial burden on citizens who are often
least able to afford it. Citizens with limited digital literacy, frequently those from
lower socioeconomic backgrounds, must pay mediator fees on top of official govern-
ment service charges. This creates a regressive system where those who most need
support bear additional costs for accessing basic government services.
Furthermore, the lack of standardized pricing allows some mediators to exploit cit-
izens’ desperation or limited knowledge by charging excessive fees for services that
should be accessible at official rates. This financial barrier contradicts the funda-
mental principle that government services should be equally accessible to all citizens
regardless of their economic status.

Without government oversight or standardized training requirements, the quality of
mediator services varies dramatically. Some mediators may lack adequate technical
knowledge, leading to errors in applications or incomplete service delivery. Others
may not understand the full range of available services, potentially limiting citizens’
access to benefits or services they are entitled to receive.

This inconsistency creates an unreliable service environment where citizens cannot
be assured of receiving accurate, complete, or timely assistance. The lack of ac-
countability mechanisms also means that citizens have little recourse when mediator
services fail to meet their needs or when errors occur.

5.2.1.2 Model 1: One-Stop Digital Solution Centers

To address these significant challenges while maintaining the human-centered sup-
port that many citizens require, we propose two complementary models that pro-
fessionalize and secure mediator services:

Building upon the existing need for assisted digital services, we envision the creation
of comprehensive one-stop digital solution centers located strategically in community
hubs and near major government offices. This was initially inspired by the Union
Information and Service Center (UISC) as discussed by Hoque & Sorwar (2015) [25].
These centers would replace the current fragmented network of informal mediators
with professionally managed facilities that maintain consistent service standards
while ensuring data security and eliminating exploitative practices.

These centers would be designed using universal design principles, ensuring accessi-
bility for users with varying abilities and digital literacy levels. Each center would
feature multiple service stations equipped with assistive technologies and multilin-
gual support systems. Most importantly, these centers would operate under strict
government oversight with formal data protection protocols, ensuring that citizens’
sensitive information remains secure throughout the service process.

The one-stop model tackles the fragmentation that presently defines Bangladesh’s
e-government landscape, where citizens must navigate multiple platforms with dif-
ferent interfaces and requirements. By providing a unified service environment with
consistent support standards, these centers would reduce the cognitive load on users
while ensuring equitable access to government services at official rates without ad-
ditional mediator fees.

All support staff would receive formal government certification through comprehen-
sive training programs covering technical skills, digital literacy support methods,
data privacy protocols, and customer service standards. This certification process
would require staff to pass regular assessments and maintain continuing education
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requirements, ensuring service quality remains consistently high and addressing the
current issues of inconsistent service delivery.

Additionally, recognizing the gender disparity among mediators, who are predom-
inantly male, the government could facilitate the recruitment and certification of
women as service providers at these centers. This step would significantly benefit
women users who may feel uncomfortable or face societal restrictions in seeking
assistance from male mediators. By creating an inclusive environment staffed by
both men and women, the one-stop digital solution centers would be more accessi-
ble to women, particularly in the conservative social context of Bangladesh. This
approach would encourage greater gender equality in digital services and enhance
overall service uptake among women.

5.2.1.3 Model 2: Enhanced In-House Digital Support Systems

For government offices that continue to require physical presence for certain ser-
vices, we propose significantly expanding and professionalizing the existing internal
support systems. Rather than citizens relying on external mediators who charge
additional fees and may compromise data security, each government office would be
equipped with an adequate number of trained digital support specialists.

This model recognizes that many government offices already have some form of
internal support, but these systems are often understaffed and inadequately trained.
Our proposal involves dramatically increasing the number of in-house digital support
specialists and providing them with comprehensive training in both technical skills
and customer service methodologies.

These in-house specialists would assist citizens with online processes during their
visits, ensuring that even traditionally offline interactions incorporate digital effi-
ciency benefits. By providing expert digital assistance within government offices,
citizens can experience the benefits of digital systems while maintaining complete
data security under direct government supervision.

This approach directly addresses the two most critical issues with the current ex-
ternal mediator system: security risks and additional financial burden on citizens.
When citizens receive assistance from government-employed specialists, their sensi-
tive personal information remains within official channels with proper security pro-
tocols, and they incur no additional service fees beyond official government charges.
Citizens visiting government offices would be guided through streamlined digital
processes by knowledgeable government employees who can address both technical
and procedural questions. This approach transforms the traditional bureaucratic
experience into a supported digital journey while maintaining complete security and
eliminating additional costs.

5.2.1.4 Economic and Employment Benefits

Both models work together to create a comprehensive support ecosystem that elim-
inates the risks and exploitation associated with informal mediators while main-
taining necessary human assistance. The one-stop centers serve communities by
providing accessible, professional digital assistance for routine services, while en-
hanced in-house support ensures that citizens visiting government offices receive the
help they need without compromising their security or paying additional fees. This
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dual approach gradually reduces dependency on informal mediators while building
systematic capacity for inclusive digital government service delivery.

Our research findings highlighted critical needs for online support systems, with
users across platforms expressing strong preferences for live chat support and real-
time assistance. The certified support specialists could seamlessly provide both
in-person and online support services, staffing live chat systems, video calls, and
telephone helplines during lower in-person demand periods. This hybrid approach
maximizes human resource utilization while serving citizens both physically and
digitally, creating meaningful employment opportunities that contribute to economic
development and improved government service delivery.

Other than that, these structured support models offer significant economic ben-
efits by transforming thousands of existing informal mediators into certified gov-
ernment support specialists with stable employment and professional recognition.
This transition would create substantial job opportunities, directly contributing to
unemployment reduction while formalizing the informal mediator economy.

5.2.2 Creating Comprehensive Developer Guidelines

While formalizing mediator systems addresses immediate user support needs, achiev-
ing long-term digital inclusion requires addressing the fundamental design inconsis-
tencies that create usability barriers in the first place. This necessitates a systematic
approach to how e-government platforms are conceived, developed, and maintained.

5.2.2.1 Understanding the Core Problems

Our extensive research across Bangladesh’s e-government platforms has revealed
several critical issues that fundamentally undermine the citizen experience and hin-
der digital inclusion. These problems create barriers not just for users with limited
digital literacy, but for all stakeholders in the e-government ecosystem.

One of the most significant challenges we identified is the disconnect between govern-
ment security measures and citizen perception. While administrators consistently
emphasized robust security protocols, with one BRTA official stating, “We use VPN
while accessing sensitive information, so it is very secure”, our survey data reveals
a stark reality: only 10.3% of BRTA users, 16.8% of e-Passport users, and 17.4% of
NID users expressed confidence in platform security.

This trust deficit stems not from inadequate security measures but from poor com-
munication design. Current government websites present privacy policies and se-
curity information as dense, plain-text documents that fail to instill confidence.
Citizens cannot easily understand what security measures are in place or how their
data is protected. As one passport administrator noted, “To build trust, we need
more advertising and letting people know their data is safe”, highlighting the critical
need for better security communication through design.

Each e-government platform operates as an isolated digital island, with its own in-
terface conventions, terminology, and user flow patterns. Citizens must relearn basic
interaction patterns for every service they access. Consider this: a citizen applying
for a driving license through BRTA encounters one type of form validation and er-
ror messaging, but when the same citizen applies for a passport, they face entirely
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different interface patterns and feedback mechanisms. This fragmentation creates
compounding difficulties for users with limited digital literacy. Every new platform
requires starting the learning process from zero, making it nearly impossible for
these users to develop transferable digital skills.

Our heuristic evaluation revealed critical flaws in how these platforms handle user
errors. For example, the BRTA system accepts invalid NID information during
registration, only to present cryptic error messages after users complete subsequent
steps. The NID portal requires rural users to provide holding numbers that may not
exist in their areas, with no guidance for alternatives. These design failures force
users to either provide incorrect information or abandon their applications entirely.
The current system’s usability problems create cascading effects throughout the en-
tire e-government ecosystem. Citizens who cannot navigate platforms independently
turn to mediators, creating privacy risks as they must share sensitive personal infor-
mation with third parties. Government offices receive increased calls for technical
support, straining resources. Most critically, these barriers exclude citizens from ac-
cessing essential services, undermining the fundamental goals of digital governance.

5.2.2.2 The Bangladesh E-Government Development Framework

To address these systemic issues, we propose the creation of a standardized develop-
ment framework specifically tailored for Bangladesh’s e-government ecosystem. This
approach draws inspiration from civil engineering, where construction projects, re-
gardless of their architectural uniqueness, must comply with government-established
building codes and safety standards.

[ Ja Components  Guideines Tompiates Rosowces  Chsckist a e

Civix Ul
Government Component
Guidelines

Modern component guidelines and Ul patterns for building accessible, user-
friendly government digital services that serve all citizens effectively.

Built for Modern Government

Designed with accessibility, usability, and citizen-centric principles at its core

2 User-Cer esign & WCAG 2.1AA Compliant o

Figure 5.1: Civix Ul: a government component guideline - Homepage

74



The Component Library Approach

Our proposed framework, prototyped at Civix Ul (Figure 5.1 showing the home-
page of the component library), how standardized components can maintain design
consistency while addressing the specific challenges identified in our research. The
framework centers around three core elements:

1. Comprehensive Component Library

The framework provides pre-built, tested, and accessible interface components
designed specifically for government services. These include form elements
optimized for different literacy levels, navigation systems that remain consis-
tent across platforms, and error-handling mechanisms that provide clear, ac-
tionable guidance. Each component incorporates features such as progressive
disclosure, contextual help, and clear visual hierarchies. Individual compo-
nents, such as this government-optimized password field as demonstrated in
Figure 5.2, include real-time strength indicators and security requirements.
This eliminates the need for each contractor to reinvent basic functionality
while ensuring a consistent user experience across all platforms.

Components Password Field

CETTING STARTED Secure password input component with visibility toggle, strength indicator, and validation features for government applications
Introduction and sensitive data collection

COMPONENTS Password Strength Indicator

Button
Password field with real-time strength assessment and visual feedback.

Textarea Create Password

COMPLEX COMPONENTS
File Upload Government Password Requirements
Fassorfled Password field with security requirements for government systems and bilingual support.
Form Registration
Alerts ;

Password Requirements / S33aTS garsftast

Payment

Checkist

Radio Group

One special character / a%ft fiere fiw

Step Form

Timeline

© Set Your Password / STsIRTa SHISIATS 78 3

New Password | FgA SIS

rd / STHAS fifss w &

Use Cases

& Account Security 2 Government Systems

User registration, password changes, profile security settings, two-factor Employee portals, citizen services, digital dentity verification, secure document
authentication setup. access

Figure 5.2: Component library - Password requirements

For example, instead of each platform creating its form validation system,
all government services would use standardized form components that pro-
vide consistent feedback patterns. Users who learn to fill out a form on the
BRTA platform would immediately understand how to complete forms on the
passport or NID platforms.

2. Built-in Compliance and Quality Assurance Features
Our framework includes an integrated checklist system that ensures develop-
ers meet usability and accessibility standards. This progress tracking interface
shows real-time compliance monitoring across six core domains: Security &
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https://civix-ui.vercel.app

Privacy, Accessibility, Localization, Performance, User Experience, and Con-
tent & Documentation. The system transforms abstract usability principles

into concrete, measurable requirements.

Progress Overview

Track your implementation progress

o,
17% 2/16 4/24
Overall Complete High Priority Items items Completed
-—— -
0 Security & Privacy Accessibility Localization

10f 4 completed

[ secure login and transaction flows ~ high
implemented?

Authentication and sensitive operations use secure
protocols

HTTPS enabled with valid high
certificate?

All communications are encrypted using SSL/TLS

[ Input validation and sanitization? high

All user inputs are properly validated and sanitized

[ Dataencryption at restand transit? ~ high

Sensitive data s encrypted when stored and

10f 4 completed

All dynamic content accessible via  high
screen reader?
Screen readers can properly interpret and navigate
all conten

WCAG 21 AA compliance verified? ~ high

Website meets international accessibility standards

Full keyboard navigation support? high

Allfunctionaiity is accessible using only a keyboard

[] Color contrast ratios meet high

standards?

Text has sufficient contrast for readability

10f 4 completed

[ Bangla-English language toggle high
present?
Users can switch between Bangla and English
languages

[ Bengali fonts load correctly? high
Bengali text displays properly across all devices

Cultural appropriateness medium
reviewed?

Content respects local culture and traditions

[J Local date/time formats used? medium

Dates and times follow local conventions

transmitted

Figure 5.3: Civix Ul - Checklist page

As illustrated in Figure 5.3, the checklist transforms abstract usability princi-
ples into concrete, actionable requirements. For instance, rather than simply
requiring “accessible design,” the checklist specifies contrast ratios, keyboard
navigation patterns, and screen reader compatibility standards. This system-
atic approach ensures that accessibility and usability become integral parts of
the development process rather than afterthoughts.

3. Communication Templates for Trust Building
The framework includes a professionally designed template library as demon-
strated in Figure 5.4, for essential trust-building pages such as privacy policies,
security explanations, and help documentation. These templates transform
dense legal text into visually engaging, easy-to-understand presentations that
effectively communicate security measures to users.

For example, current government websites typically present privacy policies
as overwhelming walls of text that few users read or understand. Our frame-
work’s privacy policy template uses progressive disclosure, visual icons, and
plain language to help users understand exactly how their data is collected,
used, and protected. An example of this approach can be seen in our re-
designed E-Passport interface Figure 5.5, which transforms dense legal text
into user-friendly visual presentations. This design-first approach to security
communication directly addresses the trust deficit revealed in our research.

For citizens, particularly those with limited digital literacy, the standardized frame-
work would create transferable skills that work across all government platforms.
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B 60f 6 Templates & 10,190 Downloads 4.7 Avg Rating ) Search templates, tags, mil Y F Most Popular v
Al (6) Forms (1) Legal Pages (2) Information Pages (3)
Al Ministries Medium Cabinet Division High

B B

00%o 0040
Privacy Policy Page w47 Citizen Registration Form
orEel Jfe 8 L of
Legal Pages Forms
Comprehensive privacy policy template for government websites with data protection, Multi-step registration form for citizen services with validation, document upload, and
user rights, and compliance sections confirmation

T, e e 4 e He 7 e @ @ v et g

Key Features: Key Features:
GOPR and local privacy law compliance Multi-step form wizard with progress indicator
Clear data collection explanation & File pload with preview and validation
User rights and data portability Real-time field validation

+7 more features e features

2024

Updated 30/0° @8-12hours &

4hours

“ Form  Regist Multi-step ~ Validation  +1

| ,

Privacy Legal GDPR Data Prote

Figure 5.4: Civix Ul - Templates page

E-Passport @ Home @ Apply Q Track M

O

Privacy Policy

How we protect and handle your personal information

& Information We Collect

Personal Information:
+ Full name, date of birth, and address
+ National ID number and supporting documents
- Contact information (phone, email)
- Biometric data (fingerprints, photograph)
+ Payment information for processing fees
Technical Information:
- IP address and browser information
- Login timestamps and session data
+ Device information for security purposes

® How We Use Your Information

& g your e-Passport and
2 Conducting background checks and security screening
& Communicating about application status and updates
2 Maintaining system security and preventing fraud

2 Complying with legal and regulatory requirements

& Data Protection & Security

Security Measures: Data Storage:
+ 256-bit SSL encryption - Encrypted database storage
+ Multi-factor authentication - Regular automated backups
+ Regular security audits - Government-approved facilities

Figure 5.5: E-Passport Re-imagined: privacy policy page
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Once a user learns to navigate one government service, they can apply that knowl-
edge to any other service. This dramatically reduces the learning curve and builds
confidence in digital government interactions.

The framework’s emphasis on clear error prevention and recovery means fewer failed
transactions and less frustration. Users would receive consistent, helpful feedback
when problems occur, along with clear guidance on how to resolve issues. The im-
proved security communication would build trust, encouraging more citizens to use
digital services independently.

For government agencies, the framework would address the fundamental inefficien-
cies of the current multi-vendor approach. Instead of each contractor reinventing
basic interface patterns, developers could focus on implementing the unique func-
tionality required for each service.

@ Principles @ Dovs Don't & Accessibility % Performance @ Checkist

Design Do's and Don'ts

Side-by-side examples showing best practices vs common mistakes

Form Design / = feeiga

Input Field Labels

@ 4 Clear Bilingual Labels with Examples @ X English Only Labels

Use both English and Bangla with helpful examples Missing translation and examples make it confusing

Mobile Number / (Rai3et 798 (Example: 01712345678 Phone Number
Enter your mobile number

National ID / TS Hfawusta (examp NID

13-digit National ID number

Error Messages

@ 4 Helpful Error Messages @ X Generic Error Messages

Clear explanation with specific guidance in both languages Vague and unhelpful error messages

Invalid mobile number Error

Please enter a valid Ti-digit mobile number starting with 017, 018, Invalid input
or 019

T 20 039, 03w, 1 o3 FTH G 26T 33 AexT (TR 7

Figure 5.6: Civix Ul: Guidelines page

The framework provides concrete guidance through side-by-side comparisons of best
practices versus common mistakes. As shown in Figure 5.6, showing the Dos and
Don’ts with clear examples, rather than just handing over the written guidelines on
what a component should look like, is a better option. The standardized approach
would significantly reduce development costs and timelines. Government technical
staff would need to learn only one system, rather than managing multiple, incom-
patible platforms. Quality assurance would become more straightforward, as all
platforms would share common architectural patterns and component libraries.
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5.2.2.3 Implementation Strategy and Compliance Mechanisms

The framework would be implemented through a phased approach that ensures a
smooth transition while maintaining service continuity:

e Phase 1: Framework Development and Testing

— Complete development of the core component library
— Conduct extensive user testing with citizens across different literacy levels
— Refine components based on feedback and usability data

— Develop comprehensive documentation and training materials

e Phase 2: Pilot Implementation

Select 2-3 high-traffic government services for initial implementation

Train government technical staff and selected contractors
— Monitor performance metrics and user feedback

— Refine the framework based on real-world usage

o Phase 3: Full Deployment

Integrate framework requirements into all government technology pro-
curement processes

Establish compliance monitoring and auditing procedures

— Implement training programs for all government contractors

Begin systematic migration of existing platforms to framework standards

e Compliance and Quality Assurance: Government procurement processes
would require contractors to demonstrate proficiency with the standardized
framework and commit to using approved components. Regular auditing pro-
cesses would verify compliance, similar to how building inspections ensure
construction code adherence. Non-compliant implementations would require
remediation before project acceptance, creating strong incentives for proper
standard adoption.

5.2.2.4 Expert Validation and Practical Validity

To validate the practical feasibility of our proposed framework, we developed a
comprehensive prototype of the e-Passport portal that demonstrates how the stan-
dardized components and design principles could be implemented in practice. This
working prototype as shown in the Figure 5.7, served as a concrete example during
expert consultations, allowing industry professionals to evaluate the framework’s
real-world applicability rather than abstract theoretical concepts.

The prototype encompasses multiple key pages that address the specific usability

challenges identified in our research. Each page is designed to tackle pain points
observed from surveys, interviews, and heuristic evaluations.
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.\./_ E-Passport @ Home Apply Q Track M

Bangladesh e-Passport
Portal

Apply for your e-Passport online through our secure and
convenient portal. Get access to our streamlined
application process and appointment scheduling.

Apply Now > Track Application

Figure 5.7: E-Passport re-imagined portal homepage - Prototype

1. Streamlined application form with automatic NID data fetching and
clear progress indicators.

Figure 5.8 demonstrates how users can quickly fill out applications by automat-
ically retrieving their National ID (NID) information, thus reducing manual
entry and the risk of mistakes. Clear progress indicators guide users through
each step, improving transparency and reducing anxiety, especially for users
with limited digital literacy.

2. Intuitive application tracking system with real-time status updates
and clear next steps.

After submission as illustrated in the Figure 5.9, users can easily track their
application status in real-time. This system reduces uncertainty and helps
users, especially those unfamiliar with digital processes, understand what to
expect next and if any action is needed on their part.

3. Transparent fee structures with multiple payment options.

The payment page demonstrated in Figure 5.10 clearly outlines all applicable
fees, due dates, and provides several payment options (e.g., bKash, Nagad,
card). This transparency addresses user concerns about hidden or confusing
costs and builds trust, especially for financially sensitive users.

4. Comprehensive documentation requirements presented visually and
by category.

Required documents are organized by category and illustrated with icons or
images represented in Figure 5.11, helping users quickly identify what they
need to submit. This reduces cognitive load, especially for users with limited
reading skills or digital experience.

Expert validation of our prototype framework has been overwhelmingly positive.

Digital development specialists noted that such standardization would significantly
improve both development efficiency and user experience consistency. Professionals
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e-Passport Application

Complete all steps to submit your e-Passport application. Your registered data
will be automatically fetched from NID records.

@

Persanal Information

Personal Information

your NID number to automatically fetch your registered details, or fill in manually

Quick Start - Fetch from NID

3456789012

& W successtully fetched details for Abdul Karim
'_ Found 1 existing passport(s) - Eligible for renewal

* Birth certificate verified

Full Name
Abdul Karim
Enter your name exactly as it appears on your NID

National ID (NID) Number

3456789012
Date of Birth Place of Birth
10/03/1978 a Sylhet
Gender Marital Status
Select gender Select marital status
Prafession

Enter your pr

ntinue

Figure 5.8: Streamlined application form with automatic NID data fetching and
progress indicators
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E-Passport @ Home B Apply Q Track M

Track Your Application

Enter your application ID to check the current status of your e-Passport

application
Application Status Approved
Application ID: BD-3456789012
Applicant Name Submission Date
Mohammed Islam 05/09/2023
Biometric Appointment Estimated Delivery
12/09/2023 30/11/2023

Last Updated
10/11/2023

Application Progress

_ Application Submitted
_  Biometrics Completed
(@  UnderReview

~  Approved
Your passport application has been approved.

Delivered

Next Steps
1 Your application is approved

2 Wait for final approval process to complete

Return to Home Track Another Application

Figure 5.9: Real-time application tracking with clear status updates and guidance
on next steps.

. E-Passport @ Home Apply Q Track M

Fees & Payment

Complete fee structure and payment options

Service Fees

Service Regular (21-25 days) Express (7-10 days)
New Passport (10 years) 53,000 5,000
New Passport (5 years) 52,000 53500
Passport Renewal 53,000 55,000
Passport Replacement 4,500 56,500

0 B8

Online Banking Mobile Banking Card Payment
( Dutch-Bangla Bank & bKash & visa
@ Brac Bank @ Nagad & Mastercard
& City Bank & Rocket & Nexus Pay

£ Important Notes

/A Processing fees are non-refundable /\ Payment within 72 hours
Except for system errors Complete payment after application

Figure 5.10: Transparent fee structures and multiple payment options
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(B E-Passport @ Home B Apply  Q Track M

B

Documentation Requirements

Complete list of required documents for your e-Passport application

2 New Passport B Renewal © Replacement @ Minor (Under 18)

[B® Passport Renewal Requirements

(& Previous/Current passport - Original and photocopy

@ National ID Card (NID) - Original and photocopy

& 2recent passport-size photographs (white background)
& Marriage Certificate (for name change)

& Legal documents for any personal information changes

Photograph Requirements Document Guidelines

& size: 35mm x 45mm (passport size) @ Al original documents must be presented for verification
@ Background: Whitefoff-white only © Photocopies should be clear and legible

@ Recent photos (taken within last 6 months) © Foreign documents must be translated into Bengali/English
@ Fullface visible, looking directly at camera O Translated documents must be notarized

© No shadows on face or background © Damaged or unclear documents wil not be accepted

@ Noglasses, hats, or head coverings (except religious) @ Allinformation must match across ditferent documents

@ Natural facial expression with mouth closed

@ High quality print on photo paper

Figure 5.11: Documentation requirements displayed visually and by organized cat-
egories

with prior experience in creating digital services emphasized that the framework
could reduce project timelines and operational costs while simultaneously enhancing
the quality and reliability of service delivery.

The senior UI/UX designer who evaluated the system highlighted a critical gap in
existing government design practices, namely, the absence of centralized, reusable
UI components or documented design conventions. From their perspective, the
framework’s consistent structure, modular design elements, and prioritized check-
list system offered a practical solution to this issue. The checklist, in particular,
was praised for helping project teams navigate delivery timelines while maintaining
adherence to accessibility and usability standards.

The accompanying feedback from the software engineering expert further reinforced
the framework’s technical viability. They affirmed that the system’s token-based
design and structured component naming conventions would streamline the devel-
opment process and minimize confusion across vendor teams. Moreover, the expert
emphasized that maintaining a centralized design system would significantly sim-
plify future updates. For instance, if the government were to adopt a new phone
number format, a single update to the central token or component could propagate
across all integrated platforms, ensuring consistency while reducing redundant ef-
fort. Although individual vendor systems would still require updates on their end,
the process will be much simpler. Both experts emphasized that successful adop-
tion would depend heavily on institutional support, policy-level endorsement, and
cross-departmental alignment.

The prototype-based validation approach proved particularly valuable, as experts
could interact with functional examples of bilingual form components, transparent
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fee structures, and user-friendly progress tracking systems. This hands-on evaluation
method provided more actionable feedback than traditional paper-based reviews.

The standardized framework represents more than just a technical solution; it’s a
capacity-building initiative that would transform how Bangladesh approaches digi-
tal government development. By establishing clear standards and providing proven
tools, the framework would enable the country to build truly world-class digital
services that serve all citizens effectively. Over time, this approach would create a
virtuous cycle: better user experiences would increase citizen engagement with dig-
ital services, providing valuable usage data to further refine and improve the plat-
forms. As citizens develop stronger digital skills through consistent, well-designed
interfaces, the overall digital literacy of the population would improve, creating
conditions for even more advanced digital government initiatives. The framework’s
emphasis on accessibility and inclusion would ensure that Bangladesh’s digital gov-
ernment transformation truly serves all citizens, regardless of their current digital
literacy levels. This inclusive approach to digital governance could serve as a model
for other developing nations facing similar challenges in bridging the digital divide
while modernizing government services.

5.2.3 Critical Infrastructure Resilience

Beyond interface design and user support systems, Bangladesh’s e-government ecosys-
tem faces fundamental infrastructure vulnerabilities that undermine service reliabil-
ity and citizen trust, requiring systematic technical interventions to ensure depend-
able digital service delivery.

5.2.3.1 Systemic Server Dependencies and Single Points of Failure

Our research revealed a critical vulnerability. Bangladesh’s e-government ecosystem
suffers from cascading failures when the NID server experiences downtime. When
citizens attempt BRTA vehicle registration, e-Passport applications, or banking ser-
vices, all depend on real-time NID verification. Server failure doesn’t just affect
NID services; it paralyzes the entire digital government ecosystem. This creates a
‘single point of failure’ scenario. Our interviews revealed mediators scheduling work
around anticipated NID server availability, while government offices experience sig-
nificant productivity losses during outages. Multiple administrators and mediators
consistently identified NID server downtime as their primary technical challenge.

Importantly, our research uncovered a communication gap between agencies. The
NID administrator denied frequent downtime, stating “Our server is never down,”
while BRTA administrators, passport mediators, and users across platforms regu-
larly reported NID verification failures. This disconnect suggests inadequate moni-
toring of service inter-dependencies. So we have added our own automated uptime
monitoring to the three main platforms (NID, BRTA, e-Passport) from February to
April 2025 found extremely high service availability (NID: 98.68%, BRTA: 99.69%,
e-Passport: 100%). The exception was the Railway E-Ticketing portal, which we
could not test due to technical blocking of automated tools.
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This evidence suggests that many “server down” complaints from users or media-
tors may actually be due to local internet connectivity issues or misunderstandings,
rather than true server outages. This points to a communication gap: users fre-
quently attribute any access failure to the government platform, when in fact the
root cause may be on their side. Addressing this requires better user education and
clearer communication from service providers, so that users can distinguish between
their own connectivity issues and genuine platform outages.

However, it is also important to recognize that when BRTA administrators refer
to ‘server issues,” they may be highlighting problems not with the public website,
but with internal API servers or back-end systems that ordinary users cannot see.
These technical challenges often arise from multi-departmental coordination prob-
lems or outdated infrastructure within the government’s own digital ecosystem. As
a result, miscommunication between different departments can lead to a cycle of
blame-shifting, where neither users nor officials have a clear understanding of the
root cause.

To overcome these challenges, process and policy improvements should focus on
establishing clear lines of communication, regular cross-departmental technical re-
views, and transparent reporting of both public-facing and internal system outages.
Only then can the government reduce confusion, improve trust, and create a more
user-friendly digital service environment. Besides policy reforms, technical solutions
are also crucial to ensure the reliability and resilience of e-government platforms.

5.2.3.2 Proposed Technical Solutions

1. Distributed Architecture with Intelligent Caching: Transition from
centralized, tightly-coupled architecture to distributed systems that handle
component failures gracefully. Implement API gateway layers that cache fre-
quently requested NID verification data, reducing real-time dependency on the
central server. For routine verification tasks, systems would rely on cached,
recently verified data rather than requiring live database queries for every
interaction.

2. Multi-Level Redundancy Systems: Establish geographically distributed
backup servers with both hot standby (immediately available) and warm standby
(activatable within minutes) capabilities. Implement database replication across
multiple data centers, ensuring that failures at one location don’t cause com-
plete service interruption.

3. Service Level Agreements with Accountability: Create binding SLAs
guaranteeing minimum uptime percentages with automatic failover require-
ments and financial penalties for vendors failing to meet reliability standards.
This creates strong incentives for maintaining robust infrastructure.

4. Proactive Monitoring and Coordination: Deploy comprehensive moni-
toring systems to identify potential issues before service disruptions. Establish
inter-agency coordination protocols for maintenance scheduling and emergency
communication during outages.
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Without addressing these fundamental infrastructure challenges, even the most user-
friendly interfaces and comprehensive support systems cannot deliver consistent,
dependable service that citizens need and deserve.
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Chapter 6

Limitation and Future Works

6.1 Methodological Limitations

While our research provides comprehensive insights into the usability challenges of
Bangladesh’s e-government platforms, several limitations should be acknowledged
to provide context for our findings and recommendations. Understanding these lim-
itations is essential for properly interpreting our results and identifying areas where
additional research could strengthen our understanding of digital government us-
ability.

Our survey methodology, while comprehensive in scope, relied heavily on self-reported
data, which may introduce response bias. Participants’ assessments of their digital

literacy levels and service satisfaction may not perfectly align with objective mea-

sures of these constructs. Additionally, our sampling approach, utilizing convenience

and snowball sampling methods, may have inadvertently skewed our participant pool

toward more digitally engaged users, potentially under representing the most digi-

tally excluded populations.

Bangladesh currently lacks a standardized task-based digital literacy or competency
scoring system tailored to its socio-technical context. While this study adapted inter-
national frameworks (e.g., DigComp, SPDLF), these may not fully capture the nu-
ances of local user behaviors, educational disparities, and infrastructural constraints.
As a result, the digital literacy scoring, though systematic, may not perfectly reflect
the real-world capabilities of Bangladeshi users.

6.2 Geographic and Demographic Constraints

The geographic concentration of our data collection primarily in Cities may limit
the generalizability of our findings to rural areas, where internet infrastructure, dig-
ital literacy levels, and government service access patterns may differ significantly.
Rural citizens often face additional challenges, including limited internet connectiv-
ity, fewer technology support options, and different cultural attitudes toward digital
services. Our focus on four specific e-government platforms, while providing depth
of analysis, may not represent the full spectrum of digital government services avail-
able in Bangladesh. Other platforms may face different usability challenges or have
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implemented innovative solutions that could inform broader improvement strate-
gies. The selection of platforms was based on their popularity and importance, but
this approach may have overlooked valuable insights from less commonly used but
equally important services.

6.3 Future Research Opportunities

Building upon our foundational research, several critical areas warrant additional
investigation to develop a more complete understanding of e-government usabil-
ity in Bangladesh and similar developing contexts. These future research directions
would strengthen the evidence base for policy recommendations and solution design.

In-depth ethnographic studies focusing specifically on rural and marginalized com-
munities would address the geographic limitations of our current research. These
studies should examine not only technical usability challenges but also cultural,
social, and economic factors that influence e-government adoption in different com-
munities. Understanding these broader contextual factors is essential for design-
ing truly inclusive digital government services. Future research can contribute to
the development of a comprehensive, task-based digital literacy framework tailored
specifically for Bangladesh. While initiatives like DLit-BIGD have made valuable
progress, they remain limited in scope and do not offer a fully operationalized skill
assessment system for e-service contexts. There is a significant opportunity to build
a more inclusive and granular model that reflects the cognitive, technical, and con-
textual realities of Bangladeshi users, especially those with low education or rural
backgrounds. Such a framework could inform both policy design and system devel-
opment for inclusive digital transformation.

Studies examining the effectiveness of different developer training and standard-
ization approaches would inform the implementation of our proposed development
framework. This research could identify the most effective methods for ensuring con-
sistent implementation of usability standards across different vendors and project

types.

6.4 Comparative and Longitudinal Study Needs

Longitudinal studies tracking user experiences over extended periods would provide
valuable insights into how digital literacy develops over time and how sustained ex-
posure to e-government platforms affects user confidence and independence. Such
research could identify the optimal timing and methods for digital literacy interven-
tions, helping to design more effective support programs.

Comparative studies examining e-government usability across different developing
countries would help identify universal challenges versus those specific to Bangladesh’s
context. This research could reveal successful intervention models from other coun-
tries that might be adapted for Bangladesh’s unique circumstances. Countries with
similar developmental profiles but different e-government approaches could provide
particularly valuable comparison cases.
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Chapter 7

Conclusion

Our research findings have significant implications for how Bangladesh approaches
digital government development and implementation. The evidence strongly sug-
gests that current approaches, while technically sophisticated, have not adequately
addressed the human factors that determine success in digital service delivery. Mov-
ing forward, policymakers and implementers must recognize that technical function-
ality alone is insufficient; systems must be designed and supported with a deep
understanding of user capabilities, limitations, and needs.

The persistent mediator dependency we documented should prompt a fundamental
reconsideration of what constitutes successful e-government implementation. Rather
than viewing mediator usage as a failure of digital systems, policymakers should rec-
ognize it as evidence of user agency and adaptability. Citizens are actively finding
ways to access digital services despite system limitations, demonstrating their desire
to engage with government services efficiently. Policy responses should build upon
this demonstrated demand while addressing the underlying barriers that make me-
diator assistance necessary.

Our findings also highlight the critical importance of involving actual users through-
out the design and development process, not merely as final testers of completed
systems. The gap between administrator perceptions of system usability and ac-
tual user experiences revealed in our research demonstrates the dangers of assuming
that technical functionality equates to user-friendly design. Future development
processes must incorporate regular user feedback, iterative testing, and ongoing us-
ability monitoring to ensure that systems truly serve citizen needs.

The security and trust issues we identified require sustained attention that extends
beyond technical security measures. Building citizen confidence in digital govern-
ment services requires transparent communication about data protection practices,
clear explanations of how personal information is used and protected, and visible
accountability mechanisms for addressing security concerns. Government agencies
must recognize that security is not merely a technical issue but a communication
and trust-building challenge that requires ongoing effort.

Through addressing these limitations and actively pursuing these research directions,
Bangladesh can continue developing its understanding of effective e-government im-
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plementation while building increasingly inclusive and user-friendly digital services.
The foundation established by our research provides a starting point for this on-
going journey toward truly accessible digital government, but sustained effort and
continued learning will be essential for achieving the full potential of e-government
to serve all citizens effectively.

Our investigation represents a critical step toward understanding and addressing the
complex challenges that arise when digital government aspirations meet the realities
of diverse user capabilities and needs. By maintaining focus on user-centered de-
sign principles, evidence-based policy making, and inclusive service delivery models,
Bangladesh can continue progressing toward its vision of accessible, efficient, and
effective digital government services for all citizens.
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