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Abstract

In recent years, advancement in the realm of machine learning has introduced a
feature known as Deepfake pictures, which allows users to substitute a genuine face
with a fake one that seems real. As a result, distinguishing between authentic and
fraudulent pictures has become difficult. There have been several cases in recent
years where Deepfake pictures have been used to defame famous leaders and even
regular people. Furthermore, cases have been documented in which Deepfake yet
realistic pictures were used to promote political discontent, blackmail, spread fake
news, and even carry out false terrorism attacks. The objective of our model is to
differentiate between real and Deepfake images so that the above mentioned situa-
tions can be avoided. This project represents a deep CNN model with 13000 images
divided in two segments: Training and Testing. The dataset was prepared using nec-
essary image augmentation techniques. A total of 2 categories are considered (real
image category and fake image category). For testing purpose we have used a total
number of 3000 images divided into two parts for real and fake class, each consisting
1500 images. 75% of the whole data was used as Testing data and remaining 25%
as Training data. The dataset was tested against a custom CNN model referred to
in the paper as the 18-layered CNN model and five of the transfer learning models.
Our suggested model was successful in achieving 98.77% accuracy whereas the best
result out of the transfer learning model was achieved by InceptionV3 with 97.10%
testing accuracy. The custom CNN model shows promising results in the case of
detecting real and DeepFake images than all the other models used before.

Keywords: CNN; DeepFake; Deep Learning; Image Processing; Transfer Learning
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Chapter 1

Introduction

1.1 Background Information

The expansion of technology has led human life to be easier in many ways, but on
the other hand, there has been some misuse of technology as well, which led to some
severe problems. Nowadays, the usage of different tools and software have made it
easy to manipulate any digital image. Anyone with a little knowledge of Photoshop
or GIMP [12] can easily forge an image of anything and anyone. Nevertheless, the
usage of this kind of forgeries has been widely looked into in modern times. The
advancement in the fields of Artificial Intelligence and, most importantly, Machine
Learning has enabled people to edit a raw image and exploit it in both good and
bad ways. Moreover, these tools are able to procure astonishing realistic results,
which led us to the world of Deepfake images or, to simply put it, Deepfakes [17] .
DeepFake is a technology that uses Deep Learning to create fake images in which
one person’s face is replaced onto the face of someone else. This may also constitute
a risk to celebrities, whose faces may be simply morphed for spreading rumors and
chaos. The earliest documented effort at an exchange of faces was captured on a
picture of Abraham Lincoln [30]. His face was placed on top of John Calhoun’s body
in the lithography. Following this event, false recordings began to circulate widely,
endangering national security, the social standing of prominent celebrities, and the
safety of important political figures. In recent years, influential people have been
the victim of Deepfake images, where their photos or videos were being manipulated
and used to spread the wrong propaganda. No doubt, this can create controversy
and chaos in people’s lives, which can cause heavy damage too. So to tackle the
situation, Deepfake detector systems are being created using various techniques of
convolution neural networking, augmentation process, image processing and filtering
[61]. Developed systems are even being able to detect the most finely forged images
with greater accuracy than before. However, in this paper, we have used a deep
CNN model that distinguishes between Real and Deepfake images using binary
classification and provides accuracy. Thus, it is able to detect manipulated images
created via artificial intelligence with great precision.



1.2 Problem Statement

The CNN approaches are computer-intensive and difficult to describe or manage.
Tests were performed using a VGG16 Deep Neural Network to overcome the task of
binary classification. In order to produce the best performance, the more compli-
cated the architecture, the more computing power is required [45]. Only a compli-
cated deep neural network structure can produce improved outcomes. The Deepfake
algorithm increases the precision of Deepfake picture detection through multiple an-
gles, nevertheless, many of the dataset utilized are poor in consistency, with a rough
quality, even with the naked eyes, almost all of the interference marks could be seen.
To locate the false image by combining the contrasting loss and competing error to
detect fake images in the fake video later, some researchers also proposed a deep
learning-based method in 2019. It is possible to loosely break the model of deep
learning into discriminating and generative models. The Generative type model has
a first-hand influence on efficiency of real world modelling, which needs much previ-
ous experience [61]. Generation efficiency has steadily upgraded, and it is impossible
for the eyes to trace. It acquires abstract characteristics automatically [17]. Next,
The aim of Digital Media Forensics technologies is to determine credibility of a pic-
ture or video automatically. This is a technology that doesn’t have to work with
informations from begining. The introduction in ongoing advancement of Deepfake
technologies enable users to forge the images with a single key, unlike conventional
editing software. The fake picture quality is becoming greater and greater with con-
tinuous growth. The naked eye can see much of the tampering marks, which results
in its poor identification and unstable generalization capabilities. Image efficiency is
declining rapidly [46]. Later on, A series of attacks were made at different Deepfake
images of faces generated by various algorithms. The attacks were carried out to
check the robustness of the algorithms. Attacks included adding Gaussian Blur [62],
scaling images and extracting great detail from images. The results showed that
some operations could lead to errors in the analysis of the Deepfake architecture,
but none of the attacks had a major impact on the discriminative power of the
CT. The algorithm was designed to be robust to a range of different types of data
compression and decompression operations.



1.3 Research Motivation

The Deepfake is a new concept that has become exceedingly popular in the recent
years for the creation of super realistic images using different tools like FaceApp
[52], Photoshop etc. Fake news or fake information always spreads fast over social
sites which sometimes becomes a threat to an individual, society, political system
and in fact a nation. However, deepfake imposes a great threat. Even more than
regular false news because they are tough to identify and people are likely to trust
the fake as real. In order to prevent such falsification, we have designed a system
that detects deepfake images using machine learning, convolutional neural networks
networks which will allow us to differentiate among real image and fake image which
otherwise would be difficult.

1.4 Research Objectives

Our project uses Convolutional Neural Network (CNN) along with Transfer learning
method to detect deep fake images. CNN is among the main parts of the Neural
Network, and it uses image detection and classification to detect objects and recog-
nize the faces of a real person. Moreover, we will also be able to determine whether
the images have been subjected to tamper or not. There are many people who
worked on this project before where the fake image processing technique using CNN
is incorporated into work. So it is easier to detect if the images from the data set
are fake or real. In recent times, many types of crime are occurring by making fake
images. So if we know how the fake images are generated and also can detect and
classify fake images, crimes can be apprehended, and the number of spreading fake
news, blackmails, terrorism can be decreased. So as a whole, by using this simple
architecture, we can basically accomplish the correct result of detecting fake images
from a data set. The auto-generated artificial pictures could be efficiently evaluated
using Convolutional neural networks (CNN), as the forged images contain visible
visual features. In a variety of computer vision and machine learning challenges,
CNN has demonstrated its superior performance. CNN has a number of uses, one
of which is image categorization. Images are classified as objects that take up the
majority of the picture, and categorization is done by determining the class this
object belongs to. One part of the Deep Learning technique is the Convolutional
Neural Network (CNN) that is generally used for image recognition and analysis and
designed specifically to deal with data that are pixelated. Image is taken as the in-
put and allocates priority (learnable biases and weights) to distinct attributes of the
picture, and distinguishes one from another. In comparison to other classification
algorithms, CNN requires significantly less pre-processing. While filters are crafted
manually in other deep learning approaches, CNN can learn these characteristics or
filters with adequate training. CNN’s layers have neurons that are organized in three
dimensions, which are : width, height, and depth unlike other conventional Neu-
ral Networks, where layers build up the structure. CONV/RELU/POOL/FC etc are
most common among the widely used layers. Each of the layers has a straightforward
API which uses a discrete function which might or might not contain parameters
to convert a 3D input into an output that is also 3D. As mentioned before, a basic
CNN is a succession of layers where, by a differentiable function, every layer of a
CNN translates a single set of operations to the other. The Pooling Layer, Con-



volutional Layer, and Fully-Connected Layer are the three kinds of layers that can
be utilized to create a CNN structure. Stacking of these layers is used to build a
complete CNN structure. The raw pixel values the image’s raw pixel values will be
stored by INPUT (e.g. INPUT [224x224x3] stands for an image with width of 224,
height of 224, consisting of three color channels respectively: R,G,B). The outcomes
from the neurons connected to particular areas of input will be calculated by the
CONV layer, which will calculate a dot product among a limited part of the input
size that they are connected with and their weights and. If we choose to utilize 12
filters, this might lead towards a size of [224x224x12]. Moreover, an element based
activation function is assigned by the RELU layer. Downsampling along the spatial
dimensions operation is performed by the pooling layer. Finally the class score is
computed by the FC or fully connected layer. Thus by layering the primary pixel
value to the score of the final class, the transformation of an original image is done
by a CNN model. As base-learners, InceptionV3, ResNet50, DenseNet121, VGG16,
and VGG19 are implemented and a newly constructed CNN model as we mentioned
just now, also known as the 18-layer custom CNN model, is employed. Utilizing
these models, the above mentioned custom model gained an accuracy of 98.77%.



Chapter 2

Related Work

2.1 Literature Review

Our study of the literature examines how far we’ve come and what more can be done
to identify deepfake utilizing deep learning techniques, particularly Convolutional
Neural Networks (CNN). We just look at Deepfakes, but we’ve also explored at
detecting a further actual image accuracy rate. Deepfakes have been detected using
aberrations or inefficiencies inherent in the formulation algorithms, such as the lack
of genuine eye gaze, uneven color profile information, and visible lips with talks. In
order to distinguish actual images from Deep Fakes, a neural network-based transfer
learning classification technique is chosen.

2.1.1 Deepfake Generation

This segment attempts to analyze fundamentally previous important studies in the
field of identification of Deepfake material in digital technology. We examine the
various methods used with the desired outcome, such as pair learning, face warping
artefacts etc., to demonstrate how multiple technologies face their unique problems
as a result of the heterogeneity of the method. Digital media forensic technology is
intended to automatically test the picture or video credibility and judge if they have
Digital tampering, synthesizing [56]. In this technology, we do not have to deal with
information from the media in advance. Its universality and practicality make it a
major area of study. Traditional digital media passive forensics technology primarily
involves Passive Forensics based on traces left after imitation. It is based on the
consistency of digital media imaging devices, and based on digital media statistical
characteristics [26]. Unlike conventional image editing software such as PS, Deepfake
technology’s advent and continual growth, no technology users may utilize web-apps
to modify the image with one key. It is simple to use and also difficult to determine
whether the false image is genuine. Deepfakes are typically generated by methods
based on the first introduction of Generative Adversarial Networks (GANs) [58]
Via Goodfellow et al.[17] a new method for counting Generative models through an
Adversarial model was proposed by the authors. A mode in which two models train
at the same time: a Generative model, which captures the distribution of data, and
A discriminatory model, capable of estimating the possibility of a sample originating
from training data rather than from training data of generative model [17]. This
one’s problem is, the new method needs to examine more for its betterment. In 2018,



David Giiera et al. suggest a temporal aware pipeline to sponrteniously identify
deepfaked images; a Convolutional Neural Network (CNN) is utilized to retrieve
frame level characteristics that are then utilized to train a Recurrent Neural Network
(RNN) [22]. However, RNNs have the issue of disappearing gradients that hamper
lengthy data acquisitions [30]. Peng Zhou et al. proposes a two stream faster R-CNN
and trains it end to end to identify a distorted picture of the tampered regions [26].
Chih-Chung Hsu et al. suggested a deep learning-based method in 2019 to identify
the fake image by integrating the contrastive loss [46]. Only limited resolution
images can be created based on the current DeepFake algorithm, and distortion is
required to fit the real face into the actual video. It is proven that the objects left in
the distortion matching phase can be efficiently captured by the convolutional neural
network (CNN). The following algorithm increases the accuracy rate of fake image
detection. Through the continuous DeepFake technology growth, the standard of
picture forgery is getting higher, which results in greater efficiency of the altered
detection circulated in the network of methods. The trouble with Fast R-CNN is
that it’s slow because it has to do selective searches that are computationally very
slow. The debate above indicates that most study designs use a common form of
technology to detect deep video or images. The detection mechanisms, however,
must gradually be studied to better our lives because most detection systems are
bound to have such heterogeneous characteristics [44].

2.1.2 CNN

Convolutional Neural Network is a widely used deep learning based model to dis-
tinguish between Deepfakes and real ones. Md. Shohel Rana et al. [54] in his
paper proposed DeepfakeStack, a deep ensemble learning approach that has been
developed by comparing various Deep Learning-based state-of-the-art models. This
model incorporates the predictions of these level-0 models. By using out-of-sample
data predictions provided by base models, the level-1 model is trained. As base-
learners, InceptionResNetV2, InceptionV3, ResNet101, DenseNet121, MobileNet,
and DenseNet169 are implemented and a newly constructed CNN model, also known
as Deepfake Classifier, is employed. Utilizing these models, the DeepfakeStack
gained an accuracy of 99.65% and an AUROC of 1.0 in the experiment. Another
system proposed by Xu Chang et al. [62] is based on image augmentation and image
noise to detect DeepFake images with the help of the VGG network. To highlight
the image noise [11] the RGB images that need to be detected are used through
SRM filter technique to get the noise characteristics of the image. Because of the
depth of forgery upon a large dataset over the network and poor image quality,
their experiment uses Celeb-DF [50] as their dataset which shows significant results
in detecting DeepFake face images. Where on one hand, this experiment achieved an
AUC performance of 73.2% while using SRM filter [14] and VGG-16 , on the other
hand their NA-VGG approach on the same dataset was able to achieve an AUC per-
formance of 85.7% [44]. Anuj Badale et al. [50] suggested a method utilizing Neural
Networks, as described in this study based on a Deepfake video detection approach.
Original and deepfake frames were extracted using videos. Depending on the video
from which it was taken, each frame has been assigned a class, such as "real” or
"fake.” The inputs are flattened to provide them the dimension (256x256x3), which
is used as an input to the neural network’s 1st layer. As a result, the data is prepared



for entry. For categorical cross entropy, it was determined that Adam achieved 91%
accuracy while sgd (stochastic gradient descent) achieved 88%. In binary cross en-
tropy, Adam achieved 90% accuracy and sgd achieved 86% accuracy, whereas mean
square achieved 80% accuracy in sgd and 86% accuracy in Adam [50]. Furthermore,
Shraddha Suratkar et al. [55] uses a CNN architecture and the Transfer Learning
methodology, which provides a way for exposing fraudulent videos. The suggested
methodology extracts features from each frame of a video and employs CNN. The
models used in the paper and their testing accuracy percentage are: InceptionV3:
91.56, ResNetb0: 84.04, ResNet18: 84.68, NasNetMobile:89.17, MobileNet: 88.67,
Xception: 90.08. The model based on Inceptionv3 achieved the highest testing
accuracy among all the other models of the aforementioned paper.

2.1.3 Transfer Learning Approach

Due to the accessibility of free popular open sensor technology for deep fake cre-
ation, there has been a significant increase in the dissemination of fake news due
to Deepfake appearances. There are some previous approaches that showed early
different methods yet having few Deepfake physical flaws. For instance, Yang et
al. [41] proposed a novel approach for exposing Al-generated false face pictures and
experiments are conducted to show this occurrence, and a categorization technique
based on this cue is further developed. Here, a Deepfake is created by cropping a
picture to (64 x 64) pixels and passing it into a deep generative neural network. A
face sensor is utilized to generate a classification model for this face, and then facial
landmarks are identified. Post-processing techniques such as boundary smoothing
are used to create an image/video frame. One of the steps Suratkar et al. [55] pro-
posed the use of a CNN architecture and the Transfer Learning methodology, this
article presents a method for exposing fraudulent videos. The developed technique
employs a CNN to retrieve features from each frame of a video in order to train a
binary classifier that can effectively distinguish between authentic and altered clips.
Yuezun et al. [32] investigated the algorithm created using DNN-based software
[33] and tested using eye-blinking detection datasets as a reference level. LSTMs
[6] are memory units that regulate when and how prior obscured states are erased.
They adjusted the settings of the CNN layers that they had gotten and trained
on LSTM cells and the fully connected layer by setting the size of the batch by
4. The learning rate started at 0.01 and decomposed by 0.9 each 2 epochs, also
used the ADAM optimizer [45] and finished training until 100th epoch. Rosli et al.
[62] used different Convolutional Neural Network models, VGG19 and ResNet50,
for image counterfeit detection in deep learning with transfer learning. They em-
ployed these two to determine false pictures from image splicing as a result of this
research, where 1500 images including 450 fabricated pictures were used as dataset
and the result achieved 94.65% and 95.08% of accuracy individually. Zhang et al.
[42] employed Mobilenet V1 and Inception V3 models were retrained using a variety
of data collection techniques that included an extracted face feature from DeepFake
made video and actual footage. 1 frame per second was used to extract each frame
from chosen clips into a PNG file. After that, the retrieved frame was sent into
the facial analysis configuration, which recovered the face. DLIB facial encoder [57]
often collects non-facial areas in certain frames. As a result, datasets were reduced.
To show consistency, the dataset was separated into an 80 percent training set and



a 10% validation and testing set, with the training steps of 5000 the learning rate
of 0.005. Kim et al. [60] applied the Representation Learning [5] and Knowledge
Distillation frameworks [29] to develop the Feature Representation Transfer Adap-
tation Learning (FReTAL) technique, which is based on supervised learning. They
implemented FReTAL to execute classification challenges on fresh deepfake datasets
with the least amount of calamitous loss possible. By extracting information from
a transfer learning based model without requiring target domain data during area
adaption, their model was able to detect new forms of deepfake. They show that
FReTAL beats all benchmarks on the adaptation of the domain test, with up to
86.97 percent accuracy on minimal Deepfake, using FaceForensics++ datasets [39].
Patel et al. [53] modeled the variants that were put to check on the same data,
and were used for training and testing. The training set accommodates about 7000
pictures, whereas the test set contained approximately 2000 pictures for classifica-
tion. From the experiment, mobileNet has the greatest accuracy of all the models,
at 90.2%, followed by DenseNet121, which has an accuracy of 89.7%. InceptionV3
has the lowest recall rate of 88.1%. MobileNet showed the most impressive overall
performance. DenseNet121, on the other hand, outperforms MobileNet in recall,
which is far more essential, so DenseNet121 was selected. But, till now, we did not
get a proper model that has given a higher accuracy with proper recall performance.



Chapter 3

Workflow

For the detection of whether an image is real or fake, we have used a custom 18-
layer Deep Convolutional Neural Network Model and Transfer Learning approach
to compare and get the best result. The models used for the aforementioned exper-
iments are respectively: InceptionV3, VGG-19,VGG-16, DenseNet121, Resnet50.
Our project consists of a total number of two classes defined respectively as Real
and Fake. We have tested our proposed model depending on the Training Accuracy
[2], Testing Accuracy [1], Recall [4], Precision [4], and AUC Performance [34]. The
outline of our project is divided into seven steps. However, the Workflow Graph is
given below in Figure 3.1.

Data Set Collection

: Resize

Data Pre-processing

—L) Augmentation

Loading Models

—

Deployment of
Parameters

E

Appraisal of
Periormance

=

Compare and
Analyse result

Figure 3.1: Block Diagram of the Proposed Method



Chapter 4

Proposed Methodology

4.1 Dataset Collection

We have created a dataset with Real and DeepFake images. Here, collection of
the real images has been done from the dataset from kaggle “140k Real and Fake
Faces” [43] and the fake images from “DeepFakes” [48] which is also retrieved from
kaggle, where the Deep fake images were generated through MTCNN [37]. A total
number of 13000 images have been used to create our dataset. These images are
separated into two classes, named respectively Real and Fake where 3000 images are
gathered for testing purposes and 10000 pictures for training. Every image was in
RGB format [9] with the resolution of 92 pixels for fake images and 256 pixels for
real images that were processed afterwards. Few of the images from our dataset are
given in Figure 4.1 and Figure 4.2 displays the dataset division.

Real DeepFake

Real

DeepFake

DezpFake Real DeepFake DeepFake DespFake

Figure 4.1: Deepfake and Real Images From the Used Dataset
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Figure 4.2 shows the percentage of the training and testing data from the dataset.

Testing

Trainning

Figure 4.2: Training and Testing Data Percentage

Apart from the training and testing data, we have used 300 unseen images sepa-
rated into two classes called Real and Fake for generating classification reports and
confusion matrices.

4.2 Data Pre-processing

Since information retrieval during the training phase is more challenging, data pre-
processing aims to minimise inconsistent data as well as distorted and inadequate
input. The final training set is the outcome of data pre-processing. Filtering, nor-
malization, modification, extraction of features [25], identification etc. are some of
the techniques that are used generally [28]. Here for our work purpose we have
chosen: i. Resizing and ii. Augmentation of the raw data inputs. An unprocessed
dataset usage might often result in disappointing outcomes. In this model we have
processed our raw data in mainly two ways, which are : Resizing the and Augmen-
tation of the raw images. Detailed descriptions are given below :

#% Resizing the Data: As our system necessitates a consistent dimension of the
data, the pictures were scaled down to a standard resolution of 224 x224 pixels for
the transfer learning approach. Eventually this lessens the shrinking amount. Be-
cause CNN models can take a fixed dimension as input, we have resized each RGB
image into a stable resolution of 256 x256 pixels for the 18-layer CNN model.

% Augmenting Images: By using augmentation to our data, we have helped in

maximizing the amount of training data. To enhance our pictures, we have generated
a larger dataset that will help the model generalize to the circumstances it will see in

11



production. In various situations, different augmentation strategies are more or less
beneficial. These mainly affect the training set and should not be included during
the evaluation process. We have used different image augmenting methods for our
data. The techniques that we have used in the said model are: Rescale, shear,
zoom, rotation, width shift, height shift, brightness, vertical flip and horizontal flip
for both the approaches.

4.3 Architecture of Proposed Models

4.3.1 18-Layered CNN Model

In the suggested method, we have created a multi layered deep CNN model in order
to categorize between real and deep fake images. A basic CNN model has three
fundamental layers, which are: Fully connected layer (FC) [16], Convolutional layer
[23] and Pooling layer [28]. Apart from these three layers we have used two addi-
tional layers which are : the Activation layer and the Dropout layer. The details of
each layer are discussed below :

1. Convolutional Layer: The very first layer uses convolution to extract in-
formation from the input image. Through learning visual attributes with tiny
portions of input data, the convolution keeps the connection among the pix-
els[47] . It is a mathematical system having 2 inputs: a filter or kernel and
an image matrix. Convolution of an image with several filters may be used to
accomplish tasks such as edge detection, blurring, and sharpening. For this
CNN model we have used the Conv2D layer in the convolutional layer. In
total we have used six Conv 2D layers to create the model.

2. Pooling Layer: Some of the images from the used datasets might be too
extensive, the portion of pooling layers will degrade the count of parameters
of such images. Subsampling or downsampling also known as, Spatial pooling,
will decrease the dimensionality of each map while preserving crucial data. For
each of the convolutional layers we have used one MaxPooling2D layer. This
means it adds six layers in total with the other layers.

3. Fully Connected Layer (FC): The Fully Connected layer or FC layer, one
can flatten the matrix into a vector and send it to a Fully Connected layer,
similar to a Neural Network. This layer accumulates the neurons, weights and
biases. The aforementioned model contains the following layers :

e Flatten layer : One flatten layer is used after the sixth MaxPooling layer. This
overall helps to flatter the entire network.

e Dense layer : A total number of three dense layers have been used in this
model after the flatten layer. This layer basically feeds all the neurons with
the outputs from previous layers.

12



e Batch Normalization layer : After every Conv2D layer a batch normalization
layer is added. Apart from that two of the layers are added after the first two
dense layers.

e Dropout layer : For every iteration during the training phase, this layer con-
verts the inputs to zero with a frequency of rate, which helps to avoid overfit-
ting.

e Activation layer : In this model, Sigmoid function is used as the activation
layer. The following equation shows the activation Sigmoid function that has
been used in the Dense layer

fla)=1/1+e® (4.1)

Here, x is a constant that has a real number as its value. The range of this function
is 0 to 1. Hence, it is a great fit for the model as it is a binary categorization. The
architecture given in Figure 4.3 shows the 18-layer proposed CNN model.
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Figure 4.3: Architecture of the Proposed CNN Model

The summary table of the layer used for our suggested CNN model is given below
in Figure 4.4 :
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Layer (type)

Cutput

Faram #

convZzd (Conv2D)

batch normalization (BatchNo
max _pooling2d (MaxPoolinglD)
convZd 1 (ConviD)

batch normalization 1 (Batch
max_pooling2d 1 (MaxFooling2
convid 2 (ConviDy)

batch normalization 2 (Batch
max poolingZd 2 (MaxPooling2
convid 2 (ConviD)

batch normalization 3 (Batch
max _pooling2d 3 (MaxFooling2
convZd 4 (ConviD)

batch normalization 2 (Batch
max_pooling2d 4 (MaxFPooling2
conviad 5 (ConviDy)

batch normalization 5 (Batch
max poolingZd 5 (MaxPooling2
flatten (Flatten)

dense (Dense)

batch normalization & (Batch
dense_1 (Dense)

batch normalization 7 (Batch
dropout (Dropout)

dense 2 (Dense)

activation (Activation])

30, 30, 128)

28, 28, 25g)
28, 28, 258)
14, 14, 258)
12, 12, 128)
12, 12, 128)
&, &, 123)
4, 4, ©4)
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Total params: 843,521
Trainable params: 841,537
Non-trainable params: 1,584

Figure 4.4: Summary Table of the Proposed CNN Model

e Inception V3: An InceptionV3 network’s architecture [27] is created one step

at a time, as described below:

1. Factorized Convolutions: This decreases the number of parameters in a
network, which improves computational efficiency. It also monitors the

efficiency of the network.

2. Smaller Convolutions: Substituting smaller convolution operations for
larger convolution operations results in much quicker training. A 5*5
filter, for example, has 25 properties; two 3*3 filters, in place of a 5*5

14

4.3.2 Architecture of Pre-trained models

For pre-trained models, it’s the neural network that has been employed in prior
situations and has gained information which could be brought into new targeted
samples. Five pre-trained models have been used for the experiment, which are :
Inception V3, VGG-16, VGG19, DenseNet121, ResNet50. The details of each model

is given below:



convolution, has just 18 (3x3 + 3x3) properties.

3. Asymmetric Convolutions: : Instead of a 3*3 convolution, a 1*3 con-
volution preceded by a 3*1 convolution may be used. The number of
parameters would be somewhat greater than the asymmetric convolution
described if a 3*3 convolution was substituted with a 2*2 convolution.

4. Auxiliary Classifier: while training, an auxiliary classifier is used as a
small CNN embedded among layers and the loss is incorporated in the
actual network loss. The auxiliary classifier functions as a regularizer in
InceptionV3.

5. Grid Size Reduction: Pooling procedures are commonly used to reduce
grid size. However, a more effective approach is given to overcome com-
putational cost bottlenecks in the Figure 4.5 below:

/ i

Filter concat

17 % 17 % 640

d

1717320

Concat

™

1717320

3x3

Stride 2
r'y Conv

/F’ool

17 %17 %320

3x3

Stride 1
[ Ix3
Stride 2
Pool
Stride 2
1x1 1x1

Figure 4.5: Grid Size Reduction of InceptionV3

The generic architecture of InceptionV3 is given below in figure 4.6 :
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Input: 299*299*3 , Output: 8*8*2048

Input: 299*299*3 /
— . Output:
. Convolution 8*8*2048 Final Part:
B AvgPool 8*8*2048 -->1001
I MaxPool -
Il Concat
[l Dropout

[ Fully Connected

Figure 4.6: Generic Architecture of InceptionV3

VGG-16: An input to the convolutional-1 layer is a 224 x 224 RGB picture with
a predefined size. The image is processed by a set of convolutional layers with an
extremely tiny field: 3*3 the small size to retain the notion of right, down, left, up
and center. In one of the setups It also uses 1*1 convolution filters, which might
be considered as a linear change of the input channels. The spatial padding of
convolutional layer input is set to one pixel for 3 x 3 convolutional layers and the
stride of convolution is set to one pixel, so that the spatial resolution is retained
after convolution. Five max-pooling layers, which precede part of the convolutional
layers, do spatial pooling. With stride 2 across a 2*2 pixel frame Max-pooling is done
Following a sequence of convolutional layers of varying depth in various designs, 3
fully-connected layers are added where the first two have 4096 number of channels
individually, while the third performs categorization and therefore has 1,000 channels
[31]. The activation layer is the last layer. In all networks, the completely linked
levels are configured in the same way. Figure 4.7 shows the summary of VGG-16
model.
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Layer (type!

Param £

input_1 (Imputlayer) [ (Home, 224, 224, 31] 0
blockl comwl (ComviD) (Home, 224, 224 ¢4} 1752
blockl comwd (Corwr2D) (Monme, 224, 224, ©4) 355928
blockl pool (MaxPoolinglD) (Home, 112, 112, <4 o
blockZ comvl (Comv2D) (Nome, 112, 112, 128) T335c
blockZ comwd (Comw2D) (Home, 112, 112, 123) 147534
blockZ pool (MaxPoolimg2D) (Home, 5c, 5o, 1283) 0
block? comvl (Conv2D (Home, 56, 56, 25§ 2551683
blockd conwl (ConwD) (Home, 5&, 58, 25¢ S90020
block? comvd (ConviD (Home, 56, 56, 25§ 550020
block? pool (MaxPooling2D) (Home, 23, 28, 25g) 0
blockd comvl (Comw2D) (Home, 23, 28, 512 11301 &0
blockd comvr (Comwr2D) (Home, 28, 28, 512 2355308
blockd comwd (Comw2D) (Home, 23, 28, 512 2355308
blockd pool (MaxPooling2D) (Home, 14, 14, 512} 0
blockd conwl (ConwiD) (Mome, 14, 14, 51Z) 2355303
blockd comvd (Comw2D) (Mome, 14, 14, 512} 2355303
blocks comwd (ConwiD) (Mome, 14, 14, 51Z) 2355303
blockd pool (MaxPooling2D) (Home, 7, 7, 512} 0

Total params: 14, 714, ¢8E8
Trainable params: 0

Hon—trainakle params: 14, 714 £28

Figure 4.7: Summary Table of VGG-16 model

The architecture of VGG-16 is given below in figure 4.8:
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2247224764

224722473

14*14*512

Convolution
Total Params: 14.714,688

Traimnable Params:

@ Max Pooling Not- Trainable Params: 14,714,688

@ Activation layer (sigmoid)

Figure 4.8: Architecture of VGG-16

DenseNet121: For this one, we have given (224 x 224) RGB images as input and
the required elements of this network are- DenseBlocks [21], Growth Rate, Con-
nectivity, Bottleneck layers [36]. DenseNet-121 has 4 AvgPool [19] along with 120
Convolutions. [59] Here, The bottleneck layer is a 1x1 kernel [10], while the convo-
lution process is executed by a 3x3 kernel. A 1*1 convolutional with 2 x 2 average
pooling layer with a stride [13] of 2 are further included in each transition layer.
As a result, a fundamental convolution layer with 64 (7X7) filters and a stride of
2 is created and, maximum pooling of 3x3 and a stride of 2 is there also. Dense
Block 1 has 2 convolutions performed 6 times, Dense Block 2 has 2 convolutions
replicated 12 times, Dense Block 3 has 2 convolutions tested 24 times, Dense Block
4 has 2 convolutions extended 16 times. The Global Average Pooling layer includes
all of the network’s feature mappings for classifications and distribution. All layers,
including those together in the same dense block and transition layers [3], distribute
their parameters over various inputs, allowing hidden layers to make use of char-
acteristics collected earlier in the process [52]. Because transition layers produce a
lot of duplicated information, the layers in the 2nd and 3rd dense blocks give the
transition layers’ output the least weight. The architecture of DenseNet121 is given
below in Figure 4.9:
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Figure 4.9: Architecture of DenseNet121

VGG-19: This network was RGB picture as input, given a specific size (224 x 224)
[38], indicating that the matrix format was 224, 224, 3. Only one pre-processing
has been employed to remove the mean RGB value from every pixel, which was
calculated over the entire training dataset. The kernels with a size of (3 x 3) and a
size of one pixel for strides to cover the entire picture concept. To keep the image’s
spatial resolution, spatial padding has been utilized. With stride 2, max pool was
achieved over a 2 x 2 pixel frame. The summary table for the said model is given
below in Figure 4.10:



Lagyer (typel Outputs Shape Faram #

input_1l {InputLajer] [ {Hone, 224, 224, 2]] o
blockl conmwl {ComwiD) {¥one, 234, 224, G4) 1782
blockl conwi {(ComwiD] {Hone, 2324, 224, 04) 2652E
blockl _pool (MaxPoolingill) {Hone, L12Z, L1Z, G%] o
blockZ convwl {ComwiD) {¥one, 112, 11Z, 12E) T2ESE
blockZ conwZ2 {ComwiD] {Honme, Ll32, 112, Ll2E] 147564
blockZ pool (MawPoolingiDl) ‘Hone, 56, 58, 1ZE) o
block2 convl {ComwiD) ‘Hone, 56, 5@, Z5G) ZLS1GE
block2 conwi {ComwiID) ‘Hone, 56, 5@, Z5G) SLO0EQD
block2 convd® {ComwiD) ‘Hone, 56, 5@, Z5G) SLO0ED
block2 convd {ComwiD) ‘Hone, 56, 5@, Z5G) SLO0EQ
block2 pool (MawPoolingill) ‘Hone, ZE, ZE, Z5&) o
block4 conwl {ComwiID) {Hone, 2B, 2B, S51Z) 11EDLED
block4 conwi (ComwiD) {Hone, 2B, 2B, 512) Z258E0E
blockd conwd {(ComwiD) {Hone, 2B, 2B, 51I) Z25BEQE
blockd conwd (ComwiD) {¥one, 2B, 2B, 51I) Z250E0E
block4d pool (MawPoolingill) {Hone, 1%, 14, 51I) o
blockS conwl {(ComwiD) {Hone, 1%, 14, 51I) Z25BEQE
blockS conwZ (ComwiD) {¥one, 14, 14, 51I) Z250E0E
blockS convwd {ComwiD] {¥one, 1%, 14, 51I) Z258E0E
blockS convd {ComwiD) ‘Honme, 14, 12, S513I) Z2S0E0QE
blockS pool (MawPoolingZIl) ‘Hone, T, T, 51IZ] o

Total params: 20,024,264
Trainabhle params=: 0O
Hon-trainable params=: 2Z0,0Z4,2E4

Figure 4.10: Summary Table of VGG-19 model

The architecture of VGG-19 is given below in Figure 4.11 :
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Figure 4.11: Architecture of VGG-19

ResNet50:The ResNet 50 architecture, has the following elements: There is 1 layer
from a convolutional layer having kernel size of 7*7 with 64 different kernels, each
having stride size 2. Then we have a max pool layer having a stride length of 2.
There is a 1x164 sized kernel in the later convolution, following by a 3x364 sized
kernel, and lastly 1x1256 sized kernel. These 3 layers are executed in triplicate
altogether, providing us 9 layers in this phase. Followed by it is a kernel of 1x1128,
following by a kernel of 3x3128, and finally a kernel with 1x1512. This procedure is
conducted four times, providing us a total of twelve layers. Then there’s a 1x1256
kernel, followed by 3x3256 and 1x11024 kernels, which are replicated 6 times for a
total of 18 layers. Then a 1 x 1512 kernel was added, followed by two additional 3
x 3512 and 1 x 12048 kernels, for a sum of 9 layers. Then, we run an average pool
and finish with a fully connected layer with 1000 vertices, followed by an activation
function, giving us one layer. The activation functions and the max or average
pooling layers are not counted. As a result, we get a Deep Convolutional network
with 1 + 9 + 12 + 18 + 9 + 1 = 50 layers [24] . The summary table for the
aforementioned model is given below in Figure 4.12:

21



Layer (type) Cutput Shape

resnet50 (Functional) (Non=, 2048)

den=ze (Denses) (Non=, 1)

Total params: 23,589,761
Trainakle params: 2,049
Non—trainabkle params: 23,587,712

Figure 4.12: Summary Table of ResNet50 model

The architecture of ResNet50 is given below in Figure 4.13:
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[
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3'3 Conu512
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Figure 4.13: Architecture of ResNet50
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Researchers are presently using pre-trained models, as shown in Table 4.1.

The

table shows how parameters and depth there are in the network and how much
input picture size is required for training [51]. As a result of these models, DeepFake

pictures are classified.

Table 4.1: Attributes of Pre-trained Models

Pre-Trained Model | Input Size | Depth | Network Size(MB) | Parameters
InceptionV3 299 x 299 159 89 23,851,784
VGG16 224 x 224 23 528 138,357,544
DenseNet121 224 x 224 121 33 8,062,504
VGG19 224 x 224 26 549 143,667,240
ResNet50 224 x 224 - 98 25,636,712

Here, VGG16 and VGG19 are series-connected networks, while all other networks
are directed acyclic graphs [49]. To access and use these models, call the built-
in Keras function and Transfer learning application in MATLAB, Google Colab,
Jupyter Notebook and other platforms that support these technologies. For exam-
ple, in paper[40], researchers used MATLAB to classify electronic devices. There
are predefined weights/features in each of the models that make processing and rec-
ognizing layers easier. In this work, five pre-trained models are used to analyze the
data. With DeepFake pictures to categorize, we want to see which model performs
best in terms of accuracy, loss, recall, precision, execution time, network size, and
validity.
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Chapter 5

Deployment of Parameter

The dataset training for this model against the suggested network is dependent on
some parameters, which are batch size, epoch, learning rate, optimizer, callbacks,
and regularisation. Training is enabled after pre-processing the training images.
Properties in the Transfer Learning approach can be changed before the training
begins. The custom CNN model and the pre-trained models are selected before
the machine learning process is initiated and the directory from the two generated
categories is imported according to the required first layer size of the input. All
data has been divided into two parts: 75% for training and 25% testing. Out of
the 13000 images, ten thousand are for training, while the other three thousand are
for testing. The optimizer that has been utilized is “Adam” [35] which applies a
gradient-based approach focused on innovative predictions of moments that are of
lower-order to improve Stochastic objective functions. Optimizer “Adam” is used
because the approach is so simple to develop, computationally efficient, requires
minimal memory, and is invariant to diagonal rescaling of the gradients, it is ideally
suited for situations with huge amounts of data and/or parameter values [18]. The
initial learning rate for the optimizer choices is set at 0.001. Low values result in
sluggish training while excessive values prevent optimal convergence from taking
place. Standard values for L1_L2 Regularization and Momentum are 0.001 and 0.9,
respectively. To prevent overfitting, the first value is used, while the second is used
to calculate the percentage of contribution from the prior simulation to the following.
We've utilized 32 batches and 20 epochs (each epoch, there are 313 iterations). To
add to the difficulty of learning, the training and validation data are mixed together
before going on to the next epoch. And the color mode for each image is set to
RGB. We have used an Activation Function called “sigmoid”. Sigmoid function
has been used due to its range from zero to one. Consequently, it is helpful for
models that need prediction of the probability as an outcome. It’s a no-brainer to
use the sigmoid because probability exists only between zero and one. Under the
loss section, we have used “binary cross entropy”. Comparing expected probabilities
to actual class output, which might be 0 or 1, is called binary cross entropy. If there
is a deviation from what is predicted, it penalizes the probability. How near or how
distant is this value from what it should be. We’ve set the class mode to ”binary”
in order to forecast the result. In this case, the output might be either zero or one
because we are dealing with a binary situation. Lastly, The "rgh” color mode was
selected in the color mode section, which means that the pictures would be converted
to 3 channels. In addition to training alternatives, the execution environment has
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a bearing on training completion times as well. In all experiments, the execution
environment is a graphics processing unit (gpu). The random GPUs utilized by
Google Colab were Nvidia Tesla K80 [63], Nvidia Tesla T4, and Nvidia Tesla P4
for benchmarking and informational purposes. Type ”Invidia-smi” on Google Colab
command line to examine the GPU’s parameters.
Reiteration of the optimizer is discussed in the context of the training process as a
deep-learning method. The equation(5.1) describes the “Adam” optimizer function
in generic terms.

Wil = Wy — amy (5.1)

m; = aggregate of gradients at time t
a = learning rate at time t

w; = weights at time ¢

wyr1 = weights at time ¢ + 1

Equation(4.1) belongs to the Activation Function “Sigmoid” [7] which we have dis-
cussed before. Equation(5.2) and (5.3) describes L1_L2 regularization in generic
terms. The L1_L2 regularizer applies both L1 and L2 penalties to a given set of

data.
N M 2 M
i=0 =0 =0

N M 2 M
0 j=0 j=0

i=

Equation(5.4) describes the loss function for 2 class binary classification in generic
terms.

Hy(q) = —% Zy ~log (p (y1)) + (1 — yi) - log (1 — p (v:)) (5.4)

Here,

p(y;) is the probability of class 1, and (1 — p(y;)) is the probability of class 0.

By clicking the “model.fit” cell in the code, training begins. Below the cell is a
progress bar that updates the epoch and steps of the process. As soon as the
specified epoch reaches its finish, it signifies that the main validation parameter
has been attained, based on the chosen pre-trained model with all parameters and
matrices in it.

Table 5.1 lists the parameters and their values below for the pre- trained models :
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Table 5.1: Parameters Used for the Pre-trained Models and the 18-Layer CNN

Model
Parameter Pre- trained models (Value) 18-layered CNNN Models
(Value)
Training Data 5% 75%
Testing Data 25% 25%
Target Size (224, 224) (256,256)
Batch Size 32 32
Epoch 20 20
Step 313 313
Verbose 1 1
Initial Learning Rate 0.001 0.1
Minimum Learning Rate - 0.000001
L1_L2 Regularization 0.001 0.001
Momentum 0.9 0.9
Execution Environment GPU GPU
Optimizer Adam Adam
Loss Function Binary CrossEntropy Binary CrossEntropy
Activation Function Sigmoid Sigmoid
Class Mode Binary Binary
Color Mode RGB RGB
Metrics Accuracy, Loss, Precision, Recall|Accuracy, Loss, Precision, Recall
Callback ReduceLROnPlateau ReduceLROnPlateau

We have calculated the accuracy, precision, recall and AUC performance [8], [15],
[20]for each of the models. The equations are described below:

e Equation for Accuracy:

Accuracy

True Positive +

True Negative

+ Condition Positive +

Condition Positive

Condition Negative

(5.5)
e Equation for Precision:
T Positive Rat
Precision = TruePositive x — ! 1\‘76. A L FalsePositive (5.6)
TruePositive
e Equation for recall:
True Positive Rat
Recall = True Positive x ——— o1V € 4 polse Negative  (5.7)

True Positive

e AUC: The Area Under the Curve (AUC) is a metric for a classifier’s ability
to differentiate among classes [8]. It simply denotes the scale on which it is
measured or the degree of separability. It offers an accumulated performance
measure throughout all classification thresholds because AUC is scale and
classification threshold invariant. The AUC rate indicates how well the model
distinguishes between positive and negative classes. Higher AUC rate indicates
better performance of any given model.
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Chapter 6

Appraisal of Performance

6.1 Performance of CNN Model

We selected a total of 3000 images for testing, separated into two portions for real
and fake classes, each comprising 1500 images. Testing data occupies 25% of the
entire data, whereas Training data accounted for 75%. Finally, our proposed model
was shown to be accurate to the tune of 98.77 percent. The results for testing and
training accuracy and loss are shown in Table 6.1.

Table 6.1: Training and Testing Accuracy and Loss of Proposed CNN Model

Training Accuracy | Testing accuracy | Training Loss | Testing Loss
99.82% 98.77% 0.63% 5.87%

The table shows the suggested model provides 98.77% testing accuracy. In addition
to that, the visual of the training and validation or testing results through graphs
are given below in Figure 6.1 and 6.2.

Training and validation accuracy Training and validation loss

-
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= —— Taining loss
—— Validation loss

accuracy
= =
m o

=
ey

=
o

— accuracy
05 = \al_accuracy
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Figure 6.1: Training and testing accuracy Figure 6.2: Training and Validation loss

Moreover, the metrics results of accuracy, loss, auc, recall, summary for training
and validation class are shown below in Figure 6.3 and 6.4:
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Figure 6.4: Testing Summary Graph

Further classification report is shown in Table 6.2.

Table 6.2: Classification Report for the Proposed CNN Model

Class Precision | Recall | F1-Score | Support
Real 0.99 1.00 1.00 150
Fake 1.00 0.99 1.00 150

Accuracy - - 1.00 300
Macro avg 1.00 0.51 1.00 300
Weighted avg 1.00 1.00 1.00 300

The confusion metrics for the CNN model is given below in Table 6.3:

Table 6.3: Confusion Matrix

150

0

1

149

6.2 Performance of Pre-trained Models

A total number of 3000 images have been divided into two sections where each section
consists of 1500 images. The two classes are named as Fake and Real. However,
these images have been tested against the pre-trained models. From the results, it
can be concluded that InceptionV3 acquired the best training and testing accuracy
of 97.76% and 97.10%. According to the results, VGG-16, DenseNet121, VGG-19
and ResNet50 respectively achieved their accuracy in descending order. Figure 6.5
and 6.6 shows the training accuracy of the models and the testing accuracy and
Figure 6.7 shows the AUC rate comparison :
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Comparison of different models' training accuracy
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Figure 6.5: Training accuracy of the tested pre-trained models
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Figure 6.6: Testing accuracy of the tested pre-trained models
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Comparison of different models’ AUC rate
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Figure 6.7: AUC rates of the used pre-trained models

For further analysis the training and testing accuracy and loss graphs and the sum-
mary of metrics graphs are given below:

e InceptionV3: Figure 6.8 shows Training and testing accuracy, loss and sum-
mary of InceptionV3
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Figure 6.8: InceptionV3 Training and Testing graphs

e VGG-16: Figure 6.9 shows Training and testing accuracy, loss and summary

of VGG-16 :
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Figure 6.9: VGG-16 Training and Testing graphs

e VGG19: Figure 6.10 shows Training and testing accuracy, loss and summary

of VGG-19 :
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Figure 6.10: VGG-19 Training and Testing graphs

e DenseNet121: Figure 6.11 shows Training and testing accuracy, loss and

summary of DenseNet121 :
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Figure 6.11: DenseNet121 Training and Testing graphs
e ResNet50: Figure 6.12 shows Training and testing accuracy, loss and sum-
mary of ResNet50 :
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Figure 6.12: ResNet50 Training

and Testing graphs

A separate directory called Unseen set is created, which contains 300 images for
generating the necessary metrics and classification report. This section shows how
the pre-trained models act on random images. The necessary metrics such as, Re-
call,Confusion matrix,Precision, F1 score and accuracy have been generated using
the said section. Table 6.4 shows the metrics values.



Table 6.4: Comparison of Several Evaluation Metrics for Various Models

Model Precision Recall F1-Score | Accuracy
Real | Fake | Real | Fake | Real | Fake
Inception V3 | 0.95 | 098 | 0.97 | 0.95 | 0.97 | 0.96 0.96
VGG16 0.82 | 1.00 | 11.00 | 0.77 | 0.90 | 0.87 0.89
DenseNet121 | 0.75 | 1.00 | 1.00 | 0.67 | 0.86 | 0.80 0.83
VGG19 0.69 | 1.00 | 1.00 | 0.55 | 0.82 | 0.71 0.77
ResNet50 0.54 | 1.00 | 1.00 | 0.15 | 0.70 | 0.27 0.58

6.3 Compare and Analysis

From the above mentioned tables and figures it can be concluded that, InceptionV3
shows the results among all the transfer learning based pre-trained models. If we
compare the results of the suggested 18-layered CNN model and the pre-trained
models, we can reach to a conclusion that the suggested custom CNN model ap-
proach gives us higher accuracy in case of detecting deep fake images. Our proposed
model was shown to be accurate to the tune of 98.77 percent where InceptionV3
gives an accuracy of 97.10 percent. Apart from that, Table 6.5 shows the comparison
table between the accuracy rate of transfer learning based models or pretrained mod-
els and our suggested CNN model against our dataset. However, in both cases, we
came to the conclusion that our approach towards detection of Real versus DeepFake
images has shown promising results with higher accuracy rates rather than previous
attempts.

Table 6.5: Training and Testing Accuracy Comparison between the pre-trained and
CNN model

Model Train Test
InceptionV3 97.76% 97.10%
DenseNet121 98.38% 96.27%

VGG16 95.51% 93.40%

VGG19 93.15% 76.87%
RESNET50 72.77% 53.43%

Proposed CNN model 99.82% 98.77%
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Chapter 7

Conclusion and Future Works

7.1 Conclusion

This paper provides a deep CNN model that can efficiently identify Real and Deep-
Fake images with the highest of 98.77% accuracy. With 13000 images divided into
two classes, our model provides a structured, efficient and effective way of distin-
guishing between Real and Deep fake images. Moreover, comparing the model with
previous related works and transfer learning methods, we came to the conclusion
that the proposed 18-layered CNN model is a better approach when it comes to
deepfake image detection. The suggested model delivers higher accuracy than the
other methods. Although we aim to make the model more efficient and better in
future.

7.2 Future Work

As a scope for future work, our model can be dilated for extracted frames of videos.
It can then detect DeepFake image frames from videos as well. Moreover, the model
may also be able to handle multiclass problems. Other than that, it may also become
viable for android or ios application systems. A mobile application may be created
based on the model so that DeepFake detection becomes easier in order to enlarge
the utilization of the technique.
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