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Abstract

Deepfake technologies, especially those based on lip-sync forgeries, present an ad-
vanced threat to integrity in digital media as they produce seamless audiovisual
forgeries that are hard to detect. Transformer-based models show promise, but are
resource-heavy and fail to generalize against forgeries created by modern, gener-
ative methods. This thesis addresses these issues by proposing an efficient novel
framework for the detection of lip-sync forgeries that is based on State-Space Mod-
els (SSMs). We propose a dual-stream architecture using parallel Mamba blocks to
independently model in the temporal domain the visual dynamics associated with
lip movements and the audio dynamics based on audio spectrograms. Both streams
use a lightweight MobileNetV3-Small backbone for spatial feature extraction and are
configured with an optimal state dimension of 160, discovered through a two-stage
ablation study. The resulting temporal feature vectors are fused and a classification
is performed using a small MLP head. Trained on the high-quality AV Lips dataset,
the Mamba based model proposed achieves a new state of the art accuracy of 94.60%
and an AUC of 99.12%, while having an exceptionally low number of parameters, at
2.48 million. In addition, the model achieves robust generalization, emphasizing its
potential as a powerful and deployable solution for audio-visual deepfake detection.

Keywords: Deepfake Detection, Lip-Sync Forgery, State-Space Models, Mamba,
Audio-Visual Synchronization, Temporal Modeling, Multimodal Deep Learning,
Lightweight Architecture, Cross-Dataset Generalization, Media Forensics
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Chapter 1

Introduction

This chapter serves as the essential context for the whole thesis, introducing the
phenomenon of the rapid evolution of deepfake technology as both a highly nuanced
and constantly evolving danger to the information ecosystems of the world. It
presents the main problem not merely as a question of technique, but as a very
serious concern for the social standing of trust, personal security, and the integrity of
information. The primary purposes of the chapter are to provide the background for
the technological developments that render hyper-realistic synthetic forms of media,
and to state formally the problem which poses itself as the motivating factor for
this research elaborate the significant, interrelated problems of poor generalization
of models, and a high computational cost, which inhibit the state of the art on the
one hand. The justification of the research is stated with respect to the context of
a “technological arms race” and an argument is proposed for the handling of the
solutions for the problems that have been identified, for the purpose of the transition
of forensic tools from being curiosities of the academic world which are of none but
academic interest, to tools which can be deployed in an effective manner a vouchsafe
trustworthiness. Lastly, this chapter gives a brief outline of the mode of research and
the scope of validity of this thesis, which also supplies the reader with a delineation
of the course of investigation for the next chapters.

1.1 Background

The term “deepfake” emerged into the public vocabulary in late 2017, thanks to a
user of the social media platform Reddit who employed deep learning algorithms to
swap the faces of celebrities over the faces of people found in pornographic videos.
Although image and video manipulation by digital means were not a new discovery,
often requiring a considerable amount of human labor and technical proficiency us-
ing dedicated packages such as Adobe Photoshop, this was nonetheless an important
test case. The arrival of powerful frameworks for deep learning, in particular deep
neural networks and their special variant, the Convolutional Neural Network (CNN)
lent the computer architecture the technical basis whereby the face swapping feature
for video was realized with unprecedented realism and on a scale difficult to imagine
before this time.

The technology quickly changed from being a curiosity in obscure online venues to
being utilized widely. Developers took notice of the public interest and created such



mobile applications as FaceApp and FaceLab that allowed the end-user the ability
to create entertaining and innocuous deepfakes with a few clicks. However, the dem-
ocritization of the ability to generate synthetic media has made abundantly clear its
potential for unscrupulousness. The lowered barrier to entry to the production of
believable fabrications has opened a new avenue for disinformation, fraud, and harm
to reputations and proper behavior. A glaring example of the threat was apparent
in 2022 during the Russian invasion of Ukraine, when a deep fake of Ukrainian Pres-
ident Volodymyr Zelenskyy surrendering to Russian forces was posted online with
the idea being to confuse and demoralize the Ukrainian people.

Lip-syncing forgeries, one of the several types of methods of manipulation, represent
a particularly malevolent domain of forgery because they preserve the identity of the
imagified person, while altering their lip-movement so that it coincides with a faked
or altered piece of audio material; whereas the full-face forgery because it alters the
identity completely, is a simple matter to identify by the human observer and the
usual machines that detect forgery.

The manipulation necessary for lip-sync forgeries occurs primarily in the movement
of the mouth and jaw in order to align the visual representation of speech with the
target audio signal. The artifacts produced are often subtle and transitory, and
lack the blatant visual inconsistencies that characterize more rudimentary forgeries.
Detection poses a specific challenge since the forgery does not employ a false iden-
tity but rather complicates the temporal consistency of two coincident modalities.
The social peril involved in this technology is tremendous. Malicious actors may
weaponize lip-sync forgeries to create fraudulent video calls, false confessions, polit-
ical disinformation, non-consensual material, and thereby undermine the perceived
reality of all digital video evidence.

1.2 Rationale of the Study or Motivation

The increasing sophistication of deepfake technology demands a fundamental trans-
formation in methods of detection. This phenomenon can be understood in a broader
context as a “technological arms race” in which the producers of synthetic media
and the forensic detectors are engaged in a constant process of advancement and
counter-advancement. As generative technologies advance, the fakes they generate
become increasingly seamless, thus excising the tell-tale artifacts that were exploited
by earlier detection methods.

This arms race features a very critical asymmetry that puts a different burden
on the detection community. A bad actor needs to create a single forgery that
succeeds in getting past a detector to achieve his objective. A detection system
must succeed, however, consistently against an infinite and ever expanding universe
of manipulation techniques, including techniques which it has never seen before.
This asymmetry demands detection models which are not only accurate on known
data, but also models which are very robust and generalizable to new or novel attack
techniques. The deficiencies of the classical algorithms have made it necessary to
turn to Deep Learning, not simply as an option, but as a necessity. Deep Learning
models, especially because of the new efficient architectures, are only suited to this



task, because they can learn from data very complex, high dimensional, often non-
intuitive, patterns.

1.3 Problem Statement

Despite the rapid advancement of deep learning-based detection, the field faces a
number of important interrelated problems that inhibit the development of truly
reliable and deployable systems. This thesis aims to tackle the problems of poor
generalization across datasets, the great computational cost of state of the art ar-
chitectures, and the need to validate models against current high quality forgeries.
To tackle these issues head on, we present a novel, efficient, dual stream architec-
ture based on State-Space-Models (Mamba), which is in theory much better suited
for modelling the long time-series common to audio-visual data, whilst requiring a
smaller computational load.

1.3.1 Architectural Limitations of Transformers in Tempo-
ral Modeling

For more than five years now, the transformer architecture has been central in the
sequence modeling paradigm and has achieved SOTA results in many areas. The
key innovation of the transformer is the self-attention mechanism, which allows long-
range dependencies to be modeled by attending over the relevance of each token in
the sequence in terms of their relevance to each other in the sequence. The self-
attention mechanism is however also the chief bottleneck in the architecture, as
the computational and memory requirements of self-attention are both quadratic
with the length of the sequence i.e. O(N?), where N is the number of tokens.
This quadratic scaling is the reason that processing long sequences, especially those
found in high frame rate video or high resolution audio is prohibitively expensive
and memory intensive.

These blocks (blockages) have necessitated the formation of new architectures which
are more effective, in particular State-Space Models (SSM), a new architecture SSM
called Mamba has appeared with promise as a potential alternative. The Mamba-
style models are optimised for sequentially processing series of linear complexity,
O(N) with constant time inference. This puts them in a potentially superior stance
in principle to the other architectures in terms of the modelling of continuous streams
of long data mass such as found in audio, video and the like. And thus appealing
in overcoming the computing restrictions of complex transformer architectures, the
Mamba gives a toe-hold towards the build of powerful but deployable models for
real-time audio-visual analysis.

1.3.2 The Generalization Crisis and the Need for Modern
Benchmarks
A major problem for many modern deepfake detection models is their inability to

generalize to previously unseen data; this is often described as the “generalization
crisis.” Models that achieve high accuracy on older, established benchmarks are



typically found to collapse catastrophically in performance on new, high-fidelity
forgeries or unbounded data from the “real world.” This brittle performance is often
a reflection of the datasets with which these models have been trained, which may
be created with outdated methods for producing forgeries or the datasets exhibit
little diversity.

To fill this significant gap in research, the present thesis has used the AV Lips
dataset for its training and evaluation corpus. The AV Lips dataset was created
specifically for research into lip-sync forgery detection using state of the art lipsync
generators and producing high-quality forgery examples that challenge existing de-
tection methods. The temporal inconsistency of the audio and video streams is
exploited in the dataset, creating a modern and highly relevant benchmark dataset
for this specific problem domain. Furthermore, this is particularly important given
the scarcity of high quality, publicly available datasets available containing both
audio and video in perfect synchronisation, the importance of AV Lips is clear. Its
availability is crucial in enabling the research as presented here. By training on this
modern dataset, and testing for generalization on a less recent and more imbalanced
dataset (FakeAVCeleb), this work uses a robust evaluation protocol designed for a
more realistic evaluation of model robustness.

Figure 1.1: A simple mindmap of the big hurdles in the domain of deepfake detection.

1.4 Objective

The main aim of this work is to design, implement and validate a novel and effi-
cient dual stream Mamba based architecture for the detection of lip-sync forgeries.
This work will show that State-Space Models can in fact outperform well known
architectures such as Transformers in this difficult time-based task and exhibit a
significantly more desirable performance-efficiency profile.

To achieve this, the specific aims of this research are:



1. To develop a Mamba system for detection of audio-visual forgery, this repre-
sents one of the first applications of this architecture to the lip-sync detection
problem.

2. To perform a wide ranging empirical analysis aimed at showing a superior
performance-efficiency trade-off compared to existing temporal modelling ar-
chitectures with the aim of proving the applicability of the proposed model for
use in real world conditions where resources are limited.

3. To undertake an in-depth probing analysis of the generalisation properties of
the model through a cross-dataset evaluation protocol aimed at proving its
robustness to data from domains and forgery techniques which differ between
the training and the test sources.

4. To benchmark the proposed architecture against a state-of-the-art lightweight
detection scheme in order to position its performance and to back-up its va-
lidity as a solution deployable in the real world.

1.5 Methodology in Brief

The research methodology focuses on the design and empirical evaluation of a new
“Dual-Stream Mamba Fusion Network.” The system consists of two parallel streams,
one visual stream and one audio stream, which process their respective data streams
by first extracting spatial features utilising a MobileNetV3-Small backbone before
being fed into Mamba Blocks which have a state dimension of 160 to model the
temporal dynamics. This final configuration was established from a 2 stage ab-
lation study that first established the best backbone in terms of efficiency before
the Mamba dimensions were fine tuned to give maximum performance. The final
temporal feature vectors from both streams are concatenated and fed to a simple
Multi-Layer Perceptron (MLP) classification head to outputs whether a lip-sync
forgery is present or not.

1.6 Scopes and Challenges

This research has specific boundaries and anticipates several challenges. The re-
search is limited specifically to discovering Al-based facial manipulation in video
data, focusing solely on the lip-syncing variant of deepfakes. It will not include
audio-only forgeries or detection of manipulation in still images.

The successful execution of this research anticipates three primary challenges:

1. Data Acquisition: The obtaining of audio-visual data obtained in sufficiently
great quantities, varieties and modern and representing the data of the latest
generation of techniques presents an inherent and vital problem.

2. Computational Cost: The training of complex spatio temporal models for
subsequent evaluation is enormously expensive from the computational side,
and requires vast resources of GPU, etc.



3. The Generalization Problem: The main problem is that of constructing
one model only, which will give robust generalization over the whole, fast
varying field of deep fake techniques, is still in the end the main and indeed
the most difficult problem of the whole field.

1.7 Key Learnings and Insights

The rise of deepfake technology is a complicated and fluid threat to information
ecosystems all over the world. It has been established in this introduction, that
while deep learning might offer the best opportunity for forensic detection, the
current state-of-the-art is in a critical state because of a particular collection of
interrelated problems, which are principally documented by the failure of models to
be generalizable and prohibitive computational cost. This thesis is directly inspired
by these problems, which are pressing in the research landscape. The next chapter
will go into a detailed and critical examination of the existing literature, which will
form the basis for a new and improved solution.



Chapter 2

Literature Review

This chapter presents a comprehensive and critical review of the existing literature
on deepfake detection. It moves beyond a simple enumeration of prior work to
provide a systematic and analytical narrative of the field’s evolution, charting the
progression of detection paradigms in direct response to the increasing sophistication
of forgery techniques. The objectives are threefold: first, to establish a clear techni-
cal foundation by defining the core types of facial manipulation and the fundamental
deep learning architectures employed for detection; second, to trace the architectural
trajectory from early CNN-based methods to modern Transformer-based systems;
and third, to synthesize these findings to precisely identify and detail the prevailing
research gaps that the current state-of-the-art fails to address. This review serves
as the essential scholarly foundation for the thesis. By deconstructing the strengths
and, more importantly, the weaknesses of existing methods, it provides the neces-
sary context and justification for the novel Mamba-based framework proposed in
this thesis.

2.1 Preliminaries

Before diving into the research, we need a shared language. This section defines the
core ideas and technologies that form the backbone of deepfake detection. Think of
this as a toolkit overview; understanding these components is crucial for grasping
the strategic choices discussed later.

2.1.1 Types of Facial Manipulation

Not all deepfakes are the same. Digital face forgeries come in several flavors, each
with its own telltale signs and detection challenges:

Identity Swap (Face Swap): This is the classic deepfake most people imagine.
It works by taking one person’s face and plastering it onto another person’s body
in a video. The forger’s goal is a seamless blend, where the target’s expressions and
movements remain, but their identity is completely replaced by the source’s [30].

Attribute Manipulation: Here, the forger isn’t replacing the whole face, just
tweaking specific features. It’s like digital plastic surgery changing someone’s per-
ceived age or gender, adding or removing a beard, or altering their skin tone [6].



The person is still recognizable, but details are off.

Expression Swap (Face Re-enactment /Puppeteering): In this technique, the
target person’s identity stays the same, but their expressions, head motions, and even
speech movements are controlled by a source video. It’s a form of digital puppetry,
making someone appear to say or feel things they never did [44].

Entire Face Synthesis: This is the most extreme form, generating a completely
new, photorealistic human face from nothing. This face doesn’t belong to any real
person. Technologies like StyleGAN [17] are famous for this, creating vast galleries
of convincing but entirely fictional people.

2.1.2 Core Deep Learning Architectures

The battle against deepfakes is fought with different AI architectures, each acting
as a specialized tool for a specific job.

Convolutional Neural Networks (CNNs): CNNs were the first major weapon
in the deepfake detection arsenal. Their power comes from layers that act like a
series of filters, learning to spot patterns from simple edges and textures up to com-
plex facial parts. This makes them naturals for finding local, textural glitches
unnatural blending around the edges of a forged face or strange pixel patterns that
shouldn’t be there [30]. You’'ll often see familiar CNN designs like ResNet, VGG,
and Xception used as the starting point for detectors.

Transformers: Originally built for language, Transformers (and their vision coun-
terpart, ViT) brought a new superpower to the fight: global attention. Their “self-
attention” mechanism lets them weigh the importance of all parts of an input relative
to each other. This allows a Transformer to understand the overall context of a
face like checking if the eyes, nose, and mouth are in a natural spatial arrangement
or how video frames connect over time [5]. This helps fix a key CNN blind spot: a
narrow, localized focus.

Graph Neural Networks (GNNs): GNNs take a different approach, modeling
data as a web of connected nodes. In deepfake detection, an image can be repre-
sented as a graph where nodes might be key facial landmarks (e.g., corners of the
eyes, tip of the nose) or distinct facial regions. The edges then represent the spa-
tial and structural relationships between these nodes [13]. GNNs are powerful for
analyzing the integrity of these structural relationships, detecting forgeries
where the underlying geometry of the face has been subtly distorted in a way that
is inconsistent with a real human face [25].

2.2 Review of Existing Research

The story of deepfake detection isn’t a static list of methods; it’s a dynamic narrative
of adaptation. The field has moved through clear phases, with each new wave of
models rising to meet the challenge of more convincing fakes. This section follows



that story, showing the shift from hunting for simple, local mistakes to reasoning
about complex, global inconsistencies.

2.2.1 Detecting Local and Frequency-Domain Artifacts with
CNNs

The first successful detectors were built on CNNs. The thinking was straightfor-
ward: the process of creating or altering a face must leave behind tiny, low-level
traces. While a human might miss these, a deep network could learn to spot them.
Early models often used pre-trained CNN backbones like XceptionNet or ResNet
as powerful feature-spotters, training them to find spatial glitches like unnatural
blending, pixel inconsistencies, or mismatched compression levels between the forged
region and the background [30].

Researchers quickly sought to enhance the performance of these models by guid-
ing them toward more discriminative features. One effective strategy involved pre-
processing images to explicitly highlight potential forgery traces. For example, the
work by Rafique et al. demonstrated the use of Error Level Analysis (ELA),
a technique that identifies areas of an image with different compression levels. By
feeding these ELA maps, rather than the raw RGB images, into a CNN, the model
could more easily focus on the compression mismatches characteristic of a simple
“copy-paste” forgery.

A significant advancement in this theme was the shift from the spatial domain to
the frequency domain. The rationale was that generative processes often introduce
unnatural high-frequency noise or disrupt the natural frequency spectrum of an
image. The Frequency-Aware Attentional Feature Fusion model exemplifies
this approach by using the Discrete Cosine Transform (DCT) to convert image
patches into their frequency representations [20]. This allows the model to learn
to spot tell-tale frequency-domain artifacts that are not apparent in the spatial do-
main. An even more nuanced approach focuses on the unique noise signatures
inherent to digital images. The TruFor framework leverages a modified Noiseprint
algorithm, which extracts a fingerprint-like noise pattern characteristic of a specific
camera sensor or generative model. Similarly, the NoiseDF model uses a Siamese
Network to compare the noise patterns extracted from the face with those from the
background, flagging inconsistencies as evidence of manipulation [24].

This first generation of CNN-based detectors proved deep learning could work for
forensics. Their success was rooted in targeting the “unnatural fingerprints” of the
digital creation process itself. However, this approach has an inherent vulnerability:
as generative models become more advanced, they learn to better replicate the
statistical properties of real images, thereby erasing or masking the very artifacts
these detectors are trained to find. This limitation necessitated a move toward
detecting more fundamental inconsistencies.



2.2.2 The Integration of Transformers

As forgeries became more seamless and local artifacts less reliable, the focus of the
research community shifted. The new challenge was no longer just to detect “bad
pixels” but to identify inconsistencies in the global context of a face or the tem-
poral flow of a video. A forgery might have perfect local texture but exhibit an
unnatural relationship between the eyes and the chin, or it might feature inconsis-
tent head motion or blinking patterns over time. This evolution in the problem
demanded a new class of models capable of long-range, contextual reasoning a role
perfectly suited for the Transformer architecture.

The first step in this direction was the development of hybrid architectures. In
these models, a CNN backbone is first used to extract rich, local features, and its
output is then fed into a Transformer encoder. The Transformer’s self-attention
mechanism can then analyze the relationships between these features across the en-
tire image, capturing the global context that the CNN alone would miss. The work
by Heo et al., which adds a Transformer encoder after an EfficientNet feature ex-
tractor [5], is a prime example of this effective hybrid strategy.

For video detection, the challenge expanded to the temporal dimension. Several
models were designed specifically to capture temporal disturbances. The MRE-
Net framework [18], for instance, employs a multi-rate sampling strategy, process-
ing video frames at different temporal rates to learn both short-term (e.g., frame-
to-frame jitter) and long-term (e.g., inconsistent patterns over several seconds) in-
consistencies. Other methods, like iCap-sNet-TSF, integrate classical computer
vision techniques, using the Lucas-Kanade optical flow algorithm to explicitly calcu-
late motion between frames and detect unnatural flow patterns, before feeding this
information into a deep learning architecture [16].

2.3 Review of all existing state-of-the-art detec-
tion methods

The landscape of deepfake detection is characterized by a diverse array of models
and methodologies, constantly evolving to counter increasingly sophisticated forgery
techniques. These approaches often build upon foundational deep learning archi-
tectures, adapting them to identify subtle inconsistencies that betray manipulated
media.

2.3.1 Foundational and Hybrid Convolutional Neural Net-
work (CNN) Approaches

Many early and foundational deepfake detection methods leverage Convolutional
Neural Networks (CNNs) to extract features from images and videos. MesoNet
[27] [23], for instance, was proposed by Afchar et al. to classify deepfake videos
by analyzing mesoscopic noise features, arguing that low-layer noise degrades with
compression while high-layer semantic features are difficult to use for detection.
Similarly, XceptionNet [22] [15] [21] [23], a widely adopted CNN architecture, has
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demonstrated impressive performance by directly taking the whole face as input to
learn global feature representations. However, traditional CNNs are often limited in
capturing global feature relationships and show poor generalization across diverse
datasets.

Other CNN-based approaches include VGG16 and ResNet, which have been used
as backbones for extracting features [21] [3] [5] [16]. Bonettini et al. studied com-
binations of different pre-trained CNN models, starting with EfficientNetB4 as a
backbone, utilizing end-to-end and Siamese training methods [4]. Later, Deng et
al. chose EfficientNet-V2 as a baseline network for deepfake detection, optimizing
its structure to balance speed and accuracy. In attempts to improve generalization,
some methods incorporate attention mechanisms, such as Dang et al.’s approach that
adds an attention mechanism to a baseline network to detect entire video frames.
In attempts to improve generalization, some methods incorporate attention mecha-
nisms, such as Dang et al.’s approach that adds an attention mechanism to a baseline
network to detect entire video frames.

2.3.2 Capsule Networks and Their Enhancements

Capsule Networks (CapsNets), introduced as an alternative to CNNs, aim to
overcome the limitations of CNNs in learning complex spatial relationships by using
vector neurons to represent facial features and considering positional relationships
between them [27] [15] [5]. Nguyen et al. first applied CapsNet to deepfake video
detection to learn detailed information about facial pose and extract richer spatial
features [16]. Building on this, the iCapsNet—TSF method combines an improved
CapsNet with an optical flow algorithm to make comprehensive decisions based on
temporal and spatial features of facial images [16]. The iCapsNet in this method
optimizes the dynamic routing algorithm (iDRA) to address shortcomings in the
original algorithm, such as distinguishing noise capsules by calculating cosine sim-
ilarity between low-layer capsules [16]. Ilyas et al. proposed E-Cap Net [11], an
efficient-capsule network that introduces a low-cost max-feature-map (MFM) acti-
vation function in each primary capsule to suppress low activation neurons, making
the model light and robust.

2.3.3 Vision Transformers and Hybrid Architectures

The success of Vision Transformers (ViTs) in natural language processing has
led to their exploration in computer vision, including deepfake detection, for their
ability to learn global features and long-range dependencies [37].

One notable parameter-efficient tuning approach is DeepFake-Adapter [37], which
adapts large pre-trained ViTs for deepfake detection. This method addresses the
issue of existing methods overfitting to low-level forgery patterns by leveraging gen-
eralizable high-level semantics from ViTs [37]. It introduces lightweight dual-level
adapter modules: Globally-aware Bottleneck Adapters (GBA) inserted in parallel
to MLP layers for global low-level features, and Locally-aware Spatial Adapters
(LSA) that interact with ViT features via cross-attention to capture local low-level
forgeries [37]. This dual-level adaptation helps exploit better generalizable forgery
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representations by interacting high-level semantics with global and local low-level
forgeries.

Deep Convolutional Pooling Transformer is another hybrid model that jointly
leverages convolutional pooling and re-attention with a stack of CNNs to extract lo-
cal features, followed by an enhanced deep Transformer to enrich global feature learn-
ing and analyze relations between image feature patches [23]. This method uniquely
emphasizes the importance of extracting keyframes from compressed videos, as they
carry complete information without loss during reconstruction, boosting detection
performance.

The Self-Supervised Graph Transformer [14] framework introduces a self-
supervised pre-training model that uses a contrastive learning framework to extract
high-level visual representations of facial landmarks, aiming for robustness against
post-processing perturbations like compression or blur. It integrates Graph Con-
volutional Networks (GCNs) and Transformer architectures to capture complex
dependencies among different image regions, modeling both local relationships (via
GCNs) and global interdependencies (via Transformers).

The Interpretable Spatial-Temporal Video Transformer (ISTVT) [28] pro-
poses decomposing the self-attention mechanism into spatial and temporal compo-
nents, coupled with an innovative self-subtract mechanism to effectively detect tem-
poral artifacts. ISTVT also provides interpretability by visualizing class-discriminative
heatmaps for spatial and temporal self-attentions separately.

Thumbnail Layout (TALL) [38] is a strategy that transforms video clips into
pre-defined image layouts, preserving spatiotemporal dependencies and converting
temporal modeling into spatial modeling. An enhanced version, TALL++, intro-
duces a Graph Reasoning Block (GRB) to enhance interactions between semantic
regions and a Semantic Consistency (SC) loss to improve generalization by ensuring
semantic coherence between consecutive frames.

FreqFaceNet [41] is a Transformer-based architecture that utilizes group spatial
and channel-level self-attention to efficiently capture the global context of the im-
age while reducing computational costs. It focuses on facial regions like eyes, nose,
eyebrows, cheeks, and lips when classifying images as real or fake.

For resource-constrained scenarios, the Shallow Vision Transformer is proposed
[21], using an attention mechanism with a multi-head attention module to highlight
important sections of deepfake images. This model is designed to be lightweight,
with significantly fewer parameters and FLOPs compared to baseline ViTs, yet it
maintains high recognition accuracy even with less training data.

2.3.4 Frequency Domain and Noise-Based Methods

Some deepfake detection methods delve into the frequency domain to uncover forgery
clues. FDS_2D is a multi-branch network that rethinks magnitude and phase fea-
tures, arguing that both spectra contain different image information and that relying
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on only one can be disturbed by noise [26]. FDS_2D separates spectral information
into three categories: magnitude spectrum, phase spectrum, and the relationship
between the two, designing independent modules for feature extraction from each.
It also incorporates a Multiple Cross Attention (MCA) mechanism for infor-
mation interaction between branches.

F3-Net [4] is another method that considers frequency domain information, divid-
ing its architecture into two branches: one to extract frequency domain information
and another to process spatial domain information after high and low frequency
separation and inverse Fourier transform.

Regarding noise characteristics, the NoiseDF model proposes a noise-based
deepfake detection approach from a digital forensics perspective [24]. It extracts
face-background pairs using a Siamese network, assuming background areas remain
authentic while faces are manipulated, and analyzes noise patterns. A Multi-Head
Relative-Interaction method with depth-wise separable convolutions is devised
to justify the level of interaction and similarity between face and background noise
features [24]. Previous attempts with PRNU noise for deepfake detection were gen-
erally inconclusive [24].

The Artifacts-Disentangled Adversarial Learning (ADAL) [15] framework
aims to disentangle artifacts from deepfake videos to improve detection and provide
visual evidence. It employs an adversarial learning strategy to extract artifacts, help-
ing to avoid overfitting, and includes a Multi-scale Feature Separator (MFS)
to precisely separate artifacts from irrelevant information at different levels.

2.3.5 Identity, Semantic, and Physiological Feature-Based
Approaches

A key insight in advanced deepfake detection is that each person has unique char-
acteristics that synthetic generators struggle to reproduce consistently [7]. The
Implicit Identity Driven (IID) framework focuses on identity inconsistencies,
designing explicit identity contrast (EIC) loss to pull real samples closer to
their explicit identities and push fake samples away, and implicit identity explo-
ration (IIE) loss to guide fake faces with known target identities to have small
intra-class and large inter-class distances [7]. This framework aims to explore “fake-
invariant features” that are robust to manipulation and post-processing.

The ID-unaware Deepfake Detection Model argues that “Implicit Identity
Leakage”—the mistaken learning of identity representation by binary classifiers—is
a stumbling block to generalization [8]. To mitigate this, it uses an Artifact De-
tection Module (ADM), an anchor-based detector that focuses on local artifact
areas with multi-scale anchors, reducing attention to global identity information [8].
This model also uses a Multi-scale Facial Swap method to generate fake images with
ground truth artifact area positions for training.

POI-Forensics (Person-of-Interest Deepfake Detector) proposes a multi-modal
(audio-visual) analysis using a contrastive learning approach. It trains networks so
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that learned representations characterize temporal segments of the same identity
closely but keep different identities far apart [7]. At test time, it computes similar-
ity indices between features from the analyzed video and a set of pristine reference
videos of the POI [7]. This method trains exclusively on real videos, aiming for high
generalization by detecting anomalous behavior in manipulated content [7].

2.3.6 Multi-Modal (Audio-Visual) Integration

Recognizing that both audio and visual modalities can be forged, multi-modal ap-
proaches combine information from both streams for enhanced detection. AVoiD-
DF (Audio-Visual Joint Learning for Detecting Deepfake) proposes a frame-
work [27] that jointly learns audio-visual inconsistency at temporal-spatial levels.
It includes a Temporal-Spatial Encoder (TSE) for feature embedding and a
Multi-Modal Joint-Decoder (MMD) for jointly learning multi-modal interac-
tion and fusion [27]. This framework addresses the limitations of uni-modal detection
by explicitly considering situations where audio, visual, or both are falsified.

Earlier multi-modal efforts, such as Emotions Don’t Lie and MDS, extract and an-
alyze similarity or dissimilarity between audio and visual modalities [27]. However,
these often use audio as an extra supervisory signal without acknowledging that
audio can also be forged.

2.3.7 Temporal and Spatiotemporal Consistency Detection

Deepfake videos often exhibit subtle temporal inconsistencies that are not easily
caught by frame-based detectors. MRE-Net (Multi-Rate Excitation Network)
aims to effectively excite dynamic spatial-temporal inconsistency from multiple rates
[18]. It comprises a Bipartite Group Sampling (BGS) strategy to divide video
into multiple bipartite groups with different rates, covering various face motion dy-
namic evolution. It also introduces a Momentary Inconsistency Excitation
(MIE) module to encode spatial artifacts and intra-group short-term temporal in-
consistency, and a Longstanding Inconsistency Excitation (LIE) module to perceive
inter-group long-term temporal dynamics.

Other methods focused on temporal aspects include those using optical flow to
extract inter-frame correlations [16] [18], two-stream RNNs to mine time informa-
tion [16], and the “Snippet” unit (Intra-Snippet Inconsistency Module (Intra-
SIM) and Inter-Snippet Interaction Module (Inter-SIM)) to study local mo-
tion information and establish inconsistent dynamic modeling frameworks.

2.3.8 Generalization and Interpretability Strategies

Addressing the critical challenge of generalization capability to unseen data,
several models propose specific strategies. The Artifacts-Disentangled Adver-
sarial Learning (ADAL) framework (mentioned previously) is designed to avoid
overfitting by disentangling artifacts, improving transferability across manipulation
types and datasets [15].
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The ID-unaware Deepfake Detection Model (also mentioned previously) di-
rectly addresses the Implicit Identity Leakage phenomenon to improve generaliza-
tion by focusing on local artifacts rather than global identity [8].

For interpretability, the Self-Supervised Graph Transformer framework in-
troduces a graph Transformer relevancy map to pinpoint manipulated regions and
explain the model’s decision-making by highlighting the importance of individual re-
gions [14]. Similarly, the Interpretable Spatial-Temporal Video Transformer
(ISTVT) (also mentioned previously) can visualize class-discriminative heatmaps
for its decomposed spatial and temporal self-attentions [28], providing insights into
which spatial or temporal information is extracted and used by the model. TruFor
[10] aims for trustworthiness by leveraging external uncertainty quantification to
design a confidence map from anomaly localization heatmaps.

While most models only provide a binary classification, a few have made significant
strides in incorporating interpretability.

TruFor: This framework moves beyond a simple binary output by providing an in-
tegrity score supplemented by an anomaly and confidence map. This gives the
user more evidence to make an informed decision about the media’s authenticity [10].

Self-supervised Graph Transformer: This model, proposed by Khormali and
Yuan, incorporates a graph Transformer relevancy map. This map is generated from
the model’s output activation map and is designed to transparently highlight the
subtle details the model believes have been manipulated, while ignoring irrelevant
information [14].

Frequency-Aware Attentional Feature Fusion: The model from Tian et al.
uses a Gradient-weighted Class Activation Map (Grad-CAM) during its evaluation.
This provides a visual aid, in the form of a heatmap, that highlights the specific re-
gions within the source image that the model considered most important in making
its classification [20].

Interpretable Spatial-Temporal Video Transformer (ISTVT): The model
from Zhao et al. introduces explainability based on Layer-wise Relevance Propaga-
tion. This allows the model to visualize the discriminative and salient areas,

effectively showing the user which parts of the video contributed most to the deep-
fake detection [28].

DFGNN: This model enhances interpretability through its graph-based structure.
The construction of the graph, where image patches are nodes, allows for a more
transparent analysis of the relationships the model uses to detect forgeries [13].

These efforts represent a critical shift from not just detecting deepfakes, but also

explaining how they are detected, a necessary step for building trustworthy forensic
tools.
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2.3.9 Patch-Based and Feature Restoration Methods

Some approaches focus on analyzing images at a finer granularity or restoring de-
graded features. A patch-based approach is proposed to detect deepfakes in
occluded images, using a multi-path decision that combines reasoning on the en-
tire face, concatenation of feature vectors from face patches, and a majority vote
from individual patch classifications [19]. This method also incorporates occlusion
removal and assigns weights to facial patches to improve accuracy.

DF-UDetector [12] transfers the problem of deepfake detection to the feature
space, proposing a novel restoring model to detect deepfakes by adopting a feature
extractor combined with a feature transforming module to capture and transform
the feature map, arguing that direct image restoration is insufficient for various
degradations.

2.4 Research Gaps

Looking across all the research, a clear picture emerges: despite moving fast, the
field of deepfake detection is stuck on a set of tough, interconnected problems. These
research gaps are the biggest hurdles standing in the way of building robust, reliable
tools that can be used in the real world. The next sections will walk through these
gaps, starting with the well-known issues of generalization and explainability before
moving to trickier challenges about data practices, future threats, and practical
deployment.

2.5 The Emergence of State-Space Models for Deep-
fake Detection

Just as the field is struggling with the heavy computational costs of Transformers, a
new kind of architecture called the State-Space Model (SSM) has stepped into the
spotlight [32]. The Mamba architecture, a recent and powerful implementation of
an SSM, has shown it can match Transformer performance on many sequence tasks
while only needing linear-time complexity [32]. This makes it a perfect candidate
for efficient deepfake detection that doesn’t require a supercomputer.

2.5.1 Mamba for Audio Deepfake Detection

The application of Mamba to deepfake detection has been particularly prominent in
the audio domain. Models like Fake-Mamba [46] and RawBMamba [29] have been
proposed as direct, efficient alternatives to Transformer and Conformer-based archi-
tectures for speech deepfake detection. These models typically replace the computa-
tionally expensive multi-head self-attention mechanism with a bidirectional Mamba
block. The bidirectional approach is critical, as it allows the model to process in-
formation from both past and future contexts within an audio sequence, which is
essential for capturing the global dependencies needed to spot subtle forgery arti-
facts [29]. Fake-Mamba, for instance, integrates a pre-trained XLSR front-end with
a bidirectional Mamba encoder to capture both local and global artifacts, achieving
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state-of-the-art results on several benchmarks while maintaining real-time inference
speeds [46]. This line of research demonstrates that Mamba’s input-dependent se-
lection mechanism is highly effective at identifying the subtle, anomalous cues in
synthetic speech with significantly reduced computational overhead compared to
self-attention.

2.5.2 Mamba for Visual Deepfake Detection

While still an emerging area, Mamba is also being adapted for visual deepfake de-
tection. The WMamba framework is a notable example, combining wavelet analysis
with the Mamba architecture for face forgery detection [45]. The core idea is that
wavelet transforms are effective at exposing subtle, high-frequency artifacts and
unnatural contours that are often characteristic of manipulated images. However,
these artifacts can be slender, fine-grained, and globally distributed across the face.
WDMamba leverages the Mamba architecture’s ability to efficiently model long-range
spatial relationships with linear complexity. This allows the model to analyze fine-
grained features from small image patches and detect inconsistencies across the
entire face, a task for which Transformers are powerful but computationally expen-
sive. This approach showcases how Mamba’s architectural strengths can be tailored
to the unique characteristics of visual forgery artifacts.

2.6 Research Gaps

Our deep dive into the literature makes it clear that despite quick progress, deepfake
detection is held back by a collection of stubborn and intertwined challenges. These
research gaps are the main barriers stopping us from creating strong, dependable,
and ready-to-use forensic tools.

2.6.1 The Generalization Crisis and Dataset Limitations

The most significant failing of current state-of-the-art (SOTA) deepfake detectors is
their inability to generalize. Many models that report near-perfect accuracy are, in
reality, “brittle.” They are trained and validated on the same datasets (intra-dataset
validation), often using well-established but aging benchmarks like FaceForensics++
(FF++). When these high-performing models are tested on data from a different
source (cross-dataset validation) or on uncurated media from the internet so-called
“in the wild” data their performance often collapses dramatically. This failure is a
direct consequence of the datasets themselves. A critical limitation in the field is the
lack of publicly available global datasets that provide a fair and diverse representa-
tion of both forgery techniques and real-world media. Existing datasets frequently
lack diversity in demographics (ethnicity, gender, age), pose, lighting conditions,
and background context [30]. This can lead to significant model bias, where a
detector performs well for one demographic but poorly for another, a critical issue
with severe consequences if deployed in real-world applications like law enforcement.
Furthermore, many popular benchmarks were created with what are now outdated
forgery techniques, meaning models trained on them are unprepared for the arti-
facts produced by newer generative architectures like Diffusion Models [40]. The
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over-reliance on “old” datasets like FF++ for benchmarking, while useful for com-
parability, hinders true progress as these datasets no longer represent a sufficient
challenge for modern detectors.

2.6.2 The Explainability Deficit and the “Black Box” Dilemma

A fundamental barrier to the adoption of deepfake detectors in real-world, high-
stakes applications is their lack of transparency. The vast majority of deep learning
models operate as “black boxes”. They take an image or video as input and produce
a binary output real or fake with a confidence score, but provide no justification
for their decision. For a journalist trying to verify a source, a law enforcement
officer investigating a crime, or a court assessing evidence, a simple “fake” label is
insufficient. The inability to answer the question, “Why is this considered a fake?”
or “Which part of this media was manipulated?” erodes trust and makes these
powerful tools practically unusable where accountability is paramount. Addressing
this “black box” problem is a crucial area of research. While most models only
provide a binary classification, a few, such as ISTVT with its visual heatmaps [28],
have made significant strides in incorporating interpretability. However, such models
remain the exception, and the development of trustworthy and accountable forensic
tools is contingent on advancing this frontier of Explainable AT (XAT).

2.6.3 The Data-Centric Divide: Diversity, Modernity, and
Ethics

Beyond the general issue of dataset limitations lies a more profound, tripartite crisis
in the data that forms the bedrock of the entire field: a crisis of diversity, modernity,
and ethics. This is not merely a need for “more data,” but a fundamental flaw in
the nature of the data being used.

A significant number of widely used datasets are heavily skewed towards specific
demographics. For example, the popular Celeb-DF (v2) [2] dataset is comprised of
over 88% of subjects which are Caucasian. This lack of diversity in age, gender, and
ethnicity is a critical research gap because it directly leads to the development of
models that are inherently biased. A model trained on such imbalanced data may
perform unfairly across different populations, a severe issue with profound ethical
consequences if deployed in sensitive applications like legal verification or law en-
forcement. The creation of specialized datasets like the Gender Balanced Deepfake
Dataset is a direct acknowledgment of this gap, but the problem remains pervasive
across the field.

Compounding the diversity issue is the field’s over-reliance on outdated benchmarks.
There is a widespread academic practice of benchmarking new models against “old”
datasets like FaceForensics++ to ensure comparability. This practice, however, cre-
ates a false sense of progress. As argued by the creators of the Deepfake-Eval-2024
benchmark, these legacy datasets were generated with techniques that have since
been superseded and no longer reflect the quality or characteristics of modern, “in
the wild” deepfakes [40]. This leads to inflated performance metrics that do not

translate to real-world efficacy and ultimately hinders the development of truly ro-
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bust detectors capable of handling contemporary threats.

Finally, a critical and often-overlooked research gap lies in the ethical framework
for data curation. Datasets like WildDeepfake and Celeb-DF are sourced from the
internet, often with little to no evidence of subject consent or consideration for
privacy. This practice raises serious ethical questions and legal risks. The discovery
of private medical images within the large-scale LAION-5B dataset serves as a stark
warning of the severe potential for harm when data is scraped without rigorous
oversight. The absence of a standardized, ethical framework for dataset creation
and stewardship is a major gap that undermines the trustworthiness of the entire
research field. The difficulty and ethical complexity of sourcing diverse, modern,
and consented data is what drives researchers to rely on easily accessible but flawed
and outdated benchmarks. This reliance, in turn, perpetuates the development of
biased, non-generalizable models. The core research gap is therefore not just a need
for better data, but for sustainable and ethical methodologies for data curation that
can keep pace with the rapid evolution of forgeries.

2.6.4 The Oncoming Wave of Generative Models: The Dif-
fusion Model Challenge

The vast majority of current deepfake detectors have been developed and trained
in an ecosystem dominated by Generative Adversarial Networks (GANs). However,
a new class of generative models, Diffusion Models (DMs), has emerged, capable of
producing hyper-realistic content with fundamentally different underlying processes
[36]. This technological shift creates a critical, forward-looking research gap, as the
detection community appears largely unprepared for this next wave of forgery tech-
niques.

The core of the problem lies in the different artifact signatures produced by these
models. GANs are known to introduce specific, often high-frequency, artifacts such
as grid-like patterns, which many detectors are implicitly or explicitly trained to
identify. Diffusion Models, which operate by iteratively denoising an image from
a random state, do not necessarily produce these same artifacts. On the contrary,
research indicates that DMs produce fewer and more subtle detectable artifacts,
making them inherently harder to detect with existing methods [35]. Consequently,
state-of-the-art detectors trained on GAN-based forgeries exhibit a significant per-
formance drop, often failing entirely, when tested on images generated by DMs [35].
This suggests that much of the field may be focused on “artifact detection” rather
than true “forgery detection.” That is, models are learning the signature of the tool
(a specific GAN architecture) rather than the fundamental evidence of manipulation
(e.g., the blending of source and target identities). When a new class of models with
a different signature appears, these specialized detectors become obsolete. A true
research gap therefore lies in developing methods that can generalize across genera-
tive paradigms, not just across datasets from the same paradigm [36]. This requires
moving away from low-level artifact detection towards higher-level semantic, physi-
cal, or behavioral inconsistency detection that is agnostic to the specific generation
method.
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2.6.5 The Scalability and Deployment Barrier

A significant and growing chasm exists between the architectures that achieve state-
of-the-art performance in academic literature and those that are practical for real-
world deployment. This scalability barrier is a critical engineering research gap that
prevents the translation of powerful research into practical tools.

This situation suggests a potential misalignment of research incentives. The aca-
demic focus on achieving marginal SOTA improvements on established benchmarks
can lead to a “gamified” environment where building ever-larger models to gain a
fractional accuracy improvement is prioritized over the engineering challenge of op-
erationalizing these models. The gap is not just in creating lightweight models, but
in developing new architectural paradigms and training techniques, such as knowl-
edge distillation and structured pruning, that can break the unfavorable correlation
between performance and efficiency. A significant research direction is the develop-
ment of “efficiency-aware” design principles and benchmarks that reward not just
raw accuracy, but performance-per-FLOP or accuracy-per-parameter, shifting the
research focus towards creating tools that are both effective and deployable.

2.6.6 The Multi-Modal and Multi-Domain Blind Spot

The majority of deepfake detection research is narrowly focused on detecting facial
manipulation in the visual domain of videos. This creates significant blind spots for
increasingly common and sophisticated forgeries that span multiple modalities or
domains.

Modern deepfakes, particularly talking-head videos, often involve manipulation of
both the audio and visual streams to create a seamless forgery, such as perfectly
synchronized lip movements. Uni-modal detectors that only analyze video frames
are blind to audio-visual inconsistencies. A major research gap exists in developing
robust multi-modal detection systems that can jointly analyze audio-visual streams
to detect subtle desynchronization or inconsistencies that single-modality detectors
would miss [43]. Furthermore, the intense focus on facial manipulation leaves other
forgery types under-researched. This includes full-body deepfakes, where a person’s
entire body and movements are synthesized, and the manipulation of non-human
objects or scenes [42]. This research gap is exacerbated by a lack of large-scale,
diverse, multi-modal deepfake datasets. While datasets like FakeAVCeleb and the
new ILLUSION dataset are emerging, they are not as established or widely used as
video-only benchmarks, slowing progress in this critical area.

The focus on facial video reflects a reactive posture in the research community,
targeting the most prominent threat after it has emerged. The true research gap is
the need for a more proactive and holistic approach to media forensics. This involves
developing generalized frameworks that can ingest and analyze multiple data streams
(video, audio, text, metadata) and apply forensic principles that are not tied to a
specific object (like a face) but to the fundamental physics and statistics of media
capture and transmission. This represents a shift from content-based detection to
physics-based or sensor-based detection.
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2.6.7 The Evaluation Standardization Deficit

The methods used to evaluate and compare deepfake detectors aren’t standardized
or rigorous enough, making it hard to know what the true state of the art is or if
a new model is actually useful in the real world. This deficit is creating a “repro-
ducibility crisis” and blocking real progress.

As highlighted in recent surveys, there is an absence of a structured and uniform
approach to evaluation. Researchers use different datasets, pre-processing steps, and
training protocols, which leads to results that are not directly comparable and can
often be over-inflated. Many publications report high performance based only on
intra-dataset evaluation. However, as shown empirically in this thesis and in other
studies using “in the wild” data, performance collapses dramatically in cross-dataset
scenarios [40]. The failure to consistently report these more challenging generaliza-
tion metrics is a major gap in evaluation practice. Moreover, the majority of studies
rely almost exclusively on Accuracy and AUC. While useful, these metrics do not
tell the whole story. Other metrics like Precision, Recall, F1-Score, and Equal Er-
ror Rate (EER) provide different and valuable insights into a model’s performance,
especially with imbalanced datasets. The failure to report a wider suite of metrics
can obscure a model’s weaknesses.

This evaluation deficit creates an environment where the goal can become topping
a specific benchmark’s leaderboard rather than creating a genuinely robust tool.
This can misdirect research efforts towards brittle, overfit solutions. The deeper
research gap is the need for a cultural shift in the community towards a more holistic,
transparent, and challenging evaluation paradigm. This could involve shared, blind
test sets and standardized reporting templates, similar to the NIST evaluations
for biometrics, which would standardize evaluation and drive research towards true
generalization.

2.7 Summary of Key Findings

Looking across the entire body of deepfake detection research, we see a field bursting
with new ideas but held back by some deep-rooted problems. A few big-picture take-
aways emerge that capture where we are today and hint at where we need to go next.

There is a clear evolutionary path in the design of detection architectures, progress-
ing from foundational CNNs to complex Transformer-based systems. This trajectory
was a necessary response to the escalating sophistication of forgery techniques. De-
spite these architectural advances, the gap between model performance on controlled
benchmarks and performance in real-world scenarios remains the single greatest
challenge confronting the field. This generalization gap underscores that achieving
robustness to unseen manipulation techniques is a largely unsolved problem.

For deepfake detection to transition from a purely academic exercise to a trusted,
deployable technology, interpretability is not a feature but a requirement. This
review finds that the overwhelming majority of SOTA models remain opaque “black
boxes.” Finally, progress across the entire field is fundamentally bottlenecked by the
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quality and scope of available training and testing data. This ‘dataset dilemma’ not
only fuels the generalization crisis but also slows the development of next-generation
detectors
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Chapter 3

Requirements, Impacts and
Constraints

This chapter serves as the critical bridge between theoretical analysis covering the
literature and practical engineering to produce a deployable solution. It aims to for-
mally articulate the real world context that the proposed deepfake detection system
must operate within, going from abstract to formal specification and considerations.
The goals of this chapter are to systematically outline the eventual technical re-
quirements, the enormous societal and environmental implications, the key ethical
issues that have to be considered, as well as the standards and project management
plan that governs the development process. This parameterization is essential to
ensure that the research is not only technically sound but also responsible, relevant
and practically based.

3.1 Final Specifications and Requirements

The main aim of this project is to design a deepfake detection model that is both
highly accurate and computationally efficient, with a view to being able to work suc-
cessfully in real-world environments. Primarily, the work aims to create a framework
that can achieve high detection accuracy of current lip-sync forgery while retaining
a lightweight structure suitable for operation in realistic domains. The system must
be designed to conform to various important specifications in order to fulfill this aim.

The architecture has to be fundamentally lightweight if it is to be implemented on
resource-constrained devices or one of the real-time systems. This is accomplished
by using the Mamba architecture, which has linear time complexity rather than the
quadratically scaling Transformer architecture. The model will need to have high
performance (target >99% AUC) on the principal AV Lips dataset and must show
robust generalization on the cross-domain FakeAVCeleb dataset. One of the main
specifications is that the model size should be very small (target <3 million pa-
rameters). The implementation will make use of standard software tools including
Python and libraries for deep learning such as PyTorch or TensorFlow, with GPU
support necessary during the training phase. The project will require access to es-
tablished benchmark deepfake datasets (AV Lips, FakeAVCeleb) for the appropriate
evaluation of detection performance and generalization.
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3.2 Societal Impact

Deepfakes represent a serious and growing threat to modern society and present
a pressing need for effective and deployable detection methodologies. This project
directly addresses some major civil evils prompted by the malicious implementation
of this technology. Firstly, it addresses the propagation of disinformation and “fake
news” where the use of lip-sync forgeries can produce false political speeches or
news clips to influence the masses and erode confidence in credible media sources.
A readily apparent and dangerous application of such forgeries is in the political
arena. Manipulation of this type can be used as a weapon against a candidates
character, or it can be used to alter the outcome of electoral process. This model
is intended to serve as a confirmation/verification tool for the media apparatus
as well as for election monitors. Further, the project seeks to provide solutions
to the terrible creation of non-consensual material. This particular evil means to
work extreme psychological harm. On an even greater social scale the advent of
hyper-realistic forgeries serves to add to cultural bankruptcy of confidence. That is,
as citizens begin to doubt the legitimacy of all visual media, they breed cynicism
which robs the value of evidence of its efficacy. Finally, the work addresses safety
and legal abuses associated with hostile takeovers of fake videos as they relate to
fan incitement to violence and the effective use of fake videos to mislead police
officers. Ultimately, this work aids in constructing a better and more responsible
digital future in which the proper institutions are equipped with effective tools to
combat this visual evidence disinformation.

3.3 Environmental Impact

This project proceeds from the viewpoint of developing a lightweight and efficient
model architecture, thereby minimizing the environmental costs resulting from the
training and deployment of deep learning models. It makes the project focused on
Mamba (linear time complexity) as opposed to the Transformer (quadratic complex-
ity) architecture in line with the tenets of green computing. It would not be good
practice to develop bulky and log-deep system deepfake detection systems requir-
ing extensive computational power, thereby engendering higher energy usage. This
project calls for a model that is (9.54 MB) markedly less than the farther-reaching
and less desirable options available (32 MB etc.). This would mean less energy in
training and, of more importance, lower energy requirements in real-time inference.
A more affordable Al solution is proposed.

3.4 Ethical Issues

The ethics of the development and use of the system will need to be worked through
diligently across a number of important dimensions. One essential question with
the ethics will be bias in the data and the model itself. It will be important that
the model flows through to performance across a range of demographic groupings
fairly and without bias because it is known that datasets used for training introduce
bias and will not perform from a fair and equal detection process. Although this
project uses the best datasets available, it knows that the field presents a wider
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challenge of little diversity across datasets. Another crucial aspect of the ethics
surrounding this project will be that of potential misusage. There is always the risk
that results from any detection process will be reverse engineered by any malicious
actors and that a far more effective deepfake will be created that will not be able
to be detected by computer vision models which save their best performances for
these so called true deepfakes. It will be the duty of the project practitioners then to
have ensured that the system has been tested for fairness to a high level, that where
limitations are exhibited they forthwith are disclosed and from a lengthy period of
time that systems will be distributed with measures surrounding against misusage
or misinterpretation.

3.5 Standards

Although formal standards across the deepfake detection domain have not yet reached
a commonly adopted formal standard, the project will strive to maintain acceptable
standards of Al best practices and computer vision development. An important as-
pect to consider is that of explainability and transparency to users of model output,
so that models show performance beyond simple, binary predictions. Data privacy
principles will be upheld, so that where known data-processing frameworks apply,
such as GDPR provisions, these will need to be adhered to, especially where data
about users has been or is likely to be collected. Furthermore, to maintain scien-
tific integrity and uplift collaborative openness, the project will abide by stringent
guidelines in respect of reproducibility, so that model architecture, training proce-
dure and evaluation metrics are documented to the fullest extent. The evaluation of
the model performance will be performed against established and widely accepted
evaluation metrics from the field of computer vision, such as precision, recall, F1-
score, Area Under Curve (AUC) performance, etc., so that the performance of the
model can be accurately assessed, and compared to other protest methods at the
frontline of performance within this field.

3.6 Project Management Plan

Project Schedule (14 weeks total):

e Weeks 1-4: Literature review, problem refinement, and baseline model selec-
tion.

e Weeks 5-8: Model development, implementation of dual-stream architecture,
and integration of Mamba blocks.

e Weeks 9-11: Evaluation and testing using benchmark datasets.

e Week 12: Optimization and real-time testing.

o Weeks 13-14: Report writing, documentation, and presentation.
Budget:

e Use of free/open-source frameworks (TensorFlow, OpenCV, PyTorch).
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e Cloud computing (GPU access via Google Colab, RunPod, Jarvislabs.ai, or
university HPC): estimated $20 to $40 for training.

e No hardware or licensing costs are anticipated.

Resource Management:
e Team coordination through GitHub, Google Drive, and Discord.
e Tasks and deadlines managed using tools like Google Sheets.

e Weekly progress evaluations and collaborative code review.

3.7 Risk Management

A structured risk management plan is essential for navigating the technical and
ethical complexities of this Al project.

3.7.1 Model & Performance Risk

The primary risk is that the proposed Mamba-based model may underperform or
fail to generalize effectively.

This risk is mitigated by using a rigorous, multi-dataset evaluation methodology.
By benchmarking performance on both a quality training dataset (AV Lips) and an
unseen, difficult cross domain dataset (FakeAVCeleb), we can robustly assess the
generalization performance of our Mamba-based model implementations. Continu-
ous benchmarking against established baselines (CNN, LSTM, Transformer) and a
SOTA benchmark provides a clear measure of efficacy.

3.7.2 Data Risk

This project uses public datasets which may contain latent bias and/or characteris-
tics impairing model performance or fairness. These shortcomings are mitigated by
using AV Lips, which is a modern dataset that was produced specifically to alleviate
shortcomings of the older benchmark datasets. We understand the limitations and
imbalance of the FakeAVCeleb dataset used here, and we will use the appropriate
metrics (such as Fl-score, when appropriate) for a more nuanced analysis. A robust
data governance approach is committed to with appropriate explanations of data
sources and characteristics.

3.7.3 Operational & Scalability Risk

A common failing in academic models is their prohibitive cost in terms of compu-
tation, which makes them worthless for deployment.

This risk is one of the principal aims of the project. The exceedingly simple pos-
sibility of the Mamba architecture, with its linear time complexity compared to a
Transformer is the principal counter to this. We will quantify this by measuring the
size and inference speed, making sure that the final model is such that it meets the
criteria of being light in weight and efficient.
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3.7.4 Ethical Risk

The model could demonstrate biases, or be misused, if released without protection.
We will mitigate this by making the results as transparent as possible. We will
document the limitations of the model, and any possible biases, as well as their
source if possible. Any public release of the model or code would be accompanied
by a policy of responsible use, encouraging correct use and discouraging mis-use.

3.8 Economic Analysis

Although this research project does not directly have a commercial aspect, an eco-
nomic argument is still important for justifying the chosen research direction, espe-
cially in terms of a possible return on investment in terms of a technological and
social point of view. As mentioned in the further details of the project cost ratio,
mainly the non-monetary costs will be large, compared to the costs for the com-
mercial application of the new model. The costs caused by the time spent by the
students on the development and analysis of the project are the large ones. The only
monetary costs will be the relatively small accounts for the computational expenses,
mainly the costs for GPU time used for training the deep learning models. One
of the large economic advantages for this project is the active use of the Mamba
architecture, which is seen as a very computationally inexpensive architecture com-
pared to the Transformer architecture that is used in the baseline situation. This
will help considerably from a training cost point of view, but also more importantly
for running costs if the model should ever be used commercially on a larger scale.

The societal benefits are dual: on the one hand, it alters mainstream thinking about
deepfakes, and on the other, achieves a practical solution to the task of detecting
them. It is clear that deepfake detection will interest both businesses and govern-
ment agencies, and this paper has shown how this aim can be achieved within an
efficient architecture. From an economic perspective, this project is worthwhile be-
cause it leads to a cheap, quick and effective product which obviously has a lower
threshold for incorporation into existing systems for social media moderation and
also for journalistic verification systems. Thus, the economic significance of this
research lies in the fact that in its ideology of stressing efficiency it becomes more
probable that the technology can be installed practically, and thus that it can fulfill
its societal significance.
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Chapter 4

Proposed Methodology

This chapter presents the core technical contribution of the thesis, detailing the
design and rationale for the proposed “Dual-Stream Mamba Fusion Network.” It
marks the transition from identifying the problems in the existing literature to the
systematic engineering of a targeted solution. The chapter will provide a compre-
hensive architectural overview, followed by a detailed breakdown of the visual and
audio processing streams. It will explain the function of the MobileNetV3-Small
backbones for feature extraction, the role of the Mamba blocks in modeling tem-
poral dynamics, and the final modality fusion and classification mechanism. This
detailed specification provides the blueprint for the model validated in the subse-
quent experimental chapters.

4.1 Design Process or Methodology Overview

The challenge of creating an efficient deepfake detection solution is located in a dy-
namic, adversarial context that is often deemed a “technological arms race”. The
increasing sophistication of counterfeit content creates the imperative for a design
philosophy that considers not only classification accuracy, but also the inter-related
issues of generalisation, efficiency and scalability. The methodology of this thesis is
predicated in response to this demand.

The meta-analysis undertaken in the literature review established the quadratic
complexity of transformer architectures as the critical bottleneck in the analysis of
long resampling audio-visual sequences, presenting a scalability barrier for practi-
cal application. This research directed the choice of State-Space Models (Mamba)
as core architectural alternative due to their quadratic complexity and successfully
established utility in the capture of long-range dependencies. The design process
thus described is not an incrementally improved version of existing models, but a
strategic change of tack to a more efficient paradigm. The aim is to resolve the
contradiction between performance and efficiency by an engineering feat in the for-
mation of a dual-stream framework that is both efficacious and efficient. This change
in perspective is the essential step that is needed to produce a robust forensic solu-
tion that is genuinely usable in the environments in which it is most needed.

The proposed framework comprises three sequential stages:
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1. Problem and Baseline Analysis: This initial stage involves a thorough ar-
chitectural analysis of dominant Transformer-based models to systematically
identify their computational bottlenecks. For this reason a data driven ap-
proach will be of assistance in justifying the choice of Mamba architecture to
a more efficient architecture to be adopted for the aims of temporal modelling.

2. Development Cycle: Based on the analysis, this stage involves the design
and implementation of the novel “Dual-Stream Mamba Fusion Network.” The
model is then trained and evaluated on the high-quality AV Lips dataset to
establish its baseline performance.

3. Final Evaluation: This final stage applies a rigorous, multi-dataset evalua-
tion protocol. The model’s generalization is tested on the unseen FakeAVCeleb

dataset, and its performance is benchmarked against traditional baselines
(CNN, LSTM, Transformer) and a SOTA Anomaly Detection [9] model to
provide a comprehensive assessment of its capabilities.

Figure 4.1: A study pipeline for this thesis.

4.2 Architectural Overview

To address the identified research gaps, this thesis proposes a novel “Dual-Stream
Mamba Fusion Network,” a deep learning framework designed specifically for the
efficient and accurate detection of lip-sync forgeries. The architectural blueprint is
illustrated in Figure 4.2.

Figure 4.2: Proposed architecture of our Dual-Stream Mamba Fusion Network

The central architectural approach is grounded in parallel, modality-dependent pro-
cessing, followed by late fusion. The network architecture consists of two parallel
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streams, one for visual data and one for audio data, that process their input in paral-
lel. Each stream must extract a compact temporal feature representation describing
the dynamic evolution of its modality over time. The visual stream models the
dynamics of lip movements, while the audio stream models the dynamics of speech.
By processing these independently before fusion, the model is forced to learn ro-
bust modality-dependent temporal features. The final feature vector output of each
stream is then concatenated and passed to a simple classification head, which makes
the final determination of whether temporal consistency exists between the audio
and visual streams.

4.3 The Visual Stream: From Mouth Cropping
to Temporal Encoding

The visual stream processes the video component of the input. Its main task is to
analyze the sequence comprising of the images so as to capture the evolving dynamic
nature of the speakers lips. This is done through a multi-stage processing pipeline,
which isolates a region of the face, extracts powerful spatial features from each image
of the moving sequence and subsequently models the temporal evolutionary function
of the dynamics of these features to produce a single, concatenated feature vector
encoding the visual dynamics of speech.

Figure 4.3: Simplified flow diagram of the Visual Stream.

4.3.1 Spatial Feature Extraction with MobileNetV 3-Small

The visual stream begins with a targeted preprocessing pipeline designed to focus
the model’s attention on the region of interest. For each frame of the input video, a
face detection algorithm is first applied. Once the face is localized, a tight bound-
ing box is cropped around the mouth region. This step is crucial as it isolates the
part of the face directly involved in speech production and most likely to contain
manipulation artifacts, while discarding irrelevant background information.

The sequence of cropped mouth images is then fed into a pre-trained CNN back-
bone for spatial feature extraction. The chosen backbone is MobileNetV 3-Small,
a selection validated by the detailed ablation study mentioned in Chapter 5. This
choice is important to the framework’s goal of maximizing efficiency without com-
promising on performance. MobileNetV3 is an architecture designed explicitly for
high efficiency on resource-constrained devices [1]. Its efficiency stems from key ar-
chitectural innovations including depthwise separable convolutions, inverted resid-
ual blocks with linear bottlenecks, and the integration of a Squeeze-and-Excitation
module to adaptively recalibrate channel-wise feature responses.
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4.3.2 Modeling Lip Dynamics with the Visual Mamba Block

The MobileNetV3 backbone processes each mouth crop independently, producing a
fixed-size feature vector for each frame. This results in a sequence of spatial feature
vectors, where each vector represents the state of the lips at a specific point in time.
This sequence is then passed to the Visual Mamba Block.

The function of this block is to model the long-range temporal dependencies within
the sequence of lip movements. Drawing inspiration from the bidirectional scan-
ning mechanism used in Vision Mamba (Vim) [39], this block processes the entire
sequence of frame-level features to capture the complete trajectory of lip motion.
It learns to model the movement of the lips, the opening and closing of the lips
over time, thus producing a representative vector that gives a summary of the dy-
namic aspects of the visual aspects of speech. Hence, it is able to detect unnatural
and inconsistent movements which would not be apparently indicated by a separate
analysis of each frame by itself.

4.4 The Audio Stream: Acoustic Feature Pro-
cessing

Running simultaneously with the visual stream, the audio stream’s goal is to analyze
the corresponding audio waveform. Here, the objective is to change the raw one-
dimensional audio input to rich two-dimensional data, and then to synthesize the
appropriate time structures. This imitates the course of the visual pathway, which
presents a simplified feature vector describing the acoustic dynamics of the speech
for later comparison with the visual one above.

Figure 4.4: Simplified pipeline of the Audio Stream.

4.4.1 Mel Spectrogram Representation

The audio stream processes the raw audio waveform that comes with the video.
The first operation is to convert this 1D time-series signal into a 2D representation
which is suitable for processing with a CNN. This is accomplished by creating the
Mel spectrogram of the audio. A spectrogram is a visual representation of the
spectrum of frequencies of a signal as it varies with time. The Mel scale is a percep-
tual scale of pitches judged by listeners to be equal in distance from one another.
To use a Mel spectrogram formats the audio into an image-like format in which the
x-axis represents time, the y-axis represents frequency (on the Mel scale), with the
intensity of each pixel corresponding to the amplitude of a particular frequency at
any particular time [33]. This is a standard and highly effective representation for
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deep learning-based audio tasks.

Figure 4.5: Mel spectrogram representation of a sample audio clip from the AV Lips
dataset. The horizontal axis represents time (in seconds), the vertical axis represents
Mel-frequency bands (ranging from 0 to 8 kHz), and the color intensity indicates
the magnitude of frequency components (in dB), with warmer colors representing
higher energy. The spectrogram captures the temporal-spectral characteristics of
speech, revealing formant structures and temporal variations that are essential for
audio-visual synchronization detection.

The colored map in Figure 4.5 illustrates a corresponding Mel spectrogram gen-
erated from an audio sample in the AV Lips dataset. Here, we can see the rich
temporal-spectral structure captured by the Mel-frequency representation, where
the horizontal axis represents progression of time, and the vertical axis corresponds
to the 80 Mel-frequency bins within the relevant frequency range of human hearing.
The intensity of color in the spectrogram encodes the magnitude of spectral energy
at each time-frequency band, with brighter regions indicating higher acoustic energy.

The visible patterns in the spectrogram correspond to the phonetic form of speech,
including formants (resonant frequencies of the vocal tract), fricatives (high-frequency
noise bands), and voiced segments (periodic structures with harmonic characteris-
tics). The time-frequency domains thus provide a compact and rich information
input to the audio stream of the proposed architecture. By transforming the raw
audio waveforms into this two-dimensional representation, the Mel spectrogram al-
lows the MobileNetV3-Small backbone to process the audio feature extraction in a
manner analogous to that of image processing, where convolutional operations may
examine the data to identify local spectral features and temporal transitions. These
extracted spatial features are then handled by the Mamba block to process the se-
quence of continuous features in order to model the long range temporal features
across the entire audio clip and allow for the subtle asynchronies between audio and
visual modalities which characterize lip-sync forgeries.
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4.4.2 Acoustic Feature Extraction with MobileNetV 3-Small

The sequence of Mel spectrogram chunks is processed by a lightweight 2D CNN to
extract acoustic features. For this task, a pre-trained MobileNetV3-Small was se-
lected as the backbone, a choice strongly supported by the ablation study in Chapter
5. The use of a consistent, highly efficient architecture across both streams ensures
a balanced and lightweight final model. The powerful performance of MobileNetV3-
Small on image-like data, combined with its minimal computational footprint, made
it the optimal choice for extracting features from the spectrograms in our final model
configuration.

4.4.3 Modeling Speech Dynamics with the Audio Mamba
Block

Similar to the visual stream, the MobileNetV3-Small backbone outputs a sequence of
feature vectors, each representing a short time segment of the audio. This sequence
is then fed into the Audio Mamba Block. This block’s function is analogous to
its visual counterpart: it models the temporal evolution of the acoustic features
over the entire clip. By processing the sequence of acoustic vectors, it learns the
characteristic patterns and flow of natural speech. This process is inspired by the
architecture of Audio Mamba (AuM), which has proven effective at modeling long-
range dependencies in audio spectrograms [31]. The final output is a single vector
that summarizes the temporal dynamics of the audio signal.

4.5 Modality Fusion and Classification Head

The last step in the pipeline involves merging the information coming from the two
parallel streams and making a classification. The fusion mechanism is simple yet
effective, whereby the last summary vector of the Visual Mamba Block and the last
summary vector of the Audio Mamba Block are concatenated together to form one
larger summary vector. This vector now contains a rich presentation of the visual
lip movement and the acoustic representation of the human speech, with a temporal
awareness.

This fused vector is then fed into a simple classification head, which all of information
compression to a Multi-Layer Perceptron (MLP) with some linear layers. The
MLP now learns to map the pattern in the fused feature space to that of a final
classification. The final layer of the MLP uses a sigmoid activation function in which
the output is restrict to an output between 0 and 1. This output is interpreted as
the probability that the video is a forgery, with an output closer to the value of 1
being a high probability of being a forgery, whilst, on the other hand, an output
closer to the value of 0 being a high probability of being a real video. Therefore,
it is intentionally low complexity of the fusion and classification components that
allows the model performance to be dictated by the faultless quality of the temporal
features being learnt in the Mamba blocks.
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4.6 Datasets

The evaluation protocol embraces a multi-dataset approach in order to assess both
model performance under controlled, benchmark conditions and model robustness
in difficult, real-world situations. In particular this is intended to experimentally
test the ‘generalisation crisis’, a perilous failing of current detectors whereby models
that perform well on familiar data frequently underperform on unfamiliar data.

4.6.1 Training and Baseline Evaluation Dataset: AV Lips

The primary dataset for training and initial evaluation is the AV Lips dataset. This
is a modern, high-quality dataset created specifically to address the challenge of de-
tecting lip-sync forgeries [34] that are becoming increasingly challenging to detect.
This dataset was developed by using state-of-the art lip generators such as Wav2Lip
to produce forgeries that were visually seamless and contained none of the artifacts
that can be seen in older deepfake datasets [34].

Figure 4.6: Sample frames of a real and forged clip from the AV Lips dataset [34].

The core focus of AV Lips is on the subtle temporal inconsistencies that arise be-
tween the manipulated visual lip movements and the corresponding audio track [34].
This makes it very suitable as a benchmark for testing the capability of the pro-
posed model to measure fine temporal dynamics present in the data, extending from
simple artifact recognition to a more subtle and sophisticated class of audio/visual
coherence measurement.

4.6.2 Generalization Testing Dataset: FakeAVCeleb

To rigorously assess the model’s ability to generalize to unseen data from a different
domain, the FakeAVCeleb dataset was used for cross-dataset evaluation.

FakeAVCeleb is a large-scale, multi-modal deepfake dataset created from videos in
the VoxCeleb2 corpus [6]. Unlike AV Lips, which focuses on a specific type of forgery,
FakeAVCeleb contains manipulations created with a variety of techniques, includ-
ing face-swapping (Faceswap, FSGAN), audio-driven facial reenactment (Wav2Lip),
and synthetic voice cloning (RTVC) [6].

This dataset is characterized by its purposeful diversity across demographics (eth-

nicity, gender, age), and also significant class imbalance, consisting of 500 real videos
and 19,500 fake ones. The evaluations provided by testing the models trained on
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(a) Frame from a real video (b)  The  corresponding
in FakeAVCeleb. fake video’s frame from
FakeAVCeleb.

Figure 4.7: Sample frames of a real and fake video from FakeAVCeleb.

AV Lips against this different and more biased data distribution offers a severe test
of the robustness and resilience of the models to domain shift.
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Chapter 5

Result Analysis

In this chapter, the proposed Mamba-based framework is put through a thorough
empirical validation and statistical analysis process. The objective of this chapter is
to assess the model performances against established benchmarks and a state-of-the-
art benchmark across a variety of datasets. The chapter describes the experimental
design employed, along with a justification for the datasets chosen, and the metrics
used for evaluation. The results of this analysis are compared and the analytical
outlook is achieved in respect of intra-dataset accuracy, cross-dataset generalisation
and the critical efficiency/performance trade-off. Finally, the results are discussed
in detail with emphasis on their implications for the field, and acknowledgements
made of the study’s limitations.

5.1 Performance Evaluation

In this section, we outline the framework for empirical validation of the deepfake-
detection models created for this study. This encompasses the methodology of vali-
dation, with a conscious choice of datasets and performance metrics. The emphasis
is on getting insight into model performance, the ability to generalize, and the prac-
tical usefulness of the models in providing a transparent and reproducible framework
for comparing deep learning models in regard to deepfake detection purposes.

5.1.1 Dataset Selection and Rationale

In the evaluation protocol, we implement a multi-dataset strategy designed to eval-
uate both the efficacy of the model in controlled, benchmark conditions and the
robustness of the model in difficult, challenging real-world environments. This was
designed for the purpose of rigorously testing the “generalization crisis”, which is
a major problem with current detectors, since models that do well on known data
often drop severely when confronted with strange new data.

Dataset Real Videos Fake Videos Used for Training Used for Testing Total Videos
AV Lips 3,397 4,207 4,000 (2,000 per class) Remaining subset 7,604
FakeAV Celeb 500 19,500 N/A (Cross-dataset test only) 3,500 (500 real, 3,000 fake) 20,000

Table 5.1: Dataset statistics showing the distribution of real and fake videos used
for training and testing.
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Due to the computer resource constraints of this work, with limited time availability
and GPU resources, a balanced subset of each class of 2,000 videos (totaling
4,000 videos) was randomly sampled from the AV Lips dataset for use in training.
This ensures that the binary classification remains balanced while at the same time
being computably feasible with the resources available. The remaining videos em-
ployed were the videos in the AV Lips dataset, used for validation and intra-dataset
testing.

For cross-dataset evaluation on FakeAV Celeb, a subset of 500 real videos and
3,000 fake videos was selected to evaluate generalization performance. This sam-
pling strategy was adopted to manage the evaluation time while maintaining repre-
sentation of both classes, though the class imbalance reflects the original distribution
of the FakeAV Celeb dataset, which contains significantly more fake videos than real
ones.

5.1.2 Evaluation Metrics

Model performance was quantified using two standard binary classification met-
rics: Accuracy (ACC) and Area Under the Receiver Operating Characteristic Curve
(AUC). Accuracy measures the proportion of correct predictions, while AUC pro-
vides a more robust measure of a model’s ability to distinguish between classes across
all classification thresholds. To analyze the performance-efficiency trade-off, we also
measure the model size in millions of parameters, computational cost (FLOPs),
latency, and throughput.

5.1.3 Standardized Experimental Environment

In order to obtain a fair, unbiased comparative analysis, all experiments were per-
formed in a standardized environment, with common training hyperparameters (e.g.,
optimizer, learning rate, batch size, number of epochs between updates) across all
models. This methodological control was required in isolation of the architectural
design of each model as the main independent variable exerting performance in-
fluence. Thus keeping the training protocol constant, the differences in accuracy,
generalization or efficiency that are recorded can be more readily attributed to the
strengths and weaknesses of the various models’ architectures.

5.2 Comparative Analysis of Baseline Architec-
tures

This section presents the core experimental results, comparing our optimized Mamba-
based model (V1d) against three distinct baselines. The models are evaluated on
detection performance, generalization, and computational efficiency to provide a
comprehensive assessment of their capabilities.

5.2.1 Benchmark Model Selection and Rationale

A cohort of deep learning architectures was selected for this final comparative study
to situate the performance of our proposed model within the broader landscape of
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temporal and lightweight deepfake detectors.

Mamba Baseline (V1d): This is the final, optimized model proposed in this the-
sis, resulting from the two-stage ablation study.

LSTM Baseline: To create a fair comparison with traditional recurrent archi-
tectures, this baseline was constructed by taking the V1d model and replacing the
Mamba blocks in both the audio and visual streams with standard LSTM layers. All
other components, including the MobileNetV3-Small backbones, remained identical.

Transformer Baseline: Similarly, this baseline was created by replacing the Mamba
blocks in the V1d architecture with Transformer encoder blocks. Each stream uti-
lized 4 Transformer blocks, creating a powerful but computationally heavy alterna-
tive for temporal modeling.

SSVFAD Benchmark: To benchmark against the state-of-the-art in lightweight
detection, we included the Self-Supervised Video Forensics for Anomaly Detection
(SSVFAD) model. For brevity, this is referred to as SSVFAD. This model was
chosen as it is one of the lightest and most recently developed multi-modal deepfake
detection methods, providing a stringent and relevant benchmark for our efficiency-
focused approach.

Model Parameters (M)
Mamba baseline (V1d) 2.476
LSTM baseline 3.452
Transformer baseline 8.6001
SSVFAD 0.0192

Table 5.2: Parameter comparison of the chosen set of architectures for this study.

5.2.2 Intra-Dataset Performance on AV Lips

From results in Figure 5.1 and Table 5.3, the proposed Mamba baseline (V1d)
shows a widely superior result when trained on and tested with the AV Lips
dataset. Results of an accuracy of 94.60% and an AUC of 99.12% significantly
surpassed the results of all other models. Results for the second best accuracy of
the models were that the LSTM baseline was able to achieve an accuracy of 85.17%.

Notably, the Transformer baseline, despite being over 3.4 times larger than
the Mamba model, performed poorly, achieving only 68.71% accuracy. This re-
sult challenges the assumption that larger models are inherently better and suggests
that the Transformer’s self-attention mechanism may be less suited for this specific
temporal task compared to Mamba’s selective state-space design. Our model also
vastly outperformed the ultra-lightweight SSVFAD benchmark. These findings em-
pirically validate that the Mamba architecture provides the most effective framework
for capturing the nuances of lip-sync forgeries within this dataset.
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(a) AUC scores (b) Accuracy scores

Figure 5.1: The performance metric of the four models when trained and tested on
the AV Lips dataset. The Mamba baseline (V1d) achieves the highest scores in both
AUC and accuracy.

Model Accuracy AUC Precision Recall F1i

Mamba baseline (V1d) 0.9460 0.9912 0.9815 0.9628 0.9720
LSTM baseline 0.8517 0.9527 0.8943 0.8836  0.8889
Transformer baseline 0.6871 0.7464 0.6900 0.6900  0.6900
SSVFAD 0.7675 0.8300 0.7238 0.6947  0.7091

Table 5.3: Performance comparison of baseline models across key metrics when
trained and tested on AV Lips. Bold numbers indicate the best performance for
each metric.

Figure 5.2: Training and validation loss curves of the Mamba baseline (V1d) model
during training on the AV Lips dataset. The model demonstrates stable convergence
with minimal overfitting, as evidenced by the close alignment between training and
validation loss curves over 25 epochs.

The training dynamics of the Mamba baseline (V1d) model are shown in Figure
5.2. The loss curves converge steadily and systematically through training, with the
validation plateaus closely following the training loss. This close relationship indi-
cates that the model has well learnt generalizable features from the AV Lips dataset,
without overfitting. This is an important quality in providing good performance in
cross-dataset. Convergence occurred at around epoch 20, after which the training
and validation losses plateaued. This indicates that the model has reached the full
convergence potential for the given data.

39



5.2.3 Cross-Dataset Generalization Performance on FakeAV
Celeb

The cross-dataset evaluation, where models trained on AV Lips were tested on the
unseen FakeAVCeleb dataset, provides a critical measure of real-world robustness.
The results, shown in Figure 5.3 and Table 5.4, reinforce the superiority of the
Mamba-based approach.

(a) AUC scores (b) Accuracy scores

Figure 5.3: The performance metric of the four models when trained on the AV Lips
dataset, but evaluated on the FakeAV Celeb dataset.

The Mamba baseline (V1d) outperformed again, achieving a maximum
accuracy of 88.65% and an AUC of 90.66%. All models suffered from the
predictable reduction in performance from the domain shift, however the Mamba
model’s loss in performance was the least aggressive here, demonstrating a remark-
able ability to generalise to different distributions of data and methods of forgery.
The other models lost more performance, with the accuracy of the Transformer
baseline falling to 61.40%. This remarkable generalisation performance seems to
suggest that the Mamba architecture is learning more foundational and transferable
features of audio-visual desynchronisation, and therefore will serve as a more useful
tool in the area of “in-the-wild” deepfake detection.

Model Accuracy AUC Precision Recall F1

Mamba baseline (V1d) 0.8865 0.9066 0.9554  0.9105 0.9324
LSTM baseline 0.8491 0.8439 0.9500 0.8694  0.9079
Transformer baseline 0.6140 0.6251 0.8917 0.6257  0.7354
SSVFAD 0.6909 0.6473 0.8996 0.7197  0.7996

Table 5.4: The performance metric of the four models when trained on the AV Lips
dataset, but evaluated on the FakeAVCeleb dataset. The Mamba baseline again
shows the best performance, indicating superior generalization.

The confusion matrix in Figure 5.4 gives a detailed view of how the Mamba baseline
behaved when classifying the FakeAV Celeb dataset.The model has a high true
positive rate of 70.03% which is effective in capturing a great deal of the manipulated
videos while also achieving a true negative rate of 91.06% indicating that the model
possesses the ability to preserve the authenticity of legitimate videos. The rate of
false positives is very low at 8.94%. This is especially important for instances in
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Figure 5.4: Confusion matrix of the Mamba baseline (V1d) model when evaluated
on the FakeAV Celeb dataset (500 real, 3,000 fake videos).

the real world where the false identification of legitimate content will lead to severe
harm to users of the system and content producers. The good performance of both
classes ensures one that, despite the class imbalance in the test set (500 real vs.
3,000 fake), the model is still robust and general rather than have learned some
artifacts specific to the dataset, it has learned generalizable cues concerning forgery.

5.2.4 Computational Cost

In order to quantify the theoretical efficiency of all models, we computed the Float-
ing Point Operations per second (FLOPs) required to calculate a single sample of
each model, the results of which are shown in Table 5.5. This metric allows an
architecture-dependent measure of computational complexity.

Model FLOPs per sample (M)
Mamba baseline (V1d) 351.938
LSTM baseline 439.497
Transformer baseline 403.475
SSVFAD 0.01917

Table 5.5: Comparison of computational cost per sample (in millions of FLOPs).
The lowest value indicates the most efficient model.

The SSVFAD model is also the most efficient ultra-thin baseline, with a low 0.019
million FLOPs, with the small number of parameters it has. Of the more complex
of the temporal models, we find our own Mamba baseline (V1d) is the most efficient,
with only 351.94 million FLOPs needed. This is well beneath the LSTM baseline
with (439.50 M), and that of the Transformer baseline with (403.48 M).

This finding is a cornerstone of our results: the Mamba baseline produces higher
accuracy and better generalization performance and does both at the lowest compu-
tational cost of the primary architectures. This goes against the common assumption
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that better performance requires greater computational expense, making the Mamba
architecture a very economical solution.

5.2.5 Latency

Latency, measured as the time required to process a single sample (in milliseconds),
is a critical metric for real-world deployment, especially in time-sensitive applica-
tions. Table 5.6 and Figure 5.5 detail the latency of each model across different
batch sizes.

Batch size Mamba (V1d) LSTM Transformer SSVFAD

1 12.76 10.66 13.17 0.28
2 6.33 5.23 6.55 0.12
4 3.15 2.59 3.40 0.06
8 1.57 1.42 1.74 0.04
16 0.78 1.31 0.86 0.02
32 0.75 1.26 0.79 0.01
64 0.87 1.25 0.90 0.00

Table 5.6: Latency (in milliseconds per sample) across different batch sizes for the
four models.

As expected, per-sample latency decreases as the batch size increases, thanks to the
parallel processing capabilities of the GPU. The SSVFAD model is in a class of its
own, with its latency being orders of magnitude lower than the others, rendering it
a nearly flat line at the bottom of the graph.

Figure 5.5: A graphical plot of the latency values (in milliseconds per sample) vs
logs[batch size| across different batches of all the models.

Notably, the latency profiles of the Mamba, LSTM and Transformer baselines are
very similar. The LSTM model has a slight edge on a batch size of 1, but all 3
models converge at higher batch sizes to similar latency. This shows that the large
accuracy and efficiency gains of our Mamba model do not come at the expense of
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a slower inference speed. It runs no slower than its traditional and more complex
competitors thus making it a practical and powerful choice.

5.2.6 Throughput

Throughput, defined as the number of samples processed per second, measures a
model’s capacity for high-volume processing, a key requirement for scalable, server-
side applications. The results are presented in Table 5.7 and visualized for the three
main models in Figure 5.6.

Batch size Mamba (V1d) LSTM Transformer SSVFAD

1 78.35 93.85 75.91 3582.25

2 157.99 191.32 152.74 8315.05

4 317.00 386.39 294.00 15967.00
8 636.35 703.22 576.34 23932.27
16 1285.36 762.14 1167.78 63421.32
32 1342.13 791.02 1269.09 113656.10
64 1144.01 799.65 1110.09 236270.86

Table 5.7: Throughput (measured in samples per second) comparison across different
batch sizes for the four models.

The SSVFAD model’s throughput is exceptionally high, which is consistent with its
low latency and FLOP count. For clarity, it was excluded from the graph. The
graph reveals important differences in how the other models scale. The LSTM base-
line’s throughput begins to plateau at larger batch sizes, peaking at around 800
samples/second.

Figure 5.6: A graphical plot of the throughput values (in samples per second) of
all the models except SSVFAD. SSVFAD had been negated in this graph for its
much more explosive increase in throughput with respect to batch sizes, as evident

in Table 5.7

In contrast, both the Mamba and Transformer models display an inherent supe-
riority with regard to the ability to scale properly and thus utilize larger batches
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effectively. Our Mamba baseline (V1d) shows a peak throughput of 1342.13
samples/second at batch size 32. This is slightly better than the Transformer,
which comes in at 1269.09 samples/second. This shows that the Mamba architecture
is not only fast and efficient but will thus scale very well, making it the preferred of
the two architectures for highly demanding large scale deepfake detection systems.

5.3 Ablation Study

This part sets out the two-stage ablation study that was conducted to identify the
optimum architecture for the dual-stream Mamba-based network. The first stage
identifies the best backbone CNN for feature extraction and the second stage fine-
tunes the internal dimensions of the Mamba blocks to optimise performance.

5.3.1 Choosing the right combination of spatial feature ex-
tractors

To identify the most effective and efficient CNN backbones for the extraction of
spatial features from the visual and audio streams, a systematic ablation study was
performed. A total of seven different architectural variants (VO to V6) were used,
each composed of a distinct combination of CNNs from simple linear projections to
well-known architectures including MobileNet, ResNet and EfficientNet as defined
in Table 5.8. The variants were trained and evaluated on the AV Lips dataset under
identical conditions so that the effect on performance and model size of the choice
of backbone could be isolated.

Variant Visual CNN Audio CNN Parameters (M)
VO Linear projection Linear projection 0.414
V1 MobileNetV3-Small MobileNetV3-Small 2.301
V2 MobileNetV2 MobileNetV2 4.503
V3 ResNet-18 MobileNetV2 6.714
V4 EfficientNet-B0 MobileNetV2 15.569
Vb5 ResNet-34 ResNet-18 19.423
V6 EfficientNet-B2 ResNet-18 32.892

Table 5.8: Model variants with corresponding CNN architectures and parameter
counts.

The results of this evaluation clearly show the great trade-off that exists between
model complexity and detection accuracy. As shown in Figure 5.7a, the baseline
model VO using solely linear projections gives very poor results, with an AUC of
62.61%, thus confirming the need for complex feature extractors. This was greatly
increased with the V1 variant using MobileNetV3-Small for both streams, with the
model having very high AUC of 97.55%, as well as with a very low amount of pa-
rameters of only 2.3 million, as noted in table 5.8.
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(a) AUC scores for each variant. (b) Accuracy scores for each variant.

Figure 5.7: Performance metrics of each variant.

(a) Trend-line of AUC scores with increas-  (b) Trend-line of accuracy scores with in-
ing parameter count. creasing parameter count.

Figure 5.8: Trend lines of performance metrics with increasing parameter count.

Figure 5.8a shows that V1 is the optimum point with regard to performance vs
efficiency. Several other variants, such as V3 (ResNet-18 4+ MobileNetV2) achieve a
slightly better AUC of 99.18%, but it is at a much higher size cost (6.714M param-
eters), resulting in a model parameter increase of 191% for a minimal relative gain
of 1.6% in AUC. Thus, the V1 variant enables almost state-of-the-art performance
as it is the most lightweight and efficient variant, leading to it being the variant
optimally suited as base architecture for further optimization.

5.3.2 Choosing the optimum dimensions for the SSMs

The second ablation study was conducted to find the optimal internal dimension
(d_model) of the Mamba SSM blocks that are to be used in conjunction with the
architecture V1 (MobileNetV3-Small backbones). The d_model parameter is re-
sponsible for controlling the size of the hidden state within the Mamba blocks and
is an important hyperparameter that has bearing on the model’s capacity and, thus,
the total number of parameters available overall. In Table 5.9, we can see that a
set of sub-variants (Vla to V1g) was created systematically where the dmodel was
allowed to vary for the visual and audio Mamba blocks.

The results in Table 5.10 reveal a clear trend of diminishing returns and thus, perfor-

mance degradation as the model dimension is increased. The Vla variant exhibits
a low d_model value of 64 and the performance was poor. This was understood
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Variant Visual d_.model Audio d_model

Via 64 64
V1b 96 96
Vie 128 128
Vid 160 160
Vie 192 192
Vif 128 96
Vig 96 128

Table 5.9: Sub-variants of the V1 architecture used to study the impact of the
Mamba’s dimensions.

as the system potentially not being large enough to capture the temporal dynam-
ics expected of the pipeline. Performance is noted to rapidly increase with V1b
(d_model=96) and continued to increase with Vlc (d_model=128). The maximum
performance was reached with the variant V1d, where Mamba blocks both have a
d_model of 160. This configuration on Mamba obtained an accuracy of 94.60% and
an AUC of 99.12% at an overall parameter count of just 2.476 million.

Variant name Parameters (M) Accuracy AUC

Vla 2.026 0.5252 0.6955
V1b 2.151 0.8705 0.9639
Ve 2.301 0.9133 0.9755
Vid 2.476 0.9460  0.9912
Vle 2.677 0.5452 0.5778
Vif 2.226 0.8896 0.9623
Vig 2.226 0.9298 0.9772

Table 5.10: Performance metrics of the Mamba dimension ablation study. Variant
V1d achieves the highest accuracy and AUC.

This is much better illustrated with the trend lines in Figure 5.9. Increasing the
dimension to Vle (d_model=192) resulted in a dramatic collapse in performance,
with accuracy dipping to 54.52%.

Here, we see that the model was so large for the given data that it became susceptible
to over-training or training instability. This indicates that we have reached the
critical area of diminishing returns and thus shows that simply increasing the model
size does not automatically lead to improvements in performance. The V1d variant
thus represents the ideal “sweet spot” in that it maximises both detection accuracy
and AUC just before the cause of the onset of negative returns. It was thus selected
as the final optimised architecture of this thesis.
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(a) AUC vs Parameter Count (b) Accuracy vs Parameter Count

Figure 5.9: The plots show a clear performance peak at variant V1d, followed by a
sharp decline, indicating an optimal model capacity.

5.4 Analysis of the Performance-Efficiency Trade-
Off

This section analyzes the critical relationship between model performance and com-
putational cost, a central theme of this thesis. The results from the comparative
analysis present a clear and compelling case for the Mamba-based architecture. Our
proposed Mamba baseline (V1d) not only delivers state-of-the-art accuracy and gen-
eralization but does so with exceptional efficiency. At just 2.476 million parameters,
it is significantly smaller than both the LSTM baseline (3.452M) and, most dra-
matically, the Transformer baseline (15.24M). The Transformer, despite being over
6 times larger, performs substantially worse on both intra- and cross-dataset evalu-
ations.

This finding represents a key advance on the present work since it overturns the
conventional belief that a high performance model, in general, needs to be a larger
and more expensive model. Furthermore, while the SSVFAD benchmark is the
lightest model with 0.0192M parameters, its performance is much lower than our
Mamba baseline. Our V1d model, therefore, occupies a “Pareto optimal” position:
it has the highest performance of them all and is ultra-lightweight, so that we have
a model which is both highly effective and practical to deploy.

5.5 Synthesis of Findings and Justification for De-
sign Adjustments

The results of the comparative analysis provide a robust basis for the design decisions
made in this thesis. The two stage ablation study identified a lightweight optimal
architecture (V1d), while the final benchmarking investigations have validated its
superiority experimentally. The data clearly shows that the Mamba-based model
is not merely an alternative to LSTMs or Transformers, but is, in fact, a superior
approach to this problem, yielding a superior accuracy, generalization and efficiency.
The results support the conclusion that State-Space Models are incredibly suited to
modelling the long-ranged temporal dependencies associated with the nature of the
audio-visual synchronization task, out-performing traditional architectures, while
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not incurring the computational penalties.

5.6 Statistical Analysis

To thoroughly validate the comparative performance findings mentioned earlier, and
establish the statistical significance of the differences noted among the four mod-
els being investigated, a rigorous statistical analysis was executed. This section
discusses those properties of the performance metrics obtained from many experi-
mental runs with different random seeds, assesses the variance and reliability of each
model through its distribution, uses formal hypothesis tests to determine whether
or not the fact the proposed Mamba baseline (V1d) appears to be better than other
models is a statistically significant result, or simply due to random ‘luck’. The anal-
ysis will embrace both descriptive statistics - mean performance, standard deviation
and measures of uncertainty - and inferential statistics such as ANOVA and pair-
wise comparison tests with appropriate corrections for multiple comparisons. These
statistical methods together provide a rigorous and evidence based justification of
the assertions made in regard to model performance and generalization capacity.

5.6.1 Descriptive Statistics and Performance Metrics

To evaluate the performance of the four models, the Mamba baseline (V1d), LSTM,
Transformer and SSVFAD, a thorough statistical analysis was performed of the
metrics for intra-dataset and cross-dataset evaluation. Each model was trained and
tested using five different random seeds to ensure robustness and to quantify the
variability of the results.

Intra-dataset metrics

For the intra-dataset evaluation (trained and tested on AV Lips), the Mamba (V1d)
model achieved a mean accuracy of 0.9047 + 0.0354 with an uncertainty of 3.91%,
and a mean AUC of 0.9690 £ 0.0256 with an uncertainty of 2.64%. The LSTM
baseline was quite competitive against the V1d variant. It achieved a mean accuracy
of 0.8900 £+ 0.0290 (uncertainty: 3.26%) and a mean AUC of 0.9676 + 0.0103
(uncertainty: 1.07%).

Mamba (V1d) LSTM Transformer SSVFAD

0.9233 0.9000 0.5758 0.7738
0.9153 0.8700 0.7064 0.7500
0.8621 0.9250 0.6667 0.7525
0.8750 0.9033 0.9318 0.7675
0.9478 0.8517 0.6496 0.7675

Table 5.11: Accuracy scores of the four models when trained on AV Lips using
random seeds.

In contrast, the Transformer model displayed much lower performance with a mean
accuracy of 0.7061 £+ 0.1348 (uncertainty: 19.09%) and mean AUC of 0.7653 +
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0.1456 (uncertainty: 19.03%). The SSVFAD model achieved a mean accuracy of
0.7623 £ 0.0104 (uncertainty: 1.37%) and mean AUC of 0.8358 £+ 0.0088 (uncer-
tainty: 1.05%).

Mamba (V1d) LSTM Transformer SSVFAD

0.9810 0.9718 0.5827 0.8458
0.9794 0.9632 0.8054 0.8292
0.9260 0.9803 0.7382 0.8290
0.9672 0.9701 0.9820 0.8451
0.9916 0.9527 0.7183 0.8300

Table 5.12: AUC scores of the four models when trained on AV Lips using random
seeds.

Cross-dataset metrics

Cross-dataset evaluation (trained on AV Lips, tested on FakeAV Celeb) numbers
displayed the superior generalization capability of the Mamba (V1d) model. The
proposed model achieved a mean accuracy of 0.8837 £ 0.0056 with remarkably
low uncertainty of 0.64%, and, a mean AUC of 0.9000 4 0.0071 with uncertainty
of 0.79%. The LSTM baseline came close; it obtained a mean accuracy of 0.8487
+ 0.0024 (uncertainty: 0.28%) and mean AUC of 0.8438 £+ 0.0036 (uncertainty:
0.42%).

Mamba (V1d) LSTM Transformer SSVFAD

0.8864 0.8471 0.6214 0.6320
0.8772 0.8469 0.6109 0.6691
0.8782 0.8477 0.6160 0.6706
0.8900 0.8526 0.6297 0.6814
0.8865 0.8491 0.6140 0.6909

Table 5.13: Accuracy scores of the four models when trained on AV Lips, but tested
on FakeAV Celeb using random seeds.

The Transformer model’s cross-dataset performance was quite weak, with mean
accuracy of 0.6184 + 0.0074 (uncertainty: 1.19%) and a mean AUC of 0.6268 +
0.0053 (uncertainty: 0.84%). SSVFAD came in last; it achieved a mean accuracy
of 0.6688 £+ 0.0224 (uncertainty: 3.35%) and a mean AUC of 0.6464 + 0.0030
(uncertainty: 0.46%).

The standard deviation values reflect how varied and hence, how consistent, the
models are across the different random initializations. The Mamba (V1d) model per-
forms with a moderate level of variability (SD = 0.0354) in intra-dataset accuracy,
whilst the LSTM model has a slightly reduced level of variability (SD = 0.0290).
The Transformer model has a level of variability that is very high (SD = 0.1348),
which gives an indication of the potential for a high degree of instability in the raw
results across the relevant different seeds. The SSVFAD model again performing
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Mamba (V1d) LSTM Transformer SSVFAD

0.9066 0.8421 0.6280 0.6450
0.8958 0.8406 0.6214 0.6433
0.8902 0.8425 0.6243 0.6454
0.9007 0.8498 0.6353 0.6511
0.9066 0.8439 0.6251 0.6473

Table 5.14: AUC scores of the four models when trained on AV Lips, but tested on
FakeAV Celeb using random seeds.

with the least variability (SD = 0.0104) more indicating a very consistent, but not
very high-performing model.

An interesting pattern was noticed in the cross-dataset evaluations, where the Mamba
(V1d) model displayed exceptional consistency across the different random seeds.
The V1d variant had standard deviation of only 0.0056 for accuracy and 0.0071 for
AUC. This low variability tells us that the proposed model not only generalizes
well, but does so in a highly stable and predictable manner. The LSTM baseline
also showed strong consistency in the same cross-dataset scenarios (SD = 0.0024 for
accuracy and 0.0036 for AUC).

Model Intra-Accuracy Intra-AUC Cross-Accuracy Cross-AUC

Mamba (V1d) 0.9047 + 0.0354 0.9690 + 0.0256 0.8837 + 0.0056 0.9000 + 0.0071
LSTM 0.8900 + 0.0290 0.9676 + 0.0103 0.8487 + 0.0024 0.8438 £ 0.0036
Transformer 0.7061 4 0.1348 0.7653 = 0.1456 0.6184 + 0.0074 0.6268 =+ 0.0053
SSVFAD 0.7623 + 0.0104 0.8358 + 0.0088 0.6688 + 0.0224 0.6464 + 0.0030

Table 5.15: Descriptive statistics showing mean + standard deviation for all perfor-
mance metrics across five random seeds.

The uncertainty percentages (coefficient of variation) demonstrate the relative
stability of each of the models. The Transformer model shows uncertainty of greater
than 19% both for intra-dataset accuracy and AUC, suggesting that it is unlikely to
be reliable, depending widely on initialization. In contrast, the Mamba (V1d) model
has an uncertainty of 3.91% for intra-dataset accuracy and 0.64% for cross-dataset
accuracy, indicating far greater reliability.

5.6.2 Statistical Significance Testing

To determine whether the observed performance differences among the four models
were statistically significant, a series of rigorous statistical tests were conducted.

One-Way ANOVA

One-way analysis of variance, ANOVA, was computed for each of the measures to
see if there were differences among the four models. For the intra-dataset accuracy,
the ANOVA gave F(3,16) = 9.27, p < 0.001, meaning that there were significant
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differences among the models. Similarly, for the intra-dataset AUC, F(3,16) = 9.26,
p < 0.001. This also indicated that there were significant differences among the four
models.

The cross-dataset comparisons showed even greater differences. For the cross-dataset
accuracy, the ANOVA gave F(3,16) = 578.00, p < 0.001; but for the the cross-dataset
AUC, F(3,16) = 3811.98, p < 0.001. Both of these p-values indicated very strong
significance statistically. These results tell us that the models differ greatly in their
ability to generalize to the unseen dataset.

Pairwise Comparisons

To demonstrate the superiority of the proposed Mamba (V1d), pairwise indepen-
dent samples t-tests were performed comparing Mamba against each of the baseline
models. To account for multiple comparisons, the Bonferroni correction was used
adjusting the alpha level of significance to a = 0.0167 (0.05/3).

Mamba vs. LSTM: The intra-dataset metrics showed that there was not a sig-
nificant difference (accuracy: ¢ = 0.72,p = 0.493; AUC: t = 0.12,p = 0.911)
between the two baselines. While in relation to the cross dataset generalization,
V1d significantly outperformed the LSTM (accuracy: ¢t = 12.8,p < 0.001; AUC:
t = 15.83,p < 0.001). This shows a greater ability of generalization for the Mamba
variant.

Mamba vs. Transformer: V1d significantly outperformed the Transformer in all
metrics with significance being found in intra-dataset accuracy t = 3.19,p = 0.013,
and AUC t = 3.08,p = 0.015 in favour of the Mamba baseline. The differences
were even greater in the cross-dataset accuracy t = 63.83,p < 0.001, and AUC
t =69.02,p < 0.001.

Mamba vs. SSVFAD: The proposed model significantly outperformed the SSV-
FAD across all metrics. Significant differences were found in the intra dataset com-
parisons (accuracy: t = 8.63,p < 0.001; AUC: ¢t = 11.02,p < 0.001 ) while the
cross dataset evaluations showed differences of even greater significance (accuracy:
t =20.81,p < 0.001; AUC: ¢t = 73.70,p < 0.001).

5.6.3 Effect Size Analysis

Beyond statistical significance, effect sizes (Cohen’s d) were calculated to quantify
the practical magnitude of performance differences. Cohen’s d values are interpreted
as: |d| < 0.2 (negligible), 0.2-0.5 (small), 0.5-0.8 (medium), and > 0.8 (large).

For Mamba vs. LSTM, intra-dataset effect sizes were small to negligible (d = 0.45
for accuracy, d = 0.07 for AUC), but cross-dataset effect sizes were exceptionally
large (d = 8.09 for accuracy, d = 10.01 for AUC), confirming Mamba’s substantially
superior generalization.

For Mamba vs. Transformer, all effect sizes were large. Intra-dataset compar-
isons showed d = 2.02 for accuracy and d = 1.95 for AUC. Cross-dataset comparisons
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revealed extremely large effect sizes (d = 40.37 for accuracy, d = 43.65 for AUC),
indicating that Mamba’s performance advantage over the Transformer is not only
statistically significant but also of enormous practical importance.

For Mamba vs. SSVFAD, all effect sizes were large. Intra-dataset comparisons
yielded d = 5.46 for accuracy and d = 6.97 for AUC. Cross-dataset comparisons
showed d = 13.16 for accuracy and d = 46.61 for AUC, demonstrating that the
proposed model dramatically outperforms the lightweight SSVFAD baseline.

5.6.4 Synthesis of Statistical Findings

The statistical analysis shows solid empirical evidence in support of the superior-
ity of the Mamba (V1d) model. While the proposed model performs similarly to
LSTM within the datasets, it shows significantly superior generalization to unseen
datasets, as evidenced by the statistical tests and large effect sizes. The Mamba
model shows a significant improvement over both Transformers and SSVFAD base-
lines in all metrics, with these differences being at once both statistically significant
and practically significant.

It is particularly noteworthy that the distribution analysis shows that Mamba achieves
this performance with remarkable consistency, showing low standard deviations and
uncertainty percentages in cross-dataset situations. This high mean performance,
combined with its strong statistical significance, large effect sizes and lower vari-
ability leads to the Mamba (V1d) model being a strong and convincing solution for
lip-sync forgery detection.

sectionDiscussions

This section contextualizes the complete results presented herein, discussing their
ramifications for the wider field of deepfake detection, and not shying away from
possible limitations.

5.6.5 Implications of Findings

The empirical results presented in this chapter have several important consequences
for the deepfake detection community.

Firstly, they establish Mamba based architectures as a new state of the art
for efficient high performance lip-sync forgery detection. The V1d model’s
ability to definitively outperform both LSTM and Transformer baselines combined
with its greatly smaller and economizing properties show that State-Space Models
have been able to overcome the longstanding trade-off between performance and
cost. This advantage is not mere observational; it has been shown from statistical
analyses that the advantage of Mamba with respect to generalization across datasets
in particular is statistically significant, and has phenomenal effect sizes.

Next, the results call into question the design philosophies that reign on the extremes
of the complexity axis. The Transformer model, for example, though of phenomenal
size, was found an inefficient operator, the inference triads simply increasing the
number of parameters without bearing on the problem considered. In the second
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instance, the ultra-lightweight SSVFAD benchmark, parametric minima though it
be, is so far lower down the score table that one suspects that ultra-lightness is
purchased at a too great a cost of other considerations affecting the correctness of
the model. Our V1d model proves possible to remain in the ultra-lightweight field
(under 3 million parameters) and yet possesses efficiencies of operation on our tasks
which either rival or surpass those of the larger models, and thus reach a vital
“sweet spot” of deployable solutions.

Finally, the strong and most stable cross-dataset generalization of Mamba suggests
that the selective state-space accessed by it, is a more efficient device than others for
obtaining the conceptions of generalizable cues that mark audio-visual desynchro-
nizations, and so do not perseverate on the particular artifacts of a single dataset.
This has great significance for the construction of more robust and trusted ones for
a more certain class of in-the-wild detectors.

The position occupied by some of the present lightweights was on any consideration
doubtful. Thus, the SSVFAD benchmark is at the moment paramentially the small-
est in extent, yet its much lower level of performance would seem to indicate an
unhealthy degree of lightness on a profitable account. Our V1d model proves that it
is possible to remain in the ultra-lightweight field (of under 3,000,000 parameters,)
and to obtain efficiencies of operation on our tasks that either rival or surpass those
of the greater weight models. Thus helping to determine a certain “sweet spot” of
efficiency in terms of deployable deepfake detection.

5.6.6 Limitations of Analysis

While there is, in this study, so much strong evidence of the value of Mamba architec-
tures, it must also be stated that the analysis is subject to a number of limitations.
The particular evaluation has been carried out on two datasets, which are, to be
sure, perfectly representative, but include in their analysis but a small number of
the million and more forms of lip-sync forgery known to exist, and even possible,
of which a full and perfect analysis has not been made in all the cases (for instance
the conditions deemed of compression within the conception of the real world on
the one and noise on the other hand). In addition, the specific generative models
used to produce the AV Lips dataset are known; but the performance of the models
on forgeries built with entirely different forthcoming architectures, such as sophisti-
cated video diffusion models, is not yet known. Lastly, this study examined a binary
classification task and did not study the production of interpretable outputs such as
heatmaps synthesizing the location of temporal inconsistency, which is an important
characteristic of trustworthy forensic tools.
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Chapter 6

Conclusion

In this concluding chapter, the journey of research described and performed in this
thesis is synthesized, and the results and contributions are put into the perspective
of the bigger picture of deepfake detection research. It begins with a summary
of the most important contributions of this work, stating how the Mamba-based
framework proposed meets the relevant challenges of real-world implementation in
terms of efficiency, generalization and performance in lip-sync forgery detection.
The chapter continues with general remarks about the more general implications
of the results presented and classifies State-Space Models as a highly powerful and
viable alternative to transformer based architectures. A number of potential and
relevant topics for future research are proposed in the final section of this chapter.
These build on the foundations laid in this thesis and are particularly relevant as
the insights gained during the ablation studies and statistical analyses presented in
Chapter 5.

6.1 Summary of Contributions

This thesis tackled the growing challenge of the identification of advanced lip-sync
deepfakes, a field in which traditional deception detection techniques are severely
challenged by their poor generalization and high computational cost. This research
identified significant constraints on contemporary Transformer-based architectures,
most notably their quadratic computational complexity, and suggested an innova-
tive course in the emergent paradigm of State-Space Models.

The primary contribution is the design, optimization, and validation of a dual-
stream fusion network, called Mamba, which identifies mismatches in the timing of
audio and visual lip movements efficiently and effectively. This novel method per-
forms with state-of-the-art performance while exhibiting exceptional computational
efficiency as a result of the linear-time complexity of Mamba blocks.

A critical methodological contribution is the thorough two-stage ablation study
that systematically established the optimal architecture. The first stage was de-
voted to examining combinations of multiple CNN backbone networks (VO—VG6)
and showed that the use of MobileNetV3-Small backbones was the optimal solution
in order to provide a balance between the need for efficiency and architectural per-
formance. The second stage was devoted to the tuning of Mamba state dimensions
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(d_model) and showed that with a state dimension of 160 for both visual and audio
streams (V1d), peak performance was achieved at 94.60% accuracy and 99.12% AUC
with only 2.476 million parameters. This optimization process demonstrates that
efficiency of architecture and performance of detection are not mutually exclusive
features.

The empirical assessment further shows the efficacy of the approach by demonstrat-
ing its superiority. Clearly, with a 9.43% accuracy increase over the LSTM baseline,
with 25.89% over the Transformer baseline and a 17.85% increase over that of the
SSVFAD baseline, performance of the Mamba baseline (V1d) on the AV Lips data
set is overwhelming comparative to all established architectures. Noteworthy also
is the interesting fact that this model is fully 70% less in size than the Transformer
baseline (2.476M vs. 8.6M parameters) while giving an exceptional performance.

Importantly, the model proved itself to have outstanding generalization capabilities
on the unseen FakeAVCeleb data set. The Mamba model achieved an accuracy of
88.65% cross dataset, sustaining merely a 5.95% loss in performance as opposed to
intra-dataset evaluation levels. Significantly superior performance in absolute per-
formance and the stability of generalization is provided by Mamba over the LSTM
(4.17% drop in performance plus baseline) and Transformer (6.31% drop), and SSV-
FAD (9.87% drop) models.

The extensive statistical experimentation conducted over five random seeds pro-
vides strong empirical validation of these results. One-way ANOVA tests showed
significant differences between models (p < 0.001 for all metrics), and pairwise t-
tests with Bonferroni correction demonstrated that the Mamba model performed
significantly better than both the Transformer and SSVFAD baselines in all metrics
(p < 0.001). The Mamba and LSTM models showed similar intra-dataset perfor-
mance (p = 0.493), but the Mamba model showed significantly better generalization
across datasets (p < 0.001). The effect size analysis demonstrates extremely large
Cohen’s d values for cross-dataset comparisons (d = 8.09 vs. LSTM, d = 40.37 vs.
Transformer, d = 13.16 vs. SSVFAD for accuracy), indicating not only statistical
significance, but also meaningful practical importance.

Moreover, the distribution analysis demonstrated that the Mamba model provides
enhanced levels of performance reproducibly. For inter-dataset measurement, this
model had very low standard deviations (SD = 0.0056 for accuracy, 0.0071 for AUC)
and levels of uncertainty (0.64% for accuracy, 0.79% for AUC), which suggests that
the data provided was characteristically reproducible and consistent given any model
initialization. Therefore, this new method gives a blend of high mean performance,
strong statistical significance, very high effect sizes and low reproducibility variabil-
ity which clearly conclusively establishes the Mamba (V1d) model as a robust and
reliable methodology for lip-sync flaw detection.

6.2 Concluding Remarks

The work contained herein conclusively proves that State-Space Models, especially
the Mamba architecture is a suitable and practical solution to the problem of lip-
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sync forgery detection. This paper has several important contributions to the field
which are pertinent to areas outside the immediate scope of the work.

Firstly, it shows that the previous belief that optimal detector performance falls with
large scale architectures which are computationally expensive in implementation is
inaccurate. The V1d model produced here falls in the “Pareto optimal” index of per-
formance and expense, giving greater detection accuracy with a far reduced expense.
This fact has profound implications on the democratization of access to deepfake
detection technology, making it possible to apply it in situations when hardware
resources are limited, or where they are literally on the edge, such as mobile devices
or edge systems, or in real time content moderation.

Secondly, the painstaking study of the various ablation tests show a clear tendency
to fall off in returns and eventual collapse of performance as one proceeded with
the increase of the capacity of the model beyond the optimum point. Thus in the
instance of the Vle clone (d_model = 192) there was a precipitous fall-off in accu-
racy to 54.52% showing that merely growing the capacity of the model was not a
feasible way. This shows therefore the folly of the common practice of increasing
models without regard and by this shows the necessity for systematic architecture
optimization.

Thirdly, the Mamba architecture’s selective state-space mechanism is evidently much
better at learning generalizable features or generic cues for audio-visual desyn-
chrony rather than overfitting dataset-specific artifacts, given its high ability to
cross-dataset generalize (observed by rigorous statistical validation) and its inor-
dinately low cross-dataset uncertainty (0.64%). This indicates that the model is
extracting invariant temporal differences in states which say nothing about the data
distributions or forgery techniques used in training. This indicates highly auspicious
possibilities for the generation of “in-the-wild” detectors which are able to move with
changing threats.

This framework breaks the unfavorable trade-off between performance and efficiency
thereby enabling the development of practical real-time forensic tools which may be
deployed in the fight against modern manipulations of the audio-visual sort. The
work shows that detection systems can, with proper architectural design and system-
atic optimization, be constructed which are at once accurate, efficient, generalizable
and reliable, all of which are necessary requirements for practical applications.

6.3 Future Research Directions

While this thesis has made important contributions to deepfake lip sync detection,
some promising areas for future research arise due to both the successes and short-
comings of the current research.
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6.3.1 Self-Supervised and Semi-Supervised Learning

The ablation study’s comparison to the self-supervised SSVFAD anomaly detection
model indicates that while the proposed supervised method outperforms the existing
method, self-supervised approaches have positive aspects related to needing less
labeled data. Future studies should look into producing a fully end-to-end self-
supervised version of the dual-stream Mamba model. This model could possibly
harness the advantages of contrastive learning methods to learn robust audio-visual
synchronization representations from unlabeled audio/video data, which could lead
to state-of-the-art performance in generalizable forgery detection techniques. This is
especially important in light of the small size of large scale, diverse, labeled deepfake
datasets.

6.3.2 Interpretability and Explainability

As mentioned in the limitations (Chapter 5.7.2), the current work focuses on binary
classification with no interpretable output. Explainability should be prioritized in
future work with mechanisms such as temporal attention heatmaps or saliency maps
that localizes which specific temporal windows or audio-visual segments are respon-
sible for the forgery decision. This is necessary for useful forensic tools to be deployed
in high-stakes applications, such as court cases, journalism and content moderation,
where understanding the “why” of a detection is as important as the detection itself.

6.3.3 Extension to Multi-Modal and Multi-Domain Forg-
eries

The current framework focuses on lip-synchronized forgeries. An useful exten-
sion would be adapt this efficient dual-stream architecture to other cross-
modality forgery detection tasks, such as identifying manipulated body ges-
tures, full body puppeteering of heads and torsos, or emotion speech mismatches.
A facility of the Mamba architecture is its linear complexity, making it particularly
apt for processing longer sequences, which would allow for the detection of some of
more subtle long range temporal inconsistencies across other modalities. This would
set the framework up as a general purpose solution for multi-modal media forensics.

6.3.4 Dataset Generation and Diversity

A critical limitation recognized in Section 5.7.2 is that the evaluation was per-
formed on only two datasets which do not reflect the full range of lip Sync forgery
techniques or real world conditions. The state of the art review (Section 2.6.1
and 2.6.3) details the generalization crisis for the field extensively, along with the
data-centric considerations of diversity, modernity and ethics which plague existing
benchmarks.

To tackle these central issues, it is imperative that upcoming research concen-
trates on the production of newer, more varied, and ethically prepared
datasets of lip-sync deepfakes. More specifically, there is an urgent need for the
following;:
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e Demographically balanced datasets that include ethnicities, genders, ages,
and speaking styles that will guarantee that models are free from demographic
bias.

e Modern forgery technique coverage that promotes videos created with
state-of-the-art techniques such as diffusion-based models and new generative
models instead of relying solely on GAN-based forgeries.

e “In-the-wild” data with realistic perturbations such as compression
artifacts, variable lighting conditions, occlusions, and background noise giving
practical deployment scenarios.

e Ethically sourced data with proper consent and privacy protection that
will address the ethical failure in contemporary dataset curation practice.

Having such datasets available would provide a better ability to evaluate the poten-
tial for generalization, and to produce more robust systems that could be applied
to real-world problems. The other benefit of having different datasets available is
essential for producing systems that will operate fairly across different groups or pop-
ulations and avoid unintended bias towards certain populations. This is especially
important if such systems are to be applied to sensitive areas like law enforcement
and journalism or content platforms where moderation may be performed.

The lack of high-quality diverse lip-sync datasets is currently one of the biggest
bottlenecks to progress in the field. Solutions to this problem through systematic
data generation schemes, such as the use of synthetic data augmentation, federated
learning, and other privacy-respecting data gathering arrangements, or community-
sourced open datasets, should be a priority for the wider deepfake detection com-
munity.

6.3.5 Adversarial Robustness and Adaptation to Evolving
Threats

The review of the literature indicates the difficulty of the area with newly emerging
generative models, especially diffusion models in (Section 2.6.4). Future work should
address the robustness of the proposed model to provide adversarial perturbations
while also investigating the model’s ability to detect the forgery of new generation
synthesis techniques. The strength and practical use of the system could both be
strengthened by different forms of adaptive learning being developed that allow the
model to be continuously amended as new techniques of forgery are created which
may be able to be done either via online learning or continual learning systems.

6.3.6 Deployment and Real-Time Optimization

Ultimately, although the computational efficiency of the model has already been
measured with parameter and FLOP counts, future work may explore optimization
of the model for real world use. This would require model quantization and pruning
and optimization for specific hardware, e.g., mobile GPUs or specialized Al accel-
erators. Only when these steps have been taken, however, can real time inference
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speeds be achieved. The development of lightweight client-side implementations
that could run either on phones or web browsers would greatly extend the reach and
impact of the technology.
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