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Abstract

Novice developers often focus on quick progress and fast learning at the interme-

diary stage of web development, commonly disregarding the security aspects that

need to be considered. Many are not aware of key concepts such as input validation,

parameterized queries, and access control, which have adverse consequences such as

leakage of confidential information and loss of reputation. To explore this further, we

conducted 32 semi-structured interviews of Bangladeshi developers at novice, mid,

and senior levels working across both large and small enterprises. The interviews

were then transcribed, coded, and analysed using thematic analysis. Our interview

findings include several themes: developers frequently make tradeoffs between func-

tionality and security, code reviews are vital in ensuring safe coding practices, and,

while in the learning process, security concepts need to be taught in an effective and

motivating manner. We have developed and designed a narrative-based gamified

learning platform using the Octalysis framework to improve learning motivation.

The platform promotes security awareness and embeds security as a fundamental

competency alongside development skills. The learning content is structured around

seven common web security attacks, presented as progressive challenges within the

game narrative. The gamified solution was evaluated through the application of the

MEEGA+ model with a sample size of 30 participants. The IRT analysis classified

the gamified platform as GOOD QUALITY with a mean θ score of 60.11 (42.5 ≤ θ

< 65). This shows that the gamified solution successfully meets the requirement for

an effective and motivating security education for novice developers.

Keywords: XSS, SQLi, Dom Clobbering, IDOR, NoSQLi, Clickjacking,

Insufficient Authentication, Gamification, Octalysis, MEEGA+
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Chapter 1

Introduction

1.1 Background

In today’s digital age, the use of web applications in the fields of communications,

commerce, education, and governance has become a fundamental phenomenon, mak-

ing them the most targeted systems for malicious attacks. With the rapid growth

in full-stack development using modern technologies like several frameworks, novice

developers gain significant benefits, but system functionality is often prioritized over

web security. Such negligent behavior gives hackers a way to break the confidential-

ity and integrity of system functions at the same time.

Introductory courses on web development are designed to create useful, efficient ap-

plications, but do not pay much attention to important security aspects, such as

checking data, managing access, and ensuring safe session management. Without

guided learning, they inadvertently create insecure applications, or they often reuse

lines of code from open sources that are not verified, or apply AI-based tools that

may promote insecure practices. The evolution of the sophisticated nature of Inter-

net threats necessitates a shift in how developers (especially novice developers) are

trained to reason in terms of security.

The research addresses the potential of gamification, an effective educational tool

and training system to teach students about web security through several game-

like scenarios. The game’s primary goal is to aware novice developers about their

mistakes that can cause several security issues. This will give students educational

challenges to assess online threats and vulnerabilities, and teach them how to de-

fend their systems. This thesis also develops some interactive coding elements that

promote secure coding practices.
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1.1.1 Importance of SecureWeb Applications and the Threat

Landscape

The evolution of web technologies has paved the path from HTML pages to apps

using React.js, Node.js, MongoDB, and SQL, enabling websites to do a lot more.

Because of this complexity, cyber risks can target more parts of the network. Prob-

lems such as Insecure Direct Object References (IDOR), SQL Injection (SQLi),

Cross-Site Scripting (XSS), and Broken Authentication lead to system invasions,

reveal user information, decrease system performance, and have negative effects on

an institution’s reputation.

Threats that are not tackled properly can have catastrophic effects in real-world

scenarios. For example, SQL injection bugs were used to have access to the ad-

ministration section in the FlyCASS airline security portal, which allowed entries

in the TSA clearance list to be susceptible to modification, causing potential risks

to the airport security path. This kind of violation was connected with the unsafe

implementation of third-party services and input processing [38]. Similarly, an ex-

ploit of XSS on eBay directed people to credential-phishing pages it showed that

even highly scaled networks do not totally clean their front-end, despite their size

[26]. These events give us an understanding of how the complexity of the web and

insecure coding practices create areas of risk to both individuals and institutions.

Dalai et al. [14] suggest that most data breaches are the result of misconfigured

APIs, negligent use of session tokens, or errors in login protection. As attackers

improve, simple security mistakes can raise major concerns. Therefore, it is very

crucial for developers to keep security in mind from the beginning of the development

process to prevent these threats and make the system more secure.

1.1.2 Insecure Development Practices by Developers and

their Knowledge Gap

It is often the case that basic web development tutorials frequently overlook informa-

tion regarding web security—input validation, authentication security, and session

management—leaving it entirely up to the students. A reason novice programmers

do not understand the significance of security risks in web development is that they

often lack foundational knowledge of such risks. Consequently, even though most

web applications function properly, they are still vulnerable to various exploits. Bai

et al. [38] and Perry et al. [56] have found that programmers tend to use code

or resources found on Stack Overflow or use the GitHub Copilot service, usually

not being aware of the potential risks associated with these tools. When there is

2



not much guidance and a lot of pressure, these tasks can be particualrly risky for

developers. According to Gasiba et al. [47], many developer training programs do

not cover secure coding due to time constarints, lack of resources, and appropriate

platforms, and they do not prioritize security until a vulnerability is discovered. Ad-

ditionally, not following the right protocols and using APIs dangerously indicates a

lack of knowledge about security [14].

In contrast, Shar et al. [52] state that focusing on well-known issues in the OWASP

Top 10 [11] helps students increase their secure coding skills. All in all, these out-

comes suggest that students learn secure coding more effectively when they practice

hands-on work rather than passive lectures.

1.1.3 Gamification as a Tool for Educational Purposes

Gamification can be defined as a transformation of traditional learning environments

as unlike traditional learning methods, it does not only rely on passive learning. It

involves the use of design components from games in non-gaming contexts to en-

hance user engagement and motivation by creating a dynamic learning experience.

According to Yu-kai Chou [63], “Gamification is the craft of deriving all the fun

and addictive elements found in games and applying them to real-world produc-

tive games.” Conventional education often faces common challenges, such as low

motivation, limited participation, and difficulty in maintaining concentration. This

approach boosts motivation, supports better learning, and helps students focus, par-

ticipate actively, and enjoy learning by turning lessons into fun. Using games as part

of education has quickly become a popular approach for effective learning. By using

levels, challenges, instant feedback, and rewards found in games, gamified systems

motivate people, help them grasp concepts well, and assist them to stay actively

involved in learning. Both Mechanics-Dynamics-Aesthetics (MDA) and Mechanics-

Dynamics-Emotions (MDE) reveal that when features like puzzles and feature loops

in gameplay affect a person’s emotions, it assists memory and the process of learning

new skills [32][35]. Secure programming platforms are discovered to strengthen a

person’s coding abilities and keep those abilities for a longer period. For instance,

Figure 1.1 points out why a gamification system can be a great tool for educational

purposes.

3



Figure 1.1: Gamification - Educational Tool

Attack-defense topics can be managed through the use of gamification in learning

as developers learn how vulnerable code can create problems such as SQLi, XSS,

or IDOR and how to mitigate them. Therefore, such hands-on experience inspires

people to focus on security earlier rather than later. Likewise, SGI (Sustainable

Gamification Impact) recommends that fun tasks and balanced rewards influence

learners to stay interested in security training for an extended period [63].

1.1.4 Gaps in Traditional Security Training and Real-World

Consequences

Using traditional training methods such as textbooks and set lectures does not

guarantee that web applications will be secure. Many developers are not concerned

about security until they encounter a security incident themselves as shown by Bai

et al. [38].

Both Gasiba et al. [47] and Shar et al. [52] encourage teaching developers about

web security from the beginning. They believe that securing user data and sessions

should be a basic development skill, not regarded as something unique. Most tradi-

tional learning methods usually exclude simulation scenarios and tools that provide

feedback.

It is fair to say that developers cannot be prepared against threats with conventional

training. The company Medibank failed to use multi-factor authentication, which

resulted in hackers being able to log on to the network using stolen user credentials

and VPN. After two full weeks, it was discovered that private client information
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had been compromised. Fundamentally, the situation is not just a technical failure,

but also the cost of ignorance, as it showcases a lack of proactive response against

threats in the programming field. Even well-known vulnerabilities are exposed to

businesses when secure coding practices are not taught in development courses.

The consequences of these educational inequalities are evident. Moniruzzaman et al.

showed that 64% of government and business websites in Bangladesh had serious

vulnerabilities such as SQLi and problems with TLS encryption [43]. It is less

likely that personal shortcomings cause such errors and more that the training and

monitoring processes are not effective. The Bangladesh Bank cyberheist in 2016 [61],

which caused the loss of $81 million, is a clear example of the risks that occur when

security is not considered from the outset.

Such reasons highlight the need for training platforms that use games and practical

exercises to encourage developers to address today’s web security challenges.

1.2 Rational of the Study or Motivation

Web applications being the crucial backbone of the internet, compromising one’s

credibility can hamper both individual and institutional operations. These may

arise for several reasons, including malicious attacks or improper testing, but are

largely caused by insecure coding practices by novice developers who lack enough

security awareness. Sensitive data like personal information can be lost, altered, or

exposed as these vulnerabilities give a chance to the attackers to compromise data

credibility. Our research [43], shows that Bangladeshi websites have been targeted

by several cyberattacks, which emphasizes the necessity of raising urgent awareness.

The increasing number of security breaches and illegal access highlights existing

weaknesses in the country’s digital infrastructure. To validate that statement, this

study has analyzed different kinds of attacks, including SQL injection, XSS, Broken

authentication, and IDOR.

According to the study of Moniruzzaman et al. [43], 36% of the web pages are secure,

while the remaining 64% have various vulnerabilities, especially 53% of the websites

are exposed to XSS, 56% of them are exposed to SQL injection, and 15% have

been discovered at risk of CSRF. Similarly, a study on Bangladeshi websites that

are government and non-government found that out of 359 tested websites, almost

86% of them were vulnerable to SQL injection, with 19% of them at high risk, 18%

at medium risk, and 63% at low risk. Moreover, attacks like XSS, Clickjacking,

and CSRF were identified as major threats against website security [67]. In 2016,
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almost $81 million was stolen from Bangladesh Bank using illegal Swift transfers

and transacted in the Philippines as a result of weak banking infrastructure [61].

According to a report by Kundu et al. [34], almost 52% of banks are still at a high

risk of cyberattacks despite the increased IT facilities and security measurements.

As these incidents reveal several infrastructure flaws, several research studies have

found a fundamental issue, which is the lack of knowledge and poor coding habits,

like the reuse of online code snippets by novice developers. As per Alghamdi et

al. [53], several novice developers who are still students often copy code snippets

without proper validation from resources like Stack Overflow. As a result, it often

leads to poor quality and insecure code usage that is at risk for attacks like SQL

injection Cross site scripting.Tahaei and Vaniea [44] further mention that security

is often considered a secondary priority in terms of development. Beginner-level

programmers rarely receive practical knowledge about safe programming, and nu-

merous renowned online resources provide inaccurate examples. In the deployed

applications, novice developers often cause avoidable security errors as they do not

realize their mistakes because of their lack of proper knowledge. Additionally, while

testing can be a great help to identify the potential attack while building any soft-

ware, it becomes inefficient due to too many repeated procedures that arise from

unsafe coding practices. Since all the vulnerabilities cannot always be mitigated,

attackers often take a big advantage of that.

To address these issues, we have decided to work on a gamified system that will help

the novice developers to know more about these attacks. Compared to the conven-

tional approaches, gamified approaches increase learning secure coding practices by

developing habits through engaging and scenario-based learning. For students and

novice developers, the gamified platform aims to raise the standard of web security

in Bangladesh.

1.3 Problem Statement

With the increasing dynamism of web applications, also increases the scope for

intruders to attack and to exploit certain web vulnerabilities. Such vulnerabili-

ties occur mainly due to incorrect implementation and development along with the

integration of web technologies [57]. As a result of having a wide attack surface,

web-based softwares and applications are targeted [64]. People with malicious intent

can steal confidential data, cookies and sessions which can cause irreparable damage

to users and service providers, legal and financial loss being one of the many. As a

result, security flaws due to insecure coding by web developers need to be addressed

more than ever. Testing can be done to mitigate the problem, but if the matter is
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not handled from the root, it could result in a greater number of testing iterations

and, therefore, higher cost and inefficiency. Relying solely on testing is also an un-

wise decision because some vulnerabilities might remain unaddressed, which could

lead to serious consequences. Previous papers have addressed vulnerabilities caused

by insecure coding practices and how to resolve them, but have yet to get to the

root cause of the problem, which is developers prioritizing functionality over security

despite existing tools and security guidelines. Moreover, the traditional way of edu-

cation and training is not deemed effective [51], as they fail to motivate developers

to develop security awareness and instill its importance in real-world applications.

As a result, the gamified approach to education can play a huge role.

1.4 Research Objectives

The research aims achieving the following six goals.

RO1 Investigating the most common web vulnerabilities: The research iden-

tifies common web vulnerabilities, including SQL Injection, XSS, and IDOR,

that are common to novice developers, and brings awareness about their im-

pacts.

RO2 Identifying factors behind lack of security awareness and insecure

coding through Literature Review: The study examines previous liter-

ature, articles, and documents to identify the primary factors contributing

to novice developers’ lack of security awareness and writing vulnerable code

despite the availability of security policies and tools.

RO3 Identifying factors behind insecure coding through Developer In-

terviews: The study investigates the thoughts of novice, intermediate, and

experienced developers to elicit real-world practices, misconceptions, and in-

dustry expectations that contribute to insecure coding practices.

RO4 Designing and Developing a Game-based Learning Platform: This

research aims to introduce a gamified learning environment to simulate real-

world scenarios and give developers hands-on experience on the common mis-

takes made by developers and how to mitigate common vulnerabilities.

RO5 Identifying effective Game Evaluation Methods: This research aims to

identify the evaluation methods for the gamified platform and find the most

effective one to ensure a proper evaluation of the platform.

7



RO6 Evaluating the Effectiveness of the proposed Game: Evaluation of the

proposed game is done by a post-test approach, and feedback is taken from

novice developers on the usability and effectiveness of the game.

1.5 Scopes and Challenges

Here we are describing the possible scopes of this research and the challenges we

might face to implement those scopes.

1.5.1 Scopes

Security Education through Contextual Gamification

Our research creates a gamified platform that will be engaging, and it will teach

developers how to design secure websites through real-world scenarios by resembling

real-world developer practices. Moreover, it focuses on training the novice developers

to recognize and correct their coding mistakes, which is essential for building secure

web development behavior.

Focusing on Novice Developer Mistakes

Our research focuses on novice developers, where secure coding practices are often

overlooked. They are are frequently exposed to vulnerabilities as a result of improper

input validation, authentication, and insecure session handling. These could result in

several attacks like XSS, SQL injection, IDOR, broken authentication, and NoSQL

injection, which are the focus of this research from real-life examples.

Filling in the Knowledge Gap

Based on the OWASP top 10, our research deals with the shortcomings related

to privacy and safety so that at an early stage, developers can build safe coding

practices. It aims to address insecure coding habits like using unreliable tools or

copying code snippets from unsafe platforms and AI tools.
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Short Testing for Evaluation and Learnability using Frameworks

The gamification is followed by the Octalysis framework for better effectiveness

in the educational purpose. The novice developers can take part in short testing

sessions so that the usability and effectiveness can be evaluated.

Quantitative Assessment of Learning Impact

Unlike previous studies, this study focuses more on the quantitative evaluation. It

can be helpful in terms of measuring their level of understanding, and retention of

secure coding practices can be evaluated as well.

1.5.2 Challenges

Insufficient Coverage of Attack Scope

Although the study aims to teach novice developers about their coding habits that

may cause web vulnerabilities, it is not feasible to evaluate all the web-based at-

tacks within a single gamified platform. Attackers can always detect new types of

vulnerabilities or techniques to exploit personal and other sensitive information. It

can be quite challenging to find out all of them through this study.

Advanced Vulnerability Target Modeling or Neglected Vulnerability

The majority of gamified systems avoid technically complex and non-conventional

attacks since they are either difficult or lack any systematic theory. Including such

attacks like DOM Clobbering, CSP Bypass, CSS Injection, and CDN Tampering

mechanisms into the gamified platform not only requires a high level of technical

knowledge but also must be easily accessible to the learners. It might be a challeng-

ing task to prevent it from being overwhelming to the novice developers who will be

attempting to use the scenario-based challenges for learning purposes.

Balancing Educational Depth and Engagement through Gamification

To make sure beginner developers are encouraged, the gamification system must also

incorporate a point leaderboard, quizzes, interactive play, and feedback mechanisms

that are both encouraging and delightful. It is a challenging task to find a point
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of balance when leveraging a system that is both instructive and stimulating for

learning web development.

Measuring Long-Term Impact

Measuring long-term testing can be challenging. While short-term results are iden-

tified through several interviews and quizzes, it might be more difficult to deter-

mine whether a gamified system will result in long-lasting, secure coding practices.

Over time, it might not show real-world application. Long-term evaluations require

continuous observation and follow-up, which can be quite challenging because of

participant availability and the time constraints of this study.

Designs of Real-Life Performance Evaluation

Even though the gamification system can possibly prove to be effective in a controlled

environment, it might be quite challenging to estimate the impact on life on the

field. The participating developers should be checked to see to what degree they

are able to recall their mistakes. It might also be challenging to determine their

safe coding practices in the actual framework-based developmental practice, which

actively involves the speed of work.

1.6 Our Contribution

This study had the following six contributions:

• Investigation of the most common web vulnerabilities

We have identified and validated the importance of ten common vulnerabili-

ties (SQL Injection, XSS, DOM Clobbering, CSP Bypass, CDN Tampering,

IDOR, NoSQL Injection, and Clickjacking, CSS Injection, and Broken Au-

thentication), which are common among novice developers, but which are not

included in many traditional courses.

• Identifying factors behind lack of security awareness and insecure

coding through Literature Review

We have identified the main factors that lead to insecure coding practices

despite the security policies and tools that are offered, providing us with a

theoretical basis for the research.
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• Identified the factors behind insecure coding through Developer In-

terviews

We interviewed 32 mid-level, novice, and senior developers in Bangladesh (both

working in large and small companies) in semi-structured interviews, which

disclosed the following critical themes: functionality-security tradeoffs, the

significance of code reviews, and the necessity of inspiring security education.

• Designing and Development of a Game-based Learning Platform:

Play to Secure

We have created and implemented Play to Secure, a gamified learning platform

based on the Octalysis framework, which uses interactive, scenario-based chal-

lenges to teach secure coding methods by engaging core game drives instead

of traditional methods of learning.

• Identification of the effective Game Evaluation Methods

We have selected and used the MEEGA+ evaluation model as the most appro-

priate tool in evaluating our gamified platform, player experience, perceived

learning, and short-term learning outcomes in thirteen dimensions.

• Evaluation and Validation of the Effectiveness of the proposed Game

We have tested the platform with the help of 30 novice developers through the

MEEGA+ model and found that the platform scored above the 4.0 mark on

all dimensions, which indicates that our context-specific solution is practical

for them.

1.7 Thesis Structure

The rest of this thesis will be structured as follows. Chapter 2 includes a literature

review on web security vulnerabilities, insecure coding practices, and gamification

for security education. Chapter 3 goes on to talk about the requirements, impact,

and limitations of developing the gamified learning platform. Chapter 4 describes

the interview process that was used to conduct semi-structured interviews with

Bangladeshi developers. Chapter 5 provides the thematic analysis and results of the

interview that indicated that the main themes were security education needs and

functionality-security tradeoffs. Chapter 6 tells about the design and development

of the Play to Secure platform based on the framework of Octalysis. Chapter 7

gives the discussion on design implications and the core game functions. Chapter 8

describes the game evaluation strategy through the MEEGA + model. Chapter 9 is

an interpretation of the results of the evaluation. It also discusses the effectiveness
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of the gamified approach. Lastly, Chapter 10 provides an overall summary of major

findings, contributions, limitations, and future work recommendations.
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Chapter 2

Literature Review

This chapter presents a number of preliminaries related to our research such as

secure coding concepts and its importance, mitigation techniques, few common vul-

nerabilities, gamification and its use in education and so on. Furthermore, existing

research related to our study have been reviewed.

2.1 Preliminaries

This section highlights the value of secure coding techniques and typical vulnerabil-

ities as well as the significance of gamification systems and associated frameworks.

2.1.1 Secure Coding Concepts and Importance

Secure coding, or vulnerability-free software development, involves strong code that

withstands frequent attacks and adopts best practices in the processing of inputs,

authentication, and access control.

Secure code for online applications is required for input fields, session tokens, or

API endpoints as they are common targets for exploitation. Input sanitization

and validation, avoiding hard-coded credentials, and access control are some of the

practices that are encouraged to avoid these issues.

The OWASP Top 10 is a globally recognized standard to identify and address web

vulnerabilities, such as injection attacks, authentication, and design flaws [11].
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Secure Coding Practices and Mitigation Techniques

Access Control

Access control is the mechanism that ensures users can access only the resources

they are authorized to access [56].

Session Management

It refers to using identifiers such as cookies or tokens to securely manage user au-

thentication sessions [56].

Authentication

Authentication is the process of verifying trusted users before giving them access to

resources they are authorised to access [1].

Input Validation

Input Validation is the process of ensuring that user input contains no malicious

data and conforms to the expected patterns and values [58].

Parameterized Queries

Parameterized queries ensure that user input is treated as data rather than exe-

cutable code [58].

RBAC (Role-Based Access Control)

RBAC is an access control model that grants access to resources based on the user’s

role [13].

Indirect Access to Objects

Indirect access to objects refers to when web applications use indirect reference like

using hashed identifiers to access internal objects like files, database and URLs [56].

Penetration Testing

Penetration testing is the process of simulating real world scenarios to test for attacks

such as IDOR, XSS, and SQLi [56].

X frames Options

X Frames options is a security header that prevents a website from being embedded

in a malicious iframe [15].

Input Sanitization

The process of sanitizing input data to prevent malicious input from being executed

[58].

UI Event Verification

UI event verification refers to ensuring that user input is being accepted only when

the UI elements are visible and intended [15].
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2.1.2 Common Web Vulnerabilities

Here we have pointed out frequent vulnerabilities from the points of developers, like

SQL injection, Cross site scripting, Broken authentication, IDOR, Clickjacking and

Framejacking, NoSQLi, DOM clobbering, CSP byspass, CSS injection and CDN

tampering.

SQL Injection (SQLi)

SQL Injection is a security vulnerability that occurs when user supplied data is

directly embedded into a SQL query without any sanitization or parameterization.

Without any authentication procedures, attackers can gain access to database con-

tent which they can then modify or delete. Attackers can also exploit this security

flaw to download confidential information [40].

Cross-Site Scripting (XSS)

Cross-Site Scripting (XSS) vulnerabilities occur due to adding user-generated con-

tent to the web page without verifying its quality. It allows the attacker to execute

malicious JavaScript code in the web browser of other users, hence, obtaining session

cookies, redirecting the user to a phishing page or implanting malware into a client

machine [20].

Broken Authentication

Broken authentication is a vulnerability that involves a user identity checking pro-

cess. It is caused due to weak password rules, improper session management or

insecure storage of credentials. This vulnerability enables the attackers to act as le-

gitimate users and gain access to user accounts. They can then carry out malicious

actions within the system [1].

Insecure Direct Object References (IDOR)

IDOR is a vulnerability that is caused due to weak access control and authentication

which occurs mainly when the software application provides direct access to objects

based on user input and users can change the URL or parameter. Attackers can gain

access to internal resources just by manipulating the identifier in the URL which

can result in data leakage, deletion and modification [60].
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Clickjacking and Framejacking

Clickjacking mainly occurs when attackers are able to embed the legitimate page

of a website in an iframe which contains malicious UI elements. Using clickjacking

techniques attackers are able to violate the visual and temporal context integrity of

users [15].

NoSQLi

NoSQL injection is often caused by injecting harmful input, which compromises

data security and avoids authentication. It allows attackers to make changes to the

database because of widespread adoption of databases like MongoDB. Though one

might perceive that the NoSQL databases are immune to any injection attack, they

are not immune to security by obscurity. Attackers can exploit input by injecting

an expression or an operator in a query to fetch the data, raise privileges, or access

unauthorized data [28].

DOM Clobbering

Due to client-side vulnerabilities, attackers can inject HTML code with special el-

ements to assume precedence over JavaScript variables or functions in the DOM.

Attackers can override client-side input validation. Moreover, they can alter the

logic of the application by intercepting the application event handler, disrupting its

functionality [71].

CSP Bypass

The Content Security Policy (CSP) is developed to guard against attacks like XSS

by restraining the whereabouts of the scripts. However, attackers may bypass CSP

as a result of configuring rules incorrectly due to browser behaviour, usage of inline

scripts, and whitelisted assets. Thus, it is possible to break the protection tool and

inject scripts [65].

CSS Injection

CSS Injection occurs when Cascading Styles Sheets (CSS) fail to filter user input

allowing attackers to manipulate page styles, hide part of the information, alter

layouts of pages, or even to launch side-channel attacks such as the leakage of data
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by spillage, caused by visual cues [12].

CDN Tampering

CDN Tampering involves the distribution of bad or infected files via trusted Con-

tent Delivery Networks. Simultaneously, until certain checks, such as Subresource

Integrity (SRI) are executed, attackers can distribute malicious scripts to millions

of users making it a serious challenge in Third-party resource loading [25].

2.1.3 Gamification and its use in Education

Gamification can be simply defined as adaptation of game design in non-game sit-

uations to increase user engagement and motivation. It can be described as the

capability to extract all the entertaining and engaging aspects of games and im-

plement them towards real life scenarios or to the things that are productive, as

mentioned by Chou [39].

This process of gamification can be applied to various domains to increase attention

and motivation, particularly by incorporating elements like feedback, goal progres-

sion, and interactivity. In educational contexts, it can significantly boost learner en-

gagement by creating a dynamic and immersive experience. For instance, in secure

software training, where practical participation is crucial to understanding abstract

security principles, gamification can be particularly effective. It helps learners better

comprehend complex concepts by transforming theoretical lessons into interactive

experiences [51]. Additionally, gamification fosters a sense of accomplishment and

competition, further motivating users to engage with and master the content. By

embedding these game-like elements into educational tools, instructors can enhance

the learning experience and improve knowledge retention. For more understanding,

Figure 2.1 shows several fetures related to the gamification system.
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Figure 2.1: Gamification - Features

2.1.4 Gamification Frameworks

Structures creation endeavor requires theoretical exposure to the existing structures

of gamification. Ivanova et al. [41] summarizes the results of gamification models

that are used in the process of developing secure coding training environments.

The models are:

MDA (Mechanics-Dynamics-Aesthetics) Framework:

MDA framework [32] was first offered to be used in the games’ design in a manner

that gamified systems would be divided into three components:

1. Mechanics: The rule and system parts are points, badges, and levels.

2. Dynamics: Dynamics of user behavior: cooperation, competition.

3. Aesthetics: Entertainment, fun, or tension caused by the mechanics .

MDA helps the designers to simplify the gameplay framework by becoming ac-

quainted with the motivational responses that some features will tend to trigger.

Here, Figure 2.2 shows the MDA framework in details.
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Figure 2.2: MDA (Mechanics-Dynamics-Aesthetics) Framework

MDE (Mechanics-Dynamics-Emotions) Framework:

The MDE model [35] expands MDA and gives somewhat more emphasis to the

affective experiences of the learners. In accordance with it, the mechanics form

the user behavior (dynamics), and due to this fact, emotions are evoked. These

emotional responses, like thrill, aggravation, or a sense of accomplishment, play a

very crucial role in memory retention and strengthening of motivational foundation

in learning situations. For better understanding, Figure 2.3 shows how each and

every segments are interconnected with each other.

Figure 2.3: MDE (Mechanics-Dynamics-Emotions) Framework
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Octalysis Framework:

The Octalysis model, designed by Chou [35], describes eight core motivational drives,

namely epic meaning and calling, loss and avoidance, and others, and divides them

into

1. White Hat, Good, Long term: mastery, meaning, and independence.

2. Black Hat, Emergency, Short term: loss, lack, uncertainty.

This is the Roth model, which was applied to arrange motivational levels in the

design of training to ensure that there is participation in the short-term behavior

and behavior modification in the long-term behavior. Figure 2.4 represents the core

drives of the Octalysis framework.

Figure 2.4: Octalysis Framework

2.2 Review of Existing Research

The comprehensive literature review was organized into three distinct sections. The

first section examines the reasons why novice developers tend to adopt insecure cod-

ing practices, which include lack of awareness, knowledge gap and use of insecure

tools. Mitigation techniques such as input validation, parameterized queries, and

access control are also discussed. Consequently, such insecure practices give rise to

vulnerabilities, which are explored in the following section. This includes common
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web vulnerabilities such as SQL injection, Cross-Site-Scripting (XSS), DOM clob-

bering. The last section discussed our rationale behind implementing a gamification

system for raising security awareness as opposed to relying on traditional methods.

Existing frameworks such as MDA, MDE, and Octalysis are discussed to ensure user

engagement and sustainable learning.

2.2.1 Security Awareness of Developers and the Impact of

Tools

A study by Gasiba et al. [47] assesses web security awareness and compliance

amongst developers. They initially stated that 90% of vulnerable codes are caused

by design flaws, according to the Department of Homeland Security. A comprehen-

sive survey was carried out, based on well known ideas like Security-Related Stress

Theory and Neutralization Theory. These theories examine how stress causes devel-

opers to ignore security policies and why developers are prone to non-compliance.

The researchers then found that despite having various security tools and guidelines,

developers fail to comply due to reasons such as lack of awareness and knowledge

gap, time constraints and deadlines, and the lack of training programs to teach how

to mitigate such vulnerabilities. Finally, they provided suggestions such as integrat-

ing secure coding practice early on in the development lifecycle to get developers

habituated, providing appropriate security training, and fostering an environment

that encourages developers instead of causing stress. Moreover, a study by Shar et

al. [52] showed that integrating secure coding practices in web development courses

significantly decreases vulnerable codes. The authors focus on contextualized learn-

ing where new material is introduced to students within the context of its application

resulting in faster learning. They incentivised students to use security tools in their

coding assignments and taught the OWASP top 10 Vulnerabilities early on. This

study concluded in enhanced security knowledge and implementation which would

later help students in industry level. Bai et al. [38] has researched why web devel-

opers use insecure code snippets from online forums such as Stack Overflow. They

surveyed developers whose open source Github repositories contained exact snippets

from these kinds of forums. Moss was used for code clone detection and an anony-

mous survey was taken to find out that developers knowingly use such snippets due

to overconfidence in their security skills and prioritizing functionality over security.

Moreover, many did not have enough knowledge to validate such code snippets and

believed it was not their responsibility to do so. This study concludes that not

addressing these problems from the beginning of the development process resulted

in far more insecure codes. Perry et al. [56] came to a similar conclusion. They

talk about AI assistants and bots like Github Copilot which generate insecure code
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snippets which are then used by developers who do not have the necessary security

knowledge. Despite providing functionally correct codes, AI tools overlook the se-

curity threats that come with such codes. Two groups of participants were studied,

only one being allowed to use AI assistants and it was discovered that the group

using AI wrote more insecure codes which they were confident was secure .

2.2.2 Attacks in Focus

This study segment explores the literature based on the vulnerabilities commonly

discovered as a result of novice developers’ lack of insight.

SQL Injection

Over the past few years, SQL injection (SQLi) vulnerabilities have seen a significant

rise, with reported cases increasing from 100 to over 7,000 according to the National

Vulnerability Database [40]. According to Kamau et al. [69], SQL injection flaws

are a major contributor to cyberattacks, leading to serious consequences such as

data leaks, system disruption, and data manipulation or destruction. In fact, they

account for approximately 60% of all reported vulnerabilities and are classified as

critical under the CVSS v3 scoring system. The authors warn that these attacks can

result in data breaches, denial-of-service conditions, and even unauthorized system-

level control. Furthermore, according to Gupta et al. [40], SQL injection attacks can

take different forms: In-band, Inferential (Blind), and Out-of-band techniques; these

can then be categorized into methods such as error-based, union-based, tautology-

based, and time-based attacks. Research on SQL Injection is typically divided into

two main areas: detection and prevention. According to Kamau et al. [69], detec-

tion focuses on identifying vulnerabilities within web applications with the help of

a variety of tools like BSQL Hacker, SQLmap, SQLninja, and Safe3SQLInjection;

these tools have been developed for detecting vulnerabilities. On the other hand,

Gupta et al. [40] emphasize prevention strategies focused on safe and secure devel-

opment practices, particularly input validation and filtering, to reduce the risk of

injection-based exploits . According to Halfond et al. [9], “SQL injection vulnerabil-

ities have been described as one of the most serious threats for Web applications”.

They categorize SQL injection into tautology-based attacks, piggybacked queries,

second-order injections, and blind SQLi. Tautology-based injections exploit con-

ditional logic which allows unauthorized access by transforming queries to always

return true. This paper further claims, developers were making an effort to detect

and prevent SQLIAs, but failed to do so adequately and in every needed location.

They claimed that even though developers were trying to detect and prevent SQL
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injection attacks but were unable to do so. This human factor: overconfidence, ig-

norance, or time pressure, is the rationale for this thesis’ gamified training model.

According to Elshazly et al. [18], “SQLIA are easy to learn and exploitable, so this

method of attack is easily used by attackers”. They show that firewalls and other

intrusion detection systems (IDS) and even antivirus cannot identify SQL injections

attacks as these attacks happen at the application layer. This paper also shows the

growing sophistication of SQL injection attacks and also highlights the necessity of

better mitigation techniques.

Cross Site Scripting (XSS)

XSS is considered to be a very critical client-side vulnerability. It occurs within the

React.js front-end framework. Chowdhury [1] highlights several entry points for po-

tential XSS attacks due to its dynamic rendering of user generated content. If user

inputs are not properly sanitized, an attacker can easily inject scripts through input

options or other interactive components of the webpage. This is especially dangerous

when developers misuse React’s dangerouslySetInnerHTML property which allows

raw HTML to be rendered as per Kaur et al. [20]. Chowdhury [1] further references

several cases in which improperly handled user input in React leads to XSS, result-

ing in risks such as session hijacking, token theft, or malicious redirects. Some of

the mitigation strategies include: Sanitizing Input and Encoding Output, Content

Security Policy (CSP), Secure Cookies and Developer Education. The interviews

conducted with developers at Bangladeshi software firms highlight that XSS is a

common vulnerability found in web applications. Several firms had claimed that

it had started using automated tools along with manually reviewing codes to de-

tect and prevent XSS during development. One also pointed out that there has

been a decrease in XSS attacks after the introduction of development workshops

that focused on stronger security while development. In conclusion, XSS remains a

critical threat in MERN stack applications which require rigorous input validation,

secure coding practices, and consistent awareness training. Lui et al. [42] high-

light a broader problem in developer’s cybersecurity knowledge with the help of the

persistent cross-site scripting attacks and vulnerabilities in modern, security-critical

web applications. They cite more than 3.7 million form hijacking attempts, through

exploiting XSS vulnerabilities, intercepted in 2018 alone. They recommend mul-

tiple development disciplines and automated tools. They also categorize detection

methods: static, dynamic, and hybrid analysis. Tools like eDacota, XSS-Guard, and

JSPChecker were recommended for analyzing XSS vulnerabilities.
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Broken Authentication

Authentication and authorization are key pillars of web application security. Chowd-

hury [1] highlights that improperly implemented authentication and authorization

mechanisms can have various vulnerabilities, which could include unauthorized ac-

cess, privilege escalation, and data breaches. In MERN applications, authentica-

tion mechanisms such as JSON Web Tokens, OAuth, or session-based approaches

are commonly used. When these systems are misconfigured or when authorization

checks are insufficient, they may expose the application to risks such as token theft,

session hijacking, and unauthorized privilege escalation. MERN applications usually

use Role-Based Access Control (RBAC) or Attribute-Based Access Control (ABAC)

models. Blundo et al. [45] highlight how RBAC gives permissions based on user

roles but may lack the flexibility needed for dynamic or large-scale applications. On

the other hand, Siderova et al. [66] highlight how ABAC has more adaptability by

taking into account attributes like the user or the type of device used by the user.

Chowdhury [1] also notes that challenges still remain consistent in large systems

with multiple overlapping permissions where one incorrect role assignment could

lead to significant security vulnerabilities.

IDOR

Amissah and Bentil [60] highlight the significance of web security by exposing IDOR

(Insecure Direct Object Reference) vulnerabilities in an academic website and how

they allowed unauthorized access to sensitive data. As legitimate users, the authors

were able to access sensitive documents, including author certificates, acceptance

letters, and other users’ payment records, by merely altering the document ID in the

request parameter. This highlights critical privacy vulnerabilities in the system. By

referencing OWASP top 10 cheat sheet, the authors were able to conclude that this

attack falls under the IDOR category and gave suggestions on how to mitigate it, like

using RBAC and indirect access to objects. Furthermore, using a bug bounty-style

methodology, Shivam Singh and Monika Dandotiya [58] investigate IDOR by first

identifying the vulnerable web application and parameters that use identifiers similar

to the one in this example: example.com/orders?id=54321. They then check if the

parameters can be manipulated and if they can gain unauthorized access to files,

sensitive user information and access databases. They discuss mitigation strategies

such as implementing access control, using parameterized queries, validating user

input and conducting thorough penetration testing and regular security testing.

This method is repeated on multiple applications and parameters to discover other

insecure endpoints.
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Clickjacking

Huang et al. [15] researched different clickjacking methods used by attackers, like

layering invisible UI interfaces, leveraging CSS, deceiving users using timing based

cursor jacking. Existing mitigation techniques such as X frames options, Frame

busting Scripts and built in protections in browsers are discussed and improved

defense mechanisms such as CSP, UI event verification is proposed in this paper. It

is suggested that developers ensure browser events like clicks and hovers are not being

manipulated and user actions are prevented if a UI element is not visible. Detection

of malicious overlays and prevention by blocking third-party framing is suggested. A

research by Rydstedt et al. [13] gives us an insight on the top 500 websites according

to Alexa and their use of frame busting defenses to mitigate clickjacking problems

and the limitations to such defenses. They came to the conclusion that only 14%

of the top 500 websites used any form of frame busting, most of which follow a

similar pattern of having a conditional statement and a counteraction action that

helps navigate the legitimate page to the top. They also mentioned how attackers

use circumvention techniques like double framing or exploiting XSS filters and using

onBeforeUnload handlers to bypass simple frame busting strategies. The authors

then discuss defense recommendations such as X frame header and content security

policy (CSP).

NoSQL Injection

According to Ron et al. [28], MongoDB vulnerabilities usually arise due to a lack of

user input verification or proper sanitization before data is inserted in the database

that allows attackers unauthorized access to the database, allowing them to mess

with data, delete tables, or even steal sensitive information. For example, by insert-

ing $ne (not equal) operators or by using BOOLEAN conditions where the result

always returned “True”, attackers were easily able to alter the reviews of a product

in a vulnerable web application. Similarly, Hou et al. [27] added that URL-based

injections take advantage of how MongoDB works, as it accepts operators like ne

and or, which can give sensitive data to the attackers. Additionally, Ron et al.

[28] have also mentioned several attack types, such as JavaScript injection, union

queries, and Cross-Site Request Forgery (CSRF), that frequently allow attackers

to evade authentication systems, as these injections take advantage of the dynamic

query structure of MongoDB. Because of JSON-like format, novice developers often

assume that NoSQL databases are relatively more secure than traditional SQL sys-

tems, whereas their lack of awareness and safe coding habits make them extremely

vulnerable to these attacks.
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DOM Clobbering

Liu et al. [71] introduced Hulk, an automatic framework based on the Symbolic

DOM that finds and exploits DOM Clobbering bugs. It states that DOM Clobber-

ing is a harmful attack that relies on code reuse and leads to issues on websites by

confusing uniform identifiers in HTML and JavaScript, often ending in very serious

problems such as XSS or CSRF. Instead of using a single defence system and evalu-

ating static code, Hulk can address attacks that might happen while code is running.

Static methods won’t find any clobbering gadgets in JavaScript code that features

dynamic behaviour, aliasing or many nested if statements, claim the authors. Hence,

Hulk builds a Taint Dependency Graph with the help of taint tracking and concolic

execution and settles it with constraint modelling by using Symbolic DOM. Those

testing on the Tranco Top 5,000 uncovered 497 security issues, among them zero-day

flaws, in Google Client API, Webpack, MathJax and Closure, all popular JavaScript

libraries. As a result, it was discovered that a feature in the Google API library

made it possible for attackers to insert < iframename = ”scripts” > items into

the affected web applications and control them with new Function() calls. He also

mentioned that sanitisers and CSPs do not work well if developers are unfamiliar

with the handling of variables and conflicts by browsers. Ultimately, the study re-

veals that these weaknesses develop when programmers do not realise HTML and

JavaScript might be mixed. According to Khodayari and Pellegrino [54], the dif-

ference between what users assume is secure and the true safety of their data was

demonstrated when documenting over 70 gadgets that used CSP and sanitisation

yet were still found to be vulnerable. Looking at each tool individually and apply-

ing symbolic logic, they make sure to stress that under recognised clobbering is still

a severe threat. These interviews prove that DOM Clobbering is happening more

since it affects many browsers due to old ways and people’s habits.

CSP Bypass

Nowadays hackers can easily bypass their initial constraints by using broad script

whitelists and unsafe-inline directives, because poorly designed CSPs might make the

countermeasures useless (Weichselbaum et al.) [29]. Additionally, as Pylyp [65] has

mentioned, hackers obtain sensitive information by inserting malicious JavaScripts

that secretly redirect to servers used by the hacker. For example, a hacker avoids

CSP enforcement techniques and exploits using the window.stop() method to obtain

session-related data without notifying the user. In addition to that, Weichselbaum

et al. [29] have discovered almost 94.72% of CSP policies were useless against XSS

by evaluating almost 26,011 real-world CSP regulations because they used APIs like

JSONP or AngularJS. Because of a lack of experience and proper knowledge about
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these ways of attacks, novice developers trust third-party websites that contain dan-

gerous resources, and even developers with enough experience accidentally increase

the risk. They can better protect their applications from potential attacks like XSS

by understanding the vulnerabilities that occur because of these APIs. That’s why

creating awareness among novice developers against these attacks has become cru-

cial, which requires stricter CSP implementations and more comprehensive training

for them on secure coding practices.

CSS Injection

Huang et al. [12] argued that CSS should be considered vulnerable, disputing the

common belief that CSS is secure and unnoticeable. It was revealed that by organis-

ing specific CSS on web pages, attackers might steal auto-filled usernames and emails

and access them during cross-domain resource load. Because scripting is limited,

this technique helps users evade JavaScript blockers and specific security policies

known as CSP. They proposed Same-Origin CSS (SOCSS), a rule that blocks access

to stylesheets from different websites, and this rule is used by modern browsers now .

Moreover, Jin et al. [19] have looked into attacks on HTML5 applications for mobile

devices built using PhoneGap and similar tools. Based on analysing 15,000 APK

files, researchers discovered that 478 Android apps are at risk from code injection,

even when the user interacts with very simple things like LEGO blocks or sends

an SMS. They observe that these issues arise due to developers’ misapprehension

about the execution of CSS. Even with SOCSS and improved input checks, many

CSS issues are caused by misunderstandings; such points are rarely covered in of-

ficial training. Above literature reviews suggested interactive solution that shows

the risks to ensure that new coders learn to respond. To ensure developers do not

make mistakes, they also suggested to include CSS injection reallife scenarios in

early training so they treat design and implementation together.

CDN Tampering

Chen et al. [25] discussed what CDN forwarding-loop attacks are and described

how even minor mistakes in redirection and caching errors can lead to significant

Denial of service (DoS) incidents. In the paper titled CDN Loops, the researchers

demonstrated how attackers can design and take advantage of URLs to have two or

more CDNs continuously sending requests back and forth. It is believed that this

mistake is a result of how developers handle fallback origins and redirect settings,

as the novice developers lack a clear understanding of CDN connections. Likewise,

Triukose et al. [10] discovered that developers lacked appropriate handling of caching
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and checking how valid their request paths were, resulting in frequent exploitation

of both Coral and Akamai CDNs. Random strings and modified headers enable

the attacker to make each request evade the cache, forcing the CDN to request a

new response from the origin server, leading to heavy malicious traffic. Since edge

servers are considered credible infrastructure, the origin server ends up receiving

lots of simulated requests that look similar to genuine user actions. Furthermore,

Gillman et al. [22] went on to say that, even though CDNs help reduce the control of

common volumetric attacks, not fully understanding DNS, caching and TTL policies

can make them vulnerable. In another study, Liang et al. [21] analysed HTTPS and

CDNs together and found that mismanagement or oversights with certificates and

keys may lead to possible cases of spoofing, downgrading the security and failing

authentication. These studies highlight that most of the time, developers put CDNs

in place without looking into the possible dangers of how they are configured. Each

of these papers stresses that the critical risks in CDNs are often caused by the

developer not fully knowing how it works and cannot be blamed solely on malicious

actors From these concepts, author portrayed how lack of awareness and wrong

assumptions by developers can lead to problems in system forwarding-loop issues

and how we can tackle these by teaching system-level thinking in gamified tutorials.

2.2.3 Gamification System and Frameworks

Gamification enhances motivation, facilitates improved learning, and encourages

students to focus, engage actively, and enjoy the learning process by transforming

lessons into enjoyable experiences. Learning software development—which involves

a multitude of coding languages, concepts, and design principles—can be particu-

larly challenging for novice developers. However, gamification can significantly aid

these developers in learning more effectively. Priyadi et al. [50], after reviewing 23

recent studies on learning software development through gamification, from IEEE

Xplore, ProQuest and Scopus found that common gamification elements such as

points, levels, badges, leaderboards and social engagement are widely applied to

encourage productive behaviour. Nardo et al. [63] conducted a systematic review

of 68 studies published between 2015 to 2023, adhering to PRISMA guidelines, on

the application of software engineering education and training. They also identi-

fied the utilization of comparable mechanisms explored how gamification integrates

game elements like quests, badges, points, and challenges into non-game contexts.

Furthermore, Arif et al. [37] explore the design and implementation of an inter-

active web-based coding application to address the challenges faced by students in

learning web programming languages such as HTML, CSS, and JavaScript, which

are often difficult to grasp through traditional, non-interactive teaching methods us-

ing a combination of ADDIE instructional design model and prototyping a software
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development the platform which offers real-time coding, rewards points and pro-

vide immediate feedback. For validating the application, they have done qualitative

testing where both experts and students achieved an average score over 87% which

demonstrates that the application is motivating, engaging, and supports learning.

However, the study focuses on short-term engagement and lacks an assessment of

long-term retention and sustained interest.

True gamification is about identifying the motivations of individuals and developing

experiences that connect those reasons to drive changes in behavior and learning

rather than about points, badges, and leaderboards[39]. Frameworks help structure

gamification by connecting game mechanics to underlying psychological motivators

and learner engagement. Some popular frameworks known in gamification include

MDA, MDE, Octalysis, and Sustainable Gamification Design (SGD) [41]. Priyadi et

al. [50] found that none of the studies use a standardized framework, as all of them

rely on their own individual approaches. In contrast, Nardo et al. [63] use popular

frameworks like Octalysis, MDA, and motivational theories like self-determination

theory. However, there isn’t any single dominator standardized framework that is

universally adopted in software engineering education. Hunicke et al. [5] formalize

game design into three interconnected components: mechanics (rules and features

such as points, badges, and missions), dynamics (player interactions with these me-

chanics, fostering behaviors like competition, exploration, and collaboration), and

aesthetics (the emotional and motivational experiences such as challenge, discovery,

and narrative immersion). He analyzed a babysitting game using the MDA (Mechan-

ics, Dynamics, Aesthetics) framework. The game evolved in three passes: simple

exploration for young children, more challenges and complexity for kids 7-12, and

competitive, strategic gameplay for older players. This progression targeted intrinsic

motivations like challenge and competition by adjusting the mechanics, dynamics,

and aesthetics at each level. Robson et al. [24] adopted the mechanics-dynamics-

emotions (MDE) framework from MDA(Mechanics-Dynamics-Aesthetics) and fo-

cused on emotions because they capture better effective outcomes. The emotional

responses of players, such as excitement, frustration, and triumph, drive engagement

and behavioral changes. The MDA places a broader focus on aesthetic experiences

evoked by gameplay, whereas the MDE emphasizes emotional engagement as central

to motivating behavior change. Chou [39] proposed eight core drives—Epic Mean-

ing and Calling, Development and Accomplishment, Empowerment of Creativity and

Feedback, Ownership and Possession, Social Influence and Relatedness, Scarcity and

Impatience, Unpredictability and Curiosity, and Loss and Avoidance that help struc-

ture gamification in education by enhancing motivation, engagement, and learning

outcomes. Additionally, the Octalysis framework distinguishes between White Hat

drives (positive, empowering—such as Meaning, Accomplishment, and Creativity)

and Black Hat drives (urgent, pressuring—such as Scarcity, Unpredictability, and
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Loss), enabling a balanced design that promotes long-term motivation without cre-

ating negative stress. Later on, CoMa [33], a gamification-based e-learning system

designed to teach Java Programming to improve student learning outcomes, engage-

ment, and motivation. The game uses the same mechanisms (leaderboards, experi-

ence points, badges, challenges, and leveling) to create a competitive and interactive

learning environment. To ensure that its features function properly and meet the

desired objectives, the system uses white-box and black-box testing. The results

were positive; CoMa successfully motivated students and enhanced their learning

experience, making it more enjoyable and effective.

2.3 Summary of Key Findings

The literature clearly indicates the lack of secure coding practices by novice web ap-

plication developers, especially because the element of web security is not given the

utmost emphasis in the formative stages of training programs on web development.

Such critical vulnerabilities as SQL injection, XSS, IDOR, CSRF, DOM clobbering,

or CSP bypass [38][56][28] are typically linked to unsafe coding practices, the un-

verified reuse of code, or the absence of a secure system of authentication or input

validation. Studies by Bai et al. [38] and Perry et al. [56] further claimed that be-

cause of being unaware of potential risks of using insecure lines of code from Stack

Overflow or AI-powered coding assistants, such as GitHub Copilot, the vulnerability

disclosure expands. These practices have also been verified through our literature

review while investigating the common web vulnerabilities caused by novice devel-

opers due to a lack of knowledge, which is mentioned in research objective as RO1.

The literature also states that gamification based on the frameworks, including

MDA, MDE, Octalysis, offers a transformational experience of learning to impose

the habits of secure coding. With the combination of the affective interactions

(through MDE), motivation stimuli (through Octalysis), gamification would create

engagement and behavior change among the developers [39][24]. It further testifies to

the fact that gamification can be of use in the field of enhancing learning, especially

when done on real-life security issues.

More than 60% of the sites examined in Bangladesh, both government-owned and

privately owned, are in a dire state, according to empirical studies by Moniruzzaman

et al. [43] and Ahmed [67]. The primary cause of this is that the web developers

did not initially consider secure design. By integrating gamification approaches

in the training of early development, this research will eradicate the awareness-

implementation gap.
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Even though prior literature explored gamified learning and secure coding, majority

of the presented sources do not include the existence of vulnerabilities that can be

associated with a specific gamification framework and apply to the recent stacks,

e.g., DOM clobbering or CSP bypass. It should also be mentioned that consistent

and systematic reviews of gamified tools containing real-life coding tasks or cog-

nitive assessments do not exist. Finally, the majority of gamified apps work with

theory rather than simulators of practical simulations of real-world attack and de-

fense scenarios. This study attempts to fill such gaps by taking a context-sensitive,

technically inclined, behavioral approach towards the development of a secure web

development course.

In conclusion, the results demonstrate that, according to the current models of

teaching and based on the known vulnerabilities of security, gamification is not just

a convenient but an essential approach to enhancing secure coding habits in novice

programmers. It also fills the gap of knowledge that lies between the acquaintance

of the theory of web security and practice and provides a certain level of scale that

can be utilized to fight the increasing threats of web security. Table 9.2 in Chapter

9 provides a comparative analysis of our research against existing studies.
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Chapter 3

Methodology

This chapter describes the methodology of our research. The entire procedure is

broken down into three steps, each one of which develops out of the previous one to

create a workflow. The first stage is the discovery of vulnerabilities and the discovery

of a gamification framework to develop a foundation. The second step is dedicated to

the design of the gamified platfrom, and an interview is carried out to learn security

practices and focus on the real-life developer experience for additional insight. The

third and last stage is the implementation and evaluation of the gamified platform

to determine its effectiveness. To be more specific, Figure 3.1 shows the general flow

of the methodology.

Figure 3.1: Detailed Methodology
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3.1 Phase 1: Vulnerabilities Identification and Gam-

ification Exploration

During the initial stage of the study, the researcher determined the secure coding

vulnerabilities that are typical among novice developers. Vulnerabilities that are

brought about by poor coding practices are also discussed in terms of mitigation

strategies. Furthermore, the use of gamification instead of conventional training

approaches is discussed, as well as the frameworks. Identification of vulnerability

and exploration of gamification divided into 2 segments:

3.1.1 Identification of Vulnerabilities

Literature Review

An extensive literature review is done on typical web vulnerabilities, with several

of them being emphasized in the OWASP Top 10. These are SQL Injection, Cross-

site Scripting (XSS), Broken Authentication, Dom Clobbering, CSS Injection, CDN

Tampering, NoSQLi, Clickjacking, and IDOR, among others. The review also found

reasons behind the insecure development practices that included stress coding, time

constraints, unawareness, use of AI-generated code, and insecure code snippets on

the internet. The methods of mitigation that were examined included input valida-

tion, parameterized queries, secure session tokens and access control mechanisms.

3.1.2 Gamification Exploration

Literature Review

Gamification has been researched as a replacement of conventional training tech-

niques, with the help of a broad literature review. To determine how effective it is

in enhancing the capacity of novice developers to acquire secure coding practices.

Gamification and Framework Exploration

To determine the elements that are best in the promotion of engagement, moti-

vation and knowledge retention the MDE, MDA and Octalysis frameworks were

investigated.
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3.2 Phase 2: Gamification Design and User Study

In the second step, the information gained during the literature review and user

study is synthesized to inform the design of the gamified system.

3.2.1 Interview for Validation and Additional Insight

An interview has been carried out with developers in order to understand not only

what they know about secure coding and what vulnerabilities they have to deal with

in real life, but also what difficulties they experience when implementing mitigation

strategies. Their views regarding the adoption of secure coding practices have also

be investigated in the interview. The findings have confirmed the findings of the

literature review confirm the knowledge gaps and coding behaviors that will result

in vulnerabilities.

3.2.2 Framework-Based Game Design

According to the interview and study results, the gamified platform has been de-

signed. This involves the choice and incorporation of adequate frameworks (MDE,

MDA, Octalysis) to organize the mechanics, dynamics, and motivational influences

of the game. The conceptual framework modules, challenges, and interactive com-

ponents that are associated with certain vulnerabilities and mitigation practices.

This phase makes sure that the gamified system is pedagogically viable and feasible.

3.3 Phase 3: Implementation and Evaluation of

the Gamification

The third and final phase focuses on the implementation and effects of the gamified

training system using quantitative analysis.

3.3.1 Creation of the Gamified Platform

A prototype of the game is created first to model secure coding practices. The

modules tackle different vulnerabilities. It also includes progress tracking, points,

badges, and rewards to improve engagement using frameworks and retention.
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3.3.2 Evaluation Criteria

Cognitive Load

The ability of the participants to process and retain secure-coding knowledge has

been assessed. The MEEGA+ model is used to measure cognitive load in order to

compare the gamified model with the traditional educational methods.

Usability and Learnability

To evaluate the model, usability, and learnability, comprehensive feedback have

been taken from the participants. The results of the feedback will be analysed to

determine the effeciency of the system.

The findings and recommendations extracted from the literature review and user

study have been implemented through a gamification system along with a real-

world evaluation process. The training system will ensure that knowledge gaps

and insecure coding behaviour of novice developers are minimized by being both

engaging and educational.

35



Chapter 4

Semi-Structure Interview

The chapter describes the approach taken to design, implement and analyze a set

of semi-structured interviews used to research the security practices of software

developers and their attitudes towards gamification-based software learning as a

means of learning to write secure code. It also describes the development of the

interview protocol, the method of recruiting and categorising participants, data

collection and analysis. The pilot testing procedures, method of analysis and ethical

considerations that were observed to proceed the research are also presented in the

chapter.

4.1 Interview Approach and Participants’ Engage-

ment

4.1.1 Overview of Participants and Study Approach

A total of 32 software developers from Bangladesh participated in the study, which

covers a wide range of organisational contexts and professional roles. To represent

knowledge, practice, and perspective variations among stages of professional devel-

opment, participants have been grouped by experience level: 20 novices, 9 mid-level,

and 3 senior developers. In Table 4.1, the demographics of novice developers have

been shown. Moreover, in Table 4.2, the demographics of the mid-level and in Table

4.3, the demographics of senior developers have been shown. For clarity, JD is used

to denote Junior Developer, while SE refers to Software Engineer.

The interviews were semi-structured, so there was consistency through sessions, but

there was flexibility to explore emerging ideas in greater detail. This method encour-

aged participants to present real-life experiences based on development processes,
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awareness of vulnerability, and the perspective on the effectiveness of gamified se-

curity learning. The interviews were carried out in person or via the Internet and

were recorded with permission to use, and transcribed.

Table 4.1: Demographic Information of Novice Developers

ID Age Gender Experience
(Yrs)

Job
Role

Training Projects Code
Reviews

Work
Mode

N1 18-24 Male 1 JD No 3 Sometimes Team

N2 18-24 Female 1 JD No 3 Sometimes Team

N3 18-24 Male 1 JD No 3 Sometimes Team

N4 18-24 Male 1 JD Yes 6 Not much Team

N5 18-24 Male 1 JD No 4 Not much Both

N6 18-24 Female 1 JD Yes 4 Not much Team

N7 25-30 Male 1 JD Yes 3 Not much Team

N8 18-24 Male 1 JD Yes 4–5 None Both

N9 18-24 Male 1 JD No 3 None Team

N10 18-24 Male 1 JD Yes 8 Never Both

N11 18-24 Male 1 JD No 8 Sometimes Team

N12 25-30 Male 2 JD Yes 4 Regularly Individual

N13 18-24 Male 2 JD Yes 3 Never Team

N14 18-24 Male 2 JD No 4 None Team

N15 18-24 Female 1 JD Yes 3 None Team

N16 18-24 Male 1 JD Yes 7 Sometimes Team

N17 18-24 Male 1 JD Yes 9 Regularly Team

N18 18-24 Male 1 JD Yes 10 Regularly Team

N19 18-24 Male 1 JD No 3 None Team

N20 18-24 Male 1 JD No 4 None Team
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Table 4.2: Demographic Information of Mid-level Developers

ID Age Gender Experience
(Yrs)

Job
Role

Training Code
Reviews

Work
Mode

M1 25-30 Female 4 SE No Regularly Team

M2 25-30 Male 3.5 SE Yes Regularly Team

M3 25-30 Male 4 SE Yes Regularly Team

M4 25-30 Male 4 SE No Regularly Team

M5 25-30 Male 3 SE Yes Regularly Team

M6 25-30 Male 3 SE No Regularly Team

M7 25-30 Male 4 SE No Regularly Team

M8 25-30 Male 4 SE No Regularly Team

M9 25-30 Male 4 SE No Regularly Team

Table 4.3: Demographic Information of Senior Developers

ID Age Gender Experience
(Yrs)

Job
Role

Training Code
Reviews

Work
Mode

S1 25-30 Male 6 Senior
Engineer

No No Data Team

S2 36-40 Male 14 CTO Yes Regularly Team

S3 36-40 Male 18 Software
Archi-
tect

Yes Regularly Team

The interview questions were formulated with great care based on three major in-

puts, which included a thorough literature review on the vulnerabilities chosen, a

thorough insight into the secure coding practices and a succession of interviews with

security experts. These professionals were essential in examining and certifying the

sets of questions so that they could be pertinent as well as fit the various levels of

developer experience. The consultations were conducted in several informal discus-

sions where the research team could refine the questions in a manner that made it

very close to the objectives of the study. The key aim of this process was to un-

derstand better the process of development, secure coding behaviours, and typical

weaknesses that are manifest in various levels of professional experience.
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The interviews were arranged in three successive circles, each of which was devoted

to a specific group of participants:

Round 1: Novice Developers

The first round was aimed at novice developers to scale their level and awareness

of secure-coding expertise and awareness. Moreover, we investigated their preferred

methods and formats for learning security concepts.

Round 2: Mid-level Developers

The second round was designed with the integration of security concerens into ev-

eryday development, and with learning preferences and the source to their security

knowledge (as possessed earlier as novices or later in industry practice, organisa-

tional conventions or formal courses).

Round 3: Senior Developers

The last round discussed the views of senior developers on the pitfalls that may befall

novices, how they mentor novices to develop a secure mindset, how they evaluate

the status of novice developers, and what their recommendation is to teach security

in teams.

The participants were initially grouped into novice, mid-level or senior developers

through a short background and demographic block of questions that included years

of experience, career stage and project history. This level-based classification made

the comparisons between levels possible.

At this point interviews were conducted under two general themes across all cohorts:

Insights on Security Vulnerabilities- discussing the most common vulnerabilities and

how security practices are implemented. Secondly, Gamification Systems- exploring

preferences to game-based strategies of enhancing good practice in secure-coding. As

the question forms were similar to allow structured cross-level analysis, the content

focus was differentiated as a novice would be established in baseline understanding

and eliciting preferred learning modes, mid-level developers would explore how se-

curity is integrated into day-to-day practice and when/where that knowledge was

acquired, and seniors would explore approaches to closing perceived gaps, mentor-

ship practices, and advice to make effective security education.

4.1.2 Participant Recruitment

The participants were recruited majorly by carrying out email invitations to the

software developers, requesting them to participate in the study. Besides direct
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recruitment, there was the snowball sampling strategy [31] whereby the current

participants recommended other possible participants. This method facilitated the

study team tapping a greater number of participants at various levels of experience.

The interviews were either in-person or online sessions, as each participant preferred

and was available. This versatile setup made it more accessible and convenient to

everyone involved.

The eligibility criteria was decided primarily based on the years of experience in

software development because this was an important variable in the research study.

In the case of novice developers, besides the limited years of experience, the par-

ticipants must have completed at least three development projects, which meant

that they would have adequate practical experience to reflect on their own coding

practices.

Overall, the sample size of the researchers was 32 developers, including 3 senior

developers, 9 mid-level developers and 20 novice developers. The results given in this

section are as a result of the data obtained on these 32 participants. Participation

was voluntary, and no financial incentives or compensation was given.

4.1.3 Pilot Testing

Pilot test was conducted to identify the clarity, relevancy and practicability of the

interview protocol, prior to the actual data collection. The pilot tests were taken

consisting of three individuals with different levels of experience in the field of de-

velopment and one of them was a peer of the researchers (a novice developer), the

other was the research assistant, working on the project (intermediate developer),

and the third was the senior developer (the senior software solution architect).

The pilot tests’ aim was to ensure that the interview questions were not too difficult

to answer, the duration of the sessions was appropriate and that there were no

procedural pitfalls that might affect quality of the data collection. The protocol was

slightly modified depending on the feedback of the pilot participants. Specifically,

two more questions were added to pursue additional issues of the research topic, and

a number of the existing questions were reformulated to enhance their lucidity and

brevity.

Pilot test results showed that there were insignificant changes that had to be made

and that no significant differences were observed between the pre and post-changes

in data. The pilot test datas were therefore retained and incorporated in the analysis

as they did not influence the validity or the comparability of the responses.
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4.1.4 Interview Protocol and Initialization

Participants were given a brief overview of the procedures at the beginning of each

of the sessions. It also explained the direction in which the interview would take.

This was to ensure transparency and consistency between sessions. General house-

keeping (when, format, consent) was also discussed in the brief, and a comfortable,

predictable environment that encourages open responses was established. The con-

sent process was conducted before the formal discussion began to ensure that the

participants understood and wanted to participate in the discussion.

All participants were given a comprehensive consent form beforehand, which ex-

plained the aim of the study, the type of their participation, the mechanism of data

handling, and their rights as the study participants. A copy of the consent form

was signed and sent back to the researchers by each participant prior to the start of

his/her interview session.

In order to introduce some contextual information about the participants, a short de-

mographic interview was introduced at the beginning of each session. These included

age, highest level of education, gender, job title and self-reported security expertise

in addition to the nature of projects they were typically engaged in. Gathering such

demographic information was necessary to put the responses of the participants into

perspective and to detect trends at different degrees of expertise.

The interviews were open-ended, and thus the participants were able to give in-

depth information depending on their own knowledge and experience in their line

of work. The interviews were divided into two sections. The first section was

devoted to the general experiences of the participants with the identified attack

vectors and how familiar they were with vulnerabilities and mitigation approaches

in real-world development environments. The second section was dedicated to the

role and the possible contribution of gamification systems to secure development

practices. Interviews were fully documented and audiotaped to achieve precision

later on during analysis.

All the interviews were about half an hour to an hour long. The answers given

were very insightful on the struggles novice developers go through and how the

implementation of secure coding practices can be a decisive factor in mitigating

such vulnerabilities.
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4.2 Procedure Analysis

The process of analysis was initiated by the verbatim transcription of all the audio

recordings of the interviews with the 32 participants. All the identifiable informa-

tion, including professional titles or study levels, was eliminated to provide confi-

dentiality. Each of the participants got a certain alias according to their order of

interviews and experience: novice developers received the names N1 to N20, mid-

level developers M1 to M9, and senior developers S1 to S3. This ensured the analysis

focused on the content of the interviews rather then the participants’ identities.

The interview data from novice, mid-level, and senior developers were analyzed us-

ing an inductive thematic analysis approach. Thematic analysis helps in identifying

patterns and insights that emerge from participants’ responses [8]. This methodol-

ogy enabled the research team to uncover nuanced details about developers’ experi-

ences, knowledge, and attitudes toward security practices and gamification.During

this process, the Taguette tool was used to assist in refining and shortlisting the ini-

tial codes for better understanding of the transcriptions. As a result, 42 preliminary

codes were obtained from senior developers, 27 codes from mid-level developers, and

10 codes from novice developers. These codes were then carefully revised, polished,

and grouped into overarching categories and major themes through several consulta-

tions within the research team to ensure analytical rigour and internal consistency.

First of all, for novice developers, four fundamental themes were selected for analysis

and all of them were further divided into two categories. The first theme, Security

Awareness was divided into, Knowledge of Vulnerabilities and Security Considera-

tions. The second theme, Learning and Development was categorized into, Learning

Sources and Framework Dependency. Thirdly, Security Practices and Experience

into Implementation Practices and Code Reviews along with Real-world Security

Incidents. Lastly, the theme Attitudes and Motivation was segmented into Security

Responsibility and Learning Preferences.

In the case of mid-level developers, there were six primary themes. The former

Secure Development Practices was further divided into three categories, namely,

Workflow and Automation, Dependency and Tools, and Security Knowledge and

Learning Gaps. The theme also emphasized the necessity of systematic work pro-

cesses and application of security tools, and difficulty of filling the knowledge gap in

secure development. The second theme, Responsibility Sharing, was further broken

into two themes, Team Roles and Organizational Constraints. This theme explored

developers perception of their roles considering organizational structures and teams.

A third general theme, Vulnerability Awareness, included Framework Dependency

vs. Explicit Knowledge, Common vs. Advanced Vulnerabilities, Infrastructure-Level
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Security and Authentication Practices. This theme demonstrated how the develop-

ers were mindful of the various vulnerabilities levels they faced with the focus on

safe practices in both common and advanced scenarios.The remaining codes were

directly categorized under the three main categories. For senior level developers,

it was found that there were three prominent themes and these included Security

Practices and Mentorship, Security-Specific Topics, and Gamification and Motiva-

tion. The initial theme, Security Practices and Mentorship was further categorized

into Effect of Deadlines on Security, Use of Security Tools, Security Responsibility,

and Mentorship and training. This theme discussed the process of prioritization of

security and deadlines by senior developers, their implementation of security tools,

and their mentoring of junior developers. Security-Specific Topics was the second

theme, and the categories that were added to it were SQL Injection, XSS, DOM

Clobbering, CDN Tampering, CSS Injection, NoSQL Injection, Clickjacking, and

Learning Sources for Vulnerabilities. This theme demonstrated what particular vul-

nerabilities senior developers target and how they learn about such vulnerabilities.

Finally, the Gamification and Motivation theme was divided into Gamified Men-

toring, Mystery, Gifts and Individual vs. Team Focus. This theme was dedicated

to the possibility of gamification in improving the security training and encourag-

ing developers, demonstrating the way in which the elements of the game may be

incorporated into the mentoring and security training courses.

Altogether, the thematic analysis showed that there are significant differences be-

tween the way developers with different levels of experience perceive and approach

security. The middle-level developers were far more preoccupied with practice in

operations, workflows and direct responsibilities, but senior developers combined a

strategic oversight with mentorship and broader security consciousness. These find-

ings provided a fundamental context to the thesis, as it showed the specific gaps in

secure coding behaviors of novice, mid-level and senior developers and how the gaps

could be remedied by certain interventions, particularly through gamification-based

learning approaches, to establish more robust security behaviors throughout the first

few years of a developers career.

4.3 Ethical Considerations

A semi-structured format was used in the interviews, and three groups of participants

were identified, including novice, mid-level, and senior developers. This method gave

an opportunity to have a guided discussion and the freedom to have unexpected

insights that came up in the discussions.

The research protocol was properly structured to guarantee the confidentiality and
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anonymity of all participants, so no personally identifiable data (names, email ad-

dresses, organisational affiliations.) were collected. Rather, general demographic

data were collected, such as the age range of participants, years of experience in

development, and the nature of the organisation that they were working in (e.g.,

startup, medium-sized company, or a large enterprise).

Data gathered have been anonymised before being analysed and reported to avoid

identification of any individual participants. Transcripts and the recordings of the

interviews were saved in encrypted and confidential online storage, which could be

accessed by the research team only. The audio recordings will be destroyed after the

submission and publication of the thesis in line with the data privacy rules.

Participants were well informed on the voluntary nature of their participation. They

were informed that they may leave the interview at any time without any reason

and no consequences would be applied. Informed consent was taken beforehand,

and all the participants were informed about the purpose of the research, the data

handling procedures and their rights as participants.

4.4 Study Limitations

This research paper recognises some of the limitations that can influence the gen-

eralisability, richness, and breadth of the research results. Though data saturation

was achieved when the sample had 32 respondents, the sample size was purposely

skewed towards novice developers, with 20 respondents having one to two years of

development experience. Although this concentration is justified by the main point

of the study of the novice developers’ security practices, it also led to the under-

representation of the middle-level and senior developers. The other weakness is

related to the limited population of participants. Since the research was conducted

among software developers, security specialists such as penetration testers, security

architects, or members of special security teams were not included.

The interviews were limited to 45 minutes each, which provided insufficient time

for in-depth discussions of complex vulnerabilities. While generic attacks like SQL

Injection (SQLi) and Cross-site Scripting (XSS) were covered adequately, more ad-

vanced issues such as Insecure Direct Object References (IDOR), DOM Clobbering

and CSS Injection, received limited attention. Consequently, the research has re-

duced depth on advanced attack vectors and mitigation strategies.
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Chapter 5

Interview Findings

The findings of the interviews with novice, mid-level, and senior developers are

discussed in this chapter. The objective was to investigate their attitudes toward

gamification as a method of improving security awareness. Significant variations in

the security practices and expertise of developers with various levels of experience

have been shown through the analysis.

5.1 Analysis of Novice Developer Responses

A detailed analysis based on the results found from the thematic analysis shown in

Table 5.1 is presented in the following section.

Table 5.1: Thematic Analysis Results on Novice Developers

Theme Category Findings

Security

Awareness

Knowledge of

Vulnerabilities

Majority unfamiliar with common

vulnerabilities (e.g., SQLi, XSS).

Nearly all have never heard of

OWASP Top 10. Heavy reliance on AI

tools (ChatGPT, BlackBox AI) for

code generation without

understanding security implications.

Security

considerations

Most do not consider security during

coding. Their focus is mainly on

feature completion and functionality

over security measures.

Continued on next page
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Table 5.1 – Thematic Analysis Results on Novice Developers

Theme Category Findings

Learning and

Development

Learning sources Most of them are self-taught through

online courses, YouTube, and AI tools.

Got minimal formal security training

from universities. Security topics

treated lightly in academic settings.

Framework

dependency

Heavy reliance on frameworks

(MERN, Laravel, Django) and

authentication libraries (Firebase,

JWT) without understanding

underlying security mechanisms.

Security Practices

and Experience

Implementation

Practices and Code

Reviews

About half of the participants follow

basic security practices (password

hashing, token usage, input

validation). Often copy-paste code

from AI without any verification.

Security handled rarely rather than

proactively. Limited participation in

security-focused code reviews.

Primary focus on functionality

completion rather than security

validation.

Real-world security

incidents

The majority never faced security

issues. Limited real-world exposure to

security vulnerabilities and their

consequences.

Attitudes and

Motivation

Security

responsibility

All agree developers should be

involved in security planning.

Recognize the importance of

protecting user data (credit cards,

personal credentials).

Learning preferences Nearly all prefer game-based learning

over traditional courses. Motivated by

competition, leaderboards, and

engagement. Considered traditional

university lectures as theoretical and

forgettable.
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5.1.1 Security Awareness and Knowledge Gaps

The fundamental security understanding of novice developers was found to be severely

lacking. Developers frequently expressed unfamiliarity when they were questioned

about common vulnerabilities like SQL Injection and Cross-Site Scripting. “I have

no idea, I have only heard of these vulnerabilities”. This knowledge gap extended

to industry-standard security frameworks, as nearly all participants were unaware

of the OWASP Top 10 guidelines. N2’s response, “I have no idea about OWASP

Top 10”, represents the widespread absence of basic security concepts among novice

developers.

Educational institutions appear to contribute to these knowledge shortcomings. Sev-

eral developers reported that security received minimal attention in their formal

training, with one noting “I have learned nothing (security related) from university,

just PHP and SQL.” Another explained that while university courses mention secu-

rity topics, they are “treated pretty lightly among students. It did not really help a

lot.” These responses suggest that security awareness in academic settings remains

superficial and fails to establish lasting comprehension.

The situation is further complicated by widespread reliance on AI-generated code

without critical evaluation. Multiple developers acknowledged learning through

“AI,” “ChatGPT,” or “BlackBox AI,” with one admitting they “I just used the codes

ChatGPT gave me” without considering security aspects. This approach to devel-

opment, copying code without understanding its security implications, accelerates

feature delivery while simultaneously creating dangerous blind spots in developers’

security awareness.

5.1.2 Learning Sources and Framework Dependency

Novice developers acquire technical skills primarily through self-directed online learn-

ing, including courses, YouTube tutorials, and AI assistance, with minimal struc-

tured security training. This method of instruction results in developers who are

capable of implementing features but lack the principles of security. University ed-

ucation, when mentioned, was characterized as providing only superficial coverage

of security concepts that students find boring and struggle to focus on, quickly

forgetting the material.

Their coding knowledge is heavily framework-dependent. Developers consistently

rely on modern frameworks (MERN, Laravel, Django) and authentication libraries

(Firebase) to handle security aspects automatically. While these tools provide im-

portant protections, developers demonstrate limited understanding of the underly-
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ing security mechanisms. This creates a problematic pattern.When frameworks offer

security features, for instance, developers can install them, but they lack the neces-

sary knowledge to determine when framework protections are insufficient or how to

separately implement security measures.

The lack of knowledge prevents novice developers from analyzing security threats

critically, while the pressure to complete tasks and meet project milestones within

the deadline encourages shortcuts and neglect of security. Use of overly simplified

frameworks helps this cycle by allowing novice developers to deliver their project

quickly without maintaining secure codes in their project. Together, these three

factors produce developers who view security as an afterthought, perpetuating the

gap between academic learning and real-world secure development.

5.1.3 Security Practices and Real-World Experience

Implementation Practices and Code Reviews

When developers implement security measures, their approach tends to be super-

ficial and convention-driven. Authentication mechanisms like “Firebase,” “JWT

Token”, “2 Factor Authentication” and “Password Hashing” are commonly used,

but interviews revealed these are typically default choices rather than informed de-

cisions. N2’s statement that “The main target is to complete all functionalities,

security is not prioritized at all” encapsulates the broader pattern of treating se-

curity as secondary to functionality. Code review participation, a critical quality

control mechanism, is missing among novice developers. Responses ranged from

“Never” to “Sometimes” to “Not often” with N3 noting they only participated “If

I am confused about the code, then yes, I do code reviews.” This inconsistent en-

gagement in code review processes means security vulnerabilities in novice-written

code may persist undetected through development stages.

Real-World Security Experience

Most novice developers reported never encountering security-related issues in their

projects. Rather than indicating effective security practices, this reflects limited

exposure to production environments and real-world threat scenarios. Several de-

velopers acknowledged their projects “were not deployed out in the market” or re-

mained academic exercises, meaning they have never experienced the consequences

of security vulnerabilities in operational systems. As the main objective of devel-

oping these projects was to complete the required functionality, novice developers

never really targeted further secured deployment processes.
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5.1.4 Attitudes Toward Security and Learning

Recognition of Security Importance

Despite substantial knowledge deficiencies, all novice developers agreed that de-

velopers should participate in security planning. Their justifications demonstrated

awareness of security’s importance, citing concerns about “data breaches,” protect-

ing “credit card info, phone number,” preventing “unauthorized access,” and en-

suring ”users safer websites.” N1 referenced “Bangladesh Bank security breaches,”

indicating awareness of local security incidents and their consequences.

However, a significant gap exists between theoretical acknowledgment and practical

implementation. Developers identified several contributing factors: time pressures

“Due to time constraints, developers do not implement their theoretical security

knowledge”, prioritization of functionality over security, and absence of structured

guidance for implementing security measures systematically.

Preference for Gamified Learning

Responses to gamified learning approaches were overwhelmingly favorable, with

nearly all participants expressing preference for game-based learning over tradi-

tional educational methods. N3 emphasized that games would be “interesting” and

create engagement through competition, stating “It will create a competitive envi-

ronment so motivation to learn will increase.” N9 explained the retention problem

with traditional education: “During traditional methods such as university lectures,

students learn theoretical concepts and forget everything after exams,” highlighting

how examination-focused learning fails to produce lasting knowledge.

N10 emphasized the ability of games to bridge the theory-practice gap, adding “The-

oretical knowledge can be gained from traditional courses, but it is difficult to imple-

ment in real life. So the game would be more effective.” This resolves the ongoing

imbalance that several developers found between professional practice and classroom

instruction.

Not all responses were positive in terms of the gamification process. One developer

mentioned that gamification might only sustain engagement “For a short period

of time,” raising concerns about long-term effectiveness. Another advocated for

“Combination of both options. Universities should include such courses” alongside

gamified approaches, suggesting complementary rather than competing educational

methods.

The strong enthusiasm for gamification, combined with demonstrated knowledge

49



gaps and minimal engagement with traditional learning, provides strong evidence

that game-based security education is an effective solution for the novice developers.

5.2 Analysis of Mid-Level Developer Responses

A detailed analysis based on the results from the thematic analysis of the Mid-level

developers shown in Table 5.2 is presented in the following section.

Table 5.2: Thematic Analysis Results on Mid-level Developers

Theme Category Findings

Project

Experience

Significant projects Developers worked on diverse

projects: government databases

(security-critical, large-scale), fintech

systems (biometric verification, Mobile

Financial Services), blockchain-based

energy certificates, and rapid delivery

projects with little QA. Many

highlighted a theory–practice gap and

the importance of security in

real-world projects.

Secure

Development

Practices

Workflow &

automation

Some teams used automated pipelines

(Jenkins, Spring boots) and

dependency checks, while others relied

heavily on manual testing or ignored

security at setup. Security was often

considered secondary to functionality.

Dependency & tools Mixed awareness: some prioritized

secure dependencies and patching;

others ignored deprecated packages.

Security tools were inconsistently

used.

Security knowledge

& learning gaps

Many developers reported mentorship

gaps, reliance on AI tools, or learning

by doing. Security was often not

prioritized in early development.

Continued on next page
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Table 5.2 – Thematic Analysis Results on Mid-level Developers

Theme Category Findings

Responsibility

Sharing

Team roles Security responsibility was often

senior- or architect-led. Medium

developers overlooked security but

were corrected in code reviews. In

some cases, developers outsourced

security to testers or specialists.

Organizational

constraints

Time pressure and client requirements

often dictated security practices.

Some companies avoided certain tools

(e.g., GitHub banned for safety) to

reduce risks.

Credentials

Management

Handling credentials Practices included Vaults, .env files,

runtime injection, Jenkins credentials,

environment variables, and hashed

passwords. Some developers

emphasized avoiding GitHub leaks.

Vulnerability

Awareness

Framework

dependency vs.

explicit knowledge

Developers relied heavily on

framework-provided protections for

SQLi and XSS but lacked foundational

understanding of underlying concepts

(e.g., query parameterization). Many

admitted knowing vulnerabilities only

theoretically without practical

implementation knowledge.

Common vs.

advanced

vulnerabilities

Strong awareness of SQLi, XSS, and

IDOR (emphasized UUID

insufficiency and need for server-side

access control/authorization checks,

primarily using RBAC). Severe

knowledge gaps for advanced threats:

DOM Clobbering, CSS Injection,

CDN Tampering, and NoSQL

Injection. Most developers had

limited to no understanding of these

niche vulnerabilities.

Continued on next page
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Table 5.2 – Thematic Analysis Results on Mid-level Developers

Theme Category Findings

Infrastructure-level

security

CDN security and SRI were largely

considered DevOps responsibilities.

Most developers showed minimal

engagement or deferred to

infrastructure teams, revealing a blind

spot in end-to-end security awareness.

Authentication

practices

Implemented password hashing

(mostly bcrypt) and access control

but choices were often

convention-driven rather than

informed. Some developers couldn’t

explain why specific algorithms were

chosen, indicating passive adoption of

security practices.

Learning and

Training

Gamification and

awareness

Participants agreed gamified learning

quizzes, leaderboards, and

competitions were more engaging than

traditional workshops. However,

concerns were raised about practical

relevance and avoiding real-world

misuse of game examples.

5.2.1 Project Experience and Security Awareness

Mid-level developers often faced the challenge of transitioning from university-level

projects to real-world applications, which revealed significant gaps in their under-

standing of security. Many of them worked on large-scale government, fintech, and

blockchain-based projects, which required handling sensitive data and ensuring ro-

bust security measures. M2 shared, “Security is a huge priority” in their project,

highlighting the growing importance of securing sensitive data in real-world appli-

cations. While university training provided foundational knowledge, it was only

through hands-on experience that they truly grasped the significance of security

practices. For example, M2 mentioned that his experience in government projects

involved significant database management, where “confidential client data has to

be handled” properly to avoid legal consequences. Moreover, M9 quoted: “Finally

when all our modules are done, our main coordinator says we will release an Al-

pha application for certain users. After good feedback we move to the production
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deadline.” further shows staged deployment with real users before full production, a

security-conscious practice that allows vulnerability discovery in controlled settings.

This contrasts with other participants who didn’t mention staged rollouts. M9 also

mentions : “When we are developing a project to aim for a certain market place,

these security vulnerabilities need to be considered and good practices need to be en-

forced. That is when we need to study ourselves. When we enter a company, the

company structure teaches us their security policies.” This observation underscores

the gap between theoretical knowledge and practical security needs in the indus-

try. Developers realized that security is not a secondary concern but a fundamental

aspect of development, especially when handling critical data. As M2 mentioned,

“Security concepts learned at university were not given as much importance,” but

in a job setting, security becomes non-negotiable.

5.2.2 Secure Development Practice

The use of security tools and integration into development pipelines was inconsistent

across teams. While some developers adopted automated pipeline tools like Jenkins

or Spring Boot and dependency checking to streamline their workflows, others were

more reliant on manual processes, often neglecting security during setup. M1 added

that secured codes were not the client’s main priority reflecting the tendency for

security to be deprioritized, especially when deadlines are tight or functionality is

the main focus. Moreover, M1 mentioned that developers are not security concerned

while developing initially, when security is a concern, a separate security team is

hired to test for security after development. M9 validates this by saying “When we

develop a feature, our first priority is to complete the feature. Only after that is the

layer of abstractions and security policies added”.

Some developers highlighted their approach to ensuring security during setup. For

instance, M3 mentioned using reliable dependency versions to mitigate vulnerabil-

ities, but he noted that not all projects implemented security tools in the same

manner. He added, “Not all projects contain deployment pipelines,” which led to

inconsistent security practices. This variation in practice, especially the reliance on

manual testing or ignoring deprecated packages, shows that security is sometimes

an afterthought or an added step rather than integrated from the start.

5.2.3 Responsibility Sharing

Security responsibility within teams was typically shared, but the extent of involve-

ment varied based on team roles. Senior developers, devops engineers, and security
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specialists played key roles in setting security standards, while novice developers

were often more focused on code functionality than security practices. M2 noted,

“Security issues are not prioritized during development, mainly novice developers

overlook security,” but these issues were usually addressed in code reviews. “If

insecure code is overlooked during these reviews and is used in production, it is im-

mediately fixed,” emphasizing the importance of peer review and team collaboration

in maintaining security standards. M9’s explanation further reveals role specializa-

tion that creates knowledge boundaries. This shows how organizational structure

can limit security tool exposure even for mid-level developers.

Mentorship played a significant role in spreading security awareness, especially for

novice developers. Developers noted that novice team members often lacked the

practical knowledge to implement security effectively. As M1 pointed out, “Due to

time constraints, developers do not implement their theoretical security knowledge in

coding,” suggesting that ongoing mentoring and real-world practice are essential for

bridging this gap. In some teams, security specialists took the lead, but in others,

the lack of a dedicated security expert meant that developers were responsible for

self-educating on security best practices.

5.2.4 Credential Management and Security Practices

For credential management, developers employed various strategies, such as storing

database credentials and API keys in secure vaults and using environment variables

to prevent sensitive data from being exposed. “We try to keep API keys, tokens,

and database credentials in a secure place,” said M2, highlighting the importance of

proper data storage practices. Despite these practices, not all developers followed

such security measures. For example, M6 admitted that “I don’t know what kind

of packages are being downloaded” during project setup, indicating a lack of focus

on securing dependencies. Some developers also emphasized encrypting credentials

and using secret scanning tools during deployment. M4 further highlighted security

concerns with code repository platforms, stating that they do not trust GitHub’s

public cloud because of risks related to data leakage and conflicts. Instead, they pre-

fer a self-hosted or private GitLab instance, which allows greater control over both

the environment and security. M6 stressed that uploading environment variables

should be avoided at all costs. In contrast, M3 prioritized secure dependency selec-

tion and regular updates, underscoring the importance of managing dependencies

for security.
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5.2.5 Vulnerability Awareness and Security Knowledge

Developers recognized the importance of preventing vulnerabilities such as SQL

Injection (SQLi), Cross-Site Scripting (XSS), and Insecure Direct Object Refer-

ences (IDOR), though there were varying levels of awareness and practices. The

responses revealed a clear divide between framework-reliant security and explicit se-

curity knowledge, with many developers depending heavily on modern frameworks

to handle security automatically.

Framework Dependency vs. Explicit Knowledge

For common vulnerabilities like SQLi and XSS, developers exhibited strong reliance

on frameworks. M2 explained, “Modern day frameworks can mitigate this vulner-

ability (SQLi) and internally parameterize the queries, thus the risk is mitigated.

During coding, people don’t inherently keep this vulnerability in mind. They mostly

know it in theory.” M3 echoed this sentiment: “SQL injection is one of the most

known attacks, so current frameworks already mitigate it.” Similarly, for XSS, M2

noted, “Firebase contains built-in scripting, React has content verification which

mitigates this issue (XSS). Developers don’t need to handle it as tools handle it.”

However, this framework dependency revealed a concerning pattern. M5 candidly

admitted, “I know SQL injection but I am not familiar with the term Query Param-

eterization,” highlighting a gap between theoretical awareness and practical under-

standing. M6 expressed similar uncertainty regarding XSS mitigation tools, simply

stating “No idea” when asked about HTML sanitization and output encoding. This

suggests that while frameworks provide protection, many developers lack the foun-

dational knowledge to implement security measures independently or recognize when

framework protections might be insufficient.

The Depth Divide: Common vs. Advanced Vulnerabilities

A striking knowledge gap emerged between well-known vulnerabilities and more

advanced attack vectors. While developers were generally familiar with SQLi and

XSS, understanding deteriorated sharply when discussing DOM Clobbering, CSS

Injection, and CDN Tampering.

M6 acknowledged the existence of DOM Clobbering but dismissed it as “Less risk for

modern systems as client side and server side validation is being done.” However,

M3 and M5 both admitted uncertainty, as M5 stated that “Not sure” and only

noting that “DOM manipulation is done using JS.” This partial awareness suggests
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that many developers recognize the theoretical existence of such attacks without

understanding their practical implications.

The knowledge gap was even more pronounced for CSS Injection. M2 deferred

responsibility entirely: “Frontend developers would know about this vulnerability.

From the backend, we ensure validation occurs and bad data is filtered.” M5 con-

fessed, “He has no idea about CSS Injection. He just knows that JS injection can

send unauthorized access.” Only M4 demonstrated deeper understanding, noting

that “CSS injection is harder” because it is more difficult to detect compared to

JavaScript Injection, and emphasized that “CSP sometimes works, but if we use

inline CSS, CSS injection can be avoided from that perspective.”

NoSQL Injection revealed the most significant knowledge gap overall. Among those

who had some awareness, opinions differed on which injection type posed the greatest

risk. M2 identified “Timing based injection” as “most commonly overlooked,” while

M3 focused on “syntax injection,” and M4 prioritized “operator injection” as the

most critical concern. This scattered understanding and lack of consensus suggests

that as NoSQL databases gain popularity, security education has not kept pace with

adoption, leaving developers vulnerable to attacks they may not even recognize.

Infrastructure-Level Security

When discussions moved to infrastructure-level concerns like CDN Tampering and

Subresource Integrity (SRI), most developers showed limited engagement or deferred

responsibility to senior roles. M2 candidly stated, “In general, Junior and mid-level

developers do not handle it, senior developers do. People who prioritize security and

build the infrastructure keep this in mind for higher security projects.” This perspec-

tive revealed a common pattern where infrastructure-level security is perceived as

outside the scope of typical development work. Some developers expressed passive

trust in external providers. M3 explained his reliance on CDN providers: “If you can

access something with CDN other people also can. If there are vulnerabilities in such

CDN providers it will be fixed immediately. That is why I trust it.” This assumption

that security would be handled by third parties reflects a potential blind spot in

understanding shared responsibility models. Others demonstrated confusion about

different types of infrastructure threats. M7, stating “HTTPS is not enough as

DDoS (Distributed Denial-of-Service) can occur,” mixing concerns about denial-of-

service attacks with content integrity issues. This confusion highlights the difficulty

many developers face in distinguishing between different infrastructure-level secu-

rity concerns. In contrast, M5 demonstrated comprehensive understanding of SRI

mechanisms, explaining that it “compares it with the provided hash. And if it does

not match, the browser basically blocks the resource.” He further noted the limita-
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tions of HTTPS alone, explaining that “HTTPS actually creates the channel to pass

the compromised content” if the CDN itself is compromised, showing awareness that

encrypted channels don’t guarantee content integrity.

Authentication and Access Control: Practical but Uninformed

Interestingly, while developers implemented authentication measures, their choices

were often driven by convention rather than informed decision-making. When asked

about password hashing algorithms, M2, M6, and M7 all used Bcrypt, but their rea-

soning revealed passive adoption. M6 stated that “it came as a default and everyone

used it and was comfortable with it. I know how to use it, that’s why I use it.” M1

admitted to using Bcrypt “because someone else took that decision, I did not.” Only

M5 demonstrated informed selection, choosing Argon2 specifically because it “can

basically mitigate both GPU related attacks” and is “more time consuming, and

actually it’s hard work, it’s more safe.” For IDOR protection, developers showed

better awareness of the limitations of UUID alone. M2 emphasized, “UUID is not

sufficient, access control is required. UUID can be acquired and an attacker can gain

access to privileged information.” M6 provided detailed insight into her approach:

“Some things are not passed in the URL parameter, these informations are taken

from logged in information, or session. UUID/Hash is not used, backend check is

done.” However, she acknowledged that the use of UUID or hashed IDs depends on

project requirements and architectural decisions. She emphasized the importance

of comprehensive security checks, noting that “Developers have to think about all

cases and handle this vulnerability. Sometimes they can miss a case and then an

IDOR attack occurs. I myself fixed someone else’s code.” This practical experience

highlighted that regardless of the identifier strategy chosen, proper authorization

checks remain essential to prevent IDOR vulnerabilities.

5.2.6 Gamification and Security Training

Developers generally prefer gamified security training over traditional methods, find-

ing it more engaging and effective, especially for novice learners. M2 stated, “Secu-

rity issues are overlooked in case of training, it is only addressed when an issue has

already occurred,” suggesting that a proactive approach through gamification could

prevent such oversight. “For prevention games are a better option,” he added, advo-

cating for game-based learning to reinforce security knowledge before vulnerabilities

arise. M6 emphasized the importance of depth in gamified learning: “If games are

designed in a way to ensure I am learning the concept to the core, I would appreciate

playing those games. I would get entertainment and I would learn those concepts.”
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M9 provides support for gamification: “I always love gaming experience from those

types of workshops. Attack scenarios are given and then we have to solve them from

our side, I think this will be a more efficient way to learn.”

However, the effectiveness of gamification was not universally accepted. M3 raised

concerns about gamified learning, noting, “For novice developers, it won’t be bene-

ficial in the long term if short questions or snippets are given on a topic. However,

they might find the topic interesting and later want to do more research. So along

with the quizzes, add resources on the topic.” M1 was even more skeptical, stating

bluntly, ”If someone has interest in the topic, they would want to learn. In this

case, gamification would be a good option. If he has no interest, nothing would

work,” suggesting that gamification alone cannot overcome fundamental lack of mo-

tivation. Gamified elements like leaderboards, badges, and team challenges were

seen as particularly motivating tools. M6 highlighted the competitive aspect: “If 5

of us are given a challenge to write the best coding solution, we can then be assessed

based on that. Coders have the ego that they know best so we can use that component

in a positive way to make them learn security aspects.” He further noted, “If I can

showcase my skills and badges (for example in Codeforce), I would be more encour-

aged to use it.” M4 agreed, adding, “Yes it will motivate players as it will create

a competitive environment among many players. If these badges can be converted

into something valuable, users will be motivated.” However, M5 offered a more con-

ditional perspective on gamification design, cautioning that effectiveness “depends

on the design of the game,” and emphasized practical concerns: “Make the game

in such a way that attackers cannot take advantage and use it in real life for the

wrong purpose. Not everyone will learn with good intentions therefore be careful.

You can use pseudo code or a gaming scenario or controlled environment.” This

concern about potential misuse was critical, as he warned, “Make sure no attacks

can be done IRL by playing the game.”

5.3 Analysis of Senior Developer Responses

A detailed analysis based on the results of the senior developers from the findings of

the thematic analysis is shown in Table 5.3 and presented in the following section.
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Table 5.3: Thematic Analysis Results on Senior Developers

Theme Category Findings

Security Practices

and Mentorship

Impact of deadlines

on security

Senior developers recognize security

practices must be maintained despite

tight deadlines. Some negotiate

deadlines to ensure security (e.g.,

payment-related features like Robi

scratch card). Non-critical apps like

blogs may have relaxed security

requirements. Novice developers may

skip security aspects during urgent

deadlines, relying on code reviews.

Frameworks (Laravel, Django)

mitigate basic security risks, but

hands-on practice and guidance from

seniors are needed for efficiency.

Security tool usage Security tools are part of the workflow

and may slow progress slightly, but

they are not frustrating.

Cybersecurity teams provide

vulnerability reports, recommend

patches, and discourage unsafe server

versions. Poorly optimized queries can

affect security but not necessarily the

tools.

Security

responsibility

Security is shared across the team.

Senior developers, leads, and security

specialists guide practices, but all

senior developers have responsibility.

In small or mid-range companies,

security may be less formal due to

cost. In larger companies, DevOps,

and security teams collaborate.

Penetration testing is handled by

dedicated teams in renowned

companies.

Continued on next page
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Table 5.3 – Thematic Analysis Results on Senior Developers

Theme Category Findings

Mentorship &

training

Mentorship is crucial for awareness of

input validation, secure coding, and

confidential data handling. Seniors

conduct grooming sessions, provide

feedback, encourage learning through

courses and certifications, and foster a

culture of knowledge sharing. Novices

learn through guided practice, code

reviews, and gamified platforms like

HackTheBox to simulate

vulnerabilities (SQLi, XSS).

Security-Specific

Topics

SQL Injection Most frameworks mitigate SQLi, but

novice developers sometimes write

vulnerable code. Industry-grade

infrastructure (API gateway,

framework validation) adds

protection. Practice and repetition are

essential for muscle memory.

XSS Novice developers often lack practical

knowledge. Many have only

theoretical awareness. Black-box

testing is mostly handled by QA

teams; in development, it may

complicate workflows.

DOM Clobbering Senior developers have limited

awareness. Predictable global

variables are risky. Patch and

disclosure practices depend on

experience.

CDN Tampering Use of third-party CDNs (e.g.,

Cloudflare) is preferred over

self-hosting due to security

specialization and cost. Security relies

on provider guidelines and reliability.

Continued on next page
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Table 5.3 – Thematic Analysis Results on Senior Developers

Theme Category Findings

CSS Injection Backend-focused senior developers

have limited exposure. Best practices

include proper tag closure,

sanitization, avoiding third-party

stylesheets, minimal inline CSS, and

secure data handling.

NoSQL Injection Novice developers rarely use

mitigation libraries (e.g.,

mongoSanitize()). Awareness is

limited when using NoSQL databases.

Clickjacking Server-side mitigations are

emphasized; client-side methods are

limited due to browser control.

Headers like CORS are often

sufficient.

Learning sources for

vulnerabilities

Basic knowledge often comes from

university, but in-depth understanding

develops during industry experience.

Continuous learning is needed as

vulnerabilities evolve (e.g., OWASP

Top 10).

Gamification and

Motivation

Gamified mentoring Mixed opinions: some senior

developers prefer traditional

responsibility-based learning; others

find gamified approaches (quizzes,

leaderboards) engaging and helpful for

retention.

Mystery Gifts Suggested rewards include skills or

tools that provide market value (JWT,

Bcrypt, API security, Docker, CI/CD

pipelines). Flexibility is advised, as

framework relevance varies.

Continued on next page
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Table 5.3 – Thematic Analysis Results on Senior Developers

Theme Category Findings

Individual vs. team

focus

Individual progress is preferred for

initial learning; team collaboration

can follow after feedback. Team-based

security learning encourages holistic

awareness but may be harder to

implement initially.

5.3.1 Security Practices and Mentorship

Impact of Deadlines on Security Practices

The senior developers interviewed highlighted a critical tension between tight dead-

lines and the maintenance of robust security practices. Senior developers emphasized

that security must remain a priority regardless of deadlines. As S1 noted, “Security

practices are unspoken rules to follow even if deadlines are urgent. If the deadline

is near, you have to negotiate that it is not possible in this many days as security

cannot be disregarded.” This indicates that, while deadlines may push senior devel-

opers to consider shortcuts, security is a fundamental requirement that cannot be

compromised.

However, in some scenarios, developers working under tight deadlines may skip se-

curity checks, relying on other teams (e.g., QA or code reviews) to mitigate risks.

S2 shared that novice developers, in particular, may skip security measures when

pressed for time, emphasizing the need for continuous learning and awareness, par-

ticularly through frameworks like Laravel or Django that mitigate basic security

risks. The interviewees also observed that frameworks automatically address cer-

tain security vulnerabilities (e.g., SQL Injection), but novice developers may lack

the foundational knowledge to avoid mistakes manually. In essence, frameworks help

alleviate risks but hands-on knowledge and guidance are necessary for efficiency.

Security Tool Usage and Workflow Impact

Most senior developers acknowledged that security tools are integral to the devel-

opment workflow, although they can slow down progress. S1 remarked, “Security is

not an obstacle, it is a part of the development pipeline. It may slow you down but

it does not frustrate me as it is part of work.” The use of specialized security tools,

provided by dedicated cybersecurity teams, allows senior developers to identify and
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fix vulnerabilities. These tools help enforce security measures and prevent security

breaches, even if they slightly delay the development process. Notably, senior devel-

opers also discussed how security tools, such as automated testing and vulnerability

detection, are essential in maintaining security without adding undue complexity to

the workflow.

Distributed Security Responsibility

In many companies, senior developers handle most of the project’s security and de-

ployment tasks before handing it over to junior developers. S3 explained, “Practices

depend on the company, but in most cases, senior developers do not let junior de-

velopers handle initial project setups. All aspects of project setup related to security

— such as writing deployment scripts, creating virtual machines (VMs), configuring

AWS security, and integrating security libraries — are handled by senior developers.

Only after these foundational security measures are in place is the project handed

over to juniors. For day-to-day tasks, most teams rely on authentication libraries

provided by frameworks to handle authentication, CSRF tokens, password resets,

and similar security concerns, as these libraries are well-established and raw cod-

ing for such tasks is discouraged.” While the ideal of a collective security culture,

where all team members share responsibility, exists in theory, practical constraints

often prevent full realization. Many small to mid-sized companies in Bangladesh

cannot afford dedicated security teams, forcing senior developers to carry the bulk

of security responsibilities. This creates a two-tier system: larger organizations can

implement comprehensive security measures, including QA validation, dedicated

security teams, and DevOps optimization, whereas smaller organizations rely on

senior developers who may lack specialized training. As a result, novice developers

often get stuck handling project functionality, unable to contribute to critical com-

ponents. Restricting junior developers from implementing authentication systems

reflects pragmatic risk management, helping ensure short-term security outcomes.

However, it also limits learning opportunities for juniors and slows the development

of broader security expertise within teams. Moreover, after handling this heavy

workload, senior developers are also responsible for code reviews and fixing security

or functionality mistakes made by novice developers, as noted by S1. By central-

izing initial security responsibilities among senior developers, organizations reduce

immediate risks but risk constraining the long-term growth of distributed security

capabilities.
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Mentorship and Training in Security Awareness

Mentorship emerged as a critical factor in spreading security awareness, particularly

for novice developers , senior developers emphasized the importance of providing

structured guidance through hands-on training, grooming sessions, and real-world

examples. Developer S2 shared, “Mentorship is necessary for all aspects to improve

the learning curve, they emphasize security and encourage novice developers to con-

sider security measures. They emphasize security and encourage novice developers

to consider security measures.”

A common theme across responses was that novice developers often lack awareness

of security vulnerabilities and need to be introduced to these concepts through

active mentoring and real-world practice. Novice developers are encouraged to use

platforms like HackTheBox to simulate vulnerabilities such as SQL Injection (SQLi)

and Cross-Site Scripting (XSS), as a way of engaging them in security practices in

a gamified environment.

5.3.2 Security-Specific Topics

Vulnerabilities and Their Impact on Development

SQL Injection (SQLi)

Senior senior developers acknowledged SQLi as one of the main vulnerabilities in

industry-grade applications. Even though most frameworks today mitigate SQLi

vulnerabilities through validation and ORM features, many senior developers still

end up writing vulnerable code. S1 emphasized that infrastructure-level protections

such as API gateways and framework-level validation help prevent exploitation even

when insecure code is introduced. Another developer (S2) highlighted that avoiding

SQLi requires repeated practice until secure coding becomes “muscle memory.” This

shows that frameworks act as a safety net, but lack of consistent hands-on awareness

among senior developers keeps the vulnerability relevant.

Cross-Site Scripting (XSS)

XSS was identified as another common issue, particularly among novice developers.

Seniors observed that many novice developers do not fully understand how XSS

works. Some skip security steps in the frontend, implementing features incorrectly

and creating risks. Another pointed out that many novices have only theoretical

knowledge but fail to apply it in practice. While black-box testing is often used,

seniors noted it is usually handled by QA teams rather than senior developers. They
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also recognized tools such as Postman’s Newman library that can assist in testing

API functionalities. This highlights that developer-side awareness and direct testing

are often limited, leaving responsibility to quality assurance.

DOM Clobbering

Awareness of DOM Clobbering was reported as very low among senior developers.

One senior (S3) explained that only a small number of projects had actually consid-

ered such risks. Another (S2) stressed that “issues like predictable global variables

could easily be exploited by attackers, pointing to gaps in secure coding guidelines

and developer training.”

CDN Tampering

On the issue of CDN usage, senior senior developers consistently recommended

reliance on established third-party CDN providers, such as Cloudflare, over self-

hosting. Their reasoning was that third-party CDNs are more specialized in security

and maintaining their systems. By contrast, self-hosting would require dedicated

teams and high maintenance costs, which are often not feasible. The clear preference

was to depend on reputable external providers while following their guidelines.

CSS Injection

Insights here were mixed. One senior (S1) stated, “I have not personally encountered

CSS injection issues in backend work.” Another (S2) provided specific best practices,

including closing all tags properly, sanitizing data, avoiding too much inline CSS,

and not importing stylesheets from untrusted third parties. These responses suggest

that awareness varies, but standard coding practices were seen as effective defenses.

NoSQL Injection (NoSQLi)

When NoSQLi was asked about , senior developers mentioned that many novice

developers do not typically use libraries like mongoSanitize. While some lacked

direct experience with NoSQL databases, they stressed that issues arise when se-

nior developers fail to keep databases updated with the latest patches, as outdated

versions are often publicly exploitable. Given that managed database services take

care of a large portion of the security automatically, they were cited as safer alterna-

tives. Overall, Seniors noticed that developers often apply inconsistent or outdated

methods to prevent NoSQL Injection (NoSQLi).

Clickjacking

On clickjacking, senior developers agreed that mitigation should primarily be han-

dled server-side through browser security headers and policies. They noted that

client-side measures, such as frame-busting code, could easily be bypassed. How-
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ever, they emphasized the importance of teaching novices about these client-side

mitigations for awareness, even if headers are generally sufficient to prevent this

attack.

Learning about Vulnerabilities

When asked about how they first came across vulnerabilities such as SQLi and XSS,

seniors gave varied responses. Some claimed they learned about these during uni-

versity courses and research projects, while others only gained practical knowledge

after entering the industry. They emphasized that because vulnerabilities evolve fre-

quently, knowledge from university often needs to be updated through continuous

learning in professional environments.

5.3.3 Gamification and Motivation in Security Training

When it comes to the use of gamification for security training, there were mixed

opinions. Some senior developers felt that traditional responsibility-based learning

was more effective. For example, one senior developer (S1) argued, “Personally I

would not like this approach. At the end of the day, security is part of the developer’s

responsibility. Senior developers are recruited based on their skills, so it is not like

we always have to pressurize them to train.” In contrast, other senior developers

(S2 S3 ) saw value in gamified approaches, such as using leaderboards, badges,

and level-based tasks, to enhance engagement and retention, stating that “through

activities, people would learn and retain the information more.”

There was consensus, however, on the importance of flexibility in the gamified ap-

proach. Senior senior developers suggested using “mystery gifts” or rewards that

could enhance the marketability of the senior developers’ skills, such as tools for

API security, Docker, and CI/CD pipelines. These rewards would help make learn-

ing more appealing and relevant to the senior developers’ career progression. One

developer (S2) recommended, “Make them familiarized with terms such as Autho-

rization so that they can further research,” acknowledging the importance of tailor-

ing rewards to the specific framework or toolset being used.
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5.4 Discussion: The Developer Security Lifecycle

5.4.1 From Novice to Senior: The Professional Journey

The shift between a novice and a senior developer is a crucial change in the percep-

tion of security as well as its implementation in professional practice. New developers

come to the industry with a high level of knowledge deficiencies and show little to

no experience in understanding the common security vulnerabilities or the security

frameworks that the industry operates on. They are mainly focused on meeting the

functional requirements and security is considered as an after thought but not a

prerequisite. This trend can be explained by the fact that in education, issues of

security are often briefly covered, forgotten after exams, and excessive exposure to

AI-generated code is unconversed regarding its security consequences. Universities

usually do not make security a part of instructing fundamental concepts of devel-

opment, but instead have students take additional security courses, which may or

may not be mandatory, giving the impression that security is an option, but not a

requirement of software development.

Mid level developers are in an intermediate position between theory and practice,

where theory starts to face practice. Their efforts in government databases, fintech

solutions, and blockchain are vulnerable to a condition that security lapses have a

tangible cost. The stage demonstrates the gap between theory and practice that

university education is unable to bridge. Although mid-level developers apply se-

curity practices including password hashing and access control, they do not always

consider their application and are usually influenced by conventions. They highly

depend on structures to manage security automatically with little understanding of

how mechanisms work. The functional requirement to meet deadlines often leaves

security concerns to be addressed later in the development cycle, and individual se-

curity groups or code inspections often become the main quality control tool instead

of active security integration taking place during the new functionality development.

Senior developers have a vastly different attitude to security and regard it as an

integral part of professional responsibility and not a nice-to-have addition. When

security requirements are not achievable, they bargain deadlines, and they under-

stand that technical debt and liability are possible outcomes of cut corners. They

do it based on the experience of dealing with security incidents in real-life situations

and the knowledge of the repercussions of the vulnerabilities in production settings.

Experienced senior developers perform a mentoring role, initiating grooming ses-

sions and delivering formal advice to novice and mid-level developers on the way to

become security conscious. They make important security-related decisions when

configuring the initial projects, such as deployment scripts and configuration of vir-
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tual machines as well as integration of security libraries and then hand over projects

to juniors on the team. This security-concentrated design among senior-level de-

velopers brings about a state of organizational stability but also exposes structural

difficulties in creation of distributed security skills among development teams.

The transition of a new employee to an experienced employee usually takes a number

of years of practical work in the field of production systems where security weak-

nesses have direct implications. University education equips the basics, however,

without any permanence of the understanding that is required in safe development

practices. The actual learning is achieved by being exposed to security incidents,

reviewing codes which reveal patterns which are vulnerable. The mentoring of the

experienced developers and through practice and exposure to security concerns, se-

cure coding is not about deliberate action but automatic action. This long shelf

life causes a vulnerability gap in the novice and middle levels two stages of devel-

oper development in which developers have enough technical capability to develop

working systems but lack the technical security awareness to detect and avoid more

vulnerabilities.

5.4.2 Security Awareness Across Experience Levels

The depth and nature of security knowledge differs substantially across experience

levels, revealing patterns that extend beyond simple accumulation of information.

Novice developers demonstrate awareness of security terminology without under-

standing implementation details. They did not recognize terms like SQL Injection

and Cross-Site Scripting when mentioned. Their reliance on frameworks creates a

false sense of security, assuming automated protections eliminate the need for secu-

rity knowledge rather than recognizing frameworks as tools that require informed

usage.

Mid-level developers exhibit a framework-dependent security model where protection

relies almost entirely on the automatic safeguards provided by modern development

frameworks. They implement security features as prescribed by framework docu-

mentation but struggle to explain why specific approaches work or when framework

protections might prove insufficient. This creates significant blind spots for ad-

vanced vulnerabilities. knowledge remains minimal, with most mid-level developers

either entirely unfamiliar with these attack vectors or possessing only superficial

theoretical awareness without practical understanding. Infrastructure-level security

concerns such as CDN Tampering and Subresource Integrity frequently fall out-

side their perceived scope of responsibility, deferred to DevOps or senior developers

rather than understood as shared security concerns.
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Senior developers display comprehensive security understanding that encompasses

both implementation details and strategic decision-making. They recognize that

frameworks mitigate certain vulnerabilities but maintain awareness of edge cases

where framework protections fail or prove insufficient. Their security knowledge

extends beyond common vulnerabilities to include advanced attack vectors and

infrastructure-level concerns. However, even senior developers acknowledge limi-

tations in their security knowledge, particularly for emerging vulnerabilities and

attack techniques that evolve faster than educational systems or professional devel-

opment programs can address. The continuous evolution of security threats requires

ongoing learning throughout careers rather than static knowledge acquired during

training.

The seriousness with which developers approach security correlates directly with

their exposure to security incidents and understanding of consequences. Senior de-

velopers who have experienced security breaches or worked on projects where vulner-

abilities created legal liability or financial loss treat security as non-negotiable. They

integrate security considerations into design decisions, negotiate timelines when se-

curity requirements conflict with delivery pressures, and allocate resources for se-

curity tools and processes even when these create workflow friction. This contrasts

sharply with novice and many mid-level developers who view security primarily

through a compliance lens, implementing security measures because they are re-

quired rather than because they understand the risks of not doing so.

5.4.3 Gamification as a Cross-Level Learning Approach

A gamified method to teach novice developers about security coding was well sup-

ported by the developers of all experience levels. Grasping of traditional lectures

taught in the university was not effective to novice developers, whose theoretical

knowledge was soon forgotten once examinations were passed. They showed inter-

est in the game based learning in terms of competition, leaderboard and interactive

challenges which brought some engagement not found in normal instruction.

Mid-level developers already realized gamification as useful in overcoming the gap

between theory and practice and recognized the importance of going deep rather

than superficial. They valued such aspects of competition as leaderboards and the

skill badges as displayed professionally, and expressed concerns over keeping the

game examples relevant to real-life and over being abused maliciously.

The senior developers had subtle perceptions as some were inclined toward the

conventional responsibility-based learning and others saw the value of gamification

in mentoring and knowledge retention. There were strong proponents who stressed
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the value of the tool in modeling vulnerability events without production risks. To

align gamified learning with career development goals, they proposed that mindful

efforts to integrate mystery gifts with market value (i.e. skills in API security, Docker

and CI/CD pipelines) should be incorporated. The support at the intersection of

experience levels shows that conventional education on security lacks the ability

to establish a durable understanding, and gamification has a potential to fill the

knowledge gaps in the lifecycle of the developer.
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Chapter 6

Play to Secure Design and

Development Process

6.1 Introduction

The results of the interviews carried out in the earlier chapters have revealed a lack

of web security awareness amongst the novice developers. This includes a lack of

knowledge of secure coding practices, common vulnerabilities as well as excessive

dependence on security tools that are built-in with the modern frameworks. To

address these challenges, conventional learning resources might not be engaging

enough. A more innovative solution and a more interactive approach would be

required to attract the attention of the learners and impart the best practices in an

interactive manner.

To address this, the chapter describes the design and development of an educa-

tional gamified platform that focused on introducing web security awareness among

novice developers. This game aims to use the principles of the game-based learning

approach to integrate knowledge reinforcement with interactivity so that the game

participants can assess their grasp of the concepts of web security in a low-risk inter-

active setting. The game will be designed to encourage the learners, make them feel

motivated by providing them with scenario-based questions in the form of quizzes,

immediate feedback, and an organized development of the progress system to ensure

the retention of secure development practices.

This chapter describes the entire conceptualization, design and development proce-

dure of the game. It starts with the description of the learning objectives and then

proceeds to the description of the concept of the game and mechanics, framework,

tools and technologies used in the development.
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6.2 Design Objectives and Learning Goals

The interview revealed developers’ preference for the design of the educational game

as it was found that novice developers had serious knowledge gaps. It was revealed

that most of the participants were not aware of basic web vulnerabilities such as:

SQL Injection, Cross-site Scripting and that most were not aware of the OWASP

top 10, it was also clear that most of them did not consider these vulnerabilities and

security while coding. Even those who stated that they implement security mea-

sures, even in most cases, their measures were limited to two-factor authentication,

basic input validation, or Firebase and JWT tokens, and everyone involved was in

unanimous agreement that a gamified approach to learning would encourage them

to learn and enhance their knowledge on web security. According to these results,

the learning objectives of the game were to give an idea about the basic web vul-

nerabilities, educate on the impact of the insecure coding practices, and encourage

secure coding. Moreover, it can help to promote active risk management of safety

and make learning about web security more motivating by means of gamification.

6.3 Game Conceptualization

The game is developed as a security learning platform with some gamification to

encourage learners and enhance their security knowledge. The quiz material, accord-

ing to the interview results, is directly related to the gaps that were found among

novice developers. The user motivation through eight core drives through the Oc-

talysis Framework, developed by Yu-kai Chou, forms the conceptual framework of

the game design. The mapping of the game components to these core drives, as

portrayed in Figure 6.1, makes sure that the design does not just provide knowledge

but also makes it engaging. Application of each of the respective core drives is as

follows:
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Figure 6.1: Octalysis Framework Implementation

6.3.1 Our Gamification System through Octalysis Process

The design of “Play to Secure” follows Octalysis by intentionally balancing Left

Brain motivators (extrinsic, structured, goal-driven) with Right Brain motivators

(intrinsic, exploratory, creative). The following design implications directly shaped

how our features were implemented across the seven-attack learning path.

Epic Meaning and Calling (White Hat, Right Side)

This means believing you are part of something bigger, inspired by purpose. De-

velopers are guided on a mission to build secure systems and protect organizations

from real-world attacks. To prevent novice developers from treating security as

an optional burden, the game frames the player as a “Security Guardian” with a

meaningful mission. Instead of “fixing bugs,” the learner is positioned as someone

protecting local digital infrastructure and the safety of users on real-world platforms.

This sense of greater purpose (“development of greaterness”) turns secure coding

into a responsibility with social impact, helping learners feel that completing levels

contributes to something beyond personal grades or tasks. This makes players feel

their learning is directly connected to real-world opportunities.
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Development and Accomplishment (White Hat, Left Side)

The drive to make progress, achieve mastery, and overcome challenges. The system

is based on Development and Accomplishment that is executed with the help of the

Game Path. The play increases in a graded series of seven attacks with levels, points,

progress tracking, and quizzes. The level gives instant feedback- players can know

what they have accomplished, what they still need to accomplish, and how much

they have left to complete the entire curriculum. Badges and points are awarded for

correct answers. The visible growth design will make sure that the learners feel the

continuous growth in the form of short milestones, which will keep the motivation

to progress in the whole game. Coding prevention exercises (Level 3) give mastery

recognition as users succeed in building secure systems.

Empowerment of Creativity and Feedback (White Hat, Left Side)

The motivation to explore, experiment, and receive feedback. The platform is not

constructed for passive reading contents. Rather, our level-based gameplay and

interactive simulation promote meaningful play, in which learners themselves make

decisions, attempt solutions, and immediately get results. Players have an option

on how they approach tasks, experimenting with inputs, discovering consequences,

and learning by trial and error. Level 3 coding prevention challenges let players

experiment with various prevention strategies and see instant feedback on whether

they succeeded. Each attempt gives personalized feedback to guide players toward

mastery. This makes security learning more of an experiment where users learn

through cause and effect and not by definition.

Ownership and Possession (White/Black Hat Mix, Right Side)

The drive of feeling ownership over progress and rewards. As players progress,

they unlock new features like the knowledge wall, chat, and groups. Players receive

Vulnerability Badges every time they master a module to create a sense of ownership

that will last long. The badges can be collected as a personal and satisfying goal

of completion. This is reinforced by the profile identity of the player, where the

progress is displayed, and by the leaderboard that the user is in and that they are at

a lower or higher position, which makes one more attached to accomplishment (this

is my progress, my rank, my badge set). It is thus not only a symbolic ownership

(badges) but also a social and measurable one (position and recognition), reinforcing

a sense of ownership.

Social Influence and Relatedness (White/Black Hat Mix, Right Side)

The drive of social interaction, recognition, and belonging. Given the high peer

learning culture and community impact (particularly in Bangladesh), we introduced
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a special social platform within the framework. The Social Wall gives the learners

the opportunity to share their progress, insights, and knowledge. Through this,

they can communicate and stay connected on a personal level. Chat and group cre-

ation features encourage collaboration and team-based learning. We also added two

leaderboards to maintain the meaning of foster collaboration, peer learning, a sense

of belonging, and healthy competition among players. Players receive validation

through likes, comments, and peer recognition on their posts and contributions.

Scarcity and Impatience (Black Hat, Right Side)

The drive of wanting something rare or limited. The game does not give the player

everything right at the beginning; higher levels and some community interactions

are deliberately disabled until the player reaches milestones. It consists of waiting

to access features like chat, group discussions, and posting privileges (or full-time

community participation) and unlocking subsequent attacks only after the previous

ones have been finished. The system will create an urge to advance to new levels and

get to upper levels, as well as provide access to what is not accessible by restricting

it in the early stages. Exclusive badges are available only to players who complete

certain challenges early or under special conditions.

Unpredictability and Curiosity (Black Hat, Left Side)

The drive of curiosity and surprise, wanting to see what happens next. Mystery

Gift rewards, which present unexpected content at levels of progression and make

players want to continue. Randomized quiz questions in each attack category to

keep learning fresh. Also, different representations of each attack, in which all

vulnerabilities have a specific theme, user interface, and narrative. The difference

makes the learner not feel that one is repeating the same screen pattern seven times;

however, every attack is a new experience at the same time, supporting security

goals.

Loss and Avoidance (Black Hat, Left Side)

The drive to avoid negative outcomes and penalties. Players lose points for incor-

rect quiz answers. If they fail to complete coding prevention tasks, they miss out

on rewards or slow their progress. The system displays a warning when insecure

decisions are made. Moreover, the learners suffer direct loss in the form of the loss

of points as a result of negligence. In SQLi, as an example, when a user uses an

incorrect method or provides an incorrect query or solution throughout the progres-

sion, they will lose marks, a fact that supports the idea that insecure or haphazard

coding does not go to waste.Time-sensitive challenges where failing to complete on

time means losing rewards, or even access priority to certain features. Through

this integration of Octalysis principles, the game aims to create an engaging and
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motivational learning environment where novice developers can repeatedly practice

and reinforce essential cybersecurity knowledge. This core design philosophy is that

learning should be both educational and enjoyable, ensuring that the lessons have a

long-term impact.

6.4 Game Design and Development Process

6.4.1 Game Design Objectives and Learning Principles

Here, we present the objectives behind the game design process and the learning

principles that informed the creation of the objectives. Our objective in developing

the Play-to-Secure platform was to teach users four things:

• Foster awareness that development and security demand equal rigor.

• Promote the adoption of secure coding practices through gamified competition

and enjoyment.

• Illustrate the consequences of insecure coding practices and the risks of ne-

glecting them.

• Establish a community-driven platform to raise security awareness among

novice developers.

According to the requirements analysis, interview findings, and the design process

that were presented in the previous chapters, this section relates the pedagogical

objectives to the functionality implemented by the system. Specifically, it is dedi-

cated to how seven core web vulnerabilities can be converted into interactive learning

units and how the entire game-based learning process facilitates the development of

safe coding habits in novice web developers. The game design is based on litera-

ture review, developer interviews, and gaps in traditional security education. It has

been shown by previous research and the findings of interviews that novice devel-

opers are generally more concerned with functionality than with security, and they

usually view security as a secondary feature of development, instead of a part of

development. To solve this problem, Play-to-Secure inserts security decisions into

development-like problems and supports the idea that secure coding cannot be iso-

lated and introduced as a separate development problem. Learning science research

has proposed that successful training ought to be contextual, goal-oriented, chal-

lenging, and interactive [6]. In line with this, the platform focuses on experiential

learning as opposed to passive learning. The findings of the previous research and
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our interview further that passive methods of learning cannot be effective in long-

term knowledge retention. Consequently, the majority of the vulnerabilities in the

game are learned by interactive simulations where the players initially observe an

insecure behavior, then apply it to a controlled environment where they learn to

exploit the behavior, and finally apply or study the correct mitigation factors. All

the vulnerability modules are further broken down into levels to fit novice learners.

Lower levels provide simplified models of attacks, and higher levels include more re-

alistic models like authorization logic, database query syntax, and client behaviour.

This progressive development of complexity can be correlated with cognitive load

theory [17], by which learners are able to develop knowledge bit by bit without

feeling overwhelmed. During gameplay, the system also offers instant feedback in

the form of visual effects, hints, explanations, and quizzes, which allow fast learning

loops.

The gamification design is further guided by the concepts of the Octalysis framework,

namely feedback focus, empowerment, and meaningful engagement. The game fea-

tures, like points, leaderboards, and quizzes, as well as mystery rewards, are carefully

structured to support the learning results instead of distracting them. Combining

motivation and instructional depth, the platform is expected to facilitate short-term

and long-term behavioral change due to competitive and exploratory learning pro-

cesses [6] [7].

First of all, we used the reflection principle that states the need to give learners a

chance to pause and reflect on what they have learned. Research proves that learning

is enhanced when educational games provide self-reflection of newly learned material

[6]. This is followed in Play-to-Secure by using end-of-level score sheets that exam-

ine the vulnerabilities experienced, whether the player was able to recognize security

issues correctly, and provide explanatory information on what constitutes secure cod-

ing practices. Secondly, we used the story-based agent environment principle, which

includes the incorporation of agents in the story-based content, promoting learning.

Stories make people learn because they arrange events in a significant context and

provoke thinking processes [3] [30]. Our platform will put the learner in the role

of a Security Guardian, having a valuable mission of securing digital infrastructure,

making secure coding not an optional load but a socially significant responsibility.

Moreover, in each of the seven attacks, the player has a different agent environment.

For example, in the NOSQL injection level, he is a white knight saving his king in

chess with 4 turns, and in the XSS level, he will take the role of a developer and

see the consequences of his negligence in input sanitization. Thirdly, we applied the

principle of conceptual-procedural, which states that conceptual knowledge and pro-

cedural knowledge affect each other in mutually supportive directions and develop

iteratively [4] [17]. Every vulnerability module introduces conceptual knowledge on

77



the mechanisms of attacks, and then it introduces procedural knowledge on cer-

tain mitigation measures. As an example, the SQL Injection module has its first

section explaining how query integrity (conceptual) is undermined by unsanitized

input, then proceeds to teach the use of parameterized queries (procedural). Also,

in the Broken Authentication and Authorization level, users will know about the

importance of hashing passwords, and later, they will be given the experience of

how it works. According to the learning sciences theory, effective training should

be goal-oriented, challenging, contextual, and interactive. It thus provides simu-

lated real-life development conditions where the learner can identify weaknesses,

test attack vectors, and implement mitigation policies as the difficulty increases, as

opposed to being taught to do so [6] [7].

Leaderboards are also some of the most popular gamification features in educa-

tion, and their design has an immensely powerful impact on learner engagement

and motivation [62]. The empirical studies on the topic are systematically reviewed

to substantiate the idea that properly designed leaderboards can increase learning

motivation, engagement, and performance, and one should exercise careful design

decisions. Comparative analyses also indicate that relative leaderboards (placing

learners in competition with others) lead to increased engagement and healthy com-

petition, but absolute leaderboards may stress out underachievers [48]. On this ba-

sis, our Play-to-Secure platform uses two leader boards to account for the two types

of competition, a macro speed-based leader board that rewards fastest completion

(prone to domination by the best competitors) and a micro post-game participa-

tion leader board that rewards sustained engagement, reducing domination whilst

promoting inclusive competition- as evidenced by these findings.

6.4.2 Hybrid Approach for Developing the Gamified System

Our educational game will be developed with the help of a Hybrid Agile-RAD (Rapid

Application Development) process. This approach to properly manage the develop-

ment process in our research context. We plan on merging the iterative nature of

Agile and the rapid prototyping of RAD. This type of hybrid method will allow us

to find a compromise between creative flexibility and systematic development.

Rationale for Hybrid Agile-RAD Selection

We plan on using a Hybrid Agile-RAD approach due to the unique requirements of

our game. As a result of our research team consisting of five members, we adopted

a framework that encourages collaboration, accountability, and adaptability. More-

over, the experimental nature of the game production has also been considered in
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the decision-making process.

• The Agile component of the project will enable us to track our iterative

progress and help us allocate tasks clearly to each member. Moreover it will

include structured sprints which would make the project more organized and

ensure that each team member had defined responsibilities [16]

• The RAD component will allow us to quickly prototype and test the game’s

features such as the quiz engine and leaderboard. As a result we will be able

to validate the design ideas before full scale integration. [2]

The traditional waterfall SDLC models would not fit our project since they are based

on massive upfront planning, and no testing is done in this methodology. Likewise,

pure Agile would also be inappropriate because it may be process-intensive for a

small team like ours. In the case of an educational platform that requires constant

verification and progressive refinement, the Hybrid Agile-RADmethodology presents

the most optimal combination of structure, flexibility, and rapid prototyping.

6.4.3 Development Workflow

We used a systematic six-step iterative workflow in our work process, as shown in

Figure 6.2:

Figure 6.2: Development Workflow

1. Sprint (Framework Implementation and System Design)

79



This planning step involves defining learning objectives and mapping them to

Octalysis Core Drives. As an example, the quiz feature will be in accordance

with the Core Drive 2 (Development and Accomplishment) and the leader-

board will be related to the Core Drive 5 (Social Influence and Relatedness).

Certain features will be given priority based on their motivational value and

practicality and these will be recorded in a product backlog.

2. Sprint Planning

Two or three features were selected for each sprint and the team members

were assigned tasks according to their area of expertise (backend logic, UI/UX

design, database integration). We then made sure that everything had been

grounded on the principles of Octalysis core.

3. RAD Prototyping

This phase will involve rapid prototypes that will focus primarily on the basic

mechanics rather than refinements. With RAD, we plan on building proto-

types, test functionalities, and make necessary refinements iteratively. For

instance, the original prototype would include a leaderboard displaying the

top five ranked participants and a quiz system with multiple-choice questions

designed for quick scoring. To enhance user engagement, we also plan on

adding badges based on participant progress (Core 4 of the Octalysis frame-

work). RAD would allow us to implement these additions efficiently through

its iterative development approach.

4. Final Version and Evaluation

This phase involves plan on assembling the prototypes that will be integrated

into a single comprehensive system, combining the leaderboard, scoring, and

quiz functionalities into a seamless user experience. All functionalities will be

merged together, and the system designer will evaluate whether everything is

working properly and aligned with the project objectives.

5. Refinement

Developers will test the system and provide feedback regarding user engage-

ment and learning objectives. Based on the findings, the backlog will be

updated to incorporate improvements or plan additional iterations as needed.

This Hybrid approach would offer the flexibility to test with the mechanics of gamifi-

cation and keep the continuous flow by organized sprints, making it a logical solution

to the development of an educational game.
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Chapter 7

Design Implications and Game

Functionality

This chapter describes the design implications based on the research results and how

the proposed gamified platform works in practice. Based on the requirements anal-

ysis, the interview results, and the design process mentioned in previous chapters,

this chapter relates the pedagogical objectives to the system’s actual functionality.

It is concerned with how the seven fundamental web vulnerabilities can be converted

into interactive learning units and how the entire game-based learning process can

be used to promote the development of secure coding habits among novice web

developers.

7.1 Design Implications

The game design is based on some of the major implications found during the

literature review, interviews with the developers, and gaps found in the traditional

security education. Security should be an aspect of development that is instilled,

but not a mission after development. The results of the interviews indicated that

novice developers tend to prioritise functionality over security. Consequently, the

game integrates security decisions into development-like tasks, which strengthens the

notion that secure coding cannot be separated in any way from daily programming.

Learning should be practical and interactive. As the results of the previous studies

and the interview study revealed, passive learning techniques could not be applied

to long-term retention. Thus, the majority of vulnerabilities will be taught using

interactive simulations, during which the players will witness an insecure behaviour,

abuse it in a controlled setting, and then implement mitigation measures or learn
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how these work. Each of the vulnerability modules is broken down into several

levels to accommodate novice learners. Simplified concepts of attacks are presented

at early levels, whereas realistic constraints, like authorization logic, database query

structures, or client-side behaviour, are presented at later levels. This progressive

increase is in line with cognitive load theory.

The game offers immediate feedback with the help of visuals, hints, explanations, and

quizzes, enhancing learning loops. This is consistent with the focus of the Octalysis

framework, where the emphasis lies on empowering creativity and feedback so that

learners can learn within a short time why a certain action is unsafe and how it can

be rectified.

The motivation should be moderate with the depth of education. The aspects

of gamification, including points, leaderboards, quizzes, and mystery rewards, are

specifically created to reinforce the learning outcomes as opposed to distracting

them. Short-term involvement and long-term behaviour change are promoted through

competitive and exploratory mechanisms.

7.2 How the Game Works

The gaming experience starts with a central dashboard, which acts as the main

user entry point, as shown in Figure 7.1. Using this dashboard, players can directly

access the main Game Path, community interactions, or review their attack details.

Figure 7.1: Game Dashboard

The platform avoids viewing security training as a one-time task and instead po-
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sitions it as a continuous practice by enabling users to move freely between the

learning and social experiences. The flow of the training material is structured in a

Game Path in the form of a map presented in Figure 7.2. Every security vulnerabil-

ity, such as SQL Injection and XSS, is represented as a separate node on the route,

and a player has to pass the levels in order to progress.

Figure 7.2: Game Path

Such a graphic depiction of progress diminishes the confusion that may occur in

the mind of a novice developer since the sequence and extent of tasks are clearly

shown. Instead of confusing users with unlimited options, the journey-based format

explicitly shows the next step, the amount of the content, and the personal challenges

as they are part of the overall learning goal. In addition to the actual gameplay, the

system also has a social wall, chatbox, and group interaction features. The social

wall part is shown in Figure 7.3.

Figure 7.3: The Social Wall

These elements enable users to update, comment on others’ experiences, and share
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difficulties encountered while playing the game. These features have been added be-

cause peer discussion and collaborative problem-solving can be highly helpful when

creating secure code. Simultaneously, the admin handles the quiz questions used

in the game module, mystery gifts that will be provided and notifications for each

purpose. These are shown in Figure 7.4. Along with that, governance is required.

It is on this basis that community rules and admin control are incorporated into the

system, so that collaborative learning can be constructive, safe, and educational.

Figure 7.4: Admin Dashboard

Another design implication is manifested in the decision to use two different leader-

boards. It is impossible to have one leaderboard that can be used to reflect the

various types of achievement without watering down the concept. The Game Leader-

board is portrayed in Figure 7.5. It promotes competition through the assistance

of performance indicators (vulnerability completion, quiz success, and level progres-

sion), which makes sure that players are working on their competitiveness.
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Figure 7.5: Game Leaderboard

After accomplishing the task, the user is more experienced than the players who are

still playing, and unlocking the Community Leaderboard, as shown in Figure 7.6, at

that stage will allow the experienced players to share knowledge, guide others, and

be given the credit of making significant contributions (posts, comments, reactions).

Figure 7.6: Community Leaderboard
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This makes the leaderboard not obsolete after the game is finished; it does not lose

its value after the game is over, and it also does not allow new players to grind easy

social points rather than learning, as the community scoring is a reward that can

be earned only after the training is finished.

7.2.1 Admin Panel Design Implications

The Admin Panel is very important in maintaining the quality, safety, and durability

of the platform. Content-wise, it enables the administrators to edit, add, or delete

quiz questions related to a particular level, which keeps learning materials relevant

and accurate. The panel also assists in managing a video library used to supplement

the gamification system with explanatory content and reinforcement content. The

Admin Panel allows governance and behaviour-based interaction using a notification

system, in addition to managing content. The use of this system is two-fold. From

a moderation perspective, administrators are able to give warnings or advice when

users post unacceptable or disturbing posts, hence ensuring a good and respectful

learning environment. Motivationally, users who are performing well can be provided

with a notification to keep them going, or those who seem to be struggling can be

provided with specific assistance, using performance and behavioural indications.

Such a combination of control and support has a direct impact on a safer, more

accommodating, and sustainable learning community, especially with the existence

of social features.

7.2.2 Mystery Gifts and Reward Design

Another feature of the platform is the Mystery Gift, whereby reward videos are

unlocked at certain levels, which can be controlled by the Admin Panel. These

rewards are made to be unpredictable on purpose, and this brings anticipation to

the learning process. Design-wise, these unlockable rewards act as a surprise. This

mechanism comes in especially at later stages of the game, where learners can get

tired as the challenges get complicated. The system minimizes the rate of drop-off

by occasionally providing unexpected rewards to keep the learners engaged without

diminishing the severity of the learning goals.

7.2.3 Design Details per Vulnerability

One of the design implications of the current project is that traditional learning

systems may easily turn out to be monotonous, particularly among new learners. In
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response, interaction style and visual themes like comic, chess, and jungle, in each

vulnerability module are different, and the same underlying learning loop is used. In

this strategy, learners maintain familiarity in the way they engage with challenges

and have novelty in the different presentation styles.

SQL Injection (SQLi)

Players are exposed to unsafe server-side query handling environments in a cave

theme, which is introduced in Figure 7.7.

Figure 7.7: SQLi Scenario

The bottom levels depict the alteration of SQL queries due to unsanitized in-

put, whereas the upper levels incorporate parameterized queries and safe backend

code[9][20]. The SQL Injection module involves a breach-report narrative and a

simplified flow description. The players are made to first feel the blow of the poor

input handling security, which can either be a data breach or unauthorized access,

before realizing what the manipulated inputs have done to the backend queries [9].

The training will be done with the help of a quiz checkpoint that will determine the

mastery of concepts, which will ensure that the learner will be able to correlate.

Insecure Direct Object Reference (IDOR)

The IDOR module is the adventure-based module, presented in Figure 7.8. This

is mainly a jungle-themed module, which highlights the idea of gaining access to

resources without the necessary authorization.
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Figure 7.8: IDOR Scenario

The IDOR problems are broken access control problems where an attacker exploits

predictable identifiers of objects to gain access to unauthorized resources. Players are

presented with situations where they have to find four elements in the game, and for

each element, they will be presented with four different scenarios for each case. These

include URL parameter manipulation (e.g., replacing userId=123 with userId=124

in API requests), which is used to expose unauthorized data because authorization

checks are not done [60][68][70]. Later, they apply several defense layers: they use

Universally Unique Identifiers (UUIDs) instead of sequential identifiers[68][70], they

use user context, not URL parameters, with authentication tokens [49][60], they use

ownership checks, performing server-side checks that authenticated user IDs are the

same as resource.ownerId [60], and they use RBAC and ABAC to control access to

resources based on roles and attributes [49][60].

Cross-Site-Scripting (XSS)

The Cross-Site Scripting module illustrates attacker-to-victim flows through the

comic-style storytelling, which is demonstrated in Figure 7.9.
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Figure 7.9: XSS Scenario

This module is concerned with the mishandling of user-generated content in the

frontend. Players get to know how reflected and stored XSS attacks are and how

input sanitization, output encoding, and Content Security Policy (CSP) can help

in mitigating these threats [23][12]. The various types of XSS are displayed as

narrative panels, which show the way malicious scripts spread and influence users.

Encoding and sanitization, Dom purify [23] are introduced later into the story, which

strengthens the relationship between the visualized attacks and the actual defence

measures.

NoSQL Injection (NoSQLi)

This module shows some of the types of NoSQL injection that are possible using the

operators of MongoDB. This includes $ne or $gt, $where to exploit queries. Players

get to know that NoSQL databases are not resistant to injection attacks and how

to use secure libraries. In NoSQL Injection, the design has a theme of a strategy

board that looks like a chess game, which is shown in Figure 7.10.
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Figure 7.10: NoSQLi Scenario

Such a metaphor signifies the sequential character of injection logic and splitting

query choices, like using the query parser,mongoSanitize() [59][46]. Viewing inter-

actions as a considered action, the module promotes critical thinking as opposed

to trial-and-error, which is especially important since NoSQL injection is relatively

unknown to novice developers. In the meantime, the user can get to know the

significance of utilizing the Express Mongo Sanitize.

Clickjacking

UI-based attack simulations allow the players to experience the way users are tricked

by malicious iframes and overlays using a magical theme to make it more engaging,

as portrayed in Figure 7.11.
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Figure 7.11: Clickjacking Scenario

X-Frame-Options and CSP frame-ancestors are defensive measures brought up.

It entails exercises on implementing mitigation measures that take the learners

through frame-busting JavaScript (e.g., if (top.location != location) top.location

= self.location) [13] and server-side protection (e.g., HTTP response headers (X-

Frame-Options: DENY, X-Frame-Options: SAMEORIGIN) and modern CSP com-

mands (Content-Security-Policy: frame-ancestors “self ”)) [15][13]. Comparative

analyses at the end of the module will explain the greater strength of server-side

headers over client-side JavaScript frame-busting because JavaScript can be by-

passed [15][13].

Dom Clobbering

The DOM Clobbering module introduces players to a bit of an unfamiliar but ad-

vanced client-side vulnerability, in which the attacker has the ability to overwrite

JavaScript variables or functions using HTML elements due to name clashing on the

DOM name[54].
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Figure 7.12: Dom Clobbering Scenario

This module focuses on safe handling of the DOM and further exposes more insights

into the behaviour of the browser that could be used. This abstract vulnerability

is introduced using the DOM Clobbering module based on the story-driven discov-

ery mechanism, and a magical theme showed in Figure 7.12. Players start with a

narrative Story Time that frames the situation with exciting magical scenarios that

allow the learners to grasp the overall idea, and only then move on to the technical

aspect of implementation. The module then moves on to illustrated boards that

reveal three major learning paths: Browser Weirdness, which is a description of

the unexpected behaviour of a browser; How to Prevent DOM Clobbering, which

outlines the steps to take as a developer to protect the security of the development;

and What Developers Should Do, which contains advice on how to act to ensure the

safety of development. Players consider actual code examples, in which the names

of the elements of the form <input name=x> can accidentally create global variables

and circumvent the JavaScript expectations. The interactive game challenge, the

City of Names, puts the player in the role of a junior city engineer charged with

the responsibility of running a bureaucratic system, two competing registries, the

Registry Book (HTML IDs) and the Council Book (JavaScript), to support the ar-

gument about the real-life implications of naming disputes. This game scenario has

shown that the mix of HTML names and JavaScript variables can lead to unexpected

behaviour. The module still goes on to concrete code cases of vulnerabilities and

secure versions, and pragmatic hints like setting on the use of strict mode to prevent

accidental global variables [71]. With a gradual shift between story and structure,

the module can lessen cognitive load without compromising on the technical rigour

and enable learners to make sense of how apparently harmless HTML can be used

to subvert the execution of JavaScript functionality and how to avoid such attacks
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by inoculating oneself against such attacks through defensive programming [55].

Broken Authentication

The Broken Authentication module is in the form of a medieval castle siege narrative

with a forge-like transformation process, which is shown in Figure 7.13.

Figure 7.13: Broken Authentication Scenario

The experience uses a wizard-themed quiz checkpoint that authenticates conceptual

knowledge by using interactive challenges to ensure that learners relate technical

authentication mechanisms to real-life attack situations. The module builds on the

fundamentals of password hashing, such as how the bcrypt algorithm can be used

to hash plaintext passwords into non-reversible hash formats with the help of salt

rounds, to the higher level of session management and token security. Castle gate

metaphors of authentication barriers and forge animations to display the one-way

hashing transformation are visual representations that support the idea that strong

authentication needs more than just password complexity [1].

7.2.4 AI-Based Automated Secure Code Assessment

A code analysis and scoring system based on AI is assessed on user-submitted code

to determine security vulnerabilities and compliance with best practices. Figure

7.14 shows that on receiving the code snippets based on the scenario presented, the

system compiles them to discover both secure and insecure coding patterns (such

as the use of parameterized queries instead of string concatenation in the context of

SQL Injection), and a percentage-based score on the security of the code is assigned.
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Figure 7.14: Level 3 Scenario

Such a score indicates the ability of the submitted code to reduce the targeted

vulnerability as opposed to checking the functional correctness. The system then

gives explainable feedback as to why the code is secure or partially secure, what de-

fences are missing, and reinforces existing principles of secure coding. To facilitate

a long-term interaction, every level is created as an ongoing, endless cycle of user

interaction instead of a challenge that is one-dimensional. New challenges, newer

vulnerability scenarios, and fine-tuned evaluation criteria are introduced every now

and then, such that repeat users are always presented with new content. This inter-

active design fosters recurring engagement, long-term skill building, and makes the

learning process consistent with the dynamic character of the security threats in the

real world. Such systems have been traditionally applied in gamified cybersecurity

education systems, secure programming training software, and developer education

systems, where immediate, adaptive feedback is employed to instruct developers to

internalize security conceptualizations during the development process, rather than

after development.

Overall, this chapter explained the game’s basic functionality and design, which

incorporates social interaction, progression systems, administrative control, and re-

ward mechanisms. It was also able to show how different thematic designs were used

on each vulnerability to ensure that the learning remained engaging without alter-

ing the learning structures. These design considerations all favour an interactive

and communal method of teaching secure coding that extends past the detached
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gameplay and into the long-term learning practice. In this chapter, the design im-

plications that inform the gamiest platform were presented, as well as how seven

fundamental web vulnerabilities are programmed into interactive learning modules.

It also outlined the key features of the game and the general process of its work. All

these design choices make it clear that, when based on empirical research and peda-

gogical study, gamification can be a powerful way of teaching novice web developers

safe coding skills.
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Chapter 8

Game Evaluation Methodology

After designing and developing the gamified platform described in chapter 6, a sys-

tematic evaluation platform is essential to assess its quality, educational effective-

ness, and impact on novice developers’ learning. The evaluation must go beyond

superficial metrics to determine whether the game successfully addresses the criti-

cal knowledge gaps and insecure coding practices identified in our interview study

previously.

The interviews revealed that novice developers lack fundamental awareness of com-

mon vulnerabilities, depend heavily on frameworks without understanding under-

lying security mechanisms, and find traditional educational methods ineffective for

long-term retention. These findings necessitate an evaluation approach that can

measure not only whether the game is functional and engaging, but whether it actu-

ally improves security knowledge and motivates behavioral change in development

practices.

This chapter presents the evaluation methodology for the educational game. It de-

scribes the MEEGA+ framework selected for this evaluation, explains the rationale

for choosing this specific model over alternatives, details how the evaluation will

be conducted, and outlines the expected outcomes that will determine whether the

game achieves its educational objectives.

8.1 The MEEGA+ Evaluation Framework

8.1.1 MEEGA+

MEEGA+ (Model for the Evaluation of Educational Games) is a validated frame-

work specifically designed for evaluating educational games for learning purposes.
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Developed by Petri, Gresse von Wangenheim, and Borgatto (2018), it evolved from

the original MEEGA model through studies involving over 700 students across 40

case studies, addressing validity and reliability issues in the initial version [36].

The framework evaluates games across two major quality parameters. Usability

measures functional quality through four dimensions: aesthetics (visual design and

interface appeal), learnability (ease of understanding mechanics), operability (clarity

of controls), and accessibility (readability and visual clarity). Experience of the

player considers educational and motivational factors in a nine dimensional set that

includes: focused attention, fun, challenge, social interaction, confidence, relevance,

satisfaction, perceived learning, and user error protection [36].

MEEGA+ uses a standardized 35-item questionnaire with a 5-point rating scale and

includes an Item Response Theory (IRT) based quality scale that uses the statistical

analysis in classifying the games into three categories, low (θ < 42.5), good(42.5 ≤ θ

< 65), or excellent (θ ≥ 65) based on statistical analysis and not subjective judgment

alone.

8.1.2 MEEGA+ Evaluation Approach

Our interview findings revealed that novice developers need both knowledge improve-

ment and motivational engagement, and MEEGA+ evaluates both simultaneously.

It will address our core research question about whether gamification can effectively

improve security awareness. The framework’s rigorous psychometric validation, with

Cronbach’s alpha values of 0.856 for player experience and 0.930 for usability, en-

sures credible and generalizable results [36]. MEEGA+ also provides ready-to-use

tools including standardized questionnaires, automated spreadsheets, and R scripts.

It will reduce implementational complexity while enabling objective quality classi-

fication against established thresholds. Unlike frameworks that focus narrowly on

usability or learning separately, MEEGA+ recognizes that educational game success

depends on the intersection of both factors. A game might be highly usable but fail

to engage learners, or engaging but ineffective for learning. MEEGA+ is perfect

for evaluating our game fundamentally since it captures this complexity through its

extensive dimension structure.
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8.1.3 MEEGA+ Application in This Study

Our game will be carefully evaluated using the structured, five-phase MEEGA+

approach, which is illustrated in Figure 8.1.

Figure 8.1: MEEGA+ Application Workflow

Phase 1: Scoping

We formally defined the evaluation objective following the MEEGA+ template:

Analyze the Web Security Awareness Game for the purpose of evaluating the quality

in terms of usability and player experience from the novice developer’s perspective

in the context of web security education in computing courses. This objective will

directly connect to our research goals established in Chapter 1 and addresses whether

the game successfully overcomes the knowledge gaps identified in our interview study.

Phase 2: Planning

During the planning phase, we prepared several key components. First, we re-

cruited novice developers with 1-2 years of professional experience, matching the

demographic profile from our interview study. This guarantees that problems found

during the interview stage and the review of the solutions during the game testing
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stage are consistent. Second, the standard MEEGA+ questionnaire was customized

to include learning-objective-specific items based on our game’s focus on common

web security vulnerabilities. We added statements such as ”The game contributed

to my understanding of SQL Injection prevention,” ”The game helped me to recog-

nize XSS vulnerabilities in code,” These additional items will align with the specific

security topics covered in the game’s quiz categories and coding challenges.

We targeted a minimum of 10-15 participants to ensure sufficient statistical power

for meaningful analysis, aligning with MEEGA+ recommendations for reliable cal-

culation of IRT-based quality scores. Data collection instruments were prepared

including informed consent forms explaining the study purpose and data handling,

demographic questionnaires to capture participant background such as age, experi-

ence level, educational background, and frequency of playing games, the customized

MEEGA+ questionnaire with 35 standard items plus custom learning objective

items for qualitative insights.

Phase 3: Execution

The game evaluation was conducted through the integrated feedback system within

the game platform. Participants accessed the game through a provided link and be-

gin with a brief introduction on screen explaining the study’s purpose and evaluation

process.

The participants played the game independently at their own pace and convenience.

They progressed through the quiz levels covering the 7 vulnerability categories in-

cluding SQL Injection, XSS, IDOR, DOM Clobbering, NoSQL Injection, Clickjack-

ing, and Insufficient Authentication and Authorization. Participants experienced

attack simulation scenarios in Level 2 and coding prevention challenges in Level 3.

All game features including leaderboards, badges, points, and social elements will

remain active to preserve the authentic gaming experience.

Once the game is played or one passes a certain checkpoint, they will automati-

cally be transferred to the integrated MEEGA+ feedback module. The MEEGA+

questionnaire items will be displayed in the form of the post-game evaluation in-

terface where the participants will be asked to rate the items on a 5- point rating

score (Strongly Disagree -Strongly Agree). The system will integrate optional open-

ended text fields as well so that the participants can offer qualitative feedback on

the strengths, weaknesses, and improvements to the game. All the answers will be

automatically collected and stored in the game database, where the responses will

be analyzed later to have consistency of the data and to exclude the possibility of

such errors as manual transcription.
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Phase 4: Analysis

Data analysis proceeded systematically through multiple steps. All questionnaire

responses were exported from the game database and entered into the MEEGA+

data analysis spreadsheet, with responses converted to numerical values following

the standard MEEGA+ coding scheme. Data validity was checked to ensure com-

pleteness, excluding questionnaires missing more than 10% of responses.

Using the provided MEEGA+ Excel spreadsheets, we automatically calculated fre-

quency distributions, median scores, mean scores for overall dimensions, and graph-

ical visualizations displaying response patterns across all 13 dimensions. For quality

classification, we will export relevant items into a CSV file and use R scripts with

the MEEGA+ IRT model to calculate individual θ scores. The average θ score will

classify our game into three quality levels: Low Quality (θ < 42.5), Good Quality

(42.5 ≤ θ < 65), or Excellent Quality (θ ≥ 65).

For dimension-level analysis, the system will calculate average scores across the

four usability dimensions and nine player experience dimensions to identify relative

strengths and weaknesses. Dimensions scoring below the ”Agree” threshold (median

< 4) will be flagged as needing improvement. Results will be mapped back to the

Octalysis Core Drives that guided game design to understand which motivational el-

ements successfully translated into player experience. Open-ended responses will be

analyzed thematically to identify recurring positive feedback, common complaints,

and concrete suggestions for improvement. This qualitative analysis will provide

contextual depth to quantitative findings and help explain why certain dimensions

scored higher or lower.

Phase 5: Presentation

The evaluation results will include quantitative results with overall quality classifica-

tion, summary tables showing median and mean scores for all dimensions, frequency

distribution charts, and comparative analysis across usability versus player experi-

ence factors. The presentation will also include interpretation of what the qual-

ity classification means for game effectiveness, design validation assessing whether

Octalysis-based decisions achieved intended outcomes, specific recommendations for

improvement, explicit connections to research questions, and discussion of limita-

tions and future work. This systematic application of MEEGA+ will ensure rigor-

ous evaluation and provide actionable insights for validating the current design and

guiding future improvements in game-based security education.
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8.2 Alignment with Research Objectives

The MEEGA+ evaluation will directly address the research questions driving this

thesis. Our first research question about what security knowledge gaps exist among

novice developers was answered primarily through the interview study in Chapters 4

and 5. However, the evaluation’s perceived learning dimension will validate whether

the game successfully targets these identified gaps by measuring whether participants

believe they learned about SQL Injection, XSS, IDOR, and other vulnerabilities

covered in the game.

Our second research question asks whether gamification can effectively improve se-

curity awareness among novice developers. The player experience dimensions, es-

pecially motivation, engagement, fun, and perceived learning, will provide evidence

of whether gamified approaches resonate with this population more effectively than

the traditional methods that participants criticized in interviews. High scores on

these dimensions would support the hypothesis that gamification addresses the en-

gagement and retention problems associated with conventional security education.

Our third research question explores what game design features contribute most to

learning effectiveness. By analyzing dimension-level results and qualitative feedback,

we will identify which specific features such as competitive elements through leader-

boards, progressive difficulty across three levels, immediate feedback in quizzes, or

social interaction through the knowledge wall drive both engagement and learning

outcomes. The mapping of results back to Octalysis Core Drives will reveal which

motivational design principles most effectively translated from theory to practice.

The evaluation will also provide practical insights for educators and game devel-

opers working on similar educational security tools, contributing to the broader

research community’s understanding of effective game-based learning approaches in

computing education contexts.

8.3 Ethical Considerations

The study follows the requirements of the research ethics to ensure that the wel-

fare of the participants and their rights are preserved. The process was completely

voluntary, and informed consent was obtained before any data collection. Partici-

pants will understand the purpose of the study, involvement in the study, the use

of data, and their rights as participants in a clear manner. All data collection was

anonymized, with no personally identifiable information, such as names or email

addresses, being recorded. Rather, the respondents have anonymous identifiers for
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tracking the data.

All answers and quantitative feedback were stored safely, and only the research

team will be allowed to view the data. Digital data was encrypted and stored on

password-protected devices. To make sure the study is carried out according to the

current ethical standards regarding the research of human subjects, the appropriate

research ethics committee was contacted to approve any data collection before the

study begins, if required by the institutional policy.

8.4 Evaluation Results

This chapter summarizes the quantitative findings of the MEEGA+ assessment,

the IRT-based classification of the quality, discusses the performance of the quality

factors and dimensions, and explains the results in the framework of the objectives

of the research.

8.5 Evaluation Methodology

8.5.1 Participant Selection and Demographics

The test was done on 30 participants (n = 30) all of which were novice developers,

either recent university graduates or professional web developers with industry expe-

rience of less than 2 years. The sample was not random since the participants were

focused on the representatives of the population of the main users of the product

discovered during the previous interview study.

Gender Distribution

The sample of the participants was gender-balanced, as shown in Table 8.1:

Table 8.1: Gender Distribution of Participants

Gender Participants Percentage

Male 15 50%

Female 15 50%

Total 30 100%
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This equal representation assists in making sure that the results of the evaluation

would not be biased by gender-based preferences or learning styles. All the partic-

ipants were previously exposed to web development technologies and knew at least

one of the modern frameworks (React, Angular, Vue, Django, Laravel, or others).

According to the number of projects and their affiliations, the largest percentage

(55.6%) claimed to have little or no formal security training other than basic uni-

versity training, which is consistent with the trends of knowledge gaps found in

Chapter 5.

Engagement Metrics

The involvement of the participants in the gamified system was evaluated by the

number of badges collected, which is shown in Table 8.2:

Table 8.2: Badge Earning Statistics

Metric Value

Mean badges earned 11.37 out of 13 (87.5% completion)

Median badges earned 12 badges (92.3% completion)

Range 0-13 badges

The engagement of the user with the platform was also high, with the badge com-

pletion rate being high (the median is 12 of 13). The minimum score was 10 badges,

and 19 participants (70.4%) got 11 or above badges, meaning that they still worked

on the learning challenges.

8.5.2 Evaluation Procedure

The assessment was done in a systematic procedure to achieve consistency and

dependability. At first, we had a Pre-briefing Session where the participants were

briefly oriented on the purpose of the gamified learning platform and the simple

functioning of the platform without explicit instructions on particular challenges to

maintain the learnability assessment. Then we included an Interaction Period where

the participants interacted with the gamified system and were able to complete

challenges of various types of vulnerabilities, such as SQL Injection, XSS, IDOR,

DOM Clobbering, and NoSQL Injection. After completing the game path and all the

vulnerabilities, the participants were asked to fill in the MEEGA+ questionnaire, to

rate 33 items on various quality factors and dimensions. The evaluation process was
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conducted in two weeks timeline that started in the second week of January 2026,

and all the participants were able to play the game and provide their feedback at

their own pace and timeline.

8.5.3 Measurement Instrument

The MEEGA+ framework is chosen as the main assessment tool since it is a complete

system, covering both the aspect of usability and the experience of the player, which

is especially relevant to educational games. The questionnaire was divided into two

main quality factors comprising 33 items. The Usability factor for our game had:

Aesthetics (2 items), Accessibility (2 items), Learnability (3 items), and Operability

(2 items). In addition to this, the Player Experience factor included Fun (2 items),

Challenge (3 items), Confidence (2 items), Satisfaction (3 items), Focused Attention

(3 items), Relevance (4 items), Social Interaction (3 items), Perceived Learning (2

items), and User Error Protection (2 items). The participants were asked to rate

everything using a 5-point scale (1 = Strongly Disagree, 2 = Disagree, 3 = Neutral,

4 = Agree, 5 = Strongly Agree).

8.5.4 Data Analysis

The analysis of the collected data was performed with the help of descriptive statis-

tics (mean, median, standard deviation) of each dimension. Also, reliability analysis,

which was done through Cronbach’s alpha, was used to determine the internal con-

sistency of each dimension. Based on the MEEGA+ rules, a dimension was deemed

successful when the mean score of that dimension was ≥ 4.0 on the 5-point scale,

which means that the participants agreed or strongly agreed with the dimension.

To classify the quality, a model based on the MEEGA+ IRT (Item Response The-

ory) was used to determine the θ score of the individuals and categorize the overall

quality level of the game.

8.6 Quantitative Results

8.6.1 Overall Performance

The gamified learning platform showed a positive performance in all the assessed di-

mensions, and all the dimensions scored above the 4.0 success level in the mean. The

overall outcomes are shown in Table 8.3 for all the quality factors and dimensions.
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Table 8.3: MEEGA+ Evaluation Results Summary

Quality Factor Dimension Mean Median Std
Deviation

Result

Aesthetics 4.44 4.50 0.58 Success

Usability Accessibility 4.41 4.50 0.48 Success

Learnability 4.19 4.00 0.74 Success

Operability 4.33 4.00 0.67 Success

Fun 4.26 4.50 0.79 Success

Challenge 4.26 4.33 0.74 Success

Confidence 4.24 4.00 0.61 Success

Satisfaction 4.54 4.67 0.56 Success

Player
Experience

Focused
Attention

4.22 4.33 0.72 Success

Relevance 4.44 4.50 0.50 Success

Social
Interaction

4.19 4.33 0.87 Success

Perceived
Learning

4.59 5.00 0.52 Success

User Error
Protection

4.30 4.50 0.67 Success

The average score in the dimensions was 4.34 (SD = 0.65), which means that there

is a high positive response to the gamified learning platform. This resulted in all

13 dimensions attaining the status of success, which shows that the platform lived

up to the expectations of the users in terms of usability and the aspect of player

experience.
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8.6.2 Usability Dimensions Analysis

The Usability, which has four dimensions, was calculated to have a mean of 4.34

and a standard deviation of 0.62. The high mean value showed that the game was

very easy to play, and the learning process was also very convenient.

Aesthetics (Mean: 4.44, SD: 0.58)

The top-most rated usability dimensions were from the aesthetics dimension. This

dimension evaluated the aesthetic value of the game. The results showed that the

participants found the game design to be attractive (Item 1: Mean = 4.44) and

preferred the font and color of the text to be very uniform and in harmony (Item 2:

Mean = 4.44). Also, the standard deviation is 0.58, which is rather low; this means

that the participants agree on the visual quality of the platform to a great extent.

The design choices that were made during the development process, including the

use of clean interfaces, color schemes, and bright colors to distinguish between the

types of vulnerabilities, proved to be very effective in creating a learning experience

that was visually appealing.

Accessibility (Mean: 4.41, SD: 0.48) The accessibility dimension had the most

consistent standard deviation (0.48). And thus was the most harmonious of all the

usability dimensions. font size and style could be read by the participants (Item

3: Mean = 4.41), and colors had a meaning (Item 4: Mean = 4.41). This level

of balance shows that the game was able to implement the concept of accessible

design. The content was easy to understand for all novice developers. Also, each

has different visual preferences and accessibility needs.

Learnability (Mean: 4.19, SD: 0.74)

Although in the status of success, Learnability got the lowest score, among all the

dimensions of usability, and the greatest standard deviation (0.74), which means

that the experience of the participants was more variable. The dimension included

three questions that evaluated the speed at which the participants could master the

use of the system. The increased variability implies that even though most of them

found the system intuitive, there was a group of users who had a steeper learning

curve. This can be explained by the fact that different people are more familiar with

gamified learning settings or have been exposed to the concept of security before.

Operability (Mean: 4.33, SD: 0.67)

The operability dimension was employed to identify the ease with which the partic-

ipants could interact and navigate within the game. According to the respondents,

they could find it easy to play (Item 8: M = 4.33), and rules were clear and un-
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derstandable (Item 9: M = 4.33). The high score in this dimension means that

the game mechanics, architectures of challenges, and progression systems are put in

such a way that they may be interacted with without additional friction.

8.6.3 Analysis of Dimensions of Player Experience

The mean of the quality factor of player experience that comprises 9 dimensions

and 24 items had a mean of 4.34 (SD = 0.67). Such a good performance of the

game in different experience dimensions indicates that the platform was successful

in attracting the attention of the participants on the mental and emotional level.

Perceived Learning (Mean: 4.59, SD: 0.52)

On all the dimensions, Perceived Learning was the highest ranked with a median

of 5.0, implying that many of the participants strongly believed that the platform

assisted them to learn. This dimension determined whether the participants believed

that they were learning the system (Item 30: Mean = 4.59) and whether the system

enabled them to learn more effectively than other course activities (Item 31: Mean

= 4.59). The high level of performance in this dimension is the direct result of the

primary purpose of the study, of increasing the awareness of secure-coding. It is a

high score and shows that the gamified model has been able to bring the abstract

concepts of security alive, and it has made the abstract ideas learning experiences.

The standard deviation is notably low, 0.52. It means that the level of agreement is

very high. That also indicates a very low difference in the opinions of participants

regarding the game.

Satisfaction (Mean: 4.54, SD: 0.56)

The second dimension was the dimension of Satisfaction, which was used to ensure

that the participants were satisfied and they felt that the learning experience was

worth undertaking. The respondents were also content with the knowledge acquired

(Item 17: M = 4.54), they would recommend the system to their colleagues (Item 18:

M = 4.54), and they had an exhilarating feeling of accomplishment with the work

done (Item 19: M = 4.54). The high score on satisfaction and low variance score

shows that the platform was at a point of establishing a satisfactory experience that

the participants enjoyed. Among them, one that ought to be noted specifically is

that of the peers (Item 18) because peer recommendations are beneficial predictors

of perceived value in the real world.

Relevance (Mean: 4.44, SD: 0.50)

The scale of dimension relevance obtained high scores of agreement on how the con-
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tent was relevant to the needs and interests of the participants and should be learnt.

The respondents rated the content to be relevant to their interests (Item 23: Mean

= 4.44), they felt that the content was relevant to the secure coding practices (Item

24: Mean = 4.44), preferred this teaching approach of the gamified form to other

types of teaching (Item 25: Mean = 4.44), and rated it to be an adequate teach-

ing method (Item 26: Mean = 4.44). The fact that all of the corresponding items

with a low SD score (SD = 0.50) scored high confirms the decision of the gamified

challenges to be based on the vulnerabilities observed in practice in the course of

interviewing the developers. The vulnerability scenarios appeared to be attractive

to the real-life development scenario and security issues that the participants were

concerned with.

Fun (Mean: 4.26, SD: 0.79)

The Fun dimension was an indicator of the fun and emotional interest of the plat-

form. The participants expressed that they liked the system (Item 10: Mean = 4.26)

and had an experience that made them smile (Item 11: Mean = 4.26). It can be

supported by the fact that the standard deviation (0.79) is somewhat larger than

other dimensions, which means that the people liked various things, which is not a

surprise, as they have different preferences concerning the mechanics and graphics

of the games, and interaction patterns. The fact that the fun rating is high is also

remarkable because fun is one of the key driving forces of voluntary involvement and

long-term involvement. The developers were more inclined towards gamified learn-

ing, as the results of the interview suggested, as it was more engaging compared to

the traditional workshops.

Challenge (Mean: 4.26, SD: 0.74)

The Challenge dimension was used to determine the fact that the platform provided

the appropriate degree of challenge. And also ensured that it was not frustrating.

The respondents also indicated that the system was also difficult at the right rate

(Item 12: Mean = 4.26). It was not too easy (Item 13: Mean = 4.26), nor too dull

(Item 14: Mean = 4.26). The central issue to the successful completion of a balanced

challenge is the key to gamified learning because either easy or hard challenges will

make a person bored and frustrated, respectively. It is of particular significance that

the system was not monotonous (Item 14) since it is one of the issues raised during

the interviews of how gamification can only offer a temporary engagement.

Confidence (Mean: 4.24, SD: 0.61)

The Confidence dimension was an index of self-efficacy and faith in the ability of

the participants to succeed with the platform. The participants believed that the

system was easy to look at (Item 15: Mean = 4.24) and the contents and the
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structure reassured them that they were going to learn (Item 16: Mean = 4.24).

The confidence score was high, which means that the platform was able to establish

a non-intimidating learning environment. It is particularly important to beginner

developers who, as the outcome of the interview has demonstrated, tend to get lost

in the jungle of security.

Focused Attention (Mean: 4.22, SD: 0.72)

The Focused Attention dimension established how well the gamified system was able

to draw and keep the attention of the participants. The participants shared that

something interesting had happened at the beginning that captured their attention

(Item 20: Mean = 4.22). Also, they did not remember their surroundings while

playing (Item 21: Mean = 4.22). Additionally, they did not experience a sense of

time because of the engagement (Item 22: Mean = 4.22). The good score in this

dimension shows that the platform was able to establish a rich learning environment

that helped to immerse oneself in the concepts of security. The state of complete

attention, commonly referred to as flow in gamification research, is favorable to

successful learning because it allows one to think over intricate content over an

extended period.

Social Interaction (Mean: 4.19, SD: 0.87)

The Social Interaction dimension also scored the lowest of all the dimensions, al-

though it remained a success. The dimension was applied to assess the ability of

the participants to interact with other people (Item 27: Mean = 4.19), the atti-

tudes to the interactions (Item 28: Mean = 4.19), and the promotion of coopera-

tion/competition (Item 29: Mean = 4.19). Another point also worth mentioning

is that this dimension has the greatest standard deviation (0.87) of all dimensions,

and this indicates that the experiences of the participant vary widely. This vari-

ance would probably represent the variation in the way the participants used the

platform- some could have used it alone, and others could have used it competitively

or collaboratively.

User Error Protection (Mean: 4.30, SD: 0.67)

The User Error Protection dimension examined the extent to which the platform

assisted the participants in preventing and correcting errors. The participants liked

the fact that it helped them to avoid errors (Item 32: Mean = 4.30) and made

the recovery of the error simple (Item 33: Mean = 4.30). This dimension indicates

the scaffolding processes in the platform, such as hints, progressive feedback, and

forgiving retry systems.
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8.7 IRT Quality Classification

In accordance with the MEEGA+ methodology, the overall quality of the platform

was evaluated with the help of the Item Response Theory (IRT) analysis. The IRT

model was used to obtain an individual’s score for every participant according to

their answers to 25 scale items as defined in the MEEGA+ quality scale. Table 8.4

has the IRT quality classification results.

Table 8.4: IRT Quality Classification Results

Metric Value

Number of Respondents 30

Number of Items 25

Mean θ Score 60.11

Median θ Score 60.50

Standard Deviation 4.10

95% Confidence Interval [58.57, 61.66]

Minimum θ Score 53.00

Maximum θ Score 65.00

Quality Classification GOOD QUALITY

The average θ score of 60.11 on the (50,15) scale indicates that the gamified secure-

coding platform is of Good Quality (42.5 ≤ θ < 65 ). The confidence interval [58.57,

61.66] is entirely in the range of Good Quality, and the statistical validity of this

classification is found. The distribution of individual quality levels is shown in Table

8.5.

Table 8.5: Individual Quality Level Distribution

Quality Level Threshold Count Percentage

Low Quality θ < 42.5 0 0.0%

Good Quality 42.5 ≤ θ < 65 22 81.5%

Excellent Quality θ ≥ 65 5 18.5%
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Remarkably, 81.5 percent of the respondents (n=22) were in the category of Good

Quality, and 18.5 percent (n=5) of the respondents were in the category of Excellent

Quality of the platform. No participants rated the platform as Low Quality, which

again proves the effectiveness of the platform as a tool of educational intervention.

The fact that the Low Quality rating was never attained suggests that the platform

was always on the minimum acceptable standards, no matter the level of experience

and the background of all participants.

According to the MEEGA+ quality scale, a game classified as Good Quality typically

meets the following criteria. It can be difficult at times, presenting students with

new challenges. It gives fairly concentrated attention to players. It also develops a

sense of self-esteem and contentment among players. It often has socialization and

entertainment amongst the players. It is deemed to be pertinent to the interests

of students. Moreover, it plays a productive role in learning for students. And it

is usually straightforward with clear rules. The findings in these characteristics are

more or less similar to the findings at the dimension level found in Sections 8.3.2

and 8.3.3.

8.8 Reliability Analysis

The internal consistency reliability of each dimension was determined using Cron-

bach’s alpha coefficient (α), which is a very popular coefficient that is used to as-

certain whether the items included in a scale are measuring the same underlying

concept. In multi-item scales (3 or more items), α values ≥ 0.70 may be regarded

as satisfactory, α values ≥ 0.80 as good, and α values ≥ 0.90 as excellent. In the

case of two-item scales that are limited in their potential to achieve high reliability,

values ≥ 0.60 are marginal to acceptable. The following Table 8.6 has the results of

the reliability analysis.
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Table 8.6: Reliability Analysis Results

Dimension Number of
Items

Cronbach’s
Alpha

Interpretation

Aesthetics 2 0.774 Acceptable

Accessibility 2 0.258 Unacceptable

Learnability 3 0.813 Good

Operability 2 0.795 Acceptable

Fun 2 0.650 Questionable

Challenge 3 0.890 Good

Confidence 2 0.792 Acceptable

Satisfaction 3 0.870 Good

Focused Attention 3 0.819 Good

Relevance 4 0.717 Acceptable

Social Interaction 3 0.879 Good

Perceived Learning 2 0.792 Acceptable

User Error Protection 2 0.659 Questionable

The average Cronbach’s alpha indicated that the overall internal consistency of the

MEEGA+ instrument was fair to good, and the total mean of Cronbach’s alpha

is 0.747. Five dimensions, Operability, Perceived Learning, Confidence, Aesthetics,

and Relevance, proved to have good reliability, as proven by α ≥ 0.80. Again, the

five dimensions, Challenge, Social Interaction, Satisfaction, Focused Attention, and

Learnability, proved to have acceptable reliability with 0.70 ≤ α < 0.80. Also, the

two dimensions, User Error Protection and Fun, proved to have questionable but

acceptable reliability with 0.60 ≤ α < 0.70. Lastly, the Accessibility dimension had

intolerable reliability with α <0.60. As a result, it is evident that 12 out of the

13 dimensions have at least questionable reliability (α ≥ 0.60), and 10 out of 13

dimensions (76.9%) have acceptable or greater reliability (α ≥ 0.70). These findings

confirm that the items of the MEEGA+ questionnaire were reliable to measure their

intended constructs in the large majority of dimensions.

Problematic Dimension: Accessibility

Accessibility (α = 0.258) displayed unacceptable reliability, and the correlation be-

tween its two items was very weak; the font size and the style used in the gamified
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system are easy to read, and the colors used in the gamified system were meaningful.

This low reliability indicates that the two items could be measuring different things

about accessibility as opposed to a single construct. Irrespective of this reliability

problem, the two items recorded high mean scores (4.37 and 4.44, respectively),

meaning that participants had positive perceptions towards the two font readability

and color use.

8.9 Patterns of Engagement and Completion Mea-

sures

The patterns of engagement of the participants give some valuable information about

their experiences on the platform. The badge completion statistics show that the

maintained engagement is high: Mean completion rate (11.37 out of 13 badges)

is above average (87.5%), Median completion rate (12 out of 13 badges) is above

average (92.3%), and 70.4 percent of the respondents received 11 or more badges.

This is quite an achievement given the fact that the badge earning was based on

the successful accomplishment of vulnerability tests, which were based on various

categories (SQL Injection, XSS, IDOR, DOM Clobbering, and NoSQL Injection).

The respondents were not passively spending their time on the platform; they were

engaged in what they saw, and this implies that the processes of gamification proved

to be helpful in triggering long-term learning. The 3.7% were the individuals who

received zero badges (1 only), and the five (18.5%) were the individuals who received

maximum badges (13 out of 13). The distribution reveals that the progression of

the challenges on the platform was appropriately set so that the challenges were not

too challenging to complete but not too easy to complete as well.

8.10 Key Findings Summary

The results of the analysis indicate that the site performs highly on all the dimensions

that were measured. All the dimensions (13) obtained a success rating ( Mean = 4.0

or more), and the average mean score is 4.34, which confirms the complete efficiency

of the platform. This is because the consistency between the dimensions means

that the system is not merely efficient in terms of case-by-case but also as a learning

system. In the quality classification, the analysis of the Item Response Theory (IRT)

presented an average score of α = 60.11, which falls under the Good Quality (42.5

≤ α < 65). 81.5% of the participants rated the platform as being of Good Quality,

and the other 18.5% rated the platform as being of Excellent Quality. None of the
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participants rated the platform as Low Quality, which contributes to the positive

attitude of the participants towards our game.

The game had demonstrated good results in learning. The Perceived Learning di-

mension scored the highest with a mean of 4.59. The high cohesiveness of the

participants, with a standard deviation of 0.52, demonstrates the fact that there

was no difference in the opinions of the participants, hence the game is achiev-

ing the primary purpose of education, and also that the participants believed they

learned something important and valuable. User satisfaction was also high with the

dimension of Satisfaction, indicating (M = 4.54). The respondents testified that

the platform was indeed useful and were willing to refer colleagues to the platform,

which implies that it was highly acceptable and could be utilized by the whole target

user population. The high score in the content relevance also supports these find-

ings. The relevance dimension had a low standard deviation (SD = 0.50), and the

score was 4.44, which confirms that the vulnerability scenarios and challenges were

closely related to the actual security issues that developers were concerned about

in real life. This correspondence increases the degree of practicality of the learning

experience. The platform layout and functionality were also rated well. The average

score was high in Aesthetics (M = 4.44) and Accessibility (M = 4.41), which means

that the learning process has been successfully implemented with visual attractive-

ness and convenience. These design aspects would probably help in a maintained

interaction and lessening intellectual effort in the game. In the question of balance

of challenge, the level of difficulty has a mean value of 4.26, meaning that the level

of difficulty was largely suitable and not too challenging.

The standard deviation of 0.74 is larger, however, and it implies that the devia-

tion in the user experience also exists, and new adaptive or tailor-made difficulty

systems can be introduced. The overall mean scores of Fun 4.26, Confidence 4.24,

and Focused Attention 4.22 are high, and hence it can be concluded that the game

provided to the participants was a kind of immersion-based, enjoyable learning ex-

perience that led to self-efficacy in the participants. The means of 4.19, standard

deviation of 0.74, and Social Interaction of 4.19, standard deviation of 0.87 were

the most inconsistent ones of the participants. These results prove the possible im-

provements in the form of better onboarding procedures and greater collaboration

or community-based skills. The statistics regarding the behavior of the participants

also prove the active interaction with the platform. The high rate of badge comple-

tion (median = 92.3, mean = 87.5) indicates that the users were active in terms of

engagement with the information, which ensures that there was sufficient exposure

to support the reliable and informed evaluation reactions. Lastly, it was proved that

the assessment was very measurement-reliable. The overall Cronbach alpha of the

dimensions was 0.747, and 76.9% of the dimensions had an acceptable Cronbach al-
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pha or above ( 0.70). It demonstrates that the MEEGA + instrument could measure

the intended constructs with a high level of reliability, which adds to the confidence

in the validity of the given results.

All these results prove that the gamified secure-coding learning platform met the

design goals and offers a feasible solution to the problems that were detected at

the previous stages of this study. The effectiveness of the gamification approach to

secure-coding education is proven by the Good Quality classification, along with the

high level of performance on the dimension level and the high degree of involvement

of the participants. These results will be discussed in the next chapter within the

framework of the overall research objectives and analyzed in relation to secure-coding

education.
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Chapter 9

Discussion

The chapter is a synthesis of the literature review, interviews with the developers,

the gamified platform design, and evaluation methodology, all to show how the

research objectives were met. It looks at the security awareness development over

the levels of developer experience, the cascading vulnerability propagation model,

and the creation of the Play to Secure platform through the Octalysis framework.

The chapter critically reviews the scope of the platform as well as the MEEGA+

evaluation process, with limitations being recognized, but the findings are discussed

in the context of the overall secure coding education.

9.1 Research Objectives Fulfillment

The research was able to fulfill all six research objectives (RO1-RO6) by adopting

a systematic, multi-phase methodology that involved literature review, fieldwork,

platform and rigorous evaluation. The research objectives were met as shown in

Figure 9.1.
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Figure 9.1: Research Objective : Chart

9.1.1 RO1: Researching the Most Frequent Web Vulnera-

bilities

We were able to recognize ten serious web vulnerabilities which are frequently added

in by novice developers, including SQL Injection, Cross-Site Scripting (XSS), Inse-

cure Direct Object Reference (IDOR), DOM Clobbering, NoSQL Injection, Click-

jacking, Broken Authentication, CSS Injection, CSP Bypass, and CDN Tampering

through a thorough literature review (Chapter 2) and validation by interviews with

developers (Chapters 4-5). The study was not restricted to the vulnerabilities that

are taught most often such as SQLi and XSS but thought of the more advanced

threats that are not taught in most traditional training. The research revealed that

the entire percentage of novice developers showed little knowledge about these vul-

nerabilities and almost all respondents were not aware of the OWASP Top 10 guide-

lines. The study confirmed the presence of these vulnerabilities are most frequent.

Almost in 64 percent of Bangladeshi websites are vulnerable to these vulnerabili-

ties due to insecure coding practices, and that they require more effective security

training. This all-encompassing identification served as the basis of creating specific

educational information to fill real security gaps in the world as opposed to abstract

concepts.
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9.1.2 RO2: Determining Factors behind lack of security

awareness and insecure coding by Literature Review

In Chapter 2, the systematic literature review found several converging factors lead-

ing to the occurrence of a lack of security awareness among novice developers. The

discussion has also shown that developers often use AI-produced code provided by

applications, such as ChatGPT and GitHub Copilot, without carefully considering

the security consequences [38] [56]. They frequently replicate untested code snippets

on sites such as Stack Overflow, and they do not care about code quality or security

because of time limitations and deadlines [38] [47]. The survey has revealed a basic

lapse in academic education where the idea of security is being taken rather lightly

among the students and forgotten once the exams are over. Also novice programmers

are characterized by excessive reliance on frameworks and invoke in-built security

controls not knowing how they work internally such as parameterized queries or

output encoding [47]. Researchers demonstrated that 90 percent of the susceptible

code is the result of design as opposed to implementation mistakes, but the pro-

grammers are constantly unaware of such industry-acceptable standards as OWASP

Top 10 [47]. The discoveries formed the theoretical basis of the rationale behind the

occurrence of security vulnerabilities despite having tools and frameworks in place,

which directly influenced our future interview design and platform development.

9.1.3 RO3: Findings on Factorials of Insecure Coding by

Interviewing Developers

Semi-structured interviews of 32 developers (20 novice, 9 mid-level, 3 senior) gave

important empirical validation of the literature results and also brought out context-

specific information. Novice developers were highly knowledge deficient with almost

all not having any knowledge of the OWASP Top 10, heavy reliance on AI and

frameworks dependency (I just used the codes ChatGPT provided me with), and

focused on functionality (The main target is to complete all functionalities, security

is not prioritized at the early phase of development). The framework-dependent

security models of the mid-level developers were based on the lack of knowledge

of underlying mechanisms (I know SQL injection but I am not familiar with the

term Query Parameterization) and large gaps in advanced vulnerabilities. Senior

developers were unfairly charged with security overheads, performing all the initial

security configuration, as they mentored their juniors. The interviews showed that

security awareness is formed reactively during professional experience rather than

proactively during formal education justifying a chain of vulnerability propagation

across experience levels. The gamified learning strategies were highly supported by
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all levels of experience as compared to the traditional ones.

9.1.4 RO4: Design and Development of a Game-Based Learn-

ing Platform

We have managed to design and fully deploy Play to Secure, a gamified learning plat-

form through the framework of Octalysis that deals with knowledge gaps found in

RO2 and RO3. The platform discusses seven vulnerabilities that are directly related

to inexperienced coding: SQL Injection, XSS, IDOR, DOM Clobbering, NoSQL In-

jection, Clickjacking, and Broken Authentication. The thematic presentation (cave,

jungle, comic, chess, medieval themes) of each of the vulnerabilities is continuous

and does not impose on the pedagogical consistency. The platform uses all eight

core drives of the Octalysis framework Epic Meaning, Development and Accomplish-

ment, Empowerment of Creativity, Social Influence, and Loss Avoidance of points,

badges, leaderboards, mystery gifts and social features (social wall, chat, groups).

It has a three-tier progressive model (Theory (then) Attack Simulation (then) Pre-

vention) with AI-based code evaluation to offer practical experience. The platform

was built on the Hybrid Agile-RAD approach based on React.js, Node.js/Express.js,

and MongoDB, which is the first context-specific gamified security education tool

developed by the Bangladeshi developers.

9.1.5 RO5: Findings the Effective Game Evaluation Meth-

ods

We have reviewed educational games assessment systems in a systematic way and

have chosen MEEGA+ as the best methodology to use in the study. MEEGA+

offers both usability (aesthetics, accessibility, learnability, operability) and player

experience (fun, challenge, confidence, satisfaction, focused attention, relevance, so-

cial interaction, perceived learning, user error protection) assessed on 13 validated

dimensions. Psychometric validation of the framework in terms of Cronbachs alpha

value of 0.856 in terms of experience by player and 0.930 in terms of usability had

credible results. MEEGA+ was chosen among the alternatives (MDA, MDE, ad-hoc

questionnaires) due to the specificity of educational games assessment, the use of

standardized 35-item questionnaires with 5-point Likert scales, the availability of an

Item Response Theory (IRT)-based quality classification with predefined thresholds

(Low: 42.5¡ 55, Good: 42.5= 65, Excellent: 65), and the availability of ready-to-

use tools minimizing the complexity of the implementation process. This choice

guaranteed a strict, thorough assessment of the short-term and long-term learning
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effect.

9.1.6 RO6: Measuring the Proposed Game Effectiveness

The results of MEEGA+ with 30 participants who are novice developers were over-

whelmingly positive. All the 13 dimensions were in the success category (Mean 4.0

and above) and the overall mean was 4.34 on a scale of 5. Perceived Learning was

the highest (Mean: 4.59, Median: 5.0), which is the main educational goal of the

platform. The scores of Satisfaction (4.54), Relevance (4.44) and Aesthetics (4.44)

were very high, which proved a precious learning experience and the correspondence

of the content to the requirements of the developers. Quality classification based on

IRT gave a mean θ score of 60.11 which places the platform squarely under Good

Quality range (42.5≤ θ <65) with 81.5% of the participants indicating that the plat-

form was of Good Quality and 18.5% indicating that the platform was of Excellent

Quality- no one rated the platform as Low Quality. The median badge completion

of 92.3% (12 out of 13 badges) indicated long-term motivation because of high en-

gagement metrics. A reliability analysis ensured that there was acceptable internal

consistency with mean Cronbach alpha of 0.747 across dimensions. These findings

give solid empirical support that Play to Secure effectively meets the knowledge

gaps and engagement issues that were previously identified in the objectives of the

research.

9.2 Comparison with Existing Works

In this section, a comparison of Play to Secure and current gamified security educa-

tion Systems has been provided. Table 9.1 presents the author and paper informa-

tion, while Table 9.2 provides detailed information on the main differences. Our work

provides a full coverage of vulnerabilities, theory-driven design in the framework of

Octalysis, and a tested MEEGA+ evaluation, and context-specific implementation

of our work to novice developers in Bangladesh, as opposed to single-vulnerability

systems or platforms that have not undergone rigorous evaluation.
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Table 9.1: Papers Included in Literature Comparison

Author(s) & Year Full Paper Title

Gasiba et al. (2021) Is Secure Coding Education in the Industry Needed?

Priyadi et al. (2022) Gamification in Software Development: Systematic

Literature Review

Hadiprakoso and

Sihombing (2024)

Code-Guardians: Gamified Learning with AI-Driven

Feedback

Suarez and Kincannon

(2017)

SSETGami: Secure Software Education Through

Gamification

Xinogalos and

Satratzemi (2022)

SQL Island - Educational Games in Programming

Assignments

Weeratunge and

Hjelsvold (2025)

XSS Game (TXG) - Multi-Opposing-Role Gameplay

and Simulations

Wu et al. (2021) Gamification Effects on Information Security Awareness

Selvi and Shrinidhii

(2024)

EscapeScript Gamified Coding Platform for

Empowering Future Coders

Alhazmi et al. (2022) Developers’ Privacy Education: A game framework to

stimulate secure coding behaviour

Amour et al. (2025) Designing a Platform to Train Secure Programming

Skills With Attack-and-Defend Exercises

Lopes et al. (2018) Cyber-Detective - A Game for Cyber Crime Prevention

Arif et al. (2019) Interactive Coding with Gamification

Our Proposed

System

Play to Secure
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Table 9.2: Comparison of Our Proposed System with Existing Works

Paper Name Attribute Details

Gasiba et al.

(2021)

Security

Topics

Covered

General secure coding practices,

vulnerability awareness

Target

Audience

Industry professionals and developers at

various levels

Gamification

Elements

Survey-based study only. No gamification

implementation

Limitations/

Gaps

Does not provide a practical training

platform. Focuses on identifying gaps rather

than solutions. No hands-on vulnerability

practice

Priyadi et al.

(2022)

Security

Topics

Covered

Software development practices and not

security-specific

Target

Audience

Software developers

Gamification

Elements

Overviews existing gamification approaches

such as points, badges, and leaderboards

Limitations/

Gaps

Systematic review only and no hands-on

implementation; limited focus on security

topics

Hadiprakoso and

Sihombing

(2024)

Security

Topics

Covered

Secure coding practices with AI-driven

feedback

Target

Audience

Developers learning secure coding

Gamification

Elements

Game-based learning with AI feedback

mechanisms

Limitations/

Gaps

There is no mention of advanced threats

Suarez and

Kincannon

(2017)

Security

Topics

Covered

Software security education topics

Continued on next page
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Table 9.2 – Comparison of Our Proposed System with Existing Works

Paper Name Attribute Details

Target

Audience

Students and novice developers

Gamification

Elements

Points, badges, leaderboards, challenges

Limitations/

Gaps

No mention of advanced web vulnerabilities;

No mention of AI-powered feedback; No

mention of a specific evaluation framework

Xinogalos and

Satratzemi

(2022)

Security

Topics

Covered

SQL injection vulnerabilities only

Target

Audience

Programming students, beginners

Gamification

Elements

Story-based game, progressive challenges,

island exploration theme

Limitations/

Gaps

Single vulnerability focus (SQL only); no

coverage of other web vulnerabilities; no

evaluation framework mentioned

Weeratunge and

Hjelsvold (2025)

Security

Topics

Covered

Cross-Site Scripting (XSS) only

Target

Audience

Cybersecurity learners, students

Gamification

Elements

Multi-opposing-role gameplay, simulations,

competitive elements

Limitations/

Gaps

Single vulnerability focus (XSS only); lacks

comprehensive web security coverage; no AI

integration; no progressive difficulty levels

Wu et al. (2021)

Security

Topics

Covered

Information security awareness topics

(general)

Target

Audience

General users, employees

Continued on next page
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Table 9.2 – Comparison of Our Proposed System with Existing Works

Paper Name Attribute Details

Gamification

Elements

Gamification assessment framework

Limitations/

Gaps

Broad information security focus; not

developer-specific; lacks coding practice

Selvi and

Shrinidhii (2024)

Security

Topics

Covered

General coding practices

Target

Audience

Future coders, novice programmers

Gamification

Elements

Escape room concept, coding challenges,

gamified platform

Limitations/

Gaps

Not security-focused; general coding

education; no vulnerability training

Alhazmi et al.

(2022)

Security

Topics

Covered

Data privacy, GDPR, secure coding, privacy

breaches

Target

Audience

Software developers

Gamification

Elements

Game framework with behavioral stimuli

Limitations/

Gaps

Privacy-focused rather than comprehensive

web security; may lack coverage of modern

web vulnerabilities; no mention of AI

assistance; narrow scope

Amour et al.

(2025)

Security

Topics

Covered

Secure programming, CWE (buffer overflow,

NULL dereference, command injection)

Target

Audience

CS students, developers

Gamification

Elements

Attack–defend exercises, Immediate

feedback, Drill-and-practice tasks

Continued on next page
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Table 9.2 – Comparison of Our Proposed System with Existing Works

Paper Name Attribute Details

Limitations/

Gaps

Small user study, Limited participants,

Prototype only, Limited vulnerability set,

No long-term evaluation, No learning

outcome comparison

Lopes et al.

(2018)

Security

Topics

Covered

Ransomware, social network information

sharing, phishing, and password security

Target

Audience

Teenagers ages 14-17, educational

professionals, and law enforcement

investigators

Gamification

Elements

Detective narrative/role play, mini-games on

each security topic, decision-based learning

with immediate feedback

Limitations/

Gaps

Is more about general cyber crime

prevention, not secure coding or

development; is aimed at end-users, not

developers

Arif et al.

(2019)

Security

Topics

Covered

General programming/coding practices

(HTML, CSS, JavaScript)

Target

Audience

Programming learners, vocational high

school students

Gamification

Elements

Real-time coding, points rewards, immediate

feedback, ADDIE model + prototyping

Limitations/

Gaps

Not security-focused; general programming

education and no vulnerability training

Our Proposed

System: Play to

Secure

Security

Topics

Covered

10 web vulnerabilities: SQLi, XSS,

Clickjacking, Insufficient

Authentication, DOM Clobbering,

CSS Injection, CDN Tampering,

NoSQLi, CSP Bypass, IDOR

Target

Audience

Novice developers in Bangladesh

Continued on next page
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Table 9.2 – Comparison of Our Proposed System with Existing Works

Paper Name Attribute Details

Gamification

Elements

Narrative-based learning 3 levels

(Theory → Attack Simulation →
Prevention), Octalysis

framework-based design, points/coins,

badges, leaderboards, social features

(knowledge wall, chat, groups),

mystery gifts, integrated AI-powered

feedback system. Validated through

the MEEGA+ evaluation framework

Limitations/

Gaps

To incorporate more advanced

vulnerabilities
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Chapter 10

Conclusion and Future Work

This study was conducted in a systematic manner to cover the gap between the

resources of security and secure coding practices among novice developers. The

research employed several approaches such as examining the existing literature, em-

pirical interviews of 32 developers, creation of a gamified platform and undertaking

a serious evaluation of 30 participants.

The study contributes to cybersecurity education and gamification in a number of

ways, by giving the initial organized interviews of security awareness among the vari-

ous experience levels in the Bangladeshi developer society. The research reported the

significant knowledge gaps, as all novice participants were unaware of the OWASP

Top 10 security guidelines. It was found that there was heavy dependency on frame-

works by developers who did not have the knowledge about the security concepts

behind them. The study found a vulnerability propagation model at various career

stages where novices create security vulnerabilities, mid-level developers identify

inconsistently and senior developers bear the organizational liability of fixing the

vulnerabilities.

Play to Secure, the gamified platform created during the course of the study, covers

seven vulnerabilities the most applicable to novice developers. These are SQL Injec-

tion, Cross-site scripting, Insecure Direct Object Reference, and DOM Clobbering,

NoSQL injection, Clickjacking, and Broken Authentication. The research has pur-

posely omitted the attacks related to the infrastructure like CDN Tampering, CSS

Injection, and CSP Bypass. This was decided upon following the results of the in-

terviews, where these high-level subjects are not within the normal purview of the

responsibilities of novice developers. The platform used the Octalysis framework in

a systematic way, which offers a repeatable framework that can be applied by other

people to motivational design in security education.
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The evolution method was based on the methodology that included the MEEGA+

assessment with IRT-based quality classification and determined the empirical as-

sessment standards that surpass mere subjective feedback. Each of the 13 evaluation

dimensions met the success threshold with a mean of 4.34 of the 5.0. The IRT rating

of the platform was Good Quality with a rating of 60.11. On the rating scale, 81.5%

of the participants considered the platform as of Good Quality and 18.5% considered

it of Excellent Quality, with none of them perceiving it as Low Quality. The level

of engagement was also very high with a median badge completion rate of 92.3 and

a mean of 87.5.

64% of Bangladeshi websites are vulnerable and this gamified platform explores the

common vulnerabilites that exist in this percentage.. As opposed to single-purpose

training tools, it includes social elements of learning like social walls, chat, and

group features. These additions are inspired by the interview result that developers

acquire security skills specifically in the areas of peer interaction and mentorship as

opposed to academic study.

10.1 Limitations

The platform covers seven vulnerabilities that are chosen by considering novice cod-

ing practices. This also implies that it does not involve more complex subjects such

as CDN Tampering, CSS Injection, and CSP Bypass, which are better suited to

senior developers and DevOps teams to deal with. The examples of the platform

are based on the JavaScript technology stack with React, Node.js, and MongoDB.

This option is indicative of existing industry trends but implies that the usability

of the platform to other technology stacks has not been proven.

There were a number of methodological limitations that influenced the study. The

study was geographically oriented on the Bangladesh software industry. Although

this was insightful in terms of context-specific information, it implies that the results

might not be applicable to other cultures that have a different educational system

and organization culture. The sample size was 32 participants of interview (20

novice, 9 mid-level, 3 senior developers) and 30 of evaluation participants. These

were large enough to be statistically valid and thematically saturated, but not large

enough to provide detailed subgroup analysis. Two weeks was the evaluation period

and this reflected instant perceptions but did not reflect the long term memory or

behavioral change in real production settings. The research lacked a control study

group who were provided with conventional security training, as a result of which the

particular contribution that gamification brought to the learning outcomes cannot

be isolated from traditional learning.
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The method of evolution was also limited. The MEEGA+ model evaluates perceived

learning and engagement but not the objective security knowledge acquisition and

real improvements in code quality. Accessibility dimension was found to be low

with Cronbach’s alpha of 0.258. Professional networks and snowball sampling used

to recruit participants can have resulted in self-selection bias because the volunteers

of the study are already interested in security more than the general population.

10.2 Future Research Directions

The future work can be dedicated to the further reinforcement of the security aware-

ness among the developers in two primary directions. First, the platform can be ex-

tended to accommodate advanced vulnerability scenarios, which indicate emerging

real-world threats, including CDN tampering, CSS injection, and Content Security

Policy (CSP) bypass, CSRF (Cross Site Request Forgery) as well as other server-side

attacks. The view of such advanced attack vectors can increase the knowledge of

the developers about current security risks and encourage a more security-conscious

mindset in development.

Second, it is possible to conduct long-term controlled studies to assess the long-

term effect of the platform on the security awareness and coding behavior of the

developers. Because the present study was conducted within a short time period,

a longitudinal study comparing game-based learning to the conventional training

programs would be beneficial in evaluating the sustainability of security awareness

and secure code writing.

10.3 Conclusion

Security breaches have been happening in web applications even though tools and

guidelines are available. This study proves that the issue is based on the systemic

failure of education. Security is taught in theory and not reinforced practically, and

is considered secondary to functionality, and is not well incorporated into training

programs of developers.

A vulnerability propagation model was found in the interview study of 32 developers.

The level of basic security knowledge among novice developers is very low, and

almost none of them know OWASP Top 10 guidelines. Mid-level developers exhibit

the security behaviors that are framework-dependent without having knowledge of

the backend concepts of the framework libraries. The disproportionate burden of

remediation is on senior developers. This wave is evidence of malfunction of the
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educational system and not negligence of developers individually.

Play to Secure attempts to fill these gaps in four key ways. First, it targets seven

vulnerabilities that can be caused by beginners, grounded on the gaps of knowledge

that are documented through the interviews. Second, it uses the Octalysis system

to ensure long-term engagement. Third, it employs three-level progression system

that proceeds to awareness to attack simulation to a prevention coding. Fourth, it

has social learning capabilities which facilitate cooperation among peers.

This method is supported by the MEEGA+ assessment using 30 subjects. The

platform was rated as Good Quality with 60.11 score. The success was attained

in all dimensions with an average mean of 4.34 against 5.0. The best scores were

Perceived Learning with 4.59 and Satisfaction with 4.54. The participation was high

with a median completion rate of 92.3.

This research has a number of important implications. To start with, the issue of

scope is important. The prioritization of the seven vulnerabilities that were directly

related to the novice coding behavior was more successful than attempting to address

everything altogether, which would have bombarded the learners with infrastructure-

related issues that were beyond the scope of their capabilities. Second, motivation

is necessary and not optional. The application of the Octalysis framework proves

that the motivation design is required to maintain a long-term interaction with

technical security material. Third, assumptions do not work as well as evidence-

based design. The effectiveness of the platform lies in the basis on empirical data

through interviews, documented gaps, and real-life practices, as opposed to what the

developers are supposed to know. Fourth, standards of evaluation are important.

The educational security tools should be empirically evaluated according to such

frameworks as MEEGA+ with IRT classification and not presumed to be effective

due to engagement levels. Fifth, learning is fueled by collaboration and not solitude.

The social characteristics were necessary since developers get to learn security in the

process of interacting with peers.

To apply in practice, the vulnerability rate of 64% in Bangladeshi websites is the

representation of systemic educational choice. The study gives proven methodology

of alternative approaches. Viable security education demands the input of various

stakeholders. Colleges should incorporate security into their coursework, coupled

with practical implementation as opposed to making it a stand-alone subject. Busi-

ness organisations must invest in active and continuous training that is not merely

a compliance checklist. The developers of the tools must create security-by-default-

designed tools that are easier to code securely. The policymakers should come up

with standards that will raise the level of security education.
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The research study provides validated research methodology, empirical evidence,

and implementation specifications that can be replicated and extended by other

researchers and practitioners. The platform, frameworks employed, and the as-

sessment approaches are recorded in such a way that they can be re-use in other

contexts, technologies, and organizational environments.

The change from insecure to secure code practice takes time to be sustained. This

study shows that gamification can be effective and interesting in providing secu-

rity education in case of empirically-based design, suitable scoping, and motivation

based on the framework. The question that is left is on the speed and scale of im-

plementation. How quickly do these proven techniques get to the developers who

require them, with material being well aligned to their jobs and duties?

Security education should not be taught passively in theory but practically, and

the content taught should be based on what the learners are actually doing in their

coding work. This change necessitates evidence-based practice such as that revealed

in this research. The techniques, results, and platform that are reported here offer

a basis on which others can build and acclimatize to their unique situations.
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Appendix A

Gamified System Request

A.1 System Request

The system aims to provide a gamified platform based on the famous ”OCTALYSIS

Framework” by Yu-kai Chou to help novice developers learn secure coding practices.

It will offer interactive challenges, real-time feedback, and a social platform for users

to collaborate and improve their coding skills.

A.1.1 Business need

There is a growing need to educate novice developers on secure coding practices,

especially in light of common vulnerabilities like XSS and SQLi. This system will

engage users through challenges, tracking progress, and providing detailed feedback,

addressing a crucial gap in developer education.

A.1.2 Business requirements

• User management and profile customization

• Learning progress tracking through challenges

• Real-time feedback and interactive problem-solving

• A leaderboard and social platform for collaboration

• Secure coding challenges based on OWASP Top 10 vulnerabilities

• A peer review system to encourage feedback and collaboration
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A.1.3 Business value

The system will provide a valuable resource for developers, allowing them to learn

and improve their skills in a fun, interactive way. It will help organizations ensure

that developers adopt secure coding practices, reducing security risks and increasing

overall software quality.

A.1.4 Special issues or constraints

• The platform must be secure and protect user data, especially for storing user

progress and challenges.

• The system needs to be scalable to handle a growing number of users and

challenges.

• Integration with existing development tools or environments may require ad-

ditional work.

A.2 Functional Requirements

A.2.1 Module 1: User Management and Social Platform

1. The system will allow the user to register/log in using email and secure pass-

word encryption.

2. The user can update profile information, like institution and experience level,

in their profile segment.

3. A personalized profile will track badges earned and points.

4. A progress path-based simulation will visualize learning milestones and weekly

activity (Game Completion).

5. A Knowledge wall is created where users can post about their queries and

share their knowledge.

6. The user can comment and react on other members’ comments and help each

other.

7. A user can use a personal chatbox to communicate with other members who

have joined the platform.
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8. There will be an admin login system, and the admin can add/delete/edit

questions for the quiz and operate the whole software easily.

9. A global dashboard will show the active members using it at a time and a

quick recap on the attacks that we’ll be focusing on.

A.2.2 Module 2: Learning Challenges and Feedback

1. The user will receive challenges based on OWASP Top 10 vulnerabilities (e.g.,

XSS, SQLi).

2. Scenario-based simulations (e.g., attack-defense tasks in developing contexts)

and attack questions in Level-1.

3. After each task, users will receive an explanation of the topic, and from there,

they will know what error they made. Interactive problem-solving with AI-

integrated features for further knowledge.

4. Level-based feature unlock (after completing certain levels, the user will get

access to new chat features).

A.2.3 Module 3: Social Features and Leaderboard

1. Users can search and create group chats to share learning with each other.

2. A global leaderboard ranking the users based on XP and badge count.

3. In the group chat (topic-based chat channels), a user can create the group

and can add members. Only the creator can remove members and change the

group name. Any member can leave the group.

A.2.4 Module 4: Advanced Learning and Assessment

1. Designing the Level-2 with multiple scenarios and segmented simulations for

each attack vector. Each attack will include different types of situations, chal-

lenges, and segments like detection, mitigation, and post-attack analysis to

help users understand the full attack cycle through interactive practice.

2. In the Level-3, the users will be asked to build a small project based on the

attack vectors they have learned. This hands-on experience will allow them to

present their knowledge and understanding of the vulnerabilities and secure

coding practices.
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3. An AI agent will be built to evaluate the user’s submitted projects where

the potential vulnerabilities and coding flaws will be detected. It will provide

detailed feedback, which will help the users later on.

4. There will be a mystery gift system where users will receive surprise rewards

after completing certain levels or milestones.

5. Players will lose points if they make any mistakes.

A.3 Technology

A.3.1 Framework and Languages

• Language: JavaScript

• Framework: React.js (Frontend), Node.js with Express.js (Backend)

• Styling: Tailwind CSS

• Database: MongoDB

• Deployment: Cloudflare (Frontend), Render (Backend), MongoDB Atlas

(Database) , N8N (Render)
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