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Abstract

This study aims to evaluate password security practices among the top e-commerce,
news portal, and different government websites in Bangladesh along with the e-
commerce websites in India. Drawing from the established heuristics as presented
in the existing literature, we systematically assess the adherence of 72 websites to
the essential security guidelines. We also find the relationship between password se-
curity and other external economic factors. The study sheds light on the prevalent
inadequacies in password security practices among the prominent websites of dif-
ferent categories in Bangladesh as well as India. The implications of these findings
underscore the urgency for solid security measures to fortify the user authentication
systems and mitigate the risks posed by the potential cyber threats.
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Chapter 1

Introduction

1.1 Background

In the modern digital era, ensuring the safety of online accounts is of utmost im-
portance. Passwords are an essential part of internet security because they serve as
the first line of protection against unwanted access to private and sensitive infor-
mation. A compromised password can have serious repercussions, such as identity
theft and financial loss, since people engage in a variety of online activities, from so-
cial interactions to commercial transactions. Moreover, the interconnected nature of
digital platforms underscores the importance of strong and unique passwords across
different accounts to prevent unauthorized access cascading from one compromised
account to another. Without strong password security protocols, people and com-
panies alike are vulnerable to the ever-increasing risks posed by the cybercriminals
looking to take advantage of weaknesses and obtain unauthorized access to sensitive
data.

In the context of Bangladesh, two research works have been done previously, on pass-
word security factors among Bangladeshi government websites [11]; and password
construction and management strategies [4]. This existing research on password
security has demonstrated that users are not properly aware of the use of passwords
and security systems. The most basic mistake done by the users is that when they
see a website not providing any password instructions they use a very easy password
for their own betterment of remembering the passwords later. Convenience-driven
behavior and the need for simplicity may make users choose easy-to-remember pass-
words over more complicated but safer ones, undermining the significance of estab-
lishing strong password practices. In addition to that, prioritizing the enforcement
of extra security information on websites would improve user protection against
possible attacks. Websites can add another line of defense, lessening the impact
of hacked passwords and strengthening overall security measures, by implementing
multi-factor authentication and encouraging users to submit additional security de-
tails.

Nonetheless, the website administrators must feel obligated to safeguard users pri-
vacy and personal information. The password security not only protects users from
potential security flaws but also attracts visitors and improves the online business’s
reputation. By giving security consideration top priority, website managers may



demonstrate their commitment to making their sites safe. This could raise end
users’ trust and engagement levels, which could contribute to the platform’s long-
term sustainability.

Thus, inspired by a famous paper called ”"The Password Thicket: Technical and
Market Failures in Human Authentication on the Web [4],” this thesis focuses on
checking how secure passwords are on about 72 different websites in Bangladesh and
India. These websites include news and e-commerce sites, as well as the government
websites in Bangladesh.

"The Password Thicket” paper shaped the conversation on online security by of-
fering a fundamental knowledge of the technological and commercial shortcomings
in the authentication process. The study highlighted the intricacies of password
systems and the necessity of a comprehensive strategy to mitigate vulnerabilities.
Using the knowledge gained from this important paper “The Password Thicket”,
keeping it as a foundation, this thesis research carefully examines password security
procedures in the context of more or less 60 different websites in Bangladesh and 12
Indian websites.

Mostly, the work here is mainly to understand what security measures these web-
sites use to protect these passwords. Finding out what is good and what may be
improved is the aim that is needed to be accomplished. This concept originated after
the study of existing relevant research in the context of Bangladesh, considering the
fact that how Bangladeshis use the internet has major lack of understanding and
thus implementation of security measures. In our research we mainly dive into how
the websites of Bangladesh are not designed securely enough which enables users to
keep up with their habit of not using safe internet protocols. The research aims to
examine these websites in detail, with a particular focus on how the security and
passwords are managed. Considering factors such as the ease of use and security
of these websites in addition to their technical aspects. Improving the online expe-
rience requires an understanding of security from both a technological and human
perspective.

The main reason for choosing these websites is because they represent the different
types of online services that people in Bangladesh use on a daily basis. The main
goal for this paper is to identify the strengths and weaknesses of the websites and
also the paper might be useful to the people of Bangladesh who are using the web-
sites.

Moreover, the vision of the research is examining the unique difficulties faced by
Bangladeshi websites while proceeding forward. The thesis discusses topics includ-
ing popular types of technology (TLS), heuristics of different websites, and how
people use it. The aim is to ensure that the research is not only filled with compli-
cated terms but also understandable to anyone.

At the start of exploring the websites of Bangladesh, the main aim is not just to find
problems but to give real solutions. By the end of the research, the aim is to help
not only each website individually but also make online spaces safer for everyone in



Bangladesh.

1.2 Problem Statement

Conducting a comprehensive analysis of password security practices across various
website categories in Bangladesh, with a focus on identifying potential correlations
between security strength and external factors. The previous works related to the
password field clearly lack detailed analysis of factors in the password security field.
In Bangladeshi context password security analysis has been done in specifically one
paper that has highlighted six heuristics [11]. This paper represents the analysis
in a broader spectrum with more number of heuristics and multiple categories of
websites. Additionally, this work analyzes the password security factors among a
few Indian websites to offer a comparison between the two countries. To protect
financial, personal, and business data, password security is vital. For protecting
the sensitive information and addressing emerging threats, an extensive analysis in
password security is necessary.

1.3 Research Objectives

We have four main research objectives:

1. We conducted a comprehensive evaluation of password security among 60 e-
commerce, news portal, and different government websites in Bangladesh.

2. We evaluated 12 Indian e-commerce websites in order to assess similarities and
dissimilarities with Bangladeshi e-commerce websites.

3. We provided a comparison of the password security factors among websites of
different categories.

4. We analyzed the relationship between password security and other external
economic factors.



Chapter 2

Related Work

In this section, we offer a brief literature review of the existing works on pass-
word security. First, we highlight the related works that have been conducted in
Bangladesh. Next, we discuss a few related studies in the context of other countries.
Finally, we highlight the paper that served as a motivation for this thesis.

2.1 Password Studies in the context of Bangladesh

There have been a few studies analyzing the security of different kinds of websites in
Bangladesh. In one of those works [12], the main goal was to evaluate the security
posture of Bangladeshi government and financial websites by doing a vulnerability
assessment. Four kinds of risk alerts were scanned and analyzed by the research
using Acunetix and ZAP tools: High, Medium, Low, and Informational. The study
provides mitigation strategies for the vulnerabilities found in addition to illustrating
the security state of Bangladesh’s official websites. Security issues that are less fre-
quently highlighted in the nation are addressed by these mitigating techniques. The
paper highlights how important it is to use safe coding practices while developing
online applications in a variety of fields, such as finance, education, government,
and non-government. According to the report, the growing number of websites has
increased the security risk posed by poor coding. If these security flaws are not
fixed, attackers may be able to take advantage of them and carry out activities like
data breaches, the introduction of spam material, the spread of malware, malicious
redirects, Denial-of-Service attacks, or even vandalism of websites. Furthermore, the
selected main vulnerabilities—CJ, MC, CSRF, ID, and XSS—are found to be the
most common individual vulnerability categories found on certain websites. With
an emphasis on these particular weaknesses, the paper describes the security state of
official websites in Bangladesh. The publication also provides mitigation solutions
for these particular vulnerabilities, addressing security threats that haven’t been
thoroughly examined in the country.

In another work [11], the research paper examines the level of password security of
several government websites in Bangladesh. The researchers conducted a thorough
analysis of thirty-six government websites. They assessed these websites using six
carefully chosen password security heuristics: Password Construction Guidelines,
Password Recovery , CAPTCHA, Security Question, HT'TPS Channel, Password
Strength Meter. These are the most fundamental and basic metrics used to assess a



password’s level of security. Based on all of the previously mentioned study findings
and as described in the current article, it is feasible to conclude that none of the
websites under investigation has demonstrated appropriate and functional security
padding mechanisms. The fact that many of the websites lack instructions on how
to construct passwords was one of the flaws that the researchers noticed, among
other things. Since they assist users in creating secure passwords, these suggestions
that are included in the study, as will be seen—are essential. Users are likely to add
weak passwords to their accounts, leaving them open to hacking, if the aforemen-
tioned advice is not followed. Other issues, such as the fact that certain websites
permitted the use of weak passwords while others had no established guideline on
how passwords should be constructed, have also been emphasised in the aforemen-
tioned paper. It was noted, nonetheless, that several of these websites did not adopt
secure HTTP platforms for online data transfers.

A separate study examined how Bangladeshi internet users create and maintain
passwords and compared their practices to the users in the developed nations[13].
Using a survey, the authors gathered information from 75 undergraduate Computer
Science students from two different universities in Bangladesh and contrasted it with
the responses from the users in developed nations. According to the report, a large
number of websites in Bangladesh lack appropriate password security mechanisms.
The participants from Bangladesh showed a propensity to use fewer passwords than
users from more developed nations. Remarkably, they tended to jot down passwords
more often and disclose them less frequently. Furthermore, a discernible trend of
infrequent password changes was seen among these individuals. Participants from
Bangladesh tended to choose passwords with a lower proportion of personally sig-
nificant phrases and numbers than those who participated from the first world. A
considerable percentage of the users refrained from creating passwords with common
Bengali or English terms. This study highlights the weaknesses in these experienced
internet users’ password management strategies.

2.2 Password Studies in Other Countries

The echoes of local concerns do not fully encompass the broader cybersecurity land-
scape. One famous work [1] mainly addresses the challenges and proposes solutions
for the evolving vulnerabilities in Unix password security. It proposes a solution of
a publicly available proactive password checker, aiming to empower users to choose
safer passwords based on customize able security criteria. The ultimate goal is to en-
hance security by automating the process of educating users about password safety.
The authors suggest that solid passwords act like strong fences, crucial for keeping
potential threats away. The proactive checker proposed in the paper is a signifi-
cant way to strengthen these digital defenses before any security breaches happen.
The paper provides valuable insights, which focuses on evaluating password security
practices among e-commerce and news portal websites.

Researchers also look into how users behave in reaction to various policies and how
strong the passwords that are created as a result of such policies [6].The study offers
a thorough examination of user attitude, behavior, and password strength across five



password-composition policies. After statistically analyzing password predictability,
the authors discover that a number of widely accepted notions regarding password
strength and composition are not true. In order to generate a number of recommen-
dations for password composition regulations that produce strong passwords without
unreasonably burdening users, they additionally connect their findings with user be-
havior and attitude. The study found that password-composition policies are not
as effective as they are believed to be. The authors found that users tend to choose
predictable passwords even when they are forced to comply with password policies.
The study also found that users tend to use the same password across multiple
accounts. The authors suggest that password restrictions should be created to mo-
tivate users to select unusual and one-of-a-kind passwords. They recommend that
password regulations should be modified to incentive users to utilize passphrases
rather than passwords. Passphrases are easier to remember and tougher to guess
than passwords. Additionally, the authors advise creating password regulations that
motivate users to utilize password managers.

Studying how passwords work is important to make the online world safer. An im-
portant research paper looks closely at what makes passwords strong or weak, doing
practical tests to see how well they can resist attacks [10]. Moreover, the paper
critically evaluates existing password composition rules enforced by popular web-
sites. Emphasizing the collaborative efforts needed from both websites and users,
the research not only identifies potential risks but also presents proactive measures
to fortify digital data. The things we learn from these works will be a guide for
us, helping us figure out the best ways to make passwords more secure on different
websites.

To enhance our online security, it’s crucial to understand how passwords can be at
risk. In a separate work, the researchers [7] aim to highlight the pros and cons of
various secure authentication methods, raising awareness about password attacks
and the suitability of authentication methods for specific situations. The paper
discusses password attacks, classifies password methods from different contributors,
and provides a comparative analysis of various authentication methods. This survey
advises users to understand password attacks and choose appropriate authentica-
tion methods based on their scenario and also suggests combining different password
schemes, such as conventional passwords with keystroke dynamics or bio-metrics, for
enhanced security. this study contributes valuable insights to our understanding of
password vulnerabilities and potential solutions.

A lot of research has been conducted on Computer and Information Security (CIS)
in the past years. From a business viewpoint, CIS plays a significant role so it is
mainly concerned with protecting confidentiality, integrity, and accessible informa-
tion when using computer systems. One study examines the password behavior of
end-users by using a large questionnaire survey among end-users [3]. The study finds
that the human factor is a major vulnerability in computer and information security,
particularly in the context of password usage where past researches have given less
importance. Users often differ from recommended password practices while making
well-protected systems vulnerable. The study comes up with potential solutions such
as using mnemonic techniques or graphical passwords, and emphasizes the need for



a balanced approach between human limitations and the quest for profound secu-
rity. Insights from this study can guide our work by highlighting the importance of
balancing human limitations and security measures influencing the implementation
of more effective authentication methods, such as multi-factor authentication, with
a focus on usability.

Understanding how people use passwords across different websites is crucial for en-
hancing online security. A study investigates the common practice of password reuse
across multiple online platforms. By analyzing leaked passwords from different sites,
the research finds that a significant number of users, approximately 43-51%, prac-
tice password reuse [9]. Addressing the difficulties associated with this practice, the
study introduces a new password-guessing algorithm, surpassing traditional meth-
ods. It emphasizes the significance of improving cross-site password security. This
research provides valuable perspectives on how people change passwords on various
sites, which is important to support overall online security.

After a significant data breach in 2011, a research looked at how people in China
create and use passwords [8]. The purpose of this study was to learn how culture
influences the choice of passwords. The results indicate that, in comparison to users
in the Western countries, many users in China are less concerned with security. Cul-
ture has an impact on how people create passwords. Password reuse is a popular
practice in China, where users often use the same password across various web-
sites. The study offers insightful information about password usage patterns and
user behavior, which focuses our analysis towards possible cultural influences on
Bangladesh’s digital environment.

In summary, these worldwide research studies provide an overview of several facets
of password security. They highlight the importance of proactive measures, cultural
influences, and user behavior in fortifying digital defenses. Knowing these things
will help us in our study regarding password security procedures on Bangladesh’s
most popular news portal,e-commerce, and other websites.

2.3 The Password Thicket

Despite years of study exposing its weaknesses, passwords continue to be the pri-
mary means of authentication. The solution extends beyond mere users. There is
more to the scenario than just people reusing easy-to-guess passwords across devices
and surrendering to memory loss. Websites are important, and they are frequently
motivated by different goals. A complex web is produced by the need to gather in-
formation and promote exclusivity through password registration (even in situations
where security isn’t the top priority).

Passwords, although responsible for protecting user accounts on the internet, are sus-
ceptible to weaknesses arising from both industrial and technological causes. The
systems that these precise protections are designed to safeguard, are compromised.
This is the exact hindrance covered in the groundbreaking study of Joseph Bonneau
and Soren Preibusch. [4].



Through an innovative study involving 150 unique websites, Bonneau and Preibusch
reveal the complex intricacies of password usage practices on the internet. Their re-
search presents a startling picture: whereas some websites place a high priority on
security, others continue to use outdated methods that provide room for shortcom-
ings. It is important to note that certain websites favor ease of use over security,
even using passwords as a means of building psychological trust. This potentially
hinders the adoption of more secure alternatives.

The researchers meticulously and precisely examined password-related practices on a
range of websites to identify patterns and differences across several categories. Iden-
tity, E-commerce, and Content Sites are the three primary categories into which they
divided the websites. The researchers were able to capture a broad range of online
platforms with unique goals and functions, thanks to their categorization.

The approach of gathering data involved a comprehensive analysis of several pass-
word management-related factors. To obtain detailed information, researchers em-
ployed a combination of automated techniques and manual inspection. They ex-
amined areas such as how to register for a password, what advice to offer during
registration, what passwords are required, how to log in, how to support federated
identities, how to update passwords, how to recover passwords, how to implement
security measures against password guessing, and user probing.

The study also explored the deployment of encryption, specifically Transport Layer
Security (TLS), for securing password transmission. The researchers investigated
whether websites used TLS consistently in a range of password-related interactions.
Critical and in-depth examination of password sharing procedures was also con-
ducted, with an emphasis on whether websites had implemented safeguards to pre-
vent users from disclosing their credentials publicly to platforms such as BugMeNot.

Additionally, the researchers examined password usage practices on a broad range
of websites using methodological and comprehensive approach. They used both au-
tomated and manual techniques, but statistical analysis gave the observed patterns
a quantitative foundation. The study clarifies the complexities of password man-
agement in various online settings and provides insightful information for improving
security and user experience.

Key observations from this multi-pronged analysis include:

e Inconsistent user experience: Basic password mechanisms were consistent, but
security advice and requirements varied widely.

e Security weaknesses: Many sites neglected best practices like TLS deployment,
password protection, and protection against guessing attacks.

e Internal inconsistencies: Security policies were often inconsistent within sites,
suggesting a lack of intentional design.

e Absence of shared code: Little evidence suggested widespread code sharing for
password authentication.



e Varied policies and motivations: Security policies varied more than security
requirements, and motivations appeared to differ across industry segments.

e Market factors and security: Market position, growth, technical competence,
and type of business influenced password security practices.

e Content sites’ focus on data collection: Content sites prioritized email collec-
tion and validation over actual password security, suggesting data collection
as a primary driver.

This study serves as a guideline for us to conduct the security analysis of different
websites in Bangladesh. We examine more websites and use more heuristics than
the prior works described in Section 2.1. Additionally, we try to find the relationship
between password security and other external factors, mainly related to the economy.



Chapter 3

Heuristics Details

3.1 Evaluation Heuristic Details

We evaluated the 72 websites on the basis of 10 standard heuristics [4]. The follow-
ing list of 10 essential heuristics provides guidance for evaluating various password
security factors for any online service, including the websites in Bangladesh and
India.

e H1: Password Construction Guidelines [11]
e H2: Enrollment requirements [4]

e H3: Password Registration [4]

e H4: Login [4]

e H5: Password Update [4]

e HG: Password Recovery [4]

e HT7: Federated Identity [4]

e HS&: Rate Limiting for Password [4]

e H9: Prevention of User Probing [4]

e H10: Encryption [4]

A brief description on these heuristics are given below-

3.1.1 H1: Password Construction Guidelines

Strong password creation is critical for user account security. Password guidelines,
typically presented during registration, outline recommendations and requirements
to enhance password strength[2]. These guidelines often address password length
and composition. For example, a guideline might specify minimum password length
and character type requirements (lowercase, uppercase, numbers, special characters).

10



Password security is measured by entropy, which reflects the difficulty of cracking a
password through various attack methods like guessing, brute-force, and dictionary
attacks [5]. Common password composition guidelines include:

e Basic8: Minimum length of 8 characters, no composition requirements (en-
tropy: 18 bits).[6]

e Basicl6: Minimum length of 16 characters, no composition requirements (en-
tropy: 30 bits).[6]

e Dictionary8: Minimum length of 8 characters, no dictionary words allowed
(entropy: 24 bits).

e Comprehensive8: Minimum length of 8 characters, no dictionary words al-
lowed, composed of uppercase, lowercase, digits, and special characters (en-
tropy: 30 bits) [6]

Displaying password construction guidelines during registration assists users in cre-
ating strong passwords and demonstrates the service provider’s commitment to se-
curity. We have also accessed if there is a password strength meter in order to show
whether a password is strong or not. The instruction is presented as a combination
of text and image, with the password strength divided into three categories: weak,
medium, and strong.

3.1.2 H2: Enrollment requirements

Websites usually ask for some information from the users before they enroll and
after the users have submitted the required information, the websites go ahead to
validate the information. Some of the information that is usually collected include
personal information like name, email address and phone number. Some websites
may also ask for the address of the user including the permanent and temporary ad-
dress, NID, profile picture, and country of residence. After the submission of these
data, websites perform validation processes to verify the accuracy of the contact
information provided. This verification process usually involves sending a confirma-
tion link to the registered email address or a one-time password (OTP). Or websites
may choose to send an account registration notification through email. There are
instances where websites use the provided phone number for verification through an
OTP or a notification.

3.1.3 H3: Password Registration

Encouraging users to set strong and secure passwords is essential for safeguarding
their accounts against potential threats. Websites can significantly enhance security
by providing password advice and making it mandatory for users to adhere to these
guidelines. The level of restriction imposed by the advice directly correlates with the
strength of the password. At a minimum, websites may initiate a length restriction,
requiring passwords to be at least 8 characters long. However, to ensure security fur-
ther, more comprehensive guidelines can be enforced. This includes incorporating a

11



mixture of lowercase letters, uppercase letters, numbers, and special characters into
the password. By mandating such complex criteria, websites can significantly de-
crease the probability of passwords being compromised through brute force methods.

3.1.4 H4: Login

During the login process the basic credentials required to login includes email or
phone number or username along with password. Even though most of the websites
usually include the criteria of both email and phone number as personal informa-
tion, both are not used as identification mode often. Some websites tend to use
email as identification and some use phone number as identification mode. Fewer
websites also allow users to login both email and phone numbers and also send no-
tification in both. The process of submitting a password involves the user entering
the password in order to verify their identity. One of the most basic prerequisites for
enabling digital access to systems and services is password submission. To ensure
convenience and safety, the method incorporates multiple elements. The user inputs
their password in the password area at the beginning of the process. In order to
prevent shoulder surfing, this is typically some sort of masked field that displays
dots or asterisks in place of the input. The password is entered by the user, and
once client-side processing is finished, the data is sent to the server. Security is
crucial to preventing hackers from decrypting data. Usually, this is accomplished
using: TLS Encryption: It assists in encrypting the password when it is transferred
over the Internet between hosts.

3.1.5 Hb5: Password Update

Password update requires a password update interface. After logging in, whether a
website allows its user to update the password in the interface or not is discussed
here. In case of updating password, previous credentials are required such as- reen-
tering previous password. Again, there might be websites such as those who sent
notifications regarding updating the password. The downside of the password up-
date feature is that an attacker can use a session hijacking technique or even attempt
to log in with a browser whose owner is out and change the user’s password perma-
nently to a known password. Such a behavior should be of concern, given that some
of the sites surveyed allowed users to store cookies on their devices.

3.1.6 H6: Password Recovery

Users may forget passwords due to the sheer number of online accounts they manage.
Password recovery mechanisms are essential to address this issue. Common recovery
methods involve sending a reset link to a registered email address or phone number.
These options are crucial for user convenience and maintaining service accessibility.
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3.1.7 HT7: Federated identity

Federated identity systems which are also called single sign-on ( SSO ), are very
efficient in providing users with a single identity they can use in different websites.
Federated identity is a process where a user authenticates his/her website or an
application by using an identity from a third-party service provider like Google,
Facebook or Microsoft among others. This minimizes the need for users to remem-
ber many passwords and can provide improved security by leveraging quality, secure,
authentication services.

The idea of federal identity is based on the trust between the identity providers
(IdPs) and the service providers (SPs). At any time when the user wishes to access
the service, the SP will forward the user to the IdP for an authentication process.
After a successful authentication, the IdP sends an assertion to the consumer SP
to show that specific user is valid. It also makes login easier for the users and also
shifts the authentication stresses from the SP to IdP which mostly has robust secu-
rity measures.

Federated identity systems are advantageous for several reasons:

e Improved User Experience: Users can enjoy convenient login without
having to memorize several usernames and passwords.

e Enhanced Security:  Working with established IdPs can help enhance
security through features like MFA, as well as monitoring for possible frauds
and scams.

e Simplified Management: It gives service providers the ability to offload
the authentication management task to IdP, and also minimize the occurrence
of password breach attacks that arise due to compromised password storage
databases.

However, federated identity also presents challenges:

e Privacy Concerns: This is so because users may be apprehensive about
the transfer of their authentication details from one service to another.

e Dependency on IdPs: Service providers rely on the availability and secu-
rity measures implemented by the IdPs.

In specific, federated identity systems present a notable trends towards more user
friendly and secure authentication methods, although this novel approach for iden-
tity management should be considered and implemented very cautiously due to the
risks related to privacy and dependence.

3.1.8 HB&8: Rate Limiting for Password Guessing

Rate limiting is essential to prevent password guessing from compromising the over-
all security of the accounts because it can make it unthinkable for an attacker to use
a brute force attack by reducing the number of attempts they make to a negligible
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amount. Additionally, it prevents credential stuffing by preventing repeated login
attempts from users who enter false information and by creating a strong barrier
against hackers. Moreover, it aids in defending against ”dictionary attacks,” which
often filter passwords containing common terms. It assists in safeguarding user ac-
count login attempts and can sound the alert by bringing about further internal
security, such as requesting for an extra password or momentarily locking the ac-
count. Furthermore, Rate limitation gives security officers more time to react to
possible threats and stop any harm before an attacker gains access. It also makes it
easier to notice and respond to suspicious activities.

3.1.9 H9: Prevention of user Probing

Preventing "user probing,” which is the act of an attacker making arbitrary assump-
tions or seeking to confirm whether an account or other piece of information exists
on the system, is one of the main obstacles to system security from malevolent at-
tackers. In case of login, enrollment and reset user probing can take place. After
providing an incorrect credential in any phase, the error text or explicitly mentioning
the particular credential that is incorrect plays a vital role here.

The preventive steps limit the total amount of requests made within a given time
frame externally. This holds true, for instance, for account registration, login at-
tempts, and password recovery procedures. Also implement temporary and perma-
nent lock outs. Following a preset number of unsuccessful attempts to log in: Tem-
porarily deny the user’s account till they log in. Initially, in order for this method
to work, each unsuccessful attempt must result in an extension of the lockout dura-
tion. In order to stop automated scripts from accessing the login, registration, and
password recovery pages, CAPTCHA should be added to all of these pages.

3.1.10 H10: Encryption

Data privacy is mostly protected by encryption, which is the process of transforming
data into a coded format that cannot be read without the right decryption key. It
is essential to password security because it protects passwords during transmission
across networks using protocols like TLS and hashes them to ensure that they are
kept securely. On the other hand, authentication is the process of confirming the
identity of users or devices using multi-factor authentication, biometric techniques,
and passwords to see if they are authentic and valid. As they give people reassur-
ance and protection against data breaches and unwanted access to their systems,
encryption and the usage of authentication discussed above come into play as crucial
components in enhancing password security and data security in general.

3.2 Evaluation Process

We assessed the different aspects of the 72 websites to analyze their effectiveness and
security measures. Our primary objective was to assess the efficiency and reliability
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of key website functions such as enrollment, login/logout, password update, pass-
word reset, and password probing across different platforms. We used a combination
of evaluation methods to offer insights into the strengths and weaknesses of these
critical aspects of website security. The following sections present detailed descrip-
tions of our evaluation process which we implemented in order to have a thorough
understanding of the security landscape of these websites [4].

3.2.1 Enrolment-

All user data such as pseudonyms, email IDs, and passwords was generated using
identical fake user data. The recipients were all signed with their unique postal
addresses at each location, ensuring that any subsequent emails would be tracked to
the correct location. All password advice provided to the user prior to registration,
as well as any information required to create the account, would be kept on record
[4].

3.2.2 Login/Logout-

Once the email address is verified (if necessary), the email is signed up and then the
account is logged in and logged out. In regular login, the TLS record and details were
shown if present, along with the data submitted to the server; and the persistent
login cookie saved in the browser was shown. After the login the pages were checked
out for the details that the particular account was enabled to access [4].

3.2.3 Password Update-

After signing in again, it is noticed that passwords can be changed through a sep-
arate ”Change Password” interface. This is when the testers checked for password
requirements by putting figures to the passwords that would be accepted. Level one
is where one tries to register with a short password that is three digits in length.
A one-character password ‘P’ rejected resulted in ‘P™ form to be concatenated for
each specific case n until the established minimum length was assumed. The up-
per bound test is not done but the upper bound is recorded only if it is mentioned
explicitly in the site.After testing length boundaries, attempts were made with the
passwords 71234... n” and "password.” In the vast majority of cases, if they were
considered appropriate, it was presumed that the site was imposing no limitations
except from those related to length. Attempts were made to surpass these filters by
using passwords of a different complexity, and then rules were implemented including
alphabets, numbers, non-dictionary elements and so on. Lastly, a tried password
that was previously used was set for the password history test performance. An
email account was looked at in the post update to see whether a message was sent
regarding a password change [4].

3.2.4 Password Reset-

After the password was changed, the account was logged off once again. Initially,
it was tested if the feedback was provided to differentiate a valid username and
invalid password or invalid username. Afterwards, the password reset procedure
was started. Generally, this was done by sending an email with either the original

15



password, a new temporary password or a reset link; or by OTP in phone number
or email. These were then used to log in one last time to the account to see if a
password update was forced after completion of the protocol [4].

3.2.5 Password Probing-

After the password was changed, the account was logged off once again. Initially,
it was tested if the feedback was provided to differentiate a valid username and
invalid password or invalid username. Afterwards, the password reset procedure
was started. Generally, this was done by sending an email with either the original
password, a new temporary password or a reset link; or by OTP in phone number
or email. These were then used to log in one last time to the account to see if a
password update was forced after completion of the protocol [4].

BD Ecommerce | BD Government BD Content IND Ecommerce
Aarong Bangladesh Scout Prothom Alo MobileGo
Banglashoppers Police Clearance Daily Star Himalaya
Startech NBR E-learning RTV Click on Care
Robishop BD Computer Council NTYV Online My Indian Brand
Agora NWPGCL Amader Shomoy Industry Buying
Trade Bangla MyGov.bd Bonikbarta Joy by Nature
Daraz Digital Service Portal Daily Nayadiganta Indiamart
Unimart Muktopath Somoy News Make My Trip
Shopno Career Portal Service BanglaNews24 Firstcry

Bikroy National E-Procurement | BDNews24 Desi Hangover
Othoba VAT Online Bangla Tribune Dablr Shoes
Foodpanda RAJUK Dhaka Post BlinkStore

Ryans Computer

E-recruitment

Daily Ingilab

Ajker Deal OSSPID Samakal

Smartdoko Teletalk KalerKantho

Chaldal NID Jugantor

Rokomari Import and Exports Bangladesh Pratidin
ClickBD Teachers Govt The Daily Ittefaq
Pickaboo Bangladesh Railway JagoNews24

Techland LIMA The Business Standard

These are the websites that has been analyzed, and they are categorized into distinct
columns. These columns represent e-commerce, content, government, and Indian
websites, respectively.
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Chapter 4
Findings

In our evaluation of the different website functionalities, we collected data and con-
ducted analyses on them to find out trends and results of the operational mechanisms
and security protocols of the websites but there was an issue: among the 72 web-
sites(Bangladeshi e-commerce, Bangladeshi content, Bangladeshi government and
Indian e-commerce sites) studied, we observed that while all 20 e-commerce web-
sites allowed user registration, only 2 out of the 20 content websites offered this
feature. The main sign up method in the content websites was to use federated
identity. This is a clear indication that there are differences in the strategies that
various website categories employ in terms of user interaction and account sign up.
The e-commerce websites are selected on the basis of highest traffic the websites ha
sin that month. The website SimilarWeb[14] is used to determine the traffic and
highest ranks. The government website list was taken from the paper ”A Study of
Password Security Factors among Bangladeshi Government Websites”[11]. Accord-
ing to the ranks the websites that allowed to create accounts are evaluated. The
evaluation time frame was from October,2023-June,2024. In case of Indian websites
after inspecting more than 110 websites only 12 websites could be selected because
evaluation could be done of those websites which allowed us signing up using email
address. Due to limitations regarding access of Indian phone numbers most of the
renowned websites could not be evaluated.

The subsequent sections provide a comprehensive description of the data collection
process and the results obtained in case of Bangladeshi e-commerce, Bangladeshi
content, Bangladeshi government and Indian e-commerce sites.

4.1 H1- Password Construction Guidelines

Password complexity guidelines are rules defining the minimum strength require-
ments for passwords enforced by websites to mitigate hacking risks. In the analysis
of 72 websites examined, we observed a diverse range of approaches to password
complexity. We established a classification system (PG-1 to PG-6) to categorize
password complexity requirements [11] as follows:

e PS: No specific guidelines were provided, potentially leaving user accounts
vulnerable.

e PG-1: Minimum of 4 characters (relatively weak).
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e P(G-2: Minimum of 6 characters.

e PG-3: Minimum of 6 characters with mixed complexity (including uppercase
and lowercase letters, numbers, and symbols).

e PG-4: Minimum of 8 characters.
e PG-5: Minimum of 8 characters with mixed complexity.

e PG-6: Minimum of 8 characters with high complexity (including letters, num-
bers, and special characters).

4.1.1 E-commerce Websites

A much smaller number of websites (only 2, representing 5% of the total websites)
did not have any password complexity requirements (PS), potentially leaving user
accounts vulnerable. In some cases, only 1 website (or 2.5% of the total) opted
for alternative methods of account verification, such as sending one-time passwords
(OTPs) or creating system-generated passwords for users. Interestingly, a signifi-
cant portion of websites (18 out of 40, or 45%) did not offer user account creation
at all. These websites were all from the newspaper category. E-commerce websites
demonstrated a stronger focus on password security. Among the 20 e-commerce
websites examined, the majority (17 out of 20, or 85%) enforced password com-
plexity guidelines during user enrollment. These guidelines mandated a minimum
password length, with 3 websites (15%) requiring a minimum of 8 characters with
mixed complexity (PG4-6), similar to Bangla Shoppers, which enforces a strong
password policy of PG6 requiring at least 8 characters with a minimum of two-
character classes (lowercase letters, uppercase letters, digits, or special characters)
as shown in Figure 4.1. A larger portion (9 websites, or 45%) allowed for slightly
weaker passwords with a minimum length of 6 characters (PG2), some of which also
required mixed complexity (PG3). The remaining 5 websites (25%) allowed for the
weakest passwords of 4 or 5 characters (PG1) with varying complexity requirements.

4.1.2 Bangladeshi Government Websites

The analysis of password construction guidelines across 20 government websites re-
veals significant variations in security practices. Out of the 20 websites, 8 websites
(40%) enforce a minimum password length of 8 characters. Among these, 5 websites
(25%) require high complexity passwords, including uppercase letters, lowercase
letters, digits, and special characters (PG6). These websites include Bangladesh
Computer Council, Bangladesh Scout, MyGov.bd, Police Clearance, and National
E-Government Procurement. The remaining 3 websites mandate mixed complexity,
requiring combinations of letters and numbers (PG5), such as Rajuk, E-Recruitment,
and VAT Online. Meanwhile, 9 other websites follow a slightly lower standard, re-
quiring a minimum length of 6 characters with mixed complexity (PG3). These web-
sites include the Career Service Portal, DPDC Career Portal, and North-West Power
Generation Company Limited (NWPGCL). Notably, 1 website, NBR E-Learning,
lacks both a length restriction and password complexity guidelines (PS), poten-
tially leaving user accounts vulnerable. Across all the examined websites, there is
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Figure 4.1: Example of Password Policy at Bangla Shoppers

no restriction on the use of dictionary words, indicating room for improvement in
strengthening password security policies.

4.1.3 Indian E-commerce Websites

The analysis of 20 Indian e-commerce websites shows a notable divergence in pass-
word security practices. The most commonly enforced password length across the
websites is 5 characters, which aligns with (PG1-2) in our classification system. Only
2 websites, My Indian Brand and Make My Trip, require a minimum password length
of 8 characters with high complexity (PG6), including uppercase letters, lowercase
letters, numbers, and special characters. Additionally, Blinkstore and FirstCry do
not provide an option for password setup, while Indiamart has a password setup
interface but does not mandate any length restriction or password guidelines (PS).
While most websites fail to impose strict password requirements, none of the an-
alyzed sites restrict the use of dictionary words, further highlighting the need for
enhanced password policies to safeguard user accounts from potential attacks.

4.1.4 Newspaper Websites

Newspaper websites stood out for their lenient password security practices. Only
a very small proportion (2 out of 20, or 10%) enforced any password complexity
guidelines during user enrollment. This is concerning as it weakens account security
and leaves user accounts vulnerable to hacking attempts.
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Although the usage of passwords as a security feature is critical, only one site (Food-
panda) of the research had a password meter inside the registration process. Only
two websites show the password strength meter during password update operation
but it does not show the meter during registration phase. However, no content web-
sites practice the use of password strength meters.

Website Category | OTP | PS | PG-1 | PG-2 | PG-3 | PG4 | PG-5 | PG-6
E-commerce 1 3 4 ) 4 2 0 1
News Portal 0 0 0 0 0 1 1 0
Government 1 1 0 0 10 0 3 5

Indian E-commerce 0 0 7 0 1 0 0 2

Table 4.1: Password Guidelines

4.2 H2: Enrollment Requirements

4.2.1 Personal Data Collected

All of the E-commerce websites collected personal data of their users. The most
common of which were name, phone number and email address, collected by 6 web-
sites (30%). More detailed information included Date of Birth, gender, address,
profile picture. Among content websites, only 2 (10%) of them stored personal de-
tails of their users in which both collected mail, number and phone number. Any
notification from these websites are usually sent in users’ mail.

The analysis of enrollment requirements across 20 government websites reveals that
all of them collect personal data. The most commonly gathered information in-
cludes name, email, date of birth, mobile number, and address. For instance, the
Bangladesh Scout and Police Clearance websites collect essential data such as first
name, last name, email, and phone number. In contrast, the North-West Power Gen-
eration Company Limited and NBR Learning gather more detailed personal iden-
tifiers, including NID numbers and additional demographic information like gender
and religion.

In the analysis of enrollment requirements across 12 websites, it was found that
the majority collect personal data during the registration process. Specifically, 10
out of 12 websites collect personal data, resulting in a percentage of approximately
83.33%. The most commonly collected personal information includes first name, last
name, and email address, which are gathered by nearly all the websites. However,
Dablrshoes stands out by collecting more detailed information, including birthday,
gender, marital status, address, and postal code.
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4.2.2 Email Verification

After the completion of the enrollment process, most sites immediately sent an email
to the specified account. Among these, 12 (60%) sites sent an account sign up noti-
fication or a link to verify the account. Some of these sites also send an OTP instead
of a verification link. It is interesting to note that the distribution of sites mandating
email verification is as follows: 12 e-commerce sites, and 2 content sites. Among
the content websites, Prothom Alo used mail verification whereas Daily Star used
phone number verification after enrollment. It is important to note that websites
of Bangladesh are heavily reliant on phone numbers for verification, besides email.
A few websites used phone numbers to send notifications or OTP but verification
links were only sent in email. All the websites do not exhibit the trend of email
addresses taking the place of usernames. Even the display of username in websites
is not frequently seen. 7 of the websites displayed the username in the account.

Regarding email verification, all 20 websites send a verification link, notification, or
OTP after account registration, ensuring that users confirm their identities. How-
ever, five websites, including MyGov.bd, DPDC, and VAT Online, utilize phone
numbers for verification instead of email. This approach enhances security by re-
quiring users to verify their accounts through a method that is often more immediate
and accessible. Notably, websites like Bangladesh Computer Council and National e-
Government Procurement send notifications through both email and mobile, provid-
ing a dual-layer verification process that further secures user accounts. 11 websites
have a tendency of using username in their website. Interestingly, some websites
have also used NID or gmail instead of using user names.

Regarding email verification, 9 websites send a verification link or notification af-
ter account registration. These websites include Himalaya, Dablrshoes, Industry
Buying, and MakeMyTrip, among others. Among them, 2 websites utilize phone
numbers for verification instead of email, specifically BLINKSTORE and Make-
MyTrip. Additionally, MakeMyTrip is notable for sending notifications via both
email and phone number, ensuring a dual verification process for enhanced security.
This analysis highlights the differing practices in personal data collection and email
verification across the websites, underscoring the importance of secure enrollment
processes. Almost 50% of the Indian websites have displayed username in their web-
sites which is higher compared to Bangladeshi e-commerce and government websites.

4.3 H3: Password Registration

4.3.1 Advice Given

It is known that users are more likely to and bound to create stronger passwords
when password construction advice is provided. Even then, only 4 out of 20 e-
commerce websites (20%) provided advice, while this number for content websites is
even less. Only one website, which is the Prothom Alo, suggested password advice
for its users. The advice given in content websites offered more variations such as
uppercase letter, lowercase letter, special character along with the more common
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advice - mixture of numbers and letters. For a content website, the advice is very
generic- to only use letter + number. For government websites, the advice given is
seen more as almost half of websites(12 out of 20) have different password advice
including using uppercase letters, lowercase letters, numbers and special characters.
For Indian websites, the number of websites which have given advice for password
formation is 16%(2 out of 12) which is comparatively lower than the other mentioned
categories.

4.3.2 Password Requirements

None of the E-commerce websites and Content websites prohibited the use of dictio-
nary words. The websites accept predictable dictionary words such as “password”,
“strong”, “123456”. Apart from length restriction, other more complex requirements
were relatively rare, only 4 sites implemented the necessary use of both letters and
numbers. Among these, only 2 mandated using uppercase, lowercase letters and
digit while only one website: Bangla Shoppers enforced using at least one special
character, and merely 2 sites necessitating the presence of non-alphanumeric symbol
characters.

In government websites as 12 of them have given password construction guidelines,
Among them 8 websites have mentioned the use of uppercase letters or lowercase
letters or both of them. Again 6 websites have mandatory special character usage
in case of forming passwords. The common advice- mixture of numbers and letters
is also seen here. The variation of password requirements is seen more in govern-
ment sites than e-commerce websites. All the websites have allowed the usage of
predictable dictionary words like “password”, “strong”, “123456”.

In the Indian website category, among 12 websites only 2 websites have explicitly
mentioned the use of number, letter and special character. Other 10 websites did
not provide any instruction.2 websites(Blinkstore and FirstCry) did not have any
password system; they are accessed through one time OTP which is sent to the
email address or phone number. Every website permits the use of common vocabu-
lary terms such as ”strong,” ”password,” and ”123456.”

4.4 H4: Login

4.4.1 Identification

Contrary to expecting users to use a username specific to the site, the majority of
the e-commerce sites (100%) allowed users to identify themselves while signing in
with the use of Email address. While passwords are still being collected, it seems
that sites are accepting the fact that users have too many accounts that require
unique usernames for each one and this is evidenced by the shift to the use of email
addresses for username. However, as we can see passwords continue to be gathered
at the same time websites seem to understand that users have too many identities
to remember unique handles for each site, as evidenced by use of e-mail as handles
instead of unique usernames. The common pattern noticed in this case is that all
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the websites did not allow login using username.

In the government website category, similar pattern is notice where all the gov-
ernment websites allowed users to login with their email. But in this area the
dependency of phone number is more. Websites like VAT ONLINE allowed users to
login to the site using phone number. Even the notification sent in phone number
is more in this case.

In the case of Indian websites, the majority of websites(91%) have used email ad-
dresses as their mode of identification. Only one website(FirstCry) has the option
of sending OTP to either email Address or phone number .

The pattern of username being used instead of phone number and email address is
not common in Bangladesh as well as India.

4.4.2 Password Submission

The majority of the websites tested collected passwords during routine login using
an HTML input=text form element. At any point, four websites allowed password
submission into an unstarred input=password element. Some of the websites dis-
played input=hidden in those cases the inform form cannot be known. Again, there
was mixed success with TLS deployment to secure password submission. Majority
of websites using TLS have TLS deployment to secure password submission of the
users. POST action in login form is present in almost all the websites except for 3.
Among them two are content websites that do not allow password update.

In the government website category, 11 websites have allowed password submission
using HTML input=text form element. The percentage of HTML input=text form
element and unstarred input=password element is almost 50-50 in this category. A
few websites have given input=hidden which is not a high number. The rate of TLS
deployment is very high in ethos category. 18 out of 20 websites have TLS deploy-
ment in their websites for secure password transmission. Bangladesh Scout has no
encryption for password transmission. Only one website(NBR eLearning) has used
QUIC for secure authentication.

In the Indian website category, Only three websites—testing, collecting, and employ-
ing an HTML input=text form element—collected passwords during ordinary login.
On a significant number of websites, the input form was hidden. The number of
TLS deployment in case of securing password submission is less in Indian websites.
Almost 58% of websites have used QUIC for secure password submission of the users.

4.5 Hb5: Password Update

The majority of the e-commerce sites incorporated an interface for resetting the
password which can be changed to a new log-in value. Among them only 2 web-
sites included password strength meters in their update interface. Still it had is-
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Figure 4.2: Foodpanda Password Strength Meter

sues such as- considering passwords like: password: carboncarbon — very strong,
password:carbon123456— strong, password: carbon123412— very strong) . Inter-
estingly, this changes the behavior of the sites: only 3 sites did not allow password
updating in the update interface, instead using the password recovery mode to al-
low users to update their own passwords. Among the 3, 2 of them were content
websites. The 2 content websites that allow us to login do not have any password
update interface.

Majority (17, 89%) of the e-commerce sites demand entry of an existing password
before that can be changed as a defense mechanism against this, and it is several
times more likely that newspaper sites would require it but they did not use it. Only
1 website sent OTP to the phone number of the account holder in order to update
the password. A total of 4 e-commerce sites attempted to notify the account owner
of a change in passwords thereby sending an email to the account holder. Retail sites
that ran online as a part of their business were found to be increasingly preferable to
this specific strategy. Bangla Shoppers sent a message in the email after password
update: ” Your Bangla Shoppers password has been changed”. Most of the websites
only had a popup after updating the password.

In the case of government websites, most websites provide a password reset page that
allows users to modify their log-in credentials. It’s worthy to note how this alters the
behavior of the websites: only 10%(2 websites) prevented users from changing their
passwords via the update interface, allowing them to do so via the password recovery
option. Only 3 websites altogether made an attempt to send the account holder an
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email informing them of a password change. Most websites send the notification if
the account is created using a phone number. In a website named Police clearance
it did not maintain the password requirement criteria and allowed passwords with
any length. My Gov.bd sends OTP through a phone number which is different from
the other websites.

In Indian websites the rate of websites allowing password update is less. Out 0f
12, 8 websites did not allow users to update their password as they did not have
an interface. The rate is 66% which is higher compared to other categories.Only
one website(My Indian brand) has informed the account user after password update
Interestingly, IndiaMart does not have a signup interface. Rather after logging in
with a one time OTP it allows the user to create an account using password which
can be named as an update interface.

4.6 H6: Password Recovery

Other than four sites the remaining pages have methods of password recovery in
case a person forgets the password. Aarong and BanglaShoppers are the websites
when previously checked had the option for password recovery but in recent times
while checking it again a problem was found that for password recovery the reset
link was never sent to the email address. The same problem occurred with the
website Techland where they did not send any recovery link in the email. Secondly,
a website named Unimart had an issue with password recovery too, so whenever a
forgotten password was clicked it showed “500 Something went wrong. Looks like
the server failed to load your request”. Thus, this site also has no password recovery
mechanism. The password recovery mechanisms that our websites follow are mostly
email based recovery, out of 20 e-commerce websites 8 sites have the email based
recovery, 3 of them have both email and phone no. based recovery and 5 websites
have only the phone number based recovery. So, total 16 of the e-commerce sites
have a recovery mechanism and as mentioned above 4 of the websites have none.
Again, in terms of content websites only 2 were evaluated as the other 18 had no
account creating system. Those 2 sites also had the email based recovery method
only. So, in total out of 22 websites evaluated “e-commerce and content” together,
15 websites follow the email based recovery method.

In government websites, the password recovery feature is available on 17 websites.
In the Police clearance website it sends randomly generated passwords(numerical
code) for recovering passwords through phone number or email address.

In the case of Indian websites, The rate of websites not allowing recovery is higher

that is 83%. Two websites(Blinkstore and FirstCry) does not support any password
system so recovering phase does not work in these websites.
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Password Recovery Content | Ecommerce | Government | Indian
Reset 2 16 17 10
Email Only 2 8 7 10
Phone number 0 5 7 0
Email & Phone number both 0 3 3 0
None Available 18 4 3 2

Table 4.2: Password Recovery Identification

4.6.1 Email Based Recovery

As it is mentioned above that most of the websites follow email based recovery
mechanisms. 8 websites out 20 e-commerce which is 40% of the e-commerce web-
sites only follow email based recovery method. Basically, the email-based recovery
contains recovery mechanisms like Cleartext, Random Passwords, OTP(One Time
Password) and reset link. Here, 6 of the websites provide reset links for password
recovery which is 35% out of the 20 e-commerce sites. 2 of the websites provide
OTP in the email which is 10% out of 20 ecommerce sites. Furthermore, a website
named startech gives a random generated password and Agora provides cleartext
through email. Moreover, the 2 content sites that have been evaluated give a reset
link to the email.

For government websites, Only emails are used as a recovery technique on 40%(8
websites) of government websites. OTP (One Time Password), reset links, random
passwords, cleartext, and other recovery procedures are essentially included in the
email-based recovery. Out of the 20 government websites, 4 of them offer reset links
for password recovery. This represents 20% of the total. 5% out of 20 government
websites, or 1 of them, provide an OTP by email.

In Indian websites the number of Email based recovery is the highest. 10 websites
use email based recovery method that means they sent the reset link in the email
address.

4.6.2 Phone Number Based Recovery

Phone number based recovery mainly takes place by giving OTP that was given to
the provided number to reset the password. Out of 20 e-commerce sites there are
only 5 sites that use the Number based recovery method which is 25% of the 20 e-
commerce websites. Again, none of the content sites uses the number based recovery.

For government websites 8 websites have allowed phone number based recovery sys-
tem which makes 40% of the total number.

In Indian websites, Not even a single website of the total of 12 e-commerce websites,
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employs the number-based recovery strategy.

4.6.3 Email and Phone number Based Recovery

3 of the e-commerce sites have both Email and Phone number based recovery meth-
ods that is 15% of the 20 e-commerce sites. Two of them provide OTP to both
email and phone number and the other gives a randomly generated password.

Similarly only 3 government websites have used both email and phone number as a
recovery system that makes up 15% of the government websites. All three of them
has sent OTP in the phone number and reset link to the email address.

In Indian websites, Of the 12 Indian e-commerce sites, no websites opted for recov-
ery options based on both phone number and email.

4.7 HT: Federated Identity

4.7.1 Analysis of Federated Identity Adoption Across
Bangladeshi Websites

Federated identity systems, also known as single sign-on (SSO), offer users the con-
venience of accessing multiple platforms using credentials from a trusted third-party
provider, such as Google or Facebook. This analysis evaluates the adoption of fed-
erated identity among 60 websites in Bangladesh, including e-commerce platforms,
news portals, and government websites.

4.7.2 Limited Federated Identity Support

Overall, support for federated identity remains scarce across Bangladeshi websites.
Out of the 60 websites analyzed, only 21 (35%) provide users with the option
to register or log in using a federated identity provider. Popular platforms like
BIKROY.COM (Figure 4.3) offer federated login options through Google and Face-
book, enabling users to bypass the traditional account creation process.

4.7.3 E-Commerce Leads the Way

Federated identity adoption is most prevalent within the e-commerce sector, where
85% (17 out of 20) of the surveyed websites support login through platforms such as
Facebook, Google, and Instagram. This demonstrates the sector’s focus on stream-
lining the user registration process to enhance user experience and boost engage-
ment.
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Figure 4.3: Example of Federated Identity Login Option on BIKROY.COM

4.7.4 News Portals Lag Behind

In stark contrast, only 10% (2 out of 20) of news portals provide federated identity
options. Notably, many news portals do not offer any account creation mechanism at
all. This lack of user authentication suggests that news portals are lagging behind
in both adopting user-friendly features and securing user data through federated
identity:.

4.7.5 Federated Identity Adoption in Government Websites

Our evaluation of 20 government websites reveals even lower adoption rates. Only
two websites, including Muktopaath and OSSPID, support federated identity through
third-party providers like Google, Facebook, and LinkedIn. However, the remaining
90% of government websites rely solely on traditional login methods. This reluc-
tance to adopt federated identity may be attributed to concerns over data privacy,
security, or dependence on legacy systems.

4.7.6 SSO Adoption in Indian Websites

In the evaluation of Indian websites, SSO adoption is equally limited. Only 2 web-
sites out of the 20 analyzed support SSO, showing a similar hesitation towards
adopting third-party login methods.

4.8 HS8: Rate Limiting for Password Guessing

4.8.1 Rate Limiting Practices Across Bangladeshi Websites

Rate limiting is a key security measure designed to protect against brute-force at-
tacks by limiting the number of incorrect password attempts allowed within a specific
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period. This section examines the adoption of rate limiting mechanisms across e-
commerce, news, and government websites in Bangladesh.

4.8.2 E-Commerce and News Portal Analysis

Among Bangladeshi e-commerce websites, 55% (11 out of 20) do not implement any
form of rate limiting. Websites such as Daraz and Ajkerdeal allow unlimited pass-
word guessing attempts, leaving them vulnerable to brute-force attacks. Conversely,
45% of e-commerce websites, such as Chaldal, enforce rate limits, locking accounts
after multiple incorrect attempts. For example, Prothom Alo enforces rate limits,
while The Daily Star does not implement this security measure.

4.8.3 Rate Limiting in Government Websites

Rate limiting adoption within government websites presents a mixed picture. While
55% of the government sites we analyzed do not enforce any limits on password
guessing, certain websites, such as the Police Clearance portal, lock accounts after
five incorrect attempts, gradually increasing the lockout duration with each failure.
Websites like Bangladesh Railway implement stricter policies, blocking access en-
tirely after four incorrect attempts.

This inconsistency in security practices reveals that many Bangladeshi government
websites fail to fully implement rate-limiting protections, potentially exposing sen-
sitive information to attacks.

4.8.4 Rate Limiting in Indian E-Commerce Platforms

Indian e-commerce websites display a more widespread adoption of CAPTCHA as
a mechanism for limiting password guessing attempts. However, a significant por-
tion, 75%, do not enforce proper rate limiting, leaving them vulnerable to attacks.
High-traffic platforms like MakeMyTrip implement more stringent policies, locking
accounts after five failed attempts and requiring a password reset, similar to the
more secure Bangladeshi e-commerce sites.

While rate limiting practices are increasingly common among high-profile websites
in both Bangladesh and India, the inconsistent enforcement across various sec-
tors—particularly in government and content websites—poses a significant security
risk. The e-commerce sector, both in Bangladesh and India, shows similar trends,
though the implementation of CAPTCHA and stricter enforcement on major plat-
forms in India provides a slightly better defense against brute-force attacks.
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Figure 4.4: Rate Limit for Password Guessing

4.9 H9: Prevention of user probing

There has to be a mechanism which ensures that attackers do not know or under-
stand the registered email address or phone number of users because it is not wise to
allow users to have ease while registering themselves to use such sites. This method
reduces the user probing attack where a hacker uses a lookup file to enter various
passwords into any website. However, users, also reuse their email addresses and/or
telephone numbers on many platforms making the situation more serious if these
credentials are leaked in the login process of one service. For example, if someone
wants to penetrate Bob’s account on platform A, they search for the site where he
has access on B, C, and D. That gives the attacker the ability to employ the same
credentials for multiple accounts if Bob reuses passwords. This implies that websites
have to isolate mechanisms that can easily be exploited by hackers to start attacking
the accounts by email or phone identification. We have examined several interfaces
that can be exploited for such probing: login/register, authentication and password
retrieval.

4.9.1 Login

Bangladeshi E-commerce and Content Websites: If there is no correlation
between the provided data and an inaccurate identity or an invalid password, user
probing can happen via the login screen. After entering a particular email address,
3 websites assure us if the email address provided is valid or not. Majority(17) of
websites displayed a general error message either for incorrect email address or in-
correct password. It appears that most sites either consider this kind of probing to
be a serious threat or believe that the easiest way to implement it is to use a general
error answer, based on the general opposition to it. Noticeably one website(Food
panda) implemented CAPTCHA in their login interface. After providing incorrect
credentials it demands to solve the CAPTCHA.

Indian E-commerce Websites: In the analysis of CAPTCHA implementation
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Figure 4.5: Dablrshoes locking the website after 5 unsuccessful tries

among Indian websites, it was found that most of the websites do not utilize as a
security measure. Only FirstCry, DesiHangover, Dablrshoes uses the CAPTCHA
system in the login and registration phase.. This means that about 33% of the
websites employ CAPTCHA during the login phase and registration, indicating a
moderate level of security in this critical area where user credentials are entered.
Additionally, effective prevention of password probing is crucial here as continuous
password probing can lead to a CAPTCHA detection system. If an attacker can
determine valid email addresses or usernames, they may engage in attempts to guess
passwords of all other websites.

Bangladeshi Government Websites: The analysis of CAPTCHA implementa-
tion in the login phase reveals that 5 out of the 20 government websites (25%)
utilize this security feature. The websites that incorporate CAPTCHA during login
include Bangladesh Computer Council, NBR Learning, MyGov.bd, VAT Online,
OSSPID. However, a significant majority, 15 websites, do not employ CAPTCHA
in this phase, which raises concerns about their vulnerability to brute force attacks
but some of the websites do have a mechanism for brute force attacks as they block
the login page after multiple login attempts. The absence of CAPTCHA in the login
phase for many websites indicates a potential risk for unauthorized access to user
accounts.

4.9.2 Enrolment

Bangladeshi E-commerce and Content Websites: This is essentially a basic
issue because websites that provide free accounts have to verify with users whether
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their accounts were effectively activated.By completing a CAPTCHA before con-
firming whether an identifier is available for a new account, this probing point can
be reduced. Likewise, the very structure of webmail services exposes a user probing
facility by default. Instead, the majority of websites offered immediate notification
of the IDs’ availability. 3 websites do not use any kind of identifiers even though one
of them uses CAPTCHA. Most of the websites(17) use Identifiers but among them
the use of CAPTCHA is very less. Among 22 websites including e-commerce and
content sites, only 2 websites implemented CAPTCHA in their restriction phase.
One is an e-commerce site and another one is a content website.

Indian Ecommerce Websites: During the enrollment phase, only two sites, De-
siHangover and Dablrshoes, provide CAPTCHA protection. This accounts for ap-
proximately 17% of the websites having CAPTCHA during the enrollment process.
The limited use of CAPTCHA in this phase raises concerns, as it is essential to
secure user registration against automated attacks that could compromise personal
data. By confirming account identifiers without sufficient protection, these sites re-
main vulnerable to password probing, where attackers can test multiple passwords
against valid usernames.

Bangladeshi Government Websites: In the enrollment phase, 7 websites (35%)
implement CAPTCHA to enhance security against automated registrations. These
websites are Bangladesh Computer Council, NBR Learning, MyGov.bd, DPDC,
VAT Online, National e-Government Procurement, and LIMA. While this demon-
strates a proactive approach to safeguarding the registration process, 13 websites still
lack CAPTCHA in this phase, which could allow for the possibility of automated
bots creating accounts. The implementation of CAPTCHA during enrollment is
crucial for ensuring that only legitimate users can register.

4.9.3 Reset

Bangladeshi E-commerce and Content Websites: Resetting the password for
a target identifier is another way for attackers to test the password reset interface.
In order to prevent password probing, none of the websites use CAPTCHA in the
reset interface. Around 14 websites explicitly provide information on whether the
email address provided is valid or not. Only 4 websites do not provide any informa-
tion regarding this. The other 2 websites provide an error text. Protected login and
enrollment is seen in few of the websites. Not even a single website implemented a
protected reset.

Indian E-commerce Websites: In the password reset phase, only Dablrshoes
implements CAPTCHA, representing about 8% of the total analyzed websites. The
absence of CAPTCHA in the password reset phase is particularly concerning, as it
is a vulnerable point where users may be targeted for unauthorized access. Many
sites explicitly indicate whether the email address provided is valid, which can fur-
ther facilitate password probing. Overall, Dablrshoes is the only site that provides
CAPTCHA across all three phases (login, enrollment, and password reset), while
several other sites do not implement CAPTCHA in any phase. This highlights a
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significant gap in security measures that could expose user data to potential threats.

Bangladeshi Government Websites: The password reset phase shows that 5
websites (25%) utilize CAPTCHA to secure this critical process. The websites that
incorporate CAPTCHA in the password reset phase include NBR Learning, My-
Gov.bd, DPDC, VAT Online, and Bangladesh Scout. Despite this, 15 websites do
not employ CAPTCHA during password resets, which could expose users to risks
of unauthorized password changes. The lack of CAPTCHA in this phase is par-
ticularly concerning, as it is essential for preventing malicious actors from easily
resetting passwords and gaining access to user accounts. Overall, the inconsistent
use of CAPTCHA across these phases highlights the need for improved security
measures to protect user information effectively.

4.10 H10: Encryption

TLS is a vital tool for building secure communication channels over the internet
through encrypting information between the user’s browser and the server. The
study examines the use of TLS across various password entry forms: registration,
logging in, password change, and changing password after reset.

4.10.1 Bangladeshi E-commerce and Content Websites:

The research on TLS implementation across different password entry forms (en-
rolment, login, password update, and password retrieval) and there were found to
be considerable gaps among how the websites safeguard customer data. Of 20 e-
commerce store websites assessed, 65%(13 websites) had implemented TLS to abso-
lutely cover all authentication forms, whereas 35%(7 websites) of them did not offer
this service at all, which might result in high security risks. TLS certificate take
up was higher in e-commerce sites than content sites; given that these sites need to
provide secure mechanisms for online payments. Among these 13 websites, only 4
of them are using an older version (TLS 1.2) and the other websites are up to date.
For content websites, only DailyStar is using TLS version 1.2.

4.10.2 Indian E-commerce websites:

The analysis of encryption practices across Indian websites evaluated various pro-
tocols and encryption standards to determine the level of security implemented for
user data protection. A total of 5 websites utilize TLS for secure communication.
Some websites implement TLS 1.3, while others use TLS 1.2. Notably, a few web-
sites do not implement any TLS encryption at all. This results in approximately
41% of the websites employing TLS, indicating a significant commitment to secure
data transmission.

In terms of the QUIC protocol, known for its low-latency performance and enhanced
security features, four websites utilize this technology. This accounts for about 50%
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of the websites using QUIC, showcasing a growing trend towards adopting modern
protocols that improve both security and user experience.

4.10.3 Bangladeshi Government Websites:

The analysis of encryption practices across government websites reveals varying im-
plementations of TLS (Transport Layer Security) and other encryption protocols. A
significant majority of these websites, specifically 15 out of 20, utilize TLS, indicat-
ing a strong commitment to secure communications. Among these, several websites
employ TLS 1.2. In contrast, a more secure version, TLS 1.3, is used by a few sites.
However, five websites do not specify the use of TLS, raising concerns about their
encryption practices and the potential risks associated with unsecured communica-
tions.
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Chapter 5

Discussion

We have divided our Bangladeshi website analysis into three different categories.
First one is e-commerce where we have evaluated 20 different websites on the basis
of 10 heuristics. Second category was content websites which basically included the
newspaper websites where we could fully evaluate 2 websites only and other 18 web-
sites had preliminary evaluation as they did not have any password system. Finally
the third category is Government websites of Bangladesh, we have evaluate 20 of
these websites on the basis of the same heuristics. For further comparison, we have
evaluated 12 Indian websites in order to find similarity in patterns, security and
accessibility.

5.1 Evaluation Scoring Mechanism

H1 Password construction guideline (score = 1pt )
Minimum Password Length:

Contains Symbols:

Use special characters:

H2 Enrolment email contents (score = 1pt )
Email Verification:
Cleartext-password:

H3 Password Registration (score = 1pt)
Non-dictionary:

Not Previously used:

Not a common word:

Graphical strength indicator:

H4 Login (score = 1pt)
Identification:
Username:

H5 Password update (score = 1pt)

Password re-entry required:
Notification sent:
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Required after recovery:

H6 Password Recovery Mechanism (score = 1pt)
Personal knowledge :
Reset-link:

H7 Federated login support (score = 1pt)
Openld provided:

Openld accepted:

Facebook Connect accepted:

H8 Rate Limiting (score = 1pt)
Brute force Restrictions: None (CAPTCHA, reset)

H9 User Probing Restriction: (CAPTCHA only) (score = 1pt)
Enrollment (CAPTCHA):

Login:

Reset (CAPTCHA) :

H10 Encryption (score = 1pt)
TLS deployment:

Each heuristic is assigned 1 point, which is divided equally among its subsections.
For example, if a heuristic has three subsections, each one is worth 0.333 points. A
website earns points based on how well it meets the requirements of each subsection.
If it meets all the requirements under a heuristic, the website receives the full 1 point
for that category. The overall score shows how well the website follows important
security and usability guidelines.

5.2 Comparing between Bangladeshi e-commerce
vs Bangladeshi contents websites

This comparative analysis examines 20 Bangladeshi e-commerce websites and 20
content websites, evaluating their approaches to password security based on some
key factors like: TLS implementation, use of QUIC, encryption standards, guessing
attack prevention, and HTTPS adoption. These factors are crucial for ensuring the
security and privacy of user data, particularly passwords, which are central to user
authentication processes. The objective is to highlight the differences between the
two categories of websites and assess which sector demonstrates better practices in
safeguarding user credentials.

5.2.1 TLS Implementation

For TLS Implementation, 13 out of the 20 e-commerce websites have adopted TLS.
On the content side, 7 out of the 20 websites have implemented TLS accounting for
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35%. E-commerce websites show a higher adoption of TLS than content websites,
with 65% of e-commerce platforms securing their communications through TLS com-
pared to 35% of content websites. This difference suggests that e-commerce sites
prioritize secure transactions and data protection due to the nature of the data they
handle, which includes sensitive financial and personal information. On the other
hand, content websites, while adopting TLS to some extent, may not face the same
level of urgency regarding data protection, resulting in a slower adoption rate.

5.2.2 Use of QUIC

In terms of QUIC Implementation, 7 out of the 20 e-commerce websites have adopted
QUIC representing 35% of e-commerce websites. For content websites, 13 out of 20
have implemented QUIC representing 65% of content websites. Content websites are
leading in the adoption of QUIC, with 65% implementing the protocol, compared
to 35% of e-commerce websites. This suggests that content websites are focusing on
improving connection speed and reducing latency, which can be critical for delivering
media content or news updates efficiently. E-commerce websites, while also using
QUIC, are more likely to focus on balancing speed with other security measures like
TLS. The lower adoption rate in e-commerce sites could be attributed to the greater
complexity involved in handling financial transactions securely, which may require
more time for widespread adoption of QUIC.

5.2.3 Guessing Attack Prevention

Guessing attacks represent a considerable security threat, as attackers systematically
attempt to gain access to user accounts by testing numerous password combinations.
In this evaluation, a substantial number of e-commerce websites have implemented
robust rate-limiting measures to thwart such attacks. These measures often include
locking accounts after a predetermined number of failed login attempts, significantly
reducing the likelihood of unauthorized access. E-commerce platforms, which typi-
cally manage highly sensitive user data, such as financial and personal information,
have a strong incentive to adopt these protective measures. The heightened security
requirements in the e-commerce sector are indicative of the increased risks associated
with handling sensitive transactions. In contrast, while a portion of content websites
has also adopted similar protections, their lower overall implementation of guessing
attack prevention measures suggests a comparatively diminished perception of risk.
This discrepancy leaves content websites more susceptible to potential vulnerabil-
ities, as they may not be as proactive in reinforcing account security against such
threats.

In Fig. 5.1 in case of e-commerce websites, FoodPanda holds the highest position
with the score 6 and incase of content websites Prothom Alo holds the highest
position with the score 5.65. The overall mean evaluation score of E-commerce VS
Content Websites is 3.74.
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Agora

Ryans Computer
AjkerDeal
Pickaboo
Startech
Unimart
Chaldal

Shopno

Othoba
SmartDoko
Rokomari
ClickBD
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Trade Bangla
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Banglashoppers
RobiShop
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FoodPanda 6
Daily Star 5.16
Prothom Alo 5.65

Mean Score 3.74
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Figure 5.1: E-commerce & Content Websites Evaluation Score

5.3 Comparing between Bangladeshi private (20
e-commerce and 2 contents) vs Bangladeshi
government

An examination of password management practices across 20 e-commerce websites
as well as 2 content websites and 20 government websites in Bangladesh reveals sig-
nificant variances and areas requiring improvement. E-commerce platforms gener-
ally demonstrate inconsistencies in their password policies. These websites typically
mandate a minimum password length of between 6 and 8 characters but exhibit con-
siderable variation in the enforcement of complexity requirements. A prevalent issue
is the absence of password strength meters, which are essential for guiding users in
creating robust passwords. Furthermore, the implementation of CAPTCHA mech-
anisms is notably infrequent, potentially exposing these platforms to increased risks
from automated attacks. The process for updating passwords is inconsistent; while
some platforms require users to re-enter their current passwords, others do not, fur-
ther highlighting variability in security practices. The password reset process often
suffers from issues such as link expiration and inadequate confirmation notifications,
which can hinder effective user recovery.

In contrast, government websites in Bangladesh generally demonstrate a more robust

approach to password security. These platforms frequently impose clearer password
guidelines, which typically include requirements for a combination of uppercase and
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lowercase letters, numbers, and special characters. CAPTCHA is more commonly
integrated during both registration and login phases, providing additional protec-
tion against automated attacks. The password update process is generally more
secure, requiring the entry of the current password alongside the new one, and of-
ten maintaining consistent guidelines throughout. Recovery options are also more
comprehensive, with many systems offering both email and OTP-based verification,
although there are still issues related to the consistency of verification processes and
the effectiveness of reset interfaces.

Agora 1.83

Ryans Computer 4.33
AjkerDeal 3.16 Bd Scout
Pickaboo 3.16 Police clear
Startech 2.82 Nbr E-learning
Unimart 3.16 BCC 5.33
Chaldal 3.83 NWPGCL
Shopno 3.66 Mygov.bd
Othoba 2.33 DSP
SmartDoko 3.66 Muktopath
Rokomari 3.49 CPS
ClickBD NEGP 5.83
Techland . VAT ONLINE 8
Trade Bangla 4.16 RAJUK 7.08
Aarong OSSPID 7.15
Banglashoppers 4.6 E-Recruitment
RobiShop 3.66 Teletalk 3.15
Daraz 5 BD NID AS 3.65
Bikroy CCI&E 3.65
FoodPanda 6 Teacher.gov.bd 216

Daily Star
Prothom Alo
Mean Score

2.16 BD Railway
5.65 LIMA
3.74 Mean Score

12345678910

5.49
5.66
4.52

12345678910

Figure 5.2: E-commerce & Content
Websites Evaluation Score

Figure 5.3: Bangladeshi Government
Websites Evaluation Score

Overall, the comparative analysis underscores that government websites tend to
implement more stringent security measures compared to their e-commerce coun-
terparts. Addressing the identified gaps in password management practices within
e-commerce platforms—such as the enhancement of password strength meters, the
consistent application of complexity guidelines, and the adoption of effective CAPTCHA
and rate limiting measures—would substantially improve security. For government
websites, while existing practices are generally more robust, there remains room for
improvement in ensuring uniformity in verification and recovery processes. Enhanc-
ing these practices across both sectors is essential for bolstering overall security and
protecting user data.

The examination of authentication and encryption practices among government web-
sites and e-commerce/content websites in Bangladesh reveals notable differences in
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security implementation, particularly concerning the effectiveness of their authenti-
cation mechanisms and the use of advanced encryption protocols.

5.3.1 TLS Implementation

Both government and e-commerce websites demonstrate a commitment to securing
data transmission through the implementation of TLS (Transport Layer Security).
A significant number of government sites utilize TLS 1.3, the most current version
known for its superior performance and security features, while many e-commerce
websites also leverage this protocol, with instances of TLS 1.2 still in use. This
alignment indicates a shared recognition of the importance of secure communica-
tions; however, the government websites show a more consistent application of the
latest standards.

In Fig. 5.3 in case of Bangladeshi Government websites, VAT ONLINE holds the
highest position with the score 8 and Bangladesh Scout holds the lowest position
with the score 0.66. VAT ONLINE has the highest score in case of E- commerce,
Government and content websites category. The overall mean evaluation score of
Bangladeshi Government websites is 4.52.

5.3.2 Use of QUIC

In terms of performance optimization, e-commerce websites are more progressive,
with several adopting QUIC (Quick UDP Internet Connections) to enhance both
speed and security. The government websites, on the other hand, lack explicit
mention of QUIC, potentially indicating a lag in the adoption of more advanced
networking protocols. This difference suggests that e-commerce platforms may be
better positioned to deliver faster and more reliable user experiences, a crucial factor
in competitive online markets.

5.3.3 Guessing Attack Prevention

A significant security concern emerges in the area of guessing attack prevention.
Government websites exhibit a troubling lack of effective rate limiting and user ver-
ification mechanisms, which increases vulnerability to password guessing attacks.
Many government sites allow unlimited login attempts, exposing them to consider-
able risk. Conversely, while e-commerce websites also demonstrate similar deficien-
cies in guessing attack prevention measures, they appear to be more inclined towards
adopting best practices such as implementing account lockouts and CAPTCHA
mechanisms to thwart such attacks. This indicates a more proactive approach in
the commercial sector, likely driven by the need to protect consumer data and main-
tain trust.

In conclusion, while both government and e-commerce websites in Bangladesh have
made strides in employing essential security protocols like TLS | critical differences
remain in their authentication practices and proactive security measures. Gov-
ernment websites display a greater reliance on older standards and lack effective
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mechanisms to mitigate guessing attacks, potentially jeopardizing sensitive data.
E-commerce and content websites, while still needing improvement in areas such
as password policies and guessing attack prevention, demonstrate a more adaptive
approach to contemporary security challenges by using the latest version of TLS.
Enhancing security measures across both sectors is vital to protect user information
and build trust in online services, particularly as cyber threats continue to evolve.

5.4 Comparing between Bangladeshi e-commerce
vs Indian e-commerce

After reviewing 12 Indian e-commerce websites, we identified a number of signifi-
cant patterns and procedures related to user registration and authentication. One
common observation is that the majority of these websites demand email addresses
or cell phone numbers to be entered upon registration. It’s interesting to note that
most login processes employ OTP (One-Time Password) verification, which differs
from the conventional username-password approach yet streamlines the login pro-
cess. Users are usually requested to reset their password for subsequent sign-ins after
successfully logging in using OTP, indicating a focus on account security beyond the
first OTP-based access. But none of the websites we looked at use CAPTCHA tech-
niques while users are logging in or registering. This omission may make them more
vulnerable to automated bot attacks, which are a serious risk in the current secu-
rity environment. Another noteworthy observation is that many of these platforms
share similar website layouts, indicating a possible reliance on common templates or
design frameworks. This uniformity might suggest a lack of diversity in user expe-
rience and design innovation across the Indian e-commerce space. Furthermore, the
difference between Indian personal brands and bigger e-commerce platforms is an
important discovery. Numerous Indian websites, particularly those that are smaller
or more personal, typically prioritize email or other kinds of communication above
phone number registration. Nonetheless, bigger, more well-known e-commerce sites
need the registration of a phone number in order to create an account, indicating a
greater dependence on mobile connection for communication and verification.

As it’s mentioned in the previous section that the E-commerce platforms have often
shown inconsistencies in their password policies. While most require a minimum
password length of 6 to 8 characters, there is significant variation in how complexity
requirements are enforced. A common problem is the lack of password strength
meters, which are crucial for helping users create strong passwords. Additionally,
CAPTCHA mechanisms are rarely implemented, potentially increasing vulnerabil-
ity to automated attacks. The process for updating passwords varies as well, with
some sites requiring users to re-enter their current password, while others do not,
further emphasizing differences in security practices. The password reset process is
also problematic, with issues like link expiration and insufficient confirmation noti-
fications, making it difficult for users to recover their accounts efficiently.

While the analysis of the Bangladeshi e-commerce websites and Indian e-commerce
websites we see some similarities and some major differences which are as follow:

41



Agora Wl 1.83
Ryans Computer

AjkerDeal
Pickaboo
Startech
Unimart
Chaldal
Shopno
Othoba Blinkstore 0
SmartDoko First Cry
Rokomari MakeMyTrip 5
ClickBD India Mart 2.83
Techland Desi Hangover 4.16
Trade Bangla Dabrlrshoes 4.16
Aarong Joy by nature 3.33
Banglashoppers Industry Buying 4.16
RobiShop My Indian Brand 5.65
Daraz ClickOnCare 4.33
Bikroy Himalaya 4.33
FoodPanda MobileGoo 3.99
Mean Score 3.58 Mean Score 3.83
12345678910 12345678910
Figure 5.4: Bangladeshi E-commerce Figure 5.5: Evaluation Score of Indian
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5.4.1 TLS implementation

A review of 20 Bangladeshi e-commerce websites revealed that 13 use TLS 1.2 or
1.3 encryption protocols, reflecting a strong commitment to security by adopting
advanced standards that protect sensitive data. In comparison, out of 12 Indian
e-commerce websites, only 5 have implemented these protocols, indicating a lower
but still notable focus on secure communication. This alignment between both
countries’ platforms demonstrates a shared understanding of the importance of en-
cryption, though Bangladeshi websites show a more consistent application of the
latest standards. The disparity suggests that while progress has been made, Indian
e-commerce platforms could benefit from broader adoption of TLS to ensure en-
hanced protection for users across the board.

In Figure 5.4, in case of Bangladeshi e-commerce websites, FoodPanda holds the
highest position with evaluatuion score 6 and the overall mean evaluation score of
Bangladeshi E-commerce Websites is 3.58. In Figure 5.5, in case of Indian websites,
My Indian Brand holds the highest position with evaluation score 5.65 and the
overall mean evaluation score of Indian e-commerce Websites is 3.83.
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5.4.2 Use of QUIC

QUIC (Quick UDP Internet Connections) is used to enhance speed and security of
the websites. In the analysis of 20 Bangladeshi e-commerce websites, only 7 were
found to use QUIC, while 6 out of 12 Indian e-commerce websites had implemented
it. This suggests that Indian websites show a stronger focus on QUIC implemen-
tation, prioritizing the performance and security advantages it offers for enhancing
user experience and secure data transmission.

5.4.3 Guessing Attack Prevention

Our research into Indian and Bangladeshi e-commerce websites revealed notable
differences in their defenses against guessing attacks. Indian websites generally
demonstrate stronger protection, with most implementing rate-limiting for pass-
word attempts, a key measure in mitigating such attacks. While many Bangladeshi
websites also incorporate rate-limiting, a significant portion still lack this critical
feature. Interestingly, some Bangladeshi websites employ CAPTCHA during the
registration process, a security measure absent in Indian sites at this stage. How-
ever, Indian platforms commonly use CAPTCHA after multiple failed password
attempts, enhancing their resistance to guessing attacks. These findings suggest
that both Bangladeshi and Indian e-commerce websites are taking proactive steps
to safeguard user data and maintain consumer trust, though there is room for im-
provement in their security practices.

Finally, the review of e-commerce websites from Bangladesh and India reveals places
where security standards may be strengthened as well as areas where they are already
strong.Nonetheless, websites from Bangladesh stand out for utilizing CAPTCHA
while registering. The implementation of contemporary encryption methods such
as TLS and QUIC is indicative of ongoing endeavors to guarantee safe data trans-
fer. All things considered, platforms in Bangladesh and India are making significant
progress in improving security; but, more work is still needed to completely safe-
guard customer data and preserve confidence.

5.5 Interesting patterns and insights

We evaluated 72 websites across four main categories: 20 Bangladeshi E-commerce
websites, 20 Bangladeshi content/news websites, 20 Bangladeshi government web-
sites, and 12 Indian e-commerce websites. By comparing these websites, we were
able to extract interesting patterns and insights related to password security. Below
is a detailed comparison of security factors across these categories and in comparison
to Indian e-commerce websites.
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5.5.1 Password Complexity Requirements

Across the different categories of Bangladeshi websites, we observed significant vari-
ation in password complexity requirements:

e E-commerce websites in Bangladesh generally displayed lenient require-
ments. Most sites only enforced a basic minimum length for passwords (5-8
characters), with many allowing dictionary words, and lacking requirements
for including a mixture of letters, numbers, or special characters. This suggests
a lower emphasis on robust password policies among e-commerce platforms.

e Content/news websites also showed similar trends, with weak enforcement
of complex passwords. These websites often did not advise users to create
strong passwords, and in some cases, they lacked even basic restrictions on
dictionary words.

e Government websites, on the other hand, exhibited comparatively better
password policies. Many government websites enforced a minimum of 8 char-
acters and required a combination of letters, numbers, and special characters.
However, there were still inconsistencies; while some sites, like the Police Clear-
ance website, enforced strong password guidelines, others accepted passwords
as short as one character.

e Indian e-commerce websites typically had higher password requirements,
with many requiring at least one number, letter, and special character for a
password to be valid. However, some Indian websites relied more on OTP-
based verification, which led to relaxed password requirements.

5.5.2 One-Time Password (OTP) Usage
A striking difference emerged in the use of OTP:

e Indian e-commerce websites made extensive use of OTP during both the
registration and login phases, as well as for password recovery. This reliance
on OTP for user verification is a common security strategy in India, where it
often serves as a substitute for stringent password requirements.

e Bangladeshi websites especially those in the e-commerce and content cate-
gories rarely used OTP. While some government websites did include OTP, it
was usually limited to password recovery, rather than being an integral part
of the login or registration process.

This difference reflects a more security-conscious approach in Indian websites, where
OTP provides an additional layer of authentication beyond passwords. In Bangladesh,
the lower prevalence of OTP means users are often reliant solely on the security of
their passwords, which are not always robust.
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5.5.3 CAPTCHA
In terms of the adoption of CAPTCHA, the results varied significantly:

e Bangladeshi e-commerce and content websites generally lacked effec-
tive protections. CAPTCHA was rarely used during the login or registration
process, leaving these sites vulnerable to password guessing attacks.

¢ Bangladeshi government websites were slightly better in this regard, with
a few sites incorporating CAPTCHA during password recovery or login at-
tempts. For example, the Police Clearance website used CAPTCHA after
several failed login attempts, but such protections were not uniformly applied
across all government sites.

e Indian e-commerce websites showed more frequent use of CAPTCHA to
prevent automated attacks. Many Indian platforms limited the number of in-
correct password attempts before requiring CAPTCHA validation, thus adding
a protective layer against hacking attempts.

5.5.4 Password Recovery Mechanisms
The mechanisms for password recovery also differed across categories:

¢ Bangladeshi e-commerce and content websites typically relied on email-
based recovery systems. However, these systems were often poorly imple-
mented. Many websites did not send confirmation emails or password reset
links promptly, and some did not enforce re-entry of current passwords before
updating them.

e Government websites had mixed results in terms of password recovery.
Some, like the Bangladesh Computer Council website, offered robust email-
based recovery with reset links sent directly to the user’s inbox. Others, how-
ever, had broken recovery processes where users were not sent the necessary
verification codes.

e Indian e-commerce websites provided more efficient recovery mechanisms,
largely centered around OTP sent via email or SMS. This was consistent across
most Indian websites, further reinforcing their reliance on OTP for account
security.

5.5.5 Federated Login and Social Media Authentication

The use of federated login systems (e.g., Google or Facebook authentication) varied
across the websites:

¢ Bangladeshi e-commerce and content websites largely did not offer fed-
erated login options. This lack of integration with social media or OpenlD
systems may limit user convenience but can also reduce exposure to vulnera-
bilities associated with third-party authentication.

e Indian e-commerce websites were more likely to offer federated login through
platforms like Google or Facebook, which, while convenient, brings with it cer-
tain risks if not implemented securely.
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Comparison between 20 Bangladeshi E-commerce and 50 E-commerce
websites that was evaluated in ”The Password Thicket” paper

According to ”"The Password thicket” [4] paper the mean evaluation score of 50 e-
commerce websites that were evaluated stands at 4.74. On the other hand, in
this evaluation the mean evaluation score of 20 Bangladeshi e-commerce websites
stands at 3.58. Clearly the Bangladeshi websites are lagging in security practices in
comparison with the foreign websites.

5.6 Implications and Recommendations

The preliminary analysis underscores the need for uniform security standards across
all types of websites. While some e-commerce platforms set a high standard, there
is a critical need for newspaper websites to elevate their security practices. Key
recommendations include:

e Enhancing Password Guidelines: Implementing stricter password con-
struction guidelines across all websites can significantly improve security.

e Adopting CAPTCHA and Rate Limiting: To prevent automated at-
tacks, websites should incorporate CAPTCHA and rate limiting for password
guessing.

e Federated Identity Support: Encouraging more websites to adopt feder-
ated identity options can streamline user authentication and reduce password
fatigue.

e Strengthening Encryption Practices: Ensuring robust encryption and
authentication mechanisms are in place to protect user data during transmis-
sion and storage.

The evaluation scores provide a snapshot of current security practices and highlight
areas where websites can upgrade their defenses to protect user accounts better.
By addressing these gaps, websites can enhance user trust and safeguard against
unknown threats in the digital landscape.
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Chapter 6

Conclusion

In this analysis, there are examinations of 72 total websites which are 20 Bangladeshi
e-commerce, 20 Bangladeshi content, 20 Bangladeshi Government and 12 Indian e-
commerce sites. This examination of websites is intended to enrich the knowledge
of website design, its functionality, and their contents in every context. The main
focus was comparing these websites with one another and identifying subtle trends.
Furthermore, the identification is not only the distinctions but also the similarities
of the information that is provided as example, user experience similarities between
Bangladeshi e-commerce and Indian e-commerce websites, and equal access to all
governmental and non-governmental online resources is provided. This broad anal-
ysis will provide useful information on the specific features and emerging patterns
in website creation across different sectors and countries.

The thesis is based on password security practices across a spectrum of top e-
commerce and news portals, and government websites in Bangladesh with 12 Indian
e-commerce websites, emphasizing an urgent need for strengthening cybersecurity
measures. Inspired by an influential research paper [4], this paper aims to system-
atically assess websites’ adherence to established security guidelines. Leveraging a
comprehensive analysis framework, the examination includes factors such as pass-
word complexity, uniqueness, hashing mechanisms, and adherence to established
heuristics.

A comparative analysis between different Bangladeshi websites and Indian web-
sites underscores distinct security concerns. Specifically, Bangladeshi and Indian
e-commerce websites experience higher risks due to the nature of the provided ser-
vices and products which involve processing of users’ financial data, while news
portal websites have the greatest number of weaknesses in the problem area, in-
cluding missing or insufficient user identification and vulnerability to data leakage.
Furthermore, there are issues in some of thr Bangladeshi Government websites. Due
to lack of enough security, there are chances in data getting stolen as well.

However, the findings of this thesis will not only encourage security measures but
will also undoubtedly provide important recommendations to users, regulators, and
website administrators. This means that in addition to highlighting frequent se-
curity risks, it also offers potential solutions and guidance on how to enhance the
security of different websites. As attempts to mitigate recently emerging cybersecu-
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rity risks gain momentum globally, this research bolsters related studies discovered
in the literature [12] — [11].

Ultimately, this evaluation and identification of security areas that may be vulner-
able will lead to a more secure system and safer path in Bangladesh. The search
for the optimal security measures, driven by this study, is successful in preserving
user data and enhancing consumers’ overall trust and sense of security while using
online platforms,; resulting in a more robust and efficient online environment for all
users.
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