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Abstract

With the growing use of digital devices in Bangladesh, cybersecurity risks such as
phishing, malware and data breaches have become increasingly common especially
among the non-CS background university students in Bangladesh who often lack
both awareness and motivation to learn about online safety. Existing cybersecurity
training tools mostly target professionals or computer science students, leaving a
gap for accessible and engaging approaches for non-technical university students. To
address this, our research applied Human-Centered Design (HCD) principles along
with the Octalysis Gamification Framework to develop an interactive visual-novel
game called “The Exiled Prince” which presents real-world cybersecurity threats
through storytelling, decision making and in game quizzes to create an enjoyable
learning experience. A controlled study was conducted with two groups where one
group is the control group (n = 20) using a traditional tutorial and another group
is the experimental group (n = 20) who played the game to measure effectiveness.
The game group demonstrated higher engagement, stronger awareness and better
knowledge retention compared to the control group. This study contributes to a
Human-Centered gamified learning model designed for non-CS university students,
demonstrating that game-based learning can make cybersecurity education both
effective and enjoyable.

Keywords: HCI, Human-Centered Design, Gamification, Cybersecurity Aware-
ness, Game-Based Learning, Educational-Tool
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Chapter 1

Introduction

1.1 Introduction

The technological advancement in the modern era is a double edged sword. As we
shift more focus towards digitizing almost every aspect of human life for comfort
and ease of access, new threats have emerged. Cybersecurity risks, privacy concerns,
rise of mental health issues, job displacement due to automation and Artificial In-
telligence transforming the workspace, impacting job roles across major industries -
are a few examples that raise concerns for individuals and organizations.

In today’s rapidly evolving digital world, cybersecurity threats are increasingly
prevalent, making it crucial to equip individuals with the knowledge and skills
necessary to navigate the online environment safely. Among the most vulnera-
ble populations are university students, who often lack sufficient awareness of the
risks associated with online activities and how to protect themselves from cyber
threats [16][63][73]. Such knowledge and awareness is cultivated among employees
of organizations through professional training, but those tools are inapplicable for
students [5][42]. Traditional methods of cybersecurity education for students in-
clude lectures and written materials [5][30][85]. But have proven to be insufficient in
engaging and retaining students’ attention. Research on this matter suggests that
gamification is better than the flat information learning approach (interactive book)
and provides better student engagement and post-training performance [55]. Similar
results can be found in the implementation of Gamified Intelligent Cyber Aptitude
and Skills Training (GICAST) course by The Open University [74]. The research
shows that GICAST training is widely acceptable to an undergraduate student pop-
ulation with positive sentiment towards the proposed gamified training session, and
indeed produces strong gains in cybersecurity. Gamification has potential as a valu-
able learning tool that can be employed even more broadly. After GICAST training,
post-training levels of knowledge, attitudes and behavior may be seen on par with
the levels seen in trained employees in the workplace.

Thus, we suggest using the gamification approach to create engaging scenarios for
students, providing an alternative way for information security awareness.This thesis
explores the potential of gamification as a solution to enhance cybersecurity aware-
ness among non-technical students in Bangladesh. By developing a digital game
tailored to their needs and interests, this research aims to provide an engaging and



interactive learning experience that not only increases knowledge but also encour-
ages behavior change. Through this approach, the thesis seeks to contribute to the
growing body of research on innovative educational methods and offer a practical
solution to improving security awareness of the students from non-technical back-
ground in Bangladesh. In our research, we discuss the theoretical foundations of
our gamification approach, the current state of cybersecurity awareness, the design
and development of a digital game as a tool to improve security knowledge among
students and evaluation through pre-assessment and post-assessment to evaluate if
there is any enhancement in the knowledge.

1.2 Motivation

Despite the growing risks, many university students still lack a solid understanding
of cybersecurity principles and practices, leaving them susceptible to online attacks
such as phishing, identity theft, and malware infections [16][73]. Additionally, there
are many challenges to implement security training programs as many often lack
motivation or encouragement to participate in such programs [35][51][63].

In recent years, gamification has emerged as an innovative approach to education,
leveraging the motivational aspects of gaming to enhance learning experiences. By
transforming cybersecurity education into a more interactive and enjoyable process,
gamified learning has the potential to increase the users engagement, retention,
and behavioral change [35][60][87]. However not all gamification approaches are
applicable for students. For example, Riskio-a serious board game in which the
players gain knowledge of cyber security assaults and defenses as they play as both
the attacker and defender in turn[42]. It showed very promising results in training
employees but for students it failed to receive the same reception as they found
the game very lecture focused and tedious. Another study suggests that there are
negative relationships with regards to the game elements of gamification training
programs and learning outcomes[62]. It is important to incorporate the right game
elements to have a positive impact on the training outcomes.

Thus, this thesis is motivated by the desire to explore the effective use of gamifi-
cation using appropriate game elements for students to maximize motivation and
engagement.

1.3 Problem Statement

Bangladesh has reached over 131 million internet users by the end of December, 2023
[76]. This number was boosted by the covid-19 pandemic, cornering many services
and infrastructures to move their operations online. We should expect active users
to increase more as technology becomes more readily available for everyone. But
many people are still unaware of the dangers of cyber attacks threatening loss of
personal data, credentials, financial loss and so on [5][15][17][19].

The students of our country hold a crucial role in securing our digital safety in the
future. The increasing reliance on digital platforms for education, social interac-



tion, and daily activities has made students in Bangladesh more vulnerable to cyber
threats. But many of the students are not well educated on this matter to safe-
guard their cyber security. A study surveyed Bangladeshi people suggested there is
a necessity of including cybersecurity education as most of them are ignorant and
unaware of basic cybersecurity knowledge [18]. Streamlining cyber security training
programs in the education system would make our students become conscious of
cyber issues, preparing them for the harsh demand of the current job market. An-
other study suggests there is a severe cyber security awareness gap among university
students as many of them engage in unsafe online activities such as- downloading
files from untrusted sources, using unlicensed and out-of-date softwares, improper
password habits and so on [73]. Therefore, this thesis aims to develop a solution to
improve cybersecurity awareness and knowledge among students in Bangladesh.

1.4 Research Questions

We aim to foster a deeper understanding of cybersecurity among students in Bangla-
desh. Our objective is to create an engaging, interactive learning experience to grab
students attention and bridge the gap in cybersecurity education, fostering better
preparedness among students to recognize and mitigate online security threats. By
developing a digital game tailored to the specific needs of Bangladeshi students,
this research aims to create an engaging tool that not only increases awareness but
also empowers students to take proactive measures in securing their online presence.
This approach offers a scalable and impactful solution to a critical problem in today’s
digital age. With our research we aim to answer the following research questions-

e RQ1 : What is the current level of cybersecurity awareness among university
students?

e RQ2 : How do gamified learning methods compare to traditional methods in
engaging university students?

¢ RQ3 : What gamification strategies are effective in improving cybersecurity
awareness among university students?

e RQ4 : What learning goals are targeted by the implementation of gamification
strategies?

e RQ5 : What is the audience perception toward gamification?

e RQ6 : What is the perceived usability of the game among the audience and
how does this influence their willingness to complete the security awareness
training?

e RQ7 : How likely are the audience to apply the knowledge and strategies
learned from the game in their personal and academic digital lives?

All of the research questions will be answered in the discussion part with the findings
and all we got.



1.5 Research Contribution

Our research contributes to the field of cybersecurity education by developing and
evaluating a human-centered, gamified learning experience created for non-technical
university students in Bangladesh. The goal of this study was to make cybersecurity
learning more engaging, relatable, and effective for students who often find tradi-
tional materials too technical or uninteresting. The key contributions of our work
are outlined below.

1. Game Design and Implementation: The first and most significant contri-
bution is the design and development and implementation of a human-centered
gamified game. We created a visual-novel style digital game titled The Exiled
Prince, built on Human-Centered Design (HCD) principles to ensure acces-
sibility and enjoyment. Through storytelling, player choices, and interactive
quizzes, the game turns complex cybersecurity concepts into meaningful, story-
driven experiences that reflect real-world situations faced by students. After
designing the game we have successfully implemented the game. The imple-
mentation helped us not only to assess our game but also helped us to gather
valuable insights about the game for future improvement.

2. Gamification and Learning Integration: Our game is the integration of
gamification frameworks and learning theories. We brought together the Oc-
talysis Gamification Framework and Constructivist Learning Theory to design
gameplay that motivates, rewards curiosity, and reinforces learning through
interaction. This thoughtful integration helps the game move beyond enter-
tainment—it supports genuine understanding and lasting behavioral change
toward safer digital habits.

3. Context-Specific Educational Model: Our game addresses the context-
specific educational game for Bangladesh. While many cybersecurity aware-
ness games exist internationally, few address the cultural, educational, and
technological context of Bangladeshi learners. By adapting the game’s de-
sign, tone, and scenarios to fit the local environment, we created a learning
experience that feels relevant and relatable to our target audience.

4. Evaluation and User Analysis: We have conducted comprehensive evalu-
ation and also executed user-centered analysis. To assess the game’s effective-
ness, we conducted a controlled study comparing our game with a traditional
text-based tutorial. The results revealed that students who played The Exiled
Prince were noticeably more engaged, retained knowledge more effectively, and
felt more motivated to apply safe cybersecurity practices in their daily lives.
These findings show how interactive storytelling can turn complex cybersecu-
rity topics into something relatable and easy to understand.

5. Sustainable Cybersecurity Education: The final thing we focused on is
promoting sustainable cybersecurity education. We show that story-driven
digital games can serve as lasting educational tools within academic settings,
keeping learners interested and involved over time. Since the game’s framework



is both flexible and scalable, it can be adapted to address emerging cyberse-
curity issues, different learner groups, and various cultural contexts. In this
way, The Exiled Prince stands not just as a single educational game but as a
foundation for future gamified approaches to cybersecurity learning.

1.6 Thesis Structure

We have completed the rest of the research in the following chapter:

Chapter 2 (Literature Review): It discusses existing research on cybersecurity awaren-
ess, complexness of existing methods in teaching cybersecurity knowledge, popular

digital threats (password protection, phishing, identity theft, malware, cryptojack-

ing malicious popup ads, ransomware) as well as the application of gamification

in teaching. It contrasts gamified versus non-gamified methods, surveys relevant

games, and detects gaps in cybersecurity training for students, particularly those

from non-technical backgrounds. The chapter concludes by positioning our project

as a unique gamified solution designed for Bangladeshi university students.

Chapter 3 (Methodology): This chapter describes our research methodology, starting
with the target participants and research questions, then moving on to solution
design. It discusses why a Visual Novel style was chosen, defines the constructive
learning principle and the Octalysis framework for gamification, and explains how
these theories informed the development of our game The Exiled Prince. It ends by
presenting the evaluation plan, which uses user studies to measure effectiveness.

Chapter 4 (A Gamified Solution: The Exiled Prince): This chapter provides the de-
tails of the game’s design and development. It outlines the chosen development stack,
game components, deployment on Netlify, and the narrative framework. The chapter
breaks down the story into interactive decision points, incorporates in-game quizzes,
details the game mechanics, maps learning outcomes to Constructivist Learning
Theory, and shows how Octalysis core drives are embedded in the design.

Chapter 5 (Game Evaluation): This chapter reports on the evaluation of The Exiled
Prince through a structured user study. It covers participant demographics, pre
and post-assessment procedures, study activities, and data collection. The analysis
combines quantitative measures (e.g., knowledge gains, usability) with qualitative
insights (user feedback on motivation, engagement, and learning). The evaluation
provides evidence of the game’s effectiveness in boosting cybersecurity awareness
and influencing student behavior. Also data evaluation process of this focuses on
which method is actually better or not. The whole prove was done by hypothesis
testing in this chapter.

Chapter 6 (Discussion): This chapter discusses about the findings and all the anal-
ysis. This chapter is focused on answering the research questions. All of seven
research questions has been answered based on the finding of our study in this
chapter.

Chapter 7 (Conclusion): The final chapter summarizes the research findings, highligh-
ting how gamification enhanced student engagement with cybersecurity education.
It reflects on the strengths and weaknesses of The Exiled Prince and suggests future



directions, such as expanding the range of threats addressed, adding multiplayer col-
laboration, and adapting the solution for audiences beyond Bangladeshi university
students.



Chapter 2

Literature Review

The chapter discussed about the existing literature which are related to the cyberse-
curity awareness, digital threats and use of the gamification method as educational
approach. The chapter also discussed about the threats that we have worked on in
our game. By analyzing the current trends, gaps and challenges in cybersecurity
education specifically for the non-CS University students of Bangladesh this chap-
ter helps us to establish a context as well as rationale for developing our proposed
learning based gamified solution.

2.1 Preliminaries

Cybersecurity has become a critical focus in the modern digital landscape as cyber
threats continue to evolve, posing significant risks to all end users of digital devices.
The need for effective cybersecurity awareness and training programs is rising as
sophistication of cyber attacks is racing with the evolution of cybersecurity. Then,
the review is categorized into 4 key areas: Cybersecurity Awareness and Education,
Cybersecurity Threats and Trends, Gamification in Cybersecurity, and Gamified
and Non-Gamified Approaches. By examining these sectors, we aim to highlight the
importance of cybersecurity education and the potential of gamification in enhancing
training effectiveness, engagement, and ultimately, cybersecurity preparedness.

This review provides essential background information to help readers understand
the context behind our problem statement and research objectives of this study.
Through this exploration, we would assess how gamified methods may serve as a
viable solution to address current challenges in cybersecurity training and aware-
ness. Cybersecurity awareness involves understanding potential risks like phishing,
ransomware, identity theft,malicious website, password protection, and the growing
prevalence of cyber crimes, while education focuses on improving practices to avoid
these threats. In designing an effective gamified approach to cybersecurity educa-
tion, it is essential to identify and incorporate threats that are both highly relevant
to learners’ digital experiences and frequently cited as areas of weakness in academic
literature. Based on a comprehensive review of existing studies and several com-
mon cybersecurity threats we decided to address the following cyber threats in our
research-



2.1.1 Weak Passwords

Weak passwords are one of the most common vulnerabilities exploited by cyber
attackers. They often include easily guessable elements like “123456” , names, or re-
peated characters. Poor practices such as reusing passwords across accounts, failing
to update them regularly, or using short and simple phrases leave users susceptible to
brute-force and dictionary attacks. Surveys reveal concerning practices among stu-
dents. For instance, 53% of students reported having stronger passwords for banking
compared to social networking accounts, indicating inconsistent application of se-
curity habits [27]. Moreover, 69% of students admitted using personal information
in their passwords, making them predictable and easily guessed [14]. Alarmingly,
34% of students never change their passwords and 44% only sometimes update them
[14]. Such behaviors highlight the widespread prevalence of weak password practices,
even among educated populations. This underscores the need for interventions like
gamified training tools that simulate the consequences of poor password hygiene and
encourage stronger, more secure habits.

Figure 2.1: Password Strength

Various Studies highlight insecure practices such as using personal information in
passwords, lack of password updates and so on are prevalent among many university
students, even those with a CS background. This careless habit makes them easy tar-
gets for attackers, underscoring the need for improved behavior through interactive
learning tools that simulate consequences of poor password hygiene. Figure 2.1 is
the demonstration of weak passwords and strong passwords.

2.1.2 Ransomware

Ransomware is a type of malware that encrypts a user’s files or locks their system,
demanding payment in exchange for a decryption key. The user gets messages like



Figure 2.2 after a ransomware attack. It can cause irreversible data loss, finan-
cial damage, and operational disruption, especially when backups are unavailable
or compromised. The scale of ransomware in education is striking: in 2022, 65
ransomware attacks targeted schools and colleges, affecting 1,436 institutions and
disrupting the education of nearly 1,074,926 students [39]. These incidents high-
light how devastating ransomware can be in academic environments. Gamification
literature emphasizes the importance of exposing learners to high-stakes, real-world
scenarios. Including ransomware in training simulations addresses both behavioral
and technical gaps, ensuring students are aware of the severe consequences of ignor-
ing preventive measures such as software updates and backups.

Figure 2.2: Ransomware

Gamification literature emphasizes the importance of exposing learners to real-world
scenarios. Ransomware threats in simulations help players experience the high-
stakes consequences of failing to update software, clicking unsafe links, or ignoring
antivirus protocols. Including ransomware in the game addresses both behavioral
and technical gaps, as students often underestimate the severity of these attacks.
After getting attacked by ransomware the users get the messages which is shown in
the Figure 2.2.

2.1.3 Identity Theft

Identity theft occurs when someone unlawfully obtains and uses another person’s
personal information—Ilike social security numbers, login credentials, or banking in-
formation—for malicious purposes. This can lead to unauthorized financial transac-
tions, fraudulent accounts, or impersonation. Students often underestimate these
risks. Studies indicate that 69% of students were unaware of identity theft on social
networks, often oversharing personal data online without recognizing the conse-
quences [21]. This behavior reflects a lack of perceived personal responsibility for
maintaining digital safety, with many assuming cybersecurity is the organization’s
role rather than their own. Gamified scenarios highlighting oversharing and its con-
sequences can help learners understand accountability and develop vigilance against
identity theft.



Figure 2.3: Identity theft

University students frequently share personal data online without fully understand-
ing the risks. Studies report a low level of perceived personal responsibility in
maintaining digital safety, with many students assuming cybersecurity is the organi-
zation’s job. Identity theft scenarios in a game can effectively illustrate the personal
consequences of oversharing or careless online behavior, reinforcing accountability
and vigilance. The Figure 2.3 shows how identity theft works.

2.1.4 Phishing

Phishing involves tricking users into revealing personal information, such as lo-
gin credentials or financial details, by impersonating trustworthy entities through
emails, messages, or fake websites. Phishing remains one of the most effective and
widespread social engineering techniques used to compromise user data. Empirical
evidence highlights the scale of the issue: one experiment revealed that 77% of par-
ticipants fell victim to phishing attacks, with students making up 41% of the victims
[37]. Similarly, a large survey of 498 students in the US Pacific Northwest found
that 50% could not define phishing and 55% could not define malware, showing
clear knowledge gaps [17]. Given that phishing exploits human behavior more than
technical flaws, it is highly relevant for inclusion in gamified training contexts where
simulated scenarios help learners practice critical thinking and detection skills in
realistic settings. Just like Figure 2.4 attackers target for the sensitive info of the
user.Phishing is a recurring topic in gamified tools reviewed in the literature—games
like Anti-Phishing Phil and Phishy were specifically designed to train users to rec-
ognize suspicious URLs, deceptive subdomains, or urgent scam messages [4][23].
Given that phishing exploits human behavior more than technical flaws, it is highly
relevant for inclusion in a gamified training context where simulated scenarios help
build critical thinking and detection skills.
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Figure 2.4: Phishing

2.1.5 Malware

Malware is one of the most common threats of the cybersecurity world. In this threat
malicious scripts stay hidden inside the cracked or free software. Later on, it causes
problems with the device. People usually face this attack because of downloading
crack version of paid software from unknown and untrusted websites. Just like Figure
2.5 malware is corrupted scripts hidden inside a cracked software. Studies show that
a significant number of students—68% of IT /cybersecurity students and 80% of CS
students—download files from untrusted sources, indicating poor discernment of
website legitimacy [73]. Because of this reason they remain vulnerable to the threat
of malware.

Figure 2.5: Malware

2.1.6 Malicious Pop-up Ads

Pop-up ads are often used as a delivery method for social engineering attacks or
malware. They may trick users into clicking “urgent” warnings or fake software
updates, which can lead to drive-by downloads or data theft. Pop-up ads are com-
mon online nuisances and often the first interaction students have with potentially
malicious content. Despite their ubiquity, learners tend to underestimate the risks,
especially if the ads mimic real system notifications. Simulating these in a gamified
setting allows users to practice identifying deceptive pop-ups and avoid reactive,
risky behavior.
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Figure 2.6: Pop up ads

Pop-up ads are common online nuisances and often the first interaction students have
with potentially malicious content. Despite their ubiquity, learners tend to under-
estimate the risks, especially if the ads mimic real system notifications. Simulating
these in a gamified setting allows users to practice identifying deceptive pop-ups and
avoid reactive, risky behavior. The Figure 2.6 shows how pop up ads look like.

2.1.7 Cryptojacking

Cryptojacking occurs when malicious software secretly uses a victim’s computing
resources—such as CPU or GPU power—to mine cryptocurrency without their con-
sent. Unlike ransomware, cryptojacking does not lock files but instead silently drains
system performance, causing overheating, slowdowns, and hardware damage over
time. Recent reports show that XMRig, a cryptomining malware, was used in 65%
of cryptomining attacks in 2023, with attackers increasingly integrating additional
malicious functionalities and targeting platforms with enhanced GPU capabilities
[80]. Figure 2.7 is a representation of cryptojacking.

Figure 2.7: Cryptojacking

Students are particularly at risk due to frequent downloads from untrusted sources,
shared university networks, and reliance on high-performance devices for graphics,
design, or engineering coursework. In educational contexts, cryptojacking scenarios
in games can help learners recognize unusual performance symptoms, understand
the risks of unsafe downloads, and practice safe online behavior to reduce exposure
to stealth-based attacks.

Now we will explore the intersection of cybersecurity threats, awareness, and the use
of gamification in training by reviewing existing papers based on the following search
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criteria- Gamification, cybersecurity awareness,Use of gamification in cybersecurity,
serious games, security awareness training (SAT), cybersecurity in education, gam-
ification for students etc

2.2 Review of Existing Research

2.2.1 Cybersecurity awareness and education

Cybersecurity awareness is one of the most essential elements to tackle all the digi-
tal threats. As the human risk factor is the most prevalent threat in cybersecurity,
raising awareness protects the end-users from the digital threats and improves their
online behavior. However people are still not educated enough and aware about
the digital threats and security practices. Ahmed et al.[18] conducted a survey in
their study and found that 61% of users only take basic precautions like verifying
website legitimacy, insecure practices remain prevalent, such as 69% using personal
information in passwords. Even though some people still rely on newspapers (72%)
and online platforms (63%) for updates about cyber crimes, 65% of them believe
that existing laws for cyber crimes are not effective to tackle cyber crime effectively.
Similarly, Ferdous et al.[93] mentioned about a survey where among 545 respon-
dents 80% of respondents claimed not to have experienced cyber attacks, and only
9.4% reported incidents, which indicates lack of awareness and action towards cy-
ber crimes. While most users identify as intermediate (61.8%), their cybersecurity
practices are not enough to protect themselves from cyber threats, only 8% use an-
tivirus software and 9.7% rely on software updates. It also shows Generation Z’s
tendency to share personal information online, which significantly increases their
vulnerability. Security habits, such as reading terms and conditions, are also less
and only 31% sometimes review them. Furthermore, Kundu et al.[26] talked about
the authors also mentioned about the changing legal environment of the country,
which is putting in place laws like the ICT Act 2006 and the Draft Digital Security
Act 2016 to fight cyber crime. However there is a problem with implementation.

Additionally, Kshetri, Vasudha, and Hoxha[73] discuss the awareness of cyberse-
curity among university students, comparing three groups: CS, IT/Cybersecurity
students, and others. In total, 150 students were surveyed and surprising gaps were
identified in the safety of online behavior. In the results 68% of IT/Cybersecurity
students download files from untrusted sources, and as many as 80% of CS stu-
dents and 72% of non-CS students did so. Among the CS and non-CS students,
16%, and of the IT/Cybersecurity ones-12% simply allow their software to be out
of date. Such was going on with password habits. None of the CS and IT ones
change their passwords on a weekly basis; only 8% of non-CS students do. 48% of
CS students, 36% of IT/Cybersecurity students, and 52% of non-CS students never
or rarely change their passwords. Internet use is now a big part of daily life, with
24% of IT students surfing online for over 10 hours a day compared to 16% of CS
students and 8% of non-CS students. The vast majority of the students, 84% CS and
80% IT students, pay bills online, hence exposing themselves to risks. The shocking
part is that 8% of CS students and 12% IT students think it is solely a concern of
an organization, and 4% of the non-CS students said the same. Consequently, Li
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and Liu[56], focused on how citizens of four countries-Israel, Slovenia, Poland, and
Turkey-comprehend and handle cybersecurity. 81% of respondents acknowledged
familiarity with cybersecurity through sources like the Internet, only 56% were reg-
ularly updating their software, and just 45% were using spam protection. People
were very concerned about the threats of violation of privacy (average worry score:
4.20) and loss of data (4.17). Yet, protection measures taken included only basic
levels such as antivirus software (75%) and strong passwords (85%). Education
did make a difference: students with some training in I'T security showed better
knowledge on cybersecurity. On the other hand, 66% of participants had never been
to such training. Also, Hunt[16], highlights the growing importance of cyber se-
curity awareness, particularly in higher education, as students getting familiarized
with online platforms, increasing their exposure to cyber threats such as phishing,
identity theft, and malware. A significant percentage of students and educators
lack basic knowledge of online safety. The paper also mentions many schools are
not prepared to teach these cybersecurity skills. For example, malware threats on
mobile devices now surpass those on PCs, largely due to unsecure networks and
app vulnerabilities. Alotaibi et al.[13] discuss the growing number of cyber crimes,
especially in Saudi Arabia, where 66% of the population (18 million people) are
internet users but the majority of them have poor cybersecurity awareness despite
having good IT skills The authors also attested that humans create poor passwords
and use low-quality defenses like antivirus, but most of them embraced the idea of
using mobile games as a means of awareness. Serious games as fun yet interactive
education and training tools emerged as appropriate to cybersecurity educational
and training endeavors. Also, Morais et al.[63] says that most of the student don’t
know how to implement gamification tools in real life and most of the students
have good cybersecurity habits, such as strong passwords but lack regular password
updates or advanced knowledge. Some students reported being victims of cyber
attacks(phishing or ransomware).

Even though the importance of security awareness is quite important but existing
education approaches have significant limitations. Existing security courses often
require previous knowledge in different fields which make them inaccessible for non-
technical background students. Existing online tutorials also provide incomplete
information with so small context. Also, short training sessions fail to facilitate
deep learning, reflection or repeated practice [5]. Furthermore, complex security in-
terfaces and too much technical guidance some times overwhelm non-technical users
which eventually leads to fear, helplessness and security fatigue [30]. Additionally
, traditional methods are boring and irrelevant and also the knowledge does not
ensure the correct behavior. Because of this, non-technical users remain vulnerable
to the cyber threats [85].

This review indicates that, even though the number of cyber crimes is increasing
day by day, people are not well educated to combat these threats. Thus cyber
crimes pose a significant risk impacting our goal to create a safe Digital Bangladesh.
Cyber awareness training should be a mandatory procedure in our education sys-
tem to improve awareness among the students. However the existing materials are
complicated for non-technical users.
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2.2.2 Cybersecurity Threats & Trends

Cyber threats are continuously increasing and it is continuously putting challenges
for the users as well as for an entire nation. The Human Risk Review 2024 report
lists the following tactics as the most successful in cyber attacks-1. Phishing, 2.
Malware, 3. Ddos, 4. Ransomware, 5. Social engineering attacks beyond phishing
and vishing.

Multiple research papers highlighted the cyber threats in Bangladesh with the num-
ber of internet users reaching 131 million by 2023. Kundu et al.[26] has stated about
the rise of cyber crime in Bangladesh, focusing on its financial sector, where 52% of
banks face high security risks. Another research also mentioned cyber propaganda
cases like the 2012 Ramu violence, where a fake account in Facebook incited vio-
lence across the country, exposing the citizens low cybersecurity awareness. Surveys
indicate widespread exposure to cyber threats, with 77% of participants experienc-
ing phishing, 71% facing identity theft, and 80% encountering malware. Both [26]
and [18] mentioned about the major incidents like the 2016 Bangladesh Bank Heist,
resulting in a $81 million theft due to malware exploiting system vulnerabilities.
However, only 40% reported such incidents, often due to ignorance, fear, or distrust
in the process. Furthermore, Sharif and Ameen[51] stated about 45% of the US
population was compromised by the Equifax breach of 2017, and 300,000 computers
worldwide, including 19,000 healthcare appointments in the UK, were canceled due
to the WannaCry attack.

In another study Li and Liu[56], talks about the growing dangers of cyber-attacks
and how cybersecurity is becoming more important nowadays. The paper talks
about cyber-attacks, like hacking, phishing, malware, and botnets, targeting importa-
nt systems like government networks, businesses, and even individuals. These at-
tacks can happen anywhere because cyberspace connects the whole world, making
it hard to stop them with traditional methods. A big issue is that there’s no clear,
agreed-upon definition of what a cyber-attack is, which makes it harder for coun-
tries to work together and enforce laws. Additionally Fatokun et al.[93] discussed
the crucial role of cybersecurity knowledge and behavior in addressing the grow-
ing threat of cyberattacks.It also mentions that human mistakes are responsible for
70-80% of the damage caused by cyber attacks. Common mistakes, such as clicking
on phishing links, using infected USB drives, or ignoring security updates, highlight
the vulnerability of users despite advancements in technical solutions. It explains
that current security systems overlook the fact that people have varying levels of
technical skills and understanding, leading to gaps in their effectiveness and leaving
users more vulnerable to cyber threats.

Cyber threats are continuously growing in this modern and digital era. Users and
organizations are continuously facing different threats in their daily lives. Users
must need to be educated to tackle all these cyber threats.

2.2.3 Gamification in Cybersecurity

Gamification has been one of the effective and emerging ways of education. It has
also been effective in cybersecurity education. Sharif and Ameen[51] has stated gam-
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ification as a promising method to educate users about security threats and improve
compliance. Traditional methods like text-based training and generic education
programs are criticized for their lack of engagement and personalization. Gamified
tools, in contrast, create interactive and engaging learning environments, addressing
the human factor—identified as the main vulnerability in cybersecurity.. In another
paper Scholefield and Shepherd[35] focuses on increasing cybersecurity awareness
using gamification. Some learning Methods were shown, but which were not for
long-term process and not effective. According to participants, the game was en-
joyable and helpful in increasing their knowledge about password security. Another
study on Scenario-based eLearning suggests such gamified approach introduces ac-
tive learning strategies such as problem-based or case-based learning by using in-
teractive scenarios [32]. The students found the scenarios more enjoyable for their
learning experience improving their thinking skills and their engagement with the
content was high due to relevance to real life components.Also, Juho Hamari, Jonna
Koivisto and Harri Sarsa (2014) [10] examines previous research to understand how
game-like elements such as points, badges, and leaderboards influence user moti-
vation and engagement. After reviewing several empirical studies from fields like
education, business, and health, the authors found that gamification often leads to
positive outcomes, increasing participation and motivation.

Furthermore, in an article Williams et al.[87] found the role of gamification and
game-based learning in cybersecurity education. Mainly non-technical students and
developing their skills. Also this paper proposes an effective solution to overcome the
limitations of existing platforms. Additionally, in another article Hendrix et al.[15]
analyzes the effectiveness of serious games for cybersecurity education through a
structured literature review and product search. 28 papers were analyzed where
general cybersecurity awareness(7), network security (6), phishing (4) and 3 on end-
user PC protection. While only 3 studies addressed professional training in areas
like insider threats and forensics. Out of these, 6 studies lacked evaluations, 6 had
superficial evaluations, and only 11 provided measurable outcomes. Additionally,
15 games were identified, including PBS Cybersecurity Lab, most of which targeted
children, teenagers, and students, with very few designed for professionals. In this
paper found that most games are short-term and lack long-lasting behavioral impact.
Also, Xiao et al.[78] explores how using games can improve cybersecurity education
in colleges and universities, especially in China. It highlights the rise in cyberattacks
and points out issues in current teaching methods, like outdated materials, lack
of hands-on learning, and boring approaches. Additionally Fatokun et al.[60] has
proposed to develop a gamification model that will help students improve their
awareness and behavior about cybersecurity in their paper. They tried to show that
using gamification correctly increases cybersecurity knowledge and reduces risky
behavior.

Gamification is suggested as a way to make learning more fun and effective by using
interactive and immersive games. These games can simulate real-life cybersecu-
rity challenges, helping students learn by doing. By making cybersecurity educa-
tion more engaging and practical, students can better understand and handle cyber
threats. The following sections cover a few examples of research on different types
of existing gamification approaches.
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Role playing games

In another paper Scholefield and Shepherd[35] have developed an Android-based
role-playing game (RPG) and tested it with 17 participants to improve password se-
curity. The game incorporated gamification elements such as characters, leaderboa-

rds, time pressure, and feedback, which made the learning process engaging and
effective (RPG).

Also, a game RAD-SIM was introduced by Thompson et al. (2022)[65] focuses on
promoting critical thinking through role-playing (Mentalizing), setting clear learning
goals (Response/Attack), designing games suited to the audience (Design), encour-
aging teamwork and competition (Sociality), using rewards and confidence-building
and (Incentives). While developed for cybersecurity, RAD-SIM can be applied to
other fields to improve learning outcomes. The authors recommend further testing
and real-world application to refine this method.

Capture the Flag (CTF) games

Williams et al. proposes two games (1. open-ended CTF 2. story-based CTF). open-
ended CTF enhances student teamwork, critical thinking and problem-solving skills.
On the other hand, story based CTF makes the learning experience more engaging
through a series. 80 students participated, divided into 6 groups. These games
are particularly helpful in reducing the complexity of cybersecurity and helping
students acquire skills through realistic challenges. Final result was very good,
games increased student interest in cybersecurity and helped to create an inclusive
learning environment (CTF).

Serious games

Alotaibi et al. (2016)[13] has talked about serious games which have been iden-
tified as interactive education and fun tools to increase cybersecurity awareness.
“Anti-Phishing Phil”, which instructed users on how to recognize phishing attacks,
while most of the studies were small or pilot studies. Another paper introduces two
educational tools, an interactive book and a board game aiming to solve the lack
of efficiency in information security awareness training[61]. They suggest that the
board game approach is better than the flat information learning approach (interac-
tive book). It indicates that gamification provides an alternative way for information
security awareness training in a fun and educational way.

Rikkers and Sarmah [90] created a serious game that teaches students how to prevent
USB-based cyber attacks. The game is a story-driven interactive novel made with
Twine. In this game players step into the role of a cybersecurity investigator trying
to uncover the cause of a ransomware incident.Instead of relying on leaderboards or
points, the game focuses entirely on storytelling using relatable characters, realis-
tic situations and multiple possible endings to make the learning experience more
engaging and memorable. The study involved 28 university students where students
had both technical and non-technical background, aged between 18 and 25. They
played the game and completed surveys before and after to measure their engage-
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ment and how much they learned.The results were clear: the story driven approach
helped students better understand USB-based attacks, stay engaged, and connect
cybersecurity lessons to real-world situations. Compared to traditional videos or
other training methods, the story based game was found to be more enjoyable and
effective.In the end, the authors showed that story-driven serious games can make
cybersecurity learning feel more human and relatable, turning abstract technical
lessons into experiences that are both educational and genuinely enjoyable.

Riskio is a serious board game in which the players gain knowledge of cyber security
assaults and defenses as they play the role of both the attacker and defender[42].
It helps them understand the impact of their actions on important assets in a hy-
pothetical organization scenario. They tested the game on employees and graduate
students to determine Riskio’s is more suited in raising cyber security awareness for
the employees as they were able to relate to the given scenarios. Similarly, Perihack
is another serious game aiming to improve cybersecurity awareness from both at-
tackers and defenders point of view[59]. Their study on this game suggests that the
attacker gains a better understanding of the nature of cyber attacks, how it is initi-
ated and its evolution. The defenders see the value of managing various weaknesses
with limited resources and information.

Hilliard et al.[84] has discussed the effectiveness of ARP Adventure. ARP Adventure
is a serious gamified tool which was designed to enhance engagement and mastery
of Address Resolution Protocol (ARP) concepts in cybersecurity education. Pre-
and post-survey data showed a 27% increase in interest in ARP (from 64% to 91%)
and a 9% rise in concern about cybersecurity incidents (from 82% to 91%), this
highlights the game’s ability to boost interest in the subject matter. The game
gained 100% engagement, with 91% of the participants enjoying it and finding it an
effective learning tool. Confidence in the ARP-related topics increased significantly,
with mastery of complex concepts such as Frame Payload and Frame Check showing
up to 73% growth, while foundational concepts such as Router and Protocol defi-
nitions improved by 10-20%. The updated version of the game, featuring enhanced
interactivity, usability, and randomized question design, addressed prior criticisms,
such as sluggish controls and limited engagement. Students also praised its ability
to present information interactively and repetitively, aiding retention, and many
expressed willingness to use the game for leisure as well as learning.

A competitive, mobile-friendly quiz, a serious game was developed by Nijland[64]
with features like scoring, timers, leaderboards and instant feedback. Two surveys
were conducted: one with 29 students to refine the game, and the other with 24
students (split into trained and untrained groups) to test its effectiveness. Trained
students also completed with fewer errors (1.7% vs. 4.2%) and answered more
quickly (39s vs. 93s). While students liked playing the game (average rating 3.7/5),
they suggested more challenging and varied questions through feedback. The game
shows promise but requires more diverse participants and additional features like
adaptive difficulty and social features.
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Simulation based game

Ask et al[53] has presented a mode which aims to build skills in meta-cognitive aware-
ness, perspective-taking, and explicit communication of Recognized Cyber Pictures
(RCPs). Gamification features, including storytelling features, points (up to 100
per step), feedback, and self-assessment, promote engagement and adaptability was
added in this model. The five steps in the training process are pre-task surveys,
scenario-based cyber tasks, OLB-facilitated RCP communication, expert-reviewed
situation reports, and continuation of the task with feedback loops. There are points
for completion of milestones (10 points for each), with multipliers (1-5) based on
memory load. Outcomes show potential benefits, for instance, 50% reduction in
decision errors, up to 80% less communication errors, and 50% improvement in sit-
uational awareness. Supported by the Norwegian Research Council (#302941), the
model will align mental models across teams and bridge essential gaps in cybersec-
urity training.

Different types of gamified models and tools are helping users to educate and un-
derstand the situations during cyber attacks. These types of games help them to
increase their knowledge as well as these types of games can entertain them.

2.2.4 Gamified vs. Non-Gamified Approaches

In modern days gamified methods are enhancing knowledge more effectively than
the non gamified or traditional methods. Morais et al.[63] mentioned in their pa-
per that students clearly understand gamification and its goals regardless of their
higher education course. They also mentioned that gamification has potential as
an effective tool for enhancing cybersecurity awareness. Another paper suggests
that training with Scenario-based games creates an engaging training environment
in which students face real life work challenges in simulated scenarios and receive
realistic feedback as they advance[55]. Unlike traditional training in which students
gain knowledge through literature text , students in scenario-based training are more
inclined to actively engage in the process from start to end. This allows students to
learn from failures, ultimately adjusting their approaches until they succeed.

Furthermore, Kijpoonphol and Phumchanin[25] compare two different ways of teach-
ing to 10th-grade students in Thailand in their paper. One is traditional teaching
and the other one is gamified teaching (using games). It divides the students into
two groups. One group learns using the traditional method (control group), while
the other group learns through games (experimental group). The results show that
the gamified group performed better on the post-test. Their average score was
8.14, while the traditional group’s score was 5.50. This was a significant difference,
meaning the gamified teaching method helped students understand and remember
phrasal verbs more effectively. The gamified group improved their scores by 6.49
points, while the traditional group only improved by 4.25 points. When it came to
how satisfied students were with their learning, the traditional group gave a slightly
higher satisfaction score (3.84) compared to the gamified group (3.54). The study
shows that games can be a powerful way to help students learn and remember new
words. Similarly, another research introduces two educational tools, an interactive
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book (traditional) and a board game (gamified) aiming to solve the lack of efficiency
in information security awareness training[55]. Two different groups were given these
tools to assess their learning experience using a pre-post design. The post training
result suggests that the board game approach is better than the flat information
learning approach (interactive book) and provides an alternative way for information
security awareness training in a fun and educational way.

Additionally, in another paper Steen and Deeleman[58] has shown that whether a
cybersecurity-focused serious game could improve cybersecurity attitudes, perceived
control, intentions, and behavior compared to a standard game with or without cy-
bersecurity information. The study involved 258 participants, with 89 playing the
cybersecurity game, 80 playing the control game with cybersecurity information,
and 89 playing the standard control game. Results showed that those who played
the cybersecurity game reported higher cybersecurity awareness, confidence in ap-
plying security measures, and intentions to follow best practices. Compared to the
control groups, they also demonstrated better self-reported cybersecurity behavior,
such as checking emails for phishing and locking their screens. Additionally Ros et
al.[50] analyzed how the game Max and Dr. Manhaussen affected students’ learning,
confidence, and performance in an online cybersecurity course. Based on cognitive
constructivism, the game uses real-life examples and engaging metaphors to illus-
trate important cybersecurity concepts such as data security and system security.
Out of 248 students, 119 (47.98%) played the game, while 129 (52.02%) did not.
Data from 69 students and responses from 49 were analyzed using SEM. The results
showed that students who played the game performed significantly better, scoring
an average of 13.85% higher than those who did not play the game. In addition,
the dropout rate of students who played the game was much lower (11.76% vs.
57.37%). Structural equation modeling (SEM) analysis found that engagement and
contextualization had significant effects on students’ self-esteem and perceptions of
the game’s effectiveness, which improved their sense of achievement. The game
motivated students, helped them understand complex concepts.

All these researches proves that gamified methods are performing better in teaching
cyber security knowledge than the traditional or non- gamified methods.

2.2.5 Related Work

Koivisto and Malik[44] analyzed 12 studies of older adults, age 55 and older and
revealed that 92% of them examined whether and in what manner gamification can
contribute to healthy aging. Specifically, 42% focused on cognitive function, 33%
examined physical function, and the rest explored mental function or technology
use in older adults. The average participant age was approximately 71, with study
sample sizes ranging between 9 and 60, averaging around 33 per study. A sig-
nificant portion (67%) of these studies involved controlled experiments, comparing
intervention groups with non-intervention groups. Half of the studies used tablets
for their interventions, while others relied on gaming consoles (25%) or desktop
computers. Encouragingly, 83% of the studies reported positive outcomes, includ-
ing improved memory, enhanced cognitive skills, increased physical activity, greater
confidence, and heightened motivation. However, these improvements were gener-
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ally minor, likely due to the short duration of the studies or the small sample sizes.
While new technology can present challenges, 90% of participants in certain studies
were already familiar with computers and the internet. The most common gam-
ification features included progressively increasing difficulty as players advanced,
social interaction, point-based systems, and progress tracking. Overall, the findings
suggest that gamification can be a valuable tool for older adults, particularly in
health-related settings.

There are many games cybersecurity-related games available. All these games fall
under different categories. Some of them falls under anti-phising,some of them are
focused on password protections. The following sections will cover different type of
existing games as well as their categories.

Gamifying Phishing Prevention

Anti-Phishing Phil is an online instructional video game. It instructs on how to
recognize phishing URLs, when to look for clues within web browsers, and how to
utilize search engines to acquire authentic sites. Existing online, players manage
an underwater world and control a fish named Phil who has to consume secure
worms hanging on authentic URLs without touching phishing links. With a guiding
mentor fish named Phredd, the game offers instant feedback for every decision, and
players learn how to recognize suspicious URLs via prevalent phishing clues such as
misspelled domains or misleading subdomains[4].

Phishy is an online learning game aimed at enhancing phishing recognition skills for
enterprise users. Players guide Sam, who is swimming ashore without falling victim
to phishing traps in the form of suspicious links. For three levels of play, users
encounter increasingly complex scenarios, and make decisions on whether or not
a URL is genuine. Each correct response awards points, and an incorrect response
decreases lives and imposes threats such as shark attacks—representing threats such
as malware. Immediate feedback allows for easier learning from errors. Its interac-
tive format invites replay, allowing users to enhance their phishing recognition skills
incrementally over time[23].

What.Hack is an immersive cybersecurity experience in which players become a se-
curity analyst who must prevent a cyberattack. To win, players need to track digital
threats by decoding clues, cracking hidden messages, and making strategic decisions.
The game combines suspenseful storytelling with puzzle-solving to educate players
on essential hacking skills and enhance their cybersecurity capabilities in a hands-on,
simulated setting[36].

Persuaded is a single player card game to help people understand the dangers of
social engineering attacks like phishing by starting with five cards and eventually
drawing one card each round; the card deck is divided into attacks, defense, and
action card categories. Attack cards denote attempts of social engineers to lie to
the players and identical defense cards prevent attacks and grant points. When a
player lacks a good defense, he or she either loses a defense card or a heart (life) and
the exhausted attack and defense cards are pushed to the deck rendering it more
difficult. Chance cards enable the participants to get a glimpse into the future as
well as avoid drawing dangerous cards to avoid imminent attacks. At the event of
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all hearts being consumed or the deck is empty, one has lost[22].

Cyber Smart is an edutainment game that will improve the players’ awareness and
understanding of typical cyber risks including phishing, malware, and passwords
vulnerabilities. Cyber Smart delivers real-life inspired scenarios in which the players
must make quick but well-informed decisions to safeguard their online identity and
data. There are new challenges on each level—such as detecting fake mails, using
secure passwords, or detecting malware downloads. Cyber Smart’s game mechanic
relies on interactive quizzes, narrative-driven storytelling, and timed decisions that
promote critical thinking and secure online behavior in an engaging gamification-
based game[79)].

Secu-One is a gamification-based cybersecurity training tool that raises the aware-
ness of the user through simulated attacks. Users encounter situations such as
phishing attacks or suspicious behavior and make the appropriate response choice.
Interactive decision-making, real-time feedback, and performance monitoring are
employed by the game to sustain learning. The game targets user behavior im-
provement, with particular emphasis on social engineering attacks|34].

Gamifying Password Security

Hacked Time is an interactive, narrative-based cybersecurity game that sends the
protagonist traveling through time to assist a student with an online attack. By
using point-and-click controls, users move through scenes, collect clues, and make
decisions regarding phishing, password security, and risky behavior. All decisions
drive the narrative and yield instant feedback, reinforcing positive cybersecurity
practices. The game is intended to raise user confidence and awareness through the
medium of interactive storytelling and real-world examples[41].

Internet Hero is an adaptive, story-driven cybersecurity video game in which players
go through realistic digital scenarios like phishing, password selection, and malware
avoidance. A branched story narrative enables players to make decisions whose con-
sequences control the story. An intelligent tutoring system provides personalized
feedback after each decision point, and modular tasks aim for specific cybersecu-
rity competencies. Difficulty adjusts to user performance, and player progress is
monitored, with leaderboards for encouraging engagement. Each module is mapped
to specific competencies, so it can be tailored for organized learning and competency
tests. This game also falls under anti-phising and malware category|[7].

Cybersecurity Escape Room is a timed, puzzle-style game in which players solve
sequential cyber security puzzles such as phishing, password cracking, and malware
analysis to advance levels. Each puzzle imitates threats encountered on the web and
demands logical reasoning, cyber clues, or terminal commands. Adaptive difficul-
ties, hints, and quizzes reinforce learning and make it an educational yet engaging
experience. This game also falls under anti-phising and malware[66].

Security Empire is a turn based multiplayer game that revolves around the concept
of simulating the lives of players who own a virtual green energy company that
must be grown but at the same time, the problem of security must be balanced.
Players invest in controls and security operations, respond to malware and phishing
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attacks and take business decisions to protect assets. The game provides feedback
on the practices being used by the players and enables the players to learn the
response of security practices on a company in a real sense. Such games also belong
to anti-phishing and malware[12].

Gamification in Malware Awareness

CyberVR is a cybersecurity training video game experience of virtual reality that
places the players in interactive and immersive 3D environments with which to
simulate on-scene cyber attacks. Working on virtual interfaces and objects, players
take such actions as running phishing attacks, studying malware, and hardening
systems. The experiential learning adopts time bound, hand on problem-solving.
CyberVR is a fully developed environment that is intentionally created to train and
educate people on the field of work and career in the sphere of cybersecurity. This
game can also be classified as an anti-phishing game|[52].

Kaspersky Disconnected is a digital visual novel story telling educational game.
The game was designed focusing on enhancing cyber security knowledge through
storytelling and interactive gameplay. In the gameplay, player go through different
scenarios where they must need to respond and detect the cyber attacks like malware
threats, phishing attacks and social engineering attacks. The game also provides
feedback on decisions immediately. The mechanics include pointscoring, progressive
difficulty and guided decision making. The game is suitable for the users with
different prior knowledge skills. Kaspersky Disconnected serves as a hands on tool
for enhancing the cybersecurity awareness through gamification [43].

CybAR is an augmented reality game engineered to train on cybersecurity with live
training. It takes virtual cybersecurity threats to the real-life, allowing players to
learn how to overcome such threats as phishing, malware, network breaches on their
phones or AR glasses. Incorporating the domains between physical space and digital
situations, users learn cybersecurity parameters through their active involvement
in solving real-life problems.This game lands on the category of anti-phishing and
malware as well[38].

Capture The Flag is an interactive puzzle game in the form of a competition in
cybersecurity, known as Capture The Flag requires an individual to solve many
different problems related to hacking. They include revealing messages, exploiting
websites, and reverse engineering malicious software codes. To get the points, players
search hidden in these challenges what are called flags. The game mechanics will
foster research, practice and critical thinking in a time-based competitive scenario.
It is well employed in the cyber realm among the security circles and in schools to
hone skills[20].

Class CTF gets designed as an educational variant of classical ones. It provides tu-
torial and graded exercises designed to enable learners to develop baseline compete-
ncies in cybersecurity. The game is step-by-step, provides hints, and instant feed-
back, so it is simple in nature and can be played by those new to the world of
cybersecurity. Our aim at taking this approach in increased difficulty levels is to
make the players feel confident in themselves and generate solid knowledge around
the basics of how malware and phishing work together with some simple exploits[11].
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Hardware CTF targets the physical side of cybersecurity and brings real-world chal-
lenges of embedded devices, IoT systems, and hardware hacking. The goal is to
find out a vulnerability inside a device that behaves similarly to an actual device by
utilizing analysis of firmware, hardware debugging, and side-channel attacks inside
the game. The game mechanism implies the contact with physical or emulated parts
of hardware, encouraging the in-depth knowledge of how hardware layers could be
used to attack the computer system instead of software exploits[49].

Control-Alt-Hack is an educational card game that instructs on cybersecurity with
the use of realistic, mission-oriented scenarios. Players become ethical hackers em-
ployed by an imaginary company, resolving security issues with regards to phishing,
malware, passwords, and insider attacks. By employing hacker profiles, mission
cards, and action cards, players work together and strategize with respect to each
mission with regards to the technological, ethical, and social aspects. The game’s
blend of humor, actual threats, and decision-making makes Control-Alt-Hack an
engaging tool to learn the concepts of cybersecurity in an entertaining, experien-
tial manner. This game falls under the ransomware category as well as phishing ,
password Protection and management category|8].

Gamifying Spoofing Defense

The Microsoft Elevation of Privilege (EoP) card game is a collaborative card game
and it helps software developers and engineers to self-identify security vulnerabilities
at the early design stage of a system. The game is played with a deck of cards that
are placed in line with the STRIDE model of attacks namely: Spoofing, Tampering,
Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege.
Each card has a potential threat and each card is read by the players together and
discussed how each threat may be applicable to a certain system architecture. The
team as a whole then improves the entire design in terms of security as they decide
what are the dangers that might be in place and how these might gain entrance into
the design. It will be a powerful, active way of instilling secure-by-design thinking
and mindset, without code but still[28].

[oT-Poly is an educational game that teaches learners about IoT security in an expe-
riential manner by presenting real-world attack scenarios. The learners participate
in various exercises that relate to identifying vulnerabilities and decision-making
with the intention of safeguarding IoT devices from attacks. The game evolves
in difficulty as the course progresses, teaching learners to use cybersecurity prin-
ciples through decision-making and problem-solving. Real-time feedback supports
the learning process, and since IoT-Poly enables learners to practice IoT security
in a real-world environment, the gap between theory and practice in IoT security
knowledge is closed|[33].

Network Nightmares is an educational tabletop game that instructs on network se-
curity by emula real-world network troubles such as ARP spoofing, VoIP issues,
and packet anomalies. Teams of players diagnose and address these issues using
tokens or cards to symbolize tools such as network taps and monitoring equipment.
By experiencing the game in the form of scenarios, they examine network behav-
ior, introduce countermeasures, and acquire practical methods for detecting and
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mitigating security issues in an intuitive, collaborative fashion[9].

Gamification in Network Security

In CyberCIEGE, an individual plays the role of network administrators in securing
information technology of a virtual firm. The game teaches basic security concepts as
scenario-based practice in real-life attacks and dilemmas. The users build and secure
networks via firewalls, VPNs, servers and formulate access control and encryption,
carry out patching and physical security and train users on security policies. It has
an integrated attack engine, which simulates attacks like Trojan, DoS, and insider
attacks and puts the capacity of the user on the balancing act of security, user-
friendliness, and budget when there is an increase in the stakes [3].

CyberNEXS is a cybersecurity simulation game in real-time that involves players to
act as attackers or defenders in a virtual environment to perform in divisions within
some networks. Defenders can include resources to defend high value targets, use
firewalls, and react to continuous attacks and attackers can lay in wait to unleash
their exploits. The game focuses on strategic game choices and resource manage-
ment in stressful situations where a player must simulate realistic scenarios of cyber
warfare and work collectively as a team, think quickly, and adjust. This game is
also categorized as anti-phishing and malware[6].

ARP Adventure is a practical game based on scenarios that aim at educating the
students on concepts related to network security particularly ARP spoofing and
man in the middle attacks. The simulated network traffic is analyzed in real time,
anomalies are detected by the players and defenses are used to preserve the integrity
of the communication. Interactive network mapping and packet tracing programs
are used in the game, which also means it is a resourceful demonstration of learning
what network-level attacks and defense consists of. This game also comes into the
network security training category|[69].

Other

ConfigPlay project is a turn based strategic plays board game that trains on cybersec-
urity in the form of simulated attack and defended instances on computer networks.
The objective of the game play is the utilization of scarce resources by the attackers
or the defenders so as to exploit, or defend, network nodes like servers and firewalls.
On the side of the defenders are the use of tools like firewall, IDS, and patches
and on the other side are tactics like scanning, phishing, and malware. Making a
choice at every turn, the success of the game preserves the management of risks
and the acquisition or surrender of resources. The game in its interactive, non-
classical way promotes understanding of the threat modeling, vulnerabilities, and
defensive approaches in a way that is both more experiential and more accessible
than conventional capabilities and competence-based learning. This game comes
in categories of authentication Flaws, misconfigurations, race conditions, privilege
Escalation, CVE-based vulnerability exploitation[24].

CyberAIMs is an educational simulation video game for learning adversary behavior
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and cyber risk assessment. Players become either attackers or defenders, each of
them have attributes such as resources, skills, and motivation. The game unfolds in
time-segmented rounds (ticks), within which agents make strategic decisions—e.g.,
attack, defend, or invest in skills. Success is determined by probability calculations
based on agent attributes. Attackers acquire and defenders lose resources when
attacks are successful, mirroring real-life repercussions. Asset valuation and risk
measures such as SLE and ALE are also included, allowing students to see how
cyber behaviors affect finances. This game falls under user Behavior & decision-
Making, cybersecurity awareness training, risk & resource management, privilege
escalation & exploitation categories[29].

2.3 Key Findings of existing works

Despite high exposure to the digital world, the current level of cybersecurity awarene-
ss among students appears to be insufficient, as evidenced by several studies that
highlight gaps in knowledge and lack of engagement with cybersecurity topics. A
large portion of university students still lack basic cybersecurity awareness training,
even in specialized fields like computer science (CS) and IT/cybersecurity.

e Basic Cybersecurity awareness: While there is some recognition of cyberse-
curity risks among students, many fail to implement proper security measures.
For example, a study found that 68% of I'T/cybersecurity students, 80% of CS
students, and 72% of non-CS students downloaded files from untrusted sources,
which exposes them to cyber risks [73]. Similarly, the habit of keeping soft-
ware up to date was neglected by a significant number of students: 16% of
CS students, 12% of IT students, and 8% of non-CS students using outdated
softwares.

e Weak Password Practices: Password security is another major concern.
The same study revealed that a large portion of students, regardless of their
field of study, do not change their passwords frequently enough. Only 8% of
non-CS students change their passwords weekly, and many students never or
seldom change their passwords, increasing their vulnerability to cyber-attacks.

e Online Behaviors: The amount of time spent online also increases exposure
to cybersecurity threats. For instance, 24% of IT students spend over 10 hours
online per day, compared to 16% of CS students and 8% of non-CS students
. Despite this high usage, many students neglect to adopt security measures
such as using strong passwords or safeguarding personal information.

e Perception of Cybersecurity Responsibility: A troubling finding is that
a portion of students, including CS students and non-CS students, believe
cybersecurity is solely the concern of organizations, not individuals. This
attitude indicates a lack of personal accountability in ensuring their own digital
safety.

Overall, university students display a concerning lack of cybersecurity awareness,
which leaves them vulnerable to a wide range of digital threats, including phishing,
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malware, identity theft and so on. While this issue is more severe for non-CS stu-
dents, even those studying in related fields like I'T and cybersecurity are not immune
to these lapses in security habits. This highlights the need for more comprehensive,
mandatory cybersecurity training within the education system to improve students’
online safety practices.

Traditional methods of teaching, such as text-based training and generic educa-
tional programs, have been criticized for their lack of engagement and inability to
effectively address the complexities of cybersecurity. While some students possess
basic awareness, many struggle with understanding and retaining key cybersecurity
concepts, especially when taught using conventional methods. Gamified learning
methods outperform traditional approaches in acquiring student engagement, pro-
moting deeper learning, better retention, and increased motivation for a complex
subject like cybersecurity. Table 2.1 highlights the key differences between Gamifie-
d and Non-Gamified Methods.

Aspect Gamified Methods Non-Gamified Methods

Engagement Interactive and engaging, with Static and text-based, leading to
real-life challenges and feedback less active participation [25].
[25], [63].

Learning Higher test scores and better un- Lower improvement in test scores

Outcomes derstanding of concepts [25], [50]. and concept retention [50].

Knowledge Learning from failures improves Emphasis on theoretical knowl-

Retention long-term retention [58], [63]. edge; lower retention [58].

Motivation Contextualized learning boosts Limited opportunities to build

and Confi- confidence and motivation [50].  confidence [50].

dence

Satisfaction Fun and engaging but may re- Familiar methods sometimes
ceive slightly lower satisfaction rated higher in satisfaction [25].
scores [25].

Behavioral Improves practical behaviors like Limited impact on real-world be-

Impact cybersecurity awareness and ap- havioral changes [58].

plication of best practices [58].

Table 2.1: Comparison of Gamified and Non-Gamified Methods

Several gamification strategies have been identified as effective in improving cyberse-
curity awareness among university students. These strategies utilize interactive, en-
gaging, and immersive learning tools that simulate real-world cybersecurity scenar-
ios. Here are a few key takeaways-

e Instant Feedback and Motivation: Features like leaderboards, scoring, and
feedback help motivate students and provide immediate reinforcement, leading
to more effective learning and improved behavior.

e Practical Learning tool: Many gamification strategies simulate real-life cyberse-
curity challenges, allowing students to practice skills such as identifying phishin-
g attempts, protecting data, and responding to cyber threats in controlled
environments. A study on scenario-based eLearning suggests such gamified
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approach introduces active learning strategies such as problem-based or case-
based learning by using interactive scenarios [32].

e C(Creating Interactive Scenarios: Gamified tools, such as role-playing, CTF
games, and serious games, make cybersecurity education more engaging and
enjoyable using interactive scenarios, which helps students better retain inform-
ation and apply it in real-world scenarios.

For our research, we decided to make a scenario-based visual novel game as it creates
an interactive and engaging learning environment where students can actively partic-
ipate, face challenges, and receive real-time feedback. This engagement encourages
students to learn from both successes and failures, making the learning process more
dynamic and motivating compared to the passive nature of traditional, literature-
based teaching methods. There are other gamification approaches like- RPG,CTF,
Serious games, Simulation based games; all with their own niche benefits and ap-
plications. Our findings suggest that gamification offers a more dynamic, effective,
and enjoyable alternative to traditional methods of education.

As cybersecurity threats continue to evolve in complexity and scale, gamified train-
ing seeks to improve user engagement, motivation, and ultimately, competence.
Applying these game design elements to a learning environment transforms abstract
concepts and technical knowledge into interactive, immersive, and often competitive
experiences. Here are some of the learning goals that gamification aims to achieve-

e The primary learning goal targeted by gamification strategies in cybersecu-
rity education is enhancing users’ ability to recognize and prevent
cyber threats. Several games, such as Anti-Phishing Phil and Phishy, fo-
cus on teaching players how to identify phishing URLs and suspicious links by
familiarizing them with common phishing indicators like misspelled domains or
deceptive subdomains [4], [23]. Similarly, games like Persuaded and Secu-One
train users to detect social engineering attacks and respond appropriately to
phishing attempts, emphasizing the importance of vigilance against such ma-
nipulations [22], [34]. Other games also incorporate learning objectives around
recognizing malware, ransomware, and network-based attacks such as spoof-
ing and ARP poisoning, expanding the learner’s awareness of diverse cyber
threats [8], [9], [28].

e Another important goal is to develop decision-making and risk manageme-
nt skills. Games such as Cyber Smart and CyberNEXS engage players in
making timely decisions under pressure, balancing resource allocation, and
managing defenses like firewalls and patches to protect virtual assets [6], [79].
These games simulate real-world dilemmas where players must weigh security
against usability or budget constraints, cultivating strategic thinking that re-
flects practical cybersecurity challenges [3], [12]. This goal also encompasses
training users to understand the consequences of their security choices, foster-
ing a mindset geared towards proactive risk mitigation.

e Gamification further aims to improve security behaviors and overall cy-
bersecurity awareness among users. Through interactive formats and im-
mediate feedback, games encourage players to adopt safer online habits such
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as creating strong passwords, avoiding suspicious downloads, and maintaining
skepticism toward unsolicited communications [7], [41]. Experiential games
like IoT-Poly and Network Nightmares highlight the significance of secure de-
sign principles and defensive measures, helping players internalize secure-by-
design thinking and best practices for protecting interconnected devices and
networks [9], [33].

e In addition to awareness and decision-making, many games target hands-
on technical skills and problem-solving abilities . Competitive puzzle
games like Capture The Flag and its educational variants provide learners with
opportunities to practice decoding messages, reverse engineering malware, and
exploiting vulnerabilities in a controlled environment[11], [20]. Others, such as
Hardware CTF, focus on the physical and embedded aspects of cybersecurity,
teaching players about hardware-level attacks and defenses, thereby broad-
ening their technical competence beyond software-centric threats [49]. These
activities promote active engagement and deeper understanding through prac-
tical challenges.

e Collaboration and communication skills are also nurtured in multiplayer
or team-based cybersecurity games. For example, Security Empire and Net-
work Nightmares encourage players to coordinate responses, share information,
and strategize collectively to fend off attacks, emphasizing that cybersecurity
is often a shared responsibility requiring effective teamwork [9], [12]. Such
social interaction in game settings strengthens communication and collective
problem-solving, essential skills in real-world security operations.

In summary, gamification strategies in cybersecurity education primarily target
learning goals that improve threat recognition, decision-making under risk, secure
behavior adoption,technical skills, collaborative competence etc. These multifaceted
objectives contribute to building a well-rounded cybersecurity skill set suited to the
evolving complexities of modern digital environments.

Understanding how the audience perceive gamification is crucial to designing effec-
tive and inclusive educational tools, particularly in complex domains like cyberse-
curity. Here are some key takeaways-

e The general perception towards gamification in cybersecurity education is gen-
erally positive, with learners showing increased engagement, motivation,
and interest in learning complex topics. Many of the reviewed games priori-
tize interactivity and narrative immersion, which learners find more enjoyable
compared to traditional instructional methods. For instance, Anti-Phishing
Phil and Phishy employ animated characters, levels, and immediate feedback
to teach phishing detection—strategies that have been shown to keep players
engaged and encouraged repeated play, ultimately reinforcing learning[4], [23].

e Gamified environments are particularly appreciated for their ability to reduce
the cognitive load of learning technical content by embedding knowl-
edge into game play. In Hacked Time and Internet Hero, for example, users
praised the narrative-based format and the point-and-click mechanics for mak-
ing cybersecurity scenarios feel accessible and relatable. These story-driven
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designs allow players to explore consequences of actions in a safe space, which
learners perceived as empowering and less intimidating than formal testing [7],
[41].

e Moreover, competitive and cooperative elements enhance motivation and
performance . In multiplayer games like Security Empire and CyberNEXS,
participants respond positively to the team-based dynamics and resource manag-
ement challenges, which mirror real-world scenarios. Such competitive strategy
games are perceived as stimulating and realistic, providing a sense of urgency
and relevance that drives sustained participation and deeper understanding

6].

e Personalized learning and feedback, as seen in Internet Hero and Secu-
One, are also highly valued by users. These features help learners track their
own progress and identify areas for improvement, increasing their confidence
and sense of ownership over their learning. Adaptive difficulty and real-time
feedback were cited as helpful in sustaining interest, especially for learners
with varying levels of cybersecurity knowledge [34].

Overall, gamification receives a favorable perception from a learner’s perspective.
Users find gamified cybersecurity training more engaging, motivating, and effective
than passive methods, especially when the games are immersive, narrative-rich, and
aligned with real-world scenarios..

2.4 Our Work

In existing works we have mentioned different kind of games which were developed
to enhance cybersecurity awareness. Most of the games target specific threats like
phishing, password management or malware. For an example, games like Anti-
Phising Phill and Phishy were solely focused on Phishing. On the other hand Hacked
Time and Internet Hero focuses upon enhancing password practices by interactive
story telling. These approaches are effective in their own scope. However, they do
not cover the wide range of threats which students could face in their day to day
life.

Furthermore, most of the games were made for office workers, enterprise users or for
computer science students of a developing country. This makes them a little bit less
suitable for non-technical students in Bangladesh who often lacks the knowledge
but very much active in online. Also, some of the games uses card mechanics,
puzzle formats or capture the flag (CTF). Which might be a little bit boring for the
students.

Our game tries to fill the gaps, it covers seven major threats which are : password
protection, ransomware, identity theft, phishing, malware, malicious pop up ads
and cryptojacking in a single game. Instead of the existing type of game we created
a story based visual novel game where player need to make critical decisions and
based on their decisions the story will progress. In the game there were instant
feedback after every occurrence. Also we added quizzes,scoring system and leader
board system to grab the attention of the participants.
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Table 2.2 shows the comparison between our game and the existing game:

Aspect

Existing Games

Our Game (Visual Novel)

Scope of Threats

Target Audience

Game Format

Ap-

Learning
proach

Gamification El-
ements

Cultural Rele-

vance

Most games focus on a single or
limited threat such as phishing
(Anti-Phishing Phil, Phishy) or
password security (Hacked Time)
[4][23]]41].

Designed mainly for enterprise
users or CS/IT students in devel-
oped countries [7][23].

Puzzle games, card games,
Capture-the-Flag, or  quiz-
based training. Very few

visual novel story-driven games
[8][20][22][66][90].

Focuses on recognition tasks
(e.g., spotting phishing URLSs) or
abstract simulations [4][23][36].

Some provide feedback or scor-
ing; often limited replay value
[4][23]]41].

Mostly Western-centric scenar-
ios, not adapted to local behavior
[71[23][79].

Covers seven threats: Pass-
words, Ransomware, Iden-
tity Theft, Phishing, Mal-
ware, Pop-up Ads, Crypto-
jacking.

Specifically designed for non-
CS university students in
Bangladesh, who are highly
vulnerable and underrepre-
sented.

Story-driven visual novel
format with interactive dia-
logues and branching deci-
sions.

Uses constructivist learn-
ing theory, with real-world
inspired stories and analogies
tailored to local student con-
text.

Instant feedback, quizzes,
scoring  system, and
leaderboards encourage
replay and sustained engage-
ment.

Localized for Bangladeshi
students’ online habits,
addressing unsafe downloads,
weak passwords, pop-ups, etc.

Table 2.2: Comparison of Existing Gamified Cybersecurity Games vs. Our Proposed
Game
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Chapter 3

Methodology

A clear and organized plan is important when using strategies, methods, and steps
in the study. This helps to set up the process of the research and also ensures
that all the research questions and objectives are properly handled. It also helps
to maintain a consistent flow for developing the research. The workflow shown in
Figure 3.1 outlines how the research will be carried out. The workflow gives a clear
path to follow, and it ensures that the research has been done properly in a way
which guides us to dependable results.

3.1 Methodology Flow-diagram

In Pre-Thesis 1 We decided to make a visual novel game to provide various scenarios,
each symbolizing various cyber threats and give the players multiple options to
continue conversation to figure out the nature of the problem and ultimately ending
up on a decision based on their choice. Based on the opinions of security experts [19]
we have created the story for our game and started developing the game Pre-Thesis
2. The story we created were based on the following principles-

e Use of analogies to make the scenarios easier to relate to for the students

e Use of real stories using fictional characters and scenarios to describe security
events and consequences of security breaches

e Describe the information in a way that people understand and can visualize.

By following these things we have successfully completed developing the game. After
that we created a text based tutorial from the existing material. We conducted
the evaluation on two different groups. Both groups faced a set of questionnaires
before playing the game or reading the tutorial. The control group had read the
tutorial, and the experimental group had played the game after the pre-interview
questions. After the participant finished reading the material or playing the game,
they faced another set of questionnaires that were not exactly similar to the previous
questionnaire but a little bit different. Then we compared and analyzed the results
of both groups.
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Here is the flowchart (Figure 3.1) that illustrates the workflow for accomplishing our
research objectives-

[ Literature review

[

Y
Understanding the
gamification approaches
using octalysis

PN Planned the main goals,
DeS|gnmg core Game |————» game rules, and learning
Concepts topics

Y

Wrote the story and choices based on Storyboarding scenarios
real cybersecurity problems
[

Y

Identify gaps in
cybersecurity awareness
and gamification research

Learned how to use the
Octalysis framework to design <

motivating game elements

Built the game using the Renpy
engine and added all story parts

JE

[ Developing the game

!

Deployment of game

Compared game-based learning
with traditional tutorial learning. #

Made the game available on netlify so
# that participant can easily access the
game

]

Evaluation

Y

]

Participants learned through reading
existing cybersecurity tutorials.

Tested their knowledge
before studying the material.

Participants read the
tutorial content to learn.

Control group Evaluation
(Based on Tutorial from
exisiting methods)

v

Pre-Assesment

)

Studided the reading
material

v

Experimental group
Evaluation (Based on game)

Participants learned through
playing The Exiled Prince.

v

Pre-Assesment

Tested their knowledge
before playing the game.

I
A

Played Our Game

Participants played the visual novel
to learn cybersecurity concepts.

!

|, Tested their knowledge
again after playing.

Tested their knowledge 4|
again after the tutorial.

Post-Assesment Post-Assesment

{ J
¥

Analysing and comparing the
result

Compared results from both groups to
see which method worked better.

Figure 3.1: Workflow.

3.2 Understanding the Gamification Approaches
Using Octalysis Framework

The Octalysis Framework was developed by Yu-kai Chou [92]. It is a comprehensive
model for analyzing and designing gamified experiences. It identifies eight core
drives of human motivation that influence engagement and behavior:

1. Epic Meaning & Calling: Feeling part of something bigger than oneself; a
purpose beyond personal gain.

2. Development & Accomplishment: Progress, mastery, achievement, and
measurable success.

3. Empowerment of Creativity & Feedback: Freedom to explore, experi-
ment, and receive immediate feedback on choices.
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4. Ownership & Possession: Desire to collect, upgrade, and control resources
or in-game assets.

5. Social Influence & Relatedness: Motivation through social connections,
competition, recognition, or collaboration.

6. Scarcity & Impatience: Wanting something rare, locked, or available only
for a limited time.

7. Unpredictability & Curiosity: Mystery, surprises, and the excitement of
discovering unknown outcomes.

8. Loss & Avoidance: Fear of losing something valuable or missing out on
opportunities.

Our game was designed in a way so that it could fulfill the octalysis framework as
much as it can. We have added a leaderboard system, progression, instant feedback,
unexpected events, epic meanings by the prince who was tasked to rebuild the
kingdom, hidden messages and many more.

3.3 Targeted Demographics

The growth of technology has been increasing at a high rate over recent years. Dif-
ferent types of people are continuously engaging with the online world. However,
the online world can also present serious risks if proper security awareness is not
established. A review of various studies, both global and local, reveals that many
people, particularly in Bangladesh, lack the necessary knowledge of how to pro-
tect themselves from the risky online world. Even though university students have
knowledge about the online world, they often lack the understanding of how to
protect themselves, which makes them more vulnerable to security threats. How-
ever, university students from computer science backgrounds, in most cases, have
better knowledge of cybersecurity than non-computer science students. Given the
large number of non-computer science university students in Bangladesh, it raises
the question of whether they have proper knowledge about cybersecurity to protect
themselves from cyber threats. This has driven our decision to focus on Bangladeshi
university students from non-computer science backgrounds for the research.

3.4 Design and Development

We have designed a visual novel game for non-technical university students. The
game is very simple and straightforward. In the game the player will go through
different kinds of scenarios and will learn about the cybersecurity issues which we
had worked on. The game is easy as well as interesting. To make it competitive
we have added a quiz point system and leaderboard. So, the user feels that they
can play the game in a more focused way and score more and more so that the
player is the number one in the leaderboard. Also we have added instant feedback.
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So that the players get feedback about their action. To make the game interesting
there were several tasks like building five pillars correctly, identifying real armor
and fake armor. As the existing materials are complicated and monotonous for non-
technical background students we have tried to make our game easy and simple as
well as interesting. Even Though our main users were university students from non-
technical backgrounds, the layout and content of The Exiled Prince are non-complex
and interactive so that any non-cs or non-technical person can play the game and
learn from it. The aim was for the cybersecurity education of the game to extend
further than just from academia.

3.4.1 Why a Visual Novel Game?

Given the current landscape of cybersecurity education among university students,
the need for a more engaging and impactful learning method is undeniable. Vari-
ous research consistently shows that many students exhibit significant gaps in both
cybersecurity knowledge and behavior. For example, despite being immersed in the
digital world, many students still engage in risky practices like downloading from
untrusted sources or neglecting software updates[18]. Even more concerning is the
tendency of students to shift cybersecurity responsibility to institutions rather than
seeing it as a personal duty. Traditional methods of cybersecurity instruction have
largely failed to address these issues due to their text-heavy, passive nature, which
often leads to low engagement and poor knowledge retention. Recent studies showed
that story based gamified approaches are more efficient in grabbing attention of the
users. Scholefield and Shepherd [35] showed that role playing games (RPG) on
password security have a major effect in enhancing the knowledge of users. Also,
Sharif and Ameen [51] and Fatokun et al. [60], talked about gamification which in-
creases the motivation, awareness and behavioral change toward safer online habits.
This work shows us that learning from interactive storytelling not only improves the
knowledge but also grabs the attention of the users.

The visual novel type games specifically align with these findings because visual
novel games merge decision making as well as story telling. This allows the users
to experience real world cyber threats through the storyline [87]. So based on all
these, we can tell that adopting a visual novel style game gives us an accessible as
well as human-centered approach which combines both storytelling interaction and
reflection. This thing not only enhances the knowledge but also lets the users enjoy
the process.

3.4.2 Designing Core Game Concept

Our game, The Exiled Prince was designed by combining interactive gameplay
with cybersecurity education. The main gameplay mechanisms include exploration,
decision-making, choosing the correct options and actively participating in quizzes.
The game was designed to align with both game progression and educational goals
ensuring that players remain engaged while learning important concepts. Players
are required to analyze different scenarios and make appropriate decisions based on
the situations they encounter. To motivate and reward players the game includes
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features such as unlocking hidden messages earning points after completing quizzes
and storing their names in a leaderboard. The game also provides instant feedback
which allows players to understand mistakes and learn from them immediately. All
these core concepts were carefully designed to educate users in an enjoyable and
interactive way, combining challenge, learning and fun seamlessly. By integrat-
ing gameplay with learning, the game encourages players to think critically, make
informed decisions and actively engage with cybersecurity concepts throughout their
journey.

3.4.3 Storyboarding Scenarios

This part involves planning the sequence of events, player interactions and decision
points within the game. Each scenario represents a specific cybersecurity threat and
since there were seven threats in total we had to carefully connect the story with
each scenario to ensure a smooth and logical progression. Key elements such as
characters, dialogues and actions were outlined in a written format which allowed
us to anticipate the different paths a player might take. By mapping all the sce-
narios to particular threats we ensured that the narrative, gameplay mechanics and
learning objectives were fully aligned. Story boarding also helped identify critical
learning moments making it easier to integrate educational content naturally into
each scenario. This process not only guided game development but also ensured
that players would experience the story and learn in a coherent and engaging way.
The full story, including all scenarios and their underlying meanings is detailed in
the following chapter.

3.4.4 Developing the Game

The game was developed using different principles. Two major principles were
constructive hearing principle and Human Centered Design principles.

Constructive Learning Principle

Development of the game is done by using the Constructivist Learning Theory. This
principle helps the learners to actively create their own understanding from expe-
riences as well as reflection [1][2]. Players will learn from engaging with scenarios,
by making decisions and by observing all the consequences of their actions rather
than the old -fashioned way which is just receiving the information. Fach chapter
is designed to make students entertain as well as to learn realistic metaphors of
complex cyber security threats. Not only that, students can apply critical think-
ing to resolve them as well. For example, denying to give armor to the suspicious
person by correctly observing the difference between real and the fake ones corre-
sponds to recognizing a phishing website. Also while collecting evidences from the
underground market simulates the network defense as well as threat investigation
This experiential learning format was also used for learning practices utilized by a
serious game named Riskio, which is also built on the constructive principles. By fol-
lowing the constructive learning prince principle Riskio game improved participants
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understanding of cyber threats by the decision consequences as well as role-play [42].
As well as, studies on scenario-based elLearing confirm that learners really perform
well under an interactive and narrative-driven challengers [31]. So by visualizing
the digital threats through narratives and fictional yet relatable environments, the
game will help the students to learn the essential knowledge about security threats
as well as it will encourage them to apply the cybersecurity practices. Which will
be a long-term behavioral change.

Application of Human-Centered Design
(HCD) Principles in Our Game (The Exiled Prince)

Our game, The Exiled Prince was designed using the Human-Centered Design as
defined by NIST [57]. The design process therefore centered on user understanding,
engagement with users over development, and ongoing iteration based on feedback
so as to make the game not only educational but also enjoyable. The following
points describe how the game aligns with the key principles of the Human-Centered
Design (HCD) approach.

The Design Was Based on Understanding Users, Tasks, and Environ-
ments

The game design started with familiarizing with target users which are Bangladeshi
university students. Based on the literature review and context analysis, we recogniz-
ed their weak cybersecurity awareness, online activity, and virtual learning atmo-
sphere. These defines framed their needs, motivation, and learning barriers and gave
us the idea for designing contents that would match with their acquaintance with
familiarity and cultural background.

Users Were Involved Throughout Design and Development

Our target audience was students with non-technical backgrounds. So the students
were also involved in the process of user studies. They played the game, provided
feedback and were part of discussions of usability and engagement. Their feedback
allowed us to determine what would be the best for learning from different parts of
the game and what needed to be changed which ensures that the users also had a
part throughout the design process.

The Design Was Driven and Refined by User-Centered Evaluation

We performed side by side evaluations of The Exiled Prince compared with a con-
ventional text based tutorial. The results from pre and post-interviews and from
the user allowed us to measure the learning outcome as well as usage levels. From
this information, we improved the game mechanisms, story flow and instructions to
make the game more user friendly and effective.

The Process was Iterative

The game design process itself wasn’t a one step creation. It was an iterative process.
In the initial stage development, the game was tested with the users and feedback
was collected and improvements were made based on the feedback of the user. This
ongoing process of testing and revising helped us to improve usability, learning
quality and motivation of the player in the long run.
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The design addresses the whole user experience

We aimed at developing an entertaining and non-technical learning experience instea-
d of a technical one. The game was simple, pleasant on the eyes, and non-specialized
in terms of language used. The use of interactive storytelling, branches, and ques-
tions turned out the gameplay both educative and fun for non-technical students.

The design team includes multi-disciplinary skills and perspectives

We designed from scratch and combined knowledge of computer science, cybersecurit-
y, storytelling and education on cybersecurity. This thing ensured that technical and
complicated aspects of cybersecurity were accurately represented by our game while
maintaining the strong narrative as well as learning elements which caught the at-
tention of the students who are from diverse backgrounds.

Table 3.1 is the summary of how our game applied the human-centered design (HCD)
principles.

HCD Principle

Application in the Game

The design is based on
understanding users,

tasks, and environ-
ments

Users are involved
throughout design

and development

The design is driven
and refined by user-
centered evaluation

The process is itera-
tive

The design addresses
the whole user experi-
ence

The  design team
includes multi-
disciplinary skills

and perspectives

We studied Bangladeshi university students, their low
cybersecurity awareness, and online learning habits to
design content suited to their needs and culture.

Students participated in play testing, provided feed-
back, and helped identify improvements, ensuring user
involvement throughout development.

We compared the game with a traditional tutorial using
pre- and post-assessments, then refined gameplay, story
flow, and instructions based on feedback.

The game went through multiple testing and improve-
ment cycles, where user feedback guided refinements to
usability, learning quality, and engagement.

We focused on creating a simple, engaging, and visu-
ally appealing game using interactive storytelling and
quizzes to make learning enjoyable for non-technical
users.

Our team combined expertise in computer science, cy-
bersecurity, storytelling, and education to ensure both
technical accuracy and an effective learning experience.

Table 3.1: Application of Human-Centered Design (HCD) Principles in The Exiled
Prince
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3.4.5 Deployment of the Game

We wanted to make the game easily accessible. Because of this reason we hosted it
on a web based platform. This helped the participants to access the game easily.
Also the users could access our game with any kind of device as it was web based. All
they needed was a device and the internet. If they had these two things they could
easily play as well as enjoy the game. By hosting the game in an online platform
we ensured the easy accessibility for all the users and fulfilled our prior target.

3.5 Evaluation

To assess the effectiveness of our game we conducted a controlled study. We have
compared the game with a tutorial which was made out of existing text based ma-
terial. The evaluation system gave us the idea about participants’ prior knowledge,
their engagement during the activity as well as their ability to apply the cyber-
security concepts in realistic solutions before and after playing games or reading
the tutorial. We measured the learning outcomes through pre and post interview
questionnaires. Additionally we collected qualitative feedback on user experience,
preferences and usefulness of the game versus the traditional tutorial.

3.5.1 Participant Requirement

We have selected participants from different universities and also from different
departments which have less engagement with the cybersecurity topics. Firstly we
have asked three screening questions. If we get No for all the screening questions
then we proceed with the participant.

3.5.2 Controlled Study

To assess the game we conducted a controlled study. There were two groups in our
study. Both groups had equal number of participants and the groups are:

1. Control Group: After conducting the pre-interview we provided the printed
copy of the tutorial to the control group for reading. We recorded the time
that required to complete the tutorial.

2. Experimental Group: Just like the control group we provided the link of our
game to the experimental group for playing the game. We recorded the time
for the experimental group to finish the game as well.

Ethical Consideration
Before conducting the evaluation process we have taken consent from each and every

participant. The consent was taken in a form where they signed. One copy of the
consent were given to the participant and we kept one copy.
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Pre-Assessment

We have conducted two interviews. The pre-interview was a structured interview.
This allowed us to assess their baseline understanding before moving on to the game
or tutorial.

Interaction with the Game or Studying the Tutorial

After the pre-assessment we let the participants interact with the game or study
the tutorial. As mentioned before the control group studied the tutorial and the
experiment interacted with the game. During the process we were present with the
participants so that if they face any kind of problem we could help them. Further-
more, we also measured the time that was needed to play the game as well as reading
the tutorial. After successfully interacting with the game or reading the tutorial we
conducted another assessment.

Post-assessment

In the post-interview questionnaire we designed the questions so that participants
needed to provide detailed answers. This interview helped us to assess the enhancemen-
t or reduction in knowledge after reading the tutorial or playing the game.

Outcome and Evaluation

After conducting the both pre and post assessment the answers were evaluated by
a single evaluator person to avoid any kind of inconsistency. After successfully
evaluating all the participants we conducted different kinds of statistical tests to
find the outcomes.

3.6 Analysis and Comparing the Result

After successfully evaluating the result we have started data analyzing. We de-
veloped three hypotheses and started to test them. The process and result of the
hypothesis testing will be found in the following chapter.

3.7 Summary

This chapter provided a clear and concise overview of our research methodology.
Which included planning the study as well as developing a visual novel game, eval-
uating the outcome and conducting statistical tests which will be discussed in the
following chapters.
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Chapter 4

A Gamified Solution: The Exiled

Prince

We have developed a visual novel game. The visual novel game is named The Exiled
Prince. Our visual novel game has been designed to simulate the cybersecurity
challenges by using metaphorical storytelling rather than the traditional ways. The
full structure and functionality of the visual novel game and details about the game
will be defined here.

4.1 Game Development Stack

The platform we choose to design the game is Renpy [86]. Renpy is a Python-script
based visual novel engine which was developed to create interactive story games that
can run directly in a web browser as well as in Windows, Linux, Android and iOS.
It is an open source and lightweight game engine. Because of this reason it is easy
to customize and extend. Renpy also supports multimedia elements like pictures,
audio and animations. It also provides a simple scripting sentence which allows
the developers to define scenes, characters, choices and branching paths without
complex coding. As browser based deployment is possible in Renpy, this depicts
games can be played on almost any device that do not need any kind of installation.
This is the reason which makes it not only an accessible but also a flexible option.

4.2 Game Components

The game is being designed with different kinds of narratives, branching of choices
as well as real time decision feedback which simulates the cybersecurity threats.
We have used different 2D anime-style graphics and different types of eye pleasing
backgrounds to provide an enhanced experience for the players. The background
includes various places such as markets, kingdom and many more. There are a
total 3 chapters in our visual novel games and each chapter defines different types
of security threats. Some of the characters and scenarios are shown in the picture
down below:

41



Figure 4.3: Suspicious
Figure 4.1: Prince Figure 4.2: Advisor Character

Figure 4.4: Background Figure 4.5: Background Figure 4.6: Background
Scenario 1 Scenario 2 Scenario 3

Characters:

e Prince : The prince is the central protagonist. The story revolves around the
prince. Figure 4.1 is the demonstration of the sprite that we used in our visual
novel game as prince.

e Advisor: The advisor is the one who helps the prince in different situations.
Figure 4.2 is the demonstration of the sprite that we used in our visual novel
game as advisor.

e Builder, Military, Digging leaders : These characters represent key roles to
rebuild the kingdom

e Suspicious Character: The suspicious character is a threat for the kingdom
who tries to scam. This character tries to fulfill a special kind of task. Figure
4.3 is the demonstration of the sprite that we used in our visual novel game
as a specious character.

e Witch: Witch has been shown as an antagonist in our visual novel. This
character can be considered as a villain in the story.

e Vendors: The vendors have been introduced in this story to represent the
threats like malware, cryptojacking and malicious pop up ads.

e Villagers, guards, blacksmith: These characters are the support role in the
story and they help the player to uncover as well as enhance the experience of
the game.
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Secene setup: The player explores different kinds of scenarios and things while
playing the game. FEach and every scenario has been used as different kinds of
narratives. Things like abandoned kingdom, dark markets, hidden passageways all
have different kinds of meanings. Figure 4.4, Figure 4.5, Figure 4.6 are some of the
scenes that have been used in our game.

UI Elements: Dialogue boxes with multiple choices are present in the game. Also
the numerical system has been used to represent the “Five Pillars of Defence”
which is for password protection. Also different kinds of ui elements were used in
the game.

4.3 Game Deployment and Hosting on Netlify

The game is hosted on a cloud-based platform called Netlify [94]. It is very simple
for developers to host and deploy web applications. Because it provides free hosting,
automatic SSL, and quick worldwide delivery through its Content Delivery Network
(CDN), it is perfect for static websites and browser-based games like visual novels.
Netlify does not require a server-side GPU or CPU for players because the game
is played in the user’s web browser. Browser-based games are compatible with the
majority of contemporary computers, laptops, and even smartphones; players only
need a device with a modern web browser and a moderate amount of processing
power. All you need to play the game is a browser and an internet connection.

The game can be accessed at the following link: https://exile-prince.netlify.app/

Requirement for playing the game:

e Modern web browser (Chrome, Firefox, Edge, Safari)
e Internet connection
e No dedicated GPU needed; CPU of a standard modern device is sufficient

e Works on desktops, laptops, and mobile devices

4.4 Game Story

The narrative of the game is divided into major chapters. There are three chapters
in the game. In the beginning from the past history the player gets the idea about
ransomware and why the kingdom was destroyed. Then chapter 1 represents pass-
word protection. Chapter 2 represents identity theft, phishing. Chapter 3 represents
malware, cryptojacking and malicious pop-up ads. In the game the player plays as
the prince throughout the entire story.
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https://exile-prince.netlify.app/

Hidden
START OF FIRST CHAPTER
message

(password protection)
unlocked
A little history from the past Quiz 1 based
(Ransomware) on Chapter1
FIVE NEXT CHAPTER STARTS
PILLAR OF (phishing and identity theft)
DEFENSE

SUCESSFULLY CAPTURING
THE SUSPECIOUS
CHARACTER AND

DIFFERETIATING BETWEEN

YES
REAL AND FAKE ARMOR

Quiz 2 based on

chapter 2 NO
NO
NEXT CHAPTER Scenan Scene with Scene with
STARTS (Malware, the vars the shadow the shadow
Cryptojacking, employer employer
Malicious Pop up ads)
Total quiz !
Score Quiz 3 based
on chapter 3
check
Score<50
Score>50 and
Score <80
GAME OVER
Score>80

Restart the game

Finish the game
Figure 4.7: Game story

Figure 4.7 shows the basic flow diagram of our game.

4.5 Story breakdown

The game begins with asking the players whether they have played any kind of
visual games or not. If they select no then they will get the instructions about how
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visual novel games work and what to do. If the player selects yes then they will
be redirected into the game. The story of the game begins with some background
about what happened to the kingdom and who did it. After the player gets to learn
a little story from the past how the kingdom got destroyed by a witch.

Figure 4.8: Scenario 1 Figure 4.9: Scenario 2

Figure 4.10: Scenario 3 Figure 4.11: Scenario 4

This scenario where the kingdom get destroyed by the witch depicts ransomware.
The scene begins with the advisor saying the kingdom is running low on coal. But
an unknown neighboring kingdom is offering coal at a very low price. The king left
the responsibility to the advisor and went for a tour regarding fix the problem that
had arisen. After coming back to the kingdom the king found out it was a trap
and a witch made every person nameless and asked ransom from the king to make
things normal once again. The player will get the option to pay ransom or not pay
ransom. But no matter what the player selects the witch will not restore anything
and eventually the witch will kill the father of the prince. Figure 4.8 | Figure 4.9,
Figure 4.10 and Figure 4.11 are some of the scenarios about ransomware from the
game that the players face while playing. After that the game jumps into the main
story. In down below the story of the each chapter will be described in details:
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4.5.1 Chapter 1: Password Protection

Figure 4.12: Scenario 5 Figure 4.13: Scenario 6

Figure 4.14: Scenario 7 Figure 4.15: Scenario 8

Figure 4.16: Scenario 9

Chapter 1 is all about password protection. The prince finds a broken kingdom
with a broken wall. Which leaves the kingdom open for all kind of attacks. The
prince need to recreate the protective wall of the kingdom which was named as the
Five pillars of the kingdom. This depicts the things that need to be followed while
creating a password. We know there are several things that need to be considered
while creating a password. The prince will meet with three builders and will order
them to create different things. Each builder creates different kinds of things. The
rules that need to be followed while creating a stronger wall will be found on a scroll
which will appear during the meeting with the three builders. The content inside
the scroll is shown in Figure 4.12. If the player chooses the correct thing then the
scroll will be updated with secret messages. The secret messages depict how those
tasks make the wall stronger. Also the advisor will tell why choosing the task was
important and that particular task depicts the rule of password protection. After
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successfully selecting 5 correct tasks a hidden message will appear on the scroll. And
the player will be able to proceed to the next chapter. But if the player chooses one
wrong task then the scroll will not be updated and in the end the player will be
forced to give up which will make the player to play the game again from the part
where the prince meets with the builders. Figure 4.13 | Figure 4.14, Figure 4.15 and
Figure 4.16 are some of the scenarios about password protection from the game that
the players face while playing.

4.5.2 Chapter 2: Identity Theft and Phishing

Figure 4.17: Scenario 10 Figure 4.18: Scenario 11

Figure 4.19: Scenario 12

The second chapter begins with a suspicious character claiming to be a messenger
from a neighboring kingdom. He said the neighboring prince is offering free gold.
But if someone wants to get free gold then the person must share their household
mark and family name in order to get the free gold. This scene depicts online
identity theft. In real life scammers often try to steal personal credentials by
offering tempting rewards or free gifts [89]. Here players need to make a decision by
selecting an option (Figure 4.18). The story will proceed based on the choice of the
player. Figure 4.17, Figure 4.18 and Figure 4.19 are some of the scenarios about
identity theft from the game that the players face while playing.
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Figure 4.20: Scenario 13 Figure 4.21: Scenario 14

Figure 4.22: Scenario 15 Figure 4.23: Scenario 16

Figure 4.24: Scenario 17

After that in the same chapter the suspicious character will come back with a bit
of a change in his appearance and then he will follow the guard and make an armor
similar to the guard’s armor. After that he will go to the blacksmith to change the
armor with a real one by saying his armor is broken. Now the player will have the
task to differentiate between the real armor and the fake armor (Figure 4.22). This
scene depicts phishing. In phishing attacks there is minimal change between a real
website and a fake website or between a real email or fake email [40]. If the player
successfully differentiates between the armors and chooses the correct option then
the story will progress otherwise the game will be over and the player will have to
play the game from the beginning of chapter 2. Figure 4.20, Figure 4.21, Figure
4.22, Figure 4.23, Figure 4.24 are some of the scenarios about phishing from the
game that the players face while playing.
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4.5.3 Chapter 3: Malware, Cryptojacking and Malicious
Pop-Up Ads

Figure 4.25: Scenario 18

In the last and the final chapter the player interacts with different vendors in a new
market (Figure 4.25). This chapter was completely based on telling a story. There
were no tasks like before

Figure 4.26: Scenario 19 Figure 4.27: Scenario 20

Figure 4.28: Scenario 21

At first the player interacts with a vendor who offers the player a free rune as a
gift. Here the player will have two options. But no matter what is the decision
the advisor will intervene and will provide feedback based on the decision of the
player. This scenario depicts the malware attack. In a malware attack a malicious
script hides inside the free crack software or apps and in later on the malicious script
continuously harms the device by creating problems [72]. Figure 4.26, Figure 4.27
and Figure 4.28 are some of the scenarios about malware from the game that the
players face while playing.
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Figure 4.29: Scenario 22 Figure 4.30: Scenario 23

Figure 4.31: Scenario 24

After that the player will interact with a shadow employer. The shadow employer
offers work to the people of the city in exchange for gold secretly. Just like the
previous one no matter what is the choice the advisor will intervene and will provide
feedback to the player. This scenario represents cryoptojacking. In cryptojacking,
malicious scripts use a device’s resource without the permission and the attacker gets
all the benefit by mining cryptocurrency [88]. Figure 4.29, Figure 4.30 and Figure
4.31 are some of the scenarios about cryptojacking from the game that the players
face while playing.

Figure 4.32: Scenario 25 Figure 4.33: Scenario 26
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Figure 4.34: Scenario 27 Figure 4.35: Scenario 28

Figure 4.36: Scenario 29

And lastly the player interacts with a cook in a food stall in the bazaar. The cook
offers some food items which can be made by tomorrow based on the choice of the
prince. But the choice spreads to multiple vendors. Those vendors bombard the
player with the same offers again and again. This scenario depicts malicious pop-
up ads. Just like in the real world when a user’s preferences or desires are known
harmful sites can offer the same thing based on the users desire. These pop-ups
lead to the unwanted interaction as well as unwanted downloads [91]. Figure 4.32 ,
Figure 4.33 , Figure 4.34, Figure 4.35, Figure 4.36 are some of the scenarios about
phishing from the game that the players face while playing.

4.6 In Game Quiz

After each chapter the players faced quizes which were completely based on the
game scenarios. For the correct answer the players got 10 points. However for some
questions there were the worst possible answers in the option. If the player chooses
that option then 5 points would be deducted from the overall point. Some answers
were partially correct for those players got 5 points. A player can score upto 100
points. After the choice the players will get immediate feedback no matter what
is their choice. The following figures are some quiz questions and feedback. After
completing all the three quizes from three chapters the scores get stored in the
leaderboard. And the player needs to enter the name when they play the game for
the very first time from a browser. However if they want to play the game later on
the same browser they do not need to write their name once again. Also as shown
in the game flow diagram (Figure 4.7), if the final quiz score is less than 50 then the
game is not finished and the player needs to play the game once again. If the final
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quiz score is greater than 50 but less than 80 then the player can restart the game to
increase the score or can finish the game. Lastly if the score is greater than 80 then
the player can finish the game. Figure 4.37, Figure 4.38, Figure 4.39, Figure 4.40,
Figure 4.41, Figure 4.42 and Figure 4.43 are some of the quiz questions, feedbacks
and leaderboard:

Figure 4.37: Quiz 1 Figure 4.38: Quiz 2
Figure 4.39: Quiz 3 Figure 4.40: Quiz 4
Figure 4.41: Quiz 5 Figure 4.42: Quiz 6

Figure 4.43: Leaderboard
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4.7 Game Mechanism and play

Our visual novel game completely implements a choices based system. This system
aligns with the decision of players to tackle as well as learning to defend different
types of cybersecurity threats. The core mechanics of the game is its dialogue based
decision typically presented with choices. FEach of the decisions are aligned with
specific cybersecurity learning goals. In the game correct choices are rewarded with
to progress forward in the game. On the other hand, wrong choices will lead to soft
as well as hard failures which reinforce learning through immediate consequences.
As mentioned before the gameplay events metaphorically represents different kinds
of cybersecurity principles such as building the city defense to reflect the password
practices, avoiding or ignoring offers eye catching from a stranger/unknown source
by exchanging secret identity reflects identity theft and also differentiation between
armor was used to reflect the difference between real website and clone website. Even
though they look almost the same, they are actually different. Other scenarios, like
interacting with vendors, shadow employers and cook teaches different concepts and
a little bit of simulation via story. The game is designed for replayability which en-
courages players to retry chapters and explore different paths. Successful decisions
help players understand cybersecurity better, while failures reveal critical vulnera-
bilities. With consequence-driven storytelling and metaphorical world-building, the
game provides an engaging as well as educational cybersecurity experience.

4.8 Mapping Game Scenario Using Constructivist
Learning Theory

The design of our game follows Constructive Learning Theory as mentioned be-
fore. Which theory follows that learners will build knowledge through interactive
experiences, decision making and reflection. Our game also follows the same prin-
ciple. Rather than receiving knowledge in boring traditional way, players will gain
knowledge with interactive narrative based scenarios. Table 4.1 mentions how our
game followed the constructive learning principle till now:
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Game Scenario

Cybersecurity
Concept

Constructivist Learning
Activity

Selecting correct tasks
with the builders to
rebuild the kingdom’s
protective wall

Identifying real armor
versus fake armor cre-
ated by the suspicious
character

Deciding whether to
share personal infor-
mation for “free gold”

Interacting with ven-
dors offering malicious
gifts or software

Responding to shadow
employer offering hid-

den crypto-mining
tasks
Handling repeated

pop-up offers in the
bazaar

Password protection

Phishing detection

Identity theft preven-

tion

Malware awareness

Cryptojacking

Malicious pop-up ads

Hands-on decision making;

understanding rules and
consequences of  strong
passwords

Pattern recognition; critical
observation; evaluating au-
thenticity

Risk assessment; learning
from  simulated  conse-
quences; reflective decision-
making

Recognizing threats; under-
standing malware delivery
methods; experiential learn-
ing

Observing covert threats;
situational awareness; ana-
lyzing resource misuse

Filtering relevant from irrel-
evant; decision making; ex-
periential learning on user
behavior manipulation

Table 4.1: Mapping Game Scenarios to Cybersecurity Concepts using Constructivist
Learning Theory

4.9 Depiction of Octalysis Core Drives in the
Game

The Octalysis Framework developed by Yu-kai Chou [92] is a comprehensive model
for analyzing and designing gamified experiences. It identifies eight core drives
of human motivation that influence engagement and behavior. Figure 4.44 is the
demonstration of the Octalysis Framework.
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Figure 4.44: Octalysis Framework

Table 4.2 illustrates how each core drive which were discussed in the methodology
chapter were implemented and depicted in our game:

Depiction in the Game

Octalysis Core
Drive

Epic Meaning &
Calling

Development & Ac-
complishment

Empowerment  of
Creativity & Feed-
back

Ownership & Pos-
session

Social Influence &
Relatedness

Scarcity & Impa-
tience

Unpredictability &
Curiosity
Loss & Avoidance

The Prince is tasked with rebuilding the kingdom and protecting
it from cyber threats. Players feel part of a larger mission, with
narrative and high-stakes decisions reinforcing purpose.

Players track progress through game completion percentages, col-
lect ideas, earn badges, and compare performance via a leaderboard,
reinforcing growth and mastery.

Branching choices, dialogue options, and strategic problem-solving
allow experimentation. Players see the outcomes of their decisions,
receiving feedback through story consequences.

Quiz scores and based on quiz score the player get feedback about
whether they did good or not. Also hidden message after chapter
1. Progression across chapters strengthens personal investment in
the game journey.

Leaderboards, advisor and NPC interactions, and recognition in the
narrative provide social motivation through comparison, collabora-
tion, and trust-building.

Getting hidden message and secret things conversation about
threats with advisor create urgency and encourage careful plan-
ning.

What secret lines will replace the scrolls task and unexpected con-
sequences keep players intrigued and motivated to explore.

Wrong decisions can lead to lost of trust for the villages towards
prince or even the collapse of the kingdom. High-stakes conse-
quences motivate careful decision-making.

Table 4.2: Depiction of Octalysis Core Drives in the Game
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Chapter 5

Game Evaluation

The evaluation process has been designed as a comparative study between two
groups. One is experimental and the other one is the control group. The exper-
imental group interacted with the game which we designed and the control group
studied the text based reading material. Both of the group faced screening questions
as well as pre-interview questionnaires. After that they interacted with the tutorial
or the game and then they faced post interview questionnaires which were similar
to pre-interview questionnaires. But post-interview questionnaires were set in order
to get detailed answers so that we can evaluate them easily.

[ Controlled Study ]

Y

. . To filter out the students who
Screening questions > . N
have minimal security knowledge

20 participants in the< Control group Experimental group 20 par-“c'pams in the
control group experimental group

Tested their knowledge before _ - |, Tested their knowledge
studying the material. - Pre-Assesment Pre-Assesment before playing the game.
[ I
Y A
Participants read the Studided the reading > Participants played the visual novel
tutorial content to learn. material Played Our Game to learn cybersecurity concepts.
I ]
AL Y
Tested their knowledge < Post-Assesment Post-Assesment » Tested their knowledge
again after the tutorial. again after playing.

Figure 5.1: Controlled Study Workflow.

5.1 Controlled Study

As mentioned earlier, we conducted a controlled study to evaluate the effectiveness
of our game. The goal of this study was to determine how well the game performs in
enhancing cybersecurity awareness compared to traditional learning methods. For
this purpose, we compared our game-based learning approach with conventional
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text-based reading materials, which served as the control condition. The study
was designed to observe not only the participants’ knowledge improvement but also
their level of engagement and motivation throughout the learning process. By in-
troducing both a control group (tutorial-based learning) and an experimental group
(game-based learning), we aimed to identify whether gamification can truly make
cybersecurity education more interactive, memorable, and impactful. The following
sections describe in detail the structure of the study, including participant selection,
the materials used, the experimental setup, and the evaluation procedures. This de-
tailed breakdown helps to ensure that the study remains transparent, reproducible,
and aligned with the research objectives. Figure 5.1 is the demonstration of the
workflow for our controlled study.

5.2 Study Design

The following sections will elaborate on the study design in detail. This structured
explanation ensures a clear understanding of how the controlled study was conducted
and how the findings were derived.

5.2.1 Screening Questions

We created some screening questions to figure out the technical knowledge of stu-
dents. As our prior target was the students from the non-technical background
with less security knowledge we performed some screening questions as well as pre-
interview questionnaires.

We asked them about if they know if they know how to check websites connection
secure or not. Also, questions like if have any experience in removing virus and if
they participated any kind of seminar regarding cyber security or not.

After getting “No” as answer from all the three questions we selected the participant.
We have taken a total number of 40 participants. The participants were selected
from the different universities across Bangladesh.

5.2.2 Demographic Questions

The participants were from different departments who have limited interaction with
cybersecurity topics. Screening questions ensured that participants had minimal
prior knowledge. Also the demographic questions were asked to the participant.
We asked about their age, gender, current semester number, department they are
currently studying in, years of internet usage and if they play any kind of games or
not.

We have maintained an equal ratio based on gender. Also, for the same depart-
ment, an equal number of participants were in the control group as well as in the
experimental group.
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5.2.3 Pre-Assessment Procedure

Control and experimental both of the groups faced similar questions on pre-interview.
We conducted a structured interview for both the groups and the questions were
designed to get binary answers (YES/NO). The interview process was fully voice
recorded. The pre-interview was done to evaluate the prior knowledge of the participa-
nts. There were a total 20 questions. 3 for password protection, 3 for ransomware,
2 for identity theft, 3 for phishing, 3 for malware, 3 for malicious pop up ads, 3 for
cryptojacking. Some of the questions are:

e Do you know about strong password and weak password?
e Do you know about the word malware?

e Do you know about identity theft?

We have also provided unique code for each question to ensure the clarity and easy
referencing system throughout the whole analysis. In our code , PP means pass-
word protection, R means ransomware, I'T means identity theft, P means Phishing,
M means malware, CJ means cryptojacking, PUA means malicious pop up ads.
This thing made the analysis more easy as well as organized. Table 5.1 is the
representation of the code and their meaning

Code Meaning

PP Password Protection

R Ransomware
IT  Identity Theft
P Phishing

M Malware

CJ  Cryptojacking
PUA  Malicious Popup Ads

Table 5.1: Question Coding Based on Attack

5.2.4 Study Group Activities

As previously mentioned we divided our participants into two different groups. One
was the experimental group who will play the game and one was the control group
who will read the text based tutorial. After facing the pre-interview questionnaires
the printed tutorial was provided to the control group and the game link was pro-
vided to the experimental group. Both of the activities were timed as well as moni-
tored by us to ensure consistency.

e Control Group: In the control study, participants were given a detailed text-
based cybersecurity tutorial that acted as the non-gamified counterpart to
The Exiled Prince. The tutorial was carefully designed to match the game’s
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content — covering the same cybersecurity topics, learning goals, and real-
world scenarios — but delivered through clear, structured written explanations
instead of an interactive story. To ensure the material was both accurate
and pedagogically sound, the tutorial was developed using well-established
cybersecurity awareness frameworks and guidelines (NIST, 2020; FTC, 2024;
IBM, 2023; Verizon, 2023). It was divided into seven modules, each focusing
on a key area of cybersecurity that also appeared in the game’s chapters:

— Password Protection: Explained why strong, unique passwords are
vital, the dangers of password reuse, and introduced the use of password
managers and multi-factor authentication [45][47][54].

— Ransomware: Described how ransomware attacks work, how they spread,
and the best practices for prevention and recovery [68][70][77].

— Identity Theft: Discussed how personal information can be stolen or
misused, warning signs of identity fraud, and protective measures like
monitoring and MFA [82][75].

— Phishing: Covered how attackers use emails, SMS, and fake websites
to deceive users, along with tips for recognizing and avoiding such scams
[67][81][77].

— Malware: Explained the different types of malicious software, how infect-
ions occur, and practical ways to secure devices [75][46].

— Cryptojacking: Introduced the concept of unauthorized crypto-mining,
its symptoms, and steps for detection and prevention [83][46][75].

— Malicious Pop-up Ads: Highlighted how deceptive pop-ups and fake
system alerts work, teaching users how to stay cautious online [83][71].

Each section followed a clear and consistent structure: it defined the threat,
explained how it works, identified common warning signs, offered practical pre-
vention and response steps, and cited reliable sources such as NIST [47][46],
FTC [82][81][83], IBM [70], Verizon [77] and Symantec [77]. This ensured that
all content was factually correct and aligned with recognized global standards.
The tutorial was written in simple, easy-to-understand language to make it ap-
proachable for non-technical university students. It was presented on multiple
pages so participants could scroll through and read at their own pace. Impor-
tantly, the tutorial matched the scope and complexity of the game, meaning
any difference in learning outcomes between the two groups could be attributed
to the mode of delivery not to differences in the quality or depth of the content.
In summary, the control condition was not a simplified or weaker version. It
was a comprehensive, research-based educational module that conveyed the
same cybersecurity lessons as The Exiled Prince, but without the narrative,
interactivity, and motivational elements of gamification.

Experimental Group: The experimental group interacted with the game that
we developed. Most of the participants played the game on their own device.
They played through all the scenarios as well as faced the inbuilt game quizzes.
The game also provided instant feedback based on their choices. The time
required for finishing the game for each participant was also recorded. The
detail of the game was described in the chapter 4.
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5.3 Post interview Procedure

After completing the tutorial or the game both of the group faced the same sets
of questionnaires in the post-interview process. While the pre-interview focused on
binary answers, the post-interview focused on the detailed answers. This approach
helped the evaluator to understand the actual knowledge about the particular cy-
bersecurity topic. Just like the pre-interview questionnaire the post interview ques-
tionnaire also had 20 questions. 3 for password protection, 3 for ransomware, 2
for identity theft, 3 for phishing, 3 for malware, 3 for malicious pop up ads, 3 for
cryptojacking. Fach question has been coded uniquely. Based on the threat the
code has been set. In our code , PP means password protection, R means ran-
somware, I'T means identity theft, P means Phishing, M means malware, CJ means
cryptojacking, PUA means malicious pop up ads. Table no 5.1 is the demonstra-
tion of the code and the meaning of the code. And the number at the end of each
code means the number of questions for that particular threat. For an example, P3
means the third question for phishing.This things made the analysis more easy as
well as organized. Also we have differently categorized our questions.We have We
have mapped our questions into some categories. The category column shows the
type of understanding or behavior that each question was designed to measure in
this study.

e Identification and Definition focus on basic knowledge.It focuses on whether
participants can understand and clearly describe key cybersecurity terms and
concepts.

e Recognition and Evaluation deal with practical awareness. It demonstrates
how well participants can notice signs of threats and make sound judgments
about what’s safe or unsafe online.

e Consideration and Application highlight how participants think about cy-
bersecurity in daily life and how they put safe practices into action.

e Response, Prevention and Response/Prevention look at how ready parti-
cipants are to react properly during a cyber incident or to prevent it from
happening in the first place.

e Consequence shows whether participants understand the possible risks or
damages that can occur from unsafe online actions.

e Knowledge represents participants’ overall grasp of cybersecurity concepts
before and after taking part in the study.

Table 5.2 is the mapping of the category of each question.
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Code Question Category
PP1  What makes a password strong or weak? Identification
PP2  What do you consider when creating a password? Consideration
PP3  What methods for keeping passwords safe? Application
R1 How would you describe ransomware? Definition
R2 How would you recognize if a situation was caused Recognition

by ransomware?
R3  What steps would you take if ransomware affected Response
your device?
IT1  What is identity theft? Example? Definition
IT2  Steps if your identity gets misused? Response
P1 Explain phishing with example? Definition
P2 Clues for fake website? Recognition
P3 Signs before clicking a link (step by step)? Evaluation
M1  What do you know about malware attacks? Knowledge
M2  Signs of malware infection? Recognition
M3  Steps if suspected malware? Response

PUA1 Risks of “You have a virus” pop-up? Identification

PUA2 What happens if clicked by mistake? Consequence

PUA3 Steps to stay safe & why important? Prevention
CJ1  Explain cryptojacking simply? Definition
CJ2  Signs of cryptojacking? Recognition
CJ3  Response & prevention steps? Response/Prevention

Table 5.2: Interview Questions with Categories

5.4 Data Collection

All of the interviews were voice recorded with the consent of the participant. This
was completely done to ensure accuracy while analyzing the data. For all the partic-
ipants time to complete the game or tutorial and time for the interview was recorded
manually with the help of the stopwatch.

5.5 Analysis procedure

The evaluation was done based on the score which has been given based on the
answer. For the correct answer the participant got 5 points, for incorrect they got
0 and partially correct they got 2.5 points. After successfully evaluating all the
answers all the points were summed up. This summed up point is a score which the
participant got in both of the interviews based on their answer. All the evaluations
were done by a single evaluator to avoid inconsistency. After that the comparison
between control and experimental group was done based on several types of matrices
to understand which has actually done well in enhancing the knowledge.

In this part we will analyze all the data which we get from the pre interview and
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post interview. We will start analyzing with the demographic analysis.

Demographic Analysis

As mentioned before we have taken an equal number of participants for the control
group as well as the experimental group. The control group had 20 participants and
the experimental group also had 20 participants. The Figure 5.2 demonstrates the
number of the experimental group and the control group.

W Control Group Wl Experimental Group W Female W Male
40 40

30 30

20 20

0

Figure 5.2: Participants in Each Group Figure 5.3: Gender Breakdown

Also, as mentioned before we have taken the equal number of male and female ratio.
Figure 5.3 demonstrates the number of male and female participants.

We have divided the years of internet use into 3 different groups. Which are 4-6,7-
9,10-12,13-16 and 16-18. Where 5 participants are using the internet for 4-6 years,
13 participants are using the internet for 7-9 years, 12 participants are using the
internet for 10-12 years, 9 participants are using the internet for 13-15 years and 1
participant has been using the internet for 16-18 years. The figure 5.4 demonstrates
the years of internet usage.

And lastly we have also divided age into 4 different groups. Which are 18-20, 21-23,
24-26 and greater than 26. In result we found out 19 students fall in the age group
of 21-23 and 21 users fall in the age group of 24-26. Figure 5.5 demonstrates the
age group of the participants.

20

Count
Number of Participants

4-6 years 7-9years  10-12years  13-15years  16-18 years 2123 24-26

Year Age

Figure 5.4: Years Of Internet Use Figure 5.5: Age of the Participants
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5.5.1 Analysis of Pre and Post-Interview Questionnaires

Both control group and experiential group faced the same set of questions in the
pre interview and post interview. Pre interview questions were made to assess the
existing knowledge of the participants. The questions type demanded binary as well
as short answers from the user. Table 5.3 is the full analysis of pre interview where
based on each question how many correct,partially correct and incorrect answers we
got from all the participants is shown.

Question Questions

Code

Correct Partially Incorrect

Count

Correct
Count

Count

PP1

PP2

PP3

R1

R2

R3

IT1

IT2

P1

P2

P3

M1

Do you know about strong or
weak passwords?

When you create a password,
how do you usually decide what
to use?

What do you think are the best
ways to keep your passwords
safe?

Do you know something called
ransomware?

Imagine your files or photos got
locked, and someone asked for
money to give them back. Do
you know of any similar cases?
If that happened to you, what
would you do?

Do you know about identity
theft?

What would you do if you found
out someone was using your
name or account without your
permission?

Do you know about phishing at-
tacks?

Have you ever come across a
fake website that looked real,
where people shared their infor-
mation and later got into trou-
ble?

If someone sent you a link, how
would you figure out if it’s real
or fake?

Do you know the word mal-
ware?
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35

31

12

23

13

27

26

1

18

12

29

18

10

32

16

28

27

27

12

17
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Question Questions

Code

Correct Partially Incorrect

Count

Correct
Count

Count

M2

M3

PUA1

PUA3

PUA4

CJ1

CJ2

CJ3

Do you know anyone whose
phone or laptop suddenly
slowed down or started acting
strangely after downloading
something from a website?

If you thought your device had
a virus, what would be the first
thing you would do?

Some pop-ups look like warn-
ings, for example, ‘Your de-
vice is infected!” Have you
ever seen anything like that?
What do you think are the risks
or threats associated with such
pop-ups?

What do you think could hap-
pen if you or someone clicks on
this kind of pop-up ad?

What measures would you take
to protect yourself in this kind
of situation?

Do you know something called
cryptojacking?

It’s when someone secretly uses
your computer or phone to mine
cryptocurrency. Did you know
this was possible?

If a website or app was secretly
using your device to mine cryp-
tocurrency, what would you do
to stop it?

36

15

23

13

14

2

14

24

21

13

13

12

36

23

35

Table 5.3: The Pre-Interview Question Results

After participant finished the game we asked both of the group same sets of questionn-
aire for post interview. The post interview questionnaire were a little bit tweaked
from the pre interview questions. In post interview at first we asked the both group

participants

e Would you prefer learning from a game or reading material?

36 of participants said they would prefer learning from a game and only 4 partici-
pants said they would prefer reading based tutorials upon the game. However the
knowledge of both groups has been enhanced. This was identified based on the score
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of their pre interview and post interview. Figure 5.6 demonstrates the enhancement
of the participants.

Pre and Post Interview Scores of Participants

100 1

80

60 1

Score

40 -

20

EEE Pre Interview
mm Post Interview

Participant Number

1 2 3 4 5 6 7 8 9 10111213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40

Figure 5.6: Score of the Participants in Pre and Post interview

The questions were focused on to assess the knowledge of the participants. Table
5.4 is the full analysis of post interview where based on each question how many
correct,partially correct and incorrect answers we got from the experimental group.

Question Questions

Correct Partially Incorrect

Code Count Correct Count
Count

PP1 How would you explain what 20 0 0
makes a password strong or
weak? Can you give examples
of a strong password?

PP2 What things do you consider 20 0 0
when creating a password?

PP3 What methods or strategies for 9 10 1
keeping passwords safe do you
think are important? How do
you apply them?

R1 How would you describe ran- 9 ) 6
somware?

R2 How would you recognize if a 7 2 11
situation was caused by ran-
somware?

R3 What steps would you take if 4 7 9

ransomware affected your de-
vice?
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Question Questions Correct Partially Incorrect

Code Count Correct Count
Count
IT1 How would you explain what 17 0 3

identity theft means? Can you
give an example?
IT2 What steps should be taken if 15 5 0
your account or someone else’s
account you know is being mis-
used?
P1 How would you explain phishing 10 1 9
to someone who doesn’t know
it? Can you give an example of
how it works?

P2 What clues would you look for 14 4 2
to check if a website is fake?
P3 What signs would you check be- 7 11 2

fore clicking a link? Please ex-
plain step by step.

M1 What do you know about mal- 11 6 3
ware attacks?
M2 What signs would you recognize 15 3 2

that suggest a device might be
infected with malware?
M3 What exact steps would you 14 2 4
take if you suspected your de-
vice had malware?
PUA1 Suppose a pop-up appears on 10 8 2
your device saying, “You have
a virus in your device”. What
kind of problems or risks could
this type of pop-up cause?
PUA2 Suppose you or someone clicked 10 4 6
on this pop-up ad by mistake.
Do you know what could hap-
pen?
PUA3 What steps can a person take to 8 10 2
stay safe from this kind of sus-
picious ads, and why are these
steps important?

CJ1 How would you explain crypto- 4 6 10
jacking in simple words?
CJ2 What signs would you look for 9 1 10

to know if your device was being
used for cryptojacking?
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Question Questions Correct Partially Incorrect

Code Count Correct Count
Count

CJ3 Suppose you realized that a 5 4 11

website or app was secretly min-
ing cryptocurrency on your de-
vice. How would you respond,
and what measures would you
take to make sure it doesn’t
happen again?

Table 5.4: The Post-Interview Question Results of Control Group

Also table 5.5 is the full analysis of post interview where based on each question
how many correct,partially correct and incorrect answers we got from the control

group.

Question Questions

Correct Partially Incorrect

Code Count Correct Count
Count

PP1 How would you explain what 20 0 0
makes a password strong or
weak? Can you give examples
of a strong password?

PP2 What things do you consider 19 1 0
when creating a password?

PP3 What methods or strategies for 18 2 0
keeping passwords safe do you
think are important? How do
you apply them?

R1 How would you describe ran- 12 ) 3
somware?

R2 How would you recognize if a 14 3 3
situation was caused by ran-
somware?

R3 What steps would you take if 10 8 2
ransomware affected your de-
vice?

IT1 How would you explain what 20 0 0
identity theft means? Can you
give an example?

IT2 What steps should be taken if 17 2 1

your account or someone else’s
account you know is being mis-
used?
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Question Questions Correct Partially Incorrect

Code Count Correct Count
Count
P1 How would you explain phishing 12 ) 3

to someone who doesn’t know
it? Can you give an example of
how it works?

P2 What clues would you look for 20 0 0
to check if a website is fake?
P3 What signs would you check be- 18 1 1

fore clicking a link? Please ex-
plain step by step.

M1 What do you know about mal- 16 2 2
ware attacks?
M2 What signs would you recognize 16 3 1

that suggest a device might be
infected with malware?
M3 What exact steps would you 16 1 3
take if you suspected your de-
vice had malware?
PUA1 Suppose a pop-up appears on 19 1 0
your device saying, “You have
a virus in your device”. What
kind of problems or risks could
this type of pop-up cause?
PUA2 Suppose you or someone clicked 18 2 0
on this pop-up ad by mistake.
Do you know what could hap-
pen?
PUA3 What steps can a person take to 18 2 0
stay safe from this kind of sus-
picious ads, and why are these
steps important?

CJ1 How would you explain crypto- 12 4 4
jacking in simple words?
CJ2 What signs would you look for 17 2 1

to know if your device was being
used for cryptojacking?
CJ3 Suppose you realized that a 12 5 3

website or app was secretly min-

ing cryptocurrency on your de-

vice. How would you respond,

and what measures would you

take to make sure it doesn’t

happen again?

Table 5.5: The Post-Interview Question Results of Experimental Group
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5.5.2 Hypothesis Testing

Now to prove after all the analysis we have come up with three hypothesis. We will
prove there was actual knowledge enhancement for both groups by Hypothesis 1
[H1]. Also, we will see which method created more impact by testing Hypothesis
2 [H2|. Finally, we will go through each security threat to prove whether the game
performed better or the tutorial did, which will be tested by Hypothesis 3 [H3].
The hypothesis are:

1. Hypothesis 1 :

e For Tutorial:

— Null (Hp) : There is no difference in incorrectness before and after
reading the tutorial.

— Alternative (H;) : There is a difference in the incorrectness before
and after the reading the tutorial

e For Game:

— Null (Hp) : There is no difference in incorrectness before and after
playing the game.

— Alternative (H;) : There is a difference in the incorrectness before
and after playing the game.

2. Hypothesis 2:

e Null (Hy) : After the evaluation there was no difference in the post-
interview scores between the control group (tutorial) and the experimen-
tal group

e Alternative (H;) : After the evaluation there was a difference in the
post-interview score between the control group (tutorial) and the exper-
imental group (game).

3. Hypothesis 3 :

e Null (Hy) : The tutorial and game groups had the same distribution of
responses (Incorrect, Partial, Correct) for each individual attack.

e Alternative (H;) : The tutorial and game groups had different distribu-
tions of responses (Incorrect, Partial, Correct) for each individual attack.

Hypothesis 1 Testing

To evaluate the effectiveness of the tutorial and gamified interventions in improv-
ing cybersecurity awareness, we conducted both within-group and between-group
statistical analyses. Each group consisted of 20 participants who completed pre and
post intervention interviews assessing their ability to correctly identify and respond
to cybersecurity-related attack scenarios. We analyzed the data using paired t-tests
to measure within group improvements in pre and post interviews, between group
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improvements in post interview and chi-square/Fisher’s exact tests to compare dis-
tributions of responses (Incorrect, Partial, Correct) between groups across specific
cybersecurity threats. For all tests, the significance level threshold was set at a =
0.05.

Pre vs Post Interview Analysis (t-tests)

For the tutorial group, the null hypothesis (Hy) stated that there would be no
difference in the rate of incorrect answers before and after exposure to the tutorial.
The alternative hypothesis (H;) proposed that there would be a difference. A paired
t-test yielded a p-value of 3.84 x 107°, which is well below the threshold of 0.05.
Therefore, we rejected Hy and based on the conclusion from Figure 5.7 that the
tutorial significantly reduced the proportion of incorrect answers. This finding sup-
ports the claim that tutorial-based instruction contributes positively to improving
cybersecurity awareness.

Figure 5.7: Pre vs Post Interview Incor-  Figure 5.8: Pre vs Post Interview Incor-
rectness Analysis of Tutorial rectness Analysis of Game

For the game group, the null hypothesis (Hy) stated that there would be no dif-
ference in the rate of incorrect answers before and after playing the game. The
alternative hypothesis (H;) suggested a difference. The paired t-test returned a
p-value of 4.79 x 107'2, again far below 0.05. Thus, H, was rejected, and analyz-
ing Figure 5.8 confirms that the game intervention also significantly reduced incor-
rect responses. Notably, the much smaller p-value relative to the tutorial group
(4.79 x 10712 << 3.84 x 1079) suggests a stronger effect of the game-based learning
approach.

These results confirm that both interventions were effective, but the game-based
approach appears to have a stronger influence on reducing errors. This aligns with
the expectation that interactive learning environments may engage participants more
deeply, leading to more durable knowledge gains.

Hypothesis 2 Testing

For hypothesis 2 [H2] testing we conducted an independent t-test upon the score
which we got after the evaluation of participants’ interview.

Post-Intervention Comparison: Improvement Between Tutorial and Game
(t-test))
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To examine the effectiveness of the two training approaches, we compared the score
improvements (difference between pre- and post-intervention performance) of par-
ticipants in the control group (tutorial) and the experimental group (game). The
null hypothesis (Hy) stated that there would be no difference in score improvement
between the tutorial and game groups following the interventions. Conversely, the
alternative hypothesis (H;) proposed that a significant difference in improvement
would exist between the two groups.

The t-test analysis produced a p-value of 3.247 x 10~%, which is well below the sig-
nificance threshold of o = 0.05. Therefore, we reject the null hypothesis (Hy) and
conclude that there is a statistically significant difference in score improvement be-
tween participants who engaged with the game and those who followed the tutorial.

Figure 5.9: Post Intervention Score Improvement Comparison (Tutorial vs. Game)

As shown in Figure 5.9, participants in the game-based learning group demonstrated
substantially greater improvement compared to the tutorial group. This finding
reinforces the notion that interactive and experiential learning approaches, such as
gamified cybersecurity training, can lead to more effective knowledge acquisition
and behavioral change than traditional text based tutorials.

Hypothesis 3 Testing

We next compared the distribution of responses (Incorrect, Partial, Correct) be-
tween the tutorial and game groups across the seven attack categories (Password
Protection, Ransomware, Identity Theft, Malware, Phishing, Pop-up Ads and Cryp-
tojacking).

In order to examine whether the distribution of responses (Incorrect, Partial, Cor-
rect) differed between the tutorial group and the game group, we employed both
the Chi-square test of independence and Fisher’s Exact Test, depending on the
characteristics of the data. The Chi-square test is appropriate when the expected
frequencies in each cell of the contingency table are sufficiently large (generally > 5)
or if any cell frequency=0, as it provides an efficient approximation of the sampling
distribution. However, when one or more categories contained very small frequen-
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cies, the assumptions of the Chi-square test were not met. In these cases, Fisher’s
Exact Test was used, as it provides an exact probability calculation and remains
valid even with small or uneven cell counts. This dual approach ensured that our
statistical conclusions regarding the relationship between training type (tutorial vs.
game) and response distributions were both robust and reliable.

The null hypothesis (Hy) for each comparison stated that the distribution of response-
s would be the same across groups, while the alternative hypothesis (H;) proposed
that the distributions would differ. In order to examine whether the distribution of
responses (Incorrect, Partial, Correct) differed between the tutorial group and the
game group, we employed both the Chi-square test of independence and Fisher’s
Exact Test, depending on the characteristics of the data. Table 5.6 gives a clear
overview of which cybersecurity threat questions showed differences in response be-
tween tutorial and game, and which did not. In the table the questions code is the
same code that we mentioned before. As previously Each question has been coded
uniquely. Base on the threat the code has been set. In our code , PP means pass-
word protection, R means ransomware, I'T means identity theft, P means Phishing,
M means malware, CJ means cryptojacking, PUA means malicious pop up ads. Ta-
ble no 5.1 is the demonstration of the code and the meaning of the code. And the
number at the end of each code means the number of the question for that particular
threat. For example, P3 means the third question for phishing.
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Question Test Used p-value Decision (o« = Interpretation
0.05)

PP1 Fisher Exact ~ 1.0000 Fail to Reject Hy No difference be-
tween groups

pPP2 Fisher Exact ~ 1.0000 Fail to Reject Hy No difference be-
tween groups

PP3 Chi-square 0.0094 Reject Hy Significant  differ-
ence

R1 Chi-square 0.4895 Fail to Reject Hy No difference be-
tween groups

R2 Chi-square 0.0287 Reject Hy Significant  differ-
ence

R3 Chi-square 0.0288 Reject Hy Significant  differ-
ence

IT1 Fisher Exact  0.2308 Fail to Reject Hy No difference be-
tween groups

IT2 Fisher Exact  0.6948 Fail to Reject Hy No difference be-
tween groups

P1 Chi-square 0.0537 Fail to Reject Hy No difference
(marginal)

P2 Fisher Exact  0.0202 Reject Hy Significant  differ-
ence

P3 Chi-square 0.0012 Reject Hy Strong  significant
difference

M1 Chi-square 0.2095 Fail to Reject Hy No difference be-
tween groups

M2 Chi-square 0.5400 Fail to Reject Hy No difference be-
tween groups

M3 Chi-square 0.7373 Fail to Reject Hy No difference be-
tween groups

PUA1 Fisher Exact  0.0033 Reject Hy Strong  significant
difference

PUA2 Fisher Exact  0.0138 Reject Hy Significant  differ-
ence

PUA3 Fisher Exact  0.0022 Reject Hy Strong  significant
difference

CJ1 Chi-square 0.0306 Reject Hy Significant  differ-
ence

CJ2 Chi-square 0.0062 Reject Hy Strong  significant
difference

CJ3 Chi-square 0.0228 Reject Hy Significant  differ-
ence

Table 5.6: Hypothesis 3 Testing Results
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When comparing the two approaches, the null hypothesis (Hp) is of “no difference
in distributions” was rejected in 5 out of 7 selected scenarios (Password Protection,
Ransomware, Phishing, Pop-up Ads and Cryptojacking). These findings suggest
that the game-based intervention not only reduced overall incorrectness but also
produced different learning patterns in specific threat domains compared to tutorials.
The lack of significant differences in Identity Theft and Malware scenarios indicates
that both methods were equally effective in those areas. Table 5.7 demonstrates
in which attacks our game had advantage and in which attacks both materials
performed equally well.

Threat Domain Game Tutorial

Password Protection v
Ransomware
Identity Theft
Phishing
Malware
Pop-up Ads
Cryptojacking

NSNS S

Table 5.7: Comparison of Game-Based vs Tutorial Approaches Across Threat Do-
mains

Overall, the pattern of results supports the conclusion that while both instruc-
tional methods improve cybersecurity awareness, game based interventions may
yield stronger or more targeted improvements in certain categories of threats, pos-
sibly due to their interactive and engaging design.

5.5.3 Discrepancy in User Perception in Understanding

During evaluation we found out in pre-interview multiple participants claimed that
they have knowledge about the threat or they know the symptoms of the threat. But
after evaluating the post interview we found out the participant actually did not have
proper knowledge about the threat. This thing is the Dunning-Kruger effect. The
Dunnig-Krugger effect is a cognitive bias where the individuals overestimate their

own competence even though they have minimal knowledge about that specific topic
[48].

5.5.4 Qualitative Evaluation Data

From the hypothesis testing we can clearly tell the game outperformed the tutorial
in terms of effectiveness. However, many users felt the game should be a little bit
more different. We got to know this because we asked the users some questions
about what they liked and how the game could have been improved. Similarly, we
asked the questions to the tutorial readers as well.
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One of the participant from the experimental group said:

We did enjoy the game because of the interactive learning as well as the
visual of the game was very good. Also, the game taught complicated
things in a very easy way.

For what was needed for the game, one participant said:

The game could have been a little bit more fun if the music could have

been added.

Also, another participant said:

The instructions needed to be a little bit easier and could add more real-
life threats to make it better.

On the other hand, when we asked the participants from the experimental group
how the tutorial could be improved, one of them told us that:

The tutorials should have more visuals just like the game. If it could have
been learned in a more interactive way just like the game, then it would
be fun as well as informative.

This indicates the majority of the users prefer to learn from visual and interactive
things like the game. Even though there are many scopes where we could improve
our game, visualization and interactivity are key factors which make learning about
these attacks easy as well as fun. This has been fulfilled by our game (The Exiled
Prince).

5.5.5 Summary

Taken together from figure 5.7, figure 5.8, figure 5.9 and table 5.6, these results
show that both tutorial and gamification learning interventions significantly im-
proved cybersecurity awareness within groups, as measured by reductions in incor-
rect responses. The hypothesis that assumed “no difference between pre and post”
were consistently rejected for both interventions, confirming their effectiveness.
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Chapter 6

Discussion

Our thesis has been trying to answer all the research questions from the very begin-
ning. Some of the answers were found in the literature review section while some
of the answers we found after evaluating and testing our game. This chapter solely
focuses on the summarized answers to all the questions and bringing all of them in
one place.

RQ1: What is the current level of cybersecurity awareness among universi-
ty students?

From the literature review we found out the answer to the very first research question
of ours. A large number of internet users are university students. But the current
level of cybersecurity knowledge among the students is very minimal. Even a large
portion of university students still lack basic cybersecurity awareness training, even
though they are from computer science (CS) and IT/cybersecurity background.
Also in our study we have designed our pre interview questions to assess the current
existing knowledge among the students. And by the result we found out that the
existing knowledge is very low among the students. There were a total of 20 questions
in our pre interview. The questions were designed in a way to get the binary answer
and short answer. After evaluating all the pre interview questions we found out the
mean score of the participants. The mean score was 47.4375 which clearly reflects the
weak grasp on the basic fundamental cybersecurity topics like password protection,
malware,phishing, ransomware, identity theft, cryptojacking and malicious popup
ads. These findings indicate the similar things that we found out earlier from the
literature review. Findings like this demonstrate that university students actually
underestimate learning the basic cybersecurity awareness. Because of the lack of
knowledge the students are more vulnerable to these threats as they don’t have any
idea about the threats as well as they do not know how to protect themselves from
these kinds of attacks.

Another thing which we had found out through our research is, most of the partic-
ipants were using the internet for approximately 10 years. Even though using the
internet for such a long period of time the awareness to protect themselves is very
minimal. This clearly tells them they are in the online world for a long time but
due to the lack of effective resources and content their basic security knowledge has
not been improved significantly.

Considering all these things we can finally say that these similar things has also
been found out in the literature review which we have done earlier of the thesis.
Because our finding from the pre interview certainly aligned with our findings and
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also aligns with the findings which we got from the literature review. This thing
makes our findings more stronger as other authors found the same things.

RQ2: How do gamified learning methods compare to traditional methods
in engaging university students?

In our research we have focused on trying to make an easy and interactive game
to create more engagement for the university students. The existing method of
teaching such as text based methods and generic educational programs. After the
participant finished the game we took user feedback from the participant and based
on the participant feedback we found out several things which made our game more
engaging than traditional methods.

We asked all the participants after evaluation if they enjoyed our game or not.
And 100% of the participants gave us the affirmative answer. Then we asked what
things they actually liked about the game. Most of the participants said they loved
the interactive learning, as well as the scenario and visuals. Also the players got
immediate feedback in the game after each decision. Also the game connects the
narrative based story with the real life scenarios. Scenes like creating five strong
pillars as well as detecting real armor and fake armor all had different different epic
meanings.

These are all things which the participant actually felt good about the game. Be-
cause of the interactive learning mechanism, interactive scenario as well as real life
example and instant feedback every participant found the game enjoyable. And also
because of this reason they will recommend this game to other people who want to
learn the same things.

In the literature review from the early stage of the thesis we found out exactly the
same things. Our game is actually created based on the early findings of the liter-
ature review. In literature review we also found features like leaderboards, scoring,
and feedback help motivate students and provide immediate reinforcement, leading
to more effective learning and improved behavior. Also teaching the strategies by
simulating real-life cybersecurity challenges, allows students to practice skills such
as identifying phishing attempts, protecting data, and responding to cyber threats.
Furthermore, Gamified tools, such as role-playing, CTF games, and serious games,
make cybersecurity education more engaging and enjoyable using interactive sce-
narios, which helps students better retain information and apply it in real-world
scenarios.

So By all these things we can say our finding from the game evaluation clearly aligns
with the literature review which. We made our game focusing on the finding of the
literature review and eventually we found out that those things actually help to
create more engagement towards games for a student.

RQ3: What gamification strategies are effective in improving cybersecurit-
y awareness among university students?

From our study, we found out that creating a scenario based game with the real
life example was actually very effective for the student to learn about the basic
cyber security attack. As we mentioned before that students are one of the most
vulnerable groups regarding cybersecurity awareness, we had to ensure to create an
effective as well as fun and eye pleasing game for the students.

From the literature review we found out creating an interactive and engaging learn-
ing environment where students can actively participate, face challenges, and re-
ceive real-time feedback. This engagement encourages students to learn from both
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successes and failures, making the learning process more dynamic and motivating
compared to the passive nature of traditional, literature based teaching methods.
There are other gamification approaches like- RPG,CTF, Serious games, Simulation
based games; all with their own niche benefits and applications. Our findings sug-
gest that gamification offers a more dynamic, effective and enjoyable alternative to
traditional methods of education

From our game we found out the same. The beautiful visuals as well as interactive
and engaging environment of the game actually helped the students to learn about
the security threats. To assess if the participant actually learned or not we asked
the similar questions like pre-interview but with some tweak and we got the mean
score of 87.25 in the post interview for the experimental group who played the game.
This proves the effectiveness. Based on our game we tried to make the scenarios as
beautiful as we could, also we made interactive as well as real-time feed backs for
the players which made the participants engaged towards our game. Because of the
engagement they learned about the security threats which were taught inside the
game with real life examples in a very good manner. The effectiveness of the game
has been clear when we look into the score of the post interview for the participant
who played the game. Also the quiz system also made the game more interesting.
In the feedback many users said they felt challenged as well as determination to get
a good score which made them learn about the attacks in a better manner.

This finding also indicates that by creating interactive as well as engaging learning
environments where students can participate as well as get real time feedback helped
the students become more and more enraged towards the game and because of this
reason they learned about the threats which we tried to teach towards the game.
This thing also aligns with what we found from the literature review.

RQ4: What learning goals are targeted by the implementation of gamificat-
ion strategies?

Our game focused on teaching the students from non technical backgrounds about
basic cybersecurity topics and threats like password protection, identity theft, phishin-
g, malware, ransomware, malicious pop up ads and cryptojacking. Our primary goal
was to teach the students about what the attack does, how to detect it and how to
prevent it.

From the literature review we found that the primary learning goal targeted by gam-
ification strategies in cybersecurity education is enhancing users’ ability to recognize
and prevent cyber threats. Another important goal is to develop decision-making
and risk management skills. This goal also encompasses training users to under-
stand the consequences of their security choices, fostering a mindset geared towards
proactive risk mitigation. Gamification further aims to improve security behaviors
and overall cybersecurity awareness among users. In addition to awareness and
decision-making, many games target hands-on technical skills and problem-solving
abilities.

In our game we also followed the same thing. We targeted to teach the participant
about the attack. After that we targeted to teach them how the attack happens
and which signs will tell about the attack. Lastly we focused on teaching how the
users could keep themselves safe as well as protected from these kinds of attacks.
All of the scenarios were mapped to cover all these things. Also several times the
player will have the option to simply avoid the threat but in game we created the
scenario which also teaches the user what could happen if they just simply avoid it

78



without letting others know. These all concepts and ideas were found out from the
literature review during the early stage of our research.

By following all these things we got a pretty good result which is also mentioned
in the previous research question. Our post interview questions were about the
definition,identification, prevention or response based on the answer and the score
we can say they were successfully able to learn from the game. So in the game we
actually focused on creating the ability to recognize the attack, managing the risk
and the threats, teaching them the consequences upon their choice and letting other
people know about the attack so that they could keep themselves safe from these
attacks.

RQ5: What is the audience perception toward gamification?

In our study, we designed our post interview questions in such a way so that we can
get to know about the perception about the game. Even though only one group of
participants played the game we asked the perception about the game to the both
group participants. And the answers were quite similar for all of the participants.
The experimental group participant who played the game we asked them what they
would prefer learning from a game or learning from a game. All the participants
from the experimental group said they would prefer the game over the tutorial. Then
we asked them to justify why they would choose the game. The participants an-
swered that they would prefer interactive learning rather than traditional methods.
Because traditional methods are time consuming as well as boring. And most of
the participants said they face problems in focusing while learning from a material.
On the other hand, as the game is interactive based and scenario based they can
learn the same topics from the game rather than wasting their time by reading the
traditional methods. Because gamification can be fun as well as helpful to learn a
thing, especially complex cybersecurity threats.

After that we asked the same question to the control group participant as well. Out
of 20 participants, 16 participants said they would prefer the game over the tutorial
which they just finished reading. When we asked what is the reason behind their
choice? Most of the answers were quite similar to the participant of the control
group. They said learning from a tutorial is boring. But if the same things could
be learned from a story based or any kind of game then that would be very fun as
well as educational. That’s why they prefer games over tutorials.

From the literature review we also found out the same things which we found out
from our study. So in summary we can say 36 participants out 40 of our study
felt they would learn better and would recommend a game to learn these kinds of
security threats. Which clearly indicates a positive perception towards the game.
RQ6: What is the perceived usability of the game among the audience
and how does this influence their willingness to complete the security
awareness training?

The post-game interviews revealed that the game was perceived very positively by
participants. Almost all participants reported that they enjoyed playing the game ,
and every participant indicated that they would recommend it to others who want
to learn about online safety . When asked about the most appreciated features, par-
ticipants frequently mentioned storytelling and narrative-driven learning , followed
by visualization and graphics, interactive engagement, and the ability to deliver
information in an accessible way. These findings suggest that the usability of the
game was strongly linked to its ability to combine educational content with engaging

79



delivery methods.

Despite the high overall satisfaction, participants also identified areas for improvemen-
t . The most common suggestion was the need for clearer and more structured
instructions , followed by the addition of sound or music , more detailed scenarios
and content expansion , and simplifying or shortening certain chapters. Impor-
tantly, when asked to compare game-based learning to tutorials, the overwhelming
majority stated a preference for the game. The reasons cited included better mem-
ory retention, higher engagement, and reduced boredom compared to reading-based
tutorials. Together, these findings indicate that the game was not only usable and
enjoyable but also encouraged greater willingness to engage with cybersecurity train-
ing compared to traditional methods. Table 6.1 is the breakdown of our finding for
this research question.

Question (Game Main Findings
Group, n=20)

Did you enjoy our Majority said Yes (~95%).

game?

Things liked about the ~Storytelling/Narrative (40%), Visu-

game als/Graphics (30%), Interactive Learning
(25%), Informative Content (20%).

Things to improve Clearer  instructions (25%), Add

sound/music (15%), More detail/scenarios
(15%), Shorter/simplified chapters (10%).

Would you recom- All responses said Yes (100%).
mend?

Preference (Game vs Strong preference for Game (~85%): mem-
Tutorial) ory retention, fun, engaging.

Table 6.1: Main findings from the Game Group (n=20)

RQT7: How likely are the audience to apply the knowledge and strategies
learned from the game in their personal and academic digital lives?

The interview data also provides evidence that participants are likely to apply the
knowledge gained from the game in their personal and academic digital lives. Among
tutorial participants, a large majority explicitly expressed a preference for game-
based learning, often criticizing tutorials as boring, lengthy, and difficult to remem-
ber. Many stated that interactive and practical learning through a game would
make it easier to recall and apply cybersecurity knowledge in practice. For instance,
one participant noted:

“After reading something most of the things we can’t remember. So in-
game, if we do it practically, it would be better.”

Such statements emphasize the perceived gap between passive reading and active,
memorable learning. For the game group, participants frequently highlighted that
they retained knowledge more effectively due to the use of scenarios and stories.
Several explained that they would be able to apply these lessons to avoid phishing,
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scams, or weak password practices in their daily lives. When results from both
groups are combined, about 80% of participants indicated that game-based learning
was easier to remember and more likely to translate into real-world behavior change.
This strongly suggests that the game can not only improve immediate usability and
enjoyment but also increase the likelihood of long-term impact in fostering safer
digital practices among learners. Table 6.2 demonstrates the preferences of the
participants.

Group Preference / Reflection
Tutorial Group ~75% would prefer Game over tutorial, citing interac-
(n=20) tivity, better memory, and practical learning.

Game Group (n=20)  Majority (~80-90%) noted improved recall via stories
and scenarios; believed lessons would apply to real life.

Combined (n=40) ~80% agreed that game-based learning is easier to
remember and more likely to influence real behavior
(phishing, scams, password safety, etc.).

Table 6.2: Participants’ preferences and reflections on game-based vs. tutorial learn-
ing.
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Chapter 7

Conclusion

To conclude, Cybersecurity threats have become a major concerning issue in recent
years. It is evolving day by day. And students are very much vulnerable to these
kinds of cyber threats as a large number of internet users are the students. But
traditional methods could not grab the attention of this younger group of people
that’s why they remained vulnerable to the security threats.

Our research successfully demonstrated that a gamified solution is better even
though the demography is different. In our research we developed a visual novel
game called "The Exiled Prince” which integrates the real world cyber threats in an
interacting scenario based fun game. We tried to develop the game by fulfilling the
necessary criteria of constructive learning mechanism and the octalysis framework.
So that, we could make a better user friendly game.

In our research we found out that the existing traditional education methods fail to
capture the attention of the young learners for the most of the time. Because of this
reason this group of people remain vulnerable to different kind of cyber threats.

Our research tried to fulfill that gap. We have conducted a study on two groups
which are 1.Control group and 2. Experimental group. The control group studied
the reading material and the experimental group got to interact with the game.
There were a total of 40 students of non-technical background who participated
in our study and each group had the equal number of participants to ensure fair
assessment. To play our game there is no need for heavy resources. It is just a
simple visual novel game. While this study focused on non-CS university students,
The Exiled Prince can also be used as a teachable for any non-technical individual
wanting to increase their cybersecurity awareness.

Our user study showed a tremendous improvement than the traditional reading
methods. The user study was also conducted by two different interviews to assess
the knowledge properly. This work contributes to HCI and educational tools by
providing a scalable as well as easy. Our game not only educates the student but
also it promotes the gamified learning approach in Bangladesh. As digital threats
are evolving day by day this kind of method has become very much necessary.
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7.1 Limitations

Even though our study showed a promising result the number of participants were
relatively low. We take evaluation from a total of 40 students. Because of time
limitations we could not extend the number of participants in our evaluation process.
Also we failed to add any kind of animations as well as music in our game. Also the
study was conducted over a short period of time. Long term retention of knowledge
was not measured. Because of this reason we can not tell if the method is effective
in the long run or not.

Also because of the time limitation we could only compare our game with the text
based methods. There are other methods which also need to be compared in the
long run.

Also because of the limited resources the game visualization could not be improved.
As all the characters and background images were generated via image generator
using prompt for free we actually could not generate more than 2 or 3 three reactions
per character. If we could hire an artist then the visualization could have been better.

7.2 Future work

As many participants demanded music could make the game better we will add
music as well as animations in the future. Also we will try to assess our game in
long term retention. We will try to make the game in multiple languages so that
users who do not have proficiency in English can also play.

In the future, the game can be extended and tested for a larger group beyond
university students. While the current study primarily targeted non-CS university
students, the nature of The Exiled Prince’s design enables it to be played by any
non-professional or non-CS student. Future research can target making the content
finer, language easier, and difficulty levels easier for individuals of varying ages, pro-
fessions, and educations so that the game can reach and be popular beyond academic
communities and support across the country towards cybersecurity awareness.
Furthermore, we will conduct the assessment on a large scale in the future. We will
continuously try to update the game with new attacks or we will update the same
attack with different scenarios.

To conclude, we will try to make the Ul as smooth as possible and will also try to
add different kinds of feedback other than the text based feedback. Also we will try
to integrate the game into different kinds of workshops for university students.
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Appendix
Informed Consent Form For the Control Group

Identification of Researchers: This research is being supervised by Dr. Farida
Chowdhury. We are affiliated with BRAC University.

Purpose of the Study: The purpose of this study is to develop and evaluate a visual
novel game designed to enhance cybersecurity awareness and knowledge among uni-
versity students in Bangladesh which encourage better understanding and adoption
of safe online practices.

Request for Participation: We invite you to take part in an evaluation related to
our study on gamified cybersecurity awareness for university students in Bangladesh.
Your participation is completely voluntary, and choosing not to participate will not
result in any penalties or negative consequences. You are free to stop participating
at any time or skip any questions you prefer not to answer. You may also request
to withdraw your data at the end of the study by informing the research team.
Exclusions: You must be at least 18 years of age to participate in this study.
Description of Research Method: This study involves participating in a short eval-
uation process, which will take approximately one to two hours to complete. First,
you will be asked a few questions to assess your current security knowledge. Then,
you will read a tutorial on security concepts, prepared from existing text-based
learning materials. A printed copy of the tutorial will be provided to you. After
completely reading the tutorial, you will be asked some questions again to measure
if there is any change in your knowledge. At the end of the session, you will have an
opportunity to ask any questions. With your permission, we will audio record the
conversation for research purposes.

Privacy: All the stored information will be anonymous. We will not record your
name or any information that could be used to identify you from any other partic-
ipant. At the end of the evaluation, your data will be stored and indistinguishable
from any other participants.

Explanation of Risks: There are no risks to you personally to give this evaluation.
Explanation of Benefits: You will be able to know more about the impact of technol-
ogy on the society/your profession/your community after taking part in this study.
Compensation: If this is a financially compensated study, you will receive 300 Tk,
based on the nature of your participation.

Questions: If you have any questions about this study, please contact Dr. Farida
Chowdhury at farida.chowdhury@bracu.ac.bd.

If you would like to participate, please sign a copy of this letter and return it to me.
The other copy is for you to keep.

I have read this letter and agree to participate.
Signature:
Printed Name:
Date:

Person Obtaining Consent:
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Screening Questions
1. Do you know how to check if a website’s connection is secure?

2. Have you ever helped someone remove a virus from their computer
or device?

3. Have you ever attended a seminar or session on cybersecurity or
security usability?

Demographic Questions
1. Gender: o Male o Female o Other
Age: o0 1820 o 21-23 o 24-26 o >26

Which semester are you currently in?

Which department are you studying in?

How many years have you been using the Internet?

. Do you play games? o Yes o No

If yes, what type of games do you usually play?

© N e v oA W N

. Have you ever played a learning-based game before? o Yes o No
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