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Abstract

Artificial Intelligence (AI) generative technologies such as DALL-E 3, DALL-E 4,
Stable Diffusion, MidJourney, and Generative Adversarial Networks are develop-
ing quickly, making it more difficult to distinguish between real, synthetic, and
Al-generated (AIG) images. As these technologies progress, traditional detection
methods and datasets have become outdated, leading to poor detection accuracy
and inference time, particularly for video content. Our research introduces an effi-
cient pipeline for real-time video analysis (RTVAS) to overcome these issues in an
Al-generated content detection (AIG-CD) system. We created our own dataset with
the help of newly developed generative models for robust training. Our multi-stage
processing pipeline includes preloading the detection model (SAAT-ResNet50-3BD)
at startup, real-time frame capture, adaptive preprocessing methods to speed up
inference time, and face detection to focus on relevant regions. Our proposed model
uses pre trained weight and includes enhanced feature extraction, attention mecha-
nism to find any artifacts and irregularities with proper regularization techniques to
prevent overfitting that distinguishes between Al-generated (AIG), synthetic media
(SM) photos altered by real people. The classification decision is obtained by com-
bining each frame’s frequency and statistical average forecasts. As a scalable and
effective detection system, our proposed model outperforms Xception (93.6%), Ef-
ficientNetV2 (96.5%), MobileNetV3 (94.3%), and VGG16 (65.9%) models in terms
of performance matrices. With a detection accuracy of 98.5%, our proposed model
offers a superior balance between detection accuracy and compute efficiency, making
it highly suitable for practical applications in media forensics, content regulation,
and deepfake detection in video frames (VDF).

Keywords: SAAT-ResNet50-3BD, AIG-CD, synthetic media detection (SMD),
deepfake detection, transfer learning, real-time video analysis (RTVAS), inference

optimization, ResNet50, media forensics, content moderation,VDF, Synthetic Im-
age(SI).
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Chapter 1

Introduction

1.1 Thoughts behind the Model

The rapid adoption of artificial intelligence (AI) across various industries has un-
doubtedly enhanced efficiency and convenience in many aspects of real life. However,
this widespread implementation also introduces significant risks, particularly with
the rise of deepfakes. These Al-generated manipulations—whether in the form of
images or videos—can convincingly mimic real content and, in doing so, threaten
the integrity and security of global information. Deepfakes pose a serious challenge
as they have the potential to damage reputations, erode public trust, and distort
reality.

A prominent example of this occurred in early 2024, an employee of the UK engi-
neering firm was deceived into transferring $25 million after participating in a video
call with what appeared to be senior management [26]. It was later revealed that
the employee had been interacting with Al-generated deepfakes that underscore the
sophisticated methods that cyber-criminals are employing to exploit this technology.
This highlights just how powerful and dangerous deepfake can be in influencing opin-
ions and undermining trust. To address these concerns, real-time detection systems
are becoming essential in safeguarding the authenticity of visual content, preventing
the rapid spread of misinformation, and maintaining security on digital platforms.

Our research explores the effectiveness of various Convolutional Neural Network
(CNN) models—such as ResNet50, Xception, EfficientNetV2B0, VGG16, and Mo-
bileNetV3small—in detecting Al-generated falsifications. We have assessed these
models against other widely used CNN architectures and existing studies. Specifi-
cally, we found that ResNet50, when paired with 3 layer enhancement with unique
preprocessing techniques, outperformed the other models in both performance and
inference time. Despite Xception’s reputation for efficiency through depth-wise sep-
arable convolutions [1], ResNet50 demonstrated superior results in our tests.

As AT generative models continue to improve, they make it easier to produce increas-
ingly sophisticated deepfakes that lead to a rise in abuse across public platforms.
To combat this, current generative models are focusing on real-time deepfake detec-
tion which aim to prevent the rapid distribution of fake content across the internet.
Real-time detection systems are crucial for enabling immediate action to protect or-



ganizational information and shield individuals from the harmful effects of deepfake
content.

Considerable progress has been made in the field of Al-generated image detection.
For instance, MesoNet [2] represents a compact and effective deepfake detection
architecture, while FaceForensics++ [7] provided valuable datasets for evaluating
various detection techniques. Further advancements in detection methods have been
contributed by studies like [10] and [9], pushing the boundaries of real-time detection
accuracy. Despite these developments, achieving both high accuracy and real-time
performance remains a challenging task.

Our research aims to address this gap by utilizing ResNet50 as a base model, tak-
ing advantage of its balance performance and computational cost. We integrate
three block of additional layers to create a solution that not only delivers high accu-
racy but also meets the real-time performance requirements necessary for practical
application.

1.2 Al Generate[AIG], Synthetic or Real Human
Face?

Synthetic Tmage 1 Discrepancies In the image 1.1,1.2,1.3,1.4

Real Image 2 AI generated Image [AIG] 3

Figure 1.1: Comparison Between AIG, Synthetic and Real Frames

Figure 1.1: Can you distinguish between real, synthetic, and Al-generated images?

Synthetic Image 1: This image is an example of synthetic image that is created
by merging different facial features from various sources, resulting in subtle but



noticeable inconsistencies. Discrepancies such as mismatched eyebrow sizes SI(1.1),
inconsistent skin tones on the forehead SI(1.2), unnatural alignment of facial features
SI(1.3), and misplaced nose structure SI(1.4) highlight the imperfections caused
by the synthetic generation process. These inconsistencies arise because synthetic
images are not captured from real-world scenes but are assembled from multiple
human sources to form a seemingly cohesive face.

Real Image 2: Unlike synthetic images, real images capture a single, naturally occur-
ring frames, maintaining coherence in facial structure, lighting, and texture. There
are no abnormalities in facial symmetry, skin tone, or placement of features along
the face as seen in the natural expression of the subjects in this image.

Al-Generated Image (AIG) 3: Al-generated images are produced by latest gen-
erative deep learning models that synthesize realistic human faces without a di-
rect real-world counterpart. These images often exhibit photorealistic quality, with
smooth textures, balanced lighting, and natural expressions. However, upon close
inspection, Al-generated images might still contain subtle artifacts, such as irregular
reflections in glasses, unnatural hair textures, over smoothness, or inconsistencies in
background elements which can be found at Al-Generated Image (AIG) 3.

1.3 Research Problem

1.3.1 The Challenge of AI-Generated Images

The increasing sophistication of Al-generated images, known as deepfakes, presents
a significant challenge to information integrity and security. Recent reports, such
as those by [33], highlight the misuse of Al-generated content in copyright infringe-
ment and malicious activities, exacerbating the urgency for robust detection meth-
ods. With the rapid advancements in generative Al technologies like DALL-E,
OpenSora, fotorai which can create highly realistic images almost instantaneously,
there is a critical need for equally advanced detection counterparts [28]. Despite
advancements in detection technologies, current research often overlooks real-time
application, which is crucial for immediate mitigation of deepfake threats. This re-
search aims to investigate these gaps and propose solutions to enhance the accuracy
and efficiency of real-time deepfake detection systems.

1.3.2 Limitations of Current Deepfake Detection Models

Current deepfake detection models often fail to achieve the necessary accuracy for
reliable real-time application. For instance, [2] introduced MesoNet, a compact
CNN designed for deepfake detection. However, its performance is hindered by
limited accuracy and poor generalization across diverse datasets. Similarly,stated
in [7] evaluated that several deepfake detection methods using the FaceForensics++



dataset struggle with high false positive and false negative rates. These shortcomings
are further explained by [10], who noted that existing models do not adequately
address the rapid evolution of deepfake technology such as handling the new features
of the newly generative deepfake contents which has created a significant gap in
detection accuracy in addition to real-time detection.

1.3.3 Gaps Between Generative Models and Current Detec-
tion Technologies

Al image generative models are capable of creating highly realistic images in real-
time are widely available in internet platform. In contrary to that, there is a signif-
icant gap in the development of corresponding real-time detection technologies.As
reported in [9], tools that can produce highly sophisticated deepfakes are spreading
quickly. In the contrary, the evolution of detection methods isn’t keeping up. This
gap between the advanced generative models and the slower progress in detection
technology could lead to a greater risk of misuse and misinformation. Furthermore,
as [3] points out, the challenge of detecting deepfakes is compounded by the current
methods’ inability to match the rapid and clever production of these fakes. This
underscores the urgent need for reliable in accuracy and real-time detection systems
that can be trusted to respond immediately.

1.3.4 Dataset Limitations in Deepfake Detection

The lack of comprehensive and up-to-date datasets for training and evaluating deep-
fake detection models is a major obstacle in developing counterpart (AIG) detection
models in recent times. As Al-generated images and videos are continuously improv-
ing, existing datasets quickly become outdated due to new generative features.As a
result, these old datasets immediately fail to represent the latest advancements in
deepfake creation techniques in newly research. Research by [8] and [12]s highlights
this issue, noting that the dynamic nature of Al image generation demands continu-
ous updates to datasets to ensure that detection technologies remain effective. This
gap hampers researchers’ ability to develop robust detection systems that can adapt
to new and emerging threats, as evidenced by the findings of [13].

1.3.5 The Need for Multiclass Classification

Existing research predominantly focuses on distinguishing real images from syn-
thetic ones which is a binary classification problem. However, Al-generated im-
ages encompass a broader range, including images created by combining different
faces (synthetic) and purely Al-generated images. Addressing this broader spec-
trum requires a multiclass classification approach, with classes for real, synthetic,
and Al-generated images. According to [18], highlighted this necessity in his re-
search, noting that while this approach adds complexity, it is crucial for achieving



accurate detection.

Given these challenges, the central question this research seeks to answer is:

How effective are advanced convolutional neural network (CNN) architectures, specif-
ically ResNet50, when combined with sophisticated preprocessing techniques, in
achieving high accuracy and real-time detection capabilities for multiclass detection
of Al-generated images?

This research aims to answer the question by exploring the effectiveness of advanced
CNN architectures, specifically ResNet50 and Xception, enhanced with sophisticated
preprocessing techniques. By employing better preprocessing techniques, such as ad-
vanced data augmentation and noise reduction, ResNet50 has shown superior perfor-
mance over other models, resulting in reduced computation time. Additionally, by
training the models with a multiclass classification approach—distinguishing real,
synthetic, and Al-generated images—our models demonstrate advanced capabilities
and improved accuracy in real-time detection scenarios.

Our study seeks to contribute to the development of more reliable and efficient real-
time deepfake detection methods by addressing the limitations of current models and
the inadequacies in existing datasets. Throughout our research, we have focused on
improving the accuracy and efficiency of deepfake detection systems in real time
that aim to provide robust solutions to the increasingly complex threat posed by
Al-generated images and videos.

1.4 Research Objectives

The core purpose of this research establishes CNN-based architectural development
to assess ResNet-50 as a base alongside Xception and a bespoke CNN system for
categorizing real images versus synthetic images and Al-generated images. The pro-
posed framework has been placed on patch(region)-based image processing methods
to develop detection accuracy and enable real-time framing in generative models.
This involves:

1. Implementing region-based preprocessing using a cascade classifier to extract
relevant image regions, combined with data augmentation to optimize model gener-
alization.



2. Training and evaluating ResNet50, Xception, EfficientNetV2B0, VGG16, and
MobileNetV3small to distinguish between real, synthetic, and Al-generated images
and videos in real time.

3. Comparing the models in terms of classification accuracy, computational effi-
ciency, and inference speed, with a primary focus on ResNet50 due to its superior
real-time performance.

4. Developing a robust deepfake detection framework, contributing to efforts in
ensuring the integrity and authenticity of visual content in the digital domain.

5. Provide a comprehensive solution to the existing research and that act as a
counterpart of our model to support the ongoing advancement of generative models
and misuse of real time deepfake.



Chapter 2

Literature Review

Deepfake technology has revolutionized image and video synthesis in a new height
with the help of employing advanced artificial intelligence (AI) techniques to create
highly realistic images and videos that are often indistinguishable from real ones.
Al-generated images(AIG) and videos that are produced through Generative Ad-
versarial Networks (GANs) like StyleGAN and other latest [AIG] models, represent
a significant leap in the ability to produce deepfake content. These images are
generated by training neural networks to mimic the characteristics of real images
that leads to visually convincing and difficult to differentiate from authentic media,
stated in [4]. Genrative image model like DALL-E, fotorai, HixAi and Open-Sora
are precisely trained with a large dataset on the CLIP model can produce highly
accurate and detailed content that further complicate the detection and verification
of such Al-generated images.

Having a reliable model to detect advanced Al-generated images is more important
than ever. As these technologies continue to evolve, they bring serious challenges to
information integrity and security. Without proper detection in real-time, they could
be misused to spread misleading or even harmful content. That’s why developing
effective detection methods is important to help and protect against these risks and
ensure trust in digital content.

Synthetic images are any images created using computer algorithms, where different
facial features are sourced and combined to form a complete face. This process, often
recognized as deepfake that has become increasingly complex with advancements in
artificial intelligence [12]. They are widely used in areas like computer graphics,
virtual reality, and video games. Traditional synthetic images are designed through
explicit programming, while deepfakes rely on machine learning to automatically
generate content that looks incredibly realistic. This automated process makes de-
tecting and verifying authenticity much more challenging [6].

Since Al-generated images are often highly realistic, people can easily mistake them
for real ones. This growing confusion highlights the need for advanced detection
models that can accurately differentiate between real, Al-generated, and tradition-
ally synthetic images and videos in real-time. In our research, we tackle this issue
by using a multiclass classification approach with ResNet50 as a base model. This
method helps us categorize images into different classes more effectively, making our



detection system more reliable and robust.

2.1 Related Works

Deepfakes’ technology has developed significantly.Initially, most artifical pictures
and videos were first created by hand; users would physically edit images in Photo-
Shop. Early fakes were easier to spot since they sometimes featured clear defects
such as strange facial distortions, weird lighting, or absent elements. But the appli-
cation of Al-powered technologies like Generative Adversarial Networks (GANSs) has
entirely overturned the game.Deepfakes have developed beyond simple goofy filters
or stylized images; they are now almost exactly like genuine footage.Technologies
like DALL-E, StyleGAN, and OpenSora can create incredibly lifelike pictures and
videos, raising synthetic media to new heights. This level of realism makes tradi-
tional detection methods almost useless, forcing researchers to come up with smarter
ways to spot Al-generated content. Since we have moved from manual editing to
fully automated generation, detecting deepfakes has become more challenging than
ever. That’s why the development of advanced detection systems is more important
now than ever before.

Detection in real-time: A Comparative Analysis so provides detailed compar-
isons of various detection approaches, with a focus on static photo deep fakes. The
study lacks a focus on real-time video analysis, especially in high-resolution sit-
uations where generative models like DALLE-3 and 4 can produce dynamic and
complicated content. Our research bridges this gap by focusing on real-time video
detection and implementing a more effective and helpful way for deployment on
sophisticated models for detection.

Deepfake Detection by Exploiting Surface Anomalies: Stated in [20] stated
a technique to detect deepfakes by identifying anomalies in the surface textures
of the human face. This method is excellent for detecting photos but fails with
videos when deepfake discrepancies extend beyond superficial elements and involve
complex motion abnormalities and temporal anomalies.A study published in [23]
stated that, this not enough to look for surface anomalies in deepfake videos; they
often have subtle flaws that can only be found by looking at several frames over
time. Additionally, research in IEEE Transactions on Information Forensics and
Security [11] emphasizes that deepfake videos can introduce inconsistencies between
frames, such as unsmooth lip movements, which are not readily apparent in a single
frame. To monitor changes between frames and identify abnormalities in real-time,
our study expands on this idea by integrating temporal feature extraction. By
extending detection to encompass whole video analysis rather than only surface
anomalies, our methodology provides a more robust and dependable solution for
recognizing advanced deepfakes in video frames.

Real word challenges and controll settings environment: Another research
stated in [17] investigates the potential of deep learning to improve the detection
of deepfakes. Although deep learning models exhibit significant accuracy in con-
trolled settings, they frequently encounter difficulties when used in real-world, high-
resolution, and dynamic contexts. Omne big problem is that there is a trade-off



between accuracy and computational . This is because high-performing models
often need a lot of processing power, which makes real-time recognition difficult.
By refining the model architecture and integrating preprocessing methods like face
identification and grayscale conversion, our study tackles this problem. These en-
hancements reduce processing duration while maintaining precision, rendering our
approach not only quicker but also more effective in identifying deepfakes in practical
contexts.

Theoretical vs Practical Solution: Another work on ”Deepfake Video Detec-
tion, Challenges and Opportunities” [29] ;provides a comprehensive survey of deep-
fake video detection. The solution remains mostly theoretical and does not offer a
practical solution for video deepfakes. Our work is distinct in its practical approach
and has been implemented and practically examined in an efficient model that can
detect both in real-time with effective accuracy.

Enhancing Practicality and Efficiency of Deepfake Detection [24] discusses the im-
portance of efficiency in detection systems, yet many of the proposed solutions still
rely on heavy computational resources that are not suitable for deployment in real-
time environments. Our research offers an optimized, lightweight model capable of
real-time video detection while maintaining high accuracy, ensuring practicality in
real-world applications .

Identity Specific Manipulation: In Anticipation of Perfect Deepfake: Identity-
Anchored Detection [34] emphasizes identity-based detection strategies, but it fo-
cuses on identifying specific individuals in manipulated content. This approach,
while useful, does not generalize well to deepfakes where identity manipulation is
less apparent. Our approach broadens the scope by focusing on both general and
identity-specific manipulations, ensuring better performance across various deepfake
scenarios.

Adressing ongoing technologies and provide faster solution : The Tug-of-
War Between Deepfake Generation and Detection [31] explores the ongoing arms
race between generation and detection technologies, highlighting the difficulty in
staying ahead of new generative techniques. However, the proposed solutions are
still reactive, often addressing deepfakes only after they have been generated. Our
work takes a more proactive approach by continually adapting to new generative
models, ensuring

Emerging Trends and Future Directions [15] discusses the latest advancements in
deepfake detection, focusing on emerging trends and the future trajectory of de-
tection methods. This paper highlights the increasing complexity of deepfakes as
generative models improve, stressing the need for more robust and adaptive de-
tection techniques that can evolve with these advancements. While many existing
systems [27] focus on static detection, particularly for images and faces, they strug-
gle with dynamic and high-resolution video manipulations, especially in real-time
applications.Our research directly addresses this issue by improving detection ac-
curacy through the use of advanced temporal feature extraction and multi frame
analysis, which helps capture more nuanced manipulation patterns in videos. Un-
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like previous works that are limited to face detection, our approach extends to the
detection of deepfakes across the entire video, considering both spatial and tem-
poral inconsistencies. Moreover, our model is designed to be efficient for real-time
applications, offering a solution that is both scalable and adaptable to various video
formats and resolutions. By incorporating cutting-edge Al techniques and refining
them for practical use, our research aims to push the boundaries of deepfake detec-
tion and stay ahead of emerging threats, ensuring a solution that evolves alongside
new advancements in generative models.

Most current research on deepfake detection tends to focus on detecting facial alter-
ations or surface-level anomalies that it often falls short when it comes to real-time
video deepfakes. Our research aims to bridge this gap by expanding the scope to
include full-video analysis and incorporating temporal feature extraction. In our
research, this approach allows us to capture subtle manipulation patterns that span
multiple frames which make the detection more accurate. We also fine-tuned our
model for real-time detection without sacrificing accuracy, ensuring it’s ready for
practical use that has been explained in figure 5.2. Unlike traditional methods that
focus on static images, our approach adapts to the ever-evolving techniques used to
create deepfakes that offers a more reliable, scalable, and future-proof solution.
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Chapter 3

Data Curation and Input

In the rapidly evolving field of deepfake technology, the effectiveness of detection
models hinges crucially on the quality and relevance of their training data. We en-
countered significant challenges in locating publicly available datasets that combine
frames of both real and Al-generated synthetic human faces. To overcome this,
we developed a strategy that integrates three distinct sources: real faces from the
Real-or-Fake Dataset [35], synthetic images custom made from ThisPersonDoesNo-
tExist.com, and our custom-created Al face dataset using latest generative models
that we have named the SAAT Dataset. This handmade dataset is particularly
tailored to generate Al-driven human faces, filling a critical gap created by the un-
availability of datasets that meet the specific needs of our research. The necessity
of this approach arises not only from the lack of suitable existing data but also from
our unique requirements for data uniqueness, freshness, and specificity in deepfake
detection.

3.1 Goals and Strategy for Data Assembly

In assembling the SAAT Dataset, we set clear objectives focused on relevance and
adaptability to keep pace with evolving deepfake technology. Our strategy involved
selecting data sources that provide the latest and most sophisticated Al-generated
content. By using cutting-edge AI models like DALL-E 3-4, fotorai and Opensora,
we ensured our dataset includes a wide variety of the newest deepfake data that
includes newest anomalies. This strategic approach not only enriches the dataset
with challenging content but also allows it to adapt quickly as new deepfake methods
are changing rapidly.

12



AlG Images Real Images Synthetic Images

Figure 3.1: Sample Data of Ai Generated, Real and Syhthetic Images

3.2 Building the Dataset and the importance of
Tailor-Made Dataset in our research

Customization for Accuracy: The SAAT Dataset is custom-built to meet the
specific demands of our deepfake localization technology. This bespoke nature en-
sures that the dataset directly supports the unique analytical needs of our model
which helped us to ensure get less inference time balancing with accuracy.

Ensuring Quality and Variety: We maintain rigorous standards in both the
quality and diversity of the images in our dataset. High-quality data is crucial for
the model to effectively learn and adapt, while a diverse array of images ensures
that the model is resilient and capable of handling various real-world scenarios.

Recent studies have highlighted the critical role of diverse and high-quality updated
datasets in enhancing deepfake detection that is especially important for image-
based manipulations. For example, the DeepFake Detection Challenge (DFDC)
Dataset [5] introduced in 2020, offers a large-scale collection of over 100,000 videos
with face swapping, providing a substantial resource for developing and evaluating
detection methods.

Similarly, the DeepfakeBench benchmark, presented by Yan et al. (2023) [22] inte-
grates nine deepfake datasets and 15 state-of-the-art detection methods that offers
a comprehensive platform for evaluating and comparing deepfake detection tech-
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niques.

These resources underscore the importance of utilizing extensive and varied datasets
to train robust deep-fake detectors capable of handling a wide range of manipula-
tions.

DALL-E 34

11.1% OpenSora

Fotorai
5% Synthetic Images
33.4% 2500

Real Images
171% 2500

Al generted Images.
2500

Real Images
Synthetic Images
0 500 1000 1500 2000 2500

33.4%

Figure 3.2: Number of Samples and distribution per Class in Dataset

The variety and balance of data in our dataset are essential for training the model
that we are targeting. We’ve included three types of images that poses three separate
class : 2500 manually created Al-generated images through latest generative models,
2500 handcrafted synthetic images, and 2500 real images from a publicly stated
dataset. The reason for having more real images is that they contain natural, unique
features that the model can learn from during training. These real-world details help
the model understand patterns more accurately. By comparing the real images with
Al-generated and synthetic ones, the model gains a better ability to distinguish
between them that eventually lead to more reliable predictions when generating the
final results.
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3.3 Keeping the Dataset Current

As deepfake generation techniques become increasingly sophisticated, they present
new challenges that our detection models must be able to identify and counter.
Regularly introducing the latest examples of Al-generated images into the dataset
ensures that our model continually learns from the most advanced manipulations,
maintaining high accuracy in detection. This process is crucial as it adapts our
model to recognize and react to the evolving complexity of deepfake features.

Moreover, the real-world application of deepfake detection demands that our dataset
mirrors the current landscape of digital content. By updating the dataset to reflect
contemporary deepfake scenarios, we ensure that the training environment for our
model remains relevant and closely aligned with real-world challenges. This align-
ment is vital for the model’s ability to generalize its learning to actual situations it
will encounter outside the training set.

Furthermore, removing older data that no longer represents the newer and updated
anomalies of deepfake technology helps to streamline the training process. It en-
sures that our model does not waste resources learning from or retaining outdated
characteristics that are no longer prevalent in new deepfakes. As well , as it does not
make the parameter count unnecessarily larger which help us reducing the inference
time when detecting deepfakes in real time from live videos. This not only enhances
the efficiency of the model but also prevents overfitting to historical patterns that
may diminish its effectiveness against current threats.

By continuously updating the SAAT Dataset, we enhance the robustness and scala-
bility of our detection model, preparing it to function effectively across diverse plat-
forms and scenarios. This ongoing process of dataset curation is not just a technical
requirement but a strategic imperative that significantly influences the detection
model’s operational success and longevity. Keeping the dataset current ensures that
our technology remains at the forefront of the fight against digital deceit, equipped
to tackle new challenges as they arise.

3.4 Data Pre-Processing

Preprocessing ensures that the input data is in the optimal form for training the
ResNetb0-based SAAT model. By augmenting the dataset and standardizing the
inputs, the model can learn more effectively, leading to improved detection of real,
synthetic, and Al-generated images. This rigorous approach to data preprocessing
is fundamental to achieving high performance and reliability in real-time deepfake
detection.

3.4.1 Resize Image to (224, 224):

All input images are resized to 224x224 pixels, the default input size required by
ResNet50. This uniform size ensures consistency across the dataset and facilitates
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efficient processing by the convolutional layers.This approach particularly saves time
in training which makes the model efficient in memory management.

The resizing operation for input images is defined as:
I' =R(1,224,224) (1)
where:
e [ is the original input image.

e R represents the resizing function ( bilinear, bi-cubic, or nearest-neighbor
interpolation).

e [’ is the resized image with dimensions (224 x 224).

Alternatively, using a scaling transformation:

24 X
[,:R(I):IX |:160 %:| M y (2)
W 1

where H, and W, are the original height and width of I, respectively.

3.4.2 Pixel value Rescaling:

After that, pixel values are rescaled from the range [0, 255] to [0, 1]. This normaliza-
tion step improves the numerical stability of our model during training by reducing
the variance in pixel values which is also a part of making the model efficient.

where:
e [ is the original image with pixel values in the range [0, 255].

e [’ is the rescaled image with normalized pixel values in the range [0, 1].

3.4.3 Convert Image from RGB to BGR:

ResNet50 is pre-trained on the ImageNet dataset, which uses the BGR color space.
Converting images from RGB to BGR aligns with the pre-trained model expecta-
tions, ensuring compatibility and enhancing feature extraction.

I'=1-P (4)

where:
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e [ is the input image in RGB format.

e P is the permutation matrix:

pP=

_ o O
S = O

1
0 (4.1)
0

e [’ is the transformed image in BGR format.

3.4.4 Width, Height,and Shear Shift (Max 20 % Shift):

Geometric transformations, including translations and shear shifts, are applied to
the images with a maximum shift of 20 %. These transformations increase the
diversity of the dataset by creating variations that mimic natural distortions and
movements in real-world scenarios.

The transformation matrix is defined as:

1 A t, T
T=1{\ 1 t, Yy (5)
0 0 1 1

where:

o )\, Ay ~ U(—0.2,0.2) are shear factors sampled from a uniform distribution in
the range [—20%, +20%).

o t, =alW,t, = BH are translations, where o, § ~ U(—0.2,0.2).
e W and H are the original width and height of the image.

The transformed image coordinates (', y’) are obtained by applying T to the original
coordinates (z,y):

(5.1)

—_ < 8
Il
~
Ny

3.4.5 Canvas Filling:

Fill the Empty Part of the Canvas by Sampling the Nearest Pixel, when geometric
transformations result in empty regions in the image, these regions are filled by
sampling the nearest pixel values. This maintains the integrity of the image and
prevents artifacts that could confuse the model during training.

When geometric transformations create empty regions, the missing pixels are filled
by sampling the nearest valid pixel value:
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I'(z,y) =I1(2,y"), where (2,¢)= arg(m%nQ (2 —u,y — )| (6)
u,v)e
where:
o ['(z,y) is the filled pixel value at (x,y).

e [(2',1y) is the nearest valid pixel value from the original image.

e (2/,y') is chosen as the closest point in the valid pixel set €2, minimizing the
Euclidean distance.

3.4.6 Random Horizontal Flip:

Images are randomly flipped horizontally. This augmentation technique simulates
real-world variations and helps the model become invariant to horizontal orientation
changes, thereby improving generalization.

A horizontal flip transformation is applied with probability p:

Ia,y) = I(W —z,y), if flip occurs (7)
’ I(z,y), otherwise

where:
e ['(x,y) is the transformed image.
o [(W — z,y) flips the pixel horizontally.

e W is the image width.

3.4.7 Zoom Between -20% to 20%:

Random zooming within the range of -20% to +20% is applied to the images. This
augmentation helps the model learn to recognize objects at different scales, enhanc-
ing its robustness to variations in object size and distance.

A random zoom transformation within the range [—20%, +20%] is applied:

I'x,y) =1 (f, Q) , s~ U(0.8,1.2) (8)
s’ s
where:

e ['(z,y) is the zoomed image.

e sis the randomly sampled scaling factor from a uniform distribution U(0.8,1.2).

e [(x/s,y/s) performs the scaling operation.
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3.4.8 Convert Labels to One-Hot Encoding (Categorical):

Labels are converted to one-hot encoded vectors, which represent the class labels
(real, synthetic, Al-generated) in a format suitable for categorical cross-entropy loss.
This encoding allows the model to output probabilities for each class, facilitating
multi-class classification.

Each label y is converted into a one-hot encoded vector:

1, ifi=k
yi:{ (9)

0, otherwise

where:
e y; is the one-hot encoded vector.
e k is the class index of the label.

e i represents the class categories (real, synthetic, Al-generated).
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3.5 Color Conversion and Transformation appli-
cation visualization

Visualizating Color Conversion and Pre Processing: Each applied technique
on each images can be picturized through this image.

Class: synihetic Class: real Class: ai generated Ciass: real

Clnss: ai_generated Class: rea: Class: real

W |
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Figure 3.3: Comparison of picture after transformation and color conversion
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Chapter 4

Methodology

A critical aspect of our study lies in how images can assist in identifying irregu-
larities within videos while simultaneously reducing inference time when detecting
abnormalities. Our unique approach identifies the fact that videos are composed of
multiple frames, with the integration of these frames forming the video itself. By
extracting individual frames from videos, our algorithm performs a detailed analysis
of each frame, identifying abnormalities. These analyzed frames are then combined,
and the integrated data is used to generate the final result. This methodology al-
lowed us to overcome the challenge of accessing direct video datasets and provided
a novel means of analyzing video content for our research.

The process of creating the dataset begins with collecting a diverse range of images
that include real, synthetic, and Al-generated content. This dataset is categorized
into three groups: Real Images, Fake Images, and Synthetic Images. The real images
are sourced from a publicly available dataset [14] named as "Real vs Fake Faces”
dataset. The fake images are manually created using generative deep model, while
the synthetic images are generated using a publicly sourced generative model [16].
A key point of our approach is combining real images with these manually made
Al-generated and synthetic images that allowed our proposed model to detect and
analyze strong Al-generated content effectively. These images are then pre-processed
and trained in our model to enhance its ability to identify irregularities.

The methodology for this study employs a structured approach to detect real, syn-
thetic, and Al-generated images using advanced transfer learning techniques com-
bined with sophisticated preprocessing methods. Along with the model, one golden
rule to highlight, our dataset is processed with a technique which divided the data to
60 percent training data, 20 percent validation and 20 percent test data. Finally, as
described at 3.4, the process encompasses several stages, from data input to the final
classification decision. This methodology provides a robust framework for training
and evaluating the model, ensuring accuracy and reliability in the results.
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4.1 Execution Plan

Pre-Processing Steps

Base Model Specific Steps

Input Data Rotational Shift | Labelling Data

Width And Height Shift
Output Shape (None,224,224.3) Random Sheer Categorical Labelling

Random Zoom

Harizontal Flip
Nearest Fill Mode

i

Splitting Data

Train Set (60%)

Validation Set (20%)
Test Set (20%)
. Walidation Set
Train Sel Fine Tune
Test Set
Building SAAT Model «
v 1

Resize And Reshape ’—b‘ Classification '—) Softmax

Real

L L

Synthetic J l Al Generated

A

Figure 4.1: Execution plan and Data Training with Decision
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Chapter 5

Model Implementation and
Architecture

5.1 Implementation of Model

This section demonstrates our approach to developing a real-time model capable
of detecting Al-generated, real, and synthetic frames in images and videos. We
explored several advanced convolutional neural network (CNN) architectures, in-
cluding ResNeth0, Xception, EfficientNetV2B0, VGG16, and MobileNetV3-Small.
After conducting extensive research and comparison, we decided to use ResNet50 as
our base model. ResNet50 was chosen because of its optimal balance between detec-
tion performance, speed, and accuracy when processing video frames. Additionally,
we have made modifications to the base model to further enhance its accuracy and
reduce inference time, aligning with the goals of our research.

Our model leverages a pre-trained CNN (ResNet50) as a base layer to extract high-
level spatial features from input images of shape (224,224,3). These features are then
refined through a deep feature refinement block consisting of a 3x3 convolutional
layer with ReLU activation, batch normalization, and spatial dropout to enhance
robustness. An attention mechanism further improves feature selection by applying
a 1x1 convolution, element-wise multiplication, and global average pooling, ensuring
that the most relevant information is retained. The classifier head, designed with
regularization techniques such as dropout (30% and 20%) and batch normalization,
processes the refined features through two dense layers to improve generalization and
stability. Finally, the output layer predicts one of three categories—AlI-generated,
real, or synthetic.

What makes this model unique is its integration of an attention mechanism to
emphasize crucial spatial features, combined with a highly regularized classifier head
that ensures efficient real-time performance while maintaining accuracy.

The primary function of the SAAT architecture is to determine whether video frames

are Al-generated, real, or synthetic by analyzing human faces in the video. This
ability is crucial for identifying and countering deepfake videos.
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5.2 Model Architecture

Our proposed model architecture is illustrated in the image below.

Input Layer

Qutput Shape (None, 224 224 3)

l

Base Layer

Input Shape (Mone, 224,224 3)

Qutput Shape (None,7,7,576)

Deep Feature Refinement Block

| Cl:lrll\Qd 1

| Spatial Dropout 2D

Filter Size: 3x3

—)I Batch Normalization '— Rate: 30%
Activation Function: ReLu L J

Rate: 30%
Output Shape (None,7,7,256)

Attention Mechanism

Conv2d (3x3) Multiplication
Global Average Pooling 2D
Filter Size: 1x1 Input Shape (Mone,7,7,256)
—» Input Shape (None,7,7,256)
Activation Function: RelLu Input Shape (Mone,7,7,256)
Cutput Shape (Mone, 256)
Output Shape (None,7,7,256) Cutput Shape (Mone,7,7,256)

Classifier Head With Regularization

| Dense
| Dropout |
Input Shape (Mone, 256) > =i Batch Normalization
| Rate: 30% |
Qutput Shape (None, 512)
| Dense
| Dropout |
Input Shape (Mone, 512) g
| Rate: 20% |
Qutput Shape (None, 256)
Qutput Layer

Input Shape (Mone, 256)

Qutput Shape (Mone, 3)

Figure 5.1: Proposed Model Architecture
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5.2.1 Model Architecture and Layer-Wise Description

Input Layer: The input layer accepts images of shape (224 x 224 x 3), which
represent RGB images of size 224 x 224 pixels.

X c R224><224><3 (10)

Feature Extraction using Pretrained ResNet50: The base feature extractor
is the ResNet50 model pretrained on ImageNet. This extracts high-level spatial fea-
tures from the input image. The ResNet50 model consists of a series of convolutional
and pooling layers but excludes the fully connected layers.

Let f(X) represent the transformation applied by the ResNet50 base:

F = f(X), F c R7><7><2048 (11)

where the final feature map from ResNet50 has spatial dimensions 7 x 7 with 2048
channels.

Additional Convolutional Layer To refine features, an additional 2D Convolu-
tional Layer is added:
F'=c(W % F+1b) (12)

where W and b are the weight and bias parameters, * denotes convolution, and o(-)
represents the ReLU activation function:

o(z) = max(0, 2) (12.1)
This layer has 256 filters of size (3 x 3) with same padding.

Batch Normalization: Batch normalization stabilizes activations and accelerates
convergence by normalizing feature maps:

P (13)

Vo?+e

where p and o2 are the mean and variance of the batch, respectively.

Spatial Dropout: To prevent overfitting, SpatialDropout2D with a dropout rate
of 0.3 is applied, which randomly drops entire feature maps during training.

Attention Mechanism: An attention mechanism is integrated to refine feature
maps using a 1x1 convolution:

AZO'(WA*F,—FZ)A) (14)

where A is the attention map and o is the sigmoid activation function. The feature
maps are then scaled element-wise:

F'=F oA (14.1)
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where ® represents element-wise multiplication, allowing the model to focus on
important regions.

Global Average Pooling (GAP): The feature maps are reduced to a single vector
per channel using GAP:

1 H W
.= F"(i,j 15
y wa;; (i,4,¢) (15)
where H and W are the spatial dimensions.

Fully Connected Layers: Two fully connected layers refine the extracted features:
H1 :O(W1y+b1), H2 :U(W2H1+b2> (16)

where the first layer has 512 neurons (with dropout 0.3 and batch normalization)
and the second layer has 256 neurons (with dropout 0.2).

Output Layer: A softmax classifier is applied for multi-class classification (3

classes):

e*e

= 17
p 5o (17)

where p. represents the probability of class ¢, ensuring sum-to-one probability con-
straints.

Model Compilation: The model is compiled using the Adam optimizer with a
learning rate of 0.001 and categorical cross-entropy loss:

L=- Zyc log(pc) (18>

where y. is the true label and p. is the predicted probability.

Training Strategy

ModelCheckpoint: saves the best model based on validation loss.
ReduceLROnPlateau: reduces the learning rate if validation loss stagnates.

Epoch: Training is conducted for 40 epochs with validation monitoring.
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5.3 Model Inference Extract Process Pipeline
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Figure 5.2: Model Inference Extract Process Pipeline
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Architecture and Processing Flow of SAAT

5.3.1 Initial Setup and Model Loading

The SAAT model begins its operation with a crucial startup phase where it is loaded
and initialized. This preparation is essential as it primes the model for real-time
processing of video frames directly from the live feed, ensuring it operates smoothly
and efficiently from the moment it starts.

5.3.2 Frame Capture and Iteration Process

As the model begins analyzing the video stream, it captures frames individually.
Each of these frames is processed through what we term an ’iteration’. This process
involves extracting, analyzing, and classifying each frame based on predetermined
conditions that guide the flow of operations to ensure each frame is handled appro-
priately.

5.3.3 Enhancing Efficiency in Frame Processing

To optimize the model’s performance and significantly reduce the time it takes to
infer results, we implement several strategic approaches:

Grayscale Conversion: Immediately after capture, each frame is converted to
grayscale. This step significantly reduces the number of parameters the model needs
to process, thus lowering the computational load and speeding up the overall infer-
ence time.

Conditional Iteration: If a frame, once turned to grayscale, shows no face, the
model pauses, effectively stopping further processing of that frame and awaiting the
next. This selective processing ensures that computational resources are reserved
for frames with relevant content, boosting efficiency.

Face Detection and Image Conversion

In frames where a face is detected,

Face Detection: A specialized face detection algorithm named as cascade classi-
fier scans the gray-scale image to find and create a bounding box around any face
detected.

Conversion to RGB: After detecting a face, the frame is converted back to RGB,

a necessary step as the color data is crucial for the subsequent pre-processing and
classification stages.
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Pre-processing for Model Compatibility,

The RGB image is then treated through a series of pre-processing steps stated in
[3.4]. These steps are designed to standardize the input data for aligning various
image qualities with what our model requires to perform its classification tasks
effectively and consistently.

5.3.4 Classification and Output Generation

Classification Process: The model classifies each preprocessed frame into one of
three categories—real, synthetic, or Al-generated. This classification is marked by
assigning a numerical value ([1,0,0], [0,1,0], [0,0,1]) to each category that has been
stated in [5.2].

[1,0,0] if frame f is classified as real
[0,1,0] if frame f is classified as synthetic

= 19
d [0,0,1] if frame f is classified as Al-generated (19)

Output Aggregation: The classification results for each frame are sequentially
stored in a list, compiling the data for later analysis.

The average classification result for all frames is given by:

CZEZCZ- (20)

Decision Mechanism: At the end of a session or upon activation of a specific
trigger, the model assesses the compiled data. It calculates the average of these
outputs to determine the most likely category of the video content. If the results
are not clear enough, the model is designed to reprocess additional frames, thus
refining the decision-making process to ensure accuracy.

The model assigns the most frequent category based on the average of classification:

C' = arg max (Z le,—o, Z loj=1, Z 101-_2) (21)
=1 =1 =1
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If the decision is not clear, the model triggers additional frame processing;:

If < € or

n n
: : 1Ci:0 - E 107;:1
i=1 i=1

D lom1— ) loa| <e (21.1)
i=1 =1

Unique Features for Reduced Inference Time

Key to our proposed model’s efficiency are its unique features that enhance process-
ing speed. The ability to selectively process only frames that contain relevant data
and the initial conversion of frames to gray-scale not only save time but also compu-
tational resources, allowing the model to operate effectively in real-time scenarios.
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Chapter 6

Experiment, Result Analysis and
Discussion

6.1 Our Proposed Models Accuracy, Loss and Per-
fomance Analysis on Our Custom Dataset

Training Accuracy vs Validation Accuracy Training Loss vs Validation Loss

1.0 51 —— Training Loss

—— validation Loss
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Figure 6.1: SAAT-Resnet 50-3BD Accuracy and Loss Visualization

6.1.1 Training Accuracy vs Validation Accuracy Analysis

The fig[6.1], The graph on the left shows the progression of training and validation
accuracy over 40 epochs. Initially, training accuracy starts at approximately 80.2%
and increases rapidly, reaching 90.5% by epoch 5. Significant improvements in val-
idation accuracy occur in the early stages, rising from 38.7% at epoch 1 to 63.4%
at epoch 5 and further improving to 75.8% by epoch 7. By epoch 10, validation
accuracy reaches 90.2%, closely aligning with training accuracy. Beyond epoch 15,
both accuracies stabilize, fluctuating slightly but remaining above 95%. At epoch
20, training accuracy is 98.1%, while validation accuracy is 96.7%. The final values
at epoch 40 indicate 99.8% training accuracy and 98.5% validation accuracy. These
trends suggest an effective learning process, with early convergence and minimal
overfitting as both accuracies remain consistently high in later epochs.
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6.1.2 Training Loss vs Validation Loss Analysis

The graph on the right illustrates the progression of training and validation loss
over 40 epochs. Initially, validation loss is relatively high, starting at approximately
2.1 in the first epoch and spiking to 5.0 around epoch 5, indicating significant fluc-
tuations as the model adjusts its learning. However, a sharp decline follows, with
validation loss dropping below 0.5 by epoch 10. Training loss, in contrast, remains
consistently low, starting at approximately 0.6 in the first epoch and gradually de-
creasing, stabilizing below 0.1 after epoch 15. By epoch 20, both losses are minimal,
with training loss at 0.05 and validation loss at (.12, maintaining stability through
epoch 40.

The early fluctuations in validation loss suggest initial instability, but the rapid de-
cline and eventual stabilization indicate successful learning and convergence. How-
ever, underfitting is a concern in the first few epochs, as the high loss values suggest
that the model is not yet capturing the underlying patterns in the data. As training
progresses, the gap between training and validation loss narrows, suggesting im-
proved generalization. The final low loss values indicate that the model effectively
fits the data without significant overfitting, achieving an optimal balance between
learning and performance.

6.1.3 Confusion Matrix
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Figure 6.2: SAAT-Resnet50-3BD Confusion Matrix
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In Fig[6.2], the confusion matrix provides an evaluation of the model’s classifica-
tion performance across three categories: Al-generated, real, and synthetic images.
The diagonal elements represent correctly classified instances, while off-diagonal ele-
ments indicate misclassifications. The model demonstrates high accuracy, correctly
classifying 503 Al-generated images, 567 real images, and 527 synthetic images. Mis-
classifications are minimal, with only one Al-generated image misclassified as real,
seven real images misclassified as synthetic, and six synthetic images misclassified as
real. Notably, the model does not misclassify any Al-generated or synthetic images
into each other, indicating that it effectively distinguishes between these categories.
The low number of misclassifications suggests that the model has learned strong dis-
tinguishing features between real and generated content, reinforcing its robustness
in deepfake detection.

6.1.4 Evaluation Score

Precisio oU3
TECISION A7 —Generated — ==
AI-G ted 503 1 0
503
ar— enerated — Tho 1 1 Y-
Reca AI—G ted 503 T 1 0.998
1.0 x 0.998
F1Ar_cGenerated = ——— =10.999
Al-Generated = £ X 775777999
567
Precisi cal = = 0.
recision geq; 56T 17 0.9878
567
Recallpeq; = ——— = 0.9896
CeaReal = 567 16
0.9878 x 0.9896
Flpea =2 = (0.98R7
Real = £ 570878 + 0.9896
527
Precisi nthetic — ———— = 0.9887
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Table 6.1: Precision, Recall, and F1 Score for each class of SAAT-Resnet50-3BD

Class Precision | Recall | F1 Score
AI-Generated 1.0000 0.9980 0.9990
Real 0.9878 0.9896 0.9887
Synthetic 0.9887 0.9869 0.9878
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6.2 VGG16 Accuracy, Loss and Perfomance Anal-
ysis on Our Custom Dataset

Training Accuracy vs Validation Accuracy Training Loss vs Validation Loss

] 144
R Ly — Training Accuracy

— Validation Accuracy

—— Training Loss
—— Validation Loss

0.65 4 12 |

0.60 4
101
0.55 4
0.50 4
0.45 1

0.40 4

0.35 4

VAN

0.30 4 oA
0 5 0 15 20 25 30 35 40 0 5 0 15 20 25 30 35 40

Figure 6.3: VGG16 Accuracy and Loss Visualization

6.2.1 Training Accuracy vs Validation Accuracy Analysis

In fig [6.3], training and validation accuracy over 40 epochs show a gradual improve-
ment with some fluctuations. Initially, the training accuracy increased from 50.2%
in epoch 1 to 57.8% by epoch 5, while validation accuracy exhibited a rapid rise,
peaking at 65.4% in epoch 6 before experiencing instability. By epoch 10, training
accuracy reached 60.9%, whereas validation accuracy declined significantly due to
inconsistent generalization. Beyond epoch 20, validation accuracy improved steadily,
reaching 61.2%, while training accuracy showed diminishing returns at 65.8%. By
epoch 30, training accuracy stabilized at 66.5%, with validation accuracy closely fol-
lowing at 63.4%. The final accuracy at epoch 40 was 67.1% for training and 65.9%
for validation.

6.2.2 Training Loss vs Validation Loss Analysis

In fig[6.3], training and validation loss curves highlight key aspects of the model’s
learning process. Initially, training loss dropped significantly from 1.45 in epoch 1
to 0.32 by epoch 5, while validation loss followed a similar trend, decreasing from
13.5 to 1.02. However, validation loss exhibited sharp fluctuations between epochs
5 and 20, peaking around 4.1, indicating that the model struggled to generalize
effectively. By epoch 20, training loss remained low at 0.28, while validation loss
showed gradual improvement, stabilizing near 1.53. The final losses at epoch 40
were (.21 for training and 0.67 for validation.

The substantial gap between training and validation loss in earlier epochs suggests
that the model initially suffered from underfitting, where it had not yet captured
meaningful patterns in the data. The overall trend indicates that the model could
not perform reasonably well.

34



6.2.3 VGG16 Confusion Matrix
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Figure 6.4: VGG16 Confusion Matrix

The confusion matrix provides insight into the classification performance across
three categories: ai generated, real, and synthetic. The model correctly classified
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253 ai generated samples, but misclassified 244 as real and 7 as synthetic.

real images, the model correctly identified 430 instances, but misclassified 9 as ai
generated and 135 as synthetic. The synthetic category had 147 correctly classified
samples, while 381 were incorrectly labeled as real and 5 as ai generated. The high
miss classification rate, particularly between real and synthetic suggests that, the
model struggles to differentiate between these two classes potentially due to feature
similarities. This indicates room for improvement in feature extraction and decision

boundary refinement.

6.2.4 Evaluation Score

Table 6.2: Precision, Recall, and F1 Score for Each Class [VGG16]

Class Precision | Recall | F1 Score
AI-Generated 0.9500 0.5000 0.6600
Real 0.4100 0.7500 0.5300
Synthetic 0.5100 0.2800 0.3600
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6.3 Xceptions Accuracy, Loss and Perfomance Anal-
ysis on Our Custom Dataset
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Figure 6.5: Xception’s Accuracy and Loss Visualization

6.3.1 Training Accuracy vs Validation Accuracy Analysis

In Fig[6.5], training and validation accuracy per epoch demonstrate a steady im-
provement with diminishing returns as the model approaches convergence. Initially,
the training accuracy rises significantly from 80.12% at epoch 1 to 90.34% at epoch
5, while the validation accuracy follows closely, increasing from 65.78% to 87.56%.
By epoch 10, the training accuracy reaches 94.67%, with the validation accuracy at
90.12%, showing strong generalization. Between epochs 10 and 20, accuracy gains
slow, with training accuracy at 96.1% by epoch 20, and validation accuracy slightly
lower at 92.78%. After epoch 30, the improvements are marginal, reaching 96.4%
training accuracy and 93.6% validation accuracy at epoch 40.

The narrowing gap between training and validation accuracy suggests diminishing
returns rather than a model flaw, as the validation performance stabilizes at high
accuracy levels. While minor fluctuations in validation loss indicate sensitivity to
the data, the overall trend confirms that the model successfully learns meaningful
patterns with only slight overfitting.

6.3.2 Training Loss vs Validation Loss Analysis

In Fig[6.5], training and validation loss curves exhibit a consistent downward trend,
reflecting the model’s ability to learn meaningful patterns from the data. Initially,
the training loss drops sharply from 0.45 at epoch 1 to 0.21 at epoch 5, while the
validation loss follows a similar trajectory, decreasing from 0.89 to 0.34. By epoch 10,
the training loss reaches 0.12, with validation loss stabilizing around 0.25, indicating
that the model is effectively minimizing error. Between epochs 10 and 20, the loss
reduction slows, with the training loss at 0.08 by epoch 20, while the validation loss
fluctuates slightly around 0.22. Beyond epoch 30, improvements diminish, with the
training loss reaching 0.05 at epoch 40, while the validation loss remains at 0.15.
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The gradual plateauing of validation loss indicates that the model has effectively
learned from the dataset, with only minor fluctuations due to inherent data vari-
ability rather than fundamental model inefficiencies.

6.3.3 Xception Confusion Matrix
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Figure 6.6: Xception Confusion Matrix

In fig[6.6], the confusion matrix, for Al-generated images, the model correctly iden-
tified 502, with only a few misclassifications (1 as real and 1 as synthetic). When
classifying real images, the model performed well, correctly identifying 562 as real,
while misclassifying 5 as Al-generated and 7 as synthetic. For synthetic images, the
model correctly predicted 323 as synthetic, but there were more misclassifications,
with 210 being labeled as real. Overall, the model showed strong performance, par-
ticularly with real and Al-generated images, though it faced more challenges with
synthetic images.
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6.3.4 Evaluation Score

Table 6.3: Precision, Recall, and F1 Score for Each Class[Xception]

Class Precision | Recall | F1 Score
AI-Generated 0.9901 0.9960 0.9931
Real 0.6343 0.9791 0.7699
Synthetic 0.9633 0.3940 0.5593

6.4 EfficientNetV2B0 model’s Accuracy, Loss and
Per- fomance Analysis on Our Custom Dataset
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Figure 6.7: EfficientNetV2B0’s Accuracy and Loss Visualization

6.4.1 Training Accuracy vs Validation Accuracy Analysis

The training and validation accuracy curves demonstrate significant improvements
across epochs. At epoch 1, training accuracy was 75.2%, while validation accuracy
reached 78.4%. By epoch 5, training accuracy improved to 90.5%, with validation
accuracy fluctuating at 87.6%. A notable drop in validation accuracy occurred at
epoch 10, reaching 76.3%, before recovering to 92.1% at epoch 15. From epoch
20 onward, training accuracy exceeded 99.0%, while validation accuracy stabilized
around 96.5%. The increasing gap between training and validation accuracy in later
epochs suggests overfitting. Where the model learns patterns specific to the training
data that reduces generalization performance.

6.4.2 Training Loss vs Validation Loss Analysis

The training and validation loss curves indicate key trends in model performance.
At epoch 1, training loss started at 0.58, while validation loss was slightly lower at
0.44. By epoch 5, training loss decreased significantly to 0.22, while validation loss
showed a more unstable trend that reach’s to 0.30. A notable increase in validation
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loss occurred at epoch 10, rising to 0.53, suggesting a period of underfitting where
the model struggled to generalize well from the training. However, by epoch 15, val-
idation loss reduced to 0.14 that aligns more closely with training loss at 0.12. From
epoch 20 onward, training loss dropped below 0.08, while validation loss fluctuated
around 0.10-0.12, indicating a potential onset of overfitting. The initial underfitting
phase suggests that the model needed more training to capture essential patterns,
while later epochs show diminishing returns that further reductions in training loss
do not translate to better validation performance.

6.4.3 Confusion Matrix of EfficientNetV2B0
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Figure 6.8: EfficientNetV2B0’s Confusion Matrix

The confusion matrix demonstrates a strong classification performance across all
three categories: “ai generated,” "real,” and "synthetic.” The ai generated class
achieved perfect classification with 504 true positives and no misclassifications. The
real class also showed high accuracy, with 556 true positives, but had 18 instances
misclassified as ”synthetic.” The synthetic class had 524 true positives, with 9 sam-
ples misclassified as "real.” Notably, there are no false positives in the "ai gener-
ated” category, indicating that the model is particularly confident in distinguishing
Al-generated content. The overall results suggest strong model performance, with
minimal misclassifications primarily between the "real” and ”synthetic” categories.
This minor overlap might be due to inherent similarities in the dataset, which could
potentially be addressed through further fine-tuning or data augmentation.
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6.4.4 FEvaluation Score

Table 6.4: Precision, Recall, and F'1 Score for Each Class of EfficientNetV2B0

Class Precision | Recall | F1 Score
AI-Generated 1.00 1.00 1.00
Real 0.98 0.97 0.98
Synthetic 0.97 0.98 0.98

6.5 MobilenetV3small model’s Accuracy, Loss and
Per- fomance Analysis on Our Custom Dataset
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Figure 6.9: Accuracy and Loss visualization of MobilenetV3small

6.5.1 Training Accuracy vs Validation Accuracy Analysis

The training accuracy shows a rapid improvement in the initial epochs, surpassing
90% by epoch 5 and reaching nearly 99% by epoch 30. Meanwhile, validation accu-
racy also improves significantly but exhibits fluctuations, particularly in the early
epochs, before stabilizing around 94.3% at epoch 40. The widening gap between
training and validation accuracy beyond epoch 20 indicates that while the model is
learning the training data exceptionally well, its performance on unseen validation
data is not improving at the same rate.

This discrepancy suggests signs of overfitting, where the model has become too spe-
cialized in the training data and struggles to generalize effectively to new samples.
The near-perfect training accuracy, coupled with a lower but stable validation accu-
racy, implies that the model is memorizing patterns rather than learning generalized
features.
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6.5.2 Training Loss vs Validation Loss Analysis

The training loss decreases steadily throughout the epochs, reaching a very low
value by epoch 40, indicating that the model is minimizing its error effectively on
the training set. However, the validation loss follows a different trend, showing
fluctuations in the early epochs and then stabilizing at a higher value than the
training loss. The persistent gap between training and validation loss suggests that
while the model performs exceptionally well on the training data, its ability to
generalize to unseen data is limited.

This behavior further reinforces the presence of overfitting. The model appears to
have learned the specific patterns of the training set too well, leading to reduced
performance on new data. The sharp reduction in training loss without a propor-
tional drop in validation loss suggests that the model may be overly complex for the
dataset. To improve generalization, implementing regularization techniques such as
dropout or early stopping, increasing training data, or adjusting model complexity
could help in reducing the overfitting issue.

6.5.3 MobilenetV3small Confusion Matrix

Confusion Matrix

=
4 500
5
=
@
9
o
400
wn
& 300
=
i} 1]
o U
2
'_
-200
=
]
£ - 100
=
-0

ai_generated real synthetic
Predicted Labels

Figure 6.10: Confusion Matrix of MobilenetV3small

The confusion matrix provides insight into the model’s classification performance
across three categories: Al-generated, real, and synthetic. The model perfectly clas-
sified all 504 Al-generated images without any misclassifications. For real images,
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557 were correctly identified, while 3 were misclassified as Al-generated, and 14
were misclassified as synthetic. The synthetic class had 484 correct predictions, but
48 samples were mistakenly classified as real, and 1 was classified as Al-generated.
The misclassification rate is particularly noticeable in the synthetic class, where a
relatively high number of samples were confused with real images, suggesting that
the model may have difficulty distinguishing between real and synthetic data.

6.5.4 FEvaluation Score

Table 6.5: Precision, Recall, and F1-Score for Each Class of MobilenetV3small

Class Precision | Recall | F1-Score
AI-Generated 1.00 1.00 1.00
Real 0.92 0.97 0.94
Synthetic 0.97 0.90 0.93

42



6.6 Comparative Result analysis of our proposed

models evaluation scores vs inference time with

other modes

Table 6.6: Comparison of Model Performance, Inference Time, and Average Preci-
sion on Custom Dataset

Min Max
Model Class Prec Recall Fl Time Time Model
Score Fit
(ms) | (ms)
SAAT-ResbH0- Al- Good
B Cen 1.00 0.99 0.99 29 35 pit
Real | 0.98 0.98 0.98 29 35 Good
Fit
Syn 098 098 [09%8 |29 35 Good
Fit
VGG16 Al- 0.95 0.50 0.66 78 150 Under
Gen Fit
Real | 0.41 0.75 0.53 78 150 Under
Fit
Syn 051 028 |036 |78 150 Under
Fit
. Al- Over
Xception Gen 0.99 0.99 0.99 84 154 Fit
Real | 0.63 0.97 0.76 84 154 Over
Fit
Over
Syn 0.96 0.39 0.56 84 154 .
Fit
MobileNetV3 Al 1.00 1.00 1.00 33 51 Over
Gen Fit
Real | 0.92 0.97 0.94 33 51 Over
Fit
Syn 0.97 0.90 0.93 33 51 Over
Y : : : Fit
EffNetV2B0 Al 1.00 1.00 1.00 46 61 Over
Gen Fit
Real | 0.98 0.97 0.98 46 61 Over
Fit
Syn 0.97 0.98 0.98 46 61 Over
Y : : : Fit
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6.6.1 Inference Time Comparison

Inference Time Comparison of Different Models
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Figure 6.11: Inference Time Comparison Visualization

Our proposed model stands out as the best choice among the evaluated models
due to its optimal balance of inference speed and classification accuracy. Analyzing
the inference time data, SAAT-Resnet50-3BD demonstrates the fastest processing
speeds, with a minimum inference time of 29 ms and a maximum of 51 ms. This is
significantly lower than models like Xception (84-154 ms) and VGG16 (78-150 ms),
which have much higher latency, making them less suitable for real-time applications.

Additionally, considering the previous accuracy and validation accuracy trends,
SAAT-Resnetb0-3BD has shown strong generalization capabilities, achieving high
classification accuracy while maintaining efficient inference. MobileNetV3Small has
comparable inference time (33-37 ms), but its accuracy is generally lower, making
it a less favorable option despite its speed. EfficientNetV2B0, though more accurate
in some scenarios, has higher latency (46-61 ms), which could be a bottleneck for
real-time performance.

Overall, SAAT-Resnet50-3BD emerges as the best choice because it offers the best
trade-off between speed and accuracy, ensuring real-time inference without sacri-
ficing classification performance. This makes it an ideal model for deployment in
time-sensitive applications where both accuracy and efficiency are critical.
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6.7 Comparison with Existing Research

Table 6.7: Comparison of Deepfake Detection Research Works

Paper Title Methodology | Dataset Used | Evaluation Real- | Classifica- | Media
Metrics Time | tion Class | Type
Capa-
bility
Deepfake Detection: A | Supervised and | FakeAVCeleb, Accuracy, Gen- | No Real, Deep- | Videos
Comparative  Analysis | Self-Supervised | CelebDF-V2, eralization fake
(2023) [21] Learning DFDC,  Face- | Capabilities
Forensics++

SoK: Facial Deepfake | Systematic Re- | Various  stan- | Generalization No Real, Deep- | Images &
Detectors (2024) [30] view and Analy- | dard datasets across  attack fake Videos

sis scenarios
Deepfake Detection | Surface FaceForensics++| Detection Accu- | No Real, Deep- | Images
by Exploiting Surface | Anomaly Detec- racy fake
Anomalies: The SurFake | tion
Approach (2023) [20]
Deepfake Video Detec- | Survey of Chal- | Various datasets | Not specified No Real, Deep- | Videos
tion: Challenges and Op- | lenges and fake
portunities (2024) [29] Methods
Using Deep Learning | Comparative Multiple Effectiveness No Real, Deep- | Images &
to Detecting Deepfakes | Study of Deep | datasets across architec- fake Videos
(2022) [17] Learning Archi- tures

tectures
Multimodal ~— Deepfake | Multimodal Not specified Not specified No Real, Deep- | Videos
Detection  for  Short | Analysis (Visual fake
Videos (2024) [32] and Audit()ry)
Enhancing Practicality | Visual and Tem- | Not specified Not specified No Real, Deep- | Not  speci-
and Efficiency of Deep- | poral Modeling fake fied
fake Detection (2024) | Techniques
(19]
Real-Time Deepfake | Locally  Aware | Custom dataset | Mean Aver- | Yes Real, Deep- | Images
Detection in the Real- | Deepfake Detec- | (WildRF) age  Precision fake
World (2024) [25] tion Algorithm (mAP)

(LaDeDa)
In Anticipation of Per- | Identity- Custom datasets | Not specified No Real, Deep- | Videos
fect Deepfake: Identity- | Anchored fake
Anchored Detection | Detection
(2024) [34] (ID-Miner)
The Tug-of-War  Be- | Survey of Gener- | Various datasets | Not specified No Real, Deep- | Images &
tween Deepfake Gen- | ation and Detec- fake Videos
eration and Detection | tion Techniques
(2024) [31]
Patch-Based ~ Deepfake | Supervised Hy- | Custom dataset | Accuracy, Preci- | Yes Real, Syn- | Images,
Localization: Unveiling | brid ~ Cascade- | with latest gen- | sion, Recall & thetic, Al- | Pre-
Manipulated Regions in | ResNet Classi- | erative models | F1-Score Generated | Recorded
Images through Visual | fier Videos And
Artifact  Analysis  and Live Stream
Deep  Learning  (our
paper work)

Innovation in data sets. Our study presents two custom made datasets pro-
duced using modern generative technologies to ensure comprehensive coverage of
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the latest artificial intelligence (AI) and synthetic content. The majority of pre-
vious research, such as Deepfake Detection: A comparative Analysis [21]relies on
pre-existing datasets like DFDC and FakeAVCeleb, which do not sufficiently cover
the most recent generative techniques. To address this limitation, we introduce two
distinct datasets: SAAT Dataset, which contains Al-generated images created us-
ing advanced generative models like DALL-E 3, DALL-E 4, Stable Diffusion, and
MidJourney, and for synthetic images, we generated a custom-made dataset using
ThisPersonDoesNotExist.com, ensuring a diverse and realistic collection of synthetic
faces. By innovating at the dataset level, we ensure increased adaptability and rel-
evance to evolving generative technologies.

The scope of detection. Our study expands the categorization to incorporate
actual, synthetic media (SM) (pictures altered by real people), and Al-generated
(AIG) content in both images and videos, in contrast to conventional deepfake de-
tection studies. Our detecting system’s ability to successfully handle a variety of
scenarios is ensured by this three-class classification. Current attempts, such as
”SoK: Facial Deepfake Detectors [30],” frequently only address real vs deepfake me-
dia, which leaves holes in the detection of AIG or synthetic information. Our method
addresses practical challenges in content moderation and ensures applicability to a
broader wide range of situations by incorporating real-time video analysis (RTVAS)
and robust training from modern datasets.

Real Time Inference. Through the use of preloading the model, dynamic frame
capture, and preprocessing improvements such grayscale frame conversion for lower
computational cost, we place a strong emphasis on optimizing video inference time.
This allows for real-time analysis without sacrificing accuracy. Numerous research,
like ”Deepfake Detection by Exploiting Surface Anomalies [20],” only concentrate
on static datasets and ignore the difficulties associated with video inference. Our
solution bridges this gap by providing a practical, real-time detection pipeline, which
is crucial for time-sensitive applications.

Optimization and Selection of Models. Due to ResNet50 and transfer learning,
our approach achieves a fair balance between inference speed and accuracy. With the
use of pre-trained weights, our method achieves better efficiency and F1-scores than
traditional deep learning models. Several architectures are addressed in other arti-
cles, such as " Using Deep Learning to Detect Deepfakes [17],” however they neglect
to address the trade-offs or optimizations for real-world applications. Our model’s
accuracy and speed make it reliable for both image- and video-based detection.

Methods of Preprocessing. We offer an innovative preprocessing pipeline that
optimizes accuracy and speed. RGB is returned for additional processing after
video frames are converted to grayscale and face bounding boxes are extracted.
This approach significantly reduces the preprocessing computational cost. Detailed
preparation procedures are absent from other papers, such ”Multimodal Deepfake
Detection for Short Videos [32],” which results in inefficiencies. Our study fills these
gaps, ensuring real-time detection’s capability and accuracy.
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Broader Applicability. Our algorithm detects content from photos and videos
while distinguishing between actual, synthetic, and Al-generated media, which al-
lows it to tackle a broad range of real-world situations. Much of the existing lit-
erature, including ”Real-Time Deepfake Detection in the Real-World [25],” ignores
categories created by artificial intelligence and instead focuses only on deepfake de-
tection. Adding these new classes makes our research a huge step forward in the field
because it guarantees that it will work for current problems and new technology.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

In order to detect artificial intelligence (AI)-generated, synthetic, and real informa-
tion in real time, this study presents an efficient method that begins with image
analysis and progresses to frame-by-frame processing for video detection. In order
to get over the drawbacks of old datasets and ineffective models, we created a new
dataset using modern generative technologies. The model was initially adjusted for
real-time image detection using techniques like transfer learning, feature extractor,
attention mechanism and robust regularization where it achieved remarkable effi-
ciency and accuracy. This capability was then extended to video detection, where
individual frames are sequentially examined using dynamic model preloading to re-
duce delay. By aggregating predictions across frames, the model ensures a reliable
and consistent classification of video content as real, synthetic, or Al-generated.
With its ability to balance real-time detection, accuracy, and efficiency, this system
offers a practical and innovative solution to the growing challenges of generative
content in today’s digital world.

7.2 Future work

Future research will focus on building automatically updating self-learning systems
using training data. This approach will enable the model to automatically adapt to
new generating tools and content types, ensuring that it remains current with the
advancements in Al-generated content, by eliminating the necessity for manually
curated datasets.

Another main objective will be further decrease of inference time, which is necessary
for faster real-time detection. The system will be able to process frames at quicker
speeds without compromising accuracy by means of the combination of advanced
processing techniques, hardware acceleration, and better model design.

Additionally, in order to guarantee consistent performance across a variety of sce-
narios, it will be imperative to improve the model’s resilience to adversarial assaults.
By enhancing its ability to manage complex, high-resolution generative content, the
model will increase its adaptability to cutting-edge technologies and maintain its
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scalability, effectiveness, and efficiency for real-time applications in content moder-
ation and media forensics.

We address the challenges posed by hardware limitations affecting real-time detec-
tion at the user level. To evaluate inference speed and resource usage, we tested our
model on a variety of desktop and laptop hardware, ensuring performance remained
within an acceptable range for real-time detection. While our initial tests were con-
ducted exclusively on CPUs, we believe access to more powerful GPUs would allow
us to explore additional optimizations to further enhance the model. In conclusion
to our future work, we are developing another approach that includes a generative
model working in collaboration with our detection model. This generative model
will be designed to automatically learn and adapt based on the new features it
encounters from the newly generative models. By addressing these hardware limita-
tions, we aim to refine the effectiveness and responsiveness of our detection system,
ensuring it remains futuristic in the fast-evolving landscape of Al-generated content.
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