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Abstract

This study explores the digital experiences of Indigenous youth in the Chittagong
Hill Tracts (CHT) of Bangladesh by combining qualitative inquiry with machine
learning analysis. Through interviews and focus group discussions, we uncover how
Indigenous social media users navigate challenges such as cultural misrepresenta-
tion, online harassment, censorship, and surveillance. Participants shared how these
threats often extend beyond the digital realm into their everyday lives, and how they
adopt strategies like social ciphering and selective visibility to resist and survive in
online spaces.

To complement these narratives, we developed a multimodal machine learning model
trained on the Fakeddit dataset to detect various forms of fake content, including
manipulated, satirical, and imposter content. While the model demonstrated high
accuracy in detecting manipulated content, closely aligning with the types of harmful
posts reported by participants, it struggled with subtle misinformation categories,
exposing key limitations of general-purpose moderation systems.

By integrating insights from Critical Race Theory and Indigenous HCI, we highlight
the mismatch between algorithmic moderation and culturally situated online harm.
Our findings inform the design of participatory, context-aware interventions that
center Indigenous voices in the development of content moderation technologies.

Keywords: Chittagong Hill Tracts (CHT), Indigenous, Cultural Divide, Smart
Bangladesh, Digitalization, Social Media, Fake Information, Mass Education
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Chapter 1

Introduction

Technology and social media have become integral to the lives of indigenous com-
munities worldwide in different sectors such as communication, education, health-
care, banking, business, and tourism [71]. With the advancement of technology
and the globalization of communication, indigenous communities also started to
depend on social media as a way of communication among themselves and others
[24]. This rapid change not only affected Western communities where technolog-
ical advancement is faster [20] but also affected many marginalized communities
around the world [18] including the Global South. In India, among the Garo indige-
nous farmers about “87.80 percent make use of their mobile phones for agricultural
needs” [76], and the use of mobile phones and the internet has increased so much
that it has directly affected their traditional way while introducing many new earn-
ing opportunities including “new services, workforce transformation, and business
innovation” [145]. These studies signify the importance of analyzing the effects of
technology on the Jumma people who share a long historical interaction with colo-
nialism, politics, betrayal, and also nature [8], [9], [23], [123].

Besides, studies suggest that these communities are more vulnerable than any other
group in society, which is why the chance of facing online harassment or bully-
ing issues is higher than others [100]. Furthermore, these communities often be-
come the victim of propaganda, fake news, and false information [160] while facing
many online and offline difficulties. Despite the increasing dependency on social
media platforms (such as Facebook, YouTube) for communication and other activi-
ties [72], [105] by the Jumma people, the study on the impact of social media within
Bangladeshi indigenous communities is under-explored in the context of the Global
South and significantly constrained [140].

Indigenous People are known for their historical and cultural diversities around the
world. Despite being nearly 6% of the global population [175], they still face many
significant challenges including “extreme poverty”, and denial of basic, political,
and social rights [187], [189]. Even in Bangladesh, for instance, the indigenous
communities such as the Jumma people, still face a lot of challenges even after
so many years of independence [40]. These people are almost neglected in HCI but
exploring CHT and Jumma people has been an important matter of study in various
domains including anthropology [41], [78], [79], political science [2], [9], [16], social
science [22], [26], environmental studies [19], [186], development studies [75], law [8],
[127], and so on. Studies in these domains have described how ethnic identities and
cultural differences affect the communities and their religious and cultural aspects.



Furthermore, they also explained that the people of “Chittagong Hill Tracts (CHT)”
draw special attention due to their presence at a significantly geopolitical strategic
location in Southeast Asia that borders India and Myanmar [144]. Besides, the
internal conflict on the land between the Bengali settlers and the Jumma people
of CHT has created internal displacement of the people and been a matter of con-
cern that was partially resolved in 1997 [144] via the “CHT Accord”. Such conflict
and the past history of this region not only reveal the differences between the plain
land and hilly areas but also show the perspective differences among people [127].
Moreover, due to the perpetual heritage of non-recognition and nonchalance of the
mainland, these communities face the denial of needs, unfair treatment, and inequal-
ities [51] and are prone to vulnerabilities to natural calamities [28], [53], [181] and
disasters. Despite all these incidents, these communities hold a special position in
nature because of their ancestral knowledge of the adoption, mitigation, and survival
instincts of the area [153]. The history and events create formidable challenges in
understanding the role of HCI in ensuring a safe and better online environment for
indigenous communities.

In today’s fast-paced global world, social media platforms have become influential
across various domains, including communication, entertainment, business, educa-
tion, the economy, and agriculture. Since 2000, social media has seen rapid growth
in both content and users. Indigenous communities, alongside mainstream popu-
lations, have also adopted these platforms, leading to both positive and negative
impacts on their lives and cultures [77], [118], [139]. While much of the existing
social computing literature focuses on Indigenous communities in the Global North
(as discussed in section 2), there has been limited exploration in the Global South.
To bridge this gap, we conducted a three-month study involving 26 indigenous youth
from the Chittagong Hill Tracts in Bangladesh. The study aimed to understand their
interactions with social media, uncover their perspectives, and examine the effects
of social media on indigenous cultural practices, values, and privacy. Additionally,
we explored how their engagement with social media and its content influences their
daily lives, both digitally and in the real world.

1.1 Research Problem

The power of digitization should be used to the fullest to ensure the betterment of
the lives of every individual. Often the people whose stories and struggles are differ-
ent from the mainstream population are overlooked. Therefore, using the potential
of the digital world to the fullest can help them in a great way. Hence, working
for these communities is not only beneficial but also a necessity in today’s perspec-
tive. Our research makes a threefold contribution to the HCI literature. First, this
study contributes to the fields of Indigenous HCI, Human-Computer Interaction for
Development (HCI4D), and ICT and Development (ICTD) [27], by expanding the
understanding of how one of the relatively marginalized communities in the Global
South engages with technology, particularly social media. Second, we explore the
vulnerabilities they encounter and how these challenges impact both their digital
presence and offline lives. Finally, this study enriches HCI literature by shedding
light on the effects of digitalization on community-based individuals, revealing their
unique interactions in cyberspace.



1.2 Research Objective

This study aims to expand the understanding of how marginalized communities
in the Global South, specifically indigenous populations, use technology and social
media. It explores the digital and offline vulnerabilities they face, particularly in cul-
tural contexts, and examines how these interactions influence their digital presence
and community life. The findings contribute to Human-Computer Interaction for
Development (HCI4D) literature by shedding light on the impact of digitalization
on community-based communication practices in cyberspace.

1. First, we expand the Human-Computer Interaction for Development (HCI4D)
understanding of how one of the relatively marginalized communities of the
Global South use technology, especially their ways of using social media.

2. Second, we examine the vulnerabilities they face and how these affect both
their presence in digital space and offline life and vice versa (such as upload-
ing pictures in traditional costumes of different communities (e.g., saree !)
as elderly people may impose restrictions, suggesting that young individuals
should stay away from such activities and similar engagements also providing
a clear conception of any incidents while raising awareness among people).

3. Thirdly, this study contributes to the HCI literature on the digitalization
effects on community-based people and reveals their way of communication in
cyberspace.

4. In conclusion, we propose a Machine Learning-based system designed to iden-
tify inconsistencies between posted photos or videos and their captions. This
system will help detect and moderate misleading content that could potentially
incite communal violence.

LA saree is a traditional Indian garment, consisting of a long, draped cloth worn over a petticoat,
known for its elegance and cultural significance. [98]



1.3 Workflow

Our research followed a mixed-method, iterative workflow combining qualitative
inquiry with machine learning analysis to understand the digital experiences of In-
digenous youth in the Chittagong Hill Tracts (CHT).

We began by reviewing the existing literature across Human-Computer Interaction
(HCI), Indigenous studies, and misinformation, identifying critical gaps in how In-
digenous communities in Bangladesh are represented and impacted in online spaces.
Following this, we conducted interviews and focus group discussions with Indigenous
participants from diverse communities. The qualitative data were analyzed themat-
ically, surfacing recurring issues such as misrepresentation, bullying, surveillance,
censorship, and the community’s resistance strategies, including social ciphering.
In parallel, we developed a multimodal machine learning model using the Fakeddit
dataset to classify various forms of fake news content (e.g., manipulated, imposter,
and satire). The classifier’s performance offered a quantitative lens to assess how
well automated systems could detect the types of harmful content discussed in our
qualitative findings.

By juxtaposing these two approaches, we uncovered mismatches between lived ex-
periences and algorithmic recognition. We drew on Critical Race Theory, postcolo-
nial interpretations of citizenship and otherness, and Indigenous HCI scholarship
to ground our interpretation and highlight systemic issues in current moderation
systems.

Finally, based on these insights, we proposed culturally grounded, participatory
interventions for misinformation detection systems that better serve Indigenous users
and reflect their contextual realities.

The entire research workflow is illustrated in Figure 1.1.



Reviewing existing literature
and identifying gaps in Indige-
nous digital experience research.

|

Conducting qualitative data collec-
tion via interviews and focus groups
with Indigenous youth in CHT.

|

Performing thematic analysis to un-
cover key issues: misrepresentation,
censorship, bullying, and resistance.

|

Designing a multimodal ML classi-
fier using the Fakeddit dataset to
detect misinformation categories.

|

Comparing ML findings with qual-
itative insights to highlight gaps
in existing moderation systems.

|

Framing design implications using
HCI theories (Critical Race Theory,
Otherness, Resilience, Social Ciphering).

|

Advocating for participatory, cul-
turally grounded ML interventions.

Figure 1.1: Workflow diagram of the thesis.



Chapter 2

Related Work and Background

Bangladesh is enriched by both geographic and ethnic diversity, which creates a
unique appearance. Therefore, the people of the plain and the hill tracts have
distinct physical appearances, behaviors, food habits, culture, and religion. All
these diversities show the enriched tapestry, contributing to the nation’s unique
identity [156], [162]. In this section, we present the background information and a
brief history of the Jumma people. We explored colonial computing in the context
of the Global South, correlating it to the Global North, while examining the privacy
and security concerns of the digital presence of indigenous communities.

2.1 Chittagong Hill Tracts (CHT) and Indigenous
Jumma People

Chittagong Hill Tracts (CHT) refer to the extensively hilly terrains of southeastern
Bangladesh and consist of three districts - Rangamati, Khagrachari, and Bandar-
ban. This area consists of almost 10% of Bangladesh’s total land bordering India
and Myanmar with an enriched history of decades [92]. Bangladesh is the home of
fifty-four (54) ethnic indigenous communities with a population of 1,650,478 people,
which is almost 1% of the total population [173]. The largest indigenous population
is found in CHT [121], [175] spreading in eleven arguably thirteen (11/13) ethnic
indigenous communities including Chakma, Marma, Tripura, Tanchangya, Murung,
Lushai, Khumi, Chak, Khyang, Bawm, Pankhua. Besides, a very small number of
descendants of Assames and Gorkhas also live there [51], [142]. These people fol-
low the hill agricultural method (shifting cultivation, slash and burn agriculture) -
“Jum”, which is also widely practiced in South, South-East Asia [54], [61], [65],
[110]. In CHT, the people practicing Jum cultivation are collectively referred to
as “Jumma” people in CHT [61]. Their basic demographic information are repre-
sented in Table 6.1. For a long period, these indigenous people have been becoming
marginalized in many aspects of their lives which necessitates studying this region’s
history.

Brief History: This region along with the current Chittagong district was a trib-
utary state under the British government from 1757 to 1860. In 1860, the tributary
state was split and a non-regulated state was formed with the current CHT region
with a limited autonomy under British India. In 1900, the British government en-
acted the CHT Regulation 1 of 1900 and declared CHT as a ‘Backward Tracts’

6



Table 2.1: General Information About Indigenous Communities In CHT. (*TB =
Tibeto-Burman Language Family, M = Men, W = Women).

Tribe POIE?;%§IOII Language Dress Religion
Chakma 483,229 Chakma Dhuty(M), “Pinon’ (W)VV)H adi’(W), “Hobong'(M- Buddhism
Marma 224,261 Marma ‘Thumbui’ (W), ‘Angi’ (W), ‘Dayah‘(M) Buddhism
Tripura 156,578 Kokborok ‘Rignai’, ‘Risa’, ‘Rikutu’ [182] Hinduism

Tanchangya 45,972 Tanchangya ‘Keboi’(W), ‘Pinon’(W), ‘Habong’ (W) [116] Buddhism
T ‘Puan’(W) [185], ‘Korchung’ (W), ‘Korchur’(M), e
Lushai 380 TB Puanbi(M) [115] Christianity [68]
‘Lupao’ (Turbans), ‘Bichunika’ (W), ‘Kono’ Animism,
Khumi 3,780 TB (ear rings), ‘Sang-eie-pong’ (Head Ornaments), Krama, Chris-
‘Lakao’ (Leg Ornaments) [36] tianity [21]
‘Kotung Pangre’ (M-Dress, Dhuti), ‘Apong’ (M-
Chak 3,077 TB Turban), ‘Nafi’ (W-Dress, Skirt), ‘Rangkeng’ (W- | Buddhism [114]
Dress)[114]
‘Ukh’ (M-Dress), ‘Bong’ (M-Turban), ‘Baiw’ (W- | Animism, Bud-
Khyang 4,826 TB Dress), ‘Kel-Kah-Lu’ (Leg Ornaments), ‘Luk-Hu’ dhism, Chris-
(W-Turban) [37] tianity [37]
o ] ‘Laikawr’(M), ‘Rentak’ (M), ‘Kawrechi’ (W), N

Bawm 13,193 Bawm (TB) Puan’(W) [178] Christianity

Pankhua 1,857 TB Pirhan [188] Christianity
Animism,
/ ’ ‘Wanglai’ (W-Dress), ‘Kong-ar’ (M-Ornament), Krama, Bud-

Mro 52,455 Mro ‘Ramcheng’ (W-Ornament) [38] dhism, Chris-

tianity [38], [177]

and later a totally ‘Excluded Area’ in 1900 and 1935 respectively to protect the
Jumma people from economic exploitation by non-indigenous people and preserve
their traditional socio-cultural and political institutions based on customary laws,
community ownership of land and so on. This region became a part of the then
East Pakistan once the British rule ended in 1947. In 1960, the Pakistan govern-
ment built the Kaptai hydroelectric dam across the Karnafuli River in the name
of industrial development which broke down the economic backbone of the peoples
of Chittagong Hill Tracts (CHT) as it flooded 1,036 square kilometers of land and
submerged 54% (54,000 acres) of the best arable land. It caused a displacement of
about 100,000 Jumma people from their ancestral hearth and homes for good [166].
After the independence of Bangladesh in 1971, the state constitution did not rec-
ognize the indigenous Jumma people in this region which caused a revolt in 1975,
and the arms struggle continued for 22 years and ended with a “CHT Accord” in
1997 [144]. CHT is the home of a diverse indigenous population in Bangladesh and
this region has enjoyed a self-administration until 1947. Though these communities
have been a part of Bangladesh for centuries, they are still facing denial of needs,
unfair treatment, and inequalities in all sectors [51]. For instance, in the 15" amend-
ment to the Constitution of Bangladesh, minority ethnic communities were referred
to as ‘tribes’ or ‘ethnic minorities,” rather than being recognized as ‘indigenous’ or
‘Adivasi’ 1[149], [190], [191], [195]. Furthermore, many of these tribes still can not
access the basic needs and facilities [51].

!The Adivasi are heterogeneous tribal groups across the Indian subcontinent [59].



2.2 Social Computing in Global South and North
Indigenous Communities

Indigenous community members are dependent on technology. A recent body of
work found that indigenous communities use Technology as a “Tool” to achieve
their objectives [159]. This advanced era of technology affects the ethnic people of
both parts of the world.

2.2.1 Social Computing in Global North Indigenous Com-
munities

Social computing is an interaction of social behavior and computational systems
that examines how individuals engage with one another through social media, online
communities, and collaborative platforms [31]. Recently, researchers have started
considering the significance of the relationship between indigenous people and tech-
nology in the HCI domain. Literature has studied the technology usage patterns of
ethnic groups in Australia, and the USA representing the Global North [84], [90],
[125]. These works can be grouped into 1) how the adaptation of technology benefits
the indigenous community, and 2) how the design choices of the technological tools
impact the indigenous community [45].

Several studies have found technological adoption benefits both the modern indige-
nous youth in improved psychological traits (increased confidence) [32]-[34], and the
people with limited education because of the visualization and interactive support
of the technological tools [32], [43]. Moreover, technological tools adoption within
the indigenous community in communication [67], financial services [42], [67], re-
ligious activities [117], agriculture [30], [82], start-up business [130] Information
Technology (IT) [119] are reported to be a boon in their daily life activities. The
presence in digital space and using technology has helped the indigenous people
of the Navajo community by “conducting prayers by phone or FaceTime”, “mul-
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tipoint videoconferencing”, “Home-based Telemonitoring” and with other facilities
[117] during COVID-19.

Moreover, prior work [137] reports the importance of understanding the feelings,
thoughts, and proposals about indigenous knowledge (IK) before designing or propos-
ing any technological solutions. A study on Canadian indigenous Youths has exam-
ined the mental challenges faced by online bullying while having the indispensability
of culture-based mental health programs to make it more effective because most of
the time these programs are based on the majority of the population [83]. While
another literature [164] developed a framework on the Kanaka Maoli (Native Hawai-
ian) community and suggested maintaining the equability of designs, including pre-
serving their indigenous knowledge. Consequently, they also pointed out that the
framework may vary from community to community. Furthermore, after interview-
ing the Kenyan diasporan women of Australia, a study suggested new approaches
to preserving and sharing their indigenous knowledge (IK) even after displacement
[55]. Prior work [137] emphasizes the importance of the Global South indigenous
study to create more user-friendly technological frameworks and designs that could
potentially augment alternate research directions and theories to the existing lit-
erature. Extensive research has examined the impact of technology on indigenous
communities in the Global North. However, there is a growing need to explore



indigenous communities in the Global South, where studies remain limited.

2.2.2 Social Computing in Global South Indigenous Com-
munities

Existing literature mostly studied the impact of technology on the Indigenous com-
munities of the Global North [126] whereas the large population (82% of the global
population) of the Global South is still understudied [171]. Limited explorations
have been made in India [99], Sri Lanka [120], [147], Sudan [3], Nepal [52], and
Bangladesh [135], [140]. Rajeevan et al. [99] explored the implications of sustainable
technology for agricultural growth in India. By conducting focused group discussions
and gathering quantitative data researchers found that “Dambana Radio” serves as
the leading media of the “Vedda community” which is formed by the elders in Sri
Lanka [147]. Prior studies [3], [120] also investigate the human rights of the in-
digenous communities of India, Sudan, and Sri Lanka. While another study [52]
explored the use of social media among indigenous as a means of self-empowerment,
connectivity, and, sharing awareness among the indigenous community members.
An additional piece of literature [135] proposed an Information and Communica-
tion Technology (ICT)-based model aiming to improve different aspects of indige-
nous people’s lives including academia, commerce, judicial affairs, and tourism. In
line with this, scholars [140] explored the technological adoption of the indigenous
communities of Bangladesh during COVID-19, and how the adoption has helped to
sell traditional products all over Bangladesh. This also reported the negative impact
of online fraud and fake information which is also supported by another study [103].
Fake information has increased drastically and affects the lives of marginalized in-
dividuals by taking a toll on deaths, assaults, and violence. Within the limited
exploration of the Global South Indigenous communities, the effects of misinforma-
tion, privacy concerns, and protection mechanisms in the social platforms have been
less considered.

2.3 Social Media Adoption and Cyberbullying Con-
cerns Among Indigenous Communities

The presence of indigenous people online is growing every day [140], along with the
associated risks and concerns. This has made them more vulnerable, increasing the
chances of being affected by others, either knowingly or unknowingly [67], [89], [106],
[132].

2.3.1 Adoption of Social Media by the Indigenous Commu-
nities and the Concerns

Social media has a broader impact on the different spectrums of society [12], for
instance, engaging people in the movements has become easier because of the inter-
net [10], [14], [15]. Literature [77], [84], [125] studied the influence of social media
on various indigenous communities such as strengthening marginalized communi-
ties by allowing collaborative action [80], communication [67]. Social media allows
the sharing of political ideas among marginalized social groups and gives them a



sense of belongingness and political reinforcement [49], [60], [63]. Note that, some
community members can access the internet through cellular networks [44], and
WiFi [46] while others need to rely on local businesses, libraries, and media centers
[44]. As the presence of social media and its influence is ever-increasing, concerns
have arisen regarding the ethical usage of social media [137]. The struggle of the
indigenous communities could have shaped their perceptions of social media and its
influence from both an online platform and a real-life environment.

2.3.2 Effects of Cyberbullying on Indigenous People in Dig-
ital and Physical Spaces

Increased social media platforms with their diversified content to express individ-
uals’ ideas and opinions, the surge of online harassment and hatred is paramount.
The existing regulatory scheme of the social media platforms struggles to prevent
the spreading of online harassment and hatred [129], [155]. Often such abusive be-
havior spills from the digital space to the physical real-life environment [69], [70],
[74], [107]. Many focused groups including women, refugees, including indigenous
population are at risk of being the victims [56], [81], [112], [129], [133], [155]. Schol-
ars [77] shed light on the fact that social media is being used to exploit the rural
indigenous girls in Western Canada, describing the necessity of raising awareness
through social media and proper education. Existing literature also [84] discussed
that cyberbullying victims can not return to their regular lives easily because of the
huge emotional damage that they face. In the case of the indigenous population,
the feeling of depression due to cyberbullying is interestingly different [83] and the
mental suffering is more severe than the dominant majority population [11], [17],
[25]. Moreover, another literature [172] found that cyberbullying experiences dif-
fer from one to another which begs that different hate and harassment issues need
distinct strategies [129] to circumvent the problem. In a recent work, researchers
found that chatbots can be a good medium to help the youths to understand about
cyberbullying [161].

These studies reveal that the existence, depth, and impact of cyberbullying on in-
digenous populations in the Global South remain underexplored. To our knowledge,
only a few studies have examined how indigenous individuals in the Global South
perceive social media’s influence on their culture and values. Our research seeks to
address this gap through a qualitative study focused on the younger generation of
the indigenous Jumma people in the Chittagong Hill Tracts, Bangladesh.

2.4 Machine Learning to Detect Content and Cap-
tion Consistency

The technological advancement and collaboration of natural language processing
(NLP) and computer vision have created multiple dimensions to work on, including
disaster management, ensuring public safety, and content moderation which includes
both image and text data [95], [101], [108]. These studies focused on the integrating
part which mainly focuses on object detection, sentiment analysis, and image cap-
tion generation.
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Recent studies tried to explore harmful and illegal content on social media. For
example, scholars [131] detected the weapons in social media profiles with the help
of Fast-Convolutional Neural Networks (F-CNNs) based on YOLO-V5 and textual
fingerprinting. The combination of text and image has shown better performance,
indicating that regularized adaptive models and data augmentation techniques are
effective in managing unstructured social media data. Correspondingly, another
study [101] used YOLO to detect pornography in videos, integrating object detec-
tion and Convolutional Neural Networks (CNNs) to identify nude content. Concen-
trating on CNNS-specific areas and improving classification accuracy using Support
Vector Machines (SVM) and Random Forests, this study tried to make the online
safer while addressing the ethical challenges that arise while dealing with sensitive
data.

During COVID-19, the domain of public safety gained new momentum and at that
time, YOLO-based models were used to detect social distance violations [102], [138].
These models have worked in various challenging environments including shadowy
and crowded areas. Another literature [138] explored that in monitoring social dis-
tancing using CCTV, ShufleNetV2 is more accurate than Darknet53 which demon-
strates the vast usage of the object detection model in the public health sector.

In today’s world, fake news and propaganda are spreading faster than lightening
speed, that is why detecting these has become a crucial part of research and aca-
demics. Existing literature [109] introduced a named entity-based model (DIDAN)
which makes a comparison between articles and their corresponding images to detect
fake information. The model trained on mismatched image dataset and captions,
and it detects the inconsistencies among information while providing a robust ap-
proach to detect the fake news. Furthermore, various models (i.g. CLIP and VinVL)
[136] were introduced with large datasets and advanced object detection techniques
to find out the inconsistencies between text and images reducing semantic gaps also
enhancing fake news detection.

Another body of literature [108] explored the disaster images on social media using
sentiment analysis. They proposed a framework to analyze the human sentiments
and activities. This proposal offers a more refined understanding of emotions such
as sorrow and anger, activities such as sitting and running. This approach enhances
crisis response efforts based on visual data.

Deep learning architectures are being used in a vast way to research image caption
generation which connects the visual content with natural language description. FEx-
isting literature [58], [62], [111] applied same kind of framework which uses CNN for
visual features extraction and RNNs or attention methods for generating contex-
tually relevant captions. The advancement of attention mechanisms has enhanced
the ability of these models which helps to focus on specific regions of the image,
improving the relevance of the caption. For instance, scholars [88] demonstrated
that combining regional object detection with RNN-based attribute prediction re-
sults in more detailed and descriptive captions. Consequently, transformer-based
models (i.g. CaPtion TransformeR (CPTR) and ClipCap) [111] have enhanced the
generation process by capturing hierarchical language structures and better aligning
visual and textual representations.
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Furthermore, another study [122] worked on crowd analysis in social media for crowd
size estimation using the images shared on social media during city events. They
created datasets with annotated crowd sizes and made a comparison between regular
approaches and CNN-based approaches. This study explored that object recogni-
tion performed best when images were taken from a parallel perception. Their result
highlights that image characteristics can have a very positive impact on crowd size
estimation, which could be used for managing large public events.

To conclude, these studies show the vast usage of the integration of visual and text
data in multi-model systems that advances the traditional approaches. Though the
use of advanced neural networks, attention mechanisms, and large datasets are be-
ing used to enhance the usability of human lives, there is still a gap as these studies
did not consider the relatively marginalized communities and their situations. Our
study wants to fill this gap by making a tool which can be helpful for the people
apart from the mainstream population.
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Chapter 3

Methodology

3.1 Qualitative Data

In our study, we explored the social media usage of the young Indigenous commu-
nity members of the CHT, focusing on individuals who have received an institutional
education and are active on social media. We conducted our study over a seven-
month period between May 2024 and November 2024. A total of 30 participants (18
males and 12 females), aged between 20 and 35 years, were recruited for the study.
Depending on their availability and comfort, we conducted four group discussions
(with 18 participants in total) and 12 individual interviews. The participants came
from various professions, including university students (22), professionals (5), school
teachers (2), and activists (1). The details of the participants are provided in Ta-
ble 6.3.

Table 3.1: Demographic information of Indigenous participants.

Community | Participant | Male | Female
Chakma 12 8 4
Marma ) 2 3
Tripura 2 1 1
Tanchangya 4 1 3
Mro 4 4 0
Chak 1 1 0
Khumi 1 1 0
Bawm 1 0 1
Total 30 18 12

Participant Recruitment and Interview Procedure

We initiated the recruitment through our contributor, Dr. Avijoy Chakma, who
belongs to one of the eight Indigenous communities that we studied. The first four
participants were his acquaintances and from there we proceeded through snowball
sampling. We also recruited participants randomly by advertising our study on
various social media groups. To ensure participants’ comfort and create a familiar
environment [113], we conducted four group discussions: two in-person and two
online. The participants were distributed as follows: Group 1 had 9 members,
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Group 2 had 2 members, Group 3 had 5 members and Group 4 had 2 members.
More details about the group discussions are provided in 6.2 in Appendix.

In addition to the group discussion sessions, twelve additional participants agreed
to take part in individual interviews. We continued the interviews until we reached
data saturation. Although our original plan was to conduct everything face-to-face,
political unrest in Bangladesh from July 8 to August 20 [154], [163] necessitated a
shift to remote methods. Consequently, the first two group discussions, involving 11
participants, were held in person, while the rest group discussions and all individual
interviews were conducted via Google Meet. Consent was obtained for both offline
and online interviews. For offline interviews, participants provided consent using
printed forms; for online interviews, consent was given via Google Forms. In both
cases, we verbally explained the consent form and received verbal consent as well.
The interviews were conducted in Bangla, with participants’ written and verbal con-
sent obtained prior to recording. We ensured that the purpose of the recording and
how the recordings would be used were clearly communicated to the participants.
In response to some participants’ concerns about privacy, we assured them that all
recordings would be permanently deleted after the anonymous transcription process
would be completed.

Data Analysis

For data analysis, two of our authors who are native Bangla speakers, translated
and transcribed the audio recordings manually without using any automated soft-
ware. Content analysis began immediately after the first discussion, providing a
better context-based understanding that informed subsequent data collection [73].
We used thematic analysis [4] and inductive coding (open coding) method [50].
Three members of the group coded each piece of data and labeled them individually
with different themes. Then the labels added by different members were compared.
When the labels matched, they were accepted. When the labels did not match, the
whole team discussed that piece of data and an agreement was achieved through
the discussion. Example codes include “privacy,” “hate posts,” “memes and trolls,”
“freedom of speech,” “sensational journalism,” “censorship,” etc. We did not use
predetermined themes to maintain openness to emerging themes. The whole team
worked together to group the related themes and find the final set of broader themes
that can illustrate our findings the best.

Ethical Consideration and Positionality

Our research protocol was reviewed and approved by the research ethics board of
BRAC University. Throughout the interviews and discussions, we were extremely
careful engaging in respectful conversations with our participants, acknowledging
that they belong to a highly marginalized community with their own culture and
norms. Before beginning the interviews, we engaged in extensive discussions with
our author, a member of the Indigenous community of CHT, and conducted an
ethnographic background study. We also clearly communicated our neutral stance
on political and religious issues to avoid any potential miscommunication. Moreover,
we avoided political issues as much as possible, as our study was mainly focused on
culture, norms, unawareness, and online harassment. Participants were informed
of their right to withdraw their data after the interview, skip questions, or leave
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the interview at any time. During reporting, we omitted sensitive information that
could harm the community and removed all identifiers (e.g., location, institution)
to ensure participants’ safety. According to the local customs in Bangladesh, the
participants were offered light snacks and tea [94]. We note that financial compensa-
tion is mainly offered for recruiting professional participants to describe their work
experience [124], [170].

Our questionnaire was crafted by the authors, drawing from insights in existing lit-
erature [140], background studies, and the authors’ substantial HCI expertise. The
whole interview questionnaire is shared in section 6.1. One author, who is a mem-
ber of the Indigenous community and was born and raised in the CHT, supervised
the interviews. The other authors contributed extensive experience working with
Indigenous and marginalized communities. In solidarity with the rights of Indige-
nous peoples, we recognize and support their fundamental human rights and their
efforts to preserve their cultural identity. Moreover, we envision a Bangladesh where
ethnic harmony prevails, allowing both Indigenous and Bengali communities to live
together peacefully.

3.2 Quantitative Data

3.2.1 Dataset

In our study, we have used Fakeddit [97] dataset for training and testing our models.
Fakeddit is a state of the art multimodal dataset, which contains over 1 million image
and their captions from Reddit posts. The dataset contains three classification
options, two-way, three-way and six-way. For this study, we have used the 6-way
classification to detect fake news. In this dataset, each instance has a label, which

indicates the nature of the instance, whether it is a fake news or not. We discuss
the labels briefly,

o TRUE (0): This category refers to those posts and news that are true and
contain actual information. Here, in this case, the captions are relevant to the
posts and the information present are true.

o SATIRE (1): Humorous posts like memes are a candidate of this category.
News or information twisted in a satirical way is included here.

« FALSE CONNECTION (2): The instances of this category contain posts
where the image and the captions are not relevant.

o IMPOSTER CONTENT (3): In this dataset, all the posts that are generated
by Bots on Reddit are included in this category.

« MANIPULATED CONTENT (4): Posts where the original information has
been manipulated. Like edited video, picture.

o MISLEADING CONTENT (5): Posts and captions that are misleading for
the public.

The distribution of the classes is illustrated in Figure 3.1. The Fakeddit dataset is
divided in three portions, train segment, test segment and validation segment. Also,
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the dataset contains two parts, one is unimodal dataset and another is multimodal
dataset. The unimodal dataset only contains the captions of the posts where the
multimodal dataset contains captions along with images. For our study, we have
used the multimodal dataset to train our models.

3.2.2 Dataset Preprocessing
Image Preprocessing

For training, we preprocess the images of the dataset in multiple steps. Firstly,
we checked for corrupted images. Images that are empty file or not fully down-
loaded were counted as corrupted image in our study. When we found a cor-
rupted image file, we dropped the corresponding instance from the dataset. Af-
ter checking the image files, we plotted the images and found out that the images
are not same sized, thus, in the second step we resized all the image files using
“torchvision.transforms.Resize'. We resized the images into (256, 256, 3) en-
suring uniform image size across the dataset. After that, each image in dataset were
converted into RGB to maintain color channel consistency. A sample of these steps
is shown in Figure 3.2.

In our dataset, image normalization ensures that all input images have a consistent
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scale, improving the stability and efficiency of training. Since our CNN model pro-
cesses images of different brightness levels and contrasts, normalization standardizes
pixel values using ImageNet’s mean and standard deviation [39]:

1 = [0.485,0.456,0.406], o = [0.229,0.224,0.225]

This prevents certain features from dominating others, accelerates convergence, and
aligns our data with pre-trained models, enhancing feature extraction and overall
performance. The normalization is implemented using the Equation 3.1

T —
g

(3.1)

Lnormalized =

where:
e 1z is the original pixel value,
e 1 is the mean of the dataset,

¢ 0o is the standard deviation of the dataset.

Text Preprocessing

To preprocess the text data, we use a pre-trained BERT tokenizer [87] to convert
the Reddit post titles into numerical representations. Each title is tokenized and
embedded using the BERT model from the Hugging Face transformers library.
The model outputs a fixed-length 768-dimensional embedding for each title, ensur-
ing consistency across inputs. This transformation enables efficient processing in
neural network models while preserving contextual meaning. The uniform embed-
dings allow our classifier to leverage deep semantic representations for improved
classification performance.

For the training, we split the training set in three portions, we use 80% of the set
for training, 10% for testing and the rest for validation. This is achieved using
sklearn.model_selection.train_test_split, ensuring balanced label distribu-
tion in each subset.

By combining both image and text preprocessing, we create a structured dataset
suitable for multimodal classification tasks.

3.2.3 Model Description

To effectively classify fake news using both textual and visual information, we employ
two deep learning architectures: MultimodalClassifier and BERTResNetClassifier.
These models independently process images and text before merging their features
for classification.

MultimodalClassifier (CNN + BERT)

The MultimodalClassifier has two main components: a Convolutional Neural
Network (CNN) for handling images and BERT for processing text. The CNN works
by extracting visual features through three convolutional layers, each followed
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Figure 3.3: The Architecture of ResNet-50 Model

by ReLU activation and max-pooling, which helps to reduce the spatial dimen-
sions while preserving important features [86]. The resulting feature maps are then
flattened and passed through a fully connected layer for classification.

On the text side, a pre-trained BERT-base-uncased model [64] from Hugging
Face is used to process the input text. BERT consists of 12 transformer layers,
768 hidden units per layer, and 12 self-attention heads, enabling it to cap-
ture contextual relationships between words in a bidirectional manner. The
input text is first tokenized using the BERT tokenizer, which converts it into to-
ken IDs before passing it through BERT’s transformer layers. The model extracts
a 768-dimensional embedding vector from the [CLS] token’s final hidden state,
representing the overall meaning of the text.

To integrate textual and visual features, the BERT embedding undergoes a linear
transformation to align it with the image feature space. The model then applies
max pooling to combine the feature vectors from both modalities. The final fused
representation is passed to the classification layer, which applies CrossEntropyLoss
for the final prediction. This architecture enables the model to leverage both
textual and visual cues, improving the effectiveness of multimodal fake news
classification.

BERTResNetClassifier (ResNet-50 + BERT)

The BERTResNetClassifier substitutes the CNN with a ResNet-50 backbone to
enhance image feature extraction. ResNet-50, which is pre-trained on ImageNet,
captures hierarchical features from images that are subsequently processed through
a fully connected layer. ResNet 50 is a convolutional neural network (CNN) architec-
ture that features 50 layers. This model includes 1 MaxPool layer, 48 Convolution
layers, and 1 Average Pool layer. ResNet 50 carries out around 3.8 x 10° floating-
point operations [64]. The architecture of ResNet50 is depicted in Figure 3.3. The
text processing pipeline remains unchanged from the MultimodalClassifier, employ-
ing BERT embeddings along with a linear transformation layer.

The fusion mechanism adopts a similar strategy, taking the element-wise maxi-
mum of the text and image feature vectors. This approach ensures that the model
effectively captures the most significant features from both modalities prior to clas-
sification.
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Training and Optimization

Both models utilize CrossEntropyLoss for training, applying class weighting to tackle
any class imbalances in the dataset. The optimization process is managed by Adam,
along with a learning rate scheduler (ReduceLROnPlateau) that dynamically adjusts
the learning rate according to the validation loss. Additionally, early stopping is
employed to cease training when the validation loss ceases to improve, which helps
in preventing overfitting.

By integrating both textual and visual features, these models improve the accuracy
of multimodal fake news classification, effectively capturing the complementary in-
formation found in both images and text.
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Chapter 4

Findings

4.1 Qualitative Findings

In this section, we first present an overview of how social media is leveraged by the
young Indigenous community members in Bangladesh, particularly in protecting
and promoting their culture, heritage, history, and identity. We also provide a
situated understanding of their social media behavior in the context of cultural
diversity, conservatism, and appropriation. Next, we highlight the online threats
and challenges encountered by these participants, with a detailed description of
how these issues are translated into the physical world. Finally, we summarize the
mitigation strategies adopted by them.

Participants from the group interviews are denoted using the format G#, P#, Gen-
der. For example, “G1, P1, Female” represents the first participant from group one
who identifies as female. For individual interviews, we use the format I#, Gender.
For instance, “I1, Male” represents the first individual participant who identifies
as male. Table 4.1 provides the definitions of the key terms used throughout the
Findings section.

4.1.1 Cultural Protection

We found that culture plays the most important role in shaping the social media
behavior of our participants. The Indigenous young people of CHT extensively
use social media and the Internet to preserve their culture and protect their ethnic
identity. In doing so, they have to consider both internal and external circumstances.
In this section, we provide a nuanced portrayal of these issues.

Preservation of identity, heritage, and history

From our interviews, we found that the Indigenous members of the CHT strive to
preserve their culture through various means. Our participants shared that they
leverage modern technology such as social media to promote their cultural symbols
and elements. For example, one participant mentioned that they use social media
to showcase cultural tools, introducing their heritage to a broader audience:

“When I post about traditional elements like Hallung or Mejang, my
friends often ask me about them. They respond positively and show
great curiosity about our traditions. Without social media, it would not
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Table 4.1: Definition of key terms.

Terms

Definition

Upojati

This is a Bengali word that translates to sub-nation.
This term is used to refer to non-Bengali population in
Bangladesh. The Indigenous people of CHT do not em-
brace this term with their identity. Instead, they prefer
to be referred to as ‘Adivasi’ ‘Adivasi’ is also a Ben-
gali word that translates to the term ‘indigenous’ in En-
glish [167].

Hallung

A large basket-shaped artifact used to carry agro-
products on the back with a circular strap attached to
the basket bottom [146].

Mejang

A stockpot-shaped artifact used as a dining table at wed-
ding receptions [180].

Pinon

A traditional Chakma attire for women, serving as the
lower garment, wrapped around the waist [13].

Hadi

The upper garment of traditional Chakma women’s at-
tire, complementing the Pinon to complete the outfit
[13].

Water Festival

The Marma/Mogh Indigenous community celebrates
the ‘Rilong Poweh’ water festival during the Sangrai
(marks the New Year in the ‘Mraima’ calendar) in
Bangladesh [179].

Saree A traditional Bengali female outfit, consisting of a long,
draped cloth worn over an underskirt, known for its el-
egance and cultural significance [98].

Punjabi A traditional Bengali attire, worn by both men and

women. For men, it typically includes a long shirt called
a kurta paired with loose-fitting trousers, such as py-
jama or salwar [143].

Ching Chong

A derogatory ethnic slur historically used to mock or
insult individuals of East Asian descent. It caricatures
the sound of East Asian languages, perpetuating stereo-
types and reinforcing xenophobic attitudes. Its usage is
widely recognized as offensive and racist [47].

have been possible for us to share our traditions so effectively with our

Bengali friends, which is a genuinely positive impact.”[I14, Male]

In addition to social media, the Indigenous youth of CHT also use platforms like
YouTube to preserve their cultural heritage. These platforms allow them to upload
videos and songs, ensuring that cultural practices are documented and accessible for

future generations:

“Platforms like YouTube, in particular, have played a vital role in pre-
serving our cultural songs and language.
YouTube serves as an effective method of preservation, which is a posi-

tive development.”[12, Male]
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Another participant further elaborated that the traditional songs and poems of her
culture and community — which were on the verge of extinction once — have now
been preserved through technology. This preservation takes place through digitally
recording and storing the cultural artifacts:

“This is the era of globalization and every culture is somehow affected by
technology. In our case, for example, there are Chakma songs and poems
that were once on the verge of extinction. But thanks to technology, they
are now recorded and can be passed down from generation to generation.”

|G1, P8, Female]

During our study, we also found that young Indigenous people use social media
to promote their cultural events online, helping to spread their cultural history to
people outside of their community.

“Nowadays, the Masus (the individuals responsible for organizing pro-
grams) from the Rakhine community use social media to promote their
events. As a result, many people are learning about the Rakhin tradi-
tions, which helps to advertise their culture. Additionally, they collabo-
rate with popular social media vloggers to promote those events, which
further boosts the popularity of those events.” [I7, Male]

In addition to preserving their cultural heritage, social media also helps in raising
awareness among the mainstream Bengali population regarding Indigenous move-
ments and historical incidents. For example, during the Quota Reform Movement
! In Bangladesh, the history and quotes of Kalpana Chakma? were highlighted to
draw attention to the oppression in CHT. As a result, Kalpana Chakma’s words and
history gained widespread recognition, helping to bring a relatively unknown aspect
of Indigenous history to the new generation. In this case, they have used social
media to show the similarity of struggle between them and the Bengali people. In
the words of a participant:

“You see, people are also becoming more aware of our history because
of social media. A few days ago, only a few people knew about Kalpana
Chakma, but today, many more are familiar with her work and history.
Additionally, on August 9 of this year, during the ‘International Indige-
nous Day,” many posts were shared about us — the discrimination we
face. The timing was good because the Quota Reform Movement had
just become successful so people were really vocal about any form of
oppression or discrimination. This is really a great thing. It’s a posi-
tive aspect of social media that people are learning about our historical
figures.” [G3, P4, Female]

10On August 5, 2024, the Quota Reform Movement in Bangladesh, which had evolved into an
anti-government uprising, culminated in the successful overthrow of the former government of
Bangladesh. [157].

2Kalpana Chakma was an Indigenous rights activist from the Chittagong Hill Tracts in
Bangladesh, who was abducted from her home and possibly murdered in 1996, allegedly by secu-
rity forces personnel. She has been missing ever since. Her disappearance became a symbol of the
struggle for justice and human rights for the Indigenous people in the region [5].
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Another participant categorically mentioned an incident regarding Kalpana Chakma
that highlights the importance of social media in empowering the voice of the In-
digenous population:

“After August 5, when the Quota Reform Movement became successful,
students launched their ‘Reform Bangladesh’ mission. As part of this
movement, they began creating art and graffiti on old walls to beau-
tify them and preserve the memories of the protest. In the Chittagong
Hill Tracts (CHT), many Indigenous students made graffiti of Kalpana
Chakma, which was allegedly destroyed by law enforcement agencies.
This incident went viral on social media, leading to widespread sup-
port from Indigenous people across Bangladesh, who then created more
graffiti of Kalpana Chakma. I remember seeing a post that said, ‘If
one Kalpana Chakma dies, a thousand Kalpana Chakmas will be born’
This shows how, through social media, we can now collectively protest
against oppression.” [G3 , P4, Female]

She also referred us to the Facebook post relevant to her quote, which is depicted
in Figure 4.1.

During our interviews, we found that the Indigenous young people of CHT try to
preserve their language through social media as well. While CHT is one of the top
tourist spots in Bangladesh and the places here are mostly named in their native
language, they understand that the distinct pronunciation of the Indigenous words
often makes it challenging for the Bengali tourists to learn the original names of the
places. Over time, these Indigenous names have been modified, pushing them to the
verge of extinction. However, there is now a renewed effort to preserve these unique
names, with social media playing a key role. Our participants shared that they
actively post on Facebook using the traditional Indigenous names as they believe
that these names are closely tied to their identity:

“We have our own names for places, which come from our language.
However, these names and pronunciations are difficult for Bangla-speaking
people or tourists. Over time, they have modified the names. For in-
stance, the place now known as ‘Keokradong’ is called ‘Kyaka krah tang’
by us. ‘Nahphah khung’ has become ‘Nafakhum’, ‘Nai Morong Oing’
is now ‘Debotakhum’, and ‘Kra U Makyak Tang’ is referred to as ‘Dim
Pahar’ (Egg Hill). However, we — the Indigenous people — hold these
old names dearly because they are deeply connected to our identity. To
preserve them, we raise awareness through Facebook, using the original
names ourselves. We try to resist these changes by leveraging social
media.” [I7, Male] *

We found another important act of activism through Facebook. Despite the state’s
effort to label them as “Minor Ethnic Groups,” [48], [149], [195] all of our participants
steadfastly hold on to the term ‘Adivasi,” which represents their identity, both online
and offline. During our study, all the participants agreed that they wanted to be
addressed as ‘Adivasi’ rather than ‘Upojati’ (Tribe). In summary, social media
is extensively used as a tool by the Indigenous young population to protect and
promote their culture, history, and identity.

3Supplementary sources for the places mentioned here are provided in section 6.2.
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Figure 4.1: The original and the vandalized graffiti (Collage) [165]. The top-left graf-
fiti translates to “Save the Hill, Save the Country” and the top-right as “Kalpana
Chakma 19967” Perpetrators vandalized the “Save the Hill” from the top-left graf-
fiti and the entire top-right graffiti, resulting in the bottom-left and bottom-right
images, respectively.

Cultural diversity, assimilation, and conservatism

Our data shows that the young Indigenous community members in Bangladesh
navigate a complex cultural landscape on social media where their sharing practices
are intertwined with internal, external, and inter-community issues.

First, Indigenous social media users face criticism online from the majority Bengali
community when they post about their cultural programs. In their opinion, this
mainly occurs because the majority population tries to see the Indigenous practices
through their own cultural and religious lens. Thus, from the majority’s perspective,
the Indigenous culture seems to be ‘weird’ or ‘shameless’ in many cases.

“The water festival — the Marma people call it ‘Pani Khela’- is a tra-
ditional festival of the Marma community and it goes viral every year.
So, there is always controversy to it. Let’s say when Pani Khela hap-
pens, people are indifferent to male and female identities — there is no
gender difference there. Now when this goes viral, many members of the
mainstream Bengali community judge it from their cultural standpoint.
A typical comment would be: ‘It is Haram (prohibited in Islam)’. I
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have seen many ‘haha’ reactions to those posts, sometimes people make
comments such as ‘What kind of culture encourages such shameless ac-
tivities?” 7 [P8, G1, Female]

The young Indigenous community members are not only facing criticism from the
outside people but also from their own community members when they try to as-
similate into the mainstream Bengali culture. According to our participants, the
older members of the Indigenous communities are much more conservative, and as
such, they are not welcoming of the younger population adopting any cultural com-
ponents of the mainstream Bengali community. For example, the Saree-Punjabi day
is a special event in Bangladeshi universities, which is celebrated by undergraduate
students wearing traditional Bengali outfits. As college-going, young Indigenous
members join the festivity by wearing these outfits and posting those pictures on
social media, they are condemned by their parents and other family members. One
female participant described this incident in the following way:

“I, sometimes receive negative comments from my own community. For
example, on Saree-Punjabi Day at our university, I wore a saree, and
the people from my community criticized me, saying things like, “You
chose to forget your own culture and adopt another community’s culture.
However, I wore the saree as a formality to maintain good relations with
my classmates, and it does not mean that I have forgotten my own
culture.” [G3, P1, Female]

Another female participant faced criticism from her parents simply because she had
posted pictures with her Bengali friends and classmates:

“At my university, during our Saree-Punjabi Day, I took some pictures
with my Bengali friends and posted them on Facebook. However, my
parents asked me to delete them from my profile. They were worried
because they felt insecure about me posting pictures with my Bengali
friends, fearing that our community might not accept it.” [G3, P2, Fe-
male]

These issues are further aggravated by the fact that there is a vast diversity among
the cultural practices of different Indigenous communities, and each community is
protective of its own practices. In some cases, members of one community criti-
cize other community members’ efforts to adopt their cultural elements. As one
participant said:

“Although I am a part of the Tanchangya community, my mother is
from the Chakma community. So I know about Chakma culture and
their language. Once, I commented on a post by my Chakma friend
in the Chakma language and a random person replied by asking why
I commented in the Chakma language when I'm from the Tanchangya
community. Another example involves one of my friends who shared a
picture wearing Pinon and Hadi. She wore it in a non-traditional style
and received negative comments, such as, ‘Why did you wear it like
this?” 7 [I11, Female]
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These accounts highlight the broader inter-community issues and reveal that cul-
tural conservatism prevails and the misunderstandings take place on several levels,
ranging from the outsiders to their own community members to the members of
other Indigenous communities.

4.1.2 Online threats

In this section, we describe the online threats and challenges encountered by our
participants, including privacy violations, sensational journalism, and censorship.
We also provide a detailed account of how online harassment and bullying are not
isolated from offline incidents, rather they are interconnected and influenced by each
other.

Privacy violations and sensationalism

According to our participants, the increasing availability of smartphones and the
proliferation of social media, coupled with the fact that their hometowns are among
the top tourist destinations in Bangladesh, have made their privacy increasingly
vulnerable. This threat manifests in the non-consensual recording of videos and
photos during cultural events and everyday life, which are then shared on social
media. One participant shared:

“With the excessive use of social media, the privacy that the people
of CHT once had is no longer there. Tourists often come here and
portray the CHT from their own perspectives on social media, rather
than allowing the Indigenous communities to represent themselves.” [G1,
P7, Male]

According to our participants, the portrayal of CHT tourist destinations without
appropriate contexts on social media by Bengali tourists is a major concern for
them. This issue gets further worsened due to the sensationalism of the journalists.
Our participants shared that during the Marma water festival, the photos and videos
of the event were made public on social media, which were captured in tricky ways
to attract more viewers.

“Social media makes our festivals visible to everyone, and in Bangladesh,
tolerance is very rare. For example, the Water Festival is a part of the
Marma culture, and we should respect that, right? The journalists also
play a role here as the journalists covering the festival use eye-catching
footage and captions to attract more viewers and create controversy.”
(G1, P8, Female]

Our participants further said that this issue is not only limited to social media but
also prevalent on YouTube videos, where Bengali content creators often inaccurately
portray political and geographical issues related to the Indigenous communities. One
of our participants showed us videos of such misrepresentation, which can be seen
in Figure 4.4.
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Figure 4.2: Incorrect text and visual
misrepresentation in the YouTube
Thumbnail [104].  The translated
thumbnail text (top) “Where there is
no touch of civilization” is incorrect
and the inclusion of unknown commu-
nity members is misleading.

Figure 4.3: Misrepresenting the In-
digenous communities by including
unknown community members in
the thumbnail (Creator’s Face Hid-
den) [168]. Thumbnail text translates
to ‘Forbidden Andharmanik’ whereas

“Andharmanik” has limited access.

Figure 4.4: Misrepresentation in YouTube thumbnails (‘Andharmanik’ travel vlogs).

“If you search for ‘Andharmanik’ on YouTube, you will find tons of
videos with titles like ‘Forbidden Area of Bandarban, Andharmanik’.
However, it is not a forbidden area; the way they present it is misleading.
Additionally, if you look at the thumbnails, you’ll notice that they often
use images of African Indigenous communities to represent the people
living there. This is both wrong and misleading.” [I7, Male]

Censorship

Almost all of our participants cited censorship as a major challenge as they are often
hesitant to share their opinions, thoughts, and personal experiences on social media.
We observed that this fear of censorship is more evident among the communities
with relatively smaller populations. As one participant said:

“I am from the Indigenous community, I do vlogs online, especially on
Facebook. But, you see, there are many things I experience in the CHT
that I cannot share. If I share too much, I might be in trouble.” [I7,
Male]

In another context, participants shared how their lives could be at risk if they speak
out on social media about the struggles and injustices they face. They revealed that
their lands were often invaded by the settler forces, with law enforcement agencies
turning a blind eye to these violations. Moreover, participants expressed fear that
sharing the truth about the settlers and the hardships endured by the Indigenous
people could lead to abduction or even murder — two common tragic incidents in
the CHT areas. One participant provided a detailed description of this issue:

“Last year, a post about our Buddhist temple was shared by a different
Indigenous community in their Facebook group, with a caption in their
language. I couldn’t understand it at first, so I asked about it later. The
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explanation I received was that the land where we were trying to build
the temple had been invaded by a company aiming to develop their own
settlement. In the caption, he wrote, ‘To preserve our land, we need
to build this temple. At one point, the industry owners attempted to
poison the hillside water stream, from which the people of that region get
their drinking water, in an effort to force them to leave the land so they
could settle there. The authorities are supporting the settlers in this
matter. They've even set fire to the area . Although law enforcement
agencies are aware of this, they do nothing to help us. We can’t even
talk about these issues openly on social media, as we don’t have the
freedom of speech. Speaking out would put us at risk of being abducted
or murdered by the settlers.” [I7, Male]

The above responses indicate that freedom of speech is severely restricted for the
Indigenous population. They feel endangered and are allegedly coerced into self-
censorship by the law enforcement agencies themselves.

Harassment and bullying

Our participants expressed concerns about how online bullying and hate posts affect
their daily lives by inciting hostility. Some of the participants shared their expe-
riences of being harassed in public due to their ethnic identity, with social media
playing a significant role in spreading these incidents widely. For instance, partici-
pants described how social media posts related to the Raozan incident ® impacted
their life. These posts primarily portrayed the Indigenous people as carnivorous, and
various meme pages on Facebook and Instagram perpetuated this harmful stereo-
type. One participant provided a vivid explanation of this phenomenon:

“If you remember, an incident occurred last year —a murder in Raozan
that went completely viral. The hatred against us actually peaked after
this incident on social media. If you saw the news, yes, I agree that a
murderer must be punished. But taking the murderer away from the
police and beating him to death in front of the police is truly brutal and
cannot be justified. Also, here they only took away the murderer who
was from the Indigenous community. This hatred was mainly fueled by
social media. Many pages created content after content, misrepresenting
and spreading hatred against our entire ethnic community. At that time,
you know, many of our ethnic people were living in Dhaka and other
parts of Bangladesh for education and jobs. They were harassed by
the people around them because of what was spread on social media.
Perhaps you don’t know this, but a boy at Chittagong University was
brutally beaten by a Bengali student after this Raozan incident.”[G1,
P3, Male]

4The leasing of land to Lama Rubber Industries Limited in Bandarban violates the Chittagong
Hill Tracts Peace Accord and seeks to forcefully displace the Indigenous people from their homes
[194], [196].

5Shibli Sadiq Hridoy, a 20-year-old college student from Rauzan, Chattogram was abducted on
August 23, 2023. The victim was killed over a protest against poultry theft, and his dismembered
body was found on September 11, 2023. Rapid Action Battalion confirmed the murder but denied
social media rumors of cannibalism, stating the body was simply discarded [192], [193].
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A similar sentiment was reflected by another participant. In her case, she was asked
about cannibalism multiple times by her university juniors, which was disrespectful
to her. She also reported that other students threw trash at one Indigenous student
at her university:

“My friend lives at her [University name anonymized] university hall.
People threw bottles at her when she tried to get out of her room.
People used to bully us by calling us ‘Upojati’. Also, I was harassed
multiple times. Many of my friends and juniors asked me, ‘Apu (Sister),
do you people eat human flesh actually?” 7 [G1, P8, Female]

Another participant shared that a boy spat on her on a busy road because of the
Raozan incident:

“It was during the Raozan incident. I was returning from my university
and it was late afternoon that day. I took a rickshaw to get home, but
we got stuck in a traffic jam for a while. During that time, a boy on a
bicycle approached and saw me. He then spat on my hand and said, ‘You
eat human flesh. Although the rickshaw puller protested, it happened
in public and on a busy road.” [I6, Female]

These responses clearly demonstrate that social media posts and rumors create real
threats in the daily lives of the Indigenous population, including physical assault
and harassment. Our participants further described how small rumors spread on
social media can fuel widespread anger and lead to devastating results in the real
world. One such story was shared by a participant:

“A few years ago, an incident occurred in my district where a Muslim
biker — who was providing ride-sharing services — was murdered. His last
passenger was from the Indigenous community. As the news spread on
social media, it was rumored that he had been killed by that passenger.
This led to widespread anger, and two or three Indigenous villages were
set on fire. However, a later police investigation revealed that the biker
was actually killed by his Bengali friend, who murdered him and stole
his bike.” [I4, Male]

We also learned about multiple incidents of harassment and bullying, where the
perpetrators were faculty members at renowned universities in Bangladesh. Our
participants revealed that they experienced harassment even in classrooms and dur-
ing assessments, solely because of their ethnic identity. They recounted instances
of racist remarks from their instructors and shared experiences of discriminatory
treatment in assessments:

“At my university, one of my faculty members bullied me for being
part of the Indigenous community, and for being a student under the
quota system. After finishing his lecture, he pointed a laser pointer at
me and said, ‘I think that boy hasn’t understood anything. He’s from
the quota system. Another faculty member deducted marks from my
project, even though I had submitted the same work as my Bengali
friend. Additionally, a different faculty member remarked, ‘Have they
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ever seen a computer in their life?” All of this stemmed from social
media, where last year, some people mocked the Indigenous quota, and
it went viral.” [I5, Male]

Another participant shared how she had been mocked due to the quota system:

“When I was in my first year of university, a classmate abruptly asked
me, ‘You guys get admission through the quota system, right? And if I
marry a Chakma girl, will my children get the quota too?” This kind of
indirect bullying is very common. Some of my seniors faced harassment
during job interviews, with remarks like, ‘You got in through the quota
system, so you didn’t have to study much. ”[I11, Female]

Besides all this, ethnic slurs directed toward our participants have been a regular
phenomenon in their life. In some cases, they reported that they take it normally
now and do not even get hurt by these racist comments. In their opinion, social
media plays an important role in this regard:

“Some Bengali Muslims — out of ignorance — believed that we were re-
sponsible for the genocide of the Rohingya Muslims in Myanmar, mainly
because social media portrayed us as having facial similarities with the
people from Myanmar. I recall one incident on my way to work when
an older Muslim man confronted me and used harsh slurs. 1 believe he
didn’t realize that I am not a part of the Arakan community in Myan-
mar.” [110, Male]

Notably, most of our participants experienced being called ethnic slurs (for example,
ching chong , both online and offline. A typical response from a participant is as
follows:

“When I go to market, people tease us like this by saying ‘Chung chang’.
They refer to our facial similarity to the Chinese people. So, they refer
to us as Chinese, or even Korean or Japanese. Sometimes, let’s say,
when I am going to buy something, people ask ‘Are you from China?’”
(G1, P8, Female]

To summarize, social media posts create misinformation and false stereotypes that
often lead to real-world incidents, including physical harassment.

4.1.3 Mitigation Strategies

To mitigate the issues mentioned above, the Indigenous community members have
adopted collective offline measures, including prohibiting outsiders and cameras from
large cultural events. While these actions help mitigate the issues to some extent,
these are not enough. To further protect themselves online, members of the In-
digenous community employ social ciphering techniques to maintain their safety.
Using their distinct language as a ciphering tool, the Indigenous people communi-
cate in their mother tongue on social media, creating a barrier that outsiders cannot
easily penetrate. This practice of using their language or local dialect during on-
line interactions allows them to discuss sensitive topics and shield themselves from
harassment and bullying.
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“We also use it (our native language) on social media. For example,
when my other Indigenous friends mention me in the comment section
of a controversial or provocative post to draw my attention, I respond
using our language. I do this so that others cannot understand and
verbally attack us.” [G1, P9, Male]

At times, they avoid specific terms that might trigger negative reactions, especially
in the context of religious practices and food habits, which are often not accepted
by the mainstream Bengali population. For instance, one participant shared that
they avoid using the word “swine” and instead use their native term for it. This
adjustment reflects the cultural sensitivity surrounding pork, which is prohibited in
Islam [152] — the dominant religion in Bangladesh. Moreover, they use technology
to enhance their privacy, such as dedicated keyboards and websites for writing in
their language (depicted in Figure 4.5).

“Sometimes, we don’t use the word ‘swine’ to refer to pork. Instead, we
use our local dialect, which helps protect ourselves from getting bullied.
In certain situations, we also use our native language to communicate.
For example, if we're discussing a festival where we drink alcohol or
eat pork, we would write the post in our language. We have our own
keyboard and a website where we can write in our language. Sometimes
we use English letters to represent our language. For instance, ‘Yung
tak cha?” means ‘How are you?’ in our language, but people outside our
community wouldn’t understand it. We use this technique to talk about
sensitive topics like politics and culture.” [110, Male]
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Figure 4.5: Online English to ‘Mro’ language translator [183]. “How are you?” is
translated using the Mro alphabet.

Beyond social ciphering through text, we found that many participants extended this
practice to voice messages on social media. During the Quota Reform Movement,
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participants reported using voice messages in their native language to alert others
in the same university hall about potential attacks. This approach ensured that the
messages would remain incomprehensible to outsiders.

“Indigenous women in the [Anonymized] Hall (Female Student Dormi-
tory) Messenger group shared voice messages in the Chakma language
to warn others about possible attacks in specific areas. This was done
to ensure that others couldn’t understand the message.” [I112, Female]

Besides social ciphering, these communities leverage some coping mechanisms to
dodge the privacy threats and their aftermaths. We found that these people mostly
try to use avoidance as a coping mechanism. This practice is even extended in offline
settings. For example, some of our participants reported that they avoid public
transport as much as possible. They think that their distinctive facial structure
would make them easily recognizable, and as such, they try to take measures to
hide them.

“I don’t engage much in anything, both online and offline, because I
don’t want to get bullied. I generally take rickshaws or CNGs to travel;
I avoid public buses and other forms of public transport. I also wear a
mask (surgical mask) to hide my face, so that people can’t identify me
as being Indigenous.” [12, Male]

Another mitigation strategy reported by our participants is to get involved in con-
structive discussions to clarify the misconceptions regarding their culture and lifestyle.
One of the participants shared that he creates short videos and uploads them on
social media, but whenever he receives any negative comments from the Bengali
people, he tries to educate them in a constructive way:

“In many of my vlogs, I sometimes receive hateful comments when I
showcase our culture or traditions. However, I try to respond to those
comments with logical answers and make an effort to educate them. In
many cases, they realize they were wrong and then apologize for their
comments, which is a positive outcome. If they come to understand
us, it’s a good thing. I believe that every content creator from the
Indigenous community should also practice this approach.” [I7, Male]

In addition to the mitigation strategies, we found instances where social media has
helped our participants in their academic lives and education. One participant
shared the following story:

“Social networking sites were incredibly helpful during my admission
days. I received a lot of support from our community groups. Some of
our senior brothers dedicated their time to teaching many students like

me for free. Their guidance was invaluable and helped me immensely.”
[I1, Male]

Furthermore, social media has been demonstrated to be particularly effective in a
few cases, including saving lives of the community members. Social media is used
extensively when any community member goes missing. While traditional search
methods take longer time due to the hostile geographic feature of CHT, social media
offers a lifeline in this regard:
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“Technology is really helping us in many cases like one of our commu-
nity members went missing a few days ago. In hilly areas, it is almost
impossible to find someone solely by relying on traditional methods. So,
in this case, we posted his picture on Facebook and shared it with our
community group. Later, that person was found. Here I cannot imagine
finding him so quickly without the help of technology.” [I7, Male]

All of these findings reveal that the young Indigenous community members not only
use a diverse set of mitigation techniques to protect themselves on social media, but
they also adopt innovative methods to overcome the unique local challenges and
thrive in their social and academic lives.

4.2 Quantitative Findings

The multimodal model trained on the Fakeddit dataset showed impressive results
in the fake news classification task. Training took place over 20 epochs, with early
stopping implemented after the 7th epoch due to no further improvement in valida-
tion loss. Throughout training, the model’s accuracy steadily increased, achieving
a training accuracy of 95.06% by the final epoch. However, the validation accu-
racy plateaued at 78%, indicating that the model had some difficulty generalizing
to unseen data despite its high training accuracy.

Class Precision | Recall | F1-Score
True (0) 0.79 0.83 0.81
Satire (1) 0.56 0.72 0.63
False Connection (2) 0.74 0.61 0.67
Imposter Content (3) 0.34 0.56 0.42
Manipulated Content (4) 0.86 0.86 0.86
Misleading Content (5) 0.66 0.72 0.69
Accuracy 0.78

Macro Avg 0.66 0.72 0.68
Weighted Avg 0.78 0.78 0.78

Table 4.2: Classification Report

The model displayed a significant enhancement in detecting various types of fake
news, although its performance varied across different categories. The best results
were achieved in classifying manipulated content, where both precision and recall
were high, demonstrating the model’s strong ability to accurately identify manip-
ulated news with minimal false positives. This suggests that the model effectively
recognizes more obvious forms of fake content, where manipulation is often clear
and can be detected through multimodal features.

On the other hand, the model faced challenges with imposter content, showing
notably lower precision and recall. This indicates that it struggled to differentiate
between genuine and imposter news, which is often more subtle and may require
additional context or reasoning beyond its current feature set. The categories of
satire and false connections also presented difficulties, although the model performed
better in identifying satire content. The relatively lower Fl-scores in these areas
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suggest that while the model could detect some instances of fake news, it occasionally
misclassified them, especially in cases of subtle or deceptive content.

The performance is encouraging in our case, given our research focus on detecting
manipulated content regarding the indigenous people of the Chittagong Hill Tracts
(CHT). While there are challenges in certain categories, the model’s robust ability
to identify manipulated content aligns well with our research goals.

These findings are outlined in Table 4.2, which presents precision, recall, and F1-
scores for each class, showcasing the model’s strengths and areas needing improve-
ment. With an overall accuracy of 78% on the test set and a weighted average F1-
score of 0.78, the model proves to be generally effective at differentiating between
true and fake news, especially in identifying manipulated content. The variations
in performance across different categories of fake news point to opportunities for
future enhancements, particularly for more difficult classes like imposter content,
where further training or data augmentation might be required to boost precision
and recall.
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Chapter 5

Discussion

In the previous section, we documented a set of online activities conducted by the
young Indigenous social media users in Bangladesh. We provide a situated under-
standing of these practices in relation to their own culture, rituals, and beliefs, as
well as the local sociopolitical conditions in Bangladesh. Our findings delve into
many aspects of the technological intersection with the Indigenous CHT people of
Bangladesh, who are marginalized both in online and offline spheres. Some of these
issues such as tourism, fake news and misinformation, forced migration, search and
rescue mission in hilly areas, are unique challenges due to the geographical location
and the history of this area. By analyzing their concerns, constraints, protection
mechanisms, and dependency on technology to raise awareness among themselves
and others, we offer a few recommendations and connect our findings to the broader
issues in HCIL.

5.1 Impression Management

We begin by highlighting the design implications of our work. According to Goft-
man’s concept of “impression management”, social life is a dynamic process where
humans constantly try to control the impressions that others have about them [148].
In this process, an individual puts up a more carefully improvised version of self —
called the “front stage” — to manipulate how they are perceived to gain acceptance
from others, i.e., the audience. The other side of Goffman’s theory about self —
the “back stage” — is associated with a more private understanding of the self of
an individual in the absence of a social setting. With the advent of social media
as a “networked public” [29], impression management becomes considerably more
challenging as different communities and norms coexist on these platforms.

Our data reveals that young Indigenous social media users in Bangladesh encounter
a range of issues regarding impression management. While these users have a strong
sentiment regarding the protection and promotion of their own culture, they also
aspire to gain acceptance from their Bengali friends by assimilating with the main-
stream culture. As can be seen from our data, this becomes a challenging task
because when they put pictures with outfits like saree that are not representative
of their own cultural heritage, these young users are reprimanded by their family
members at home. On the other hand, outfits such as saree and punjabi are essen-
tial apparatuses for these users to improvise a carefully designed personality that
represents their willingness to assimilate with the mainstream Bengali culture. At

35



the confluence of this duality, these users struggle to find a middle ground as they
need to “perform” differently for different sets of audiences at the “front stage”. We
advocate for the necessity of implementing fine-grained privacy settings for these
marginalized community members that go beyond the straightforward design of
customized friend groups, profile locks, and multiple profiles [35], [158].

Prior work with the marginalized and stigmatized communities in Bangladesh has
documented that the members of those communities use techniques such as disguis-
ing, hiding, layering, and other similar mechanisms [85], [91], [94], [128], [170], [174].
This brings to the fore the concept of “personalization” in HCI as these community
members need to navigate around multiple carefully curated online “selves”. For
example, any design intervention that helps to determine which identity is more
conducive for impression management in a particular context, and how they switch
to that identity smoothly, would make such transitions easier for them.

5.2 Aftercare, Shared Meaning-making, and Shield-

ing

Beyond personalization, we propose a few other recommendations with the goal of
creating a safe and comfortable environment for Indigenous social media users. Our
findings demonstrate that these users face harassment and bullying in real life based
on the rumors and misinformation originating from social media. We advocate for
the establishment of continuous safety and comfort measures that would provide
assurance to these marginalized users. In this regard, we emphasize aftercare and
recommend that social media platforms add features similar to Indigenous practices
such as “healing circles” [6], [7], [93] that have been demonstrated to be effective
for these communities. These circles can be utilized to create unity, foster a sense
of collectiveness, and build a sense of belonging among the Indigenous community
members. Prior works on theology and mental health have highlighted the impor-
tance of faith leaders in mediating these circles [66] but community leaders who
have social acceptance and trust among the members can also act as moderators in
this case. Under their supervision, these circles can serve as a resource for learning
and collectively addressing online and offline bullying and harassment as well as
functioning as a support center for healing from the associated trauma and fear.
Second, we found that there exists a lot of misconceptions among the mainstream
Bengali population regarding the cultural practices and rituals of the Indigenous
communities. As our data shows, this lack of cultural knowledge creates prejudices
and reinforces stereotypes. However, some of our participants also reported that they
were successful on a limited scale in educating the mainstream population through
meaningful and constructive conversations. This highlights the importance of inter-
community connections, knowledge-sharing, and shared meaning-making of cultural
practices. The recent HCI literature on migration and inter-faith learning can be
helpful in this context. For example, the AR/VR technology has been effective in
promoting intercultural knowledge sharing [150], inter-faith learning, and empathy
building [169] in multicultural environments. These technologies can be utilized to
establish a sustainable process of shared meaning-making between the Indigenous
community and the mainstream Bengali population.

Third, social media platforms should be more proactive in protecting these marginal-
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ized users. Although “shielding” could be used as a potential countermeasure where
the posts of minority communities would be shielded from undesired exposure to
“others” who might misinterpret them, we argue based on our findings that shielding
might limit many of the positive benefits obtained by our participants through the
positive use of social media. Any platform intervention should address this trade-off
to maximize the benefits while minimizing the risks for the minority communities.

5.3 Otherness, Identity, and Resilience

We found a more layered perception regarding the issue of “otherness” in our find-
ings. As our data shows, language plays an important role in the social media
activities of the Indigenous population. We found several instances where language
is an important technique for them to protect their identity from “others”. These
findings can be connected to a rich body of work around colonialism and other-
ness. We build on the definition of “otherness” by the famous postcolonial scholar
Edward Said [1], [151], who argues that a person’s knowledge is shaped by their
own culture, which makes it difficult to comprehend the cultural phenomena that
take place within a foreign culture. As documented in our findings, several partic-
ipants reported their frustrations regarding the way the photos taken at different
locations around the CHT are shared on social media, where the caption captures
inappropriate or partial contexts. These photos and other artifacts are apparently
“open” to outsiders for viewing, capturing, and posting on social media, and yet
their meaning is closed by cultural interpretation, of which language is a very im-
portant part. At the same time, we saw several instances where social media was
portrayed as a mediator of positive influence by our participants. This suggests
that while the Indigenous community members are open to the idea of presenting
their cultural artifacts on social media, they resist against the inaccurate contextual
representation of those artifacts. We propose implementing an Al-based system ca-
pable of automatically detecting the photos associated with the cultural artifacts of
the Indigenous community, and if required, capable of providing suggestions for the
caption that are contextually correct and more inclusive.

The politics of language and knowledge construction goes far beyond posting pictures
on social media platforms. As can be seen from our findings, these community
members self-identify themselves as “adivasi”, which is distinct from their official
identity of “minority ethnic group”, as recognized by the Bangladesh government
[190], [195]. Our participants use social media both to resist against this external
labeling and to promote their own identity. The responses from our participants
demonstrate that in doing so, they face repercussions both in virtual and real lives.
Technology in general, and social media in particular, acts as an amplifier in this
regard, where in many cases, situations escalate due to the arguments originated,
or the contents posted on social media. Thus, the role of technology as an amplifier
is reflected in our findings.

5.4 Privacy and Social Ciphering

Prior work with the marginalized and Indigenous community members in Bangladesh
has demonstrated how these populations utilize social stenography or social cipher-
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ing to exchange sensitive and confidential information between them in the presence
of others [94]. In that work, the researchers documented how the beauty parlor
workers in the capital city of Dhaka — those who come from diverse ethnic back-
grounds — use their native languages when working in the presence of the clients to
offer constructive feedback to each other on the fly without unnecessarily worrying
their clients. Social ciphering is used in many other social and professional contexts,
as reported in that study. Our work further augments this finding and reveals that
in many cases, social ciphering is essential for the survival of these marginalized
communities. This language-based ciphering can easily be beaten by an adversary
through translators but to the best of our knowledge, there is no available online
translator including Google Translator for the Indigenous languages in Bangladesh.
Notably, our participants described that they use specially designed phonetic key-
boards and websites to exchange sensitive and confidential information with their
peers. In fact, there is a dedicated project on GitHub [184] related to designing
different types of keyboards for Indigenous communities. We believe that the HCI
community can intervene in this regard by applying the mechanisms of adversarial
design as proposed by DiSalvo [57]. Our work therefore joins the growing body of
HCI literature in the Global South regarding privacy protection mechanisms of the
marginalized communities [94], [124], [170].

5.4.1 Indigenous experiences in the Era of Social Media

Beyond these lessons, our work contributes significantly to Indigenous HCI [96] by
bringing to the fore the dual role of social media. From our data, it can be seen how
social media creates a positive impact, ranging from preserving cultural artifacts
to offering a lifeline for these marginalized communities. However, these effects
exist alongside broader concerns such as ‘gentrification’ and the ‘commodification of
culture’, as described by Sajib et al. [141], and the ‘colonial dynamics’ discussed by
Alvarado et al. [113]. Our participants expressed concerns over how their cultural
and religious practices, as well as daily lifestyles, are misunderstood or criticized
online, reflecting themes of ‘microaggressions’ outlined in Guerrero et al. [134].
Gender inequality further compounds these challenges as our findings reveal that
Indigenous women face significant hurdles, even in simple online interactions such
as posting pictures with Bengali friends. These restrictions connect feminist HCI
with Indigenous HCI, emphasizing the need to mitigate ‘gendered constraints’ while
promoting safe and equitable online spaces.

By analyzing these interwoven themes of culture, identity, gender, and privacy, our
study contributes to Indigenous HCI and advocates for design interventions that
address both the systemic challenges and cultural aspirations of these communities.
These insights pave the way for inclusive and culturally sensitive technologies that
not only empower Indigenous populations but also safeguard their unique identities
in the era of social media.
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5.5 Bridging Quantitative Insights with Lived Re-
alities

Our quantitative findings offer a complementary perspective to the lived experi-
ences captured through interviews and group discussions. The multimodal fake
news detection model, trained on the Fakeddit dataset, achieved high accuracy
in identifying manipulated content (Fl-score 0.86). This aligns with the qualita-
tive reports from our participants, who frequently described facing harm through
misrepresented thumbnails, misleading videos, and decontextualized portrayals on
platforms like Facebook and YouTube.

However, the model performed poorly in detecting more subtle categories like im-
poster content (F1-score 0.42), indicating its limitations in capturing context-dependent
misinformation. The Critical Race Theory suggests that technology is not neutral;
rather, it often reproduces the systemic inequalities embedded in society [106]. In
this light, the shortcomings of our model are not just technical but structural, re-
flecting the absence of Indigenous perspectives in dataset construction and algorithm
design.

Citizenship, viewed through a postcolonial lens, is more than legal status, it is also
a struggle for recognition, belonging, and narrative control [59]. For Indigenous
communities in CHT, online misrepresentation is not an isolated digital issue but a
continuation of their marginalization in broader state and societal structures. The
failure of algorithms to identify or counter harmful narratives becomes part of this
extended erasure.

Haque et al. have shown that in Bangladesh, misinformation spreads rapidly due to a
lack of localized moderation, culturally sensitive detection systems, and grassroots
engagement [103]. Our findings echo this: despite their strong online presence,
Indigenous users remain vulnerable to misclassification, stereotyping, and harm —
issues that quantitative tools alone cannot fully resolve without cultural grounding.
Therefore, we advocate for the co-creation of detection systems with Indigenous
stakeholders, incorporation of culturally nuanced data, and interdisciplinary collab-
oration across HCI and ML. Only then can algorithmic systems evolve from passive
classifiers to active protectors of marginalized voices.
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Chapter 6

Conclusion

This study has highlighted the advantages and disadvantages of digitalization for the
indigenous Jumma community in Bangladesh, offering insightful information about
the complicated relationship between social media and their way of life. Our research
underscores the unique vulnerabilities indigenous groups face in cyberspace, which
are made worse by their social marginalization. Adopting social media platforms
has facilitated communication, new economic opportunities, and access to resources
for these communities. However, it has also been observed that they are more vul-
nerable to grave risks posed by misinformation, cyberbullying, and the deterioration
of cultural norms. By focusing on the Jumma people of the CHT, we have addressed
a gap in the HCI literature, specifically concerning indigenous communities in the
Global South, concentrating on the Jumma people of the CHT.

In conclusion, this research contributes to the growing discourse on indigenous HCI,
HCI4D, and ICTD, emphasizing the importance of culturally informed and inclusive
approaches to technology design. Future studies can highlight specific needs and
challenges concerning indigenous communities, as digital technologies continue to
permeate the lives of marginalized communities. It will make sure their digital
environments are empowering, safe, and respectful of their cultural heritage.
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6.1 Interview Guidelines

While the questions were asked, we asked them in Bengali, and they are here trans-
lated. We refrained from using anything that might hurt their cultural sentiment
and feelings.

6.1.1 Basic Demographic Information

1.

2.

Which community are you from?

Where are you living now?

. What is your current job?

. Which social media platforms do you use?

From when did you start using social media?
How active are you on these platforms?
(Prompt if relevant) Do you comment or post on social media?

(Prompt if relevant) Are you active in your community-based pages/groups?

6.1.2 About Water Festival

1.

In last year (2023), during the water festival a video went viral on Facebook
where many people did vulgar comments about the cultural festival, have you
seen that?

. (Prompt if relevant) Can you share some comments or posts that caught you

attention?

. (Prompt if relevant) How did you feel about those comments?

(Prompt if relevant) Can you share any incident related to this that led to
physical or online harassment with you 7

(Prompt if relevant) How do you take protective measure against this kind of
harassment?

(Prompt if relevant) This year the place for annual Water Festival was changed,
was that a defence mechanism?

(Prompt if relevant) As you faced some negative impacts due to observing
your own traditional festivals, does it affects your spontaneous participation
in any upcoming festivals?

(Prompt if relevant) As I know, the viral video was captured from an angle to
make it more catchy. What do you think about that? Does it happen always
here?
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6.1.3 About the Raujan murder incident

1.

Last year, in Raujan, a Bengali boy named Hridoy was killed by indigenous
people, and there was a rumor that the boy’s flesh was eaten by them. This
incident shocked the entire internet, leading to harassment and bullying of
indigenous people online. How did this incident affect you?

. According to a Facebook post, an indigenous girl was spat on by a Bengali

and taunted with the words “You people eat human flesh, you are not human.”
Have you experienced any similar incidents where you were physically bullied?

(Prompt if relevant) Do you think that social media played a role in this?

(Prompt if relevant) Did you take any protective measures to safeguard your-
self?

Following the incident, many meme pages on Facebook posted various memes
bullying the indigenous community. Did these memes affect you or your online
presence?

Did the bullying and harassment have any negative impact on your workplace
or educational institution?

Have you faced any embarrassing situations due to these online events related
to the incident?

. As we know, following the incident, many leading newspapers and news chan-

nels in Bangladesh published clickbait news and YouTube videos to gain more
views, often distorting the real incident. Did this news affect your online or
offline presence?

6.1.4 Quota issues

These questions were mainly asked to students who are studying in universities and
have benefited from quota advantages.

1.

This year, during the Bangladesh Medical Admission test, a Facebook post
went viral comparing an indigenous student with a Bengali student. The post
highlighted that the indigenous student was admitted to medical college due
to the quota system, despite having lower marks than the Bengali student.
This post led to numerous hateful comments against indigenous students. Did
you encounter any of this negativity?

Have you ever been bullied by your faculty members or friends because of
benefiting from the quota system?

(Prompt if relevant) Do you think that social media fueled this issue?

(Prompt if relevant) Did you take any preventive measures to help others
understand the situation?

During the recent Quota Reform movement, did you face any challenges or
inconveniences due to having a quota, even though the protest was not specif-
ically against the ‘Indigenous Quota’?
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6.1.5 Yellow Journalism

1.

In the previous Raujan incident, we discussed how leading news channels and
newspapers used clickbait and fabricated stories to gain more views and read-
ership. Can you share any other incidents where you experienced something
similar?

Have you encountered anything like this on social media?
(Prompt if relevant) What were the consequences of this type of news?

I have noticed that in many social media vlogs, your culture is not accurately
represented. What are your views on this?

In many posts, people highlight the fact that indigenous people consume al-
cohol and pork, which is not widely accepted in the majority of Bangladeshi
culture. Have you faced any negative consequences due to this?

In many YouTube videos, indigenous people are misrepresented. For exam-
ple, some thumbnails feature images of African tribes instead of Bangladeshi
indigenous people. Have you come across this?

(Prompt if relevant) Do you think that this kind of misrepresentation has any
negative impact on your reputation?

Do you take any preventative measures to counteract these misrepresentations
and raise awareness?

(Prompt if relevant) Can you give us any examples?

6.1.6 Conservative about culture

1.

From my personal experience , I have seen that the indigenous people are
conservative about their culture both online and offline. Am I right?

(Prompt if relevant) Can you explain why are you conservative?

. (Prompt if relevant) Does cyber bullying play any role in your online conser-

vative mindset 7
Do you feel free to post pictures of your own culture and dresses?

Do you feel free to post about your problems online?

6.1.7 Social Ciphering

1.

Do you use your mother tongue (e.g., Chakma language) to post or comment
on sensitive topics on Facebook?

(Prompt if relevant) Do you do this to keep the post unreadable for people
outside your community?

. (Prompt if relevant) When writing posts or comments, do you use your own

script, or do you use English phonetic spelling?

28



6.1

1.

(Prompt if relevant) Do you use any special software, keyboard, or website to
write in your own script?

(Prompt if relevant) Can you show me an example of this?

Within your community, do you have any special dialect or code words, like
using one word to refer to something else, to keep it encrypted from outsiders?

(Prompt if relevant) Can you give us an example of such words?

.8 DPositive Sides of Social Media

Do you think that social media is helpful in raising awareness among the
general public about your culture and history?

. Do you use social media to increase awareness about your culture and history?
(Prompt if relevant) Can you give me an example?

. (Prompt if relevant) What kind of feedback do you receive? Does it help create
awareness among the general population?

. During the ‘Student Against Discrimination Movement’ in Bangladesh, many
people became more interested in learning about your community and its his-
tory. Do you think social media is helping to spread awareness and positivity?

. What are your suggestions? What can the government and the general public
do to increase awareness?

6.2 Places and Locations Mentioned in the Paper

w N =

. Keokradong/Kyaka krah tang
. Nafakhum /Nahphah khung
. Debotakhum/ Nai Morong Oing

. Dim Pahar/ Kra U Makyak Tang
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6.3 Basic Background Information of Jumma peo-
ple of CHT

Table 6.1: General information about indigenous communities in CHT. (*TB =
Tibeto-Burman Language Family, M = Men, W = Women).

Community POIEIII;%?OH Language Dress Religion
Chakma 483,229 Chakma Dhuty(M), “Pinon’ (W )VV)H adi’(W), ‘Hobong'(M- Buddhism
Marma 224,261 Marma ‘Thumbui’ (W), ‘Angi’ (W), ‘Dayah‘(M) Buddhism
Tripura 156,578 Kokborok ‘Rignai’, ‘Risa’, ‘Rikutu’ [182] Hinduism

Tanchangya 45,972 Tanchangya ‘Keboi’(W), ‘Pinon’(W), ‘Habong’(W) [116] Buddhism

. ‘Puan’(W) [185], ‘Korchung’ (W), ‘Korchur’(M), e
Lushai 380 TB Puanbi(M) [115] Christianity [68]
‘Lupao’ (Turbans), ‘Bichunika’ (W), ‘Kono’ Animism,
Khumi 3,780 TB (ear rings), ‘Sang-eie-pong’ (Head Ornaments), Krama, Chris-
‘Lakao’ (Leg Ornaments) [36] tianity [21]
‘Kotung Pangre’ (M-Dress, Dhuti), ‘Apong’ (M-
Chak 3,077 TB Turban), ‘Nafi’ (W-Dress, Skirt), ‘Rangkeng’ (W- | Buddhism [114]
Dress)[114]
‘Ukh’ (M-Dress), ‘Bong’ (M-Turban), ‘Baiw’ (W- | Animism, Bud-
Khyang 4,826 TB Dress), ‘Kel-Kah-Lu’ (Leg Ornaments), ‘Luk-Hu’ dhism, Chris-
(W-Turban) [37] tianity [37]
o ) ‘Laikawr’(M), ‘Rentak’(M), ‘Kawrechi’(W), e
Bawm 13,193 Bawm (TB) Pran’ (W) [178] Christianity
Pankhua 1,857 TB Pirhan [188] Christianity
Animism,
/ / ‘Wanglai’ (W-Dress), ‘Kong-ar’ (M-Ornament), Krama, Bud-
Mro 52,455 Mro ‘Ramcheng’ (W-Ornament) [38] dhism, Chris-
tianity [38], [177]

6.4 Demographic details of participants

Table 6.2: Details of the group discussions.

Group Number | Total Participants | Gender Ratio Community
1 9 | Male: 8, Female:1 | Chakma (5), Chak (1), Tripura (1), Khumi (1), Mro (1)
2 2 | Male: 0, Female: 2 | Chakma (1), Bawm (1)
3 5| Male: 1, Female: 4 | Chakma (1), Marma (4)
4 2 | Male: 1, Female: 1 | Tanchangya (2)
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Table 6.3: Demographic information of participants. *Three districts - Rangamati,
Khagrachari, and Bandarban constitute the CHT region.

Group No. ‘ Participant No. ‘ Community ‘ Gender ‘ Age Group ‘ *District
Group Interviews

1 1 Chakma Male 20-25 Rangamati

1 2 Tripura Male 20-25 Khagrachari

1 3 Chakma Male 20-25 Khagrachari

1 4 Chak Male 20-25 Bandarban

1 ) Khumi Male 20-25 Bandarban

1 6 Chakma Male 20-25 Rangamati

1 7 Mro Male 20-25 Bandarban

1 8 Chakma Female 20-25 Khagrachari

1 9 Chakma Male 20-25 N/A

2 1 Chakma Female 20-25 Dhaka

2 2 Bawm Female 20-25 Bandarban

3 1 Marma Female 20-25 N/A

3 2 Chakma | Female 20-25 N/A

3 3 Marma Female 20-25 N/A

3 4 Marma Female 20-25 N/A

3 5 Marma Male 20-25 Khagrachari

4 1 Tanchangya | Male 20-25 Bandarban

4 2 Tanchangya | Female 20-25 Bandarban

Individual Interviews

N/A I1 Chakma Male 20-25 Khagrachari
N/A [2 Chakma Male 20-25 Rangamati
N/A I3 Chakma | Female 20-25 Khagrachari
N/A 14 Chakma Male 20-25 Khagrachari
N/A I5 Chakma Male 20-25 Khagrachari
N/A I6 Tripura Female 20-25 Khagrachari
N/A L7 Marma Male 30-35 Rangamati
N/A I8 Mro Male 20-25 Bandarban
N/A 19 Mro Male 20-25 Bandarban
N/A I10 Mro Male 30-35 Rangamati
N/A I11 Tanchangya | Female 25-30 Rangamati
N/A 12 Tanchangya | Female 25-30 Rangamati

Related Publication

The following publication is based on the qualitative findings of this thesis:

o [. B. Rofi, M. M. Eshita, A. Chakma, et al., “The good, the bad and the
ugly: The opportunities, challenges and the mitigation strategies of the young
indigenous social media users of the chittagong hill tracts in bangladesh,”
in Proceedings of the 2025 CHI Conference on Human Factors in Comput-
ing Systems, ser. CHI 25, Association for Computing Machinery, 2025, I1SBN:
9798400713941. po1: 10.1145/3706598.3713268. [Online]. Available: https:
//doi.org/10.1145/3706598.3713268
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