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Abstract

The emergence of generative Al poses problems for people in several industries, in-
cluding artists and other content creators whose work can be trained on without their
consent, along with public figures who can be impersonated. As generative Al is now
being researched at the quantum level, adversarial Al in quantum remains a largely
unexplored topic. With present NISQ architecture and current hardware limitations
for quantum image processing in mind, we present a hybrid quantum adversarial Al
system using the QPIXL~++ library for investigating image perturbations with quan-
tum encoding using Flexible Representation of Quantum Images (FRQI) and Sparse
Fast Walsh Hadamard Transform (SFWHT) compression. Topics for investigation
in this area include pixel-domain vs frequency-domain perturbations under quan-
tum compression, optimal perturbation strength, quantum superposition, working
around quantum hardware limitations and applying optimization techniques with
models as DINOv2. This project aims to establish a foundation and launch new
research directions in hybrid quantum machine learning and adversarial Al. After
completion of the study, it was found that the mean preserved perturbation value
for the images was 99.99%, meaning that most of the classically introduced pertur-
bations survived quantum encoding. Additionally, the mean SSIM vaule was close
to 1 and the mean PSNR value was 32.30 dB which is above the accepted threshold
for indistinguishable images to human eyes.

Keywords: Quantum Image Processing, Image Perturbation, Quantum Encoding,
Quantum Machine Learning, Adversarial Al
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Chapter 1

Introduction

1.1 Background

First of all, with the introduction of large scale Latent Diffusion Models and trans-
former based vision models, the media sphere and digital art have been fundamen-
tally redefined. Hence, they are some revolutionary but even more so relying on
the consumption of large datasets that may have been gathered without the glaring
approval and compensation of the original author, this has steered to a flourishing
area of adversarial defense against digital intellectual property. In addition to that,
it is characterized by the development of models like Glaze and Nightshade which
apply unnoticeable pixel-level perturbations to cloak the stylistic aspects of an im-
age from Al encoders. Conversely, QML and it can be translated to mean Quantum
Machine Learning has emerged as a paradigm shift and it is providing the possibil-
ity of a quantum advantage in solving a problem of data. Various techniques in the
area of Quantum Image Processing such as FRQI and QPIXL techniques represent
the encoding of classical images into quantum superpositions. At the same time,
the existing studies provide that the essential probabilistic character of the quan-
tum states combined with certain compression algorithms such as SFWHT implying
that Sparse Fast Walsh Hadamard Transform is applicable to introduce the unique
and non-linear adversarial noise that is essentially different than the pixel domain
perturbations.

1.2 Rational of the Study or Motivation

The key driving force of this study is once again due to the vituperative arms race
between content generators and generative Al developers. Furthermore, classical
adversarial perturbations are gradually vulnerable to being skipped by adaptive de-
noising filters and solid feature extractors like DINOv2, the computational overhead
of generating high-fidelity classical masks can be restrictive for individual artists.
Initially, quantum-aware encoding advocates a unique opportunity to indicate these
gaps by manipulating images at the quantum level specifically by minimizing rota-
tion gates in the QPIXL method. As for example, one can achieve almost unde-
tectable but mathematically significant alterations in pixel values. Moreover, this
research is notable because it explores the largely unexplored territory of Quantum
Adversarial Al by investigating how pixel-domain and frequency-domain pertur-
bations works under quantum compression. Therefore, finding an optimal balance



between protection strength and visual fidelity within the constraints of NISQ which
means Noisy Intermediate Scale Quantum and this architecture is important for cre-
ating the next generation of digital sovereignty tools.

Quantum machine learning and image processing is an emerging field, with sig-
nificant investment from established technology corporations. As current classical
adversarial attack models are not safe against possible countermeasures, and with
the possibility of quantum generative Al models arising once fault tolerant quantum
computers arise, this pipeline aims to prepare for such a future as the adversarial ML
research we see today was developed mainly as a response years after the emergence
of generative Al models, with no opportunity for preventative measures.

1.3 Problem Statement

The rapid transition of generative Al has inflamed an arms race between artists and
AT developers where orthodox classical digital cloaking tools like Glaze and Night-
shade serve as the front line of shield. Besides, a massive research gap prevails in the
resilience of these State-of-the-Art methods. However, pre-existing classical models
are fundamentally deterministic and risingly vulnerable to adaptive de-noising filters
and advanced feature extractors such as DINOv2. In addition to that, state of the
art apparatus very often request substantial computational power like increasing the
capabilities of standard consumer GPUs. Furthermore, exhibit performance dete-
rioration against non-VAE pixel-space methods like Deep Floyd. In the quantum
field, while famous encoding tools like Flexible Representation of Quantum Images
propose high compression but they remain unfeasible for Noisy Intermediate Scale
Quantum devices for to their intense sensitivity to noise and high circuit complexity.
In light of this, the pivot problem highlighted by this research is the absence of a
hardware efficient, hybrid quantum and classical merged framework which is capable
of generating non-linear and quantum aware adversarial perturbations. Ultimately,
intellectual property remains crucially vulnerable to unauthorized feature extraction
by the next generation of quantum enhanced Al systems without such a unique and
hybrid pipeline.

1.4 Objective

The fundamental objective of this research is to analyze and design a Hybrid Quan-
tum Adversarial system that applies quantum-aware encoding to protect digital
imagery from unauthorized duplication. The precise goals are:

e to design a hardware-efficient image encoding pipeline by using the QPIXL++
library and incorporating FRQI and SFWHT compression to operate within
NISQ hardware restrictions.

e to establish and compare pixel-domain and frequency-domain adversarial per-
turbations to examine which modality offers exceptional protection against
feature extraction while maintaining high structural similarity (SSIM).

e to demonstrate the practicality and scalability of the model with the evidence
of experimenting the model with the images that have been secured against the
state of the art vision model including DINOv2 and latent diffusion models.



e to observably examine the scalability and resource efficiency of the proposed
quantum aware models measured against leading classical adversarial defense
systems.

1.5 Methodology in Brief

The methodology starts within the QPIXL framework using a dataset of approxi-
mately 15,000 64x64 RGB cat images sourced from Kaggle, which were then con-
verted to PGM format for quantum encoding in 8x8 patches with OpenQASM 2.0
circuits (Hadamard, controlled-RY, CNOT gates) for more accurate statevector sim-
ulations matching current quantum hardware capabilities. DINOv2 distance is the
primary metric for measuring perturbation, and we will also compare pixel and
SFWHT perturbation domains across compression percentages to further measure
how well classical perturbations survive quantum encoding.

1.6 Scopes and Challenges

This study dealt with one of the very niche fields of Quantum Machine Learning,
Quantum Adversarial Attack, and because of the hardware limitations, many the-
oretical ideas could not be verified through actual experiments on real quantum
hardware. These restrictions of the Noisy Intermediate-Sate Quantum (NISQ) de-
vices limited the study in many ways including not being able to work with higher
resolution images and colored images. Additionally, unavailability of open source
Quantum Generative Adversarial Network models resulted in this study to not be-
ing able to test the performance of the adversarial attack proposed on an actual
quantum generative algorithm. In addition, the nature of current classical models
require relatively large computational power not accessible to most of the general
public.

1.7 Thesis Organizations

The objective of this study was to explore the field of quantum adversarial attack
and come up with a pipeline to protect original artworks from future quantum gener-
ative models. The construction of this thesis report is coordinated into six chapters
to furnish a detailed exploration of quantum aware adversarial Al.

The report starts with chapter 1 which establishes the context of generative Al
hazards, the incentive for quantum level protection and the research gap, research
objectives and a detailed summary of the methodology. In the second place, chap-
ter 2 vastly explains literature review which provides a critical analysis of state of
the art adversarial attacks with quantum image encoding techniques like FRQI and
QPIXL with detailed formula explanation and quantum GANs. Lastly, the con-
strains of current modern classical defense pipelines. After that, chapter 3 which is
requirements, impacts and constraints showcased the functional and non-functional
standards of the offered system alongside its societal, environmental and ethical
aspects. Following that, proposed Methodology is in chapter 4, illustrate the archi-
tecture of the hybrid quantum-classical pipeline which include data collection from



Kaggle, the PGM conversion and the execution of QPIXL++ with SFWHT com-
pression techniques. Moreover, chapter 5 explains result analysis and it presents
the performance evaluation of the system using few metrics such as Structured Sim-
ilarity Index Measure (SSIM), Peak Signal to Noise Ratio (PSNR) and DINOv2
distance followed by a mathematical, statistical analysis and comparative discus-
sion with detailed explanation. Finally, chapter 6 covers conclusion which recaps
the key findings, indicates novel contributions to the territory of Quantum Machine
Learning. Lastly, it discusses the proposed recommendations for future research in
post-NISQ systems.



Chapter 2

Literature Review

2.1 Review of Existing Research

Adversarial perturbation

This study [3], [4] highlights some critical vulnerabilities regarding deep neural net-
works in ”The Limitations of Deep Learning in Adversarial Settings”. A newly
developed method of generating adversarial samples uncovers that targeted misclas-
sification can be induced by modifying only 4.02% of the input features. The authors
develop an efficient attack optimization process using forward derivatives and adver-
sarial saliency maps. This approach outperforms traditional gradient based attacks
since it allows for fine grained control over the misclassification outcome with mini-
mal perturbation magnitude. The author formalizes white box attack models with
full access to the model design and black box attack to the oracle only. Computes
adversarial saliency maps by F(X), where F is the derivative of the forward pass of a
neural network, providing regular input feature sensitivities. Moreover, the empiri-
cal validation of MNIST data set has an attack success rate of 97 per cent at 4.02
per cent on average distortion of all inputs. Besides, the researcher illustrate the
ineffectiveness of the current defenses by gradually tightening adversarial examples
to evade defenses. Still, it is more systematic in their approach to the adversarial
samples generation when calculating forward derivatives and saliency mapping, both

using the L-BFGS algorithm and the FGSM schemes [4]

2.1.1 Quantum Image Encoding

Within Quantum Image Processing territory, several encoding techniques have show-
cased specific effectiveness, most prominently the Flexible Representation of Quan-
tum Images (FRQI) and Quantum Pixel Representation (QPIXL) techniques. More-
over, these models transformed classical image data into quantum states, enabling
compact storage, data compression and highly parallelized computation.

FRQI: The FRQI method specifically encodes both pixel color and position con-
currently within quantum superposition, utilizing amplitude and phase encoding.
For an image of size 2" x 2", the representation is expressed as

1 22n_1

) =5 Z (cos 0;]0) + sin 6;|1))]3), (2.1)



where 6; symbolizes the intensity of ¢-th pixel. Secondly, this particular scheme
obliges 2n + 1 qubits. As for example, encoding a 32 x 32 image with n = 5 requires
eleven qubits. In addition to this, FRQI offers data compression as well as parallel
processing services. Nonetheless, it is highly susceptible to noise as well as quantum
state preparation remains complex [12], [13].

QPIXL: By taking inspiration from quantum image representation models like
FRQI and NEQR, the QPIXL framework proposed a uniform image representation
which was pixel oriented along with reducing the gate complexity of previous repre-
sentaion techniques. It is implemented using R, and CNOT gates, achieving linear
gate scaling while eliminating the need for ancillary qubits. Each pixel is represented

1) = Zai|cz~>|pi>, (2.2)

where |¢;) encodes the pixel color and |p;) specifies its position. Approximately ten
to twelve qubits suffice to encode a 32 x 32 image. By balancing computational
efficiency with resilience to noise, QPIXL is particularly well suited for NISQ era
quantum devices [14].

2.1.2 Parameterized Quantum Noise Model
Fast Gradient Estimation

With the Bayesian Linear Gradient Estimator for VQAs, this paper [17] illustrates
the huge potential of measurement reductions in NISQ devices. The BLGE lever-
ages circuit structure priors in order to balance the bias-variance trade off arising
between systematic errors, due to finite sampling, and statistical errors stemming
from quantum measurements, within a Bayesian framework.

Key Technical Takeaways:

e Outperforms PSR and finite difference methods on small/moderate measure-
ment budgets

e Realizes 10x measurement reductions in QAOA setups
e Empirical shallow and spectral deep circuit depth adaptation
e Uses parameterized quantum gate frequency components for estimation.

Currently, it is restricted to periodic unitaries. This method performs better in
resource constrained settings compared to PSR. This method works really well for
practical VQA optimization under constrained measurement budgets. Non-periodic
unitaries, barren plateau interactions, adaptive priors, and Hessian based optimiza-
tion are some other directions that are left for future work.

Comparative measurements confirm that BLGE retains accuracy advantages for dif-
ferent measurement budgets while reducing quantum circuit evaluations and, there-
fore, is especially useful in NISQ era implementations.



Fast Gradient Sign Method (FGSM): FGSM is a single-step, white-box ad-
versarial attack that produces small but adversarially effective input perturbations
by leveraging the gradient of the loss function with respect to the input. For a
model My, an input z with true label y, and a loss function £, FGSM generates an
adversarial example as

Tady = T + € - sign (Vzﬁ(Mg(fL‘), y)) , (2.3)

where € constrains the perturbation magnitude under the ¢, norm. The sign oper-
ation adjusts each input dimension in the direction that most rapidly increases the
loss, yielding a worst case perturbation under a first order approximation. Owing
to its low computational cost and empirical transferability across models, FGSM
is commonly used in adversarial training and robustness evaluation, and is often
treated as a baseline approximation to more powerful iterative attacks, including
Parameterized Quantum Adversarial Noise Channel (PQANC) [5].

Parameterized Quantum Adversarial Noise Channel (PQANC): PQANC
unifies quantum classical noise mechanisms by tuning Kraus operators and weight
parameters to get desired result.

Epqanc(p) = Z Ai(0)K:(0)pK ] (6), (2.4)

In the above equation @ denotes learnable parameters optimized adversarially to
maximize model error under the following cost function

Cadv - _HM<5PQANC(p>> - ytrueH7 (25)

This channel effectively emulates complex decoherence processes while enabling
inverse-channel noise mitigation, PQANC requires high circuit depth [27].

2.1.3 Quantum GAN

The generation of features from quantum encoded noisy images, including those
encoded using FRQI, NEQR, and QPIXL methods, has led to the development of
complex quantum and hybrid GAN models that can efficiently simulate amplitude,
phase, and entanglement noise. Three of them are HQCGAN, QGAN HE, and
QWAN which are distinct means of describing the processes of quantum noise and
the distributions of features that occur.

The Hybrid Quantum Classical GAN (HQCGAN), developed by Zoufal, Luc-
chi, and Woerner [10], combines a quantum generator and a classical discriminator.
The parameterized unitary circuit Ug(0) simulates the probability distributions of
noisy quantum states, generating samples according to |[¢g) = Ug(0)]0), with the
loss function calculated based on feedback from the classical discriminator:

Le=—E..p.[D(G(2))]; (2.6)

By exploiting quantum effects such as superposition and decoherence, HQCGAN
successfully simulates complex amplitude and phase noise patterns that are infeasi-
ble for classical GANs. Experiments on 4 to 8 qubit IBM Q systems showed high
fidelity reconstruction of Gaussian-distributed FRQI and NEQR encodings, with
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fidelity scores above F' > 0.92 under moderate decoherence. Although HQCGAN
is highly effective in noise adaptive feature distribution learning with low hardware
complexity, its classical discriminator limits its ability to detect entanglement fea-
tured noise [10].

The Quantum Hybrid Entanglement GAN (QGAN-HE), proposed by Zhao
et al. [26], further enhances noise robust quantum image generation by incorporating
entanglement awareness into both the generator and discriminator. The generator
generates entangled image states |t)ye,), while the discriminator evaluates entangle-
ment fidelity using a quantum kernel:

FQ = |<¢g€n’¢true>|27 (27)

By optimizing directly for quantum fidelity instead of classical loss measures, QGAN-
HE retains spatial and phase correlations in noisy FRQI and QPIXL encodings.
For 8 x 8 images under depolarizing and dephasing channels, the model obtained
Fg =~ 0.95 with 12 to 16 qubits on IBM Q hardware. Its key strength is in main-
taining coherence and accurately modeling entangled noise patterns, although this
is achieved at the cost of more complex circuit depth and higher computational
complexity [26].

The Quantum Wasserstein Adversarial Network (QWAN), proposed by Ra-
makrishnan and Banchi [8], uses a geometric loss function with the quantum Wasser-
stein distance to guarantee perceptually valid noise reconstruction. The generator
minimizes

mein W2(P; 8noise(p9))7 (28)

where the target noisy quantum image is represented by p and &5 is a quantum
noise channel such as amplitude damping or dephasing. This approach enables
the modeling of continuous noise manifolds with perceptual consistency, surpassing
FID-like metrics in quantum image similarity assessment. Simulations on 10 qubit
systems showed small geometric distances and high structural similarity (SSIMg >
0.93), although the computational cost of Wasserstein gradient estimation limits
scalability [8].

2.1.4 Classical pipeline
Glaze

This project [21] is a subject of distinct interest in this work. Glaze is a software
developed by a team from University of Chicago which works to prevent such style
mimicry. The working principle of glazed is based on digital perturbations. Firstly,
the software gathers and isolates specific features of the target image using a feature
extractor function. This solution seeks to identify the style specific features of art
pieces leveraging style transfer by transferring the original artworks to a different
artistic style and then comparing the feature space of the original and transferred
image. Then it introduces cloak perturbations to the identified style specific fea-
tures within the perturbation budget so that the Al agent trying to mimic the art
style fails without disrupting the quality of the original artwork noticeably. Glaze
claims that about 92.1% times artists were convinced that Glaze was successful in
protecting their art styles against real world style mimicry services like scenario.gg.
However, this approach faces some challenges. It requires significant compute power



which is beyond the scope of lower end GPUs that artists may work on (glazefaq),
and there exists a ratio between the amount of perturbation to image quality. It
is also weaker against img2img tools and some non-VAE models working in Pixel
space such as Deep Floyd.

The newest version of Glaze acknowledges the limitations of using CLIP distance as
a perturbation quality measurement metric [22], so for the purposes of this study,
we chose to utilize DINOv2 distance in our experiments.

Nightshade

Related to the Glaze project, Nightshade [25] is more of a targeted data poisoning
attack that prevents accurate prompt generation, effectively confusing the model
about the image itself. It selects random poison text prompts, creates anchor images
based on different concepts, adds perturbations to the target image, and creates a
poison image using the LPIPS algorithm. In this approach, changes are more visible
on artwork with flat colors, and there exists no mimicry protection - it exists as more
of a supplement to the previously mentioned software above.

Mist

Mist is an open-source software [19] designed to protect against img2img attacks.
The approach this software takes is similar to Glaze, however, the creators of Glaze
themselves theorize that for defense against img2img attacks, the settings for the
perturbations this software applies is of a very high setting, about 5 times higher
than the maximum setting applied through Glaze, which may not be usable for most
artists.

Anti Dreambooth

This paper [23] is written with the online GenAl web application DreamBooth in
mind, the main incentive being the creation of a defense tool against the potential
misuse of images of real people uploaded on the DreamBooth server by malicious
actors.

Here, adversarial perturbations are applied to the photos before they are uploaded to
the server. Two fundamental techniques are explored here: Fully-trained Surrogate
Model Guidance (FSMG) and Alternating Surrogate and Perturbation Learning
(ASPL). The former uses a fixed surrogate model with the training dataset consist-
ing of clean images, while the latter takes on a more iterative reverse-engineering
approach by updating a surrogate DreamBooth model, an approach that can mirror
that of the attackers.

This study uses the VGGFace2 and CelebA HQ datasets. Anti Dreambooth has
been showed to degrade the quality of the generated images even with variations in
prompts and model versions.

However, this approach may be vulnerable to attackers having access to the unmod-
ified target images beforehand, and due to the targeted nature of this approach,
specific counterattacks may be taken by the models present on the server.



2.1.5 Stable Diffusion

Stable Diffusion is a latent diffusion model (LDM) developed for text to image
generation. Rather than performing diffusion directly in pixel space, it operates
within a compressed latent space, substantially reducing computational requirements
while maintaining high image fidelity [28]. The approach integrates score based
diffusion with denoising autoencoders, enabling the model to progressively transform
Gaussian noise into semantically coherent images conditioned on textual prompts.

Architecture: Stable Diffusion uses a Variational Autoencoder (VAE) to encode
input images « into latent representations z ~ ¢(z|x) and to decode these represen-
tations back into pixel space. A U Net denoiser predicts the injected noise €y(z, ¢, y)
at each diffusion timestep ¢, conditioned on text embeddings y (e.g., derived from
CLIP). Cross attention mechanisms integrate textual information into intermedi-
ate feature maps. During the forward diffusion process, Gaussian noise is added
according to

2= vazo+ V1 —ae, e~N(0,1), (2.9)

while the reverse process iteratively removes noise to recover an estimate of the
original latent representation z.

Training: The model is trained by minimizing a noise-prediction objective defined
in latent space:
L= Eyeillle— ozt 9], (2.10)

Conditioning on paired image text data aligns visual outputs with textual prompts,
and large-scale pretraining supports generalization across diverse styles and concepts
[18].

Features and Applications: Notable features include computational efficiency
due to latent space diffusion, flexible conditioning on multiple modalities (e.g., text,
reference images, depth maps), and strong image quality. As a result, Stable Diffu-
sion is applied to tasks such as text-to-image synthesis, inpainting, super resolution,
and parameter-efficient fine-tuning using methods such as LoRA or DreamBooth
[20], [24].

2.1.6 Simulation platform: QClab++

QClab++ is a C4++ framework for quantum computing designed to support simula-
tion, algorithm prototyping, and hybrid quantum classical development. Building on
the foundational principles of QCL, or Quantum Computation Language, it empha-
sizes computational efficiency, contemporary programming abstractions, and flexible
cross platform architectures. The framework is particularly well suited for research
in quantum machine learning, quantum generative modeling, and adversarial quan-
tum experiments [11], [15].

It offers the basic abstractions of quantum registers, parameterized quantum circuits
and user defined unitary gate operations. Both state density matrix and state vec-
tor. there are simulations, and thus the amplitude, phase and en-in can be modelled.
tanglement dynamics. This framework also has noise modeling that includes noise
modeling. standard procedures, such as amplitude damping and depolarization and

10



adversarial perturbation algorithms such as FGSM or PQANC applied on FRQI,
NEQR, or. QPIXL encoded image states. The structure has classical optimisation
algorithms, including gradient descent and Adam, which are practiced to prepare
variational quantum circuits. These HQCGAN algorithms are used as feedback
loops of hybrid quantum classical architectures. Besides, QClab++ provides mea-
sure. routines and measures of fidelity permitting the quantitative measurements
of quantum states. and the productions of the circuits. QClab++ capabilities of
combining variational circuits with parameters are the main procedures. explicit
noise modeling, hybrid classical quantum workflows and extensibility to. custom
QGAN architectures. The capabilities make the framework all these. applicable
to quantum generative modelling and adversarial. quantum machine learning to
teaching and development variational algorithms. prototyping.

2.1.7 Evaluation Metrics

The Structural Similarity Index Measure (SSIM) [2], assesses perceptual simi-
larity by simultaneously considering luminance, contrast, and structural information
in two images:

(2:“96/@ + Cl)(2‘7xy + Cy)
(12 + p2 + C1) (02 + 02 + Cy)’

SSIM(z,y) = (2.11)

where p, and p, are the mean intensities, o2 and af, are the variances, and o, is

the covariance between x and y. SSIM values range from —1 to 1, with 1 indicating
identical structural content. Its sensitivity to perceptual differences has made it
widely used in image restoration, compression, and super resolution research.

The Learned Perceptual Image Patch Similarity (LPIPS) [7], evaluates per-
ceptual differences using deep feature representations rather than raw pixel compar-

isons:
1

HW,

LPIPS(z,y) =) D Nw © Ghy — )13, (2.12)
l h,aw

where [ indexes the layers of a pretrained network and w; denotes learned layer-
specific weights. Lower LPIPS values indicate stronger perceptual similarity, whereas
higher scores reflect more noticeable differences. LPIPS is widely adopted for bench-
marking generative models, especially GANs and other perceptually driven synthesis
tasks.

Quantum Fidelity [1], quantifies the overlap between two quantum states or den-

sity matrices:
' F(p, o) = (Tr {WD{ (2.13)

This metric ranges from 0, representing orthogonal states, to 1, indicating iden-
tical states. Quantum fidelity is a fundamental measure of similarity in quantum
communication, machine learning, and generative quantum modeling.

The Fréchet Inception Distance (FID) [6], compares the statistical distributions
of real and generated images:

FID = ||,ur - :ugHg + Tr (%, + Yy — Q(Erzg)l/Q)v (2.14)
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where (p, X,) and (pg,X,) are the means and covariances of real and generated
feature distributions. Lower FID scores indicate that generated images are more
realistic and diverse, making it a standard metric for evaluating GANs and diffusion
based generative models.

Finally, the Peak Signal to Noise Ratio (PSNR) is a logarithmic measure of
image fidelity that quantifies distortion between a reference image I and a recon-
structed or perturbed image I based on the mean squared error (MSE):

(2.15)

MAX?

MSE

where MAX is the maximum possible pixel intensity. Expressed in decibels, higher
PSNR values correspond to lower distortion and greater similarity between images.
Although PSNR is straightforward to compute and analytically convenient, it does
not always align with human visual perception [2].

2.2 Summary of Key Findings

We have several key areas of research for the development of the hybrid quan-
tum adversarial pipeline. The second edition of the Glaze project utilizes the DI-
NOv2 metric for better image protection as opposed to CLIP distance, therefore
becoming integral for our proposed system. The one pixel attack model, while
demonstrating potential, is compute intensive in combination with DINOv2 and it
requires re adjusting the current pipeline. QPIXL/FRQI for encoding Fast gradient
sign method/PQANC for adversarial noise promises a solid quantum adversarial
pipeline.
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Chapter 3

Requirements, Impacts and
Constraints

3.1 Final Specifications and Requirements

The functional requirements for this project include support for multiple image
formats, successful conversion of those images to PGM (portable grey map) format,
generation of FRQI circuits from images, application of adversarial perturbation,
a classical simulation of quantum circuits, and batch processing of multiple images
through simulation. Non-functional requirements include processing speed, memory
usage, scalability and reproducibility.

3.2 Societal Impact

This study aims to contribute to visual creator empowerment and to the growing
scope of the real-world impact of hybrid-quantum systems.

3.3 Environmental Impact

There are no immediate health or safety risks or any biohazards associated with this
study.

3.4 Ethical Issues

No Al-generated images were utilized in this project, and more research is required
when it comes to the detection of Al generated images in software.

3.5 Project Management Plan

The project scope includes measurement of quality metrics through transformer
models and automated batch processing with plans for testing on IBM Quantum.
At this stage, the project is not designed with GUI application and mobile platform
support in mind.
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3.6 Risk Management

The success of this project is inherently tied to the development and scalability of
quantum processing power. As a significant amount of funding is being allocated
towards the development of quantum computers in mainstream applications, there
has been a growing interest in the development of quantum machine learning. This
project aims to provide some groundwork into ethical adversarial Al practices for
media and identity protection in a post-NISQ world.
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Chapter 4

Proposed Methodology

4.1 Design Process or Methodology Overview

Input Image
Grayscale PGM
[Image to PGM]
Classical FGSM 8x8 Chunking for Pixel to angle
Perturbation parallel processing conversion

Quantum
Simulation using
QCLAB++

Final State
Measurement

Angle extraction Reconstruct
form amplitudes protected image

Figure 4.1: Methodology overview

(Compressed FRQI
Encoding

The methodology in this study follows a structure which starts with the collection of
data. The study expects 64-pixel images as input which are collected from publicly
available datasets. After that, the images go through the pre-processing step where
the input images are converted to PGM format. Following that, those images are
converted to a quantum image representation format through the Flexible Repre-
sentation of Quantum Images (FRQI) using the QPIXL method. During this step,
this study takes advantage of the compression mechanism of the QPIXL method
which originally was implemented to reduce the number of gates required to convert
an image data to a quantum state by the authors of Quantum pixel representations
and compression for N-dimensional images [16]. This compression technique alters
the image in such a way that the change in pixel information cannot be detected
by human eyes however the underlying color values of the pixels are altered. This
is achieved by reducing the rotation gates on qubits where the rotation values will
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be negligible thus slightly changing the color values of the pixels. This alteration
works as a perturbation on the original image and can be used to corrupt training
data in generative Al moddels. As this method generates quantum level perturbed
images, theoretically this adversarial attack should be effective on Quantum Gener-
ative Adversarial Networks (QGANs) as well. However, due to the unavailability of
any open source QGAN models, this claim is yet to be verified.

Additionally, this study implements classical approaches for perturbations using the
Fast Gradient Sign Method (FGSM) framework and used the DINOv2 Validator
class to validate perturbation performance. Key parameters include a perturbation
strength (epsilon) range of 4-20, a Peak Signal-to-Noise (PSNR) ratio of over 30 dB
(theorized to be imperceptible to the human eye), and a Structural Similarity Index
Measure (SSIM) of over 0.95 to ensure that the perturbed image looks similar to
the original.

4.2 Preliminary Design or Design (Model) Spec-
ification

In the earlier design, a few potential solutions have been taken into account to solve
the issue of quantum-awareness of adversarial perturbation and be computationally
feasible in NISQ hardware constraints. The encoding schemes, perturbation do-
mains and optimization strategies formed the major design aspects. Three quantum
image encoding schemes were initially taken into account: Flexible Representation
of Quantum Images (FRQI), Novel Enhanced Quantum Representation (NEQR),
and Quantum Pixel Representation (QPIXL). FRQI was selected as the main en-
coding technique due to its effective encoding of amplitude of pixel values according
to rotation angle that is an intrinsic compression compress based perturbation. Even
though NEQR is more faithful to the grayscale representation, its required alacrity
is significantly higher than that required by modern NISQ instruments. QPIXL was
not used as the primary encoding system, but it was applied on the basis of its com-
pression mechanism despite having a linear gate scaling. Two perturbation domains
were compared in this study: pixel-domain and frequency-domain (SFWHT). The
pixels values in the spatial domain are manipulated by pixel-domain perturbations
and can be interpreted as results and easily implemented directly. Perturbations of
the frequency domain, attained by the application of Sparse Fast Walsh-Hadamard
Transform, utilize the transform coefficients to incorporate perturbations that may
be more robust to certain types of image processing. The two techniques were held
in a comparative study to understand which region holds the power of adversaries
in a better condition with the help of quantum encoding and decoding process.

Optimization Strategy: When dealing with the classical perturbation stage there
were three optimization strategies considered, i.e. single step Fast Gradient Sign
Method (FGSM), iterative Fast Gradient Sign Method (I-FGSM) and Momentum
[terative Fast Gradient Sign Method (MI-FGSM). Similar to the case of MI-FGSM,
the algorithm has been selected as the primary optimization method since it pos-
sesses superior convergence properties and momentum preparation can be used to
exit local minima. The method has the best quality of adversarial perturbation over
single-step FGSM and is computationally cheap relative to more complex optimisa-
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tion schedules such as the Carlini-Wagner attacks.

Quantum Simulation Framework: Due to the lack of real quantum hardware,
the framework is created with a hybrid formula of a simulation utilizing quantum
circuit simulation with QCLAB-++. The model involves state vector simulation as
an accuracy model and patch based processing to manage complexity of computa-
tions. The simulated pixel sizes of individual image tiles are 4x4 or 8x8, a trade-
off between quantum circuit depth and the potential depth of classical hardware
simulation. This tiling scheme is also indicative of realistic restrictions one would
encounter when applied to real quantum processors of small scale, in terms of qubits.

Verification and Validation: Measured validation in terms of a number of met-
rics is present in the design specification. DINOv2 distance This is the primary
measure of the strength of perturbation, and it measures the distance in the feature
space of original and perturbed images:

__f) - f@)

L @)II1Lf ()]
f(x) is the DINOv2 embedding. Peak Signal-to-Noise Ratio (PSNR) and Structural
Similarity Index Measure (SSIM) are used to assess the quality of preservation of im-
ages to ensure that the perturbations are invisible. Pre-quantum and post-quantum
distance measurements enable assessment of perturbation survival through the quan-
tum encoding-decoding pipeline. Target thresholds were established as: PSNR > 30
dB for imperceptibility, SSIM > 0.95 for structural preservation, and perturbation
preservation > 90% for adversarial effectiveness.

d(z,2") =1

(4.1)

Design Trade-offs: The design proposed gives more priority to practical feasibility
over theoretical quantum advantage taking into account the limitations of current
NISQ era. The quantum compression parameter gives the control over the trade off
between image quality and quantum perturbation performance. Lower compression
rates preserve more visual fidelity but provide weaker quantum-level perturbations,
while higher compression introduces stronger quantum noise at the cost of poten-
tial visual artifacts. The epsilon parameter (4-20) controls classical perturbation
strength, with epsilon=8 identified as the optimal balance point during preliminary
experiments. This preliminary design was validated through small-scale simulations
on subsets of the dataset before full-scale implementation, confirming the feasibility
of the proposed pipeline and informing the final parameter selections detailed in
subsequent sections.

4.3 Data Collection

We used an open source image dataset from kaggle containing 64x64 sized images
of cats named Cat Faces 64x64 [9].

4.3.1 Image to PGM conversion

For quantum processing, it was necessary to convert the images to grayscale PGM
because of hardware limitations. For this study, image data was converted to PGM
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files using the python library named Pillow.

4.3.2 Summary of Preprocessed Data

The final dataset had 15747 images of cats. The size of the images were 64x64 pixels
and all the images were in PGM format.

4.4 Implementation of Selected Design

The implementation of the proposed hybrid quantum-classical adversarial system
was developed using a modular pipeline architecture that integrates classical per-
turbation techniques with quantum image encoding. The system was implemented
primarily in Python 3.8+ using the QPIXL++ library for quantum image represen-
tation and QCLAB-++ for quantum circuit simulation. All calculations were done
on an NVIDIA RTX 3080 card to utilize hardware assistance in the calculation of
state vectors. The implementation pipeline has four major steps:

1. Preprocessing and format conversion,

2. Classical adversarial perturbation,

3. Quantum encoding with FRQI compression,
4. Quantum simulation and decoding.

The stages were formulated in a more modular way to help in determining parame-
ters and comparing the results of the stages with the various parameters. To work
efficiently with batch processing images, the system was adopted with the aid of
the Python multiprocessing library and patch-based decomposition allows quantum
circuit simulation under the current hardware limit. The 64x64 grayscale picture
is broken into non overlapping patches (4x4 or 8x8 pixels) that can be built up of
quantum circuits and resized. Not only does this solve the problem of the small
number of qubits in NISQ devices but it also allows more affordable simulation,
as patches are simulated concurrently. Classical perturbation module is trained on
Momentum Iterative Fast Gradient Sign Method (MI-FGSM) and DINOv2 is the
feature extractor model. The model was DINOv2 (ViT-S/14 version), and it was
applied without any fine-tuning because it already has ready-made weights that
can be utilized to represent features in a robust manner. Perturbation gradient
are calculated on the cosine distance of the DINOv2 feature space and momentum
accumulation (decay=0.9) is used to stabilize the optimization process over the it-
erations. It was managed by a standard information format stream that combined
classical and quantum elements. The output after running the modified FGSM al-
gorithm was classically perturbed images of PGM format. The perturbed PGM
images were then transformed into normalized pixel intensity arrays, and they were
encoded into quantum rotation angles using the formula

intensity
255

for FRQI representation. Rotation angles bellow a certain threshold were ignored
to introduce quantum level perturbations to the image states. The optimization

0 =mx (4.2)
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involved the quality assurance measures which were applied across the pipeline such
as PSNR and SSIM threshold automated check, circuit depth monitor and gradient
norm monitor. All the intermediate results are documented and hence the survival
rates of perturbation of quantum encoding-decoding cycle can be statistically exam-
ined in detail. Finally, the quantum states were measured to reproduce the classical
image data and then this image was compared to the original input image for pertur-
bation performance using DINOv2 feature distance and image quality using PSNR
and SSIM. It has around 3500 lines of written Python code in reproducible and
extensible modular units to execute the entire process, namely, all the preprocessing
programs, quantum circuit generators, and evaluation programs.

4.4.1 Adversarial Perturbation of PGM

The preprocessed PGM images undergo the white-box MI-FGSM perturbation com-
ponent. The optimization algorithm used in this stage tries to maximize the feature
distance of the DINOv2 validator class to ensure maximum perturbation strength.
The iterations parameter determined the number of times the momentum iterative
optimization algorithm was allowed to run. The maximum allowed alteration on
pixel value was bounded by a L-infinity constraint (epsilon) in range between 4 to
20 units, defaulting to 8. The perturbation was achieved using a random gradi-
ent with spatial smoothing ranging from 0.5 to 0.99. The output of this state are
the classically perturbed PGM images which then go through an evaluation step
to ensure acceptable image quality and perturbation performance. Finally images
are separated into non overlapping 8x8 blocks for quantum processing because of
hardware limitations.

4.4.2 Quantum Encoding

The image blocks from the previous section undergo FRQI (Flexible Representation
of Quantum Images) encoding, which encodes pixel intensity as rotation angles in a
quantum state. The intensity to rotation conversion is done using the equation 4.2.
The quantum state representing the images requires log,(N) qubits for denoting all
pixels of an nxm image where N = n xm and one qubit for storing the pixel intensity.
Meaning for 8x8 blocks 6 qubits are required to represent all possible pixels and 1
for pixel intensity, so 7 qubits in total. The rotations are achieved by using Iz, gates.

) = %N 3 fos(4)10) + sm(B1)) 14, (4.3)

The quantum circuit for encoding a 2x2 pixel image data into a quantum state using
the QPIXL method is shown in Figure 4.2. Quantum level perturbation is achieved
while encoding the image into quantum states taking advantage of the compression
mechanism of the QPIXL method, as it slightly alters the color values of the pixels
of the original image which may affect the performance of the generative models
while being indistinguishable to the human eye.

In addition, the images are encoded under Sparse Fast Walsh-Hadamard Transform
(SEFWHT) in order to compare the perturbation performance in frequency domain
with pixel domain.
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Figure 4.2: Quantum circuit for encoding

4.4.3 Quantum Decoding

Finally, the quantum state’s amplitudes are observed from the state vector rep-
resentation and continuous measurements were not necessary as we simulated the
circuits in a classical computer. Using those amplitudes, the PGM image is recon-
structed and evaluation metrics like DINOv2 distance, PSNR and SSIM is run on
the reconstructed image. If the computation was done on a real quantum computer,
we would have to perform quantum tomography to get back the image from the
quantum state.
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Chapter 5

Result Analysis

5.1 Performance Evaluation

For this study, several evaluation metrics were used to verify the performance of the
proposed pipeline for both strength of perturbation and visual similarity between
the perturbed output and the original input image. Those metrics were used to
evaluate the performance of the system both before the quantum simulation and
after. The metrics are as follows

5.1.1 Pre-Quantum Distance

This metric measured the cosine distance of DINOv2 features between the original
input image and the perturbed output image before simulating the quantum en-
coding. This can be used to measure the level of protection in the image, where
a higher value of pre-quantum distance means better protection because feature
distance of DINOv2 is calculated in such a way where higher distance means the
DINOv2 generator model finds it more difficult to reproduce the image.

5.1.2 Post-Quantum Distance

This metric measures the exact same thing as the pre-quantum distance after com-
pleting qunatum encoding, quantum perturbation and decoding stages.

5.1.3 Preserved Perturbations

This mectric indicates the amount of protection that remains after quantum pro-
cessing. The formula used to calculate the metric is

post_quantum_dist

perserved_pct = ( ) x 100%, (5.1)

pre_quantum_dist

5.1.4 PSNR - Peak Signal to Noise Ratio

This metric was used to determine the quality of perturbed images. The unit of
PSNR is decibels and the higher the value, the better the image quality. PSNR was
calculated using the equation 2.15.
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5.1.5 SSIM - Structured Similarity Index Measure

This is also an image quality measure like PSNR but it is often considered to be
more correlated with human perception compared to PSNR. This metric considers
luminance, contrast and structure of an image as evaluation criterion. It could
have been calculated using the equation 2.11 however, for this study we used the
skimage.metrics.structural_similarity from the scikit-image python library.

5.1.6 Mean Perturbation

This metric measures the average absolute difference between the original image’s
pixel intensity and the pixel intensity of the final output image after all the process-
ing. Low value of mean perturbation means less visible change.

5.1.7 Max Perturbation

This measures the maximum absolute change in the intensity of any pixel of an
image. The value cannot go over the limit set by the epsilon value provided while
running the system.

5.2 Analysis of Design Solutions

This study expects that introduced perturbations will remain intact after quantum
processing so that quantum generative adversarial networks cannot efficiently pro-
cess the images generated through the proposed system. For this reason, the desired
value of Preserved Perturbations is around 100 %. An image is considered well pro-
tected if the cosine distance of DINOv2 features is higher than 0.5. This study
labels image quality of images with PSNR value more than 35 dB to be of excellent
quality. dB 30 to 35 is considered good as PSNR 28 to 30 dB means virtually in-
distinguishable images for human eyes. dB 25 to 30 is considered Acceptable and
bellow 25 dB marked as poor quality image. The values of SSIM ranges from -1 to 1
and 1 means identical images. So, the preferable value of SSIM is close to 1. Taking
all these evaluation metrics into account, this study experimented with several con-
figuration of the system and attempted to find the best possible performance and
image quality.

5.3 Configuration Parameters

This study predominantly used four parameters to affect the performance of the
model

5.3.1 Epsilon

This parameter limited the maximum allowed change in any pixel value of an image.
This ensures that the perturbed images do not completely change the original image.
Higher value of epsilon will result in stronger protection, however will reduce the
image quality compared to the original image.
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5.3.2 Iterations

This parameter controls the number of steps the optimization algorithm takes to
find the best result. This study uses momentum based iterative method as its
optimization algorithm instead of using a neural network solution.

5.3.3 Patch Size

This determines the block size of the clusters used during quantum processing. As
it is not possible to process the whole image in one iteration because of the lower
number of qubits in NISQ era quantum hardware. This clustering also helps during
quantum simulation as simulation a lager number of quantum bits in a classical
computer is not feasible.

5.3.4 Quantum Compression Percentage

This parameter determines the compression rate used during quantum encoding
using QPIXL to achieve adversarial property by controlling the ignorable rotation
threshold on the quantum state.

5.4 Statistical Analysis

Because of computational limitations, we initially worked with a small sample size
to optimize the parameters before running the model on the whole dataset. Dur-
ing this phase we managed to narrow down the variables for our parameter and
concluded that epsilon value of 8 provided the best balance for both perturbation
performance and image quality. We also found that patch size of 8 is feasible to
process and compression of 5% provided acceptable image quality. Finally, we pro-
cessed all images within the dataset using QCLAB++ on Nvidia RTX 3080 with
these optimized values for different number of optimization iterations. Following
figures show the difference between the results when epsilon is set to 8 vs 15 while
other parameters were constant.
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Figure 5.1: Comparison of Epsilon 15 vs 8

From Figure 5.1 it can be concluded that although the performance of the perturba-
tions is better when epsilon value is 15, which is to be expected, the image quality
reduces significantly. For this reason, we chose the epsilon value to be 8 to balance
both perturbation performance and image quality.

5.5 Comparisons and Relationships

In the final stage of the study, we compared results between interations value 20
and 50 keeping other parameters constant and expectedly found that both pertur-
bation performance and image quality to be sightly better when the optimization
function is allowed to be run for more iterations. Figure 5.2 & 5.3 show the results
for different iteration values.
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Figure 5.2: Iterations 20, Epsilon 8, Patch Size 8, Compression 5%
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Figure 5.3: Iterations 50, Epsilon 8, Patch Size 8, Compression 5%
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From Figure 5.2 & 5.3 we can see that majority of the DINOv2 Distance distribution
fall above the strong threshold of 0.5 and preserved perturbation to be near 100%.
Additionally PSNR value was greater than 30 dB for majority of the images and
SSIM was close to 1. So, it can be concluded that our introduced classical pertur-
bation servived the quantum processing and the introduced perturbation not only
performed well but also did not degrade the images by a noticeable margin.

We also compared the system proposed in this study with an alternative classical
adversarial algorithm and found that the model performs similar to the alternative
if not better. Figure 5.4 show the comparison between the alternative and method
proposed in this study.
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mean_ssim
(=]
&

b
S

0.0

Classical Alternative Proposed Method

Figure 5.4: Classical alternative vs Proposed method (Epsilon = 8)

27



Compression % | Pixel-Domain Survival | SFWHT-Domain Survival
0% 100% 100%
50% 96.6% 73.6%
90% 66.4% 36.4%

Table 5.1: Domain comparison across compression percentages

In addition, we tested pixel-domain vs frequency-domain (SFWHT) domain in the
process of compression. FRQI utilizes SFWHT for internal compression, however,
we found that pixel domain performed consistently better. In both cases, we have
found that classical perturbations can survive quantum encoding. Table 5.1 shows
the results for different compression rates on Pixel and Frequency domains.

Finally, Figure 5.5 shows the visual difference between Input and Output images
for 0% and 20% compression rate. It can be seen that there is virtually no differ-
ence between the input image and the classically perturbed image without quantum
compression. Yet, this provided DINOv2 feature distance of 0.53 and PSNR value
of 36.9 dB. This indicates that our introduced perturbation was successful to pro-
vide strong performance without sacrificing noticeable visual quality. The image
with classical and quantum adversarial properties is noticeably different from the
original image but it provided even more protection with feature distance of 0.57.
The perturbation performance is not drastically better after quantum compression
because the method used in this study for introducing quantum adversarial prop-
erty adds model independent random perturbations while the classical adversarial
attack specifically targets the generator model and adds perturbation to maximize
the confusion for the generator model.

Input Image Output without Output with 20%
Compression Compression

Figure 5.5: Comparison of Image quality
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5.6 Discussions

Although we had a general satisfactory result, our quantum perturbation did not
make much difference. This is likely due to simulation experiments with additional
encoding overhead. As the classically introduced perturbations were present in the
quantum encoded state validated by the preserved perturbations metric being close
to 100%, this attack should also be effective against any quantum generative adver-
sarial network in the future. However, it would have been preferable if we could come
up with quantum adversarial algorithms with better perturbation performance, like
the ones used classically. Although there have been studies on adversarial attacks
for quantum classifiers, no previous study attempted to work with quantum adver-
sarial properties for generative models. This study also explores the survival rates of
classical adversarial qualities after quantum processing on images, which has never
been done before. Finally, the compression mechanism introduced by QPIXL was
never tested as an adversarial property prior to this study.
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Chapter 6

Conclusion

6.1 Summary of Findings

The results demonstrate that there is sufficient potential with the exploration of
hybrid quantum image perturbations. With the given image sizes and constraints,
the results have consistently demonstrated high PSNR values with strong pertur-
bation strengths against a feature extraction model. The results infer that classical
perturbations can survive quantum encoding.

6.2 Contributions to the Field

This study is not aimed at demonstrating immediate quantum advantage, which is
not feasible for current QML pipelines given current hardware limits. It is also not
designed to replace classical methods completely, rather, it is aiming to set initial
infrastructure for further research into the intersection of Quantum Imaging and
Adversarial Al. Current adversarial Al systems have been released much later than
generative Al research, and it may take at least a few years for those systems to be
usable for the general public without a relatively powerful GPU or cloud access, both
of which may be expensive to maintain. Therefore, this research aims to contribute
to preventative measures through the given pipeline in the hopes that it may inspire
more works in both domains in the future.

6.3 Recommendations for Future Work

As described in previous sections, this study was limited by the Noisy Intermediate-
State Quantum (NISQ) hardware but the recent advancement of the hardware tech-
nology from Google and IBM along with other frontliners in quantum hardware
research promises capable quantum hardware within the next few years. Access
to those quantum computers will make it possible to work with higher resolution
images and colored images. Additionally, developing several other quantum adver-
sarial algorithms to compare with the one proposed in this study could be another
path to advance the field of study and prepare for a future when efficient quantum
hardware will be available.
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