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Abstract

This internship experience, in the Information Technology Division of the City Bank PLC,
has been a crucial link between theory and practical knowledge in the banking industry
IT practices. The program offered a platform to use theoretical knowledge on practical is-
sues and also develop vital skills of technical documentation, problem-solving approaches
through teamwork, and understanding organization processes. One of the key highlights
during this internship was the building of a prototype of a Core Banking System (CBS),
that modeled the essential banking processes, including, but not limited to account man-
agement and fund transfers, as well as loan processes. This project provided an informative
experience on system design, database management, and the incorporation of secure au-
thentication controls, per the operational needs of financial organization at present day.
This experience contributed to both my academic and professional growth. This report
displays the experiences and challenges of the industry also portrays the development pro-
cess, challenges, and way of overcoming those challenges of Core Banking System project
in detail.

Keywords: City Bank PLC, Information Technology, Problem Solving, Real-World Projects,
and Technical Documentation.
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Chapter 1

Introduction

1.1 Background

City Bank PLC is one of the oldest premier private commercial banks in Bangladesh, in-
corporated in 1983. Known for its innovative banking solutions and loyal commitment to
its customer satisfaction, it is playing a vital role in the economic and financial sector in
Bangladesh. Their goal is to provide best-in-class economic services to the customer and
business to create economic growth. Their missions are offering a wide array of products
and services that differentiate and excite all customer segments, being the “employer of
choice” by offering an environment where people excel and leaders are created, contin-
uously challenging processes and platforms to enhance effectiveness and efficiency, and
promoting innovation and automation with a view to guaranteeing and enhancing excel-
lence in service. With their slogan “making sense of money,” their vision is to become a
financial supermarket with a winning culture offering an enjoyable experience.

The City Bank’s goal is to be a business hub with an upbeat attitude and engaging ac-
tivities to do. Offering a broad variety of innovative and distinctive services and products
to all kinds of clients is their aim. They are always looking for ways to make their pro-
cesses and systems more efficient and effective. In order to provide top-notch services,
they also encourage innovation and automation. In anything they do, they pledge to up-
hold good governance, respect the community, and remain completely compliant. Results
are important to them, and they take accountability, act bravely and respectfully, remain
involved and inspired, and always prioritize customer satisfaction.

The bank offers services like personal banking, business banking, priority banking, and
corporate and institutional services. Their IT division is composed of several teams like I'T
Service Management, IT Governance, Card and ADC System, Business Enterprise Appli-
cation, Enterprise Architecture, Information Security, and DFS Tech, all of which support
both customer-facing and internal digital banking platforms. As part of the Enterprise Ar-
chitecture team, my assigned role was documentation. This allowed me to understand how
developers and other IT teams collaborate while adhering to strict security guidelines set
by Bangladesh Bank.



1.2 Rational of the Study or Motivation

This internship was motivated by the need to bridge the gap between academic knowledge
and practical industry experience. While pursuing a Computer Science degree, I chose
the internship path to gain hands-on exposure to the technological demands of the banking
sector. With financial institutions like City Bank evolving rapidly through digital transfor-
mation, my goal was to understand how technical skills, particularly documentation and
system analysis, integrate into the banking industry. The relevance of this experience lies
in its focus on technical documentation, which is an underexplored but critical component
of IT operations in high-security environments like banking.

1.3 Problem Statement

Despite the growing role of IT in the banking sector, there exists a gap in effective docu-
mentation practices that balance technical detail, usability, and security compliance. Dur-
ing my internship at City Bank PLC, I primarily worked on technical documentation for
internal banking systems. However, as a practical extension of my internship learning, I
also started building a Core Banking System (CBS) using the PERN stack (PostgreSQL,
Express.js, React.js, Node.js).

The project aims to replicate fundamental banking operations such as customer account
creation, transaction handling, loan requests, and admin-employee workflows, inspired by
the operational structure I observed at City Bank. This CBS project is a direct response to
the need for modular, scalable, and secure digital banking systems, particularly for institu-
tions in developing regions where digital transformation is still in progress.

Through this project, I hope to address the challenges of integrating multiple user roles,
maintaining transactional integrity, and ensuring clarity in user interfaces — all within
the framework of modern web technologies. This product reflects both the technical skills
developed during the internship and the industry gaps I identified.

1.4 Objective

The objective of this report is to document my internship experience at City Bank PLC
with an emphasis on the technical documentation process and how it supports banking IT
systems.

Specific objectives include:
 To provide an in-depth explanation of the business environment of City Bank PLC.

* To analyze the technological solutions utilized by the bank and their integration into
banking activities, with a specific focus on platforms like Citytouch.

* To document the technical writing tasks carried out by me and their contribution to
IT operations.

» To evaluate the competencies I developed, such as communication, collaboration,
and documentation skills.



* To show how the internship served as a bridge between academic concepts and real-
world applications.

1.5 Methodology in Brief

This study is based on a combination of primary and secondary data sources.

* Primary Data: Personal observations, daily tasks during the internship, and discus-
sions with team members including developers and mentors.

* Secondary Data: Official documents and reports from City Bank, relevant pub-
lications, and industry literature regarding banking IT systems and documentation
practices.

1.6 Scopes and Challenges

The study is limited by the security policies of the bank, which restrict intern access to
source code and sensitive systems. Thus, while the scope covers the documentation pro-
cess and internal workflows, it does not include in-depth development or deployment de-
tails. Another challenge was ensuring clarity in documentation while complying with inter-
nal data privacy protocols. However, this allowed a better understanding of how non-code
roles significantly contribute to secure and scalable systems.

1.7 Team Overview

I was assigned to the Enterprise Architecture team under the Information Technology Di-
vision. My primary responsibility was documentation. Though I was not involved in core
development due to compliance restrictions, I collaborated closely with developers, ana-
lysts, and other team members to gather information about systems and draft user manuals,
procedural guides, and system overviews. The team maintained a cooperative environment
that encouraged knowledge sharing and feedback-based revisions.

1.8 Key Learnings and Insights

Throughout the internship, I learned that technical documentation is not merely a support
task—it is essential for system usability, regulatory compliance, and inter-team communi-
cation. I gained experience in structuring documents for different audiences, incorporating
feedback loops, and adapting to organizational security policies. I also improved my pro-
fessional communication, learned to coordinate with technical teams, and gained insights
into the structure and operation of enterprise-level banking systems. In addition to docu-
mentation, I set a personal goal to build a core banking system using the PERN stack to
demonstrate the skills and knowledge acquired during the internship.



Chapter 2

Literature Review

2.1 Preliminaries

The purpose of this chapter is to explore the existing literature and theoretical framework
related to my internship experience at City Bank PLC. This review will focus on key areas
including the role of IT in the banking sector, the importance of technical documentation,
digital transformation in financial institutions, previous practices and new emerging tech-
nology, and their adaptation in the banking IT sector.

As a part of my internship responsibility, I was assigned the task of technical documenta-
tion and user manual creation. Technical documentation is an important part of the banking
IT sector because it allows smooth communication between users, developers and complex
financial systems. Existing research and literature suggest that user manuals are very cru-
cial in guiding the end users to learn about intricate banking software while meeting the
strict regulatory requirements [5], [8]. However, despite this recognition, there is limited
literature specifically tailored to the financial sector’s unique challenges, such as regu-
latory compliance, data confidentiality and evolving cybersecurity threats, which often
constrains how much detail can be shared in documentation.

2.2 Review of Existing Research

2.2.1 Technical Documentation: Lifecycle and practices

Their evolution has also posed challenges such as the simplification of complex workflows,
maintaining the content’s value and achieving a suitable position between detail and sim-
plicity [14], [16], [27]. This reflects my own experience, where I had to ensure clarity
for end users while deliberately omitting sensitive configurations to comply with internal
security policies. Such trade-offs underscore a persistent tension between usability and
information security, a topic underexplored in current literature.

Similarly, API documentation is needed to allow developers to integrate bank systems with
other third-party services but must be precise, very secure and interoperable across plat-
forms [2], [17]. While existing studies emphasize precision, platform independence and
robust security, they often overlook the day-to-day maintenance challenges within high-
security environments like banks. As I observed at City Bank, changes in one system



often had ripple effects across APIs, requiring vigilant versioning and cross-team collabo-
ration elements frequently simplified in academic discussions.

In order to improve readability and maintainability, best practices for both types of docu-
mentation recommend the use of easy-to-understand language, systematic structure, graph-
ical assistance, code examples, and versioning to enhance usability and maintainability
[10], [13]. Yet, a notable limitation in the literature is the insufficient focus on documen-
tation lifecycle management, especially in rapidly changing DevOps environments. Apart
from this, more recent innovations like DevDocOps promote continuous and automatic
documentation upgrading, while Al tools help in identifying outdated content and improv-
ing content quality [9], [16], [24].

These innovations show promise, but empirical evidence on their adoption in developing
economies or regulated sectors like banking is sparse. Thus, more context-specific studies
are needed to assess their effectiveness in real-world settings. These innovations show that
technical documentation is a dynamic aspect that has become more important in terms of
enabling innovation, compliance, and user experience in the financial technology industry.
To reduce the danger of data breaches, I was told to provide system overviews simply while
eliminating sensitive technical information, in accordance with industry standards. This
illustrates the fine balance between security and clarity in professional documentation.

2.2.2 Modernization of Banking Technology Stacks

The banking sector is undergoing a technological transformation, driven by the need to im-
prove efficiency, customer experience, and security. The traditional bank infrastructure
has usually relied on robust technologies such as Java, with frameworks like Spring Boot
for backend, Angular for frontend, and Hibernate for database management to ensure scal-
ability and maintainability [26]. Java and PHP were the languages of choice for City Bank.
They are still using Spring Boot, ASP.NET, and Laravel for many of their applications.

However, these legacy systems often introduce rigidity and slower adaptation to emerging
technologies, posing a critical limitation in scalability and modernization. These systems
are further reinforced with integrated security measures and customer relationship man-
agement (CRM) features to ensure industry standards and compliance.

Recent trends have witnessed a shift towards newer web development stacks such as the
MERN stack, which stands for MongoDB, Express.js, React.js, and Node.js, that offer dy-
namic user interfaces, backend performance, and seamless data flow [12]. However, while
such stacks promise agility, they also bring new challenges related to security hardening,
backward compatibility, and team retraining, issues that literature often glosses over.

At the same time, the integration of Al and machine learning is enabling personalized
services, automation, and better decision-making [21], while blockchain and big data tech-
nologies are promoting transaction security, risk management, and regulatory compliance
[23]. However, the adoption of such technologies requires significant infrastructure, tech-
nical skills, and trust, resources that are not equally available across institutions, especially
in developing countries. Fintech innovations continuously reshape the landscape by devel-
oping unique business models and digital solutions, compelling traditional institutions to



evolve [11].

Technologies like cloud computing and decentralized fintech are making banking oper-
ations more resilient and scalable [23]. Yet cloud adoption also brings concerns over data
residency, third-party dependencies, and vendor lock-in issues that remain insufficiently
addressed in mainstream discussions. As much as such technologies have evolved, banks
still need to balance innovation with their conventional role as financial intermediaries in
a way that the adoption of emerging technologies improves their primary mandate [11].

2.2.3 Core Banking Systems and Digital Transformation in Bangladesh

The growth of core banking systems (CBS) in Bangladesh has been highly driven by the
growing application of information and communication technology, which has been im-
perative to enhance competitiveness, operational efficiency, and regulatory compliance
[4]. The majority of banks have built or upgraded their CBS to raise the level of service
delivery as well as to keep up with technological advancements [3]. However, full-scale
digital transformation remains hampered by stakeholder misalignment, data migration is-
sues, and the limited flexibility of existing software.

These findings resonate with what I observed during my internship, where CBS enhance-
ments were often delayed by technical constraints and coordination challenges across de-
partments. Perfect implementation is also hampered by management concerns, including
coordinating stakeholder expectations and staff roles, as well as technological constraints
in software flexibility and data migration [4]. Further, demanding the competence and
trustworthiness of software vendors remains a fundamental concern [4]. Additionally, the
dependency on foreign vendors and legacy codebases adds to the complexity, raising con-
cerns about sustainability and long-term control, areas that require further academic ex-
ploration.

By providing specialized solutions for enabling dependable and secure banking services,
local software companies are essential in overcoming these obstacles [15]. However, they
are limited in their ability to facilitate strategic decision-making because of several short-
comings, particularly in the integration of business information with CBS [3]. These issues
need to be addressed in order to make way for sustainable core banking system develop-
ment in Bangladesh.

2.3 Summary of Key Findings

Overall, while recent studies highlight the central role of IT in banking innovation and hint
at the growing significance of technical documentation, they are also prone to being short
on clarifying the intricate problems of institutions in regulated and scarcity-based environ-
ments. My internship experience at City Bank PLC confirmed most of these deficiencies,
varying from the inability to balance document security and transparency to limitations in
older infrastructure and coordination problems across teams. Though new developments
like Al-boosted documentation and newer stacks like MERN have much promise, their
successful implementation requires further representative studies that reflect actual com-
plexity.



Thus, additional research specifying the operational dynamics of banks in emerging mar-
kets, especially those faced with legacy systems, regulatory demands, and digital trans-

formation simultaneously, is required to make progress in theory as well as in real-world
environments.



Chapter 3

Requirements, Impacts and Constraints

3.1 Final Specifications and Requirements

The core banking system developed in this project has a set of technical resources and
methodological requirements that guided its design and implementation. Technically, the
frontend of the system was developed using React.js with Vite, and it provides a speedy,
modular, and reactive user interface. Tailwind CSS, extended by DaisyUI, was used to get
a responsive and user-friendly interface for different roles, including customers, employ-
ees, and administrators. The backend was built using Node.js with the help of Express.js,
thus allowing the creation of RESTful API endpoints to handle all server-side operations,
including account creation, transaction processing, fund transfer, loan management, and
audit logging. The database was built using PostgreSQL, hosted on the Neon cloud plat-
form, and structured to store and handle sensitive banking information like user credentials
and transaction history. The authentication system was built using the database and back-
end itself with the help of JSON Web Token (JWT), and third-party services were not used.
To keep the user login information safe, beryptjs was used for hashing user passwords. To
add to that, a role-based access control system is also used to protect users’ information
from unauthorized access by other users. Libraries and modules like Emailjs, Jspdf, etc.,
are used for implementing crucial features like email notifications and statement download
options. This system was deployed in Render, which provides cloud hosting to not only
the backend but also the frontend as well and ensures accessibility and reliability.

From the resources point of view, the project required hardware and software resources.
It required minimal hardware resources to be developed on a personal computer with 8
gigabytes of RAM and 256 gigabytes of SSD, which was sufficient to hold development
servers, databases, and frontend applications running concurrently. Software requirements
included a code editor such as VS Code, backend runtime through Node.js, PostgreSQL
client tools for data handling, version control through Git, and a current web browser for
testing and deployment. The system was designed to utilize freely available software and
open-source liberties where possible, keeping project costs low while still being functional.
The requirements for data involved creating dummy data for employees, customers, loans,
and transactions to test the entire system. Methodologically, the project followed a modu-
lar development path instead of the traditional model-view-controller architecture, which
allows flexibility in positioning features and facilitating iterative testing and integration.
Overall, interweaving technical, resource, and methodological specifications formed the
basis for the system so that it would be both academically productive and practically useful



as well as scalable and flexible for future upgrading.

3.2 Societal Impact

The core banking system that has been developed under this project has significant im-
plications for society, particularly in terms of electronic financial management. The most
significant influence on society is the facilitation of secure, efficient, and reliable banking
operations for the users, which reduces the dependency on traditional banking activities.
By automating banking procedures, CBS improves key performance indicators (KPIs) like
profitability and total deposits. In addition, banks can provide services anywhere and at
any time, greatly boosting the client convenience and operational effectiveness [6]. With
account opening, transactions, fund transfers, and loan management automated, the system
eliminates the possibility of human errors and facilitates higher accuracy and reliability in
financial operations. This ensures higher confidence and transparency among banks and
customers. Secondly, the audit logging feature of the system allows thorough monitoring
of user behavior that not only improves accountability but also prevents fraud and unau-
thorized access and otherwise enhances citizen confidence in digital banking products
further. From a financial inclusion perspective, the system can provide easier banking ac-
cess, particularly in places with fewer physical banking facilities. According to Dunbar
and Treku, technological innovation like CBS can reduce the number of unbanked indi-
viduals by improving access to banking services. Increased awareness of digital banking
solutions correlates with a decrease in unbanked populations, particularly among vulner-
able groups [18]. By availing an online platform, the system allows its users to manage
their finances remotely, reducing the need for trips to physical bank branches and, in the
process, saving time and resources. The system also promotes financial literacy, as cus-
tomers are provided with complete details of their transactions, balance, and loan terms,
enabling them to comprehend and manage their finances better.

With regard to legal and safety issues, the system is supported by role-based access con-
trol and a safe method of authentication that meets the expectation of societal privacy and
protection of data in online banking. While the existing system is largely a prototype in
educational settings and far from fully in line with regulatory security requirements, the
incorporation of security features like hashed passwords, JWT authentication based, Pa-
rameterized database queries, and HTTPS deployment reflects some attention to legal re-
quirements and professional integrity in software development. Culturally, the system has
been made flexible to be able to accommodate local banking culture to make it sustainable
and relevant in countries like Bangladesh, where individuals are adopting digital banking
at a very rapid pace. By doing away with differences between traditional banking and the
new digital system, the CBS is capable of bringing modernization to society and accel-
erating financial transactions. In addition, transparency, accessibility, and simplicity of
the system are welcome to users’ trust and confidence, particularly where societies are not
conducive to a departure from conventional banking conduct. In addition, transparency,
accessibility, and simplicity of the system are beneficial to trust and confidence of users,
particularly where societies are resistant to a departure from conventional banking habits.
In summary, the social implication of the CBS project extends beyond functionality; it
promotes social development by enhancing the access to finance, transparency of opera-
tions, promoting user trust, and enabling cautious financial behavior in the modern digital
economy.



3.3 Environmental Impact

The core banking system assists in environmental sustainability primarily through the digi-
talization of the banking processes, which effectively reduces the utilization of paper-based
documentation and transactions. The traditional banking processes are usually character-
ized by extensive use of hard copy forms, printed documents, and receipts, all of which
contribute to environmental degradation in the form of deforestation, wastage of paper,
and the energy consumed on the production of paper. With its all-digital system, the
CBS minimizes the consumption of paper, thereby decreasing the ecological footprint of
banking operations. By reducing the use of paper and energy, digital banking drastically
lowers the carbon emission. This change is especially noticeable in Asia, where it has
been demonstrated that digital banking methods lessen the carbon footprint of conven-
tional banking activities [22]. Furthermore, the system’s cloud deployment on the Render
and Neon platforms allows for efficient utilization of computing resources. Cloud host-
ing, unlike conventional servers, typically has optimized power usage, scalability, and
virtualization methods that reduce the overall ecological footprint. The approach enables
multiple users to access banking services without each having to have personal physical
infrastructure, decreasing energy consumption and environmental costs associated with
hardware maintenance.

The system indirectly conserves carbon emissions by reducing the need for customers to
physically travel to bank branches to perform transactions, transfer money, or verify ac-
counts. These decreases in travel result in reduced consumption of fuel and greenhouse
gas emissions. Although the project does not directly manage energy efficiency in devices
used by the users, its architecture encourages remote operation, which is aligned with
global tendencies of reducing environmental impact through digitalization. Further, the
green habits of the system are continued through its modular and reusable software compo-
nents, which are easily updated and maintained without having to overhaul entire systems
and mitigate resource usage involved in software. Even though the prototype is small-sized
and largely academical, the principles employed in its development demonstrate how dig-
ital banking solutions can guarantee environmental sustainability. With reduced paper
use, optimized server utilization, and remote access, the CBS represents a virtual solution
that is both operationally effective and green, which serves as proof of green technology
integration in financial services.

3.4 Ethical Issues

The core banking system has several ethical concerns that need to be addressed while de-
signing, developing, and implementing the system. One of the significant ethical concerns
is the security and confidentiality of sensitive financial information. Because the system
manages user credentials, account balances, transaction records, and loan information, it is
now the responsibility of the developer to protect the data from storage to transfer. The eth-
ical considerations in this project were as follows:hashing of the password using bcrypt;s,
secure authentication using JWT and encrypted communication using HTTPS. However,
being a prototype, it does not necessarily have to match the security standards of produc-
tion, and an example of ethical responsibility in the work of the professional software
developer involves ensuring it is not abused or misused. Next is the transparency ethical
policy in which the practice is shown by the introduction of audit logs in which administra-
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tors can monitor the actions of users. This fosters responsibility and prevents fraud, which
is in line with professional requirements in developing financial software. Professional
responsibility also obligates the developer to make the system provide the users with the
assurance that the system is not deceiving them about what it can or cannot do or what is
safe and what is not. Moral issues aim not to present information in a misleading way, to
reflect precise transactions, and to secure user inviolability and predictability in the use of
the system.

Also, ethical considerations are passed on to the social impact of the existence of an on-
line banking system. It should consider the needs of users who are not technologically
challenged or digitally handicapped and should not discriminate against or exclude these
users in any way. The CBS is to be open and friendly, yet in an educational institution
as a demonstration project, its operation has focused to a greater degree on these legal re-
quirements on data privacy, financial management, and cybersecurity despite the fact that
a prototype can never achieve full compliance. The promise of ethical software develop-
ment is to always think about the risks, mitigate vulnerability, and report system bound-
aries voluntarily. In all, the CBS project is attentive to ethical issues in bank software, and
it places the highest priority on privacy, security, transparency, responsibility, and wide
inclusiveness. By addressing these challenges, the project adheres to ethical principles
in software engineering and professional responsibility, providing a sound foundation for
future development and implementation in the real world.

3.5 Project Management Plan

The project plan for the core banking system was carefully defined to allow smooth im-
plementation, timely completion, and optimal utilization of resources while managing the
constraint of an academic prototype developed simultaneously with an Internship. While
my total internship period was 2 semesters, I spent the first semester in the industry and
the second semester working on this project and writing the report. A three-month overall
timeline was broken down into milestones or sprints to systematically track the develop-
ment and fix issues that came up. The first phase involved requirements gathering, analysis,
and system design, including database schema creation, role-based access definitions, and
overall process flow of the system. This laid a solid foundation for the development phase
and organized the work. The second phase was development of the system. For easier
work management, the system was divided into requirement-based splits, which means
one requirement feature was built and tested before starting the next one. For each require-
ment, first the frontend was built with input fields, tables, and other necessary components
for a user-friendly system. After that, the backend logic was implemented for the feature
to work, and finally, the frontend and backend were connected through APIs.

Budget planning was a crucial part of the project. As a student developer building an
academic prototype, I made sure that all the software, hardware, and hosting platforms
used for this system were free and open-sourced. As the only developer of the system,
the sprint planning and work distribution had to be efficient. An iterative and incremen-
tal approach was taken for the development, where a feature was built and tested before
moving to a new one. Git was used to maintain the version control of the system, as any
minor change to the code was made against the code repository. The process of test, code,
and refine was a cyclical process that made sure that every module was in place as ex-
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pected before it was implemented into the system. The project management plan added a
formal schedule, resource management, quality, and risk management to create a compre-
hensive guide that managed to control the successful implementation and construction of
the CBS. This is a methodological method that was able to not only lead to the creation of
an operational academic prototype but also provided a working implementation of project
management in practice that is comparable to commercial software development, with a
focus on planning, implementation, monitoring, and responsiveness.

3.6 Risk Management

Risk Management became a crucial factor associated with the construction of the Core
Banking System as it assisted in raising the potential risks and how they might be mini-
mized so that they would produce fewer adverse effects. The users presented the project
with various categories of risk such as the technical risk, security risk, operational risk and
the adaptation risk. The technical risks included flaws in backend API, database issues, and
frontend integration issues which would expose the system. To mitigate on these risks, a lot
of test was done at various levels to ensure that all the tests that were performed were unit
tests on the backends, integration tests on the frontend-backends and manual, functional
tests on the end-to-end tests like account creation, transactional tests and loan processing
tests. Git version control reduced technical risks through rollback in case of code error or
faulty merges. Security risks were high with the privacy of financial data. The system used
beryptjs for hashing of passwords, jwt for authentication, and HTTPS for secure communi-
cation. Although the transaction data should have been encrypted, they are not encrypted
because of debugging ease. Audit logging was implemented to record user activity to be
able to establish accountability and catch any potential security violations. While these
added security, complete production-grade protections were not practical given the nature
of the project being academic, highlighting the importance of planning and risk aware-
ness. Operational risks were also kept in consideration, like server downtime, deployment
failure, and incorrectly setting environment variables. These were managed by utilizing re-
liable cloud hosting platforms like Render and Neon and testing deployment processing in
a staging environment. Time pressure from balancing the project with report writing pre-
sented a schedule risk, which was redacted by the official project plan with clearly stated
milestones, weekly goals, and buffer time for debugging and refinement. User adaptation
risks focused on the risk that end users who were not competent in the digital banking
system would have difficulty utilizing the system. This risk was mitigated by the devel-
opment of simple-to-use, intuitive interfaces, providing role-based dashboards, and pro-
viding clear and helpful error messages and navigation feedback. The project also looked
to future scalability risks, such as increased user load or database growth, by designing
modular backend architecture and normalizing database schemes that would be scalable
with minimal working. Money risks were maintained minimal, with the project depending
largely on free material and software; any unintentional spending was, however, catered
for under a small budget to avoid overruns.

Monitoring and mitigating were continuous processes throughout the project lifecycle.
Each risk class had corresponding preventative measures and corrective actions, ensur-
ing that prospective issues were dealt with preemptively and not retroactively. Technical
issues were tracked and addressed using iterative testing, debugging, and logging, and
functional issues were tracked using system logs and cloud monitoring tools. Security
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monitoring consisted of verification of the authentication mechanism and data integrity
checks. With a clear risk management strategy, the project not only achieved successful
development and implementation of the CBS but also set the standard in software devel-
opment best practices in risk anticipation, assessment, and mitigation. The formal process
minimized interruption, optimized performance, and reinforced the professional and ethi-
cal responsibility to provide a stable, secure, and functional banking system.

3.7 Economic Analysis

The core banking system economic analysis takes both the cost of creating and imple-
menting it and the benefits that may occur from its deployment into consideration. On
the cost side, the project was started as a low-cost academic pilot project utilizing free or
open-source resources and cloud infrastructure in order to reduce expenses. Cloud hosting
by Render and PostgreSQL database hosting by Neon enabled robust deployment without
significant infrastructure expenditure. The use of open-source libraries such as React,
Tailwind CSS, Express.js, beryptjs, and jwt also enabled the functionality of complete
capabilities to be executed without the need for licensing fees. Hardware costs were lim-
ited to the developer’s own machine, which was adequate for development server, database,
and frontend interface execution. Overall, the financial outlay was minimal, demonstrating
that effective banking prototypes can be developed and deployed utilizing limited funding.

The benefits of the system extend beyond development at minimal cost, to significant
economic worth through efficiency, scalability, and productivity. The CBS achieves ef-
ficiency in operations through automation of banking activities, eliminating manual pro-
cessing, paper-based transactions, and physical infrastructure, leading to cost savings for
institutions adopting similar systems. Automated account management, transaction, and
loan processing eliminate human errors, improving operations efficacy and dependabil-
ity. The audit logging feature also provides greater accountability and reduces the losses
from fraud or ignorance. To the customer, the system provides cost and time savings with
remote access to banking services, thus avoiding travel and reducing dependency on phys-
ical branch locations. Even though the prototype is small in size, the model demonstrates
the way digital banking solutions can deliver major long-term economic benefits through
process automation, the removal of administrative overhead, and improvement in overall
service quality.

The cost-benefit analysis also considers scalability and production deployment. While
the academic prototype is largely a proof of concept, the fact that it is modular and deploy-
able to the cloud suggests that scaling to accommodate bigger user bases would be possible
with more investment. Such benefits as enhanced transaction accuracy, user satisfaction,
and operational transparency would only improve with the system scale. Further, by pro-
viding a model for secure online banking, the project transfers insight and practices that
can reduce the cost of subsequent development for similar systems. In total, the CBS has
a favorable economic impact through the union of minimal initial investment and great
operating and productivity benefits. It provides a model for low-cost, scalable, and sus-
tainable digital banking solutions with both economic sense and technological efficiency
that are institutional and societal economic objectives.
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Chapter 4

Proposed Methodology

Developing a core banking system is a strategic, deliberative process that needs to be
meticulously carried out in a way to ensure the final product is sound, efficient and scal-
able to handle the complex needs of today’s banks. The banking system should capable to
managing a wide variety of functions, ranging from transaction processing to security and
compliance, while maintaining high performance with additional warranty and usability.
Thus, it is critical to select the appropriate development methodology and technological
stack. This chapter outlines the methodology adopted for the design and development of
the proposed core banking system, reflecting the choices made to enable the system to be
flexible, modular and in a state to adapt to emerging technological innovation and future
customer needs.

4.1 Design Process or Methodology Overview

The core banking system is an important tool of any banking institution that facilitates
daily banking operations such as transaction processing, account management, and report-
ing. While building this core banking system, the key aspects that were considered were
flexibility and scalability. To maintain modularity and simplicity of the system and keep it
scalable to add new features in the future as transactions and the number of users increase,
the MERN stack, which includes Mongodb, Express.js, React.js, and Node.js, was used
with PostgreSQL as the database instead of mongoDB. React.js and tailwind css was used
to build the user interface, or frontend, and Express.js was used for the server, known as
the backend as shown in figure 4.1.

This process was built following the agile approach. The agile process is a modern iterative
process of software development that puts the needs of the client first and produces high-
quality products quickly. Agile processes involve repeated cycles (iterations) that allow
for incremental improvements and adjustments based on customer feedback [7]. Follow-
ing this development process, the system was divided into smaller manageable iterations
to make sure each component is heavily tested before starting the next iteration. Core fea-
tures like role-based access control and account management were given priority to achieve
administrative needs. This design was structured to support future improvement as the sys-
tem grows in complexity. Agile methodologies, such as the Agile Unified Process (AUP),
allow for adjustments in project scope and requirements as they evolve [1].

Selection of the modular system architecture was intentional because it enables the de-
veloper to upgrade or modify individual components without hampering other functions.
A modular web content architecture allows for independent content modules that can be
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maintained and updated without affecting the core application, improving overall system
robustness [20]. This approach is especially effective for the efficient management of bank-
ing systems, where different operations, like account management, transaction processing,
etc., need to be functional both independently and cooperatively at the same time.

Figure 4.1: Design of the system and it’s parts

4.2 Preliminary Design or Design (Model) Specification

At the beginning stage of the project design, different web development architectures were
considered to achieve the goal of flexibility and scalability to create an efficient and secure
banking system. The three main architectures shown in the figure 4.2 that were considered
during that phase are

Monolithic Architecture: A monolithic architecture is a traditional development method
where the complete application is built as a single unit. Monolithic systems are easier to
develop and deploy, making them ideal for small- to medium-sized applications with lim-
ited complexity [25]. This would have made the development process easier because the
project was an academic prototype, but considering the scalability factor, this option was
ruled out. Because, As applications grow, scaling a monolithic architecture can become
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cumbersome, often requiring the entire application to be redeployed for minor changes
[25]. Also, as the system evolves, it is harder to make changes in the tightly packed code-
base [19]. Finally, A failure in one part of the application can lead to the entire system
going down, posing significant risks for critical applications [20].

Modular Monolithic Architecture: A modular monolithic architecture is a design pro-
cess where the best of both worlds can meet. In this architecture, complex systems are
broken down into smaller components so that they can be built, used, and tested indepen-
dently and be interchangeable while keeping them in a single codebase. It lets the devel-
oper create different components separately and call them from a single point of entry.
This architecture was chosen because modules can be reused across different applications,
reducing redundancy and development time. It also helps in error handling because isolat-
ing a component and debugging it doesn’t affect other components.

Micro-Service Architecture: Although it has its similarities with modular architecture,
micro-service architecture is built with each service or component as an independent and
loosely coupled module that can function autonomously. Although this architecture pro-
vides greater flexibility and stability, keeping the factor of easier management and main-
tenance in mind, this architecture was also not chosen for the project.

Figure 4.2: Architecture Comparison

From the database standpoint, two options were considered: SQL and NOSQL. Post-
greSQL is a highly valued open-source relational database management system known for
durability, scalability, and compliance with SQL standards. On the other hand, MongoDB
is a leading NOSQL database that has significantly influenced modern data management,
unlike traditional relational database systems, mongoDB uses a document-oriented struc-
ture, which helps in dynamic queries and the use of JSON like documents. While both
offer different advantages, PostgreSQL was chosen for its ACID properties, which refer to
Atomicity, Consistency, [solation, and Durability. These properties are especially impor-
tant for a banking application because the security of the data is highly valued. MongoDB
with NOSQL allows dynamic queries and flexibility through its unstructured database sys-
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tem but also compromises the ACID properties for performance and availability.

4.3 Implementation of Selected Design

The final design of the system was chosen, focusing on the modularity and scalability
factor for a reliable and efficient banking system. Using the PERN stack for the full-stack
application. PERN stack stands for PostgreSQL, Express.js, React.js, and Node.js, where
MongoDB was replaced by PostgreSQL, making it different from the regular MERN stack.
After the technological stack and architecture were selected, then comes the important part
of requirement analysis and coding. As this was built as an academic prototype to showcase
the understanding of the banking system and workflow the requirements were very simple
to begin with. The application was divided into two main parts: Frontend, the client side
and backend, the server side.

4.3.1 Frontend

The frontend was built using React.js. React is an open-source Javascript library to build
user interfaces. Vite, a build tool and development server, was used as well. Vite is de-
signed to simplify and accelerate the development process of frameworks like Vue.js and
React. To style the UI components, Tailwind CSS was used. It is a utility-first CSS frame-
work that has predefined classes, which allows for highly customizable and responsive user
interfaces.

4.3.2 Backend

The backend was created with Express.js, a simple and adaptable Node.js framework that is
intended for creating APIs and web applications. For this application the MVC architecture
was not used because in the MVC architecture the view works as the user interface, the
model works as the database table, and the controller links these two together. But in this
application, data is passed through APIs. The frontend and backend for the project were
built in parallel for every feature.

4.3.3 Feature Selection and Implementation

Basic banking features were prioritized on logical dependencies, ensuring that each feature
supported or built upon the previous one.

Authentication & Authorization

First authentication was implemented. For this, first a table in the database was created
named user, which basically has all the information about the user. After the table was
created, then comes the frontend part, the register page. This page was built with the input
fields needed for the user. The frontend sends the data through the API using the POST
method to the database and then into the database. In the login page, the user creden-
tials are entered; it again takes the data to the backend, where user data is pulled from
the database using the credentials provided and checked. If found, the authentication is
complete, and if not found, the authentication fails. The frontend gets a JWT (JSON Web
Token) as confirmation of authentication. This application uses role-based access control.
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So, with authentication, authorization happens as well. There are 3 roles in the application:
customer, employee, and admin. Role-based access control ensures that users can only ac-
cess the features permitted for their role. The process can be seen in the diagram 4.3 below.

Database Schema Example:
User: id (pk), email, password, role (customer, employee, admin), created_at, name, phone_number,
address.

API Endpoints:
* POST /api/auth/register: Register new user

e POST /api/auth/login: Authenticate and Return JWT

Figure 4.3: Authentication Process

Account Management

The initial plan was to create customer accounts from the application, and employee and
admin accounts will be created manually from the backend. That’s why initially there was
only one register page for the customer only. The plan was changed when the role-based
access was introduced in the system. Now customer accounts are created by the employee
and employee accounts are created by the admin. Admin accounts still need to be created
manually from the backend. The database was changed accordingly by creating 3 more
tables for customer, employee, and admin, all referencing the user table. Now when a
customer account is created, the usual information is entered with an extra input that is
the initial deposit, which is 0.0 by default. The data goes to the backend through api, user
data gets stored in the user table, a random account number is generated and assigned to
the customer, and the initial deposit gets stored in the customer table. After a customer
account is created, an email goes to the customer’s provided email address containing the
account number and a randomly generated password, which they can change after the first
time logging in from their account. Employee accounts are created by admin in the same
way customer accounts are created, but for an employee account, employee ID and depart-
ment also need to be entered. The backend then stores the data into their appropriate tables.
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Database Schema: customer: id(fk), account_number, balance
employee: id(fk), employee_id, department

API Endpoints:
» POST: /api/account: Creates customer accounts

* POST: /api/create-employee: Creates employee accounts.

Role-Based Access Control

Role-based access is maintained using both the frontend and backend. The backend au-
thentication middleware checks the jwt token; if the token is valid, it authorizes the user,
and if the token is invalid, the user access is rejected. Every route in the backend that has
a role-based access checks the user’s role from the api request by fetching the user infor-
mation from the database. If the role is authorized for that route, it is given access and
performs the operation. The frontend uses React Router to protect routes from unautho-
rized users. React router is a react library that is used for navigation and routing within the
react application. When the login is successful, the backend sends the token and user role
information as a response that is saved in the local storage of the browser the application
is running on. When a user tries to enter a route, react router checks the user’s role and
gives them access if they are allowed in the route.

Table 4.1: Comparison of Functionalities by User Role

Admin

Customer Employee

Has their own dashboard

Has their own dashboard

Has their own dashboard

Transaction of their own
account

Make transactions on
behalf of the customer

Can approve loan request

Request for fund transfer

Make fund transfer on
behalf of the customer

Can create employee
account

Check transactions

Approve fund transfer
request

Can delete customer and
employee accounts

Change password

Open customer account

Check logs of all activity

Check loan status and pay
EMI

Delete customer account

Download account
statement

Transactions & Fund Transfer

Transaction is one of the most basic features of the core banking system. In this project,
there are 2 main types of transactions. General transactions like withdrawal, deposit, and
fund transfer. A table in the database is created named transactions, which has the nec-
essary fields needed for transactions. Because transactions can be initiated by both the
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customer and the employee, a user ID in the table was added to keep a record of the user
making the transaction. Customer and employee land on the same page for the transaction,
where role-based access is set for the customer to directly choose between withdrawal and
deposit, set the amount, and initiate the transaction. On the other hand, employees need
to enter the account number as well to do the transaction. The api request goes to the
backend and, based on the selected operations logic, adds or deducts money from the ac-
count, changes the balance in the customer table, and stores the transaction record in the
transactions table.

Fund transfer is the kind of transaction when you can send money to another account. The
fund transfer is implemented differently for customers and employees. Customers can not
directly transfer funds but can request a transfer. When an employee accepts the request,
the fund transfer is successfully completed. An employee can do a transfer from the em-
ployee dashboard. For fund transfer from the customer side, only the receiver’s account
number and amount are needed for the request. The request goes to the backend and stores
the information in the database. All the fund transfers marked pending can be seen from
the employee dashboard. If the employee approves the transfers, the receiver’s account
gets credited, the approver’s information gets stored in the database, and the transfer is
marked approved. Employee-initiated fund transfers are directly approved, so they just
credit the receiver’s account and store the information in the database.

Database Schema:
transactions: id (pk), user_id, transaction_type (withdrawal, deposit), amount, created_at,
account_number.

fund_transfers: id (pk), sender_id, receiver_account_number, amount, status, requested_at,
requested_by, approved_at, sender_account_number

API Endpoints:
* POST: /api/transaction: making transactions (both employee and customer)
* POST: /api/fund-transfer: making fund transfer (both customer and employee)
* GET: /api/fund-transfer/pending: fetching pending transfer requests

e PUT: /api/fund-transfer/approve/$transferld: approving pending transfer request.

20



Figure 4.4: Flow Chart for Transaction Process

21



Figure 4.5: Flow Chart for Fund Transfer
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Loan Management

Loan management is an important component of the core banking system. Loan requests
for customers are initiated by employees. Customers can check loan request status from
their dashboard. Only employees can request a loan on behalf of the customer. To re-
quest a loan, the employee needs to enter customer details, interest rate, loan duration, and
payment delay penalty rate and submit the loan request. The request goes to the backend
through the API and gets stored in the loan table marked as pending. The pending loan
requests are fetched from the database and shown in the admin dashboard. Admin can
either approve or reject the loan. If the loan request is approved, the customer receives an
email, and the loan payment gets the data of the customer’s pending EMI. The formula of

the EMI is
PXxRx(1+R)N

EMI =
(1+R)N -1

Where:
* P = Principal loan amount

* R = Monthly interest rate (annual interest rate divided by 12 and converted to deci-
mal)

e N = Number of monthly installments (loan tenure in months)

Customers can check their dashboard and see their payment records. They can directly
pay from the dashboard, and the customer’s EMI will be paid.

Database Schema:

loans: id(pk), account_number, requested_by, approved_by, amount, term_months, inter-
est_rate, monthly_due, penalty_due, status, requested_at, approved_at, completed_at, pur-
pose.

loan_payments: id(pk), loan_id, due_date, paid_at, amount_due, amount_paid, penalty,
status.

API Endpoints:
* POST: /api/loan-request: making loan request
* GET: /api/loan-request/pending: fetching loan requests
* PATCH: /api/loan-approval/approve/$loanld: approving loan request

* PATCH: /api/loan-approval/reject/$loanld: rejecting loan request
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Figure 4.6: Flow chart for Loan Management
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Audit Log

Audit logging generally means keeping records of events and activities of an application.
In banking systems it is especially important to keep records of activities because a lot of
sensitive data and asset security is at stake here. To keep track of activities and audit-logger
function is created in the backend server. Every time a successful operation happens, this
function is called. This function saves a record of that event in the audit_logs table in the
database. This audit log data can be seen from only the admin’s dashboard.

Database Schema:
audit_logs: id (pk), action, target_type, metadata, timestamp, user_id, target_id

API Endpoints:

* GET: /api/audit-logs: fetching the audit log data.

Figure 4.7: Data Flow Diagram for Audit Logger Function

Database Overview

The core banking system database schema is the foundation for the secure management of
user identities, transactions, fund transfers and loan services. The schema is a real repre-
sentation of a three-role banking structure with customers, employees and admins, as well
as enabling efficient tracking of financial activities and audit logs for auditing.

The system begins with the user table, which is the central table holding common user infor-

mation such as name, email, password, role (customer, employee, admin), phone number,
address and creation timestamp. All users are identified by a unique auto-incremented id,

25



which is also used as a foreign key in corresponding role-specific tables. The role column
uses a CHECK constraint to define legal user types, ensuring data integrity. To implement
role-based data, the database has three linked tables.

Customer’s table: Stores customer-specific fields such as a unique account number and
balance. One customer has one-to-one relationship with a record in the users table based
on the id.

Employee’s table: Stores employee-specific fields such as an individual employee id and
his or her department.

Admin’s table: Tracks administrative users using a unique admin id and a description
of their role.

The transaction table records customer and employee deposits or withdrawals. It is joined
to the user table by user id and optionally to the customer table by account number. Trans-
action type is restricted to ‘deposit’ and ‘withdraw’ so that when finances are examined,
there is no room for confusion.

To facilitate fund transfers between peers, money is moved from one account to another
within the fund transfer table. It contains foreign keys referencing the sender id and both
the sender’s account number and the receiver’s account numbers. It contains a status field
(pending, approved, and rejected) that facilitates workflow for checking and approval by
employees. Columns like ‘approved by and ‘approved* at track who approved the transfer.

For credit services the loans table allows employees to request loans on the customer’s
behalf. Admins may reject or approve them. Each loan has fields such as amount, term
duration, interest rate, monthly due, and penalty rate for late payments. Status tracking
(pending, approved, rejected, completed) allows tracking throughout the life of the loan.
A new purpose column was introduced to provide meaning to the loan request. Finally,
loan_payments manages the installment-by-installment repayments. Each record is tied to
a loan and indicated the due date, amount due, amount paid, penalty assessed, and pay-
ment status (due, paid, or past due)

The audit_logs table stores system events such as transaction or loan updates. This log
uses a flexible schema with a type JSONB metadata column, hence allowing it to hold
dynamic information without a predefined schema. Each log holds the user who caused
the action, the resource type and id impacted, and a time stamp.

This modular and normalized database schema is scalable, easy to maintain, and highly
dependable in processing diversified banking operations, ranging from user management
to financial transactions, fund transfers, and loan servicing. It is full-stack application com-
patible and fulfills the essential demands of a rudimentary but functional CBS prototype.
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Figure 4.8: Database ER Diagram
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Chapter 5

Result Analysis

5.1 Performance Evaluation

5.1 Performance Evaluation The system performance test of the Core Banking System
(CBS) involved a detailed verification of the system’s response, reliability, efficiency, and
accuracy. The test accounted for the system’s ability to fulfill its intended functions for
different stakeholders like the employees, customers, and administrators. Accuracy was
a central metric because the system needed to accurately report all transactions, maintain
account balances, and maintain records of loans without error. During testing, different
scenarios were put in place, including deposits, withdrawals, fund transfers, loan requests,
and repayments. All the operations were verified to ensure that database records had the
correct information. The test ensured that the system consistently kept the financial data
with integrity, no mismatched balances, and no incorrect updates encountered. Efficiency
was quantified by looking into the response time of API endpoints within typical usage
situations. The backend APIs built using Express.js reacted in between 2 and 5 seconds
for common operations like transaction processing and account inquiry. Response time
confirmed that the system was capable of processing normal banking activities with no
perceived delay, with users being able to experience a smooth and interactive experience.
Reliability was verified using repeated operations for different user roles and system stabil-
ity. The CBS handled role-specific operations and data retrieval requests without crashing,
a sign of high reliability for the system. Also, the system’s ability to maintain session in-
tegrity and role-based access during testing was an expression of its capability in real
usage.

Testing strategies included both manual and automated testing approaches. Automated
unit tests ensured backend operations to check isolated operations such as account open-
ing, fund transfer, and loan processing worked as intended in isolation. Manual integra-
tion testing included the recreation of behaviors that duplicated real-life situations using
the frontend dashboards to ensure that user interactions caused the correct backend pro-
cesses to be invoked and that the output displayed was accurate. Audit logs were verified
during performance testing to ensure all the key actions the user took were being correctly
recorded for traceability and accountability. Through the combination of these assessment
criteria, accuracy, efficiency, dependability, and test procedures, the performance test gave
a general overview of the strength areas and improvement areas of the system. Generally,
the CBS proved to function effectively in its aimed functionalities, with it providing an ef-
ficient, secure, and precise platform for online banking operations, as well as simplifying
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the field of scalability and security upgrades for implementation at the production level.

5.2 Analysis of Design Solutions

The CBS design solutions were analyzed in terms of accuracy, efficiency, feasibility, cost-
effectiveness, and performance as a whole. The backend APIs were modularized and scal-
able to simplify integration and maintenance. Each module, such as account management,
transactions, loans, and audit logging, was constructed as a standalone functional unit so
that it can be tested and optimized separately afterwards. This module-based design sim-
plified maintenance and lowered the risk of error propagation in development. Frontend
dashboards were constructed using React.js and role-based dynamic rendering that only
added functionality available to customers, employees, and administrators depending on
their role. User experience and system security were improved by preventing unauthorized
access. There was improved efficiency via better database queries that were optimized and
minimized API calls, thereby decreasing latency and response time. Front-end and back-
end design integration enabled easy transmission of information such that fund transfers,
history of transactions, and servicing of loans were made easy and rapid.

The viability of the design options was evaluated in light of resources, schedule, and
deployment needs of the project. The use of open-source software and free cloud host-
ing helped in the viability of deploying the system at little to no financial expense while
maintaining functional integrity. Moreover, the employment of a relational database like
PostgreSQL enabled organized storage and retrieval of bank data, providing a reliable plat-
form for sophisticated operations like multi-step transactions and logging auditing. Cost-
effectiveness was ensured by careful use of provided utilities, such as open-source au-
thentication libraries, password hashing, and UI components. Emphasized design advan-
tages were modularity, role-based access control, audit logging, and a responsive, clean UL
Weak points were also pointed out, namely in security and scalability areas. While berypt
hashing and JWT authentication added negligible security, superior protection against
XSS, SQL injection, or encryption of transactional data was not part of the system in order
to restrict its preparedness for real-world deployment. Additionally, EMI calculations for
loans were manually done rather than automatically, something that will need automation
in future versions. Overall, the analysis confirmed that the design solutions adequately
solved the academic needs of the project in presenting an effective, reliable, and func-
tioning digital banking system with room for improvement in security, automation, and
scalability.

5.3 Final Design Adjustments

Based on the performance and design analysis, some final changes and improvements are
done with the system. First of all, when the system was built, it accounted for a single
branch, but a financial institution like a bank should have multiple branches to reach the
people everywhere. That’s why the branch system was integrated into the project. Al-
though the branch has a significant effect on the project, the changes were mainly done in
the database and backend. Initially, a table named ’branches’ was created, and a branch
column was added to employee and customer tables to categorize them using their branch.
In order to assign the branch to any customer or employee from the frontend, it was then
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integrated into the forms for creating employee accounts and customer accounts. Branch
table has attributes like ’id,” which refers to the branch id and also the primary key, branch
name, address, and created_at. The branch ID is used in other tables as a foreign key to
keep records. Secondly, some rules based on the user’s branch are put in place, like fund-
transfer requests can only be accepted by the employees of the same branch, and loan
requests have to be made by employees of the same branch. This change completed the
project and gave the system a real-world feel.
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Figure 5.1: Database ER Diagram

Another mentionable change has been done to the FAQ section of the customer. The
customer can read answers for frequently asked questions, and if they are still having prob-
lems, they can mail about their problem directly from the system. To send mail directly
from the user dashboard, EmailJS was used. Some other changes in the UI are done to
make the system more usable and accessible. Finally, the system was deployed and tested
to check for potential issues. Overall, the final changes in Ul and adding branch to the
system completed the project and it is set for demonstration and real-world application.

5.4 Statistical Analysis

The statistical evaluation of the Core Banking System (CBS) was conducted in order to de-
termine its accuracy, efficiency, and reliability under different modes of utilization. Since
this project is a more academic prototype than a big commercial setup, the statistical evalu-
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ation was done based on performance measures obtained through testing, simulated trans-
action behavior, and role-based user activity. To estimate reliability, standard banking
operations, such as deposits, withdrawals, fund transfers, and loan requests, were experi-
mented upon repeatedly. Recording accuracy was up to 100% in all the simulated transac-
tions after it was ready for deployment, with each operation registered correctly within the
database without conflict. This suggests the system is statistically reliable at the size for
which it was tested. Efficiency was tested by comparing API response times for critical
operations. Account inquiry response was averaged at 2 seconds, while fund transfer and
loan operations were averaged at 2-3 seconds. These results may vary depending on the de-
vice configuration and available internet speed. These results are comparable to tolerable
web-based banking application response times, which show the capability of the system
to accommodate normal workloads without noticeable lag

Statistical evaluation of the CBS prototype exhibited a minor failure rate below 3-5%, at-
tributed primarily to timeouts during deployment across the free-tier hosting environment,
which was addressed by environment configuration and API call optimization. Role-based
access control was experimented with user activity analysis, customer transactions, em-
ployee account management, and admin loan approval, and in all cases, permission en-
forcement was illustrated to be efficient. This validates the prototype’s correctness and
stability for academic use but recognizes scalability and error handling as the areas to be
optimized to achieve production level, with its potential to be a stable system in managed
environments.

5.5 Comparisons and Relationships

To see the effectiveness of the Core Banking System (CBS) in reality, one has to com-
pete on the basis of functionality and performance in comparison to online banking sys-
tems currently being applied, including those that are provided by big shareholders of this
industry, such as Bkash, Nagad, and banks such as City Bank and Dutch Bangla Bank.
Relative to these effective frameworks, the CBS is robust in its thin, academically biased
design, specifically in rapid prototyping, modular design, and core feature integration. As
an example, CBS offers high-end features like fund transfer, account processing, audit log-
ging, and handling of loans with caution in the direction of ease and transparency, with
millisecond-range response times of operations like balance validation that are competi-
tive with the performance at minimal enterprise-grade infrastructure cost that is offered by
most web-based services. Its customers, employees, and admins have a multi-role access
hierarchy system that is a reflection of the real hierarchies of individuals in applications
such as these renowned banks and the log audit that is tamper proof. Paperwork and branch
visits are also needed by banks when opening accounts, conducting transactions, and ob-
taining bank statements. However, this project attempted to reduce paper consumption
and bank visits by ensuring the use of papers was held down to a minimum and operations
were done remotely.

But comparing the CBS with similar internet banking systems reveals a number of inade-
quacies to the system that indicate areas for improvement. Business systems will typically
have advanced security features implemented, such as end-to-end encryption, biometric
authentication, and Al-based fraud detection, which the CBS does not have and hence may
be more vulnerable to risk in riskier environments. Amenities such as timely automated
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loan repayment, multi-currency, real-time global wires, and third-party service integra-
tion (for example, APIs for investment portals or budget management tools) are par for
the course in organizations such as HSBC’s digital banking or Stripe’s financial services
but not in the CBS’s prototype design. Scalability is the other key differentiator: exist-
ing platforms employ microservices, cloud load balancing, and database-crafted tuning to
handle millions of simultaneous users, whereas the CBS leverages a simpler architecture
for smaller-scale installations. Even with all these shortcomings, the CBS proves its value
as a building block system by reconnecting theory in academia to practical usability. This
evaluation emphasizes that while the CBS is not able to match the power of established
online products, it offers a functional, active alternative for studying or minor-scale use,
with significant room to evolve into more direct competition within the digital bank space.

5.6 Discussions

The result of the Core Banking System project reflects both the achievement and flaws of
the implemented design. On the positive side, the system achieved its primary objectives of
having an operational banking model that supports multiple roles, like customers, employ-
ees, and admins, while enabling core activities such as account opening, transactions, fund
transfers, loan processing, and audit logging. The system performance evaluation and the
statistical analysis were high and showed the high accuracy and reliability of the system,
thereby ensuring the efficiency of the design decisions, including the modular backend
APIs and the role-based access control. Deployment to a cloud-based environment also
ensured system feasibility in the real-world-like environment with secure remote access.
These findings illustrate the project’s contribution to academic learning and its potential
applicability in the development of digital finance platforms for small institutions or train-
ing environments. The implication of these findings is significant: it shows that complex
financial systems are possible using open-source software and with limited resources, and
they become accessible to students, small businesses, and low-budget organizations.

But to challenge the CBS against these internet banking offerings demonstrates that there
are some shortcomings in the system that lead toward areas in which improvement can
take place. Business systems will typically include advanced security integrated into
them, such as end-to-end encryption, biometric verification, and Al-based fraud preven-
tion, which the CBS is still lacking, hence potentially being more vulnerable in riskier en-
vironments. Functions such as automated scheduling of loan repayments, multi-currency,
real-time worldwide wire transfer, and third-party integration of services (e.g., APIs to bud-
geting software or investment sites). However, the shortcomings discovered in the evalua-
tion process also indicate to what degree things may be refined and perfected. The system
is stable when it comes to learning test conditions but not scalable due to the reliance
on free-tier hosting and not having sophisticated load-balancing systems. Security, while
controlled through password hashing, JWT authentication, and HTTPS, is not ready for
production since the system does not have protections against attacks such as XSS attacks
and data encryption vulnerabilities. These lapses indicate the need for production-grade
improvements in the later versions. Manual processing of some processes, like loan repay-
ment tables and EMI calculations, is another limitation to the degree of system automation.
Despite such limitations, CBS is highly viable as a research platform, particularly with so-
phisticated features like predictive analytics for fraud detection, automated loan manage-
ment, and multi-currency transactions incorporated into it. Lastly, the presentation proves
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that the CBS fulfilled academic objectives and effectively developed the concept of digi-
tal banking systems. This approach also represents a constant area of innovation, bridging
the gap between higher education designs and real financial implementations, emphasizing
security, scalability, and automation in business applications.
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Chapter 6

Conclusion

6.1 Summary of Findings

It has been a difficult but enlightening research and practical project to design and im-
plement the Core Banking System (CBS). The project began with a vision to develop a
secure, role-based banking system that would be able to serve several parties, customers,
employees, and administrators, in a given and extensible platform. Through a series of
stages in requirement analysis, architectural design, implementation, and testing, the sys-
tem arrived at a level of functionality that can effectively demonstrate how current-day
bank services can be redesigned leveraging contemporary web technologies and relational
database systems. The outcome of this project can be separated into a series of ruling
themes. Firstly, the system demonstrates that PostgreSQL, together with an Express.js
backend and React.js frontend, can constitute a suitable platform for financial applications
requiring flexibility as well. The database schema created for the CBS could handle cus-
tomers, employees, administrators, transactions, loans, and audit trails relationally and
consistently. This allowed the system to achieve main functionalities such as customer ac-
count registration, secure login with role-based authentication, deposits and withdrawals,
funds transfer, loan application and approval, and extensive audit logging. JWT authen-
tication provided strict access control along with role sensitivity so that no unauthorized
users could view features beyond their capabilities. Secondly, the project stressed the im-
portance of modular development in banking systems. Each role (customer, employee,
admin) had its own dashboard and feature set, which allowed separation of concerns and
better maintainability. This modularity made testing, debugging, and additional develop-
ment simpler. It also makes the system scalable, because new features could be introduced
without disrupting the ones already there.

Another finding was the importance of incorporating security features in the project in
the initial stages. Although the academic prototype did not have thorough incorporation
of newer security features such as encryption of data in transactions, multi-factor authen-
tication, or anti-XSS filters, the project also brought out the need for such protection in
a production-quality financial application. Similarly, the computation of EMI for loan
repayment through manual code was functional but brought out the need for automated,
accurate, and scalable financial calculations in real-world banking systems. From a deploy-
ment point of view, the project proved that cloud platforms such as Render (for backend)
and Neon (for PostgreSQL) can be used to host academic prototypes at low effort and cost.
In spite of some latency problems, successful deployment proved the feasibility of cloud
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banking systems, particularly for those entities that cannot afford to retain on-premise in-
frastructure due to lack of finances.

In summary, the findings emphasize that while the CBS project is an academic prototype,
it has huge potential to grow into a production-level banking platform with security en-
hancements, optimization of performance, and compliance with financial regulation. The
system has been able to demonstrate not only the technical feasibility of implementing
core banking transactions using modern full-stack tools but also the wisdom of coding
software that achieves a balance between usability, security, and maintenance.

6.2 Contributions to the Field

The Core Banking System (CBS) designed in this project contributes to both computer sci-
ence academic studies and practical banking technology in several ways. It is an academic
contribution through presenting a case study to computer science students and researchers
on how theoretical abstractions like relational database design, authentication means, and
modular system structure can be achieved in the real world. By showing the proof of
concept for requirements being converted into working modules, i.e., dashboards, fund
transfer, and audit logs, the project bridges the gap between abstract academia and prac-
tice.

Technologically, the CBS project is valuable in that it shows how modern full-stack web
development frameworks can be employed to simulate required banking features. Previ-
ous academic prototypes have been guilty of either simplistically oversimplifying or overly
relying on legacy technologies. This project demonstrates that React, Express, and Post-
greSQL, when well combined together, can serve as an effective, dependable, and scalable
foundation for financial applications. It also demonstrates how relational databases hosted
on the cloud, like Neon, can be an alternative to traditional on-premise banking databases
so that one can more easily deploy and scale them.

One of the standout features of this project is role-based authentication and dashboards.
Instead of developing a single user interface for all, the CBS ensures that admins, employ-
ees, and customers only access features relevant to their position. Not only is this more
secure but also reflects actual banking procedures, where responsibilities are allocated be-
tween parties clearly. This can be utilized as a template for future academic projects or
even startups intending to develop finance management systems.

Another contribution is the audit logging system that records significant action through-
out the platform. While audit logging is usually an afterthought in student projects, its
inclusion here reflects professional responsibility and industry best practices. Audit trails
play a critical role in compliance, accountability, and fraud detection in bank systems, and
their inclusion in the project ensures students understand their value beyond functionality.

Second, the project contributes to knowledge about limits in academic prototypes. By
clearly announcing where the system falls short, i.e., in such areas as encryption, calcu-
lation of EMI on an automated basis, and financial standards compliance, the project not
only specifies what is done but also sets a foundation upon which other work can proceed.
This reflexive contribution is necessary, since it educates both the academic and industrial
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practitioner communities about the challenges of producing secure, production-level sys-
tems.

Finally, this project furthers the overall societal goal of financial inclusion. By showing
that a cheap, modular, and scalable banking system can be built using open-source tech-
nologies, the CBS project implies the possibility of building low-cost banking platforms
for poor or underserved communities or small financial institutions. In that sense, the
project ventures outside of the academic community and might serve as a possible spur to
yet more innovations in community banking and fintech.

6.3 Recommendations for Future Work

Although the CBS project succeeded in achieving its purpose and was an academic demon-
stration of conceptual validity, it can be greatly improved to be prepared as a production-
level bank solution. It is possible to identify several recommendations on the future work.

First of all, the security architecture of the system will have to be extended. Production
level systems need more protection although JWT-based authentication was successfully
performed. These consist of end-to-end encryption of sensitive information, the imple-
mentation of HTTPS and the use of the SSL/TLS algorithm, the implementation of the
multi-factor authentication (MFA), more secure password hashing algorithms with salting.
The system should also provide protection against cross-site scripting (XSS) attacks and
distributed denial-of-service (DDoS) attacks. In the absence of these, the system would
not be secure enough to be deployed.

Second, this loan repayment module must be more advanced. Presently, the calculations
of EMI is done manually, which is not befitting a bank system with a large number of
customers and loan tenures. Automatic EMI calculation, incorporation of amortization
schedule and dynamic penalty calculation of late payment should be taken up in a future
version. Moreover, the interest rate simulations can be incorporated in the system, whereby
the employees and the customers will be able to observe the long-term repayment effects.

Third, 3rd party payment gateways or financial APIs would be included in the transac-
tion mechanism. As an example, it would be possible to integrate it with other systems
like Bkash or Nagad so that funds would be transferred between banks and not only within
the CBS prototype in real-time. This would lead the project to a complete new stage of
open academic system to the one, which can interface the entire financial universe.

Fourth, the system must be optimized in terms of scalability and performance. Although
the prototype can be done with Render and Neon, scale-out deployment would need load
balancing, caching and indexing of the database. Also, it is possible to switch to custom
cloud infrastructure like AWS or GCP to enhance reliability and minimize the latency.
Stress testing should also be carried out with artificial loads, to guarantee that the system
can be scaled by loading the system heavily.

The other suggestion is to incorporate elements of compliance. The banking systems in the

real world must be regulated in line with the Data security regulations like GDPR, payment
regulation like PCI-DSS, and risk control regulation like Basel III. Likewise, banking reg-
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ulations of banks and banking systems in Bangladesh Bank. These compliance elements
would not only make the system more realistic, but would also equip the system with the
real-life financial use.

Usability wise, the customer interface can be improved with assistance provided by means
of chatbots and data visualization dashboards wherein the customers can view spending
patterns, loan payment schedules, and savings patterns. The admin dashboard also can
be upgraded with more high-end reporting, Al-supported fraud detection, and predictive
financial decision-making analytics.

Lastly, the system can consider using the more recent technologies, like blockchain, to
make transactions transparent, machine learning, and natural language processing to pro-
vide automated customer service or chatbots. The functionalities will make the CBS more
innovative and fintech future-proof. Overall, as far as the CBS project has provided a solid
groundwork, the future of the project is in expanding security, scaling, compliance and in-
tegration with newer technologies to a new level. By mapping out these paths, the project
will be able to expand to a point where it will be an academic demonstration of an idea
and then become a functioning banking system that will enable financial institutions to
provide secure, stable, and inclusive banking services.
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