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Abstract

In an era where data security and privacy breaches are alarming, blockchain tech-
nology could greatly enhance different identification systems like passports, national
identity cards (NIDs), driving licenses, etc. We explore the idea of a blockchain-
powered identity verification system in this research where individuals’ identity in-
formation is safely kept on a decentralized ledger. The principal goal of this research
is to find out the possible advantages and difficulties of incorporating blockchain sys-
tems into personal identity verification systems. We thoroughly assess the built-in
cybersecurity attributes of blockchain, including decentralization, immutability, and
cryptographic security, which collectively establish it as a perfect choice for authen-
ticating and safeguarding personal identity data. Moreover, the research dives into
topics concerning data privacy, surveillance, and individual rights. The primary
emphasis of this research is on the smooth incorporation of a blockchain-driven
identity verification system centered on Self-Sovereign Identity (SSI). Furthermore,
this thesis highlights the critical role of issuers in the Self-Sovereign Identity Sys-
tem (SSI) and addresses the inherent issue of Issuer Trust for verifiers. To address
the issue, this study introduces the concept of an Issuer Trust Registry to ensure
trustworthiness when issuing credentials. The research studies how blockchain can
streamline identity verification for authentication while creating driver’s licenses,
bank account openings, SIM card registrations, land registrations, etc., thereby mit-
igating fraudulent activities in the cyber world and enhancing overall security. When
we increase the security, we can optimize the personality verification of authenti-
cation. In conclusion, this research proposes a comprehensive study of the role of
blockchain technology in reimagining personal identification systems for the digital
age.

Keywords: Blockchain, Data Security, Cybersecurity, Cyberworld, Self-Sovereign
Identity (SSI), Identity Verification, National Identity (NID), Issuer Trust Registry;
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Chapter 1

Introduction

In the age of rapid technological advancement and digital transformation, the secu-
rity and management of personal identity data have become vital issues for govern-
ments and organizations worldwide. National identity systems—comprising Pass-
ports, National Identity (NID) cards, Driving Licenses, Birth Certificates, etc.—form
the cornerstone of how individuals access essential services, assert their rights, and
participate in society. These identity documents serve a critical function, enabling
individuals to authenticate themselves in various situations, including voting, health-
care access, financial transactions, and travel. However, traditional methods of stor-
ing, verifying, and managing such identities have encountered significant challenges,
particularly with respect to data breaches, identity theft, forgery, and security vul-
nerabilities. As the world continues to digitalize, it becomes imperative to explore
more secure and efficient mechanisms for managing identity information.

Blockchain has emerged as a promising solution in the field of technology [6]. Block-
chain technology, at its core a decentralized and unchangeable system for keeping
records, offers a new way of managing identity that supports self-sovereign identity
(SSI) principles and minimizing data [38]. These principles highlight the impor-
tance of allowing individuals to have control over their personal data, so they can
manage, share, and safeguard it without depending on centralized authorities that
could lead to potential data misuse or security breaches. By utilizing blockchain’s
encryption algorithms and agreement methods, governments and institutions can
create secure identity management systems that prioritize user needs while address-
ing key privacy, security, and fraud issues. Blockchain provides a tamper-resistant
infrastructure, making it a perfect technology for securely storing and managing
personal identity data without unauthorized access.

The aim of this research paper is to investigate the potentiality of an identity man-
agement system based on blockchain that could include various forms of identities
(e.g. NID cards, passports, driving licenses, etc.) so as to cover almost all types
needed in modern society. In this study, we have discussed how blockchain im-
plementation can influence identity management not only in technical aspects but
also in socio-political. It pays attention to the blockchain superpowers — security
features built into it that make it a good fit for personal data management, decen-
tralization, cryptographic security, and immutability. Identity verifications made
possible through blockchain are superior in quality and efficiency as a secure mode



of authentication providing prevention from frauds on various critical areas such as
banking, land registration or sim card registrations, etc.

This study has mainly focused on incorporating the idea of Self-Sovereign Identity
(SSI) into its personal identity framework. The states that the centralized entities
should refrain from controlling their life data, but instead such personal identity
data-related ideas represented by SSI have to take a full turn in this regard. In
fact, blockchain is an essential part of the SSI model because it offers a distributed
architecture for issuing identities and verifying them with cryptographic protocols
that enable many organizations to provide secure services while protecting personal
data. This trust infrastructure is designed to enable the issuance and exchange
of identity information between trusted issuers, holders, and verifiers - a complete
ecosystem that gives users all benefits of internet identities without suffering as a
result of global data risk.

The most essential part of an SSI system is the role played by issuers — usually, a
trusted body such as a government or financial institution who verifies importantly
that someone is really an authentic person [22]. We have proposed in this study to
introduce a decentralized “Issuer Trust Registry” based on blockchain which verifies
and attests for reliable issuers that can secure identity verifiers about certificates not
being counterfeit or misrepresented. The Issuer Trust Registry is the trust layer in
SSI ecosystem which makes sure an identity verification procedure not only happens
between two or more DID controllers, but these DIDs themselves are also trustwor-
thy.

This research also examines the ethical, legal, and societal implications of using
blockchain technology for identity management. While the security benefits are
considerable, implementing blockchain-based identity systems brings up issues re-
lated to surveillance, data privacy, and the power dynamics between governments
and citizens. It is essential to critically assess ethical questions regarding who has
control over access to the ledger, the risks of misusing stored identity information,
and the significant influence of state authorities in the digital era. Additionally, this
thesis investigates the regulatory frameworks needed to facilitate blockchain adop-
tion, emphasizing legal challenges concerning privacy laws, data ownership, and
cross-border identity management.

This research assesses the potential of blockchain technology in reconstructing per-
sonal identity systems. It addresses the viability of managing several identity pos-
sessions using blockchain technology as well as its relation to self-sovereign identity
and issuer trust registry systems. The purpose of this study is to identify how best
this revolutionary technology can be adopted by governments and peaceful institu-
tions in order to make identity verification processes more secure and efficient and
also more transparent as possible. It also touches upon the issues, challenges, and
opportunities that accompany this shift and suggests solutions on how one will be
able to use blockchain technology to improve the current shortcomings of systems
employed in managing people’s identities without going to extremes ethically and
legally as we prepare for a digital world of citizenship.



1.1 Motivation

As Bangladesh and the world become more reliant on digital systems, the risks
associated with cyber threats, data breaches, and identity theft are growing. In
Bangladesh, the situation is further complicated by corruption, where identity data
is often leaked or sold to unauthorized parties, compromising the privacy and se-
curity of citizens [37]. Additionally, the current identity verification systems, such
as NID cards and passports, are inconvenient to carry, lack portability, and are
vulnerable to misuse. For example, even when purchasing a SIM card from a tele-
com operator, individuals need to present their full NID card to the vendors which
raises privacy and security concerns. Our research addresses these critical issues by
proposing a blockchain-based identity verification system that offers more secure,
portable, and efficient identity verification. Blockchain’s tamper-resistant technol-
ogy can protect sensitive personal information from being leaked or sold which en-
sures the privacy of citizens. Its decentralized architecture provides stronger security
than the current centralized identity data storing mechanism, making it an effective
solution to prevent data breaches and identity fraud. In this system, a wide range
of stakeholders will be benefited. Citizens will be able to enjoy greater security,
privacy, and convenience in managing their personal information, with the added
portability of digital identity verification. Financial institutions and businesses will
also benefit by having a more secure and efficient system for customer verification,
reducing the risk of fraud and improving overall service delivery. By addressing the
challenges of data security, privacy, corruption, and inefficiency in the current sys-
tem, this study has the potential to transform identity management in Bangladesh.
It not only strengthens national security and enhances the privacy of individuals
but also creates a safer, more convenient environment for both public and private
sectors.

1.2 Problem Statement

People need to provide personal information like date of birth, photo, fingerprint,
address, etc. to verify identity while applying for different government services like
driving license, bank account opening, sim card registration, land registration, etc.
It creates a huge data breach scope as the databases of these websites are not se-
cured enough.

There are a lot of technical threats for an individual for example, fake banking
transactions and Online shopping, Credit card fraud, Blackmail, and Social media
ID fraud can be caused by the breached data.

According to TechCrunch, details of individual citizens including full name, NID
card number, mobile number, and email address are leaked on a government web-
site of Bangladesh [31]. The leak was found by Viktor Markopoulos, a cybersecurity
researcher who accidentally looked upon the website while looking for an SQL prob-
lem. This personal information may be used to verify birth registration records as
well as access, modify, and/or delete applications. In a report, BBC News states
that malware on an ATM network compromised the security of more than 3.2 million
debit cards in India, leading to fraudulent transactions and reputational damage to



institutions [3]. As a result, consumers have expressed concern about the breach,
which significantly affects the economy.

Current methods of identity verification on the Internet, especially age verifica-
tion, are not as effective as they should be. There is a significant lack of a reliable
and accurate age verification process, with significant gaps in ensuring online safety,
especially for minors. This gap stems from reliance on self-declaration and vulnera-
bilities in the birth certificate registration process, enabling potential manipulation.
As a result, young people have easy access to information and content that could be
harmful to them, primarily due to the absence of a robust age verification system
beyond a simple “Yes, I'm over 18” button [26].

As we see, this kind of data leakage or verification problem is getting worse, thus
we need to find an effective solution that will help our general public to prevent this
data leakage and proper authentication of important information.

1.3 Research Objectives

The main objective of this research is to approach the practicality and effective-
ness of implementing a blockchain-based personal identification system with the
objective of data security, privacy, accessibility, immutability, and overall system
integrity. Making the already existing system robust and more foolproof is also one
of its goals. Already existing verification system is extremely vulnerable and easy to
fraud. Implementation of Self-Sovereign Identity (SSI) with the Issuer Trust Reg-
istry will provide more trust and a secure identity verification system. This research
aims to achieve the following objectives:

RO1: Enhancing Identity Verification

Sub-objective 1.1: Develop and implement a secure identity verification process uti-
lizing blockchain technology to ensure the authenticity of personal identities.
Sub-objective 1.2: Compare and evaluate the performance of the SSI-based verifi-
cation system against traditional methods and improvements in accuracy, security,
portability, and privacy.

RO2: Reviewing the Existing Research Perspective

Analyze the limitations and strong points of existing identity verification models,
and address these shortcomings within the proposed architecture, providing a foun-
dation for future enhancements and research directions.

RO3: Empowering Users with Control over Their Data

Sub-objective 3.1: Design and implement a consent-based data access system that
restricts third-party intruders’ access to user data without user consent. This will
include the integration of a notification alert to inform users when third parties re-
quest access to their personal data.

Sub-objective 3.2: Evaluate the effectiveness of the notification system in empower-
ing users with control over their own data privacy, and assess user satisfaction with
these privacy controls.



RO4: Integrating Self-Sovereign Identity (SSI) and Ensuring the Issuers
Trust

Sub-objective 4.1: Implement a public key-based verification system that restricts
unauthorized third-party access to user data, and evaluate its integration with a
range of identity systems, including national identification cards, driver’s licenses,
and passports.

Sub-objective 4.2: Establish an Issuers Trust Registry within the SSI framework,
ensuring that only authentic identity issuers are authorized, thereby enhancing se-
curity, trust, and reliability.

RO5: Ensuring Data Immutability and a Tamper-Proof System
Implement data immutability features using blockchain technology, ensuring that
user data remains tamper-proof and protected against unauthorized modifications.

1.4 Structure

This thesis is organized into seven chapters, each building on key aspects of the
research.

Chapter 1: Introduction introduces a research problem ready to be solved, with
specific attention to blockchain-based identity verification, and states the motiva-
tion (Section 1.1), aims, and questions answered. Moreover, this chapter consists
problem statement (Section 1.2) and research objectives (Section 1.3).

Chapter 2: Background discusses some fundamentals of Self-Sovereign Identity (SSI)
(Section 2.1) and blockchain (Section 2.2) and will build a theoretical foundation
with relevant literature.

Chapter 3: Literature Review examines existing research on identity verification
and blockchain technologies, identifying gaps that justify further investigation.

Chapter 4: System Proposal presents the proposed model (Section 4.1), method-
ology (Section 4.2), threat modeling (Section 4.3), and requirements (Section 4.4)
of the blockchain-based identity verification system, highlighting its benefits and
challenges.

Chapter 5: Architecture and Implementation details the technical implementation,
including blockchain components (Section 5.2 and Section 5.1) and the Issuer Trust
Registry. Moreover, this chapter also includes use-case and protocol flow (Section

5.3).

Chapter 6: Discussion evaluates the findings of the investigation and its strengths
and weaknesses concerning its comparison along with the previously existing models
(Section 6.5) and future works (Section 6.6) of our proposed system.

Chapter 7: Conclusion summarizes the research contributions and suggests future
directions for innovation in secure identity management.



Chapter 2

Background

This section presents a brief introduction to Self-Sovereign Identity (SSI) (Section
2.1) and Blockchain technology (Section 2.2).

2.1 Self Sovereign Identity (SSI)

The digital movement of individuals’ ownership and control over their identity with-
out depending on any administrative authority is emphasized as Self-sovereign Iden-
tity [30]. With SSI people can manage and control their identifying information dig-
itally such as birth certificates, and degree licenses. This is very much like a physical
card system in the offline world but digitally managed. SSI approach makes a per-
son, business, and [oT entities interact in the digital world with freedom and trust
similar to offline interaction. SSI allows holders to handle their identity elements,
controls access to credentials, and authenticate their identity using a digital wallet.
The system system eliminates the need to surrender personal information to numer-
ous databases reducing the risk of identity theft. In a Self Sovereign identity system,
individuals become the sovereign controllers of their digital existence, independent
of any organization, ensuring greater security and autonomy.

2.1.1 Principles of SSI and SSI Roles

Self-sovereign identity is a decentralized digital identity system that gives them con-
trol of a person’s identity information [17]. In this model, there are three main roles.

Issuer: The issuer is the entity that issues the digital identities or verifiable cre-
dentials to a holder [17]. This could be government, service provider, agency, or
any other entity. There could be multiple types of information such as personal
details, qualifications, membership, or any other attributes. To make the identity
tamperproof and verifiable the issuer put digital signatures in credentials. The sig-
natures ensure the integrity and authenticity of these credentials. In the SSI model
the holder’s information is not stored by the issuer instead the holder gets to store
these credentials in their digital wallet.

Holder: The entity that owns and controls its information is called the holder [17].
This role is held by the person or the organization to whom the identity credentials
were issued by the issuer. Holders can store their credentials in a digital wallet



or any secured repository. The wallet stays under their control and they can give
permission to which piece of information they like to share and with whom. The
SSI model gives better privacy and control as the holder gets to decide who to give
personal information.

Verifier: The entity that needs to verify specific claims and attributes of holder
[17]. Service providers, employers, government agencies or any other entity requiring
identity verification could fill this role. Verifiers do not hold a central database of
user information. Instead, Holders present their verifiable credentials to the veri-
fier. The verifier can ask for specific information from the holder and holders then
present the required information allowing the verifier to verify the authenticity of
the information from the blockchain.

Figure 2.1: SSI Trust Triangle

In SSI the relationship between the Issuer, Holder, and Verifier is known as the trust
triangle like in Figure 2.1. This shows if the credentials are only trustable on how
much trust the verifier has in the issuer. The verifier in this case takes a decision on
how much trust assurance it has in the issuer.



2.1.2 Decentralized Identifier (DID)

A decentralized Identifier is one of the most important entities in the SSI model
[33]. Decentralized Identifiers (DID) are comparatively a new type of identification
system that enables decentralized digital identity verification. DID methods are the
mechanisms by which a particular type of DID and its associated DID documents are
created, resolved, updated, and used cryptographic proofs such as digital signatures.
DID could refer to any subject that the controller of that DID wants to verify for
example: person, organization, objects, data model abstract entity etc. Compared
to federated identifiers, DID is designed with the goal that it may be separated from
the centralized registry, certification authorities, or identity providers. DIDs can
express cryptographic material, verification methods, or services. This can be used
by a DID controller to prove control of the DID. A simple DID contains 3 parts like
in Figure 2.2

« DID URI Scheme Identifiers: These are uniform resource identifiers (URIs)
used in DIDs (Decentralized Identifiers) to uniquely identify an entity or re-
source on the web. The URI scheme defines how the DID is formatted and
resolved across different decentralized systems.

o Identifier for the DID Method: This specifies the method used to create
and manage a DID on a particular blockchain or decentralized network. It
defines the rules for how DIDs are generated, read, updated, and deactivated
on that specific ledger or network (e.g., did:example where “example” is the

DID method).

« DID Method-Specific Identity: This refers to the unique identity created
by the DID method, often a method-specific identifier that is tied to the DID
and represents a specific entity within that method’s scope. It is used to
locate and interact with the entity’s public information or keys within the
decentralized system.

Scheme

=
did:example:123456789%abcdefghi

1
DID Method DID Method-Specific Identifier

Figure 2.2: Decentralized Identifier (DID)

2.1.3 Verifiable Credentials (VC)

Credential refers to pieces of paper or plastic that we carry around to prove our
identity like driving license, national identity card, credit card, etc. [17]. Every
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credential contains a set of claims about the identity of the credential holder. In
SSI these claims are created by the issuer. Those who get the verifiable credential
are the holders and they can keep it in their digital wallet. The VC also contains
metadata and DID. This will be used by the verifier to verify the identity of the
holder.

2.1.4 Identity Wallet

An identity wallet is a digital tool designed to securely store and manage a user’s
identity credentials and personal information [24]. It allows users to control their
digital identity, providing a convenient way to access and share personal informa-
tion, such as identification documents, certificates, and verifiable credentials while
maintaining privacy and security. Identity wallets are especially important in a
world where digital interactions are becoming more common, allowing individuals
to prove their identity in various contexts, such as online transactions, service access,
and identity verification. Some existing types of Identity wallets are Bifold Wallets,
Multifold Wallets, Decentralized Identity Wallets, Centralized Identity Wallets etc.

2.1.5 Trust

In Self-Sovereign Identity (SSI), trust plays a central role in how individuals and en-
tities manage and verify identities without relying on a central authority. The trust
model in SSI is decentralized, meaning individuals, known as holders, have control
over their own identity data and can share it directly with verifiers, while issuers
create and verify credentials [15]. Trust is established through cryptographic proofs,
where the verifier trusts the credential based on its authenticity and the reputation
of the issuer, rather than relying on a centralized institution.

In SSI, trust is also rooted in blockchain or distributed ledger technologies (DLTS),
which provide a transparent, immutable record of issued credentials and DIDs.
This ensures that both issuers and credentials can be verified through decentral-
ized, consensus-driven mechanisms, reducing the need for intermediaries. The trust
framework in SSI empowers users by allowing them to control who accesses their
data, while also providing verifiable, secure interactions between issuers, holders,
and verifiers, all based on cryptographic assurance rather than centralized trust.

2.2 Blockchain

Blockchain is a profoundly secure distributed ledger that isn’t in charge of any au-
thority [5]. A blockchain is decentralized in contrast to a conventional ledger, which
is managed by a single authority. Every transaction is regarded as a digital docu-
ment that requires a signature. At the point when somebody needs to add another
exchange to the blockchain, they sign it carefully and utilize their private key. Ex-
changes are assembled into blocks. Once a block is made and connected to the block
before utilizing the hash of that block, it becomes extremely challenging to modify
it. Changing an exchange would require recalculation of the hash of the block. Since
the hash of the block that is preceding, is additionally essential for the hash, messing
with an exchange is promptly observable as each new block is reproduced among



the peers in the organization. This characteristic makes blockchain an ideal solution
for applications requiring secure and transparent record-keeping, such as financial
transactions, supply chain management, and identity verification.

There are several types of blockchain networks, each designed to meet different
needs and use cases [41]. Public blockchains, like Bitcoin and Ethereum, are open
to anyone, allowing users to join the network, validate transactions, and access
transaction data freely. These blockchains are fully decentralized, providing com-
plete transaction visibility and fostering a trustless environment. On the other hand,
private blockchains are restricted to specific organizations or individuals, requiring
permission to access the network. Examples include Hyperledger Fabric, which is
often used by enterprises for internal processes, as it offers enhanced privacy and
control over data.

Consortium blockchains represent a middle ground between public and private sys-
tems, where a group of organizations governs the network, allowing multiple entities
to participate while maintaining some degree of privacy. This setup is often employed
in industries like banking, where multiple financial institutions collaborate without
exposing all their transactional data to the public. Finally, hybrid blockchains com-
bine elements from both public and private blockchains, allowing for certain data
to remain private while permitting other data to be public. Dragonchain is an ex-
ample of a hybrid blockchain, offering flexibility in how data is managed and shared.

Overall, blockchain technology is transforming the landscape of data management
and transaction verification across various sectors by offering enhanced security,
transparency, and decentralization. Its applications are rapidly expanding, with
potential uses ranging from cryptocurrencies and digital identities to supply chain
traceability and smart contracts, thereby reshaping traditional business models and
fostering innovation.
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Chapter 3

Literature Review

In recent years there have been various studies that focused on different identity
verification systems. We have studied the application of blockchain technology in
secure identity management and verification across different fields such as pass-
port authentication, open banking, national identity systems, land registries, and
healthcare. The main purposes of these studies include the use of decentralized ar-
chitectures, such as Self-Sovereign Identity (SSI), to enhance security, privacy, and
transparency in digital identity systems, while mitigating issues like identity theft
and data leakage.

Htet et al. discussed using blockchain technology in a digital secure identity manage-
ment system for passports in Myanmar in their paper [11]. The aim of this proposed
system was to prevent counterfeiting of passports. The main goal of this research
was to ensure that each person can only hold one valid passport. All passport of-
fices will be connected with each other as a chain where the information regarding
passports will be securely shared among colleagues which can prevent the illegal du-
plication of passports and guarantee passport authentication. This approach makes
the system decentralized. The study explained the working procedures of blockchain
technology. The proposed model of the study was executed based on a fully dis-
tributed mode. It checks if transactions are validated, approved, and recorded by
all the members of the blockchain. This technique is different from storing data in a
central database which prevents passport fraud. The article further previewed var-
ious components within a block, including the block version number, a timestamp,
the Bits field, the computed Merkle root hash for all transactions, the nonce, and
the hash of the header obtained from the previous block. Besides, the proposed
system only focused on passport data management which can be further extended
in various fields like driving licenses, national identity cards (NID), and many more.

Liao et al. discussed the requirements and challenges of building an open banking
scenario using blockchain in their paper [21]. The paper reviewed related research
and presented an ecosystem, operational model, smart contract design, and backend
elements. Additionally, this paper also introduced the BIMAC architecture, which
serves as a blockchain-based framework. Which is used for managing and controlling
identity. BIMAC utilizes smart contracts and stateless authentication. This estab-
lishes a highly secure platform for managing personal information. The use of access
control techniques, such as role-based access control (RBAC) was also described to
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ensure privacy and transparency. It included a notarization mechanism, audit trail,
and privacy protection for security purposes. The paper reviewed five unique types
of blockchain research with different aspects. They suggested different approaches to
implementing blockchain in the open banking ecosystem. Though these five studies
had their own unique approaches, they could not solve the problem alone. They
needed to be combined and improved to serve a more comprehensive solution. This
paper concluded by mentioning the benefits of BIMAC. It is an efficient authentica-
tion framework for mitigating the costly KYC (Know Your Customer). Additionally,
public key cryptography (ECC) and digital signature techniques (ECDSA) are em-
ployed within the BIMAC ecosystem to handle customer information.

Alilwit et al. discussed the challenges associated with conventional authentication
systems, such as identity theft and data leakage in their study [8]. The study pro-
posed a solution using blockchain technology, offering secure access to online services
for customers. The technique utilized a prototype-based E-pass that protected sensi-
tive information from being exposed. Given that identity theft is a significant threat
in the digital age, traditional authentication systems face numerous problems. The
paper explored the limitations of the current AAA (Authentication, Authorization,
and Accounting) infrastructure used by service providers, including data theft and
breaches, and introduced blockchain features like blocks and smart contracts. It
recommended Ethereum or other blockchain-based platforms as suitable solutions
due to their advantages in data ownership and security. Finally, the study concluded
that users showed interest in blockchain-powered digital identities.

Alsayed et al. explained the concept of digital identity and management (IDM) in
detail and suggested a revolutionary decentralized architectural model for IDM on
the Ethereum platform [7]. The proposed model enhanced security in current IDM
implementations. The article included three tests that highlighted the security ben-
efits of DNS-IdM, considering the overall findings of the investigation. This study
proposed a decentralized identity management architecture with attribute-related
validation that maximized security. Furthermore, the paper suggested minimal dis-
closure using RP smart contracts, which could be updated based on the user’s best
interests before being uploaded to the network. The primary goal was to achieve
a decentralized environment through self-sovereign identity management, utilizing
the best possible strategies for privacy, performance, and security.

Fathiyana et al. proposed a functional model of a secure national identity storage
system in Indonesia integrated with blockchain technology in their research paper
[19]. This system aimed to address the challenges associated with information sys-
tems that were not interconnected, which had been developed by government agen-
cies responsible for issuing national identification numbers. Additionally, it sought to
prevent user organizations from misusing data retrieved from the Population Data
Utilization Program. After comparing different blockchain architectures, Hyper-
ledger Fabric was selected as the platform for implementing this system. The study
provided a detailed overview of the proposed system and discussed the requirements
for the research. The study primarily focused on developing an integrated storage
security system using blockchain technology for the Ministry of Interior’s population
data utilization program. The history of the implementation of a national popu-
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lation database center by the Indonesian government of the Republic of Indonesia
was also included in the paper. The document explained how an electronic identity
card could be used as a valid legal reference and data source for various government
services with high security.

Chalaemwongwan et al. proposed two types of authentication techniques: document
authentication and user authentication in their research [4]. Document authentica-
tion techniques incorporated variable laser pictures, visualizations, watermarking,
one-way functions, and protocols. User authentication techniques included biomet-
ric attributes, behavioral qualities, PINs, passwords, and one-time passwords. The
paper also examined the utilization of blockchain technology for transactions and
the challenges related to security in public ID record systems. The paper concluded
with a review of consensus algorithms for blockchain network evaluation and the
performance outcomes of the implemented system.

Figure 3.1: The NIDBC Framework [4]

The system architecture diagram of Chalaemwongwan et al. (Figure 3.1), the Na-
tional Digital Identity Blockchain Framework (NIDBC) consists of five coordinated
phases that aid secure digital identity management using blockchain [4]. It begins
with the Service Registration Phase (1), where the service provider (SP) registers
with the identity provider (IP) to access user identity services. Next, in the Vir-
tual ID Creation Phase (2), users create a virtual ID (VIDu) from their public key
to ensure privacy. The Identity Provider Registration Phase (3a, 3b) involves the
IP registering the user’s VIDu on the blockchain and providing necessary identity
verification for SPs through the blockchain. In the User Authentication Phase (4),
when a user requests a service, the SP uses the blockchain to authenticate the user’s
VIDu and public key. Lastly, the More Information Request Phase (5) allows SPs to
request additional information from the blockchain when necessary, ensuring secure
and authorized access to user data.

Shuaib et al. explained a methodical paper that aimed to identify the most suitable
self-sovereign identity (SSI) for the blockchain-based land registry [25]. The review
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methodology included research questions, data sources, search methodology, inclu-
sion and exclusion criteria, and a description of the screening and final selection
process. By integrating the principles of SSI, SSI’s role in data flows, blockchain
technology, and its application to SSI and its use in the land registry system, the
work offered a comprehensive assessment of the relevant literature required for this
study. The study also discussed how SSI addressed the issue of non-compliance
with identification requirements in the blockchain-based land registration architec-
ture. Finally, the paper proposed various blockchain-based SSI solutions based on
the defined criteria.

Datta et al. proposed a technique for enabling information sharing in response
to third-party data access requests [10]. The approach empowered citizens with an
access authorization system while providing data to third parties. The proposed
architecture granted citizens control over their data sharing, where access to infor-
mation and the attributes to be shared were subject to each citizen’s consent. The
paper also referenced the implementation of a model to test the effectiveness of the
proposed architecture. Extensive experimentation was necessary to assess all rel-
evant parameters, relying heavily on powerful computers at a large scale. Which
depended on securing funding. The proposed system enabled citizens access to their
data in cases third-party organizations requested it. Additionally, the research ex-
plored how blockchain could be used to design a secure management system for a
“smart national identity card.” This architecture would provide protection against
unauthorized data tampering. Also, the system’s distributed ledger would ensure
flexibility even in the event of node failure. Citizens can still control who access
their data, even when third-party organizations make requests.

Péez et al. discussed the authentication methods for electronic identity documents
(e-ID) [13]. The paper mentioned two types of authentication methods: document
authentication and user authentication. Document authentication included change-
able laser images, holograms, watermarking, one-way functions, and protocols, while
user authentication comprised biometric characteristics, behavioral characteristics,
PINs, passwords, and public-key cryptography. This study also proposed a private
model (TCA) for e-ID systems to enhance security. Furthermore, the method of
implementation and the performance results of the proposed system were addressed
in the paper, demonstrating its high efficiency, limitations, and ability to preserve
established information. Tests were performed to validate the consensus algorithm’s
effectiveness in terms of CPU usage, cache memory consumption, and the time
spent on mining and broadcasting. The results showed that the TCA (Tournament
Consensus Algorithm) was efficient and did not consume excessive computational
power, while still maintaining blockchain security. This differentiated it from other
algorithms, such as PoW and PoS, which used more power and raised more security
concerns, particularly in private blockchains.

Mahula et al. described the opportunities and challenges of implementing Self-
Sovereign Identity (SSI) for the public space in Belgium [16]. The study included
various interviews. Such as identity specialists, executives and SSI practitioners.
The primary motive was to facilitate communication and provide simple utilization
of SSI, enabling individuals to move freely, acquire credentials from multiple sources
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and apply them as needed. Although, multiple challenges can arise in the way of
achieving this like ease of user experience and the need for a trustworthy security
framework etc. Furthermore, the research emphasized the importance of beginning
with low-risk use cases and gradually adopting Self-Sovereign Identity (SSI). The
research proposed that despite all these challenges, SSI still has the potential to
improve communication and provide individuals more control over their data within
the public domain.

Belchior et al. proposed the SSIBAC model, which combined self-sovereign identity
with attribute-based access control [9]. The central concept of SSIBAC was to design
Verifiable Credentials (VCs) to secure access control policies, stored at the Policy
Retrieval Point (PRP), that were parsed by an underlying Access Control Model
(ACM), to achieve context-based privilege and ensure data security. The paper pro-
vided a model using ABAC, reported on evaluation results, and highlighted related
studies. It discussed the threat model and security requirements, as well as the chal-
lenges associated with traditional access control models. The paper also examined
several limitations. Verifiers acted as single points of failure because the system’s
trust was heavily dependent on a single access control engine. Another limitation
was that, although SSIBAC could mitigate the data privacy issue, it might have
been more time-consuming than traditional centralized access control systems. The
paper offered an overview of access control systems and the components involved in
the access control process.

Figure 3.2: Access control flow enforced by the SSIBAC model [9]

The proposed architecture diagram (Figure 3.2) of Belchior et al. presents the in-
teraction between various entities in a Self-Sovereign Identity Based Access Control
(SSIBAC) model [9]. The process begins with the user (U) requesting verifiable cre-
dentials (VC) from an issuer (I). Once the issuer generates the VC, it registers the
credential schema and proof of emission with a verifiable credential registry. The
user then executes a request to access a resource from the verifier (V). The verifier
initiates a verifiable presentation (VP) request based on access control policies and
sends it to the user. The user responds by providing a VP, which the verifier vali-
dates against the verifiable credential. If valid, the verifier forwards the request to
the access control engine, where a decision is computed based on the access control
policies, VP, and additional metadata. The engine returns its result, which, if posi-
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tive, grants the user access to the resource.

George et al. extensively discussed the technical feasibility of a blockchain-based
Self-Sovereign Identity (SSI) system, referred to as the ‘Health Passport,” in this
study [32]. This system was essentially a decentralized digital wallet that allowed
users to manage all their health-related history and information in one place. The
paper thoroughly analyzed the design, architectural components, and complex func-
tionalities. The proposed system was based on blockchain technology using the
self-sovereign identity (SSI) model. It was intended to verify credentials (VCs) for
securely creating, sharing, verifying, and revoking health credentials. To create the
Health Passport for an SSI-based credential verification system, the study utilized
agent-oriented modeling (AOM). The technological feasibility of the Health Passport
was also discussed in the paper. The system was integrated with a PHR (Personal
Health Record) and presented proof built on Hyperledger Aries and Hyperledger
Indy. Finally, the paper concluded with a thoughtful investigation of potential
future research directions in this dynamic field, showcasing a commitment to im-
provements and advancements in blockchain-based identity management systems for
healthcare.

Figure 3.3: Health Passport Prototype [32]

The proposed system diagram (Figure 3.3) by George et al. shows a blockchain-
based self-sovereign identity (SSI) solution integrated with the Personal Health
Record (PHR) system, MediTrans [32]. The architecture involves several key agents:
the issuer, holder/user, verifier, and Hyperledger Indy as the decentralized ledger.
The MediTrans system interacts with the Aries Agent to manage user requests and
health data through REST API connections. The issuer, typically a healthcare
provider, issues verifiable credentials (VCs) such as health passports to users after
verifying medical records. These credentials are stored securely in the user’s digital
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wallet and can be presented to verifiers (e.g., immigration officers) through secure
DIDComm communication. The Hyperledger Indy ensures trust and immutability
in credential verification.

Bandara et al. introduced “Casper”, a blockchain-based self-sovereign identity plat-
form that addressed security and privacy issues inherent in centralized data storage
in their study [14]. The paper emphasized the increased risk of data fraud and at-
tacks due to centralized control, as well as concerns about immutability and data
provenance. Casper mitigated these risks by adopting a self-sovereign identity (SSI)
architecture that stored personal data on users’ mobile devices while limiting dis-
tributed blockchain storage to identity proofs. The platform introduced a decentral-
ized approach to inter-bank ‘Know Your Customer’ (KYC) platforms, enabling users
to manage and share their customer data securely through their mobile or digital
wallets. Through blockchain and SSI, ‘Casper’ ensured a secure, decentralized, and
verifiable identity, offering applications not only in banking but also in healthcare
and government sectors. This comprehensive solution enhanced data privacy, trace-
ability, and decentralized control.

Naik et al. discussed the major criteria for evaluating self-sovereign identity (SSI)
models in their research [12]. The authors pointed to the importance of open stan-
dards and forums. Such as the Organization for the Development of Structured
Information Standards (OASIS), the Decentralized Identity Foundation (DIF) and
the World Wide Web Consortium (W3C), for facilitating the SSI solutions. The pa-
per described the evolution of three Identity Management (IDM) models. Those are
Centralized IDM, Federated IDM and Self-Sovereign IDM. The proposed model was
the Self-Sovereign IDM model, also known as IDM 3.0. This eliminates the third-
party IDP and offers a direct connection between client and an organization. It also
mentioned the critical issues of ownership of confidential personal data by giving the
user full control using a Digital Wallet. Besides, the paper also discussed certain
constraints of the Self-Sovereign Identity (SSI) model. One of the main limitations
of this paper was scalability. As a collection of accepted standards and processes

provided by standard organizations was necessary for the successful implementation
of SSI models.

Mukta et al. discussed a blockchain-based decentralized identity management sys-
tem [23]. This paper aims to address the issues of trust deficits between issuers and
verifiers in the current (SSI) model. The authors presented a multi-layered issuer
authorities framework, which emphasises the critical role of the Governing Body
as the root authority in the chain and the Policy Authority (PA). And that is re-
sponsible for defining policies for issuance of credentials. The paper introduced the
concept of ’supporting credentials’ to enable personal issuers to establish trusted
relationships with verifiers. Blockchain technology is leveraged to build a decen-
tralized trust infrastructure that supports personal issuers. The proposed solution
centers on resolving the trust gap in SSI systems by incorporating decentralized
credential management and introducing supporting credentials for personal issuers.
The paper focused on enhancing trust in SSI systems, especially through blockchain
technology. Though it did not explicitly discuss the limitations of the proposed
system.
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Chadwick et al. proposed a conceptual model for establishing trust in self-sovereign
identity (SSI). The model aims to allow users wallets that contain W3C Verifiable
Credentials (VCs) to assess whether the verifier could be trusted to comply with
GDPR regulations, enabling the safe sharing of personal identifying information
within their VCs [27]. The authors discussed the implementation of this model us-
ing the TRAIN trust infrastructure. They also discussed how wallets could interact
with verifiers using various trust infrastructures. The research highlighted the criti-
cal importance of both technical and administrative trust levels, which were enforced
through cryptography and standard trust lists to ensure the integrity and reliability
of the verifiable credentials. Moreover, the study emphasizes the importance of fur-
ther investigation into trust in wallet software, identifying it as a promising avenue
for future research and development. While the paper focused on enhancing trust
in SSI verifiers, especially in the context of GDPR compliance however, it did not
explicitly discuss the limitations of the proposed model and the practical implemen-
tation of their trust model.

Jeyakumar et al. proposed a novel approach to establishing trust in verifiable cre-
dential issuers using the TRAIN infrastructure [20]. The proposed model empha-
sized the need for a holistic approach to trust management in self-sovereign identity
(SSI) ecosystems, addressing both technical and institutional trust. The TRAIN
infrastructure leveraged the Domain Name System (DNS) to enable individual and
distributed trust decisions, providing a novel solution to the trust and governance
challenges in SSI. The document discussed related work and initiatives in the field,
such as the development of trust registry frameworks, and highlighted ongoing ef-
forts to integrate TRAIN with other components. However, it acknowledged the
limitations and future work required for the integration of TRAIN with other com-
ponents, such as the VC holder, and emphasized the need for further specification
by relevant foundations. The proposed model aimed to enhance the credibility of
VC issuers and contribute to the establishment of trust in SSI ecosystems.

Figure 3.4: Integration of TRAIN into W3C VC SSI ecosystem [20]
The system diagram of Jeyakumar et al. (Figure 3.4) illustrates how the TRAIN

(TRust mAnagement INfrastructure) operates within a Self-sovereign Identity (SSI)
ecosystem [20]. The process begins with the "Issuer” who issues verifiable creden-
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tials to a "Holder.” The Holder is responsible for acquiring, storing, and presenting
these credentials to a ”Verifier,” who requests and verifies the credentials. To man-
age trust, a "Verifiable Data Registry” maintains identifiers and credential schemas
that the Holder interacts with. At the core of trust management, the TRAIN sys-
tem integrates a DNSSEC-based infrastructure to ensure secure trust verification.
It includes key components such as the "Schema” and a "Trust List,” which are
linked to an ”Automatic Trust Verifier” (ATV). This verifier helps the Verifier check
the authenticity of credentials by validating trust against established trust lists,
ensuring a robust and decentralized trust system without the need for third-party
intermediaries.

De Salve et al. proposed a multi-layer trust framework for Self Sovereign Iden-
tity (SSI) on blockchain. The framework aims to manage trust relationships among
different SSI actors, including issuers, verifiers, and holders of credentials. It lever-
ages a multilayered architecture and blockchain technology to establish, record, and
verify trust relationships, enhancing the security and reliability of SSI systems [28].
The model addresses the trust requirements of verifiers by considering trust prefer-
ences expressed for specific contexts, trust relationships among all verifiers for the
same context and relationships between issuers. It also incorporates the concept of
a Web of Trust (WoT) to enable verifiers to rate issuers’ trustworthiness and asso-
ciate trust scores with particular contexts. The proposed model aims to enhance
the security of SSI by supporting users’ interactions, even with completely unknown
entities. The paper also included a security analysis of the proposed framework,
which demonstrates its ability to enhance the security of SSI with a trust evalua-
tion scheme. Besides, a performance evaluation of the framework was also addressed.
Which highlights effectiveness in managing trust relationships and supporting trust-
worthy decisions in various use cases.

Eer et al. proposed a decentralized trust framework for Self-Sovereign Identity
(SSI), introducing a design for a trust registry along with a mechanism to facili-
tate a web of trust among identity issuers and verifiers [29]. The study emphasized
the importance of human trust in SSI, employing a bottom-up approach to ensure
the trustworthiness of the system. The model mentioned challenges in digital iden-
tity systems by motivating active and honest stakeholder participation within the
trusted registry. Which offers a promising solution to manage trust relationships in
a decentralized manner. However, the paper highlighted some limitations such as
the need for further experimentation and evaluation of the zero-knowledge exten-
sion to their protocol. It also pointed out scalability challenges due to reliance on
maintainers to preserve privacy within the directed graph and the high cost of gen-
erating non-interactive zero-knowledge proofs (ZKP). Despite all these challenges,
the paper provides important insights into decentralized trust frameworks for SSI.
It addressed further research to mitigate the limitations and validate the model’s
effectiveness.
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Chapter 4

System Proposal

In this section, we introduce our proposed model (Section 4.1), a threat model
(Section 4.3), and examine various functional, security, and privacy requirements
(Section 4.4) for our system.

4.1 Proposed Model

We propose a Self-Sovereign Identity (SSI) blockchain model with an integrated
Issuer Trust Registry as a comprehensive solution for secure, scalable, and privacy-
centric identity management (Figure 5.1). Our model provides individuals with full
control over their identity data while addressing critical concerns of trust, privacy,
and scalability. By decentralizing identity verification processes and eliminating re-
liance on centralized authorities, this model mitigates risks associated with data
breaches and unauthorized access.

The SSI model leverages the blockchain’s cryptographic safeguards and immutable
ledger, ensuring that identity records are tamper-proof and securely stored [30]. The
introduction of an Issuer Trust Registry enhances the credibility of identity issuers
by establishing a trusted mechanism to verify their authenticity. This approach tack-
les one of the significant challenges in SSI systems—ensuring that identity verifiers
can trust the credentials issued, thus making the verification process more secure
and reliable.

Additionally, the SSI blockchain model incorporates consent-based data sharing,
empowering users to manage their personal data autonomously. Individuals can
grant access to third parties only when explicitly necessary, safeguarding their pri-
vacy while adhering to legal regulations. The model’s architecture is optimized for
scalability, making it capable of handling nation-scale identity systems, including
national identification cards, passports, driving licenses, and other crucial identity
holdings (Figure 5.1). Its cost-efficient design, combined with a seamless user ex-
perience, makes this model an ideal solution for large-scale identity management
systems.

Compared to traditional identity systems and existing blockchain-based solutions,

this SSI model offers a more robust, privacy-preserving, and trust-driven solution
for national identity management. It enhances security and user control, offering
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a comprehensive framework that aligns with modern regulatory and technological
demands.

4.2 Methodology

This research follows the Design Science Research Methodology (DSRM) (Figure
4.1), beginning with Threat Modeling and progressing through six stages: Require-
ment Analysis, System Design, System Development, Threat Mitigation, Demon-
stration, and Evaluation [1].
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Figure 4.1: Methodology Diagram

Using the STRIDE framework, we identify potential security risks, such as Spoofing
and Tampering, and address them in the SSI system architecture [2]. We define
the system’s functional needs, such as issuing verifiable credentials and managing
decentralized identifiers, while ensuring data security and privacy through user con-
sent (Section 4.4). The architecture is built with Issuers, Holders, Verifiers, and
an Issuer Trust Registry. Blockchain technology ensures secure and decentralized
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identity verification (Section 5.1). The system is implemented using the ACA-Py
framework and Hyperledger Fabric (Section 5.2). Cryptographic techniques, selec-
tive disclosure, and safeguards against attacks are integrated into the framework
(Section 4.4.2 and Section 4.4.3).

We represent a research methodology flowchart (Figure 4.1), outlining the steps
from problem exploration to conclusion. It starts with defining the research prob-
lem, followed by research objectives, reviewing and comparing the literature review,
and explaining functional, security, and privacy requirements. The design and de-
velopment phase follows, where the model is implemented. Afterward, an analysis
is conducted to verify if the proposed model meets the requirements. If it meets the
requirements, the process concludes, otherwise, it loops back to rework the design.
The right side offers a detailed understanding of each stage of the process.

4.3 Threat Modeling

We use the STRIDE threat modeling framework [2] to identify the security con-
cerns of our system. When applying this model to an identity verification system
built on Self-Sovereign Identity (SSI) principles, it’s essential to account for the de-
centralized characteristics of SSI. Unlike traditional models that rely on a central
authority, SSI empowers individuals to have full control over their digital identities.
This decentralized approach introduces unique considerations for potential threats
and vulnerabilities.

By examining the STRIDE framework in the context of an SSI-based identity veri-
fication system, we can address each component as follows:

T1. Spoofing: Unauthorized or out of the SSI system attackers or users attempt-
ing to impersonate authorized users (Holder).

T2. Tampering: Issuer or Verifier tampering with the data in the SSI system,
potentially compromising the integrity of the NID information like leaking private
DID.

T3. Repudiation: Issuer can deny or assert Holder’s request.

T4. Information Disclosure: Unauthorized attackers could get an authorized
user’s VC metadata through the Issuer without the permission of the user.

T5. Denial of Service (DoS): Might disrupt the update and usability of the
whole SSI-based system.

T6. Elevation of Privilege: Unauthorized attackers might gain higher levels
of access or control within the SSI system.

Along with these, we have taken into consideration another risk that is essential
for safely obtaining access to restricted online services:
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T7. Replay: The Holder’s request could be intercepted by an unknown attacker,
who would subsequently send it later to initiate a replay attack.

Privacy threats primarily arise from the absence of user control over privacy. Based
on this assumption, the identified threats are as follows:

T8. Lack of consent: VC is released without the user’s agreement.

T9. Lack of controls: Users (Holder) have limited control over how specific
claims are disclosed to other organizations (Verifier).

4.4 Requirement Analysis

Requirement analysis for the Self-Sovereign Identity (SSI) model is essential to pre-
cisely define the goals, functionalities, and highlights of the framework [30]. It
ensures that the SSI system meets privacy, security, and usability requirements by
assisting in the comprehension of the particular requirements of users. Through
necessity examination, potential threats can be distinguished and addressed early
in the development cycle, prompting a more compelling and easy-to-use SSI imple-
mentation.

4.4.1 Functional Requirements (FR)
The functional requirements of our proposed model are outlined in the following part:

FR1. Multiple issuers (eg. NID office, Passport office) as SSI agents must be
added to the system to provide VC and DID to the requested holder (user).

FR2. The system must have a digital wallet (SSI Wallet) to store the VC and
public DID for verification and maintain their digital identities.

FR3. The verifier (third-party organization) will verify users through VC using
public DID.

FRA4. Authentic issuers are registered in the Issuers Trust Registry, which is main-
tained using Hyperledger Fabric.

FR5. The verifier verifies the issuer from the previously created Issuers Trust Reg-
istry.

4.4.2 Security Requirements (SR)

We now introduce a set of security requirements aimed at mitigating the identified
security threats (Section 4.3).

SR1. The system should have cryptographic authentication mechanisms, such as
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decentralized identifiers (DIDs) and verifiable credentials (VC), and ensure that only
the authorized user (holder) has control over their private keys (private DID). It will
mitigate the T1 threat.

SR2. Leverage the cryptographic properties of DLT (Distributed Ledger Tech-
nology) or decentralized consensus mechanisms to ensure data integrity. This will
mitigate the T2 threat.

SR3. Use smart contracts or digital signatures to provide non-repudiation evi-
dence to mitigate the T3 threat.

SR4. Use selective disclosure mechanisms provided by verifiable credentials or per-
mission mechanisms to share only the necessary information and use encryption
techniques to protect sensitive data. It will mitigate the T4 threat.

SR5. The system must have to take steps to stop DoS attacks to mitigate the
T5 threat.

SR6. Use a decentralized application or access control system with the least amount
of privilege of user’s data so that it can mitigate the T6 threat.

SR7. Replay attacks must be blocked by the system in order to solve the T7
threat.

4.4.3 Privacy Requirements (PR)

Privacy requirements play a crucial role in addressing privacy threats. We have
identified only one privacy requirement, which is outlined in the following:

PR1. Every VC must only be issued if the user (Holder) has verified and given
their approval, according to the system. Threats T8 and T9 are addressed by this.
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Chapter 5

Architecture and Implementation

In this chapter, we discuss key components of our architecture (Section 5.1) and im-
plementation. The model is designed to ensure secure, scalable, and privacy-centric
identity management, integrating an Issuer Trust Registry to enhance the credi-
bility of identity issuers. This approach mitigates risks associated with centralized
identity systems by providing individuals with full control over their identity data,
empowering them to manage and share data securely. The following section dives
into the specific details of the proposed model and its architectural framework.

5.1 Architecture

Figure 5.1: System Architecture Diagram

In the proposed Self-Sovereign Identity (SSI) model, three primary roles are involved:
the Issuer, the Holder, and the Verifier, as illustrated in the system architecture (re-
fer to Figure 5.1). In our system, the Issuer represents trusted entities such as the
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government or accredited institutions responsible for issuing identity credentials.
The Holder is the individual or citizen who owns and manages their digital identity,
while the Verifier is a third-party organization, such as a bank or government ser-
vice, that requires identity verification.

The architecture also includes three additional entities: the Identity Wallet, Dis-
tributed Ledger, and the Issuer Trust Registry. The Issuer and Verifier are connected
to the Issuer Trust Registry. The Issuer Trust Registry is a distributed ledger (Hy-
perledger Fabric), ensuring that only trusted and verified issuers can participate
in the identity issuance process, thereby addressing the trust concerns between the
Issuer and the Verifier. When the Holder requests a Verifiable Credential (VC), the
Issuer creates a signed VC along with the Holder’s private Decentralized Identifier
(DID) and issues it to the Holder. The Holder receives and stores the VC in their
Digital Wallet, owning complete control over their identity data.

When the Verifier needs identity verification, the Holder presents the VC through
the Digital Wallet to the Verifier. The Verifier then checks the authenticity of the
signed VC by referencing the Holder’s public DID, which is stored on the blockchain.
Blockchain technology is structured to this process as it stores the DIDs in a tamper-
proof and verifiable registry. This ensures that identity verification is secure, de-
centralized, and trustworthy. The system’s credibility is further strengthened by
validating the trustworthiness of Issuers by the Issuer Trust Registry stored on the
blockchain, allowing Verifiers to rely on the authenticity and integrity of the identity
data they are checking. This architecture ensures that users have full control over
their data while benefiting from the security and transparency of the blockchain.
The SSI model’s integration with blockchain’s decentralized features, cryptographic
security, and immutable records addresses the scalability and security challenges
of national-scale identity management. The system enhances data privacy, elimi-
nates the risks of centralized data breaches, and ensures seamless, trusted identity
verification processes.

5.2 Implementation

This implementation section focuses on the integration of the ACA-Py framework
and Hyperledger Fabric to establish a decentralized and secure identity management
system. Utilizing these technologies, the system allows for the creation, storage, and
exchange of verifiable credentials to ensure both privacy and security in a decentral-
ized identity network. The proposed architecture supports Self-Sovereign Identity
(SSI) that enables individuals to control their identity data by maintaining trust,
scalability, and resistance to data breaches.

5.2.1 ACA-Py Framework

Aries Cloud Agent Python (ACA-Py) is an open-source agent framework that is built
on the Hyperledger Aries project [36]. ACA-Py provides a foundational framework
to build, deploy, and manage agents which interact with decentralized identity net-
works (blockchain networks) to facilitate secure communication, credential issuance,
and identity verification in Self-Sovereign Identity (SSI) systems. It supports key SSI
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functionalities eg. verifiable credentials, digital wallets, and cryptographic proofs,
making it an ideal platform for developing identity solutions that give individuals
control over their data.

ACA-Py Architecture: The ACA-Py framework is designed in a modular, flexible
architecture that allows for flawless integration with various decentralized identity
networks. The main components of ACA-Py include:

1.

Agents: In ACA-Py, an agent represents an autonomous entity able to create,
store, and exchange verifiable credentials. Agents communicate with each
other through secure and peer-to-peer channels.

Indy Ledger Interaction: ACA-Py agents interact with Hyperledger Indy, a
distributed ledger purpose-built for identity management, which stores de-
centralized identifiers (DIDs), credential definitions, and revocation registries.
This enables secure, tamper-proof verification of identity data.

Protocols and Messaging: ACA-Py uses the DIDComm protocol to facilitate
secure message exchanges between agents. DIDComm is a decentralized com-
munication protocol designed specifically for SSI use cases. It ensures end-
to-end encryption, privacy, and secure data transfer between identity holders,
issuers, and verifiers.

. Verifiable Credentials: One of ACA-Py’s primary features is its ability to is-

sue and verify verifiable credentials (VCs), which are cryptographically signed
pieces of identity information. These credentials can be presented by individu-
als to verify their identity without exposing unnecessary personal information.

Secure Storage (Wallet): ACA-Py uses a digital wallet to securely store cryp-
tographic keys, verifiable credentials, and other personal data associated with
a user’s identity. These wallets ensure that users maintain full control over
their identity information, which aligns with the principles of self-sovereign
identity.

Connection Protocols: ACA-Py supports the establishment of secure, trust-
based connections between entities through decentralized identifiers (DIDs).
This allows individuals to manage their own connections with organizations
and services, further enhancing privacy and control.

ACA-Py Properties: The ACA-Py framework was chosen for our blockchain-
based personal identification system due to several key features that align perfectly
with the principles and goals of Self-Sovereign Identity (SSI) [34]:

1.

Decentralization and Privacy: ACA-Py enables a decentralized identity model
where individuals, not centralized authorities, control their identity data. The
use of verifiable credentials allows individuals to selectively share their identity
information with verifiers, ensuring privacy and minimizing the risk of data
exposure.
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2. Interoperability: ACA-Py is built on open standards and protocols (e.g., DID-
Comm, verifiable credentials), ensuring that it can interoperate with other
decentralized identity solutions and blockchain networks. This is critical in
building a system that can scale and work across different industries and re-
gions.

3. Secure Credential Management: The framework’s support for cryptographi-
cally signed verifiable credentials ensures that identity data cannot be forged
or tampered with. This makes ACA-Py highly suitable for secure identity
management across various use cases, such as national identity cards, pass-
ports, driving licenses, and bank accounts.

4. Indy Ledger Integration: By leveraging Hyperledger Indy as its default ledger,
ACA-Py provides a decentralized, tamper-resistant ledger for registering DIDs
and storing credential schemas. This ensures that verifiers can trust the cre-
dentials presented to them without relying on a central authority.

5. Self-Sovereign Identity Support: ACA-Py inherently supports SSI through fea-
tures like decentralized identifiers (DIDs) and digital wallets. This allows in-
dividuals to manage their identity credentials without the need for third-party
intermediaries, reducing the risk of data breaches and enhancing personal pri-
vacy.

6. Trust Framework through Issuer and Verifier Roles: In an SSI ecosystem,
trust is established through the relationships between issuers, holders, and
verifiers. ACA-Py facilitates these roles by providing a secure infrastructure
for credential issuance and verification. By implementing an Issuer Trust
Registry, we further ensure that only trusted entities can issue credentials,
and verifiers can rely on the validity of these credentials with confidence.

Role of ACA-Py in Our System: In our blockchain-based personal identification
system, ACA-Py plays a pivotal role in enabling secure, decentralized management
of identity credentials. The following key features of ACA-Py enhance the reliability
and security of our system:

1. Credential Issuance and Verification: Through ACA-Py, government agencies
or trusted institutions can issue verifiable credentials such as National Identity
(NID) cards, passports, and driving licenses. These credentials can then be
stored in a user’s digital wallet, enabling secure identity verification during
critical processes like bank account openings or land registrations.

2. Reduced Fraud and Identity Theft: By decentralizing identity data and en-
abling cryptographic proofs through verifiable credentials, ACA-Py reduces
the risk of identity theft and fraud. Users can prove their identity without
having to expose sensitive information, thereby enhancing both security and
privacy.

The ACA-Py framework provides the foundational infrastructure for implement-

ing a secure, decentralized Self-Sovereign Identity (SSI) system. Its support for
decentralized identifiers, verifiable credentials, and secure communication protocols
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aligns perfectly with the objectives of this research. By integrating ACA-Py into
our blockchain-based personal identification system, we can offer a robust solution
that enhances data privacy, security, and trust in identity verification processes, ul-
timately transforming how personal identity information is managed and shared in
the digital age.

5.2.2 Hyperledger Fabric

Hyperledger Fabric is a permissioned blockchain framework developed as part of the
Hyperledger initiative by the Linux Foundation [18]. It has a flexible, modular archi-
tecture that is appropriate for enterprises requiring secure and private transaction
handling. As opposed to public blockchains, where open participation is allowed in,
in Hyperledger Fabric, it follows the permissioned model. This ensures that all users
are verified and authorized, thus suitable for applications that require increased con-
trol and oversight.

A key feature of the Hyperledger Fabric support for private channels. Private chan-
nels allow a selected set of participants in a network to transact in confidence,
keeping the transactions private, observable only to them. Hence, Fabrics turn out
to be very important in sectors related to health care, supply chain, and finance,
where the data of interest needs to be kept confidential. What’s more, Fabric’s
modular consensus lets organizations choose a consensus protocol that best works
for their network, permitting flexibility to take the lead in performance, security,
and scalability.

Hyperledger Fabric’s support for smart contracts, referred to as chaincode, adds
to its versatility by enabling the automation of business processes within secure,
tamper-resistant environments. Unlike public blockchains, Fabric’s modular design
allows essential components such as identity management, consensus, and gover-
nance to be customized to fit the unique requirements of the organization or indus-
try using it.

Hyperledger Fabric Architecture: Hyperledger Fabric’s architecture is com-
posed of various modular components that collaborate to deliver a secure and scal-
able blockchain solution:

1. Permissioned Network: The permissioned nature of Fabric provides access
to the network and interaction with the network only to the verified and
authorized participants. This builds trust and allows control over who views
or validates the transactions.

2. Private Channels: Participants can create private channels for their confi-
dential transactions. These channels will enable the selected members of the

overall network to share data in privacy, preserving integrity by means of
blockchain.

3. Smart Contracts: Chaincode is used to refer to smart contracts in Fabric.
Chaincode enables developers to define the logic of the transactions that will
be automatically executed in an agreement without intermediaries.
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4. Pluggable Consensus Mechanism: The consensus mechanism of Fabric is mod-
ular and flexible. This feature of Fabric provides ease for an organization to
select a consensus algorithm in order to meet specific performance and security
requirements.

5. Scalability and Performance: Being optimized for high transaction through-
put, Fabric is suited for enterprise applications in which not only speed but
reliability is important.

6. DID Support: Yes, it does. Fabric supports decentralized identity models en-
abling participants to securely manage their identities according to the prin-
ciples of privacy and user autonomy.

Role of Hyperledger Fabric in Our System: In our blockchain-based personal
identification system, Hyperledger Fabric plays a critical role in enabling the secure
and decentralized management of identity data through the Issuer Trust Registry
[35]. The following key components illustrate how Fabric enhances the security,
reliability, and scalability of the system:

1. Issuer Trust Registry: Hyperledger Fabric provides the foundation for the
Issuer Trust Registry, a key component of our identity system. By leveraging
Fabric’s permissioned blockchain, we can ensure that only trusted entities
(issuers) are allowed to register and issue credentials. This registry serves as a
verification mechanism for verifiers to ensure that the credentials they receive
originate from an authenticated source.

2. Decentralized and Secure Credential Issuance: Fabric’s support for decen-
tralized identifiers and verifiable credentials ensures that identity credentials
issued by government agencies or trusted institutions are tamper-proof. These
credentials, stored on the blockchain, can be verified securely by any partici-
pant in the network.

3. Private and Secure Communication: Fabric’s private channels allow for confi-
dential communication between the Issuer Trust Registry and verifiers, ensur-
ing that sensitive identity data is only shared with authorized entities. This
further reduces the risk of data breaches and enhances the overall privacy of
the identity verification process.

4. Reduced Fraud and Tampering: By decentralizing the issuance and verification
of identity credentials, Hyperledger Fabric significantly reduces the risk of
fraud and identity theft. The immutability of blockchain records ensures that
once a credential is issued and stored on the ledger, it cannot be altered or
forged.

Hyperledger Fabric provides the essential infrastructure for implementing a secure,
permissioned Issuer Trust Registry within our blockchain-based personal identifica-
tion system. Its support for decentralized identities, private channels, and verifiable
credentials aligns seamlessly with the objectives of Self-Sovereign Identity (SSI), en-
abling secure and private identity verification processes. By leveraging the strengths
of Hyperledger Fabric, we have created a system that not only enhances trust and
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security but also ensures the scalability and flexibility needed to accommodate var-
ious use cases across industries. Ultimately, Fabric’s permissioned architecture and
modularity make it the ideal platform for building a robust and trustworthy identity
verification ecosystem in the digital age.

5.3 Use-case and Protocol Flow

In this section, we explore the use cases for issuing and transferring identity verifica-
tion credentials within a blockchain-based personal identification system [39]. The
core objective of these use cases is to demonstrate how identities are securely issued,
claimed, and transferred in a decentralized environment based on Self-Sovereign
Identity (SSI). The use cases address both the initial issuance of identity credentials
and the subsequent verification of the credentials when required. The following sce-
narios outline the key activities involved in these processes:

Initiating the Connection: A secure peer-to-peer (P2P) asynchronous commu-
nication channel is established between the system entities—namely, the identity
issuer, holder, and verifier—using the SSI framework. This ensures that identity
details and credentials are shared securely, adhering to privacy and authentication
standards.

Issuing Verifiable Credentials (VCs) to Identity Holders: Identity-issuing
authorities, such as governments or accredited institutions, issue a Verifiable Cre-
dential (VC) to individuals. This VC acts as proof of the individual’s identity,
similar to traditional documents like passports or national IDs. The VCs are cryp-
tographically signed and stored on a decentralized blockchain ledger, ensuring their
authenticity and immutability.

Secure Storage of VCs and Claiming Attributes: The issued VC and any
associated claiming attributes (e.g., keys, tokens) are securely stored in the holder’s
digital wallet. These wallets are cryptographically secured, preventing unauthorized
access. Simultaneously, identity issuers (e.g., governments or banks) store these
identity credentials on the blockchain, maintaining a decentralized record that en-
sures both transparency and security.

Requesting Proof of Identity: In situations where identity verification is re-
quired (e.g., opening a bank account or registering a SIM card), the verifier requests
proof of the VC from the holder. The request is made through the established P2P
connection, ensuring a secure and seamless verification process. This step replaces
traditional authentication methods, streamlining the identity verification process
while maintaining high security.

Issuer Trust Registry for Verifiable Credentials: A key challenge in the SSI
model is ensuring the trustworthiness of identity issuers. The Issuer Trust Registry,
a blockchain-based component, addresses this by acting as a decentralized trust
layer between issuers and verifiers. Before accepting verifiable credentials, verifiers
consult the registry to confirm the issuer’s credibility. It is assumed that authentic
issuers have been pre-approved and belong to a whitelisted consortium of trusted
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entities. This ensures that identity data originates from reliable sources, mitigating
the risk of fraud and enhancing the security and reliability of the entire system.

Through these use cases, this research illustrates the end-to-end processes involved
in a blockchain-based identity management system. By adopting a decentralized
and secure approach, the system enhances trust, privacy, and security for identity
holders and verifiers alike, creating a more efficient and reliable model for personal
identification in the digital age.

5.3.1 Data Model and Algorithms

Different cryptographic symbols or notations have been used throughout the pro-

posed protocol and data model. To enhance clarity, these notations are summarized
in Table 5.1.

Notation | Description
N; A Fresh Nonce
U User (or Actor) requesting or holding a Verifiable Cre-
dential
MD Mediator
1 Issuer (Entity responsible for issuing Verifiable Creden-
tials)
Web Website of Issuer or Verifier
%4 Mobile Wallet
V Verifier (Entity requesting proof of the verifiable creden-
tial)
B Blockchain (Distributed ledger used to store public key
data and proofs)
K3 Public Key of Y for X ; where X = UV X = MD V X
=IVX=VandY=IVY=MDVY=UVY=V
Ky'™ | Private Key of Y for X; where X = I VX = U and Y=
UvY =1
DIDs Decentralised Identifier of Y for X
VC Verifiable Credential (a digital document issued by an
authority, containing verified attributes)
VO A VC issued by Y to X
F Hyperledger Fabric
[ ... lurrps | Indicates that the message is transmitted over HTTPS,
ensuring encryption and integrity of the data
{} K3 | Encryption operation using a public key
{} K;”X Signature using a private key K;HX
{} Kxy | Encryption operation using a symmetric key K
[...] Brackets represent the contents of a message (e.g., cre-
dentials, proofs, signatures)

Table 5.1: Cryptographic Notations

32




The data model shown in Table 5.2 illustrates a request-response structure that
supports identity management and verification processes. This model accommo-
dates various actions, which are grouped into requests (req) and their corresponding
responses (resp). Each action carries a specific set of data points and parame-
ters that ensure secure communication and verification within the system. The
requests include six key types: identityCreationReq, attributeReq, identityClaim-
Req, launchProofReq, applyForldentityProof, identityProofReq, and DID LookupReq.
Similarly, the system responds to these requests with the corresponding responses:
identityCreationResp, attributeResp, identityClaimResp, identityClaimAck, launch-
ProofResp, identityProofResp, and DIDLookupResp. Additionally, the system in-
cludes VCVerificationResult to provide verification results for the verifiable creden-

tials.

o identityCreationReq initiates the identity creation process, containing a URL.
The corresponding identityCreationResp returns a URL as a response.

req Al(identityCreationReq, attributeReq, identity ClaimReq,
EunchPmofReq, applyForldentityProof,
identityProofReq, DID Lookup Req)

resp Al(identityCreationResp, attribute Resp, identityClaimResp,
Elentz'tyC’laz’mAck, launchProofResp,
identityProofResp, DID LookupResp, VCVerificationResult)

identityCreationReq Aurl;, Ny)

identityCreationResp  A(url;, Ny)

attribute Req §<attﬁ, attry, attrs, ..., attry,)

attribute Resp z((attﬁ, valy), (attry, valy), (attrs, valy), ..., (attr,, val,))

identityClaimReq ;(Requestmg Certificate, attributeResp)

identityClaimResp A(VCY)

vey A{(attry, valy), (attry, valy), (attrs, valy), ..., (attr,, val,))

identityClaimAck E(Credentz'al stored in holder wallet successfully)

launchProofReq z(urlz, Ny)

launchProofResp Alurl;, Ny)

identityProofReq ;(attﬁ, attry, attrs, ..., attr,)

identityProofResp A(VCY)

vey A{(attry, valy), (attry, valy), (attrs, valy), ..., (attr,, val,))

DIDLookupReq A(IssuerDID)

DIDLookupResp A(IssuerDIDStatus)

VC'VerificationResult ;(urm

Table 5.2: Data Model

o attribute Req requests specific attributes about an identity, which includes a list

of attributes (attry, attrs, . .

., attry,). The attribute Resp contains the requested

attributes in the form of attribute-value pairs ((attry, valy), (attry, vals), ..,

(attr,, valy,)).

o identityClaimReq is used for requesting a verifiable credential and it utilizes
data from attributeResp. The identityClaimResp provides a verifiable creden-
tial (V'C) containing attributes associated with the request.
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o identityClaimAck acknowledges that the credential has been successfully stored
in the holder’s wallet.

e launchProofReq initiates the process of launching proof of identity, where a
URL are sent. launchProofResp provides a URL as a response to confirm the
proof launch.

o identityProofReq requests a proof of identity, while identityProofResp responds
with the verifiable credential (V') as proof of identity.

o DIDLookupReq and DIDLookupResp handle decentralized identity (DID) lookup,
with the former requesting the status of an issuer’s DID and the latter pro-
viding the current DID status.

o VCVerificationResult returns a URL with the result of the verifiable credential
verification process.

This data model ensures that all identity management processes within the proposed
system are handled securely, utilizing decentralized identifiers and verifiable creden-
tials. Each action either requests or delivers critical identity data, ensuring that all
participants in the system can securely verify identities and associated attributes.

Next, we show some of the important functions of the VC issuance and verifica-
tion process in two different algorithm snippets (Algorithm 1 and Algorithm 2).

Algorithm 1 Algorithm Snippet for identityProofStatus function

1: Start

20 ..

3: function IDENTITYPROOFSTATUS(data)

4: walletResponse <—receive response from identityProofRequest(data)
5: if response then

6: verified <—checkSignature(walletResponse. DI D!, walletResponse.K' )
7: if verified then

8: global Attributes «—walletResponse.V CY,

9: fabricTrust <—globalAttributes. DID

10: return True

11: else

12: return False

13: else

14: return False

15: end if

16: end function

17: .

The algorithm snippet for the identityProofStatus function outlines the steps an
issuer follows to verify an identity-proof (Algorithm 1). The process begins by
getting a response from the identityProofSRequest function. This function gets data
from a user’s wallet. If a response is received, the algorithm checks the signature of
the wallet response using a DI D' and K. If the verification is successful the wallet
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response is assigned to a global variable. To verify the issuer the issuer’s DID is
passed to the fabricTrust function. The function then returns True if all checks pass;
otherwise, it returns False at failure points in the process.

Algorithm 2 Algorithm Snippet for identityProofRequest function
: Start

1
2: ...
3: function IDENTITYPROOFREQUEST(req, resp)

4: required Attributes <—from Verifiers request body

5: data «—presentationProofResponseTemplate(required Attributes)
6 proofStatus <—proofStatus(data) if U accepts

7 if proofStatus then

8 revealeAttributes <—revealed attributes form wallet

9 revealeAttributes.did <—public DID of issuer

10: return reavealeAttributes
11: else

12: return False

13: end if

14: end function

15: ...

The identityProofRequest function handles the verification process from the holder’s
end (Algorithm 2). It starts by extracting the required attributes from the verifier’s
request. These attributes are then packaged into a proofResponseTemplate following
schema. The function proceeds by checking the status of the proof using the provided
data. If the proof is valid, it extracts the revealed attributes from the wallet. It
also includes the public DID' of the issue. It returns these attributes. If the proof
status check fails, the function returns False, indicating an unsuccessful verification
process.

5.3.2 Protocol Flow for Issuing Verifiable Credential

In this use-case, we outline the steps for issuing a Verifiable Credential (VC) to U,
with interactions between several entities: the User U, the Web, the Mediator MD,
and the Issuer I. The detailed protocol flow of this section is presented in Table 5.3.
Each step corresponds to the technical notation outlined in Table 5.1. We denote
the steps as M1 to MS8.

1. U initiates the process by sending an identity creation request, identityCre-
ationReq(url) to the Web. This request is made over a secure HT'TPS connec-
tion, as indicated by HTTPS (M1 in Table 5.3).

2. Web responds to U’s request by returning an identity creation response, iden-
tityCreationResp(url) over HTTPS (Figure 5.2). This establishes a secure
identity creation session between U and Web (M2 in Table 5.3).
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M1 U — Web : [Ny, identityCreationReq(url)|urrps
M2  Web — U : [Ny, identityCreationResp (url)|grrps
M3 U — MD :[I,{N, identityClaimReq}Ky]ng
M4  MD — I:[{N, identityClaimReq}K}/]K;vm
M5 I — MD : U, {Ns, identityClaimResp}K{]]KZIWD
M6 MD — U : [{Na, z'dentityClaz’mResp}K{J]K%D
M7 U — MD :[I,{N, identityC’laimAck}K?]K]zéD
M8 MD — I:[{N, identityClaimAck}KP]K}WD
Table 5.3: Getting VC from the Issuers
3. U generates an identity claim request, identityClaimReq containing identity

information and encrypts it with public keys of both the Issuer I ( KV )
and MD ( K}P ). This encrypted request is then sent to MD, ensuring
confidentiality and integrity of the claim data (M3).

. MD forwards the identity claim request identityClaimReq to the Issuer I (M4).

The request contains the identity information encrypted with KMP  ensuring
that I can securely validate the request.

The Issuer I validates the identity claim and responds by generating an iden-
tity claim response identityClaimResp (M5). The response is encrypted to
ensure confidentiality. This response is sent back to MD (Figure 5.3).

MD forwards the encrypted identity claim response identityClaimResp to U
(M6). The response is encrypted, which ensures that only U can decrypt and
read the response (Figure 5.4).

After verifying the identity claim, U sends an identity claim acknowledgment
identityClaimAck back to MD (MT7). This acknowledgment is encrypted en-
suring that [ can validate the acknowledgment (Figure 5.4).

MD forwards the identity claim acknowledgment identityClaimAck to the Is-
suer I (M8). This step concludes the protocol, confirming that U has received
and validated the issued identity credential (Figure 5.6).

Figure 5.6: Credential Delivered

Now, U has successfully completed the V(' issuance process and got a V| with all
identity claims securely exchanged and acknowledged (Figure 5.5).
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Figure 5.2: Issuer Invitation

5.3.3 Protocol Flow for User Identity Verification

In this section, we describe the protocol flow for verifying a Verifiable Credential
(VC) of a user. The process involves the User U, the Web, the Verifier V', and the
Mediator MD. The detailed protocol flow of this section is presented in Table 5.4.
Each step corresponds to the cryptographic notation outlined in Table 5.1, every
step is denoted by M1 to MS.

M1 U — Web : [Ny, launchProofReq(url)|arrps
M2  Web — U : [Ny, launchProofResp(url)lurrps
M3 U — Web : [Ny, applyForldentityProof(url)|arTps

M5 MD — U : [{Na, identityProofReq} kv
M6 U — MD : [V, N, {identityProofResp}K‘g]
M7 MD =V : [Ny, {identityProofResp} cu]
M8 V — U : [N3, submitldentity(url)lyrrps

[
{
M4V = MD : [U,{Na, identityProofReq} xy |
[
[

Table 5.4: Identity Verification by Verifier

1. U initiates the verification process by sending a proof request launchProofReq(url)
to the verifier's website (Web). This request is made over a secure HTTPS
connection (M1 in Table 5.4).
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Figure 5.3: NID Form

DO

. Web responds by sending a proof response launchProofResp(url) to U over
HTTPS. This establishes a session between U and Web for proof generation
(M2 in Table 5.4).

3. U sends an application for identity proof applyForldentityProof(url) to Web
(Figure 5.7), initiating the proof generation process over HT'TPS (M3).

4. V sends an identity proof request identityProofReq to MD, containing identity
information encrypted with the public key of the User K}, (Figure 5.8). This
ensures that the identity proof request is securely transmitted (M4).

5. MD forwards the identity proof request identityProofReq to U, encrypted with
the public key of U ( K; ), ensuring that only U can decrypt it (M5).

6. U responds to MD with the identity proof response identityProofResp (Figure
5.9), verifying that U has the credentials requested by V' (M6).

7. MD forwards the identity proof response identityProofResp back to V', ensuring
the integrity and authenticity of the response by encrypting it with K; ' (M7).

8. V sends the identity submission response submitldentity(url) to U, completing
the verification process over HT'TPS. The proof of identity has now been
securely verified (M8).

Now, U’s identity has been successfully verified, and the Verifier V' can confidently
accept the Verifiable Credential V' C' as proof of identity.
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(a) Issued Credential Notifi- (b) Check Issued Cre- (¢) Accept/Deny Issued
cation dential Credential

Figure 5.4: Issued Credential in Wallet

Figure 5.5: Accepted Issued Credential in the Wallet

5.3.4 Protocol Flow for Issuer Authenticity Verification

In this use case, we outline the steps for Issuer Trust Verification, with interactions
between several entities: the User U, the Verifier, and the Hyperledger Fabric F.
The detailed protocol flow of this section is presented next in Table 5.5.

1. The user (U) presents a verifiable credential (VC) to the verifier (V). This
presentation typically contains the URL of the VC, which allows the verifier
to access and validate it through an HTTPS request and get the Issuer’s DID
(launchProofReq(url)) (M1 in Table 5.5). This DID will be used to further
verify the trustworthiness of the issuer by interacting with a trusted fabric
ledger.

2. The verifier (V) sends a lookup request to the Hyperledger Fabric (F) to query
the status of the issuer’s DID (DIDLookupReq) (M2 in Table 5.5). This request
is made over HTTPS, containing the issuer’s DID as the parameter.
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Figure 5.7: Invitation from Verifier

M1 U — V : [VCPresentation(url)|grrps

M2 V — F : [DIDLookupReq, IssuerDID|grrps

M3 F — V : [DIDLookupResp, IssuerDIDStatus|grrps
M4 V — U : [VCVerificationResult(url)| grrps

Table 5.5: Issuer Trust Verification Protocol using Fabric Ledger with HTTP(S)

3. The Hyperledger Fabric (F) responds to the verifier (V) with the result of
the lookup request (DIDLookupResp) (M3). This response contains the status
of the issuer’s DID (IssuerDIDStatus), which confirms whether the issuer is
trusted and recognized by the ledger.

4. The verifier (V') returns the verification result to the user (U) via an HTTPS
request (VCVerificationResult(url)) (M4). The result includes a URL indicat-
ing the verification outcome, which informs the user whether the presented
VC' has been successfully verified.

This protocol flow ensures that the verifier can check the trustworthiness of the

issuer itself of a verifiable credential using a Hyperledger Fabric ledger, ensuring
security and trust through an Issuer Trust Registry-based system.
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Figure 5.8: Verifier Proof Request

(a) Share/Decline Proof Request (b) Shared Identity Successfully

Figure 5.9: Share/Decline Proof Request
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Chapter 6

Discussion

In the following section, we discuss the functional, security, and privacy require-
ments which are necessary for the successful implementation of the Self-Sovereign
Identity (SSI) model. The analysis shows the essential features that ensure the sys-
tem’s scalability, security, and privacy while addressing potential security threats
and challenges. Each requirement is tied to specific properties of the system archi-
tecture, providing a comprehensive framework for secure identity management and
verification.

6.1 Requirements Analysis

The requirements analysis describes the key functionalities and security measures
needed for developing a robust decentralized identity system (Chapter 4). This
analysis focuses on making sure that the system meets its goals of secure, user-
controlled identity verification while addressing privacy and security concerns. In
the following section, we will get details of the specific functional requirements that
the system must satisfy to ensure its operational success.

6.1.1 Functional Requirements (FR)

The main goal of this thesis was to develop a more secured and scalable decen-
tralized identity verification system using Self-Sovereign Identity (SSI). The func-
tional requirements (FRs) outlined in Section 4.4.1 in Chapter 4 aims at enhancing
identity verification while maintaining privacy and security. The proposed solution
successfully met these requirements through the use of verifiable credentials (VCs),
decentralized identifiers (DIDs), and cryptographic mechanisms.

FR1. We can see in the protocol flow from Table 5.3 that our proposed system
satisfies this requirement. Multiple issuers (eg. NID office, Passport office) as SSI
agents can be added to the system to provide VC and DID to the requested holder
(user) which is shown in the figure 5.2 to 5.6.

FR2. Figure 5.5 satisfies that the system has a identity wallet (SSI Wallet) to
store the VC and public DID for verification and maintain their digital identities.

FR3. Protocol flow from Table 5.4 satisfies this requirement. The verifier (third-
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party organization) can verify users through VC using public DID which is shown
in Figure 5.7 to 5.9.

FR4 and FR5. Our proposed model also satisfies this requirement from Table
5.5

6.1.2 Security Requirements (SR)

This section outlines the security requirements (SR) necessary to safeguard the sys-
tem against various security threats (Section 4.4.2). These requirements are designed
to ensure the integrity, authenticity, and confidentiality of data.

SR1. To address SR1, the system has cryptographic authentication mechanisms,
such as decentralized identifiers (DIDs) and verifiable credentials (VC), and ensures
that only the authorized user (holder) has control over their private keys (private
DID) as shown in Table 5.3 and Table 5.4.

SR2. Regarding SR2, leverage the cryptographic properties of DLT (Distributed
Ledger Technology) or decentralized consensus mechanisms to ensure data integrity
as shown in Table 5.3 and Table 5.4.

SR3. Use smart contracts or digital signatures to provide non-repudiation evi-
dence in Figure 5.3.

SR4. Regarding this, use selective disclosure mechanisms provided by verifiable
credentials or permission mechanisms to share only the necessary information and
use encryption techniques to protect sensitive data from Table 5.5.

SR5. To address SR5, multiple precautionary measures should be implemented
because initiating a DoS (Denial of Service) attack does not necessarily rely on any
vulnerabilities in the application or network. This type of attack can target any web
service, so as a preventative measure, developers should employ various strategies
during implementation. However, this is beyond the scope of our research.

SR6. Regarding SR6, it is essential to adopt and deploy an access control mech-
anism, especially when services are intended to be accessed by authorized users.
Since our research does not focus on utilizing device features or services, this threat
is not considered in our research.

SR7. Lastly, to mitigate SR7, nonces have been incorporated at all steps in each
use case.

6.1.3 Privacy Requirements (PR)

This section details the privacy requirements (PR) necessary to protect user privacy
within the proposed protocol (Section 4.4.3). These requirements focus on ensuring
that personal information is handled securely and only shared with authorized par-
ties.
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PR1. In the proposed protocol, users must first send a claim request to the man-
ufacturers before receiving a Verifiable Credential (VC). Additionally, legitimate
owners are required to request a verifier for verification. This ensures compliance
with PR1 as shown in Figure 5.4 and Figure 5.9.

6.2 Research Objectives Analysis

This study’s objective is to investigate the conclusions drawn from the research,
which have been carefully examined in order to ascertain whether a blockchain
identity verification system is feasible and possible, as well as how it might enhance
security, privacy, and trust in a decentralized approach.

The main focus was to test the theory of incorporating blockchain technology into
identity management systems to eliminate problems like identity theft, data hacks,
and privacy issues. This research has shown using a formal methodology that self-
sovereign identity (SSI) frameworks allow individuals to have more control over their
personal information and how it is used and compensates for the deficiencies in cen-
tralized systems (Section 1.3).

The first objective RO1, which aimed at enhancing identity verification and reducing
fake identities, was successfully approached by employing blockchain’s immutabil-
ity and cryptographic features (Table 5.2). The introduction of the Issuer Trust
Registry further solidified trust in the verification process, ensuring that credentials
issued by trusted entities remain secure and verifiable without relying on centralized
authorities which satisfies RO4 (Section 5.3.4).

The study also looked at how giving consumers more control over their data im-
proves security and privacy. With the integration of consent-based access controls
into the SSI infrastructure, users can now manage their personal information and
define who can access it without authorization and under what conditions, effec-
tively meeting RO3 (Figure 5.4 and Figure 5.9). Regarding privacy concerns and
unauthorized access by third parties, that has been of great assistance.

Our model addresses the limitations of existing identity verification systems by lever-
aging the principles of Self-sovereign Identity (SSI) and decentralized technologies
consistent with RO2. Traditional models often rely on centralized authorities for
identity verification, which can result in single points of failure, data leakage, and
privacy issues (Table 5.5). In contrast, our model provides more privacy, user con-
trol, and security by allowing users to manage and share their identities without
intermediaries.

The last goal (RO5) of data being immutable and tamper-proof identity systems
was also covered well. Using blockchain technology the research created a trustwor-
thy and hacker-proof structure, so once the identity information is stored it cannot

be changed or corrupted.

In conclusion, the research goals were achieved through the use of technical solutions
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and the use of SSI ideals, which has led to a more secure, open, and user-friendly
way of identity verification.

6.3 Advantages

The identity verification process using a Self-Sovereign Identity (SSI) with Issuer
Trust Registry system offers several key advantages, as described in the following
part:

User Autonomy: SSI grants individuals complete control over their digital identi-
ties, enabling them to create, manage, and share their identity data independently,
without relying on central authorities or issuing organizations. This gives users
greater control over their privacy and personal data.

Privacy: SSI's architecture is designed with privacy at its core. Users can se-
lectively reveal only the necessary parts of their data during a specific interaction
while withholding other personal information.

Security: SSI uses cryptographic methods to ensure the security and integrity
of identity data. By employing public-private key pairs, it becomes highly resistant
to tampering or fraud, thereby enhancing the security of digital identity verification
processes.

Reduced Friction and Correlation: SSI allows individuals to use unique iden-
tifiers, like Decentralized Identifiers (DIDs), in different contexts, reducing the pos-
sibility of linking their activities across various platforms. This minimizes data
correlation and improves the user experience by reducing friction.

Automated Verification Process: SSI facilitates an automated verification pro-
cess through distributed identity systems, eliminating the need for manual checks,
third-party intermediaries, or even issuer organizations. This enhances the system’s
security, privacy, efficiency, and overall user experience.

Issuer’s Trust: In this identity verification system, an issuer trust registry plays

a vital role in ensuring that only trusted entities issue verifiable credentials, further
strengthening the system’s integrity.

6.4 Challenges and Limitations

The current identity verification system faces several challenges, as outlined next:

1. The user’s wallet plays a vital role, as it stores all Verifiable Credentials (VCs)
and connections. Therefore, a secure backup mechanism is essential.

2. While Self-Sovereign Identity (SSI) systems aim to give users more control and

autonomy over their data, many solutions can be complex or unclear, especially for
non-technical users, leading to barriers to adoption.
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3. The system relies on external Aries services and Fabric services, such as dis-
tributed ledgers or cloud agents, which may introduce potential points of failure or
create dependency issues.

6.5 Comparison with Existing Relevant Research
Studies

A remarkable property of our proposed approach is the adoption of the STRIDE
model for threat analysis, which is unique among the works compared. The ma-
jority of the existing works, such as those by Belchior et al. [9], Htet et al. [11],
and others, either do not specify the threat model or do not fully satisfy this aspect.
The STRIDE model, mentioned in our work, addresses various threat categories sys-
tematically, providing a more comprehensive security analysis. In terms of security
requirements, our proposed approach satisfies all the key security demands, similar
to Belchior et al. [9], Htet et al. [11], and George et al. [32]. However, approaches
like those from Naik et al. [12] and Jeyakumar et al. [20] fail to satisfy these require-
ments comprehensively. Our discussed security requirements make it more favorable
for handling complex identity verification scenarios and make it strong against vul-
nerable security loopholes. Our proposal also ensures that functional and privacy
requirements are fully met, similar to the majority of the existing approaches. It is
found that Jeyakumar et al. [20] only partially satisfy these functional requirements.
Our comprehensive focus on privacy requirements ensures minimal sensitive iden-
tity data exposure, thereby enhancing the safety of identity information compared
to some previous works.

Another unique feature of our proposed approach is its implementation of the Is-
suer Trust Registry. While Jeyekumar et al. [20] and Chadwick et al. [27] also
incorporate this aspect, many of the other approaches leave it unspecified. This
trust registry strengthens the SSI identity verification system by creating a list of
authentic and trusted issuers. Minimal data disclosure is another property where
our proposed approach presents a clear advantage to prevent privacy violations and
sensitive data leaking. Unlike some earlier studies, which either do not specify for
example, Chalaemwongwan et al. [4] or do not fully satisfy this area, our proposed
model ensures that only the necessary information is disclosed during the verifica-
tion process. This contributes to enhanced user privacy. Lastly, in terms of use
cases, our proposed approach supports a broader range of applications in the real
world, including personal identity verification with different types of identity docu-
ments like NID, Passports, etc., and authentic issuer trust, combining the strengths
of previous research while addressing their limitations.

In the following Table 6.1 provides a more clear analytical comparison of exist-
ing research papers on identity verification, focusing on some attributes such as the
threat model, security requirements, privacy concerns, and core technologies needed.
The table also shows specific use cases, allowing a clear understanding of the dif-
ferences between methodologies and their applications. This comparison presents
both the similarities and contributions of our proposed approach with other existing
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research. Inside the Table 6.1, the ‘@’ symbol is used to signify that a certain prop-
erty is satisfied by the respective research, the ‘@’ signifies that a certain property is
partially satisfied by the respective work, the ‘O’ symbol signifies that the research
does not satisfy the property and lastly ‘-’ symbol signifies unspecified.

Table 6.1 illustrates that our thesis proposes a more reliable and secure identity
verification mechanism using the Issuers Trust Registry with a detailed protocol
flow. The proper integration of SSI ensures that this approach is user-centric, with
users having ultimate control over their sensitive identity data that can be securely
managed and verified.

Now in another Table 6.2, we will analyze the system architecture in detail with
the papers that align with our proposed approach. Htet et al. [11], Naik et al. [12]
and Chadwick et al. [27] did not provide any specific system architecture diagram
in their paper. So, we are analyzing the rest of the paper’s system architecture in
the presented Table 6.2 which serves as a comparative analysis taking into concern
key components, trust models, data handling, and storage, core technology require-
ments, blockchain integration, and privacy mechanisms. This analysis evaluates the
approaches of different studies alongside our proposed architecture, focusing on both
similarities and distinctions.

In terms of key components, existing proposed architectures emphasize some dis-
crete features, such as the Access Control Engine, Trust List, and Digital Wallet.
Our proposed architecture distinguishes itself by incorporating both the Issuer Trust
Registry and the Identity Wallet, suggesting a more comprehensive system for man-
aging digital identities. This integration proposes a clear understanding of identity
management and verification where users gain control over their personal identity
information while facilitating trusted identity verification.

All existing architectures adopt a Self-Sovereign Identity (SSI) framework regarding
the trust model. However, variations exist concerning access control mechanisms
and external dependencies, such as the inclusion of DNSSEC. Our proposed archi-
tecture aligns with the SSI model and introduces the Issuer Trust Registry, which
enhances trust through a structured decentralized ledger system. This addition aims
to enhance user confidence by providing a transparent and reliable framework for
identity verification maintaining the issuers’ trust.

When examining data handling and storage, the architectures show different ap-
proaches. Some architectures utilize distributed systems and public ledgers, while
others focus on user-controlled data. Our proposed architecture emphasizes a user-
centric approach by recommending system data storage within a decentralized ledger
while simultaneously maintaining identity data within the Identity Wallet. This du-
ality ensures both transparency and user control, addressing critical concerns sur-
rounding data privacy and ownership.

The analysis of blockchain integration reveals that some architectures incorporate

blockchain technology, while others do not. Our proposed architecture asserts its
use of blockchain, ensuring decentralization and data immutability which is one of
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the main goals of our research. This commitment to blockchain technology not only
enhances security but also aligns with up-to-date trends in digital identity manage-
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Therefore, our proposed architecture represents a strong system architecture that
effectively integrates advanced features, such as the Issuer Trust Registry and Iden-
tity Wallet, combined with blockchain technology and strong privacy mechanisms.
This complete approach not only aligns with modern identity management practices
but also addresses the limitations observed in existing architectures. As a result, it
represents an optimistic solution for future implementations within digital identity
ecosystems.
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6.6 Future Work

The following outlines potential future enhancements aimed at improving the func-
tionality, security, and scalability of the proposed system. The planned developments
address existing limitations, expand the system’s capabilities, and explore new use
cases. Key areas for future work include:

1. At present, our proposed system supports verifying only one credential at a time.
However, as the need for simultaneous verification of multiple Verifiable Creden-
tials (VCs) grows, the concept of Verifiable Presentations (VPs) offers an effective
solution [40]. VPs enable secure, efficient verification of multiple credentials in a
single interaction. In the future, we plan to integrate VPs into our wallet, allowing
users to verify multiple identity credentials with a single click, enhancing both the
verification process and data security through user-controlled, privacy-preserving
mechanisms.

2. Currently, if a user’s wallet is lost, the Verifiable Credentials (VCs) stored within
it are also lost. Therefore, it is crucial to implement a secure backup and recovery
process for VCs, ensuring that they can be restored even if the wallet is lost. We
plan to integrate this feature into our wallet in the future.

3. In the current approach, we assume that authentic issuers will be whitelisted
within the consortium through an offline verification process. In the future, a de-

tailed onboarding policy for the consortium will be introduced.

4. The system can be confusing for non-technical users, it can be researched further
for a better understanding of user experience.
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Chapter 7

Conclusion

This research has proposed a blockchain-based system architecture for decentralized
identity verification based on the Self-Sovereign Identity principles integrated with
an Issuer Trust Registry. Using blockchain technology, our presented system is able
to mitigate the traditional identity management systems’ deficits in data breach
risk, identity theft, and centralized control of sensitive personal data.

Our system will ensure the following security and privacy features; decentraliza-
tion, crypto protections, and the ability to store Decentralized Identifiers (DIDs) on
a tamper-proof ledger. Based on the combined use of different cryptographic mecha-
nisms, such as verifiable credentials and secure channel protocols, we have presented
how more control can be given to the user in SSI systems over his identity data.
Furthermore, thanks to the presence of the Issuer Trust Registry, we ensure that
only checked and qualified entities grant credentials, thus allowing an enhancement
in the trustworthiness of an identity assurance process.

Despite all of the prior advantages, some of the challenges and limitations include it
might isolate non-technical users through the underlying system’s complexity, being
dependent on third-party services like Aries and Hyperledger Fabric, and requiring
secure backup mechanisms for identity wallets. These challenges merely point out
the need for further research and development in terms of use and the reduction of
technical barriers.

In conclusion, this study reinforces the potential of blockchain technology to trans-
form identity verification by enhancing security, reducing fraud, and protecting pri-
vacy. Our proposed system sets the stage for future research on usability and broader
adoption in various sectors, such as healthcare, banking, and government services.
As the field of digital identity management continues to evolve, blockchain-based SSI
systems stand out as a promising solution to address both current and upcoming
challenges in identity security.
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