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Abstract

The DevOps paradigm promotes automated software engineering practices such as
infrastructure as code (IaC) to rapidly deploy software to the end users. IaC fo-
cuses on automatically provisioning and managing computing infrastructure with
machine-readable files. Despite its popularity among organizations, there is a lack
of understanding of how the technology is adopted by the software developers. We
address this gap by conducting an interview study with 24 professional software
developers in Bangladesh who use [aC tools. We report 13 adoption factors and
techniques used by these professionals, including compliance, code review, and us-
age of Al, that have not been reported in the prior literature. We found that IaC
has a steep learning curve and in addition to monetary factors such as automation
and rapid deployment, non-monetary factors such as transparency play an impor-
tant role in the adoption of IaC. While these professionals have a preference for
open source [aC tools, their transition from one tool to another is influenced by a
variety of factors. We conclude by discussing the implications for designing more
reliable tools for TaC as well as the need for community-driven efforts to enhance
the experience of the practitioners.

Keywords: DevOps; Empirical Study; Configuration Management; Infrastructure
as Code; Interview; Thematic Analysis
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Chapter 1

Introduction

1.1 Motivation, and the Emergence of Infrastruc-
ture as Code

Before the emergence of “development and operations (DevOps)”, configurations of
computing infrastructure (servers, for example) were generally managed by the sys-
tem administrators or the members of the operations team [83]. For configuration
management, these practitioners used a time-consuming approach where configu-
ration files were developed and executed manually at runtime for each computing
instance [34, 54]. With the advent of cloud computing utilities, this manual ap-
proach introduced difficulties as it did not scale for organizations that have to man-
age hundreds of computing instances [59]. To alleviate these difficulties, experts
have advocated the use of infrastructure as code (IaC) — a practice that minimizes
human intervention [120, 54]. The usage of IaC can increase transparency between
teams within an organization [21|, which makes it a key enabler for DevOps [121].

[aC is the practice of automatically provisioning and managing computing infras-
tructure at scale using machine-readable files [75]. IaC is implemented using auto-
mated tools such as Ansible, Puppet, and Terraform [95], which reduces the need
for human intervention [120, 54| and allows practitioners to manage their comput-
ing infrastructure similar to that of managing software source code [59]. Since the
advent of cloud-based infrastructure such as Amazon Web Services (AWS) and Mi-
crosoft Azure, the usage of [aC has increased, which is expected to reach a global
market worth 3.5 billion USD by 2030 [48]. The use of IaC has yielded benefits for
organizations operating in different domains, including banking [7], research [89],
and retail [88]. For example, IaC helped the Asian Development Bank to save hun-
dreds of work hours and manage thousands of servers |7]. Walmart leveraged IaC
to reduce the provisioning time from four weeks to hours for its 49,000 servers that
are used to serve 230 million customers every week [88|. Similarly, CERN uses IaC
to automatically set up and manage their computing infrastructure that consists of
15,000 servers and 300,000 virtual machines [131] [89]. Industry experts consider
usage of [aC as “the new normal” in modern software engineering [83].



1.2 Challenges and the Need for Human-Centered
Research in IaC

Despite the growing popularity of IaC, there is a lack of understanding regarding the
factors influencing its adoption among software developers, as well as the techniques
they use to implement IaC [98]|. Addressing this gap is important from a cognitive
viewpoint, as the adoption of a technology depends on its ability to enhance profes-
sional goals while reducing human effort [25]. Without understanding the adoption
factors and perceived ease of use, proper utilization of a technology could be hin-
dered [25]. Furthermore, if human factors such as adoption and technique usage are
not considered, IaC may suffer from the ’discoverability problem’—the phenomenon
where practitioners are unaware of tools that could aid in solving computational
tasks [74, 72, 32]. Grossman et al. highlighted that users often face the issue of
not being aware of specific tools or operations available for use [32]. As a result,
practitioners might develop their own solutions, leading to potential inefficiencies
and unnecessary expenditures [74].

Although researchers have explored coding patterns [103, 99, 117, 135|, bugs [112,
107, 100, 96, 93], and testing [68, 45, 37, 119] in TaC, the underlying human factors
related to its adoption and use remain understudied. The HCI community has a
strong tradition of investigating developers’ practices and perceptions in areas such
as security and privacy mechanisms [4, 10|, tool discovery [73], software updates
[52], the Web3 ecosystem [118], AR/VR applications [57], and LLM-based solutions
[18, 55]. Likewise, as DevOps evolves as a methodology, understanding human and
organizational factors has become increasingly critical, with research shedding light
on these issues [91, 132, 109, 53, 85]. However, the adoption factors related to IaC
and the associated development practices have not been thoroughly examined.

This study addresses a significant gap in the existing literature regarding IaC adop-
tion and practices, specifically among software developers in Bangladesh. Despite
[aC’s growing importance, few studies have explored how professionals, particularly
in Bangladesh, adopt and implement IaC. Our research aims to fill this gap, con-
tributing to both the HCI literature and global understanding of IaC adoption. By
focusing on Bangladeshi professionals, who are actively engaged in the rapidly grow-
ing tech industry, we aim to uncover the unique challenges and practices within this
specific socio-economic and cultural context. Ultimately, our findings will contribute
to the broader body of knowledge, addressing the research void on IaC adoption and
practices both locally and globally.

1.3 Research Questions, Objectives, and Key Find-
ings
To this end, we conducted one-on-one interviews with 19 software developers from

Bangladesh who use IaC tools at their workplace. Table 3.1 summarizes the demo-
graphic information of the participants.

We find that [aC has a steep learning curve and in addition to monetary factors, such
as automation and rapid deployment, non-monetary factors such as transparency



play an important role in the adoption of TaC. While these professionals have a
preference for open source IaC tools, their transition from one tool to another is in-
fluenced by a variety of factors. We report a range of compliance techniques adopted
by these participants as well as a diverse set of activities related to quality assurance.
Our participants express a lack of confidence in the use of Al assistants and sustain-
ability is not a major concern for them. We also report their nuanced perceptions
and activities related to other critical concepts in IaC, such as state reconciliation
and configuration drift. Taken together, our work paves the way for the HCI com-
munity to gain further insights into this understudied community that works with
a burgeoning technology. This, in turn, advances the HCI literature to understand
the relationship between the specialized software development professionals and the
emerging technologies that they interact with.

Based on the findings of this first study, we observed a recurring theme among the
interviewees: Kubernetes was consistently mentioned as a popular container orches-
tration tool within the DevOps field. Kubernetes, a container orchestration tool,
has become essential in managing the complexities of deploying, scaling, and main-
taining containerized applications. Participants highlighted Kubernetes not only as
an essential tool for automating infrastructure but also as a platform that intersects
directly with IaC principles. This overlap is especially notable as both IaC and Ku-
bernetes share objectives in enhancing automation, scalability, and reproducibility
within software environments.

The initial study’s findings on [aC adoption pointed toward a need for more nu-
anced understanding of specific tools and techniques that practitioners are using.
Kubernetes stood out because, while it operates as a container orchestration tool,
it has increasingly been applied with [aC principles to manage infrastructure and
deployments. Many IaC professionals are either working with Kubernetes directly or
using [aC to provision and maintain Kubernetes clusters, integrating it seamlessly
into their workflows. Given its relevance, we recognized the need for a follow-up
study focusing explicitly on Kubernetes to understand its role within IaC-driven en-
vironments and its unique set of adoption factors, challenges, and user experiences.

The follow-up study has generated a preliminary understanding of Kubernetes-
specific practices, providing a complementary layer to our existing insights on IaC.
While our initial research sheds light on broad IaC adoption factors, economic con-
siderations, and technical techniques, our Kubernetes-focused follow-up introduces
insights into container orchestration challenges, scalability, and best practices unique
to Kubernetes. Combining both studies in this thesis allows us to present a more
comprehensive view of infrastructure automation, examining both the foundational
practices of TaC and the specialized implementations seen in Kubernetes environ-
ments.

1.4 Thesis Contributions

Contributions: Our paper makes three contributions. A list of contributions of
our paper is as follows:

1. Generates novel findings from an understudied software development commu-
nity (i.e., professionals who use IaC) regarding their practices;



2. Provides insights into the underlying human and economic factors regarding
the usage and adoption of IaC; and

3. Offers a set of recommendations to the HCI and the software engineering
communities to address the human loop in IaC.

Through these combined studies, our research now encompasses both the overar-
ching principles of [aC and the in-depth operational specifics of Kubernetes. This
integrated perspective is crucial, as it enables us to offer a thorough exploration
of the DevOps field, from code-based infrastructure management to the intricate
processes of container orchestration. In my thesis, we aim to bring these findings
together to provide a holistic view of the current state of infrastructure automation,
capturing the evolution of practitioner needs, tool usage, and organizational impacts
in the context of DevOps.

This is the first study regarding [aC practices and tools in the context of Bangladesh.



Chapter 2

Related Work

We first provide the necessary background information regarding IaC.

2.1 Background

2.1.1 Background on IaC

The ‘development and operations’ paradigm, which is also known as DevOps, em-
phasizes communication and collaboration between teams with diverse responsibil-
ities, such as coding, testing, and deployment [51|. It advocates the utilization of
automation practices, such as IaC to reduce the time required to set up necessary
deployment infrastructure [148|. IaC is the practice of using automation tools for
the purpose of provisioning and managing computing infrastructure at scale through
machine-readable files [75]. TaC tools, such as Ansible, Puppet, and Terraform pro-
vide programming languages that have their own syntax and semantics to specify
information, such as configurations for the desired infrastructure. Usage of these
languages is mandatory to implement the practice of IaC and we refer to these as
‘TaC languages’. 1aC languages are examples of domain specific languages, which
is different from general purpose programming languages, such as C and Java with
respect to syntax and semantics [136, 94|. Source code files that are generated by
using [aC languages are referred to as ‘IaC scripts’. IaC tools compile and execute
[aC scripts. Figure 2.1 provides two examples of [aC scripts, where one script is
developed in Ansible (Figure 2.1a) and the other script is developed in Terraform
(Figure 2.1b). Along with developing IaC scripts, the practice of IaC also advocates
for well-known software engineering techniques, such as testing.

Figure 2.1 presents examples of TaC scripts to create a file named ‘example.txt’.
The file is expected to include one sentence: “Hello world!”. The same file can
be created using two IaC languages, e.g., Figures 2.1a and 2.1b respectively, show
code snippets in Ansible and Terraform to create ‘example.txt’. We observe syn-
tactical differences between the two languages. For example, in the case of Ansible
a ‘task’, i.e., the fundamental unit to manage infrastructure, is used using name.
In the case of Terraform, the equivalent of task is a resource. We also observe,
ansible.builtin.file to be used in Ansible, whereas local_file is used in Ter-
raform. In the case of specifying the path, one has to use path in Ansible, whereas



1- name: Create “example.txt' Iresource "local_file" "example.txt" {

1
2 ansible.builtin.file: 2 content = "Hello world!"
3 content: Hello world! 3 filename = "/temp/example.txt"
4 mode: 0755 . . s —n n
| file_permission = "0755
5 path: /temp/example.txt -}
b5)
a b

Figure 2.1: Examples of [aC scripts to create a file called ‘example.txt’. Figures 2.1a
and 2.1b presents examples of code developed respectively, in Ansible and Terraform.

in Terraform filename is used.

Despite syntactical and semantic differences, all [aC tools conduct state reconcilia-
tion, an approach unique to IaC [101, 93, 39]. In the context of IaC, a state represents
the software artifacts and their corresponding configurations for the infrastructure
of interest. State reconciliation is the process of finding differences between the cur-
rent and the desired states of the infrastructure [39], and performing provisioning
if differences exist. As part of applying state reconciliation, the following activities
would be performed:

e First, the IaC tool reads the actual state of the target infrastructure;

e Second, the tool compares the actual state obtained by querying the infrastructure,
and the desired state specified in the script;

e Third, if there are differences between the actual and desired states, then the IaC
tool will apply changes so that the target infrastructure state is exactly the same
as the desired state; and

e Finally, the tool will report the changes made to the infrastructure to the user.

In the context of Figures 2.1a and 2.1b respectively, Ansible and Terraform will first
determine if ‘example.txt’ exists within the specified configurations. If not, then the
[aC tool will make the necessary changes.

2.1.2 Background on Kubernetes

Kubernetes, an open-source container orchestration tool, has transformed the way
organizations deploy, manage, and scale applications. Originally developed by Google,
it provides a robust framework for automating the deployment, scaling, and opera-
tion of application containers across clusters of hosts.

Kubernetes is designed to address the challenges of managing containerized appli-
cations in a microservices architecture.The rapid evolution of software development
practices has necessitated a shift towards more agile and efficient methodologies.
Kubernetes embodies this transformation by enabling velocity, scaling, infrastruc-
ture abstraction, and efficiency in application management.

Together, these principles form the foundation of Kubernetes’ appeal, making it an
indispensable tool for organizations aiming to innovate rapidly while maintaining
robust operational capabilities.
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At its core, Kubernetes leverages containerization technologies like Docker to encap-
sulate applications along with their dependencies into lightweight containers. This
ensures that applications run consistently across different environments, eliminating
the "it works on my machine" problem that often plagues software development.
The process of deploying a Kubernetes cluster can vary based on organizational
needs and infrastructure preferences. Kubernetes architecture is comprised of sev-
eral critical components that work together to manage containerized applications
effectively. Some of them are:

e Master Node: The control plane for the Kubernetes cluster. It manages the
cluster’s state, including scheduling, maintaining the desired state of applica-
tions, and scaling operations. It consists of several components:

— API Server: Serves as the frontend for the Kubernetes control plane.
It exposes the Kubernetes REST API and is the entry point for all com-
mands.

— Controller Manager: Governs controllers that are responsible for main-
taining the desired state of the system (e.g., scaling pods, ensuring de-
ployments are running, etc.).

— Scheduler: Assigns work (i.e., pods) to worker nodes based on available
resources and constraints.

— eted: A distributed key-value store that holds all cluster data, including
the configuration, state, and metadata of the cluster.

e Node: These are the worker machines in Kubernetes. A node can be either a
physical or virtual machine, and each node contains the necessary components
to run containers and manage them, including:

— Kubelet: An agent that runs on each node in the cluster. It ensures
containers are running in a Pod and reports the node’s status to the
control plane.

— Kube Proxy: Maintains network rules for pod communication. It man-
ages the network traffic and load balancing to ensure proper connectivity
between services and pods.

— Container Runtime: The software that runs and manages containers,
such as Docker, containerd, or CRI-O.

e Pods: The smallest and simplest unit in Kubernetes. A pod can contain
one or more containers that share the same network namespace, storage, and
configuration. Pods provide a way to group related containers together and
manage them as a single unit.

e ReplicaSets: Ensures that a specified number of pod replicas are running at
any given time. It automatically replaces any pod that is deleted or termi-
nated, maintaining the desired number of running pods and also resulting in
high availability and fault tolerance.

e Deployments: A higher-level abstraction over ReplicaSets. It defines the
desired state for your application, such as the number of pod replicas, and



helps manage rollouts and rollbacks of updates to applications.

e Service: A Kubernetes resource that defines a logical set of pods and a policy
to access them. It provides a stable IP address and DNS name to access a set
of pods, enabling load balancing and discovery.

e Namespace: Used to organize resources within the cluster. Namespaces allow
multiple virtual clusters to run on the same physical cluster, providing isolation
and resource management.

e ConfigMap: A Kubernetes resource that allows you to store configuration
data in the form of key-value pairs. This allows decoupling configuration from
application code and sharing it among different components of the application.

e Secret: Similar to ConfigMap but used to store sensitive information, such
as passwords, API tokens, or SSH keys, in a more secure manner. Secrets are
encoded, and Kubernetes provides mechanisms for managing and controlling
access to them.

e Ingress: A collection of rules that allow inbound connections to reach the
cluster services. It provides HT'TP and HTTPS routing, load balancing, and
SSL termination.

These components work together to create a robust and scalable container orches-
tration system that can manage the lifecycle of applications in a cloud-native envi-
ronment.

2.2 Related Work

In this section, we summarize prior research related to IaC. Next we highlight the
HCI studies related to software development.

2.2.1 Prior Research on IaC

Guerriero et al. [34] is one of the first to advocate for integration of quality assurance
into TaC. They interviewed practitioners who use IaC, and identified IaC-related re-
search areas that researchers can focus on. Taking motivation from their work [34],
a significant body of work has investigated various aspects of quality assurance for
[aC scripts, particularly those written in Ansible, Puppet, and other IaC languages.
For instance, research work has identified various code properties associated with
defects and maintainability challenges in IaC scripts. Sharma et al. [117] analyzed
code properties that contribute to maintainability issues in TaC scripts. Dalla Palma
et al. [23] introduced a set of 46 metrics, which includes specific properties of Ansible
scripts aimed at detecting defective scripts. Further, Dalla Palma et al. [24] demon-
strated that code metrics are more effective than development activity metrics in
predicting the defects in Ansible scripts, a finding that contrasts with projects that
use general-purpose programming languages [106].

The identification of code smells, i.e., coding patterns that cause maintainability
issues, and their impact on IaC scripts has also been a critical area of investigation.
Opdebeeck et al. [81] pinpointed various code smells that could lead to defects in



Ansible scripts, while Hassan and Rahman [68| developed a taxonomy categorizing
the defects found in Ansible test scripts. Research by Sotiropoulos et al. [120]
focused on dependency-related defects in Puppet scripts, and Shambaugh et al. [116]
explored non-determinism defects in IaC scripts.

Security weaknesses in [aC scripts have also been a critical area of research. Rah-
man et al. developed a taxonomy of security vulnerabilities in Ansible scripts and
created SLAC, an automated tool for detecting these vulnerabilities [100]. However,
Hortlund [40] replicated this study and observed a lower density of security weak-
nesses than Rahman et al. [100] had reported due to the false positives produced
by SLAC. In a follow-up study, Rahman et al. [92] identified the best practices for
mitigating security weaknesses, such as hard-coded passwords. Furthermore, educa-
tors have integrated these findings into their curriculum to improve learning about
security in IaC scripts [102].

Subsequent research has sought to improve the detection of security weaknesses in
IaC scripts. Saavedra and Ferreira [112] developed an intermediate representation to
enhance security detection in Ansible scripts, while Reis et al. [107] improved a pre-
existing security linter for Puppet scripts by incorporating feedback from practition-
ers, leading to better detection capabilities. Opdebeeck et al. [82] also emphasized
the importance of including data flow analysis and control for security vulnerabil-
ity detection in IaC scripts. Beyond defects and security, other quality issues have
been examined. Kokuryo et al. [56] noted that one issue with Ansible script quality
was the way external scripts were executed. Additionally, Hu et al. [43] examined
the alerts from static analysis for Terraform manifests, contributing to the broader
understanding of IaC script quality.

While existing research has extensively explored these aspects of IaC, more recent
studies have started to address other critical gaps. For example, Rahman et al. [95]
systematically categorized and quantified task infections in Ansible scripts, demon-
strating the relationship between task infections and development activity as well
as source code metrics. Another study by Hassan et al. [39] demonstrated the de-
fects that occur while implementing state reconciliation in IaC tools. These studies
lay a solid foundation for understanding the challenges in managing IaC, partic-
ularly concerning task infection and state reconciliation defects, which are crucial
for maintaining reliable and secure IaC systems. This current body of literature
focuses on finding quality concerns in IaC scripts and tools, but does not address
the economics, human factors, and techniques that are related to [aC usage.

2.2.2 Software Configurations

In software configuration, there is a trend of exposing more and more configuration
knobs to users. However, there are instances where a lot of these configurations are
abstracted away to avoid careless mistakes [145]. One suggestion can be to prioritize
the parameters and values set by a more extensive user base over the fewer users [144]
after carefully considering the user’s configuration statistics. Moreover, much of
the state-of-the-art software of the present day has ‘latent configuration errors’,
which are hidden or unnoticed errors in the system configurations that can affect
the system’s reliability, availability, and serviceability. One possible solution can
be to use Document-as-code techniques can be applied to eliminate inconsistencies
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between configuration documents and configuration design/implementation [147].

Other solutions include using tools such as Ctest, Ctest4J, AutoBash, and cDep. The
idea of Ctest is to connect production system configurations to software tests so that
configuration changes can be tested in the context of code affected by the changes.
So, Ctests can detect configuration changes that expose dormant software bugs and
diverse misconfiguration [126]. Ctest4J, which is a practical configuration testing
framework for Java, works faster than the original Ctest because it runs parallel
operations instead of sequences. 41.3X times (3.4X on average) [138|. AutoBash
works at the operating system level for speculative execution and causality tracking
to automate many time-consuming tasks when users deal with the complexity of
modern computer systems [125|. Finally, cDep automatically discovers five types
of configuration dependencies from bytecode using static program analysis. This
tool revealed that configuration dependencies are more prevalent and diverse than
previously reported [19].

2.2.3 HCI and Software Development

The HCI research community has extensively investigated a diverse range of issues
related to software development, including tool discovery, adoption of new technol-
ogy, security and privacy concerns, and usability assessment, among others.

Prior research has revealed that discovering new tools typically occurs through peer
interaction, peer recommendation, or ad-hoc software testing patches, thus reinforc-
ing the reliance on peer influence and need-based discoveries |73, 52|. Programmers
discover tools from their peers both in a co-located and remote settings [73]. A
separate study with the software developers reported that tool adoption depends
on social environments and communication channels, where developers with strong
reputation on the Internet are trusted as much as their own colleagues [143]. Addi-
tionally, heightened security concerns can drive the adoption of new tools, especially
since security tools are primarily preventive measures [142, 143].

As practitioners adopt new tools, various considerations come into play, particu-
larly within specific domains. One area of concern is within the AR/VR domain,
where existing tools may not align with practitioners’ differing use cases and frame-
works [57]. In the current era of generative Al expansion, LLM-based tools promise
to alleviate developers’ workloads. However, their benefits are contingent upon the
developers’ expertise level, as demonstrated in a recent work [18]. ChatGPT-based
LLM-tools, lauded for providing well-articulated answers to programming questions,
exhibit a significant 50% inaccuracy rate [55]. A recent body of work has investigated
the ethical perceptions of the computing professionals regarding Al and LLM-based
tools |79, 114]

Another strand of work investigated the role of end users and developers in perceiv-
ing and managing security concerns. Research results have demonstrated that, if
equipped with frameworks and proper understanding, end users can identify poten-
tial security issues and take appropriate measures, thus highlighting their empower-
ment and responsibility in ensuring overall system security [146, 118]. Furthermore,
the erosion of privacy-preserving computations may lead to a comprehensive security
approach that impacts both developers and end users [4].
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Since the early days of software development, the HCI community has contributed
significantly in measuring software usability. Several usability assessment question-
naires and scales have been developed and tested in this regard, including QUIS [20],
SSD-SES [137], UBS [124], and SUS [14], among others. Our work is informed by

this rich body of HCI literature related to software development and assessment.

2.2.4 Human Aspects in DevOps

Although there is a dearth of knowledge of the associated human factors in TaC,
prior research has revealed that human factors play a critical role in both support-
ing and hindering DevOps adoption. Studies have categorized these factors based
on their impact, revealing that effective communication and strong leadership are
crucial for overcoming resistance to change [91]. In addition to resistance to change,
power relations and the lack of top management support have been identified as the
significant barriers to the adoption of DevOps [132]. Furthermore, the complexity
of development and production environments presents an additional challenge to
the DevOps professionals [109]. While the organizations report positive experiences
with DevOps, there is a notable lack of quantitative data to support these claims
[29]. Emerging trends such as IaC highlight the need for these organizations to focus
on the cultural and social aspects of DevOps, ensuring that teams are well-prepared
for these changes [53]. The success of DevOps adoption hinges not only on techni-
cal practices but also on creating a collaborative culture that supports continuous
improvement [26]. As a result, extending knowledge regarding human factors in
DevOps can help tailor adoption processes and improve implementation strategies
[85]. Horizontal DevOps teams, which work closely with product teams, have been
found to enhance software delivery performance by offering more services and act-
ing as a DevOps Center of Excellence [62|. Finally, the lack of a clear definition of
DevOps culture adds to the difficulty of setting clear targets for successful adoption
[115]. Our work contributes to this existing body of literature related to DevOps by
specifically focusing on ITaC—a key enabler of DevOps [121].

2.2.5 Prior Research on Kubernetes

Kubernetes has established itself as the leading container orchestration platform,
empowering organizations to manage containerized applications at scale. However,
despite its widespread adoption, various aspects of Kubernetes, including perfor-
mance, deployment methods, custom scheduling, security, and challenges faced by
users, have been subjects of intense research. This section reviews key studies on
these topics, shedding light on the benefits, challenges, and evolving solutions within
the Kubernetes ecosystem.

A significant area of research in Kubernetes involves its performance in different
deployment scenarios and resource usage. Telenyk et al. (2021) [129] compared
Kubernetes with lightweight alternatives such as K3S and MicroKubernetes. Their
study highlighted the trade-offs between these platforms in terms of resource uti-
lization, startup speed, and orchestration performance. They found that while Ku-
bernetes outperforms K3S and MicroKubernetes in most tests, K3S offers better
disk utilization, making it a suitable choice for resource-constrained environments.
However, MicroKubernetes consistently showed poorer performance across various
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metrics, indicating that the lightweight nature of these platforms often comes at the
cost of efficiency in large-scale operations. This comparison is crucial as organiza-
tions strive to balance the power of Kubernetes with the practical need for lighter,
more resource-efficient alternatives in specific use cases.

Another area of focus is the deployment of Kubernetes clusters, particularly for au-
tomating software production environments. Poniszewska-Maranda and Czechowska
(2021) [86] conducted an in-depth evaluation of Kubernetes deployment methods,
comparing popular cloud-based tools like kops and eksctl in AWS environments.
Their study emphasized the importance of understanding production environment
requirements before choosing a deployment method. Kubernetes’ flexibility al-
lows various approaches to cluster deployment, such as do-it-yourself (DIY) or on-
premises options, each offering unique advantages and challenges. This work under-
scores the growing trend of Kubernetes” use in Continuous Integration and Delivery
(CI/CD) pipelines, driven by the need to manage microservices.

Kubernetes’ default scheduler, while highly configurable, may not be optimal for
emerging applications like machine learning or edge computing, which require spe-
cialized resource management. Rejiba and Chamanara (2021) [108] explored the lim-
itations of Kubernetes’ standard scheduling and reviewed various custom scheduling
solutions designed to address the needs of such advanced workloads. Their survey
categorized different approaches based on the types of workloads and environments
considered, offering a comprehensive overview of the solutions proposed in the lit-
erature. They identified significant gaps in current research, providing a roadmap
for future studies aimed at enhancing Kubernetes’ ability to manage complex, non-
traditional tasks.

Carrion (2021) [17] expanded this discussion by focusing specifically on Kubernetes
scheduling. In her research, she presented a new taxonomy for Kubernetes schedul-
ing that highlights different Quality of Service (QoS) parameters such as response
time, energy efficiency, and resource utilization. Carrién identified ongoing chal-
lenges in Kubernetes scheduling, such as ensuring efficient resource allocation and
meeting the performance demands of containerized applications. The study also
pointed out future research opportunities, including the development of more so-
phisticated scheduling techniques to improve Kubernetes’ performance in diverse
environments. This paper contributes to the growing body of research aimed at
enhancing the Kubernetes scheduler to handle more complex workloads effectively.

Autoscaling is another crucial aspect of Kubernetes that has drawn significant re-
search attention. Balla et al. (2020) [13] proposed an adaptive autoscaler, Libra,
designed to optimize resource allocation for Kubernetes pods. Libra automatically
detects the optimal resource set for a pod and adjusts the horizontal scaling process
based on changing load and virtualized environments. The scalability of Kubernetes
remains a primary concern, and Libra’s dynamic adaptation to fluctuating demands
enhances the platform’s ability to efficiently handle workloads, particularly in cloud
environments. This research contributes to improving Kubernetes’ autoscaling ca-
pabilities, which is vital for maintaining optimal resource utilization in real-world
applications.

Security remains a critical concern for Kubernetes users, particularly because the
complexity of Kubernetes environments often leads to misconfigurations, which are
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the primary cause of vulnerabilities. Morfonios (2023) [69] focused on evaluating Ku-
bernetes’ security posture using tools like kube-hunter and Kubescape. The study
highlighted how misconfigurations pose significant security risks and demonstrated
the potential damage that can be caused by exploiting these flaws. Morfonios also
provided insights into mitigating discovered vulnerabilities, emphasizing the impor-
tance of secure configurations in protecting Kubernetes clusters. This research is
pivotal for organizations aiming to strengthen their security practices and prevent
breaches in production environments.

Research on Kubernetes has explored a wide range of topics, from performance and
resource utilization to security and custom scheduling. Telenyk et al. (2021) [129]
and Poniszewska-Mararida et al. (2021) [86] have contributed valuable insights
into the trade-offs between lightweight Kubernetes platforms and more resource-
demanding setups, as well as the various deployment strategies available for Ku-
bernetes clusters. In the area of scheduling, studies by Rejiba and Chamanara
(2021) [108] and Carrion (2021) [17] have highlighted the importance of custom
schedulers to address the needs of advanced applications. Meanwhile, Balla et al.
(2020) [13] and Morfonios (2021) [69] have focused on scalability and security, re-
spectively, emphasizing the ongoing need to improve Kubernetes’ ability to handle
dynamic workloads and mitigate configuration-related risks. Together, these studies
form a foundation for future research aimed at enhancing Kubernetes’ performance,
scalability, security, and adaptability.

While previous research has extensively explored various aspects of Kubernetes, in-
cluding performance, deployment methods, custom scheduling, and security, there
is a noticeable gap in understanding the intersection between Kubernetes and In-
frastructure as Code (IaC) principles. While Kubernetes is recognized as a powerful
tool for container orchestration, its role within IaC-driven environments has not been
fully examined. The initial study in this thesis highlighted Kubernetes’ growing im-
portance within the DevOps field and its close alignment with TaC objectives such
as automation, scalability, and reproducibility. This study also pointed to a need for
a deeper understanding of the specific tools and techniques used by practitioners in
Kubernetes environments. To address this gap, this thesis presents a follow-up study
that focuses on Kubernetes’ adoption, challenges, and practices within IaC work-
flows. By integrating insights from both the broader IaC adoption literature and
the Kubernetes-specific follow-up study, this thesis contributes to a more compre-
hensive understanding of infrastructure automation, shedding light on both general
[aC principles and the specialized approaches that Kubernetes introduces.
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Chapter 3

Methodology

Our study focuses on software development professionals from Bangladesh, a region
that experiences rapid technological growth. Through in-depth interviews, we aim to
gain insight into how IaC tools are used in professional environments, the challenges
faced by practitioners, and the broader implications of IaC adoption. In this section,
we outline the research methodology used to collect and analyze the data for this
study.

3.1 First Study Methodology

Our first study is based on in-depth interviews with 19 software development pro-
fessionals from Bangladesh who utilize IaC tools and technology in professional
settings. We describe the methodology of our work in the following subsections.

3.1.1 Recruitment of Participants

Our participant pool (n=19) includes a diverse range of software development prac-
titioners, including DevOps engineers, software engineers, service managers, cloud
engineers, technical team leader, and engineering country leader. Our selection cri-
teria were the following:

1. The participant must have at least one year of experience in working with IaC
in a professional capacity at their workplace; and

2. The participant must have used at least one IaC tool in a professional setting.

Table 3.1 provides detailed demographic information about the participants. Our
recruitment method involved a combination of personal contacts, snowball sampling,
and social media outreach. Initially, we began with four participants who were
our colleagues or friends. From there, we expanded our recruitment by reaching
out to more of our acquaintances and by posting study invitations on Facebook.
This approach yielded ten additional participants from our network. We contacted
most of the participants through email, with some communication occurring via
WhatsApp and Messenger. We recruited the remaining five participants through
snowball sampling, where we asked current participants to refer others who fit the
study criteria.
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Table 3.1: An overview of the 19 interviewees and conducted interviews.

&
Ved
Y é"eo‘&Q%
Q)&’ @‘1‘9 &Q\OS‘AO &
>3 & & 2 ST Fos® S P &S

AR Ny <® PR PO ATERYE?
P01 00:32:19 15 Personal Contact >1 DevOps Eng. OO0OO0OO0OO0OOO@®@O0OC e
P02 00:26:59 16 Personal Contact >1 SW Eng. OO0O@O0O0O0O0OO0OCO0Cee
P03 00:25:04 16 Personal Contact  >2 SW Eng. OO0OO0OO0O0OO0OO0OO0OO0OCE®
P04 00:20:56 18 Personal Contact >1 DevOps Eng. @ 0O®000O00O0O0
P05 00:33:03 13 Snowball Sampling >5 DevOps Eng. OO®e®O0O0®eO0OO0O0
P06 00:23:38 21 Snowball Sampling >4 DevOps Eng. OO0O@O0O0O00O0OO0OCee
P07 00:22:23 19 Personal Contact >3 DevOps Eng. @ O0OO0OO0OO0OO0OO0OOCE®
P08 00:43:15 17 Personal Contact  >12 Tech. Lead ®@ OO0 O0OO0OO0O®@O0OO0O0
P09 00:36:18 15 Personal Contact >10 Country Lead of Eng. O O O O O @ O O O O
P10 00:27:10 22 Snowball Sampling >2 SW Eng. @ O0OO0OO0OO0OO0OO0OOCE®
P11 01:26:09 24 Personal Contact >2 DevOps Eng. OO0O@e@o0OO0Oe@e@0O0OO0Oe
P12 00:25:13 18 Personal Contact  >2 DevOps Eng. OO0OO0O@®@®e®0O0O0O0oO0
P13 00:25:13 8 Snowball Sampling >1 SW Eng. OO0OO0O®@®e®O0O0O0O0O0
P14 00:29:54 19 Personal Contact >1 DevOps Eng. O@0OO0O0O0O0OO0OCO0OCEe®
P15 00:21:13 16 Personal Contact >1 DevOps Eng. @ O0OO0O@e@O0O0Oe@eO0e
P16 00:09:42 17 Personal Contact >1 DevOps Eng. @ O0OO0OO0OO0OO0OO0OOCE®
P17 01:00:40 18 Personal Contact >8 DevOps Eng. @O0 000000 ®@®
P18 00:30:00 10 Personal Contact >7 SW Eng. OO0OO0OO0O@®@0OO0O®e®@®eoo
P19 00:21:13 16 Personal Contact >5 SW Eng. @ 0O®@0O0O0O0OO0OCO0OCE®
Sumn 318 8 1 7342 2 31 12
® Used the corresponding IaC tool. O Did not use the IaC tool.

! Codes assigned to the interview transcript [2]. 2 Professional experience measured in years.

Despite our efforts to recruit as many participants as possible, several practitioners
declined to participate due to their company policy, which requires official permission
and confidentiality agreements. We also could not find any female participants. We
highlight the limitations of our study in Section 5.2.

3.1.2 Interview Guide

The semi-structured interviews were guided by a questionnaire 1], which was de-
signed to minimize cognitive load and encourage participants to deeply reflect on
each topic. The interview included open-ended questions and started with demo-
graphic questions, such as occupation, position within the company, and years of
job experience. Participants were also asked about their involvement in developing
source code. The core of the questionnaire focused on 1aC usage within their com-
panies, both by themselves and their colleagues. Participants were asked how they
employ IaC, whether exclusively for setting up and managing cloud instances or for
broader IT automation tasks such as user account management or package manage-
ment. Discussions often centered on recent or ongoing projects, through which we
explored tool usage, cloud vendor preferences, technology stacks, government regu-
lations and compliance, and collaborative approaches. Participants were also asked
about their preferences for IaC-related tools, and previous transitions between IaC
tools, and how they handle state management and configuration drifts. Addition-
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ally, some follow-up questions were asked during the interviews to explore specific
topics of interest further.

We asked additional questions to understand the perceived environmental impact of
IaC, the use of Al tools in developing IaC scripts, and the application of software
engineering techniques for bug finding. Finally, participants were asked about the
challenges to recruit practitioners with decent IaC skills and were invited to share
any additional thoughts on IaC in the context of Bangladesh and similar developing
countries.

3.1.3 Interview Sessions

Interviews were conducted online in Bengali using video conferencing tools such as
Google Meet or Zoom. In order to be able to conduct in-depth interviews in a
stress-free environment, we conducted all the interviews outside the office hours. To
compensate for their time, each participant received a compensation of either 1,000
Bangladeshi Taka (BDT)!, or a gift card of 10 USD, based on their preference.
Before each interview, we explained the purpose of the study and asked for their
permission to audio record the interview. The interviews varied in length, lasting
between 10 to 90 minutes, with an average duration of 31.6 minutes, yielding a total
of 10 hours of audio recordings. These recordings were transcribed in Bengali and
then translated into English for analysis.

3.1.4 Interview Analysis

We conducted thematic analysis [22] on our data, taking an inductive approach.
Inductive thematic analysis allows for flexibility as the researchers do not have pre-
determined codes and themes and do not have to fit the data into any pre-existing
framework [78|. Each participant’s data was coded by two independent researchers.
Both of them were born and raised in Bangladesh. They developed codes from the
data of the first five participants, compared those codes, and then iterated with more
participants’ data until a consistent codebook was developed. Once the codebook
was finalized, two researchers independently coded the remaining participants’ data.
After all participants’ data were coded, each researcher spot-checked the other’s
coded data and found no inconsistencies. Finally, we organized our codes into higher-
level themes.

3.2 Second Study Methodology

Our second follow-up study is based on pilot interviews with 5 software development
professionals from Bangladesh who utilize Kubernetes tool in professional settings.
We describe the methodology of our work in the following subsections.

3.2.1 Recruitment of Participants

Our participant pool (n=5) includes a diverse range of software development prac-
titioners, including DevOps engineers, software engineers, service managers, cloud

11 USD = 120 BDT
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engineers, technical team leader, and country lead of engineering. Our selection
criteria were as following:

1. The participant must have at least one year of experience in working with
Kubernetes in a professional capacity at their workplace

Table 3.2 provides a detailed demographic information about the participants. Our
recruitment method involved a combination of personal contacts, and participants
from our previous study. We began with two participants who were our colleague
and particpant from our previous study. From there, we expanded our recruitment
by reaching out to more of our acquaintances. This approach yielded 3 additional
participants from our network and through snowball sampling. We contacted all of
the participants through email.

Despite our efforts to recruit as many participants as possible, several practitioners
declined participation due to their company policy, which requires official permission
and confidentiality agreements. We also could not find any female participants,
likely due to the gender imbalance in the field, where male practitioners are more
prevalent. We highlight the limitations of our study in Section 5.2.

3.2.2 Interview Sessions

Three interviews were conducted online in Bengali using video conferencing tools
like Google Meet, while two interviews were conducted in person. To compensate
for their time, each participant received a compensation of either 1,000 Bangladeshi
Taka (BDT)?, or a gift card of 10 USD, based on their preference. Before each
interview, we explained the purpose of the study and asked for their permission to
audio record the interview. The interviews varied in length, lasting between 27 to
55 minutes, with an average duration of 40.3 minutes, yielding a total of 2.7 hours
hours of audio recordings. These recordings were transcribed in Bengali and then
translated into English for analysis.

3.2.3 Interview Analysis

We conducted thematic analysis [22] on our data, taking an inductive approach.
Inductive thematic analysis allows for flexibility as the researchers do not have pre-
determined codes and themes and do not have to fit the data into any pre-existing
framework [78|. Each participant’s data was coded by two independent researchers.
Both of them were born and raised in Bangladesh. They developed codes from the
data of the first five participants, compared those codes, and then iterated with more
participants’ data until a consistent codebook was developed. Once the codebook
was finalized, two researchers independently coded the remaining participants’ data.
After all participants’ data were coded, each researcher spot-checked the other’s
coded data and found no inconsistencies. Finally, we organized our codes into higher-
level themes.

21 USD = 120 BDT
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Table 3.2: An overview of the 5 interviewees and conducted interviews.

ID Length  Codes' Recruitment Industry Exp.?2 Role

Po1 00:35:30 23 Personal Contact >6 Senior Solution Cloud Architect
P02 00:54:45 31 Personal Contact >3 Site Reliability and Eng.

P03 00:27:25 21 Personal Contact >2 Senior SW Eng.

P04 00:27:25 21 Personal Contact >2 SW Eng.

P05 00:43:26 23 Personal Contact <1 DevOps Eng.

Sum 119

! Codes assigned to the interview transcript [3].

2 Professional experience measured in years.

3.3 Ethical Considerations and Positionality

Our study protocol was reviewed and approved by the local institutional review
board (IRB). The interviews were conducted by following the ethical guidelines on
research involving human subjects. All participants provided informed consent prior
to the interviews and were made aware of their right to withdraw at any point. All
the data were securely stored and accessible only to the research team, with no
personally identifiable information of the participants. Our research team includes
an experienced academic researcher on DevOps/IaC as well as a professional local
DevOps engineer, and as such, we are familiar with the global and local trends in

the [aC industry.
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Chapter 4
Findings

We report our findings from both research in this section. First, we will discuss the
findings from the first study, which can be organized into three broad categories:
economics, techniques, and state reconciliation. Then, we will discuss the findings
from the second study. Table 4.1 provides the definitions of the terminologies men-
tioned by our participants.

4.1 FEconomics

4.1.1 Expense, Revenue, and Local Conditions

In our first study, we found that basic economic considerations as well as the local
conditions play an important role in the use and adoption of IaC. ©10), ©12),
, and mentioned the expense of laC and generated revenue when discussing
[aC usage. particularly referred to the price of IaC tools for being a deterrent
for adoption, “There is not much advancement with respect to laC usage because of
the high initial setup cost for tools.” According to P18), “ Investment in IaC is non-
profitable for a company whose net profit is 5,000 dollars in a year.” P02 mentioned
the size of the infrastructure that the organizations manages, “I don’t think every
company in Bangladesh needs 1aC”, stated, “ For companies that have a small
infrastructure, adoption of IaC will lead to extra developer overhead or extra time
to maintain developed IaC scripts, which I don’t think is worth the effort.”

As a practitioner working in a developing country, mentioned the lack of rele-
vance of IaC for a developing country. He added, “As far as I know, there are not
too many companies in Dhaka (the capital city of Bangladesh) that have adopted
IaC because they [the companies| do not want to invest in IaC-related tooling and
knowledge base.” P10)'s views related to maturity are also echoed by who finds
his country’s I'T industry to be not as mature as China’s or India’s. also men-
tioned the lack of international payment options in their country, “If international
payment becomes easy in Bangladesh, then it is likely that companies [in Bangladesh|
will find fresh graduates that know DevOps, are interested in DevOps, and can de-
sign infrastructure with IaC.” mentioned that government-based organizations
might be less willing to use IaC-based tools due to the security concerns associated
with managing sensitive data.
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Table 4.1: Terminologies mentioned by the professionals and their definitions. The

table is sorted alphabetically based on the terminology.

Terminology

Definition

AT assistant

An automated agent that uses artificial intelligence
(AI) to complete software engineering tasks, such as
code generation [63].

Code review

The technique of using tool or peers to obtain feed-
back on developed source code [50].

Compliance

The practice of a team or an organizations’ adherence
to a set of recommendations set by a stakeholder, a
federal authority, or the organization itself [61].

Configuration drift

The phenomenon when systems that were initially
identical become different over time due to man-
ual changes or inconsistent updates, making them
harder to manage and automate, causing inconsis-
tencies across the infrastructure [70].

Continuous deployment

A process where incremental software changes are
automatically tested and frequently deployed to the
end users of the software [104].

Debugging

The activity of identifying the root cause of software
bugs [36].

Flow Testing

The testing activity that focuses on the functionality
of the entire software instead of testing individual
portions of the software [6].

Integration Testing

The activity of testing a component of a software
that includes multiple smaller units [47].

Logging

The technique of generating, transmitting, storing,
analyzing, and disposing log data from software ar-
tifacts [76].

Microservice

A software engineering approach for software orga-
nization where the software is composed of small in-
dependent services [77].

Software build

The process of translating source code, libraries, and
data files into a set of deliverables, such as executa-
bles for end-users [66].

Software package management

The process of compiling, installing, upgrading, and
removing computer programs [122].

Testing

The technique of executing a software or a soft-
ware component under specified conditions, record-
ing the execution results, and performing an evalua-
tion based on the recorded results [49].

Unit Testing

The activity of testing a small unit of a software [47].

Version control

Version control is the technique of managing different
versions of computer files using a dedicated archive,
which is referred to as a repository [50].

21



Usage and transition of tools We found that Terraform and Ansible are the
two most popular tools among our participants. Table 3.1 shows the list of the IaC
tools used by our participants. As can be seen from Table 3.1, there is a preference
for free, open source tools among the IaC users in Bangladesh. Among the eight TaC
tools in Table 3.1, five are open source while ARM Template and Azure DevOps —
two proprietary tools in the list — are used less frequently as AWS CloudFormation
is the only popular proprietary tool among our participants. According to 02), “As
far as I know, there is a premium version of Terraform. But it is a bit expensive,
which is why we have not decided to use it yet.” This suggests that cost is a very
important consideration for the local IaC industry.

Ansible

CloudFormation

CloudFormation

Ansible

CloudFormation

In-house tool
Terraform

In-house tool

Figure 4.1: Frequency of transitioning from one IaC tool to another.

The transition from one IaC tool to another, however, depends on a variety of factors.
Our participants mentioned how they had started with one IaC tool, and then
transitioned to another one because of organizational requirements. mentioned
the demand of cloud—agnostic solutions, where an [aC tool is not tied to a cloud-
based infrastructure. For example, AWS CloudFormation works only for AWS-
based cloud infrastructure, and not for other vendors, such as Azure. According
to (P06), “Initially, we were using CloudFormation but it is not cloud-agnostic as
we could only use it for AWS, even though it was an IaC tool. Now that we have
transitioned to Terraform, we can use IaC to deploy in Azure, Alibaba, and GCP—
everywhere, anywhere, independent!” mentioned compatibility with existing
developer workflows when describing their transition from Ansible to Terraform.
mentioned how Terraform is better at state reconciliation compared to that of
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an in-house IaC tool, which triggered the transition from the in-house IaC tool to
Terraform. According to ®P10), this transition also reduced effort for the team, “In
the case of our in-house laC tool, we had to do the necessary maintenance. Now,
that we have switched to Terraform, that overhead is gone, as we do not have to
manage the IaC tool ourselves.” Figure 4.1 summarizes the reported transitions
from one TaC tools to another.

4.1.2 Economics of Adoption

When discussing software economics, Boehm and Sullivan argued that along with
monetary values, there also exists non-monetary values for developing and adopting
software systems [16]. Our interview analysis supports this statement as we observe
our participants to highlight both monetary and non-monetary factors that facili-
tate the adoption of IaC. Figure 4.2 presents the frequency of adoption factors, as
mentioned by our participants.

Adoption Factors Mentioned by Participants
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Figure 4.2: Frequency of mentioned adoption factors for IaC.

Monetary factors for adoption : We identify four monetary factors of adop-
tion from our data: automation, rapid deployment, productivity, and security. Au-
tomated management of computing infrastructure reduces manual effort and saves
organizations time and money [87]. Eleven participants talked about automation.
mentioned “It reduces repeatability. I need to do the same thing repeatedly:
add a feature, deploy it to test, deploy it to train, deploy it to production, test it
again—doing the same thing repeatedly for any feature addition. It reduces this rep-
etition and also decreases the need for human resources. Human errors are almost
zero because everything is automated. In this sense, IaC has helped us a lot. It has
removed a lot of the tension that would otherwise stay in our minds during opera-
tions.” And elaborated this factor, “I prefer Ansible when I need to set up the
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same configuration on 15/20 servers at the same time. Instead of manually working
on those 20 servers repeatedly, I just prepare the Ansible script, prepare the play-
book, run the playbook, and that’s it. Your infrastructure will automatically be ready
on those servers, and the provisioning you want will be available.” Similarly, rapid
deployment leads to the reduction in deployment time of software changes, which, in
turn, increases the revenue. said “ You could say that IaC helps us with faster
deployment. Through IaC, we’re able to speed up the deployment process.” And
also mentioned “I think using IaC speeds up infrastructure provisioning, making it
seamless. This could be a benefit, as server runtime may be reduced.”

Productivity and security can be considered as monetary factors as well because
productivity is directly related to monetary gains [15], whereas security vulnerabil-
ities can result in the loss of revenue [128]. said “In terms of security, laC
is a very good thing. The security rules we want to impose can be easily configured
in IaC. Something that would have been a hassle to do manually can be easily in-
troduced through laC' from a security improvement perspective. So, from a security
improvement standpoint, laC' is a very nice thing to have.” However, as can be seen
in Figure 4.2, these factors were least frequently highlighted by our participants.

1 "instances": [

2 A

3 "attributes": {

4 "ami": "ami-0beaa649c482330f7",
5 "availability_zone": "us-east-2c",
6 "id": "i-instanceid",

7 "cpu_core_count": 1,

8 "cpu_threads_per_core": 1,

9 "instance_state": "running",

10 "instance_type": "t2.micro",

11 "monitoring": false

12 }

13 }

14 ]

Figure 4.3: An example of state file used for Terraform. The file is in JSON format
and stores information of the infrastructure at a certain timestamp. For example, we
observe one AMI instance to be provisioned. Eight pieces of information about the

infrastructure are represented: ‘ami’, ‘availability zone’, ‘id’, ‘cpu_core count’,
‘cpu__threads per core’, ‘instance state’, ‘instance type’, and ‘monitoring’.

Non-monetary factors for adoption We also identify two non-monetary fac-
tors, namely collaboration and transparency. For example, mentions how the
“state file” of Terraform can facilitate collaboration: “ Wherever you or your team
members are, you can work on the shared state file concurrently and collaboratively
as it is shared with everyone.” The “state file” in Terraform stores all the states of
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the infrastructure. Figure 4.3 showcases an example state file where the informa-
tion of an Amazon Machine Image (AMI) instance is documented. An AMI is an
artifact that contains the source code needed to set up and start an Amazon EC2
instance [5].

Our participants also highlighted how IaC allows transparency of the desired infras-
tructure by specifying configurations of the infrastructure as code. As said,
“From the very beginning, if my infrastructure is based on IaC, then later on it be-
comes very easy to manage. Furthermore, even if someone leaves the organizations,
someone unfamiliar with the code can understand the specifics of the infrastructure.”
This view was also echoed by (P03) who finds IaC to prevent the culture of ‘unfireable’
employees: “I have seen that if there is only one employee who knows how to man-
age the infrastructure, then it is bad from a business perspective. The employee then
becomes ‘completely unfireable’, and [hypothetically] can delete the entire infrastruc-
ture if they are disgruntled. However, if infrastructure as code is used, then we do
not have to rely on that one employee as we can just launch the entire infrastructure
using code.”

4.1.3 Economics of Learning

Khetri [58] pinpointed learning to be a mandatory economic factor when using open
source operating systems, such as Linux. From our interview analysis, we found four
participants talking about learnability. @10), ©12), P13), and mentioned the
steep learning curve of [aC when it comes to usability. highlighted the technical
aspects of TaC by citing Kubernetes as an example, “Anyone can pull and push a
Docker image. However, it is pivotal to understand what happens under the hood.
For example, in the case of Kubernetes, one needs to understand the differences
between a ‘node’ and a ‘pod’. One also needs to understand what a control plane is
in Kubernetes, just acquiring basic knowledge is not enough.” also mentioned
the time that one needs to invest when designing IaC-based infrastructure, “ When
you want to do something new, you have to spend a lot of time for designing the
infrastructure. So initially, you need time, along with good expertise.” Except for
, all the other participants acknowledged that there is a lack of expertise in IaC in
the local job market. further elaborated the underlying economic implications,
“Finding and recruiting good DevOps engineers is very tough as the learning curve
for 1aC is costly. If I need to learn something like Azure DevOps, then I will need
premium subscription and pay as you go — all of which I have to pay, meaning that
it’s costly.”

To mitigate this, our participants adopt different strategies. ©02), P03), and
mentioned “self learning”, whereas ©00), and talked about community-
based efforts, such as blog posts and LinkedIn certifications to aid in learning IaC.
described his experience in writing blog posts related to 1aC, “ There is a good
community where I feel like, people are blogging all the time, even I myself have
written blogs related to DevOps, 1aC etc. I can share my experiences and code using
my blog posts.” (P06), however, stated that even though there are community-driven
efforts, these are not enough as they “do not get the ‘actual help’ that is needed at
the professional level.” All these responses indicate that the professional community
is still at a nascent stage where the individual developers need to put a considerable
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effort to overcome the steep learning curve of the [aC tools and technology.

4.1.4 TaC and Sustainability

As the advent of TaC is related with the proliferation of cloud-based infrastruc-
ture [21], we asked our participants about certain aspects of IaC development that
can lead to energy efficiency. Green cloud is defined as cloud-based infrastructure
that does not consume unwanted energy [140]. According to Talukder et al. [127]
green cloud can contribute to the “larger social objectives of energy efficiency and
environmental protection and sustainable development.”

In response, we found only (P12)out of all 19 participants to acknowledge the issue of
energy consumption, “The cloud computing stack that we use involves giant servers,
which can lead to unnecessary power consumption. The more power it [cloud-based
server| consumes, the more fossil fuels are burnt.” However, the majority of the
participants did not acknowledge the relationship between [aC and sustainability.
For example, said “No, I don’t think so. FEwven if there is an impact, it is so
msignificant compared to the other things that we are doing to the environment,
which makes me believe that there is no negative effect.”

4.2 Techniques

We found that our participants utilize [aC for a wide range of automation tasks. Our
interview analysis also reveals a diverse set of techniques that the participants use
for working with IaC tools. We provide an in-depth description of these techniques
below.

4.2.1 TIaC and Automation

We first provide an overview of the computing infrastructure for which IaC is used.

Computing Infrastructure Provisioned with IaC In our interviews, practi-
tioners mentioned two categories of computing infrastructure: on-prem and cloud-
based. On-prem computing infrastructure refers to the physical servers whereas
cloud-based infrastructure relies on cloud service provider such as Amazon Web Ser-
vices (AWS) and Google Cloud Platform (GCP). We observed the majority of the
participants to use cloud-based computing infrastructure, which is consistent with
the existing research that reports that IaC was established as a practice to manage
cloud-based infrastructure at scale [21]. Among the professionals who provision on-
prem computing infrastructure, they mainly do so because of client requirements.
For example, P16 explained that their team works with a telecommunication com-
pany that solely uses on-prem servers. A complete breakdown of the computing
infrastructure can be seen in Figure 4.4.

We found three types of automation techniques: IaC for infrastructure management,
[aC for package management, and IaC for user account management.
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Computing Infrastructure Used by Participants
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Figure 4.4: Categories of computing infrastructure used for provisioning with IaC.
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IaC for Infrastructure Management The majority of the participants reported
[aC as a tool for automated provisioning and management of computing infrastruc-
ture. This computing infrastructure can be used to perform software builds (P12
), implement continuous deployment ((P06), manage on-prem servers ((°16)), and
execute microservices (P19). The IaC languages provide a wide range of coding
options to provision and manage the desired infrastructure. According to P19), “As
microservices are getting complez. the [non-IaC] tools we used could no longer main-
tain these microservices. We started the migrations three years ago and adopted these
IaC languages in our technological stack. Now, our infrastructure is fully managed
with Terraform.”.

IaC for Package Management As software packages have dependencies to re-
solve, TaC allows practitioners to install and manage software packages through
certain coding patterns. We found two participants using [aC for software package
management.

IaC for User Account Management We also found two participants and
mentioning [aC to be used for account management. mentioned how their
team managed user accounts for a RabbitMQ! service using Ansible.

4.2.2 Techniques for IaC

Our participants apply multiple techniques for [aC, including compliance, logging,
quality assurance, and version control. Figure 4.5 summarizes the frequency of using
these techniques.

Compliance Our interview analysis revealed the majority of the participants us-
ing some form of compliance techniques when developing IaC scripts. Overall, 15 out
of 19 participants reported about different categories of compliance. For example,
©0D, ©02), and mentioned organization-based compliance activities that IaC
users need to adhere to. and talked about stakeholder-based compliance
where the organization has to adhere to the guidelines set by the customers. P11),
on the other hand, highlighted service level agreement (SLA)?, “ We have a few in-
ternal SLAs, not government-based SLA, but set up by customers, such as recording
the recovery time from an outage, having a backup recovery policy, and conducting
a backup validation check.”

We found some region specific nuances as well. 07, ®14), ®17), and talked

about regional differences as compliance activities in the context of IaC can vary
from one region to another. stated, “My company is based in Europe, so they
[the company] have to abide by a lot of GDPR and relevant security regulations.
After developing scripts, the security team provides feedback, which, in turn, is ad-
dressed by the laC' script developers.” Furthermore, mentioned the compliance
activities related to Bangladesh stating, “ The Bangladesh government requires that

'RabbitMQ is an open-source message-broker software that is used to convert a message from
the formal messaging protocol of the sender to the formal messaging protocol of the receiver.

2An SLA is an official contract between an organization who provides software-based services
and its end-users [141].
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Figure 4.5: Frequency of mentioned techniques used for [aC script development.

any data related to our country must reside in Bangladesh, and as such, tools like
Terraform cannot be used in this context”. P18 provided an example of the feedback
obtained from the security team, “ For example, making sure access tokens are not
leaking.” Thus, our data reflects a wide range of perceptions related to compliance.

Logging Overall, four of our participants talked about logging during IaC script
development. For logging purposes, these participants mostly use utilities that come
with IaC tools. For example, referred to an Ansible utility where a user can
provide the -v flag from the command line. cited a few examples for two
categories of tools: Elastisearch and Opensearch for log collection, and Datadog,
Grafana, and Prometheus, for log analysis. (08), on the other hand, described their
experience in developing and using a custom logger that they built and used to collect
logs. Logging is also mentioned as a bug finding technique by three participants:

©08), ©09), and @1D.

Quality Assurance (QA) Our interview analysis also provides insights on the
activities that are conducted for quality assurance (QA) of IaC scripts, which we
describe below. Figure 4.6 summarizes the frequency of the QA activities.

QA - Code review Five participants, namely P04, ©05), @09, @12), and P16),
mentioned that they conduct code review for developed IaC scripts. We observe two
categories of code review approaches:

1. Peer-based: highlighted a peer-based technique: “After the changes are
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committed, a pull request is created that triggers a push review. We have one
mandatory reviewer and two/three optional reviewers who review the committed
changes. On top of that, we have a ‘technology lead’ who reviews the submitted
code changes.” The approach is manual where no tools are used.

2. Tool-based: In this case, there is no human involvement. P16 mentioned two
automated static analysis tools in this regard: “ We use two scanners, you may
have heard about them: ‘“Trivy’ and ‘Sonarqube’. So, these are the things that we
use in the case of conducting code reviews.”

QA - Debugging: Only one participant (P6) mentioned the use of a tool called
for AWS CodeDeploy 2 for debugging.

QA - Testing: Eight of the participants explicitly spoke about the testing of IaC
scripts. finds testing to be “a challenging matter.” To alleviate this challenge,
thinks that the testing tools provided by Terraform to be helpful for unit
testing, “To find bugs in IaC scripts, we write test cases similar to the way we
write test cases for general purpose programming languages. There is something
called ‘TF Test’, which is very nice. While this is available as part of the Terraform
installation, it [the testing tool] is not available for Ansible or CloudFormation.”
Similarly, and also reported about unit testing. Furthermore, and
respectively, mentioned integration testing and flow testing. As IaC scripts are
used for deploying microservices, mentioned the usage of flow testing where a
tester can test the flow of steps that a microservice should go through. According
to ®@10), “We use Testim [130], which is a zero code or almost zero code platform
that allows a practitioner with little software testing experience to set and test the
flows.”

3https://docs.aws.amazon.com /whitepapers,/latest /introduction-devops-aws /aws-
codedeploy.html
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Figure 4.6: Frequency of quality assurance activities mentioned by our participants.

Usage of Version Control The technique of version control is implemented us-
ing tools such as GitHub and GitLab. All of our participants reported about version
control tools being used for storing IaC scripts, and except for one, all the other par-
ticipants reported the utilization of a private version control repository. As for the
reason for keeping IaC-related repositories private, the majority of the participants
attributed to organizational policy. specifically talked about a particular secu-
rity issue: “The access keys reside in the repository, so definitely it cannot be made
public.” Some teams take additional steps in keeping their IaC repositories private.
stated, “ We do not even keep it [the private repository] on a public network.”
According to (P17), “ This [IaC repository/ is something that outside of the infrastruc-
ture team, no one will get access to; not even other teams within the organization,
such as the application developer team.” We discuss the security implications of
these findings in Section 5.

4.2.3 Usage of Al Assistants for IaC

The advent of artificial intelligence (AI) assistants that generate code has created
a profound impact in software engineering [60]. These tools are typically trained
on a large corpus of source code and can generate code automatically based on the
given prompts about a certain computational task [110]. From the responses of our
participants, we found that 12 out of 19 of them use Al assistants, such as Chat-
GPT, GitHub Copilot, and Google Gemini. The remaining seven participants cited
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several reasons for not using Al assistants, including organizational policies ((P09),
Al assistants’ inadequacy to solve IaC-related automation tasks ((P03)), and poor
quality of the generated IaC code ((P02). Additionally, offered a nuanced per-
spective in this regard, “ The code generated by Al assistants for traditional software
engineering is safer as there are many testing mechanisms. In comparison, I'm not
much aware of the testing mechanisms that would allow me to test Al-generated code

for IaC.”

The lack of confidence in Al assistants was also echoed by 11), who had used an Al
assistant for IaC in the past. According to P11), Al assistants are “not good enough
in regard to generating a full production grade solution by retaining the full context
of the project of interest.” Instead, finds Al assistants to be better suited
for documentation-related support. We obtained similar responses from and
®17. highlighted the usefulness of Al assistants in syntax-related assistance,
“The main reason of using Copilot is that you have to write a lot of boilerplate code
in IaC. When writing these code, one could make a spelling or a syntaxr mistake,
which Copilot fixes”. described an additional issue when using Al assistants
for generating Terraform code. According to their observation, generated code from
AT assistants can include sensitive information such as access keys that can be used
to login to an AWS cluster. Al assistants (ChatGPT, for example) are trained
on large corpora of publicly-available source code on code sharing platforms like
GitHub and StackOverflow [9]. These codes often include sensitive information,
such as hard-coded passwords and access keys, which, in turn, is used for training
the AI assistants [84]. As a result, when code is generated by the Al assistants,
they can also include sensitive information [84]. According to (P15), these sensitive
information have to be removed prior to execution. In summary, despite being
used by the majority of the participants, there are certain limitations of using Al
assistants for generating IaC code snippets with regards to functionality and safety.

4.3 State Reconcillation

As clarified in Section 2.1, state reconciliation is a concept unique to IaC. From our
interview analysis, we identify three issues related to state reconciliation, which we
describe as follows:

4.3.1 Configuration Drift in State Reconciliation

Out of 19 participants, 11 found configuration drift to be a challenge for ensuring
correct state reconciliation. Similar to software code, IaC scripts can be modified
by multiple practitioners within a certain period of time [97], which can lead to con-
figuration drift. Manually changing the configurations of the desired infrastructure
without making changes to the script can also cause configuration drift [139]. As a
workaround for configuration drift, we found the participants undertaking multiple
initiatives. 02), ©07), @10), P11, and talked about monitoring alerts to find
if the infrastructure state is inconsistent with the configurations specified in the IaC
scripts. provided a detailed example of the alert mechanism, “The scenario
that I was trying to refer to is the case when the code hosted in a GitHub reposi-
tory has configurations that are not in our cloud infrastructure. In situations like
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this, we use an alert mechanism, through which we periodically know — in every one
or two hours — if the state declared in our GitHub repository aligns to that of our
cloud infrastructure. If it does not align, then someone manually logs into the cloud
infrastructure to fiz the misalignment.”

Along with alert mechanisms, participants also mentioned manual approaches (P09
, P12, P14, P19), custom scripts ((P03)), and code inspection ((P03) to detect
configuration drift. mentioned manual intervention of their project leader for
state reconciliation, “ What happens in our case is that without manual approval
from the project lead, no code revision is deployed. As a result, the chances of errors
are minimal.” In contrast, is not fully confident regarding the effectiveness
of manual intervention, “In the case that there are some changes that seem to take
place in the local system or showing in the local system, but not reflected in the state,
manual intervention could be required, but I am not 100% sure about it.”

When discussing code inspection, mentioned a collaborative approach in de-
tecting configuration drifts, “If there is [configuration] drift, we try to resolve it.
In our team, we have many folks, so we can discuss by looking at the code in the
script. This is possible as everyone is aware about the full infrastructure.” Partici-
pants also spoke about the utilities that are available as a part of the IaC tools for
detecting configuration drifts. and (P11 respectively, mentioned ‘Terraform im-
port” and ‘Terraform plan’, to detect configuration drifts for their Terraform-based
infrastructure.

4.3.2 “In Tools We Trust!” — Trusting IaC Tools for State
Reconciliation

State reconciliation is integral to IaC and this process is automatically managed
by the IaC tools such as Ansible, Chef, and Terraform. ®01), ©02), ®16), and
explicitly mentioned that they rely on the [aC tools to perform state reconciliation.
For example, explained, “In the case of CloudFormation, states are internally
managed by the tool itself. Because of this, we do not have to worry at all about it
[state reconciliation/.” Similarly, described how state transitions are handled
by the TaC tools, “Terraform, Pulumi ... these IaC tools act as state machines.
They [the tools| have a state file that is used to manage the state. This means that
the state, i.e., the configuration of the state, is stored somewhere locally.” These
responses suggest that some of our participants inherently trust the IaC tools to
deal with state reconciliation.

4.3.3 Usage of Development Activities for State Reconcilia-
tion

We also found some of the participants highlighting development activities related
to state reconciliation that are independent of the IaC tools. For example,
emphasized the importance of monitoring for state reconciliation, “ Without constant
monitoring, you cannot do state reconciliation and understand which state is going
where.”  Furthermore, 06, @10, @11, P14), and explicitly described the
practice of storing state files and state logs securely in cloud-based storage. As
explained, “ We store the state file using a secure S3 bucket right now so that no one
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can destroy it. This state file is pivotal for infrastructure identification, right? That
is why I am using a secure multi-factor authentication (MFA )-enabled S3 bucket,
which mo one can access except for the authorized individuals.” Our findings thus
reveal the additional measures undertaken by some of the professionals that are
related to state reconciliation.

Table 4.2: Example of Open Coding Process of Study-1

Quote Initial Code Code

" I prefer Ansible when I need to Automation
set up the same configuration on
15/20 servers at the same time. In-
stead of manually working on those
20 servers repeatedly, I just prepare
the Ansible script, prepare the play-
book, run the playbook, and that’s
it. Your infrastructure will automat-
ically be ready on those servers, and
the provisioning you want will be
available."

" It reduces repeatability. I need Automation Monetary factors
to do the same thing repeatedly:
add a feature, deploy it to test, de-
ploy it to train, deploy it to produc-
tion, test it again—doing the same
thing repeatedly for any feature ad-
dition. It reduces this repetition
and also decreases the need for hu-
man resources. Human errors are
almost zero because everything is
automated. In this sense, IaC has
helped us a lot. It has removed a
lot of the tension that would other-
wise stay in our minds during oper-
ations."

" You could say that IaC helps us | Rapid Deployment
with faster deployment. Through
TaC, we're able to speed up the de-
ployment process."

" I think using IaC speeds up in- | Rapid Deployment
frastructure provisioning, making it
seamless. This could be a benefit, as
server runtime may be reduced."
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Quote

Initial Code

Code

" In terms of security, [aC is a very
good thing. The security rules we
want to impose can be easily config-
ured in IaC. Something that would
have been a hassle to do manually
can be easily introduced through
[aC from a security improvement
perspective. So, from a security im-
provement standpoint, [aC is a very
nice thing to have."

Security

" The scenario that I was trying to
refer to is the case when the code
hosted in a GitHub repository has
configurations that are not in our
cloud infrastructure. In situations
like this, we use an alert mechanism,
through which we periodically know
— in every one or two hours — if the
state declared in our GitHub repos-
itory aligns to that of our cloud in-
frastructure. If it does not align,
then someone manually logs into the
cloud infrastructure to fix the mis-
alignment."

Configuration Drift

" If there is [configuration| drift, we
try to resolve it. In our team, we
have many folks, so we can discuss
by looking at the code in the script.
This is possible as everyone is aware
about the full infrastructure."

Configuration Drift

" What happens in our case is that
without manual approval from the
project lead, no code revision is de-
ployed. As a result, the chances of
errors are minimal."

Configuration Drift

" In the case that there are some
changes that seem to take place in
the local system or showing in the
local system, but not reflected in the
state, manual intervention could be
required, but I am not 100% sure
about it."

Configuration Drift

State Reconciliation
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4.4 Findings in Second Study
4.4.1 Use of AI Tools

Participants had mixed experiences with Al tools for Kubernetes management. men-
tioned, “Yes, in most cases, we test some Al tools for debugging Kubernetes in-house.
These tools are mostly open-source, and they haven’t been fully integrated yet, but they help
with Kubernetes internal debugging.” elaborated, “ Quvermind is trying to solve this
problem by estimating the blast radius of a change because it knows so much about your
infrastructure,” suggesting optimism for future Al applications. In contrast, stated,
“No, we don’t use any Al tools for Kubernetes management.” and similarly, noted,
“We don’t use Al tools for management either.”

4.4.2 Specific Kubernetes Platforms

Different cloud platforms were utilized by the participants for Kubernetes. high-
lighted, “So, currently, we mainly use cloud-specific Kubernetes, one being AWS’s EKS
and the other being Google’s GKE,” whereas explained, “ We use data centers located
i Bangladesh. Initially, we used MetroNet, and now we use Coloasia. Coloasia is located
in Gulshan 1, and MetroNet is in Mirpur, I believe. Our entire Kubernetes infrastructure
18 built up at Coloasia.” added, “ Whether it’s AWS or Azure, it really depends on the

client and what they want in production.”

4.4.3 Kubernetes Components

There was a focus on the diverse components of Kubernetes. mentioned, “ We use
everything that Kubernetes offers; I can’t think of anything we don’t use.” On the other
hand, specified, “The components we work with the most are deployments, Replica
Sets, Daemon Sets, Ingress Controllers, Services, and Persistent Volumes.”

4.4.4 Environmental Impact

Participants expressed mixed views on the environmental impact of Kubernetes. high-
lighted that every computational resource has an environmental cost, noting that, “In Or-
acle Cloud, there is an environmental index for each deployment, showing the amount of
carbon dioxide generated due to that specific deployment.” In contrast, believed the
environmental cost remains constant across different platforms, stating, “ Yes, there is an
environmental cost since we are running servers. The impact is always there, and it would
exist on any platform, not just with Docker or virtual machines. The environmental cost
is the same, there’s no significant difference.” was more optimistic, suggesting that
Kubernetes could have a positive environmental impact due to its ability to optimize re-
source utilization, emphasizing that “if we implement it efficiently in a Kubernetes cluster,
it can definitely have a positive impact on the environment.” agreed that Kuber-
netes could reduce the environmental footprint, particularly by adjusting resource usage
during off-peak hours, as they explained, “ Yes, there is definitely an environmental im-
pact. For example, at night, most websites don’t have much traffic, so the scale of the pods
reduces, right? This means less resource utilization, and power consumption goes down.
Ultimately, this results in reduced current utilization and lower carbon emissions.” Finally,
believed that Kubernetes minimizes manual intervention, leading to smoother and
more efficient operations, which in turn benefits the environment: “It makes everything
run smoothly and efficiently.”
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4.4.5 Future Kubernetes Releases

Suggestions for future Kubernetes releases included improvements in cluster migration and
storage management. emphasized, “ Kubernetes needs to do more work in the supply
chain, and I believe CNCF is working on that. Apart from that, there is a lot more work to
be done with Kubernetes’ internal cluster storage, especially regarding persistent volumes.
From my experience and the nature of my work, these are a few things I believe Kubernetes
should focus on, and they are already working on them. Hopefully, they will extend the
supply chain assessment during the deployment in Kubernetes clusters and ensure that
the storage comnected to the cluster becomes more optimized and resilient. Additionally,
if there is a provision for auto-scaling the storage, it would be great.” suggested,
“There could definitely be a way to make the cluster migration process more seamless... The
work will always be complicated, but one change that could help would be to revise the
versioning scheme for Kubernetes. Instead of having releases every sixz months, maybe
Kubernetes could introduce a long-term support (LTS) release along with an edge release.
The edge release could bring bleeding-edge features every sixz months, while the LTS version
could be supported for two or three years. Having a stable release with long-term support
would help make migrations easier.” added, “It’s like the documentation for corner
cases isn’t very good. As I mentioned earlier, when corner cases arise, we don’t have good
documentation to follow. Maybe in a few more years, the solutions will be more widely
available, but right now, we have to figure it out ourselves when these cases arise.”

4.4.6 Kubernetes Culture in Bangladesh

The Kubernetes culture in Bangladesh is evolving, with more organizations adopting it.
pointed out, “ Many organizations...deploy monolithic applications within the Kuber-
netes environment, which ultimately wastes Kubernetes resources.” highlighted the
emerging DevOps culture, mentioning, “I can mention a company like AppsCode. They are
doing some great work related to Kubernetes.” also noted the increasing interest in
Kubernetes, stating, “Since Kubernetes is booming worldwide, especially for deployment, I
think everyone in the country should pay attention to it, especially containerization, as it
1s the future of deployment.”

4.4.7 Compliance

Participants shared a range of perspectives on compliance and regulatory requirements
related to Kubernetes. discussed specific benchmarks for Kubernetes environments,
highlighting the use of the CIS Benchmarks for Oracle Kubernetes Engine and compliance
standards for financial and health-related applications. He stated, “There are specific
benchmarks for Kubernetes itself (like the CIS benchmark) and also for the applications
we deploy.” emphasized the importance of disaster recovery and SOC 2 audits,
noting that while Kubernetes itself does not have specific compliance requirements, the
infrastructure as a whole must meet certain standards. They mentioned, “We undergo
a SOC 2 audit, which is focused on the cluster’s disaster recovery (DR) strategy.”
mentioned that compliance regulations vary by client, explaining that for clients in regions
like Bangladesh, they often recommend using managed services like AWS or Azure to
handle compliance, while also ensuring that local clusters comply with standards like PCI
DSS. They noted, “ We have to ensure compliance with standards like PCI DSS...we have to
ensure the network is structured and pods are properly managed.” Finally, emphasized
the strict regulations faced by industries like banking, where data storage must adhere to
geographic restrictions, stating, “We cannot store data on Singapore’s AWS servers but
must use local infrastructure.” These findings suggest that while Kubernetes itself does
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not have universal compliance rules, its use must align with broader regulatory frameworks
depending on the industry and client needs.

4.4.8 Managing Configurations

Participants employed tools like Terraform, YAML, and Helm for managing Kubernetes
configurations. described, “ We mostly use YAML for our deployments. For defining
the Kubernetes cluster, we use Terraform. For deploying applications within the Kubernetes
cluster, we use YAML, CRD, and Helm.” highlighted, “ We manage configurations
through Ansible and Terraform...pod-specific or deployment-specific configurations are kept
in Helm’s values files.” mentioned, “ We manage configurations at a very basic level,
and we don’t use any external services. FExternal services like S3 and Prometheus can
help us with managing configurations, but since we require manual intervention, we do it
ourselves.”

4.4.9 Other Container Orchestration Tools

Several participants mentioned their experiences with other container orchestration tools
alongside Kubernetes. noted, “Yes, we have worked with all the major container
orchestration tools, such as Docker,” emphasizing their broad experience in this area.
added insights about exploring Docker Swarm and OpenShift, stating, “ OpenShift seems
like a good alternative to Kubernetes,” reflecting ongoing interest in alternative solutions.

4.4.10 Challenges Faced Using Kubernetes

Challenges included understanding the architecture, managing persistent volumes, and the
steep learning curve. shared, “ The main challenge we faced was not having a com-
prehensive understanding of each Kubernetes component’s architecture.” emphasized,
“Understanding and learning the configuration-level details of Kubernetes is quite difficult.”
noted, “In our local development environment, things happen quite often. Since we
use local servers, sometimes a hard disk fails or gets damaged, and then we have to get
back to work.”
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Table 4.3:

Example of Open Coding Process of Study-2

Code

Quote

ParticipantID

Using Al tool

"Yes, in most cases, we test some Al tools
for debugging Kubernetes in-house. These
tools are mostly open-source, and they
haven’t been fully integrated yet, but they
help with Kubernetes internal debugging."

P1

"So far, no. Not specifically for Kuber-
netes, but in the SRE or DevOps domain,
I’ve been following Al applications in gen-
eral. Personally, I consider AIOps to be a
novel concept. We’re still in the pipeline
stage, and haven’t fully explored it yet."

P2

"No, we don’t use any Al tools for Kuber-
netes management."

P3

"We don’t use Al tools for management
either."

P4

"No, we haven’t used any Al tools for that
purpose yet, but yes, there is a plan for it."

P5

Kubernetes platform

"Yes, in Oracle, we use something called
OKE (Oracle Kubernetes Engine), which
is used on Oracle Cloud infrastructure."

P1

"So, currently, we mainly use cloud-
specific Kubernetes, one being AWS’s
EKS and the other being Google’s GKE."

P2

"Normally, we use AWS, specifically EKS,
but we’ve also used Azure or Google. We
generally prefer EKS on AWS; it’s our pre-
ferred option."

P3

"Well, whether it’s AWS or Azure, it really
depends on the client and what they want
in production."

P4

39




Code

Quote

ParticipantID

"Yes, the first thing to mention is that,
since we are a fintech company, we don’t
use platforms like Amazon, Google Cloud,
or Azure. The reason is that, with ser-
vices like Amazon, if we store our data in
their data centers, we are trusting them to
guarantee our privacy and manageability.
However, if there is ever a breach, there’s
no turning back. So, we use data centers
located in Bangladesh. Our entire Kuber-
netes infrastructure is built up at Coloa-
sia. Fintech companies generally prefer
this approach, keeping data nearby rather
than outsourcing it to far-off locations."

P5
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Chapter 5

Discussion

In this section, we summarize the key insights of our study, highlight the novel findings
that have not been reported in the prior literature, and discuss the implications of our
findings. We also describe the limitations of our work.

In regard to novelty, our findings advance the current body of knowledge on IaC by re-
porting 13 topics that have not been reported in the existing literature. As summarized in
Table 5.1, topics such as adoption, usage and transition of tools, learning, and perceptions
on sustainability remained largely unexplored in the existing literature, and our study of-
fers new perspectives on these areas. In addition, important topics such as compliance in
[aC development are notably missing from the current scholarly work, highlighting impor-
tant gaps that our research seeks to address. We reported about several other areas that
have not been studied before, including logging and code review in IaC development, the
use of Al assistants for [aC, configuration drift, and state reconciliation. Shedding light
on these understudied topics, our study contributes new perspectives and address gaps in
the existing literature on IaC.

Among the topics that have been previously explored, our findings are consistent with the
prior studies. For example, prior research has revealed that the professionals utilize IaC
for package management and user account management [94]. Similarly, prior studies have
advocated for pro-active detection of bugs in IaC scripts [99, 107, 100, 112, 103, 24|, and
we found similar activities conducted by our participants. In prior work, researchers have
also documented the usage of version control by the software development professionals
for managing IaC scripts [54]. Our study further augments this finding by reporting that
professionals who use IaC almost exclusively use private version control repositories.
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Table 5.1: The topics reported in our study. The highlighted cells in green represent
the topics that have not been addressed in prior research.

Category  Topics Existing IaC Literature
Expense, revenue, and local conditions Not Reported
Usage and Transition of Tools Not Reported
Economics ' Economics of adoption Not Reported
Economics of learning Not Reported
[aC and Sustainability Not Reported
Infrastructure Management Reported ( [93, 95])
Package management Reported ( [94])
User account management Reported ( [94])
Compliance in [aC Not Reported
Techniques Logging in [aC Not Reported
Code review for QA in IaC Not Reported
Debugging for QA in IaC Not Reported
Testing for QA in IaC Reported ( [68, 45, 119])
Version control in IaC Reported ( [54])
Usage of Al assistants for TaC Not Reported
State Configuration drift Not Reported
Reconciliatiq Usage of development activities for state rec- Not Reported
onciliation
Trust in IaC tools for state reconciliation Not Reported
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5.1 Key Insights in Kubernetes Practice

1.

Insights on AI Tools in Kubernetes:

The varied use of Al tools suggests differing levels of adoption and integration within
organizations. While some participants see potential benefits in Al tools for debugging
and efficiency, others remain skeptical or have yet to implement such technologies.

Ezxperience and FExpertise:

The diverse range of experience among participants highlights the different stages of
Kubernetes adoption within organizations. More experienced users have a deeper un-
derstanding and longer history with Kubernetes, whereas newer users may still be in
the learning phase.

Platform Preferences and Considerations:

The preference for specific cloud platforms underscores the importance of evaluating
the pros and cons of each platform based on organizational needs. The emphasis on
privacy by the participants who use local data centers, contrasts with the broader use
of AWS and GCP by other participants.

Evolving Job Roles and Responsibilities:

The varied job roles and responsibilities suggest that Kubernetes management is a multi-
faceted discipline requiring diverse skill sets. Organizations may benefit from fostering
cross-functional teams that combine expertise in DevOps, software engineering, and
system administration to manage Kubernetes effectively.

Comprehensive Understanding and Documentation:

The challenges related to understanding Kubernetes architecture and managing configu-
rations suggest that comprehensive documentation and hands-on experience are crucial.
Participants noted the importance of resources such as Kubernetes playgrounds and de-
tailed documentation to facilitate learning and troubleshooting.

Environmental Impact and Sustainability:

The mixed views on the environmental impact of Kubernetes indicate a need for further
research and optimization in this area. While some participants see potential benefits
in reducing resource waste and improving efficiency, others remain uncertain.

Future Developments and Community Support:

Participants’ suggestions for future Kubernetes releases highlight areas for improvement,
such as storage management, cluster migration, and long-term support. The growing
Kubernetes community in Bangladesh provides a promising foundation for addressing
these challenges through collaborative efforts and shared knowledge.

In conclusion, this qualitative analysis provides valuable insights into the current state and
future potential of Kubernetes adoption, challenges, and best practices. By addressing
the identified issues and leveraging community support, organizations can enhance their
Kubernetes implementations and drive further innovation in this space.

5.2 Limitations

We discuss the limitations of our paper by following the guidelines related to interview
studies [111]:
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o Construct Validity: A potential threat to construct validity is the reliance on par-
ticipants’ self-reported data, which may not fully capture the IaC usage context. To
mitigate this, our semi-structured interviews were carefully designed with clear, specific
questions that aligned with our research objectives. However, the translation process
from Bengali to English might have introduced subtle biases or nuances that could affect
the interpretation of responses. Our usage of interview studies is an example of using
the respondent strategy according to design science, which increases the likelihood of
generalizability but decreases the likelihood of realism [123]. We mitigate this limitation
by selecting the practitioners from industry who are using IaC.

e Conclusion Validity: The qualitative nature of the study, relying on thematic analysis
and coding, introduces subjectivity into the interpretation of data. While we follow es-
tablished guidelines for qualitative analysis, such as using multiple rounds of discussion
to identify themes related to tooling and state management, the possibility of researcher
bias influencing the conclusions remains. This was mitigated by involving multiple re-
searchers in the coding process.

o Internal Validity: In our study, the use of snowball sampling presents a potential
threat to internal validity, as it may have led to a sample biased toward certain profes-
sional networks or shared experiences, particularly in tooling preferences or economic
strategies. This bias could influence the findings, especially if participants recommended
colleagues with similar views. Additionally, the varying levels of experience among par-
ticipants may have affected their responses, leading to inconsistencies in how they man-
age state reconciliation or select tools, which impacts the internal consistency of our
data. Another critical aspect requiring attention is the validity associated with translat-
ing responses from Bengali to English. Since our interviews were conducted in Bengali,
translating them into English for analysis introduces challenges that could affect the
accuracy and reliability of the data. Cultural nuances and contextual meanings in Ben-
gali may not have direct equivalents in English, leading to misinterpretations or loss
of meaning. The subjective nature of translation also introduces variability in how re-
sponses are understood, potentially affecting the reliability of our findings, especially
regarding technical terms or local practices. To address these limitations, we recruited
a diverse range of participants in terms of job roles and experience levels, though this
threat cannot be entirely eliminated. Future research should consider employing multi-
lingual methodologies or involving native speakers in both data collection and analysis
phases to further mitigate these concerns. By acknowledging these translation validity
issues within our internal validity discussion, we aim to provide a comprehensive under-
standing of the limitations inherent in our study while highlighting our efforts to address
them effectively.

o External Validity: The sample size of 19 participants in the first study and 5 partici-
pants in the pilot interview of the second study limits the generalizability of our findings.
Given that our study focused solely on practitioners from Bangladesh, the findings may
not be directly applicable to other countries or regions with different cultural, economic,
or technological environments. Additionally, the context of IaC in Bangladesh and the
overall industry experience of practitioners may influence the reporting of tooling choices
and activities related to state reconciliation.
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5.3 Learning from the Peers: Documenting the Us-
age of Techniques

As can be seen throughout Section 4, the reported techniques and practices have different
degrees of adoption among our participants. For example, Figure 4.5 demonstrates that
while version control is adopted by all the participants, few mentioned logging as a tech-
nique used for IaC development. Our analysis also suggests that most of these techniques
are applied on an ad hoc basis and there exists no consistent set of practices adopted across
different software firms and organizations that work with the IaC tools and technology.

Based on our findings, we recommend documenting and promoting an established set
of software engineering practices for professionals who use IaC. Since prior HCI/CSCW
literature has shown software developers to effectively trust and learn from their peers |73,
52, 143|, and our data reveals that these professionals who use IaC are actively engaged in
IaC-related community forums, we suggest that a community-driven effort may pave the
way for effectively learning from the peers. Additionally, researchers in collaboration with
practitioners can systematically collect data from organizations globally through large-scale
surveys in order to document and quantify the usage of activities for IaC. The obtained
survey data would be helpful for:

e The organizations that are new to [aC and would like to understand the standard tech-
niques for this technology; and

e The organizations that already use IaC and would be interested in comparing their
techniques to those of their peers.

In software engineering, quantification of software development techniques are well-established
and have aided practitioners. For example, researchers have quantified the usage of tech-
niques in industry for agile methodologies [104, 71, 134| and software testing [30, 113, 46].
Furthermore, practitioner-led efforts such as the ‘Building Security In Maturity Model
(BSIMM)’ have also aided the professionals in understanding the usage of techniques for
software security [65]. Our conjecture is that similar initiatives for IaC will aid the profes-
sionals in the same manner.

In fact, our qualitative data shows that compliance-driven efforts constitute a major portion
of the activities conducted by these professionals. Since compliance is a recurring theme
across many maturity models|[11], we hypothesize that a maturity model could eventually
be developed for the burgeoning IaC industry in the future. However, we refrain from
making any such attempts as our current sample size is low due to the nature of this study,
in which we rely on in-depth one-one-on interviews as opposed to large scale surveys. We
hope that future research projects will build on our work to propose a maturity model for
IaC as well as solve other related issues to grow the science of IaC.

5.4 The Curious Case of Sensitive Information

Our findings reveal that the practice of storing sensitive information such as access keys
(secrets that are used to log into cloud-based infrastructure) prevails among the IaC pro-
fessionals. This finding is consistent with prior research works that also found practitioners
to hard-code sensitive information such as passwords in IaC scripts [105, 99, 100]. Storing
sensitive information is considered as a bad software engineering practice even if the repos-
itories are private and not connected to the external networks [105, 99|. In the software
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engineering community, sensitive information is commonly referred to as secrets, which can
“lead to the exposure of resources or functionality to unintended actors, possibly providing
attackers with sensitive information or even evecute arbitrary code.” [67]. Based on these
findings, we recommend practitioners use secret management tools that allow practitioners
to store and retrieve secrets programmatically with libraries. There exist both language-
specific (Hiera for Puppet [90], for example) and language-agnostic (Hashicorp Vault [38],
for example) secret management tools that could be used in this regard.

5.5 The Nuances of Al Assistants for IaC

Recent research has revealed Al assistants to be beneficial for a wide range of software
engineering tasks, including bug finding [39], bug fixing [42] and code generation [28].
Yet, our findings demonstrate participants’ lack of confidence in using Al assistants for
IaC. While 12 out of 19 participants mentioned the use of Al assistants, we found them
to be mostly skeptic about the current capabilities of the AI assistants with respect to
code generation for IaC. Prior HCI worked has provided a variety of suggestions and
recommendations that can be used in this regard to improve these Al assistants. First,
practitioners working with infrastructure administration expect situational awareness from
their tools in order to troubleshoot infrastructure-related failures [35]. To become more
useful, the Al assistants need to learn from the development context as these professionals
interact with these tools to generate solutions for infrastructure-related tasks. Second,
similar to a recent study [80], we found our participants to be skeptic about the quality of
the Al-generated code. To gain more trust from the professionals, in addition to generating
solutions, these tools could also offer additional features that include but are not limited
to, reporting test cases that pass for the generated code, seeking feedback from the user,
and providing multiple solutions for a given task. Third, in the case of interaction agents
such as AT assistants, the time required to generate a solution plays a pivotal role 33, 41,
44|. Prior research has reported that when solving infrastructure-related tasks, the fastest
professionals can find and access their most helpful source of information is less than
two minutes [27]. While this may vary depending on the task, this finding demonstrates
the importance of generating solutions in a timely manner. We acknowledge that the
development context will be different from one practitioner to another, and thus support
epistemological pluralism [133] that advocates for technologies tailored for individual needs.

5.6 Implications Related to Green Cloud

As can be seen in Section 4.1.4, our participants are not much concerned about sustainabil-
ity and green cloud. Unlike reliability aspects, such as defects [103, 24| and security vul-
nerabilities [99, 107], there is a lack of guidelines on how the software professionals should
develop [aC scripts so that unwanted energy consumption is reduced. One approach to
mitigate this gap is to review the existing resources related to energy consumption of cloud
computing, such as the ‘Sustainability Pillar - AWS Well-Architected Framework’ [12], and
then quantitatively evaluate if these guidelines are applicable for the IaC scripts.

According to Manotas et al. [64], software professionals who use general purpose program-
ming languages consider the design aspects of a software to determine how energy-greedy
that particular software is. As such, we advocate for identification of design aspects such as
energy anti-patterns for IaC. These energy anti-patterns could be coding patterns within
the TaC script that practitioners inadvertently use or architectural patterns on how mul-
tiple cloud-based infrastructure is provisioned with IaC. Manotas et al. [64] also reported
that professionals prefer static analysis and profiling tools that can aid in identifying which
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portions of the code consume unwanted energy. We recommend designing, developing, and
evaluating such tools that are focused on energy consumption for IaC. Furthermore, anec-
dotally — from blog posts — we observe practitioners to describe how certain coding patterns
such as an inefficient 1oop in Ansible could incur an additional execution time by a factor
of 87 [8]. Researchers can synthesize these practitioner-reported experiences and validate
their synthesis with empirical data.

5.7 With Trust Comes Responsibility—The Impor-
tance of Reliable State Reconciliation

As reported in Section 4.3.2, we observed that some of our participants trust the IaC tools
to perform state reconciliation adequately. However, if the state reconciliation approach
is not reliable, it can lead to serious consequences, including exposure of sensitive infor-
mation [31]. Empirical research has showed that defects related to state reconciliation
are frequent, e.g., 5,110 defects have been observed for Ansible that are related to state
reconciliation [39]. Our findings, therefore, call for a more rigorous assessment of the IaC
tools to test their efficacy in conducting reliable state reconciliation.
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Chapter 6

Conclusion and Future Work

Despite the popularity of IaC among different organizations for managing their computing
infrastructure, the existing research on IaC has mainly focused on quality and maintain-
ability issues, and there is a lack of understanding of the human aspects in regard to this
burgeoning technology. We addressed this gap in the HCI literature by interviewing 24
practitioners who use IaC in a professional setting. Our findings advance the science of 1aC
as we identify multiple attributes of IaC usage and adoption that are related to economics,
tool usage and transition, compliance, trust, and state reconciliation, that have not been
reported in the existing literature. We offer a set of guidelines to the HCI researchers for
developing better tools for professionals who use IaC. We also connect our findings to the
broader issues in HCI that are related to collaboration, sustainability, artificial intelligence,
and security, among others. Taken together, our work makes a significant contribution to
the IaC literature by providing an in-depth understanding of the techniques, perceptions,
and challenges of the professionals in this area.

Building on the findings of this study, future work could explore the deeper integration
of Kubernetes with Infrastructure as Code (IaC) practices, particularly focusing on the
human aspects of Kubernetes adoption and its impact on workflow automation, scalabil-
ity, and security. Additionally, further research could involve a broader, more diverse set
of participants from different geographical and industrial contexts to increase the gener-
alizability of the findings. Future studies could also expand on the exploration of tooling
choices, automation frameworks, and best practices in Kubernetes environments, especially
as [aC continues to evolve. Finally, a comparative study between Kubernetes-centric IaC
practices and other orchestration tools could provide valuable insights into the comparative
effectiveness and challenges of various solutions within the DevOps ecosystem.
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[aC Related Interview Questionnaire

10.

11.

12.

13.

14.

15.

. What is your position in your company?
. Have you used infrastructure as code (IaC) for your profession?

. Do you also develop other types of source code?

How was [aC used for the organizations that you have worked for? Can you elabo-
rate?

. What tools do you typically use for 1aC?

. What things do you like and dislike about IaC and IaC-related tools? Can you please

elaborate?

What development activities do you use for laC-related management and bug find-
ing?

. Do you have any public /private repositories where you store and maintain IaC

scripts? [Can you please share the URL to your public repository(ies)?

. What AI and non-AlI tools do you use in developing 1aC scripts?

Is your technology stack related with the [aC tool that you use? What are the typical
technology stacks that you use with [aC?

Do you deal with compliance/standards/regulations when developing IaC scripts?

What cloud vendors do you typically use in the context of IaC-based infrastructure
management?

How hard or easy is it to find and on board professionals with decent [aC skills?

What are your perspectives on environmental aspects of IaC-based infrastructure
provisioning?

Anything else you want to add regarding IaC in the context of Bangladesh and
Bangladesh-like developing countries?
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Kubernetes Related Interview
(Questionnaire

10.

11.

12.

13.

14.
15.

16.

17.

18.

. What is your position in your company?

. Have you used Kubernetes in your professional work? Which components of Kuber-

netes, e.g., operators and add-ons, do you work with? What are the use cases of
Kubernetes in your organization?

. How long have you been using Kubernetes?

What specific Kubernetes platform, e.g., Amazon EKS, Azure AKE, and GKE does
your organization use?

. How has Kubernetes been implemented in the organizations you have worked for?

Can you elaborate?

. What types of applications do you typically deploy using Kubernetes?

Are there any specific tools or extensions you use with Kubernetes?

. Do you also work with other container orchestration tools or technologies?

. Do you use any Al tools to enhance your Kubernetes management or operations?

What do you like and dislike about Kubernetes? Can you please elaborate?

What challenges have you faced while using Kubernetes, and how do you solve these
challenges? Are these challenges unique to the use cases for your organization?

Do you deal with compliance or regulations when managing Kubernetes clusters?

Have you experienced any incidents in your organization related to Kubernetes? Can
you please elaborate?

How do you manage configurations for your Kubernetes deployments?
How hard or easy is it to find onboard professionals with decent Kubernetes skills?

What are your perspectives on the environmental impacts of Kubernetes-based in-
frastructure provisioning?

What features would you like to see improved in future Kubernetes releases?

Is there anything else you would like to add regarding Kubernetes practices in the
context of Bangladesh and other developing countries?
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