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Abstract

With the advancement of 5G and the anticipation of 6G networks, dynamic and effi-
cient network slicing has become crucial for meeting diverse Quality of Service (QoS)
requirements across [oT applications. This study proposes a multi-stage framework
that combines traditional machine learning, federated learning (FL), and knowl-
edge distillation to classify network slices—eMBB, URLLC, and mMTC—using
real-world traffic features. The approach begins with a federated learning model
trained across decentralized, non-IID client datasets using average, max, and min
aggregation strategies to ensure privacy and robustness. To enhance performance
and reduce model complexity, an XGBoost teacher model generates soft labels and
structural features which are transferred to a student neural network via knowledge
distillation and feature fusion. This fusion model achieves a classification accuracy
of 98%, outperforming conventional classifiers and the FL models in isolation. The
methodology offers a scalable, privacy-preserving solution for real-time slice clas-
sification in next-generation mobile networks, making it particularly suitable for
latency-sensitive and resource-constrained edge environments.

Keywords: 5G/6G, Network Slicing, Internet of Things, Federated Learning, Knowl-

edge Distillation, Feature Fusion, Privacy Preservation, Neural Networks, XGBoost,
Real-Time Classification
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Nomenclature

The next list describes several symbols & abbreviation that will be later used within
the body of the document

5G  Fifth Generation Wireless Network

6G  Sixth Generation Wireless Network

DL  Deep Learning

eMBB Enhanced Mobile Broadband

FL  Federated Learning

ML  Machine Learning

mMTC Massive Machine-Type Communications
QoS  Quality of Service

URLLC Ultra-Reliable Low-Latency Communications



Chapter 1

Introduction

The evolution of telecommunication technologies from 5G to the anticipated 6G
era presents a transformative shift in how mobile networks operate, with network
slicing emerging as one of the most critical technologies enabling this revolution.
Network slicing allows for the creation of multiple virtual networks, each optimized
for specific applications, while sharing the same physical infrastructure. As the
demand for increasingly specialized and flexible networks rises, network slicing be-
comes indispensable for managing the complex requirements of diverse services,
ranging from high-speed broadband to ultra-reliable low-latency communications
for critical applications like autonomous vehicles and telemedicine. However, the
complexity of managing and efficiently allocating resources across these slices poses
significant challenges. Traditional resource management techniques often fail to han-
dle the dynamic and diverse needs of next-generation mobile networks, necessitating
the adoption of advanced methods that can provide real-time, intelligent decision-
making. This requirement for more intelligent resource allocations, especially as the
demand for data-heavy services increases, is motivating the study of machine learn-
ing (ML) and deep learning (DL) based models to enhance the network performance
and to classify network slices. By using cutting-edge techniques, for example, feder-
ated learning (FL) for decentralised training and knowledge distillation for efficient
model performance, this work endeavours to fill the void of the existing network
slicing management scheme. In this work, we highlight the improvement in the
prediction accuracy of network slice types (eMBB, URLLC, and mMTC) through
the use of a hybrid ML and DL approach along with XAI methodologies to gain in-
sight and visibility into the model predictions. These advancements are expected to
significantly improve the scalability, privacy-preservation, and efficiency of network
slicing in both current 5G systems and the forthcoming 6G networks, pushing the
boundaries of what is achievable in wireless communication.

1.1 Motivation

The growing complexity and heterogeneity of next-generation mobile networks—especially
in the context of 5G and the forthcoming 6G—demand a more intelligent, adaptive,
and privacy-preserving approach to network slice classification and resource alloca-
tion. Although existing studies have employed centralized machine learning (ML)
models such as XGBoost, SVM, and CNN-LSTM hybrids for classifying network
slices, they fall short in addressing key real-world challenges like data privacy, non-



IID data distribution, and computational scalability [28][17][32].

Centralized models require raw data to be aggregated at a central location, which
raises critical privacy concerns and limits their deployment in federated or dis-
tributed systems. Moreover, the synthetic or IID datasets used in many prior studies
do not reflect the real-world conditions of heterogeneous user behavior, device ca-
pabilities, or network contexts [17][15][27]. Consequently, models trained in such
environments often lack generalizability and perform poorly when applied to actual
5G/6G scenarios.

Furthermore, while federated learning (FL) has emerged as a promising solution for
decentralized model training, few works integrate FL with knowledge distillation—a
technique known to reduce model complexity without sacrificing accuracy. Combin-
ing these approaches can create lightweight models suitable for resource-constrained
edge devices, which is a critical requirement for scalable 6G systems [12][27]. Addi-
tionally, explainability remains underexplored in most existing works, despite being
crucial for adoption by telecom operators [33][22].

Therefore, this research is motivated by the need to address these gaps—specifically,
by developing a hybrid ML-DL framework that integrates federated learning, feature
fusion, and knowledge distillation to create an accurate, interpretable, and privacy-
preserving system for real-time network slice classification in 5G/6G networks.

1.2 Research Objectives:

The primary objective of this research is to design and evaluate a secure, scalable,
and accurate network slicing classification framework for 5G and beyond, specifi-
cally tailored for Internet of Things (IoT) applications. To achieve this, the study
integrates Federated Learning (FL), Knowledge Distillation (KD), and Feature Fu-
sion into a unified hybrid machine learning and deep learning pipeline. The specific
research objectives are as follows:

e Implement a Federated Learning framework capable of training local models
on non-IID data distributed across clients representing various network slices
(eMBB, URLLC, mMTC), ensuring data privacy and decentralization.

e Analyze and compare multiple parameter aggregation methods—FedAvg, Max,
and Min—to assess their impact on convergence, robustness, and classification
accuracy under heterogeneous data distributions.

e Train a high-performing XGBoost teacher model and transfer its knowledge
to a lightweight neural student model through soft label distillation, enabling
efficient deployment on edge devices without compromising accuracy.

e Combine raw network features with structural outputs (leaf node indices) from
the teacher model to create a fused dataset that improves the student model’s
learning capacity and classification performance.



e Enable real-time classification of network slices by deploying the distilled
model, achieving high F1-scores for eMBB, URLLC, and mMTC while main-
taining computational efficiency.

e Demonstrate how the FL-based architecture inherently supports data confi-
dentiality and integrity, contributing to secure network slice orchestration in
multi-tenant 5G scenarios.

e Compare the proposed hybrid framework with baseline machine learning clas-
sifiers (Logistic Regression, SVC, Light GBM, XGBoost) and FL-only models
to validate its superior performance in accuracy, robustness, and efficiency.



Chapter 2

LITERATURE REVIEW

The rapid evolution of 5G and the anticipated transition to 6G networks have sig-
nificantly increased the importance of network slicing, a technology that enables the
creation of multiple virtual networks on a shared physical infrastructure to meet
diverse application requirements. Network slicing supports use cases such as En-
hanced Mobile Broadband (eMBB), Ultra-Reliable Low-Latency Communications
(URLLC), and Massive Machine-Type Communications (mMTC), each with dis-
tinct Quality of Service (QoS) demands. The complexity of managing and classi-
fying these slices efficiently has driven the adoption of machine learning (ML) and
deep learning (DL) techniques, including federated learning (FL), knowledge dis-
tillation, and explainable AI (XATI). This literature review examines recent studies
on network slicing classification, highlighting their approaches, methodologies, out-
comes, research gaps, and limitations. Malkoc and Kholidy proposed a comparative
analysis of multiple ML classifiers for 5G network slicing classification, focusing on
traditional algorithms such as Logistic Regression, Support Vector Machines (SVM),
Random Forest, and XGBoost.The experiment was performed on a dataset including
network attributes such as packet loss rate, delay, and throughput. Data prepro-
cessing involved the process of normalising and encoding categorical variables [28].
Classifiers were trained and evaluated based on accuracy, precision, recall, and F1
score. We observed that XGBoost produced the highest accuracy (85%) when com-
pared to Logistic Regression (80%) and SVM (78%). The research demonstrated
how well XGBoost could work with nonlinear feature interaction. All of the studies
focused on centralised ML models; the approach can be dead for some 5Genviron-
ments, as federated learning is critical for such privacy-sensitive environments. The
study did not have either a relatively large dataset or non-IID distributions that cov-
ered diverse operating regions of a heterogeneous network; hence, the trained model
should not be directly applied in real-life scenarios [28]. Khan et al. proposed
a hybrid DL model for 5G network slicing classification by integrating Convolu-
tional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks.
It is trained on such a synthetic dataset that contains features like packet delay,
throughput, and slice type. Spatial features were extracted from CNN, and temporal
dependencies were captured by LSTM. Grid search was used to perform hyperpa-
rameter tuning. Our approach gained a classification accuracy of 90% for the hybrid
model, while URLLC and eMBB showed precisions of 0.92 and 0.89, respectively.
Privacy-protecting technology, e.g., federated learning, required in distributed 5G
deployments, was not included in the study. The reliance on synthetic data may not



fully capture real-world network dynamics, and the model’s computational com-
plexity limits its scalability for resource-constrained devices [26]. Vasilakos et al.
proposed a cognitive network slice management framework using ML for virtualized
5G networks, focusing on proactive slice classification and anomaly detection. The
methodology employed Random Forest and Gradient Boosting for slice classifica-
tion, integrated with anomaly detection algorithms. The dataset included network
metrics like latency and bandwidth, preprocessed using standardization and one-hot
encoding. The framework achieved an accuracy of 83% for slice classification and
effectively detected anomalies in network traffic. The study lacked exploration of DL
techniques, which could improve performance for complex, high-dimensional data.
Privacy concerns were not addressed. The framework’s performance was tested in a
controlled environment, limiting insights into its behavior under real-world, non-II1D
data distributions [5]. Martins et al. explored ML-based enhancements for network
slicing architectures, integrating sustainability and security considerations for 5G
and beyond. The study used XGBoost and Light GBM for slice classification, with a
focus on optimizing resource allocation. Data preprocessing involved feature selec-
tion and normalization. The models were evaluated using accuracy, Fl-score, and
energy efficiency metrics. Light GBM achieved an accuracy of 87%, with improved
resource allocation efficiency compared to traditional methods.Neither decentralised
training nor privacy-preserving methods are million-fibre spikenodes (these are fun-
damental to scalable 6G networks). Evaluation was restricted to simulation data
and not analysed deeply for the real-time usage of the computational overhead of
Light GBM [29]. Approach: Singh et al. presented an ML-based network sub-slicing
framework in a sustainable 5G environment to achieve both load balancing and
resource consumption. Decision trees and SVM were employed for slice classifica-
tion, and data preprocessing, applying standardisation and feature encoding, was
taken on the basis of the framework. This assessment was done over many popular
metrics, such as accuracy, precision, and resource consumption. Through the frame-
work, we obtain around 82% accuracy while getting a balanced load between the
slices. But it could not dive into DL or federated learning, which could gain different
results or apply in more complex scenarios or privacy-sensitive scenarios. However,
this framework was only verified in a small dataset, and non-IID data simulation
is not applicable in this framework, limiting its practical use [15]. Xing et al. pre-
sented a network slicing classification method based on a collaborative knowledge
distillation framework for remote sensing image classification. In this framework, a
teacher—student architecture was used: a pretrained ResNet served as teacher, while
a lightweight CNN model served as student. We performed knowledge distillation
using Kullback-Leibler (KL) divergence loss. The student model reached 92% of
the accuracy of the teacher with less computation. While image classification was
the subject of the research, Mullapudi et al. (2020), network slicing might not be
well-suited for such an application without adjusting for localised network character-
istics and non-i.i.d. data. Its relevance to the federated learning scenario is limited
since the framework has not been tested for performance in decentralised settings
[25]. Chiarani et al. were the first ones to a) notice the needs of 6G properties and
b) propose a novel XAl-based client selection strategy in the context of federated
learning for scalable 6G network slicing. Using a federated learning framework, here,
we used MLP models as slice classifiers and employed LIME and SHAP to achieve
explainability. One-hot encoding and normalisation were applied to the data, and



the data were simulated as non-1ID. The resulting XAI supervised model reached
an accuracy of 91% and added transparency in selecting potential clients and spec-
ifying classifications. The study focused on client selection rather than optimizing
the classification model itself, limiting its contribution to slice prediction accuracy.
The computational overhead of XAI methods was not fully addressed, potentially
impacting real-time deployment [20].

Roy et al. introduced Turbo Explainable Federated Learning (TEFL) for trust-
worthy 6G network slicing, emphasizing zero-touch automation. The methodol-
ogy combined federated learning with CNN-based models and used XAI techniques
(LIME, SHAP) for interpretability. Non-IID data was used to simulate real-world
scenarios, and aggregation methods included FedAvg. The TEFL model achieved
90% accuracy, with improved trust through explainable predictions. The study did
not explore knowledge distillation or hybrid ML-DL approaches, which could en-
hance model efficiency. The high computational cost of XAI methods and CNNs
may limit scalability in resource-constrained environments [7] [22]. Xie et al. pro-
posed a hybrid knowledge distillation framework for single-image super-resolution,
adaptable to network slicing classification. The framework used intermediate layer
distillation, transferring knowledge from a complex teacher model to a lightweight
student model. The loss function combined cross-entropy and KL divergence. The
student model achieved 89% accuracy with significantly reduced computational re-
quirements. The study’s focus on image processing limits its direct applicability to
network slicing, and decentralized training was not considered. The framework’s
performance under non-IID data distributions was not evaluated, reducing its rele-
vance to heterogeneous network environments [27] [1].

Bhat discussed the simulation of federated learning for 5G/6G network slicing, focus-
ing on practical implementation challenges. The study simulated federated learning
with MLP models across multiple clients, using non-IID data partitioning. Ag-
gregation methods included FedAvg and weighted averaging based on dataset size.
The federated model achieved 88% accuracy, with robust performance in non-1ID
settings. The study lacked exploration of hybrid ML-DL models or knowledge dis-
tillation to improve classification accuracy. The simulation-based approach did not
account for real-world network constraints like latency or bandwidth limitations [8].
Zhang et al. proposed a feature fusion-based knowledge distillation framework for
network slicing classification, integrating XGBoost-derived features with neural net-
works. The methodology involved training an XGBoost teacher model to generate
leaf node indices, which were fused with original features.A cross-entropy and KL
divergence-based loss function was used to train a student model to predict a neural
network. With feature fusion, the model achieved 95% accomplishment and applied
knowledge distillation for enhanced generalisation. The limitations of this study
include that federated learning was not addressed, which makes it inapplicable to
privacy-sensitive environments. In [13], the authors acknowledged the aforemen-
tioned limitations, such as the computational complexity of feature fusion, and that
they do not evaluate non-IID data. Liu et al. This paper is NetBoost: Towards a
Knowledge Distillation Framework for Network Slicing Classification with Service
Differentiation. The framework employed a gradient boosting teacher model and a
lightweight neural network student model. Decision tree outputs were then used to



apply feature fusion, and the model was empirically evaluated on practical 5G data.
The accuracy was 93%, and the inference time was reduced; all this is appropriate
for real-time applications. Abstract: The scalability of this study for 6G networks is
somewhat constrained since the study does not examine federated learning or non-
IID data cases. The heavy dependence on real data without synthetic augmentation
may limit translation to a broader spectrum of network types [20].

2.1 Machine Learning, Deep Learning, and Net-
work Slicing

Network slicing enables the logical separation of resources, thus creating individual
sub-networks within a common network infrastructure, but much of this interest
focused on employing Machine Learning (ML) and Deep Learning (DL) with 6G
technology. According to research studies, ML and DL algorithms can boost slicing
price accuracy and resource allocation performance. One study demonstrates that
using a dataset from the UCI Machine Learning Repository, combined with propri-
etary data, allows ML models to achieve higher slicing accuracy. This improvement
is made possible through hyperparameter tuning using a Hybrid Harmony Search
and Optimization system, followed by classification with a hybrid deep learning
model [23]. This approach optimises parameters for network management, achiev-
ing both precision and efficiency in network slicing.

To further support adaptive resource allocation based on application and network
slice requirements, another framework, SFI2, integrates supervised learning method-
ologies from a Multi-Mode Sequential Recurrent Neural Network into SDN [10]. In
this architecture, network slices are divided into three categories: URLLC, eMBB,
and mMTC, addressing the distinctive needs of 5G applications. The framework in-
cludes two controllers: one manages load balancing and slice failure, while the other
focuses on resource allocation according to application requirements. This dual-
controller system handles traffic surges and slice failures automatically, enhancing
service reliability within the configuration.

Another study employs ML-based supervised methodologies to develop a generator
for decomposing Service Level Agreements (SLAs) in network slicing. The results
show that advanced models like gradient boosting and neural networks provide more
accurate SLA decomposition than traditional approaches, such as random forests,
with improvements in precision and explainability. The models automatically scale
SLA parameters in response to changing resource consumption and traffic load.

Moreover, the Kaggle "IP Network Traffic Flows” dataset provides labelled net-
work traffic data and real-time traffic flow classification for network slicing—research
works on the datasets. K-means clustering is implemented in the study, and five
types of supervised ML models were tested to classify the network flows precisely. Of
these models, a feed-forward artificial neural network reached 98.2% classification
accuracy, while an SVM was second best with 96.7% [9]. Contributions of ML-
empirical dimensions I: QoS and traffic prediction findings highlight the role of ML



in traffic prediction and QoS and network performance in SDN and network slicing
by enabling real-time overall resource allocation based on data flow characteristics.

2.2 Emerging Applications of ML in Network Slic-
ing

Use of ML for managing networks dynamically has led to advancement in predictive
and adaptive network slicing, and vice versa. As an example, in network slicing,
deep reinforcement learning (DRL) agents continuously interact with the network
environment and obtain experience and learn from that experience to provide opti-
mal policies for how to allocate slices. Our distributed learning algorithm, Ape-X,
achieves a fourfold performance gain over standard DRL techniques. Slice man-
agement with Ape-X yields an ideal resource block (RB) allocation among services
through a scalable architecture that scales out with dynamic service demand changes
on a per-RB basis[24].

In a different study, DQN-based DRL agents determined resource blocks (RBs)
allocation by choosing actions to maximise the long-term reward, conditioned on
the network state, which guaranteed the effective resource allocation between slices
while preventing interference[5]. With 5G networks evolving into 6G standards, ML
algorithms such as Long Short-Term Memory (LSTM) networks are promising for
predicting the demand of resources, anomaly detection, and dynamically adapting
the allocated resources. An LSTM-based deep learning model achieved 75% false
positive allocation reduction and confirms its efficiency both in the prediction of
future traffic and in the allocation of resources for network slicing in wireless sys-
tems [18]. This predictive capability is vital for high-demand applications such as
ultra-high-definition video streaming, autonomous vehicles, and telemedicine, where
network stability and performance are critical.

Integrating SDN, NFV, and ML-driven network slicing management enables effi-
cient, policy-driven network slicing. ML models like SVM, XGBoost, Logistic Re-
gression, and Light GBM present promising approaches to real-time dynamic network
management.

2.3 General review

All the research papers are about IoT, 5G/6G networks, Al-driven optimization,
and classification techniques. It highlights how network slicing enhances resource
allocation in IoT applications, with Al and machine learning models (CNN, LSTM,
DRL) improving traffic prediction, QoS, and network efficiency. Edge computing
is explored as a low-latency solution for real-time IoT data processing, while vehic-
ular IoT and smart networks leverage Al for enhanced connectivity. Additionally,
studies on stock market prediction and fake news detection utilize machine learning
models like XGBoost and SVM for improved accuracy. The overarching theme is
the integration of Al-driven classification, optimization, and predictive analytics to
enhance network performance, IoT reliability, and decision-making.



2.4 Summary of the Papers

Table 2.1: Provides a quick and concise overview of the reviewed papers for our

research.
Ref. | Task IoT Role Classifier Database Accuracy
Al for 5G | Optimizing Random  For- Simulations, Improved effi-
23] | traffic manage- | IoT traffic in real-world ciency in traffic
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2.5 Research Gap

Despite significant progress in machine learning (ML) and deep learning (DL) ap-
proaches for network slicing in 5G and 6G networks, several critical research gaps
hinder the development of scalable, efficient, and robust solutions. These gaps
must be addressed to meet the evolving demands of next-generation networks sup-
porting diverse use cases like eMBB, URLLC, and mMTC. One prominent chal-
lenge is the limited integration of privacy-preserving and efficiency-enhancing tech-
niques. Many existing models, such as XGBoost, Light GBM, and hybrid CNN-
LSTM architectures, rely on centralized training, which raises privacy concerns in
distributed 5G/6G environments. While federated learning offers a decentralized
alternative, its combination with techniques like knowledge distillation to produce
lightweight, privacy-preserving models remains underexplored. Developing frame-
works that merge these approaches could enable efficient, secure network slicing for
resource-constrained devices. Another significant gap is the inadequate handling
of non-IID (non-independent and identically distributed) data distributions. Real-
world networks exhibit heterogeneous traffic patterns, device types, and varying QoS
requirements, yet many ML and DL models are trained on small, IID, or synthetic
datasets. This restricts their generalizability across diverse network configurations
with differing hardware, spectrum conditions, and accessability constraints. Ad-
vanced techniques, such as learning or robust data augmentation, are needed to
ensure models can adapt to dynamic, non-1ID environments. Computational com-
plexity poses a further challenge, particularly for real-time applications. Models
like hybrid CNN-LSTM or those incorporating XAI methods (e.g., LIME, SHAP)
achieve high accuracy but incur significant computational overhead, making them
impractical for edge devices in 6G networks. While knowledge distillation has shown
promise in reducing model complexity, its application in decentralized, real-time sce-
narios is limited. Future research should focus on lightweight models that balance
accuracy with low latency and resource usage. The lack of transparency in ML-
driven network slicing decisions is another critical issue. Network operators require
interpretable models, especially for critical Kataraksh applications like autonomous
systems and healthcare. Although XAI techniques like LIME and SHAP enhance
explainability, their high computational cost and focus on specific tasks, such as
client selection, limit their broader stock adoption. Developing scalable, lightweight
XAI methods that provide transparent slice classification without sacrificing perfor-
mance is essential for building trust. Finally, the reliance on synthetic or controlled
datasets restricts the applicability of current models to real-world scenarios. Many
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approaches fail to capture the full complexity of 5G/6G networks, including fluctu-
ating traffic, diverse QoS needs, and non-IID distributions. Comprehensive datasets
combining real-world and synthetic data, along with robust validation across varied
network conditions, are needed to improve model robustness and generalizability.
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Chapter 3

Methodology

This study proposes a multi-pronged and layered methodology to address the chal-
lenge of network slice classification in advanced mobile communication networks such
as HG and 6G. The approach strategically combines three parallel and complemen-
tary strategies: traditional machine learning techniques, a federated learning-based
deep learning framework, and a hybrid fusion model leveraging knowledge distilla-
tion [28][17][16]. The overarching goal is to build a robust, scalable, and privacy-
preserving classification system that can effectively distinguish between various net-
work slice types—namely eMBB (Enhanced Mobile Broadband), URLLC (Ultra-
Reliable Low-Latency Communications), and mMTC (Massive Machine-Type Com-
munications)—based on real-world network features. These network slices represent
diverse use cases with different quality-of-service requirements, making their accu-
rate identification crucial for dynamic resource allocation and performance optimiza-
tion in emerging telecommunication infrastructures.

The process begins with rigorous data preparation, which forms the foundation
for all subsequent modeling approaches [29]. The dataset includes important at-
tributes such as LTE/5G category, the type of technology supported, time-related
usage metrics, packet loss rates, and packet delays. The preprocessing pipeline in-
cludes essential tasks like data cleaning to handle inconsistencies or missing values,
feature encoding to convert categorical variables into numerical format, and nor-
malization of continuous features to ensure uniform scaling across the feature space.
Categorical variables like “Technology Supported” are transformed through one-hot
encoding, while the target variable “slice Type” is converted into both label-encoded
and one-hot encoded formats depending on the specific algorithm being used. Stan-
dardization of numerical features such as time and packet-related metrics ensures
that algorithms sensitive to feature scale can perform optimally. After preprocess-
ing, the dataset is stratified and split into training and testing subsets in an 80-20
ratio to maintain class distribution integrity [15].

The first experimental method involves benchmarking traditional machine learn-
ing algorithms on the cleaned and processed dataset. This includes models such
as Logistic Regression, Support Vector Classifier (SVC), Random Forest Classifier,
Gradient Boosting Machines (GBM), and Light GBM. These models serve as a base-
line to evaluate the effectiveness of more complex architectures. Logistic Regression
provides a linear perspective and helps establish how separable the classes are based
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on linear boundaries. SVC, particularly useful for both linear and non-linear sepa-
rations, adds flexibility in handling more complex decision boundaries. Tree-based
ensemble methods like Random Forest and Gradient Boosting bring in the power
of non-linearity, feature importance, and iterative improvement. LightGBM, an ad-
vanced version of GBM optimized for speed and performance on large datasets, is
also tested for its classification efficiency. Each of these traditional models is evalu-
ated using metrics such as precision, recall, F1 score, and accuracy. These models
offer interpretability, simplicity, and computational efficiency, making them suitable
benchmarks and complementary tools to the more resource-intensive deep learning
methods introduced later [25].

The second and more sophisticated component of the methodology involves a fed-
erated learning (FL) framework designed to preserve data privacy while allowing
decentralized model training across multiple clients. Federated learning is par-
ticularly suited to scenarios in which raw data cannot be centralized due to pri-
vacy regulations, infrastructure constraints, or security concerns. In this study,
data is distributed among multiple simulated clients to mimic the real-world sit-
uation of fragmented data availability. Importantly, the data distribution is in-
tentionally kept non-independent and identically distributed (non-I1ID) to reflect
the heterogeneous nature of client environments in real-world 5G and 6G deploy-
ments. Each client trains a local neural network model—specifically a multilayer
perceptron (MLP)—using only its local data. Once local training is completed, the
model parameters (not the raw data) are transmitted to a central aggregation server.
Here, multiple aggregation strategies are explored: average aggregation (FedAvg),
max aggregation, and min aggregation. Each method has distinct implications for
performance. FedAvg treats each client equally or proportionally, while max and
min aggregation respectively emphasize extreme and conservative updates, offering
resilience against outliers or instability. The global model is iteratively updated
through several communication rounds between the server and the clients. This
federated framework ensures privacy, promotes decentralization, and enhances gen-
eralization capabilities across clients [25][34].

To further augment the model’s accuracy and learning efficiency, the study intro-
duces a third and innovative component: a hybrid fusion approach incorporating
knowledge distillation. This strategy is designed to capture the strengths of both
traditional ensemble methods and deep learning models while maintaining compu-
tational efficiency. In this approach, a powerful teacher model-—XGBoost—is first
trained on the centralized training data to serve as a reference for a smaller student
neural network. The XGBoost model not only predicts class probabilities but also
provides internal decision-related metadata such as leaf node indices. These are
considered informative representations of the model’s decision path and are used to
create new derived features. A process called feature fusion combines the original
input features with these leaf node-based features to generate an enriched dataset.
This fusion captures both the raw signal from the original data and the structured
knowledge embedded in the teacher model’s decision logic [31].

The next step involves the application of knowledge distillation. Unlike conventional
training, which uses only hard class labels, knowledge distillation transfers the soft
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probability outputs (i.e., class probabilities) from the teacher model to the student
model. These soft targets convey more nuanced information about the relationships
between classes, which the student model can use to develop a more generalized
understanding of the data. A custom loss function is introduced that combines
traditional cross-entropy loss (from hard labels) with Kullback-Leibler divergence
(from soft teacher predictions). This dual-component loss ensures that the student
model learns from both the explicit class labels and the more subtle probability
distributions generated by the teacher. The neural network student model is then
trained on the fused feature set, using dropout and batch normalization to improve
generalization and reduce overfitting. Training is monitored using early stopping
criteria to prevent unnecessary epochs and preserve computational efficiency [15].

Model evaluation is conducted in a rigorous and multi-dimensional manner. For
each approach—traditional ML, federated MLP, and hybrid distillation—the per-
formance is evaluated on unseen test data using a variety of classification metrics in-
cluding precision, recall, F1 score, accuracy, and area under the ROC curve (AUC).
Confusion matrices are generated to provide visual insights into the classification
performance across the three network slice categories. For the federated learning
model, the effect of different aggregation strategies on convergence and performance
is also analyzed. For the hybrid model, performance is compared between the teacher
(XGBoost) and the student (fusion neural network) to determine the effectiveness
of the knowledge transfer.

By combining these three distinct methodological strands—traditional machine learn-
ing, federated learning, and knowledge distillation-based hybrid fusion—the study
not only builds models that are accurate and generalizable, but also addresses prac-
tical concerns of privacy, scalability, and interoperability.

3.1 Network Slice Classification With MLP- Fed-
erated Learning Approach

This study’s methodology focusses on the development and evaluation of a feder-
ated learning approach to improve network slicing for 6G and future technologies.
Network slicing is a fundamental technology for the formation and deployment of
a variety of virtual networks in a common physical infrastructure, which calls for
sophisticated resource allocation approaches that can support the QoS needs of dif-
ferent applications. A novel hybrid deep learning (DL)-based solution using machine
learning (ML) and DL approaches for network slicing is proposed in this research
[33]. The first step in the above process is known as data collection. In this step,
some of the attributes are extracted, such as "LTE/5G Category”, ”Technology
Supported”, ”Packet Loss Rate”, “Packet Delay”, etc. The data is prepared with
numerical features standardised and encoded categorical information using one-hot
encoding, ready for machine learning and deep learning models. The main approach
of training a model can be done using federated learning, which keeps the data at
the client side and thus achieves the privacy requirement based on distributed data
sources for the model to learn from [22]. The non-IID (non-independent and identi-
cally distributed) data partitioning is used to approximate real network conditions
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with heterogeneous client data in the federated learning framework. Each federated
client independently trains a local model, and the model parameters are aggregated
to enhance the global model with the cumulative knowledge of all clients. The hy-
brid model architecture incorporates Convolutional Neural Networks (CNN) for data
pattern identification alongside Gradient Boosting for error minimisation, yielding a
resilient system that improves network slicing efficacy [33]. Parameter aggregation
is accomplished by averaging the parameters from all participating clients, hence ad-
vancing the global model through collaborative training. The model’s performance
is evaluated using many metrics, including training and validation accuracy, con-
fusion matrices, classification reports, and AUC (Area Under the Curve) scores, to
examine its generalisation capacity across different customers. Hyperparameter op-
timisation, performed via grid search, refines learning rates and epoch counts during
training, so ensuring the model achieves optimal performance [22].Explainable Al
methodologies, including LIME (Local Interpretable Model-Agnostic Explanations)
and SHAP (SHapley Additive exPlanations), are integrated into the system to im-
prove transparency of the model’s decision-making process, thereby aiding network
operators in understanding and trusting the model’s predictions. This methodology
seeks to address the complexities of efficient and dynamic resource allocation in 6G
networks, where the requirements for bandwidth, latency, and reliability vary across
different applications, thus offering a flexible and user-focused solution for the future
of wireless communications.

| Data Preparation | ‘ Local Training on Clienis I-‘—
| Non-lID Data Distribution |
Parameter Collection
| Client Dataset Creation | Parameter Aggregation
Global Model Update
s Modet nratza [ | Fyper MIL | Model Evaluation NO
| Federated Learning Loop |
L Convergence?
Yeg
Final Model
Classification

Figure 3.1: System Diagram Federated Learning
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3.2 Data Preprocessing

A key stage in the machine learning pipeline, data preparation directly affects the
model’s performance and accuracy. The preprocessing stage in this work consists
of preparing the raw data, converting it to an appropriate format, and making sure
machine learning algorithms can use it correctly scaled and encoded. Dealing with
problems like missing values, categorical variables, and unscaled numerical features
helps to improve the quality of the data and therefore support better model training
at this point. The preparation methods used in this work can be divided into three
separate phases: data cleaning, feature selection, data transformation, and feature
encoding.

e Data Cleaning: Cleaning the data—that is, finding and addressing missing
values, outliers, or faulty entries that can harm the model’s performance—is
the first stage in the preprocessing pipeline. The dataset in this work is first
loaded from a CSV file including several attributes like "LTE/5G Category,”
"Technology Supported,” ”"Packet Loss Rate,” ”Packet Delay,” and the goal
variable ”slice Type.” Any missing values or discrepancies in the dataset should
be first checked. Depending on the degree of the missing information, any
characteristics with missing data may either be imputed using techniques like
mean imputation for numerical features or mode imputation for categorical
features, or the rows with missing data can be deleted. We believe the data is
fairly clean for this specific research and no significant imputation is needed.

e Feature Selection: The process of selecting the most relevant characteristics
for model training is called feature selection. Not every dataset attribute adds
equal predictive ability to a model. Unnecessary or duplicate features might
create noise, impair the model’s generalisation capacity, and lengthen training
time. Thus, choosing the appropriate features is quite vital. The goal variable
in this work is ”slice Type,” which denotes the kind of network slice; the fea-
tures utilised to forecast it are "LTE/5G Category,” ” Technology Supported,”
"Time,” ”Packet Loss Rate,” and ”Packet Delay.” The dataset is meticulously
analysed to guarantee that only pertinent characteristics are included in the
study, hence enabling the model to concentrate on the most crucial facts for
forecasting.The categorical target ”slice Type” must be converted to a numer-
ical value for usage in machine learning techniques. To this end, the groups
"eMBB,” "URLLC,” and "mMTC” are corresponded to numerical labels 0,
1, and 2, respectively. Common in classification work, this approach converts
categorical labels into numerical values.

e Handling Categorical Data: Dealing with categorical data is one of the
main difficulties in preprocessing. Many machine learning techniques need nu-
merical input; categorical variables cannot be directly input into the models
without first converting them into numerical values. The dataset has cat-
egorical characteristics including ”Technology Supported,” which has values
like "LTE/5G” and "IoT(LTE-M, NB-IoT).” One-hot encoding is used to en-
code categorical information in this paper. A method called one-hot encod-
ing produces a binary column for every conceivable category in the feature.
For instance, the ” Technology Supported” function would be changed to two
columns: one for "LTE/5G” and the other for "IoT(LTE-M, NB-IoT).” Should
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a data point match "LTE/5G,” the "LTE/5G” column would show a 1 and
the ”IoT(LTE-M, NB-IoT)” column would show a 0; the reverse would be true
if the data point matched "IoT(LTE-M, NB-IoT).” This method guarantees
that the model can handle categorical input without losing the category-related
information.

Scaling Numerical Features: Before being fed into machine learning al-
gorithms, numerical characteristics usually have to be scaled or normalised.
Many algorithms, particularly those using gradient-based optimisation or dis-
tance metrics like k-nearest neighbours, perform better when the data is scaled.
StandardScaler is used to standardise the numerical characteristics in this pa-
per, including "LTE/5G Category,” " Time,” ” Packet Loss Rate,” and ”Packet
Delay.” Standardisation is the process of rescaling the variables to have a mean
of zero and a standard deviation of one. This is especially crucial given that
numerical characteristics in the dataset could have varying scales; for example,
"Time” is in decimal hours while ”Packet Loss Rate” is a tiny value between
0 and 1. Standardising guarantees that no one feature overshadows the model
because of its scale, hence enabling all aspects to help equally the learning
process of the model.

Data Transformation: After the features are cleaned and encoded, more
data transformations could be done to increase the model’s predictive poten-
tial. The main change used in this work is the standardisation of numerical
characteristics. The ”"Time” feature, for example, is a continuous numerical
variable; standardising it guarantees its scale matches that of other numerical
features, hence enhancing the effectiveness of the model during training. Like-
wise, the ”Packet Loss Rate” and ”Packet Delay” features are standardised to
provide uniformity across all input data. The goal variable, ”slice Type,” is
also encoded into a numerical format for application in classification activities.
Earlier said, categorical values such as "eMBB,” "URLLC,” and "mMTC” are
correspondingly mapped to 0, 1, and 2. This change guarantees that the
model can understand the target variable in a numerical format and use suit-
able machine learning methods, including cross-entropy loss, for classification
purposes.

Splitting the Dataset: The next stage is to divide the dataset into training,
validation, and test sets after preprocessing. This helps to avoid overfitting
and enables the correct assessment of the performance of the model. The
dataset in this work is divided into a training set, which trains the model, and
a test set, which assesses the model’s performance. The dataset is divided
using Scikit-learn’s train_test_split method, which guarantees that both the
features and target variables are split appropriately. Usually, the training and
testing splits are 80:20 or 70:30, respectively. This work assigns 80% of the
data to training and 20% to testing.

Non-IID Data Partitioning: Federated learning trains over several clients,
so the data must be divided in a non-IID way, meaning the data distribution
across clients does not have to be same. This division mimics real-world situa-
tions when several kind of data are available to each client. Grouping the data
according to "slice Type” labels and then distributing these groupings across
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several clients constitutes non-1ID data partitioning in this work. Character-
istic of federated learning configurations, this guarantees that every client gets
a subset of data that might not be representative of the whole dataset.

e Final Dataset Preparation: The data is ready for training and evaluation
after preprocessed, standardized, encoded, and split. The resulting dataset
is a target variable numerically encoded, category variables one-hot encoded,
and suitably scaled numerical features. Creating a PyTorch Dataset object
explicitly converts this dataset into a form appropriate for deep learning mod-
els. This object guarantees that the training loop can handle the data in
batches and that the federated learning configuration can spread the data
among clients by allowing the data to be effectively loaded into the model
during training.

Data pretreatment in this paper consists of multiple stages: cleaning the data, deal-
ing with missing values, choosing pertinent features, encoding categorical variables,
normalising numerical features, and getting the dataset ready for machine learning
models. These preparation methods are absolutely necessary to guarantee that the
data is in the best possible shape for training deep learning models, maximising
network slicing predictions, and enhancing the general performance of the federated
learning framework. Proper data pretreatment guarantees that the model can learn
well from the input and generalise well to new, unknown data, hence improving
accuracy and efficiency in network slicing for 6G and beyond.
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Figure 3.2: Data Pre-Processing Diagram
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3.3 System Design

3.3.1 Introduction to Federated Learning

Federated Learning (FL) is a novel methodology in machine learning that retains
data on the client side, sharing solely the model parameters between clients and a
central server. This architecture is especially appropriate for contexts where privacy,
security, and data sovereignty are critical issues, such as in mobile devices, health-
care, and telecommunications. In federated learning, numerous clients develop local
models utilising their respective data, after which the model parameters are con-
solidated to enhance the global model. This method circumvents the transmission
of raw data, so safeguarding user privacy while simultaneously reaping the advan-
tages of collaborative learning across diverse clients. This study utilises federated
learning to develop a model for predicting network slicing types in 6G and future
networks. The objective is to categorise the network slices into three classifications:
eMBB (Enhanced Mobile Broadband), URLLC (Ultra-Reliable Low-Latency Com-
munications), and mMTC (Massive Machine-Type Communications). The data is
disseminated among various clients, with each client maintaining a local dataset
that represents a portion of the overall data. The objective is to develop a univer-
sal model capable of generalising across diverse clients’ data, utilising aggregated
information while safeguarding privacy.

Mathematical Formulation of Federated Learning

To mathematically formalise federated learning, imagine NN clients, each possessing
a distinct dataset D; where i € {1,2,..., N}. The global model is represented as
0, whereas each client ¢ develops a local model 6; utilising its individual data. The
central server consolidates the local models to create an updated global model.

Define the loss function for the global model as L(6), applicable to the entire dataset:

L) = 5 3 Li0) (3.1)

where L;(0;) is the loss function for client i, and 6; represents the local model pa-
rameters on client .

The objective of federated learning is to minimize the global loss function L(#) by
optimizing the local models at each client and then aggregating the updates. This
leads to the optimization problem:

N
0" = arg min ; Li(0;) (3.2)

Here, 6* is the optimal global model. In a federated learning system, each client
solves the local optimization problem independently. The local loss function for each
client 7 is defined as:

Li(6;) = mi Z Ly 5) (3.3)
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where L(y;,y;) is the loss function (e.g., cross-entropy or mean squared error), y; is
the true label, g; is the predicted label for the j-th data point in the local dataset
D;, and m; is the number of samples at client 7.

In federated learning, the local model 6; is updated on each client using an optimiza-
tion method like stochastic gradient descent (SGD), and only the model parameters
0; are shared with the central server. The server aggregates these parameters to
update the global model 6.

3.3.2 Introduction to Aggregation in Federated Learning

Aggregation is essential in federated learning for merging the updates from sev-
eral clients to create a worldwide model. Usually in the server, model parameter
aggregation follows client local training of their models using personal data. From
every client, the model updates—that is, parameters—are transmitted to the central
server where they are combined to create the revised global model. The aggrega-
tion technique specifies how these model changes are merged. Although the average
aggregation technique (FedAvg) is the most often employed, depending on the par-
ticular needs of the application other techniques such as max aggregation and min
aggregation can also be utilised, for example, for robustness to outliers or optimisa-
tion speed. Particularly with non-IID (non-independent and identically distributed)
data distributions, every aggregation technique can influence the performance of the
federated model. This part will investigate the Max, Min, and Average aggregation
techniques in depth, hence offering the theoretical foundation and mathematical
formulas for every approach.

3.3.3 Average Aggregation (FedAvg)

The average aggregation method, commonly referred to as Federated Averaging
(FedAvg), is the most widely used approach in federated learning. In this method,
the model parameters from each client are averaged to obtain the global model
[33]. This method assumes that each client has equal importance in the aggregation
process, regardless of the number of data points they hold. However, weighting
the clients’ update based on the size of the datasets they were trained on could be
sometimes helpful to make the clients with more data contribute more to the global
model .

Mathematical Representation:

Let 6; be the model parameters of client i, and m_i be the number of datapoints that
client i possesses. The objective of the average aggregation method is to calculate
the updated global model parameters 044, which are calculated by averaging local
model parameters from all clients:

1 N
Ogtobal = >0, (3.4)
i=1

for which N defines the number of clients and 6; is the model parameter of client i.
If we consider the size of the data (i.e., weigh down the contributions of the clients).
The average is weighted with respect to the size of the dataset:
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N
1
9g10ba1 = M E m; - 0; (3-5)
i=1

Here M = Zf\il m; defines the total number of data points across all clients, where
m_i is the number of data points at client i. This ensures that clients with larger
datasets have a more significant influence on the global model.

Mathematical Justification: The average aggregation method aims to minimize
the global loss function, which is the weighted sum of local loss functions. The global
model parameters are updated in such a way that the global loss is minimized:

N
1
Lagiobai (8) = i g m; - L;(6;) (3.6)
=1

where L_i (0 ) is the loss function for client i, and 0 is the local model of client i.
By averaging the model updates, we aim to reduce the overall global loss.

3.3.4 Max Aggregation

Max Aggregation updates the global model by picking the highest values from the
local models. This approach emphasises keeping the most notable features or pa-
rameters across the local models, which may be useful in some situations where one
client has especially strong or important data that could assist enhance the global
model. Though less frequent in conventional federated learning, max aggregation
could be relevant in particular situations aiming to highlight the most confident or
extreme client updates.

Mathematical Representation:

Let 61 represent the model parameters of client i. The global model parameters
Bg10ba1 are updated by selecting the maximum values of the corresponding parameters
from all clients:

eglobal = max(é’l, 02, Ce ,QN) (37)

This operation is performed element-wise, meaning that for each parameter 6 _k of
the global model Ogj1a1 , We compute:

Ok giobal = max(Op 1,0k, ...,0kN) (3-8)

where 0_(k,i) is the value of parameter k in the model of client i.

Mathematical Justification:

Max aggregation’s concept is to keep the most severe values from the local models.
When customers have really strong or unique data, this can be useful since the
technique will keep the ”strongest” updates, hence enhancing the performance of
the global model on certain activities. On the other hand, this approach could
highlight outliers and make the global model overfit to particular client data.
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3.3.5 Min Aggregation

Min Aggregation is analogous to max aggregation in that it chooses the minimum
values from the local models rather than the maximum. When the aim is to reduce
the impact of extreme outliers and concentrate on the more conservative or ”safest”
updates across customers, this approach is especially beneficial. Min aggregation, in
reality, could assist lower the danger of overfitting to individual client data, particu-
larly in situations where some client models could be affected by noisy or anomalous
data.

Mathematical Representation:

Let 0. represent the model parameters of client i. The global model parameters
Og10ba1 are updated by selecting the minimum values of the corresponding parameters
from all clients:

gglobal = min(Ql, 92, . ,QN) (39)

Similar to max aggregation, the operation is element-wise:

Ok global = Min (G 1, k2, ..., 0k N) (3.10)

where 0_(k,i) is the value of parameter k in the model of client i.

Mathematical Justification:

Min aggregation tries to ensure that the global model is stronger, and it does that
by limiting the input to the least extreme variables. This may assist in avoiding
overfitting to the data of separate clients and ensure that the global one is not
subjected to outliers excessively noisy updates. In case the aim is to impose stability
and conservative parameters The changes of all the clients are typically aggregated
using min.

3.3.6 Comparison of Aggregation Methods

The three aggregation functions, Max, Min and Average have their own advantages
and disadvantages, depending upon the character of the data as well as the job to
be achieved at hand.

e Average Aggregation, which is the most often used and default option. It
guarantees that the global model represents the combined learning from all
clients. Averaging might, however, under non-IID data, lessen the contribu-
tions of clients with quite diverse data distributions.

e Max Aggregation highlights, the most significant updates from clients,
which can be useful when certain clients possess especially important or unique
data. However, it may also exaggerate outliers and result in a model that
overfits to the most extreme updates

e Min Aggregation, the approach emphasizes making minimal updates, which
can help reduce overfitting and create a more stable global model. However,
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this conservative strategy may result in underfitting if the global model fails
to capture important patterns in the data.

The application and the particular difficulties experienced by the model will deter-
mine the selection of aggregation technique. For instance, max aggregation could be
beneficial in situations where the most confident updates must be kept, while min
aggregation could help to reduce the effect of outlier or noisy data.

3.3.7 Summary

Aggregation techniques are absolutely vital in federated learning for merging the up-
dates from local clients to create a worldwide model. Though other techniques such
as max aggregation and min aggregation can be employed depending on the data
type and the particular task, the most often used method is the average aggregation
method (FedAvg). Max aggregation highlights the strongest changes; min aggrega-
tion stresses the most stable updates, so helping to mitigate the impact of outliers
[33]. Every approach has its own trade-offs; the particular requirements and objec-
tives of the federated learning system should direct the choice of the aggregation
method.

3.3.8 Neural Network Model

A family of machine learning models called neural networks is motivated by the
structure and operation of the human brain. Comprising layers of linked nodes (neu-
rones), they process and alter input data to learn intricate patterns and generate
forecasts. For jobs involving complicated and high-dimensional data, such as pic-
ture categorisation, natural language processing, and, in this work, network slicing
in 6G networks, neural networks are very beneficial. This study aims to use a neural
network to forecast the kind of network slice—eMBB, URLLC, or mMTC—based
on characteristics such packet loss rate, packet latency, and LTE/5G category. This
paper employs a fully connected neural network, sometimes known as a multilayer
perceptron or MLP, which is made up of several layers of neurones comprising an
input layer, one or more hidden layers, and an output layer. Every layer changes the
data at every stage by doing a sequence of mathematical calculations. Backpropa-
gation and gradient descent are used to train the neural network model, therefore
minimising the classification error and enhancing the model’s capacity to forecast
the network slice type.

3.3.9 Mathematical Formulation of the Neural Network

Input Layer

The input layer takes in the features of the dataset, such as LTE/5G Category,
Time, Packet Loss Rate, and Packet Delay. Let the input data be represented as:

X = [$1,I’2,...,l’n] (311)

where x_1,x_2,... x.n represent the feature values for a single data point.
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Hidden Layer(s)

The neural network consists of one or more hidden layers. In each hidden layer,
the inputs are weighted, summed, and passed through an activation function. The
operation in each hidden layer can be expressed as:

A = wllgl=1 4 pll (3.12)
where:
o 2 is the input to the l-th layer,
o W is the weight matrix for the I-th layer,

e a=1) is the activation from the previous layer (for the first hidden layer, this
is the input data),

e b is the bias vector for the l-th layer.

The next step is to apply a non-linear activation function to the weighted sum.
The activation function is usually chosen to introduce non-linearity, enabling the
network to learn complex patterns. A commonly used activation function is the
ReLU (Rectified Linear Unit) function, which is defined as:

ReLU(z) = max(0, z) (3.13)
Thus, the activation o) at the 1-th layer is:

) = ReLU (=) = maax(0, W1 1 ) (319

Output Layer

The output layer in the network consists of one node per class in the classification
task. For this study, we have three classes: eMBB, URLLC, and mMTC. The out-
put of the network is a vector of logits (/)| where L is the index of the output
layer. Each logit corresponds to one of the three classes, and the goal is to predict
the class with the highest probability.

To obtain probabilities, we apply the softmax activation function to the logits. The
softmax function converts the raw output values (logits) into probabilities by nor-
malizing them across all classes. The softmax function is defined as:

X e
Zj:l e

where:
e ¢, is the predicted probability of class i,
e 2; is the logit corresponding to class i,

e the sum in the denominator ensures that the probabilities across all classes
sum to 1.
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Thus, the output layer predicts the class with the highest probability:

g = arg maX(Ql? g27 g3> (316)

where ¢ is the predicted class.

3.3.10 Forward Pass through the Network

The forward pass through the network involves computing the activations at each
layer and passing the result to the next layer. The forward pass can be written as:

a” = X (input features) (3.17)

For the first hidden layer:
= lilglol 4l (3.18)
al = ReLU(2Y) (3.19)

For the second hidden layer:

212 — gl 4 pl2) (3.20)
a® = ReLU(21¥) (3.21)
Finally, for the output layer:
2 = Wil 4 pl] (3.22)
§ = softmax(z1) (3.23)

The network’s output y is a vector of probabilities representing the likelihood of
each class, from which the most probable class is selected as the predicted label.

3.3.11 Loss Function

Commonly employed for multi-class classification, the cross-entropy loss is the loss
function for this classification assignment. Cross-entropy loss evaluates the disparity
between the expected probabilities y and the actual label y. The cross-entropy loss
for one data point is:

3
Legp ==Y yilog(f) (3.24)

=1

where:
e y; is the true label (one-hot encoded),
e 7, is the predicted probability for class i,

e The sum runs over all classes (three classes in this case: eMBB, URLLC,
mMTC).
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A batch of data’s cross-entropy loss is calculated by averaging the separate losses for
every data point in the batch. Using backpropagation and an optimiser like Adam,
the goal of the training procedure is to minimise this loss function.

3.3.12 Backpropagation and Parameter Update

The method of changing the model’s parameters depending on the error between
the expected and actual labels is called backpropagation. It means computing the
loss function’s gradients in relation to the model parameters and applying these
gradients to modify the parameters towards minimising the loss. In the case of
weight, W{[l]) the gradient in layer 1 is calculated as:

OL oL  9all

oWl — 9all - oWl (3.25)
The new rule for the weight W is:
oL
0yl _ o
W =W = PYitad (3.26)

where 7 is the learning rate, and 9L /(W D) is the gradient of the loss with respect
to the weight W% Similarly, biases b)) are updated using:

oL
e (3.27)

These updated weights make sure that the network learns over time to maximize
the minimum loss parameters.

3.3.13 Training the Neural Network

The training process requires feeding input data to the network (forward pass),
calculating the loss value, performing backpropagation in order to compute the
gradient, and update the model parameters via an optimiser (e.g. Adam). After
a lot of epochs in this step, the model converges, and the loss stabilises. In each
epoch, the following is done:

e Forward Pass:Make predictions on the predictions of the output using the
whole training dataset.

e Loss Calculation: The cross-entropy loss between the probabilities labeled
by expectations and the real labels are computed.

e Backward Pass: Calculate the loss gradients using backpropagation in rela-
tion to the model parameters.

e Parameter Update: The parameters of the model can be optimised using
Adam or some other method.

Its performance is tracked by means of evaluation on the validation set following
each period. The model can be run on the test set to assess its generalisation ca-
pacity once training is finished.
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This paper employs a fully connected feedforward neural network with ReLLU ac-
tivation functions for non-linearity and softmax activation for multi-class classifi-
cation. The model learns to predict the proper network slice type depending on
input parameters like LTE/5G Category, Packet Loss Rate, and Packet Delay by
using cross-entropy loss as the goal function and backpropagation with gradient de-
scent for optimisation. The general aim is to train the neural network to reduce the
cross-entropy loss, hence producing a model that can precisely forecast network slice
types in 6G and beyond. Combined with Federated Learning and aggregation meth-
ods, the architecture offers a scalable and privacy-preserving approach for training
models on dispersed data, such as data spread over several network clients. In this
context, neural networks provide a means of quickly learning intricate data correla-
tions, hence enabling a strong tool for network slice classification in contemporary
wireless networks.

3.3.14 Network Slice Classification with Knowledge Distil-
lation Hybrid Approach

This study offers a new method for categorising and forecasting network traffic
slices under advanced network slicing, including those used in 5G systems. Us-
ing Feature Fusion to improve model performance, our approach trains a student
neural network model by combining XGBoost as the teacher model with knowl-
edge distillation methods. Data gathering from actual 5G network operations starts
the process; preprocessing follows, encoding categorical variables and normalising
continuous characteristics. XGBoost then produces predictions and leaf node acti-
vations by dividing the dataset into training and testing sets; these are utilised to
enhance feature representations via Feature Fusion. For better classification, the
student model is given additional information by the fused features combining origi-
nal data with those produced via XGBoost. Soft predictions from the teacher model
are transferred to the student model using Knowledge Distillation [30]. A unique
loss function combining categorical cross-entropy loss and KL divergence lets the
student model gain from the teacher’s probability distributions. Early stopping
is used to train the student model-—a neural network with dense layers, dropout,
and batch normalization—to prevent overfitting [30].Evaluating the model consists
of producing a classification report for accuracy, precision, recall, F1 score, and a
confusion matrix and ROC curve analysis to gauge its performance. The approach
guarantees a high degree of classification accuracy for the student model by ensur-
ing it not only learns from the original characteristics but also imitates the teacher’s
decision-making process [30]. Eventually, this method seeks to increase the accuracy
and efficiency of network slice categorisation, hence enabling its very relevant use
for the real-time control of 5G network slices. It might also be modified for other
telecom technologies.

3.3.15 Data Preprocessing

A key stage in machine learning is data preparation since it guarantees the dataset
is converted into the appropriate format for assessment and training. The goal
is to clean the data, convert it into a readable format, and increase the informa-
tion content, which finally raises the performance of machine learning models. The
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preprocessing pipeline in this work consists of multiple necessary processes: encod-
ing categorical variables, scaling continuous features, managing missing data, and
preparing the dataset for training and testing. Particularly in the context of cate-
gorising network slice types in a 5G network environment, every stage is essential
to guaranteeing the dataset is ready for model training.

Handling Categorical Variables

Many machine learning models, particularly those relying on mathematical opti-
misation, call on numerical input data. Real-world datasets, on the other hand,
frequently include categorical variables like the type of network slice in this project.
Machine learning algorithms can only operate on these variables in a format they
can process.

Label Encoding is employed in this study to transform category data into numerical
values. Every unique category gets an integer value. Algorithms like XGBoost and
neural networks need the model to treat category data as numerical inputs, hence
this transformation enables. Encoded into numerical values, the target variable
slice Type guarantees that the model can effectively learn from these class labels for
classification

Scaling Continuous Variables

The dataset’s continuous variables—such as Time, Packet Loss Rate, and Packet de-
lay—may have various scales and units. If left unscaled, features with higher values
can control the learning process. This could result in biassed model performance, in
which some features are given unjust importance by the model just because of their
size.

Continuous features are scaled to have comparable magnitudes to address this.
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Standardisation transforms the features to have a mean of zero and a standard
deviation of one. This scaling guarantees that no feature rules the learning process,
hence allowing the model to treat all features equally. When using algorithms like
XGBoost and neural networks, which are sensitive to the amount of input features,
standardisation is especially crucial.

Handling Missing Data

Real-world datasets often include missing data. Many factors could cause missing
values, including system failures or data collecting mistakes. Improper handling of
missing data could provide skewed or erroneous model forecasts.

Although the dataset in this study is considered to contain no missing values, it
is crucial to think about practical missing data management approaches. Among
the many ways to handle missing values are:

e Removal of rows with missing data, especially when the number of missing
values is small and does not significantly impact the dataset.

e Imputation, where missing values are filled with the mean, median, or mode of
the respective feature, or more advanced techniques like using other features
to predict the missing value.

These strategies ensure that the model does not encounter issues during training
and evaluation due to missing data.

Splitting the Data

The dataset is divided into training and testing sets once the continuous variables
have been scaled and the categorical variables encoded. While the testing set is used
to assess the machine learning model’s performance on unseen data, the training set
is used to train it. This paper uses an 80-20 split, with 20% of the data set aside
for testing and 80% for training. This guarantees that the model is exposed to a
substantial amount of the data during training while keeping sufficient data to assess
its capacity to generalise to new instances. The splitting method is stratified, so the
proportion of each class label is preserved in both the training and testing sets.
Especially with uneven class distributions, this avoids bias in the model assessment.

One-Hot Encoding for Neural Networks

It is usual to transform the target variable into a one-hot encoded format for neural
network models. With one-hot encoding, the class labels are converted to binary
vectors, each of which is the length of the number of classes; a 1 denotes the presence
of a certain class and Os elsewhere. This approach lets the neural network perform
multi-class classification tasks properly.

The target variable is one-hot encoded, therefore guaranteeing the neural network
gets the correct format for training. Using softmax as the activation function in
the output layer of the neural network makes this even more important since it
anticipates the goal in one-hot encoded form.
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Feature Fusion (Post-Preprocessing)

Feature Fusion is a key part of the approach besides the preprocessing processes
mentioned above. Feature fusion is the process of merging the original dataset with
extra XGBoost model-derived features. Particularly, the leaf node indices produced
by the XGBoost model are included as extra characteristics. These leaf node in-
dices offer valuable information that could improve the predictive capacity of the
student model by reflecting the decision routes followed by the model for each sam-
ple. We build a richer and more informative feature set for training the neural
network by combining the original features with the XGBoost leaf features. This
combination lets the model benefit from both the original input features and the
learnt representations supplied by the instructor model (XGBoost), which can in-
crease classification performance. Preparing the dataset for machine learning model
training is fundamentally done by the data pretreatment pipeline in this work. We
make sure the dataset is in the best shape for model learning by encoding categori-
cal variables, scaling continuous features, managing missing data, and dividing the
data into training and testing sets. Techniques such as one-hot encoding and feature
fusion also give the model a more complete and varied input set, hence improving
its capacity to generate precise predictions. This thorough preprocessing guaran-
tees that the models trained in this study can efficiently manage the complexity of
network slice categorization, hence improving performance and generalization.

3.3.16 Algorithm Workflow

Using a mix of XGBoost and neural networks, the method workflow in this pa-
per describes the processes required in training and assessing a machine learning
model for categorising network slice types. Knowledge distillation underpins the
whole process; it transfers knowledge from a strong, complicated model (teacher)
to a simpler, lighter model (student), hence improving generalisation and lowering
computing load. The next parts outline the whole algorithmic workflow.

Data Preprocessing

e Data Loading: The raw data is loaded from a CSV file (Data_u.csv).Among
the features connected to network slices that are a part of this dataset, there is
time, Packet Loss Rate, Packet Delay, and a target variable slice Type which
represents the label of the final class.

e Encoding Categorical Variables:Label encoding will be used in converting the
categorical variables into numerical variables. This transformation allows the
machine learning algorithms to process categorical data effectively.

e Scaling Continuous Variables: Continuous variables, including Time, Packet
Loss Rate, and Packet Delay, are scaled using StandardScaler to ensure that
each feature has a mean of 0 and a standard deviation of 1, preventing features
with larger magnitudes from dominating the learning process.

e Splitting the Data: The dataset is split into training and testing sets.The
data are split into 80% that is utilized in training and 20% in testing. A tiered
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splitting is done to ensure that the percentage of each class is maintained in
both sets.

One-Hot Encoding: The target variable (slice Type) is transformed into a
one-hot encoded format, suitable for training neural networks.

Teacher Model Training (XGBoost)

Model Initialization: For XGBoost hyperparameters such as n_estimators,
max_depth, and learning rate are configured. This model acts as the teacher
model in the knowledge distillation process.

Model Training: The XGBoost model is trained on the preprocessed train-
ing data. The model learns to predict the network slice types based on the
provided features.

Prediction Generation: Once trained, the XGBoost model generates predicted
probabilities for each class for both the training and testing sets. These prob-
abilities serve as soft targets for training the student model during the knowl-
edge distillation phase.

Prediction Generation: Once trained, the XGBoost model generates predicted
probabilities for each class for both the training and testing sets. These prob-
abilities serve as soft targets for training the student model during the knowl-
edge distillation phase.

Leaf Node Activation: The leaf nodes from the XGBoost decision trees are
extracted. These leaf indices represent the paths taken by the data samples
through the trees and serve as additional features for the fusion model.

Feature Fusion

Fusion of Original and Leaf Features: The original features from the dataset
are concatenated with the XGBoost leaf node indices to create an enriched
feature set. This fused set contains both the raw features and the learned
representations from the XGBoost model.

Preparing for Model Input: The fused feature set is prepared for input into
the student model. This additional information helps the student model learn
more complex patterns and relationships that were captured by the XGBoost
model.

Knowledge Distillation

Loss Function Definition: A custom knowledge distillation loss function is
defined. The loss function combines categorical cross-entropy loss (standard
classification loss) with KL divergence (to measure the difference between the
soft predictions of the teacher and the student). The temperature parameter
is used to soften the teacher’s probabilities, making it easier for the student
model to learn from the teacher’s output distribution.
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Teacher’s Soft Predictions: The teacher model (XGBoost) provides soft pre-
dictions (probabilities) for each sample in the training set. These predictions
are used by the student model as guidance during training.

Training the Student Model: The student model, a neural network, is trained
using the fused feature set. The model uses both the categorical cross-entropy
loss and the knowledge distillation loss to optimize its weights.

— Student Predictions: During training, the student model generates its
own predictions, which are then compared to the teacher’s soft predic-
tions. The student model is encouraged to mimic the teacher’s behavior
through KL divergence.

— Fine-Tuning: The student model is fine-tuned using a custom training
loop, which applies the knowledge distillation loss. The Adam optimizer
is used to update the weights of the student model based on the calculated
loss.

Early Stopping: The model training is monitored for early stopping. If the
validation loss does not improve over several epochs, the training process is
halted to prevent overfitting and to save computational resources.

Evaluation of the Fusion Model

Loss and Accuracy Monitoring: The performance of the fusion model is evalu-
ated by plotting the training loss and validation loss over time. Similarly, the
training accuracy and validation accuracy are tracked to monitor the model’s
progress and identify potential overfitting or underfitting issues.

Classification Report: The trained fusion model is evaluated on the test set,
and a classification report is generated. Metrics, including accuracy, precision,
recall, and F1 score, are provided for each lesson in this report.

Confusion Matrix: A confusion matrix is plotted to visualize the performance
of the model across different classes. It displays the proportion of each class’s
instances that the model classifies properly or inaccurately.

ROC Curve and AUC: The Receiver Operating Characteristic (ROC) curve is
plotted for both the teacher model (XGBoost) and the student model (fusion
model) to evaluate their ability to discriminate between classes. The AUC
(Area Under the Curve) score is calculated to summarize the overall perfor-
mance of each model.

Comparison of Models: The performance of the fusion model is compared
with that of the teacher model to assess whether the knowledge distillation
process successfully transferred the teacher’s knowledge to the student while
maintaining or improving performance.

Final Evaluation and Results

Model Performance Comparison: The final step is to compare the performance
of the student model (fusion model) against the teacher model (XGBoost) in
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terms of accuracy, precision, recall, F'1 score, AUC, and confusion matrix. This
comparison helps determine whether the distillation process has successfully
enhanced the student model’s performance while keeping it computationally
efficient.

e Insights and Future Work: Based on the evaluation metrics, the strengths
and weaknesses of the fusion model are identified. Additionally, potential im-
provements for future iterations of the model, such as hyperparameter tuning,
more sophisticated fusion techniques, or alternative distillation methods, are
considered.

To create a strong and efficient classification model for network slice prediction, the
algorithm workflow combines XGBoost, knowledge distillation, and feature fusion.
Soft labels and leaf node characteristics let the teacher model (XGBoost) guide the
student model (neural network), hence improving the learning process. Trained
with knowledge distillation, the fusion model gains from the large feature set and
the insights supplied by the teacher model, hence improving generalisation and clas-
sification accuracy. Based on the reasoning and analysis made, this method shows
the potential of knowledge distillation to enhance model performance when applied
in real-time classification tasks, which include the network slicing approach in 5G
settings.

3.4 System Design

3.4.1 Knowledge Distillation

A model compression method in machine learning is knowledge distillation, a ca-
pability of passing knowledge stored in a complex model, the teacher model, to a
simpler model, the student model. The aim is to optimize the student model against
compute resources, and inference speed, whilst preserving teacher performance. Par-
ticularly in the context of deploying deep learning models in resource-constrained
settings, this strategy has attracted much notice. This study uses knowledge distil-
lation to move the information from an XGBoost teacher model to a neural network
student model for the purpose of classifying network slice kinds in a 5G network

27].

3.4.2 Theory and Mathematical Foundations

Knowledge distillation’s core concept is that the instructor model, usually more
complicated, offers soft predictions with more rich information than only the hard
class labels. Knowledge distillation guides the student model’s learning process using
soft targets—probability distributions generated by the instructor model—instead
of the usual hard targets—class labels. The soft predictions reflect more granular
knowledge of the instructor model’s confidence in every class, which the student
model can use to make more informed choices. Mathematically, if T(x) represents
the output of the teacher model for an input x, and S(x) represents the output of
the student model, then the teacher provides a probability distribution:

T(x) = softmax(zp(x)) where zp(z) = Wrz + br (3.28)
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Here, W_T and b_T are the weights and biases of the teacher model, and z T (x)
is the logit or pre-activation value of the output for class i. The softmax function
converts these logits into a probability distribution. The student model, which aims
to approximate this probability distribution, produces a prediction S(x):

S(z) = softmax(zs(x)) where zg(z)=Wsx + bg (3.29)

The aim is to reduce the gap between T(x) and S(x), which can be done by applying
a loss function that evaluates the two distributions, hence transferring information
from the teacher to the student. Comprising two parts, this loss function is cat-
egorical cross-entropy loss for the conventional hard labels and KL divergence for
comparing the soft predictions from the instructor and student. The total loss func-
tion L used for training the student model is defined as:

L=aLcg(y,S(z))+ (1 — a)Lxn(T(x), S(x)) (3.30)
Where:

e Lop(y,S(x)) is the categorical cross-entropy loss between the true labels y
and the student model’s output S(x).

o Ly (T(x),S(z)) is the Kullback-Leibler divergence between the soft targets
of the teacher and the student, which can be defined as:

Lia(T (&), (@) = Y T(e):log (?;Exi) (3.31)

The temperature parameter T is used to soften the probability distributions by
scaling the logits before applying the softmax function:

o ()
T(x); = S (%) (3.32)

Where T is a positive scalar that controls the smoothness of the probability distri-
bution. Higher values of T produce softer distributions, which are more informative
for the student model. The knowledge distillation loss lets the student model learn
from the more informative soft targets supplied by the teacher model as well as the
original hard labels. Especially when the student model is smaller and simpler than
the instructor, this lets the student model perform better than if it were taught just
using hard labels.

3.4.3 Application in Our System

Within the framework of this research, we apply a neural network as the student
model and XGBoost as the teacher model. Trained on the preprocessed data, the
XGBoost model generates soft predictions that offer more rich information than
only the expected class labels. Through the knowledge distillation process, these
soft predictions serve as targets for training the neural network student model. In
our situation, the loss function is a weighted mix of KL divergence and categorical
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cross-entropy loss, where o = 0.7 and 7' = 3.0(temperature).

The student model is given the original features as well as the leaf node charac-
teristics from the XGBoost model during training, hence allowing it to learn both
from the raw data and the teacher’s learnt representations. Though with far lower
complexity, this strategy guarantees the student model behaves identically to the
teacher model.

3.4.4 XGBoost and How It Incorporates as Teacher Model
in Our System

Based on decision trees, the strong machine learning method known as XGBoost
(eXtreme Gradient Boosting) excels at classification and regression chores. Opti-
mised for both speed and performance, it is a Gradient Boosting implementation. A
very efficient ensemble learning technique for challenging tasks like categorisation,
XGBoost works by repeatedly constructing decision trees correcting the faults of
prior trees.

XGBoost serves as the teaching model in our research. XGBoost, as the teacher,
must offer soft predictions that will serve as the learning signal for the student model
in the knowledge distillation process.

3.4.5 XGBoost Theory and Mathematical Foundation

XGBoost uses gradient boosting to optimize a set of weak decision trees. The basic
principle behind gradient boosting is to build decision trees sequentially, where each
new tree tries to correct the errors made by the previous trees. The model can be
written as:

F(z) = ayhy(x) (3.33)

Where:
e F(x) is the final prediction for input x,
e h_k (x) is the k'™ decision tree,
e o_k is the weight assigned to the k' tree.

The objective function of XGBoost is a combination of loss (how well the model fits
the data) and regularization (which penalizes complex models to prevent overfitting):

LO) = X Uy Flwi) + 3 Q) (3.34)

Where:

o [(y;, F'(x;)) is the loss function, which measures how well the model predicts
the target y; for input x;,
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e w(hy) is the regularization term that penalizes tree complexity, typically in
the form of the number of nodes or the size of the leaf nodes.

XGBoost minimizes this objective function using second-order Taylor expansion for
better optimization efficiency:

A
L(O) = 1w F(a) + 5 D 116l (3.35)
i k
Where )\ is the regularization parameter that controls the complexity of the model.

Once the XGBoost model is trained on the data in our system, it produces prob-
abilities for every sample indicating the probability of each sample belonging to a
certain class. The student model is trained using these probabilities as soft targets.
Leaf indices produced by XGBoost are also employed as extra characteristics for the
fusion model, so enabling the student model to gain from the raw data as well as
the XGBoost-acquired intermediate representations.

3.4.6 Feature Fusion

Feature Fusion is a method that enhances the learning process of machine learning
models by integrating several input sources. Feature fusion in this study is the
combination of the original input characteristics with the extra qualities acquired
by the XGBoost instructor model. The combination of these attributes enables the
student model to gain from both the raw data and the decision-making process
recorded by XGBoost’s leaf nodes [12].

Theory and Mathematical Foundation

Feature fusion in machine learning is the combination of several feature sets into one,
more complete set. This lets the model benefit from a more rich data representation.
Mathematically, the fused feature set X is produced by concatenating the original
features represented by X with the leaf features derived via XGBoost, L.

Xy = (X, L] (3.36)
Where:

e X is the matrix of original features (e.g., Time, Packet Loss Rate, Packet
Delay),

e L is the matrix of leaf features derived from the decision paths in the XGBoost
model.

The dimensionality of the fused feature set is now greater than that of the original
feature set since it now includes both the original features and the extra leaf features.
This broader feature set increases the predictive potential of the student model by
allowing it to understand intricate correlations in the data.
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3.4.7 Application in Our System

Feature fusion in our system is done by combining the original features with the
leaf node indices from XGBoost. The student neural network is trained on these
combined features. The extra leaf features enable the student model to learn from
the decision-making process of the teacher, therefore capturing intricate patterns
that could not be seen from the initial features alone.

3.4.8 Fusion Model (Student Model)

The Fusion Model is the student model trained by means of the knowledge distilla-
tion technique employing both the original data and the leaf features from XGBoost.
The fusion model aims to learn from the extra representations supplied by the in-
structor model as well as the raw data. Usually a neural network, this student model
predicts using the combined feature set.

Theory and Mathematical Foundation

Several dense layers make up the fusion model; each one is followed by batch nor-
malisation and dropout to avoid overfitting. For multi-class classification, the last
layer generates a softmax result. The model is trained to minimise a loss function
combining KL divergence (distillation loss) and categorical cross-entropy (standard
classification loss). The fusion model is represented by:

S(x) = softmax(W; Xy + by) (3.37)
Where:
e S(x) is the output of the fusion model (probabilities for each class),
e X is the fused feature set (original features concatenated with leaf features),
e W; and by are the weights and biases of the fusion model.
The fusion model is trained using the following loss function:
L =aLcg(y, S(x)) + (1 — a)LxL(T(z), S(x)) (3.38)
Where:

o Leop(y,S(x)) is the categorical cross-entropy loss between the true labels y
and the student’s predictions S(x),

o Ly (T(x),S(z)) is the Kullback-Leibler divergence loss between the soft pre-
dictions of the teacher and the student,

e « is a hyperparameter that controls the balance between the two loss compo-
nents.

Backpropagation and gradient descent train the fusion model; the loss function
directs the changes to the model’s weights. Once trained, the fusion model can
forecast network slice kinds depending on both the original data and the extra
learnt characteristics via XGBoost.
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Application in Our System

The fusion model in our system is a neural network trained with the fused feature
set and soft XGBoost targets. To minimise overfitting, the neural network is made
up of several dense layers with dropout; batch normalisation helps to stabilise the
learning process. The last output is a probability distribution across the several
network slice kinds. The model is trained to reduce the combined categorical cross-
entropy and KL divergence loss, so guaranteeing that it learns both from the actual
labels and from the teacher model’s direction.

Feature fusion and knowledge distillation offer the fusion model with rich, multi-
source input, which helps it to generalise better and operate more effectively on the
network slice classification job.

3.5 Traditional Machine Learning Approach

3.5.1 Logistic Regression

Based on input characteristics, Logistic Regression is a commonly used classification
model that forecasts the likelihood of a binary result (0 or 1). Using the logistic
function (sigmoid function), it estimates probabilities hence modelling the relation-
ship between the input attributes X and the goal variable y. A real-valued number
mapped by this function becomes a value between 0 and 1, which is read as a
probability.

The logistic regression model computes the probability p(y=1X) as:

1
1+ e %

ply=1]X)= (3.39)

Where:

e > =w"X + b is the linear combination of the input features X (which are the
transformed and scaled dataset columns),

e w represents the weights (coefficients) for each feature,
e b is the bias term,
e ¢ is the base of the natural logarithm.
The goal of logistic regression is to estimate the coefficients w and b that minimize

the logistic loss function or cross-entropy loss:

N

Lw,b) =~ D [los(ply = 11 X)) + (1~ y)log(1 — ply=1] X))] ~ (3.40)

i=1
Where:
e N is the number of data points,

e y; is the true label of the i** sample,
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e X, is the feature vector for the i*" sample.

The approach uses optimisation methods like gradient descent to minimise this loss
by optimising the coefficients w and b throughout training. The code trains the
LogisticRegression model on the preprocessed features; the resulting model forecasts
the slice type and generates probability for every class label.

From a mathematical standpoint, especially when the connection between the input
data and the target is roughly linear, logistic regression offers a straightforward but
strong tool for classification tasks. We utilise it in this situation to forecast network
slice kinds with time, packet loss rate, and packet delay as the characteristics and
the network slice class as the aim.

3.5.2 XGBoost Classifier

An enhanced gradient boosting method excelling in both speed and performance,
XGBoost (eXtreme Gradient Boosting) It creates an ensemble of decision trees,
each one educated to fix the mistakes of the former trees. Boosting is a method the
algorithm use to iteratively add trees to the model, hence minimising the total error.

In XGBoost, the prediction model F(x) is an ensemble of K trees:

F(z) =) fulx) (3.41)

Where fi(z) is the k'h decision tree. Each tree is trained to minimize the resid-
ual error from the previous model. The decision trees are constructed using CART
(Classification and Regression Trees), which recursively split the data based on fea-
ture values, aiming to minimize the mean squared error (MSE) or log-loss at each
split.

L(F) = Uy Flwa) + > Q) (3.42)

Where:
o [(y;, F(x;)) is the loss function (e.g., log-loss for classification tasks),

e w(fr) is the regularization term to penalize model complexity, defined as:

T
Qfe) =T + %A > w) (3.43)
j=1

Where T is the number of leaves in the tree, and A\ are regularization parameters,
and w; represents the weight of the j leaf.

To accelerate the learning process, XGBoost maximises this objective function with
second-order Taylor expansion. With each new tree predicting based on the weighted
combination of attributes from all prior trees, the model is trained by adding trees
sequentially to reduce the residual errors from the preceding trees.
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3.5.3 Support Vector Classifier (SVC)

A classification method from the Support Vector Machine (SVM) family, Support
Vector Classifier (SVC) While maximising the margin between the nearest data
points from each class, known as support vectors, SVC’s main goal is to construct
a hyperplane that best separates the data into two classes. The SVC method works
well for both linearly separable and non-linearly separable data.

Theory and Mathematical Foundation

The fundamental idea of SVC is to locate a hyperplane separating the two cate-
gories. Mathematically, a hyperplane in an n-dimensional space is represented by
the equation:

w'z +b=0 (3.44)
Where:
e w is the normal vector to the hyperplane,
e b is the bias term,
e x is the input feature vector.

SVC aims to increase the margin, or distance between the hyperplane and the nearest
points (support vectors). The margin M is defined by:

1
]l

Therefore, the SVC optimisation issue is to maximise the margin while guaranteeing
proper classification of the data points. The challenge of optimisation turns into:

(3.45)

R T
min §||wH (3.46)

)

Subject to the constraint:

yi(wls; +b) >1 Vi (3.47)

Where 7; represents the true label of the i data point, and z; is the feature vector
for that data point.

SVC projects the data into a higher-dimensional space where a linear hyperplane
can be located using the kernel method if the data is not linearly separable. A

weighted combination of support vectors then defines the decision boundary.

The decision function for a new sample x is:

f(z) = sign (Z ayi K (x;, ) + b) (3.48)

Where:

e «; are the Lagrange multipliers obtained during optimization,
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e K (z;,x)is the kernel function, which computes the inner product in the higher-
dimensional space.

SVC with a linear kernel classifies the network slice types in your assignment by
means of features including Time, Packet Loss Rate, and Packet Delay. The method
finds the hyperplane which best separates those of the different slice-types in case
the data are linearly separable.

3.5.4 LightGBM (Light Gradient Boosting Machine)

Light GBM is a very fast and scaling and scaled algorithm of the Gradient Boosting
Decision Tree (GBDT) method, which is practically known to have an incredible
performance especially in large, data sizes. The purpose of light GBM is to refine on
conventional gradient boosting methods by applying methods such as leaf splitting
and histogram-based learning that stores fewer and less computation time.

Theory and Mathematical Foundation of Light GBM

Like other gradient boosting algorithms, Light GBM sequentially trains a sequence
of trees, with each tree is learned to minimize the residual error of the preceding tree.
The model objective function is a combination of a loss function, and a regularisation
term:

L(F) = Uy Flw) + > Q) (3.49)

Where:

o [(y;, F'(x;))is denoted loss, which measures how well the model predicts the
target y; using the set of predictive featuresz;,

e w(fy) is the regularisation term that minimises the complexity of the k™ de-
cision tree f.

As compared to the normal level-wise method used in other gradient boosting mod-
els, Light GBM applies a leaf-wise splitting method. The technique can produce
deeper trees, and converge more quickly by splitting on the leaf maximizing the
reduction of the loss function, leaf-wise. Though it could raise the danger of overfit-
ting, which is governed by regularising methods, this strategy could lead to greater
performance.

The objective function for Light GBM includes a regularization term that controls
the complexity of the trees:

T
Q(fr) =T + %/\Zw? (3.50)
j=1

Where:
e T is the number of leaves in the tree,

e and )\ are regularization parameters that control the complexity of the model,
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e w; is the weight of the j leaf.

Using gradient descent—where the negative gradient of the loss function is utilised to
fit new trees—Light GBM maximises the objective function. Fitting to the negative
gradient, the new tree seeks to reduce the residual errors from prior trees.
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Chapter 4

Results and Analysis

4.1 Logistic Regression

4.1.1 Classification Report:

Reflecting a balanced performance across the three network slice types, Logistic
Regression attained an overall accuracy of 81%. With a precision of 0.79, the URLLC
class shows a fair capacity to accurately classify this slice. The eMBB class has a
precision of 0.84, which indicates that this slice is more precisely categorised than
URLLC. The mMTC class, on the other hand, has a somewhat lower accuracy of
0.79, which indicates the model struggles harder to differentiate it from the other
slices. With 0.85 recall, eMBB beats the other classes in terms of recall since the
model is excellent at finding eMBB samples. While the recall for mMTC is somewhat
lower at 0.78, indicating a tendency to misclassify certain mMTC samples as other
classes, the recall for URLLC is 0.79, which is similarly good. With eMBB having the
highest F'1 of 0.85, followed by URLLC and mMTC with 0.79 and 0.78, respectively,
the Fl-scores are rather evenly distributed across the categories.

Table 4.1: Classification Report: Logistic Regression

Class Precision Recall F1-Score Support
URLLC 0.79 0.79 0.79 606
eMBB 0.84 0.85 0.85 728
mMTC 0.79 0.78 0.78 666
Accuracy 0.81 2000
Macro avg 0.81 0.81 0.81 2000
Weighted avg 0.81 0.81 0.81 2000

Confusion Matrix

Logistic Regression’s confusion matrix shows it has trouble telling URLLC and
mMTC classes apart. The model misclassifies 37 mMTC samples as URLLC and
44 URLLC samples as mMTC. Despite this, the model performs best with eMBB,
with only 17 samples misclassified as URLLC and 76 as mMTC. While URLLC and
mMTC overlap more, this suggests that eMBB is the most easily separable class for
the Logistic Regression model.
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Confusion Matrix: Logistic Regression
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Figure 4.1: Confusion Matrix: Logistic Regression

4.2 XGBoost Classifier

4.2.1 Classification Report:

XGBoost did really well, with an overall accuracy of 87%. With 0.91 accuracy and
0.90 recall, this model stands out in precision and recall for the URLLC category,
suggesting it can extremely accurately distinguish this class. With 0.89 precision and
0.87 recall, the eMBB class likewise scores well, implying that XGBoost can fairly
accurately find eMBB slices. With 0.83 precision and 0.85 recall, the mMTC class
performed somewhat worse than the other classes, indicating more misclassifications.
Still, these numbers are really good and XGBoost balances all three classes fairly
well. All classes have good F'1 scores; the best is 0.90 for URLLC.

Table 4.2: Classification Report: XGBoost

Class Precision Recall F1-Score Support
URLLC 0.91 0.90 0.90 606
eMBB 0.89 0.87 0.88 728
mMTC 0.83 0.85 0.84 666
Accuracy 0.87 2000
Macro avg 0.87 0.87 0.87 2000
Weighted avg 0.87 0.87 0.87 2000

4.2.2 Confusion Matrix

With just 19 misclassifications as eMBB and 44 as mMTC, the confusion matrix
indicates XGBoost correctly forecasts URLLC. With just 17 URLLC misclassifi-
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cations and 76 mMTC misclassifications, it likewise performs well for eMBB. The
mMTC class exhibits considerable confusion with eMBB, as 37 mMTC samples are
misclassified as URLLC and 62 as eMBB, suggesting minor overlap between these
two classes. Still, the performance is good.

Confusion Matrix: XGBoost Classifier
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Figure 4.2: Confusion Matrix: XGBoost

4.3 Support Vector Classifier (SVC)

4.3.1 Classification Report:

Like Logistic Regression, SVC was 81% accurate. Its precision for URLLC (0.78)
is lower than that of XGBoost, suggesting more regular misclassifications between
URLLC and mMTC. Though the precision and recall for mMTC (0.79 and 0.78,
respectively) are lower, the recall for eMBB is strong at 0.85, implying some challenge
in differentiating between mMTC and the other two slices. SVC performs fairly
overall but could do better, particularly for the URLLC class.

Table 4.3: Classification Report: Support Vector

Class Precision Recall F1-Score Support
URLLC 0.78 0.79 0.78 606
eMBB 0.84 0.85 0.85 728
mMTC 0.79 0.78 0.78 666
Accuracy 0.81 2000
Macro avg 0.80 0.80 0.80 2000
Weighted avg 0.81 0.81 0.81 2000
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4.3.2 Confusion Matrix

With 81 URLLC samples misclassified as mMTC and 68 mMTC samples misclas-
sified as eMBB, SVC’s confusion matrix reveals a fair number of misclassifications
especially between the URLLC and mMTC classes. Though the general confusion
across the classes implies that the model might gain from more complex decision
boundaries, the eMBB class is the most consistently forecasted with 619 accurate
predictions.

Confusion Matrix: Support Vector Classifier
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Figure 4.3: Confusion Matrix: Support Vector

4.4 LightGBM Classifier

4.4.1 Classification Report:

With an overall accuracy of 88%, Light GBM performed well in all three classes. The
model showed 0.93 precision and 0.90 recall for URLLC, proving its great ability
to forecast this slice. With just minor room for growth, the eMBB class had 0.87
accuracy and 0.90 recall. Performance for mMTC is good at 0.84 accuracy and
0.85 recall, hence verifying the model’s capacity to precisely distinguish between
the slices. LightGBM is very strong for URLLC and stands out for its speed and
scalability.
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Table 4.4: Classification Report: Light GBM

Class Precision Recall F1-Score Support
URLLC 0.93 0.90 0.91 606
eMBB 0.87 0.90 0.88 728
mMTC 0.84 0.85 0.84 666
Accuracy 0.88 2000
Macro avg 0.88 0.88 0.88 2000
Weighted avg 0.88 0.88 0.88 2000

4.4.2 Confusion Matrix

With just 44 URLLC samples misclassified as mMTC and 61 eMBB misclassified
as mMTC, the Light GBM confusion matrix reveals very little misclassification by
the model. The amount of mistakes, especially for the URLLC class, is much lower
than in the other models, which shows Light GBM’s great predictive ability for this
class. mMTC also does well with relatively few misclassifications.

Confusion Matrix: LightGBM Classifier
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Figure 4.4: Confusion Matrix: LightGBM

4.5 Federated Learning - Average Aggregation

4.5.1 Report

The model with Average Aggregation has a total accuracy of 90%. Class 0 (eMBB)
has both 0.91 precision and recall, thereby performing well for this class. With
precision and recall ratings of 0.92 and 0.92, respectively, Class 1 (URLLC) likewise
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did well. Class 2 (mMTC) showed a somewhat lower but still acceptable performance
with 0.86 accuracy and 0.87 recall. The macro average for precision, recall, and
F1l-score is 0.90, hence stressing the balanced performance of the model across all
classes.

Table 4.5: Classification Report: Federated Learning - Average Aggregation

Class Precision Recall F1-Score Support
0 (eMBB) 0.91 0.91 0.91 1213
1 (URLLC) 0.92 0.92 0.92 1010
2 (mMTC) 0.86 0.87 0.86 1110
Accuracy 0.90 3333
Macro avg 0.90 0.90 0.90 3333
Weighted avg 0.90 0.90 0.90 3333

4.5.2 Confusion Matrix

Average Aggregation’s confusion matrix shows class 0 (eMBB) was predicted cor-
rectly most of the time, with 126 mMTC misclassifications. While class 2 (mMTC)
had more confusion, with 68 samples misclassified as eMBB and 65 as URLLC, class
1 (URLLC) had some misclassifications with 13 samples projected as eMBB and 68
as mMTC. The matrix indicates that, generally speaking, the model performs well
but still struggles to tell the mMTC from the other two classes.
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Figure 4.5: Confusion Matrix: Federated Learning: Average Aggregation

4.6 Federated Learning - Max Aggregation

4.6.1 Report

With eMBB class performance somewhat worse than the other two, with precision
of 0.90 and recall of 0.87, the model with Max Aggregation attained an accuracy
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of 88%. The model showed 0.89 accuracy and 0.92 recall for URLLC, suggesting
improved classification performance for this class. With 0.84 accuracy and 0.85
recall, mMTC showed somewhat less accuracy for this class relative to the other
two. For precision, recall, and F1-score, the general macro average is 0.88.

Table 4.6: Classification Report: Federated Learning - Max Aggregation

Class Precision Recall F1-Score Support
eMBB 0.90 0.87 0.89 728
URLLC 0.89 0.92 0.90 606
mMTC 0.84 0.85 0.84 666
Accuracy 0.88 2000
Macro avg 0.88 0.88 0.88 2000
Weighted avg 0.88 0.88 0.88 2000

4.6.2 Confusion Matrix

Max Aggregation’s confusion matrix shows a great capacity to accurately forecast
mMTC and URLLC. With just 47 misclassified as eMBB, most URLLC samples
were accurately classified. Though 55 samples were misclassified as eMBB, mMTC
was categorised with less inaccuracy. With 23 samples misclassified as URLLC and
72 as mMTC, the eMBB class displayed the most confusion, hence stressing some
overlap between the mMTC and eMBB classes.
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Figure 4.6: Confusion Matrix: Federated Learning: Max Aggregation
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4.7 Federated Learning - Min Aggregation

4.7.1 Report

With a 92% accuracy, the Min Aggregation model surpassed the other techniques.
While mMTC had 0.89 precision and 0.88 recall, somewhat lower than the first two
classes but still good, eMBB and URLLC had great precision and recall: 0.93 and
0.94, respectively. With an overall macro average of 0.92 for precision, recall, and
F1l-score, it shows strong performance across all three categories.

Table 4.7: Classification Report: Federated Learning - Min Aggregation

Class Precision Recall F1-Score Support
eMBB 0.93 0.94 0.93 1213
URLLC 0.94 0.93 0.93 1010
mMTC 0.89 0.88 0.89 1110
Accuracy 0.92 3333
Macro avg 0.92 0.92 0.92 3333
Weighted avg 0.92 0.92 0.92 3333

4.7.2 Confusion Matrix

With few misclassifications, the Min Aggregation confusion matrix shows good clas-
sification for eMBB and URLLC. Of mMTC, eMBB misclassified 61 times; URLLC
misclassified 57. Predicted with less error, the mMTC class had 55 misclassified as
URLLC and 76 as eMBB, but generally, it did well.
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Figure 4.7: Confusion Matrix: Federated Learning: Min Aggregation
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4.8 Security Considerations in Federated Learn-
ing for Network Slicing

As 5G and 6G networks adopt network slicing to support heterogeneous applica-
tions, security becomes a critical concern. Each network slice, designed for specific
services such as eMBB, URLLC, or mMTC, requires strict isolation and control to
ensure that resources, data, and policies remain protected and segregated. Improper
isolation or vulnerabilities in orchestration could lead to slice-to-slice contamination,
data leakage, or malicious exploitation of network functions [3].

Network slicing environments are particularly vulnerable to threats such as denial-of-
service (DoS) attacks, unauthorized access to virtualized resources, and tampering
with control plane operations [21]. These risks are further amplified when slices
host sensitive data or critical infrastructure—for example, in healthcare IoT or au-
tonomous transport.

Federated Learning (FL) addresses several of these concerns by inherently support-
ing decentralized training. In FL, raw data remains local to the client device or edge
node, and only model parameters are exchanged with a central server for aggrega-
tion. This approach mitigates the risk of data leakage and satisfies data sovereignty
regulations such as GDPR, especially in privacy-sensitive verticals like healthcare
or finance [11].

Moreover, FL enables slice-specific intelligence training across distributed nodes
without exposing raw inputs to external threats. When combined with techniques
such as secure aggregation and digital signatures, FL can resist model poisoning,
inference attacks, and untrusted participant contributions [14]. These security en-
hancements are vital for maintaining trust in autonomous decision-making processes
at the slice level.

Integrating FL into network slicing not only ensures data privacy but also aligns
with zero-trust security principles. Since each client—or slice participant—can be
treated as a potentially untrusted actor, FL supports cryptographically verifiable
communication, allowing secure model updates and slice-local anomaly detection
[19]. This distributed and privacy-preserving intelligence further reduces the attack
surface of centralized Al models and makes slice orchestration more robust.

In the context of our framework, security can be enhanced through (i) secure model
aggregation across FL clients, (ii) validation of participating nodes via cryptographic
methods or blockchain integration, and (iii) deployment of FL models scoped per
slice to ensure strict logical isolation of Al behavior. Thus, FL serves not only as a
performance-boosting paradigm but also as a core enabler of secure, scalable, and
trustworthy network slicing in future wireless networks.
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4.9 Integrating Federated Learning with Hybrid
Knowledge Distillation

The combination of Federated Learning (FL) and Knowledge Distillation (KD)
presents a powerful strategy for achieving both security and performance in net-
work slice classification. On the one hand, KD allows inference with lightweight
and efficient compression and knowledge transfer, whereas FL ensures decentralised
training that preserves privacy. With such a union of the two methods, we can
potentially address the significant challenges to network slicing, including the gener-
ation of slice-specific intelligence, the limitations of deploying to an edge, and data
heterogeneity.

The local models to be trained by local clients within the FL phase of our method-
ology use multilayer perceptrons (MLPs). These customers are all representing dif-
ferent network slices, with different traffic and QoS behaviors (e.g. eMBB, URLLC,
mMTC). The global model is obtained via aggregation strategies such as FedAvg,
Max, or Min, producing a robust model that captures distributed slice-level knowl-
edge without centralizing data [4].

However, FL-trained models tend to be large and complex, which may hinder their
deployment on resource-constrained edge devices. To address this, the second phase
of our framework employs a hybrid approach using Knowledge Distillation (KD).
Here, the FL-trained global model or an ensemble model (e.g., XGBoost) is used
as a teacher to generate soft targets. These soft predictions, along with enriched
features derived from leaf node indices (feature fusion), are then used to train a
compact student neural network [2]. This results in a lighter, more efficient model
suitable for real-time slice classification at the edge.

The connection between FL and the hybrid KD model is both strategic and se-
quential. First, FL provides a privacy-preserving mechanism to learn from diverse
data. Second, KD refines and compresses this learned knowledge, enabling fast,
low-latency inference while retaining high accuracy. Moreover, distillation can be
extended to the federated setting itself—so-called Federated Knowledge Distilla-
tion—where multiple student models are collaboratively trained using soft targets
shared across clients, without exchanging raw data [6]. This integrated approach
forms the backbone of a secure, scalable, and real-time intelligent network slicing
solution for 5G and 6G infrastructures.

4.10 Feature Fusion Model with Knowledge Dis-
tillation

4.10.1 Classification Report

With a total accuracy of 98%, the Feature Fusion Model with Knowledge Distillation
performed remarkably well. With a precision of 0.98 and a recall of 0.98, URLLC
shows that this category is quite distinct by the model. With 0.99 accuracy and
0.99 recall, eMBB performed remarkably well, demonstrating almost flawless clas-
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sification. With slight misclassifications but still great performance, mMTC scored
0.98 accuracy and 0.97 recall. With a macro average precision, recall, and F'1-score
of 0.98, the model shows strength across all classes.

Table 4.8: Classification Report for Feature Fusion Model

Class Precision Recall F1-Score Support
URLLC 0.98 0.98 0.98 615
eMBB 0.99 0.99 0.99 734
mMTC 0.98 0.97 0.98 651
Accuracy 0.98 2000
Macro avg 0.98 0.98 0.98 2000
Weighted avg 0.98 0.98 0.98 2000

4.10.2 Confusion Matrix

The confusion matrix of the Feature Fusion Model with Knowledge Distillation
reveals outstanding performance. Of 603 cases, the URLLC class was accurately
predicted; only 9 were misclassified as mMTC. With 727 valid forecasts and just 5
misclassified as mMTC, eMBB did quite well. With 633 correct predictions and just
10 misclassified as URLLC, mMTC also exhibited good categorisation. Reflecting
the strength of feature fusion coupled with knowledge distillation, the misclassifica-
tion rates are quite low across all classes.

Confusion Matrix: Feature Fusion Model with Knowledge Distillation
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Figure 4.8: Confusion Matrix: Feature Fusion Model with Knowledge Distillation
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4.11 ROC Curve Analysis for Machine Learning
Models

The first image showcases a Receiver Operating Characteristic (ROC) curve for var-
ious machine learning models, including Logistic Regression, XGBoost Classifier,
Light GBM Classifier, and Support Vector Classifier. The Logistic Regression model
achieves an area under the curve (AUC) of 0.88, indicating strong performance. The
XGBoost Classifier follows with an AUC of 0.93, suggesting excellent discriminative
ability. The Light GBM Classifier and Support Vector Classifier have AUCs of 0.94
and 0.87, respectively, demonstrating their high effectiveness in distinguishing be-
tween positive and negative classes. These curves, plotted against the false positive
rate, highlight the superior performance of the Support Vector Classifier in this
context.
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4.12 ROC Curve Analysis for Federated Learning

The second image presents ROC curves for federated learning approaches, specifi-
cally FedMin, FedAvg, and FedMax. The FedMin model achieves an AUC of 0.94,
indicating robust performance in a decentralized learning environment. The FedAvg
model follows with an AUC of 0.92, showing good but slightly lower effectiveness.
The FedMax model performs the best among the three with an AUC of 0.95, sug-
gesting it excels in optimizing the true positive rate while managing the false positive
rate. These results illustrate the varying efficiencies of federated learning strategies
in maintaining model accuracy across distributed datasets.

FedMin ROC Curve FedAvg. ROC Curve FedMax ROC Curve
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Figure 4.10: ROC Curve for Federated Learning

4.13 ROC Curve analysis Hybrid Fusion

The third image displays the ROC curve for a Fusion Model, with an impressive AUC
of 1.00, indicating perfect classification performance. The curve rises steeply and
remains at the top left corner, signifying a 100% true positive rate with minimal false
positives. This ideal scenario suggests that the Fusion Model effectively integrates
multiple data sources or models to achieve flawless discrimination between classes.
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Figure 4.11: ROC Curve for Hybrid Fusion
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Figure 4.12: Training and Validation Metrics Description for Feature Fusion Model
with Knowledge Distil- lation

4.14 Results Analysis and Discussion

Network slice categorisation has been studied using several machine learning mod-
els, including conventional algorithms and sophisticated techniques like federated
learning and knowledge distillation. Logistic Regression’s 81% accuracy showed a
fair but moderate performance over the three categories. Though it had trouble dif-
ferentiating between URLLC and mMTC, which caused several misclassifications,
it did especially well with eMBB, producing a 0.85 F1-score. Particularly between
URLLC and mMTC, the confusion matrix showed a reasonable number of misclas-
sifications. Though basic, Logistic Regression nonetheless able to categorise eMBB
correctly; it struggled to distinguish mMTC from the other slices. With an 87%
accuracy, XGBoost fared far better, especially for URLLC (0.91 precision and 0.90
recall), demonstrating strong precision and recall. It also did well with eMBB (0.88
Fl-score). The model, however, struggled with mMTC, which the confusion matrix
frequently misclassified as eMBB or URLLC. XGBoost still outperformed Logistic
Regression significantly and demonstrated more adaptability in managing complex
interactions between features. With an accuracy of 81%, Support Vector Classi-
fier (SVC) reflected the performance of Logistic Regression but with a somewhat
lower precision for URLLC (0.78) and a 0.78 Fl-score for mMTC. The confusion
matrix indicated notable overlap between mMTC and URLLC, suggesting the need
for more complicated decision limits to enhance classification accuracy. The eMBB
class was forecasted with fairly greater consistency, suggesting that SVC fared best
for this category. Particularly for URLLC (0.91 Fl-score) and eMBB (0.88 F1-
score), LightGBM achieved an 88% accuracy, outperforming in both speed and
accuracy. Its mMTC categorisation was likewise robust (0.84 precision and recall).
Fewer misclassifications, particularly for URLLC, were shown by the confusion ma-
trix, which indicated the model’s dependability and efficiency in separating network
slices. Federated Learning models, particularly those using Average Aggregation,
Max Aggregation, and Min Aggregation, shown a significant performance boost.
With balanced performance across all classes, especially for URLLC (0.92 precision
and recall), the Average Aggregation model attained 90% accuracy. While Min
Aggregation surpassed the others with a 92% accuracy and better precision and
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recall for eMBB (0.93 precision and recall) and URLLC (0.94 precision and recall),
Max Aggregation had a little drop in performance with an 88% accuracy. With a

remarkable macro average AUC of 0.9841, Min Aggregation also performed well in
the AUC scores.

The Feature Fusion Model with Knowledge Distillation, which attained 98% accu-
racy, was the top performance. The model beat all others with near-perfect eMBB
(0.99 accuracy and recall) and URLLC (0.98 accuracy and recall). Though a bit
more difficult, the mMTC category nevertheless performed remarkably well with 0.98
accuracy and 0.97 recall. This model’s confusion matrix showed few misclassifica-
tions, therefore stressing the strength of integrating feature fusion with knowledge
distillation for effective and resilient classification.

Overall, Feature Fusion with Knowledge Distillation and Min Aggregation in Feder-
ated Learning regularly produced the best outcomes, thereby stressing the promise
of sophisticated fusion and aggregation methods in attaining high accuracy and gen-
eralisability. Although conventional models like Logistic Regression, XGBoost, and
SVC performed satisfactorily, they struggled to differentiate classes with overlapping
characteristics. Though not nearly as accurate as the more sophisticated techniques,
LightGBM also fared fairly well. The findings highlight the efficiency of integrating
many approaches to handle the complexity of network slice classification in 5G and
6G settings.

4.14.1 Comparative Performance of various Model

The comprehensive analysis of network slice classification models for 5G and 6G net-
works reveals a clear performance hierarchy across traditional and advanced machine
learning approaches. Logistic Regression and Support Vector Classifier (SVC) both
achieved a moderate 81% accuracy, excelling in eMBB classification (0.85 F1-score)
but struggling with URLLC and mMTC due to overlapping features, as evidenced
by their confusion matrices showing significant misclassifications (e.g., 44 URLLC
as mMTC for Logistic Regression, 81 URLLC as mMTC for SVC). XGBoost im-
proved performance with an 87% accuracy, demonstrating strong URLLC classifi-
cation (0.90 Fl-score) and better handling of complex feature interactions, though
mMTC misclassifications persisted (62 as eMBB). Light GBM slightly outperformed
XGBoost at 88% accuracy, with notable URLLC precision (0.93) and scalability,
reducing misclassifications (e.g., 44 URLLC as mMTC). Federated Learning models
significantly enhanced performance, with Average Aggregation achieving 90% ac-
curacy and balanced results across classes (0.92 Fl-score for URLLC), while Max
Aggregation scored 88% with weaker eMBB performance (0.89 Fl-score). Min Ag-
gregation excelled at 92% accuracy, with high precision and recall for eMBB (0.93)
and URLLC (0.94), and a robust AUC of 0.9841, reflecting resilience to non-IID
data. The Feature Fusion Model with Knowledge Distillation achieved the high-
est accuracy of 98%, with near-perfect eMBB (0.99 Fl-score) and URLLC (0.98
Fl-score) classification, minimal mMTC misclassifications (10 as URLLC), and ex-
ceptional generalization due to the integration of XGBoost-derived features and soft
predictions. These results underscore the superiority of advanced techniques like
Min Aggregation and Feature Fusion with Knowledge Distillation in addressing the
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complexity of network slice classification, offering high accuracy, scalability, and
robustness for real-world 5G/6G applications.

Maodel Accuracies for Network Slice Classification

B8% B8%

Accuracy (%)

Maodel

Figure 4.13: Comparative Analysis

Model Evaluation Using ROC Curves

To assess the classification performance of the models, Receiver Operating Charac-
teristic (ROC) curves were plotted for all classifiers, as shown in Figure [X]. The
ROC curves illustrate the trade-off between the true positive rate (sensitivity) and
false positive rate for each model. The Area Under the Curve (AUC) serves as a
quantitative metric to compare classifier effectiveness.

As depicted, the Light GBM classifier achieved the highest AUC for Class 0 at 0.98
and a micro-average AUC of 0.96, indicating excellent discrimination ability. Using
micro-average AUC of 0.96 and a class-wise AUC of 0.97, XGBoost also proved to
display good performance. Logistic Regression performed well with its class-wise
AUC of 0.95 and its micro-average AUC, which was 0.93. Support Vector Classifier
took the second pace with 0.94 and 0.92 respectively.

These results indicate that all models are good at classification, but the ensemble
methods like Light GBM and XGBoost perform slightly better than the usual mod-
els. The robustness and the reliability in classifying the target class of the models
on numerous measurements is confirmed using the ROC analysis.

28



ROC Curves for All Models
1.0 4 ’:__.-g_-——
et
S R
‘--,1-"::-‘——"" = 4
‘:3 A e
Py St I
{ I N
0
0.8 f ,r -d' ~
A
hit
l‘.f‘l
et
it [t
'I I
8 06 I TH
& )
¢ fary
3 "Il
S 9]
a 41
v i
= 1
= 0.4+ i
i
I
4
v -
e , g
- Logistic Regression - Class 0 (AUC = 0.95)
0.2 == Logistic Regression - Micro-average (AUC = 0.93)
1 XGBoost Classifier - Class 0 (AUC = 0.97)
== XGBoost Classifier - Micro-average (AUC = 0.96)
Support Vector Classifier - Class 0 (AUC = 0.94)
—=— Support Vector Classifier - Micro-average (AUC = 0.92)
LightGBM Classifier - Class 0 (AUC = 0.98)
0.0 == LightGBM Classifier - Micro-average (AUC = 0.96)
T T T T T T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Figure 4.14: ROC Curve Comparison of Different Models

4.15 Model Complexity and Parameter Summary

In addition to such performance metrics as accuracy, precision, and F1-score, the
scalability and complexity of the models by means of memory requirements and the
number of parameters are essential to evaluate. This research is used to determine
whether the models are applicable in real-life conditions that have limited availabil-

ity on resources such as an edge device or a mobile network.

In this study, they put into practice a Federated Learning model with 2,627 train-
able parameters and an extremely lightweight construct. There are no non-trainable
parameters. Use of memory is such that it is broken down as follows:

Table 4.9: Federated Learning Model Parameter Summary

Metric Value
Total Parameters 2,627
Trainable Parameters 2,627
Non-trainable Parameters 0
Input Size (MB) 0.00
Forward/Backward Pass Size (MB) 0.00
Parameters Size (MB) 0.01
Estimated Total Size (MB) 0.01
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Table 4.10: Feature Fusion Model Parameter Summary

Metric Value
Total Parameters 121,731
Trainable Parameters 120,835
Non-trainable Parameters 896
Model Size (KB) 475.51
Trainable Parameters Size (KB) 472.01
Non-trainable Parameters Size (KB) 3.50

This minimal parameter size makes the federated model exceptionally suitable for
decentralized edge-based learning, especially in low-resource or battery-sensitive de-
vices, while still preserving competitive classification accuracy through collaborative
updates.

On the other hand, the Feature Fusion model utilizing knowledge distillation is more
complex and resource-intensive, with a total of 121,731 parameters. Out of these,
120,835 are trainable and 896 are non-trainable, yielding a model size of approxi-
mately 475.51 KB. This model, although more computationally demanding, benefits
from enhanced learning capacity due to feature fusion and soft target supervision
via knowledge distillation, achieving the highest classification performance among
all tested models.

The contrasting model sizes highlight a trade-off between efficiency and accuracy.
While the federated model is ideal for lightweight deployment, the fusion model is
better suited for centralized scenarios where higher accuracy is required and com-
putational resources are available.

60



Chapter 5

Conclusion

This study thoroughly assessed various machine learning methodologies for network
slice categorization in advanced 5G and 6G communication networks, concentrat-
ing on three principal slice categories: eMBB, URLLC, and mMTC. The analysed
techniques consisted of standard machine learning models (Logistic Regression, XG-
Boost, Support Vector Classifier, and Light GBM) and a federated learning system
with different aggregation strategies (Average, Max, and Min) and a hybrid-based
approach that uses both feature fusion and knowledge extraction. With the aim of
carrying out an in-depth performance analysis under various network circumstances,
every technique was critically evaluated in terms of accuracy, precision, recall, F1-
score, and confusion matrices. Out of conventional machine learning models, Lo-
gistic Regression and Support Vector Classifier models produced rather good 81
percent accuracies, and it is reasonable that such models demonstrated considerable
performance, especially of the eMBB class. But as shown in their confusion matri-
ces, both of them experienced difficulty differentiating URLLC and mMTC due to
the similarities between the two. XGBoost had sensitivity and specificity of 87%
accuracy, beating these models, showing that it was capable of learning complex,
non-linear feature interactions, in particular, URLLC (0.90 Fl-score). LightGBM
surpassed it, got 88% accuracy, had good scalability and efficiency, particularly in
URLLC classification (0.91 Fl-score). The federated learning framework presents a
privacy-preserving, decentralized methodology for model training, tackling practical
challenges including data privacy and non-IID distributions. The Average Aggre-
gation approach attained a commendable 90% accuracy, demonstrating consistent
performance across all categories. Max Aggregation achieved an accuracy of 88%,
exhibiting marginally diminished performance for eMBB, however Min Aggregation
excelled with an impressive accuracy of 92%, showcasing enhanced precision and re-
call for eMBB (0.93) and URLLC (0.94). The Min Aggregation strategy’s capacity
to emphasize conservative updates enhanced its resilience to outliers, rendering it
exceptionally successful for heterogeneous data distributions. The Feature Fusion
Model with Knowledge Distillation was the highest achiever, attaining an outstand-
ing 98% accuracy. This method markedly improved classification performance by
incorporating original features with XGBoost-derived leaf node indices and utilizing
soft predictions from the teacher model (XGBoost) to inform the student neural net-
work. The model exhibited nearly flawless outcomes for eMBB (0.99 F1-score) and
URLLC (0.98 F1-score), with negligible misclassifications for mMTC (0.98 F1-score),
as validated by its confusion matrix. The use of a bespoke loss function integrat-
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ing categorical cross-entropy and Kullback-Leibler divergence, along with strategies
like as dropout and early halting, guaranteed elevated accuracy and generalization.
The findings underscore the inadequacies of conventional approaches in managing
intricate, overlapping feature spaces, especially in mMTC classification. Conversely,
sophisticated methods such as federated learning via Min Aggregation and feature
fusion through knowledge distillation exhibited enhanced performance, scalability,
and adaptability to the problems of real-world 5G/6G network slicing. The incorpo-
ration of explainable AI methodologies, including LIME and SHAP, enhanced the
transparency of the decision-making process, hence cultivating trust in the mod-
els’ forecasts. In summary, the Feature Fusion Model with Knowledge Distillation
presents a very effective and efficient method for network slice categorization, render-
ing it a promising strategy for real-time resource allocation in 5G and forthcoming
6G networks. The federated learning framework, especially with Min Aggregation,
offers a feasible option for privacy-sensitive, decentralized settings. These findings
highlight the promise of hybrid and collaborative learning methodologies to meet
the evolving and varied demands of next-generation wireless networks, facilitating
the development of more resilient, scalable, and privacy-conscious network manage-
ment solutions. Future research may investigate additional hyperparameter tuning,
alternate fusion methodologies, and adaption to advancing network technology to
further improve performance.

5.1 Future Work

Future work will focus on enhancing the proposed hybrid framework by integrat-
ing explainable AI (XAI) techniques, such as SHAP or LIME, to improve model
transparency without incurring high computational overhead. Deploying the sys-
tem in real-world or emulated 5G/6G environments will be crucial to validate its
robustness under dynamic network conditions, diverse traffic patterns, and device
heterogeneity. Future research may also explore adaptive and personalized federated
learning strategies to better handle non-1ID data distributions and client variabil-
ity. Expanding the model to support emerging slice types and sub-slicing strategies
will increase its relevance as network demands evolve. Additionally, optimizing the
framework for energy efficiency and computational scalability will make it more suit-
able for deployment on edge devices. Security and robustness in federated learning
remain critical challenges; therefore, implementing secure aggregation, differential
privacy, or blockchain-based mechanisms can protect against adversarial attacks and
data breaches. Finally, incorporating synthetic data generation techniques, such as
GANSs, can augment training datasets and enhance generalizability, enabling the
model to perform reliably in diverse and unseen scenarios.
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