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Abstract

Domestic violence remains a critical issue, especially in surveillance-heavy environ-
ments like Bangladesh where abusers often monitor their victims™ mobile activity.
This research presents the iterative design and conceptual development of a discreet
safety and support application for domestic abuse victims. Unlike traditional solu-
tions, this mobile application is disguised as a benign utility app (e.g., a grocery list),
ensuring discretion even under close monitoring. The app architecture follows a lay-
ered Four P’s Model: Preparation, Protection, Provision, and Prevention, aligning
each feature with user safety goals. While designing, a user-centered approach was
adopted, involving expert interviews, focus group discussions, feature assessment
surveys, and victim testing across three design phases: hand-drawn paper proto-
types, low-fidelity digital versions, and a fully navigable high-fidelity prototype.
Each phase incorporated active feedback from survivors and professionals to ensure
clarity, minimal cognitive load, and cultural relevance. Key functionalities include
dummy interface switching, real/dummy login system, encrypted evidence logging, a
Quick Exit button, and Bangla localization. Additionally, the app proposes two ma-
chine learning extensions: a voice-based distress and trigger word detection model
using emotion recognition, and a conceptual risk prediction framework based on
user-logged incidents. While not implemented due to time and development limi-
tations, the models were architected using open-source datasets and preprocessing
pipelines, ensuring future feasibility. By embedding iterative victim feedback and
Human-Computer Interaction (HCI) principles throughout, this study demonstrates
a survivor-informed, context-sensitive approach to mobile safety design. The final
prototype serves as both a practical intervention model and a contribution to ongo-
ing research in HCI, trauma-aware design, and machine learning for social good.

Keywords: Domestic Abuse, Safety App Design, Human-Computer Interaction
(HCI), Machine Learning for Social Good, Surveillance Evasion, Disguised Inter-
face, Risk Prediction, Voice Emotion Recognition, Women’s Safety Technology, IPV,
Bangladesh, Cognitive Load Minimization, Trauma-Aware Design
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Chapter 1

Introduction

1.1 Thoughts behind the thesis

Domestic abuse is a universal issue that affects individuals from all background and
gender, often trapping victims in environments dominated by control, isolation, and
fear. Abusers commonly keep track of their victims’ online activities, making it dif-
ficult and risky for victims to seek assistance or collect proof of the abuse. Although
conventional support systems play a vital role, they often depend on visible actions,
such as making phone calls or conducting internet searches, which abusers can easily
detect, heightening the danger for victims.

This study focuses specifically on women as victims as a wealth of research demon-
strates how women are unfairly susceptible to domestic abuse. Different studies
consistently show that women are far more likely to be victims of gendered-risks,
including domestic abuse. Roughly 82% of intimate partner homicide victims are
women, according to the United Nations Office on Drugs and Crime (UNODC) [45]
which highlights the grave risks that women face in abusive relationships. Addi-
tionally, the European Union Agency for Fundamental Rights (FRA) outlines that
every one out of three women in the EU has experienced physical or sexual abuse
since the age of 15, underscoring the ubiquity of gender-based abuse [27].

The domestic abuse against women in Southeast Asia is worryingly widespread. A
multicountry study by The World Health Organization (WHO) [41] reported that
37% of the women in some countries of the Southeast Asia have reported ever ex-
periencing physical or sexual abuse by their partner at some point of their life [21].
Furthermore, these norms along with their economic vulnerability serve as barri-
ers that support domestic violence in Cambodia, Vietnam, Philippines where UN
population fund (UNFPA) has been resourcing [34]. In South Asia, domestic abuse
is still regarded as a major problem which was demonstrated in a research done
by the International Centre for Research on Women (ICRW)[20]. For instance,
in India nearly 30% women suffered physical violence from their intimate partners.
Bangladesh and Pakistan also experience culturally practiced violence such as dowry
related violence and honor killings which is perpetuated by their social settings[72].
Justice seeking attempts by women in the countries have also been hampered by
legal and socio-cultural environment integrated with the abuse [20]. Many cultural
frameworks such as the importance of family and gender power structures inhibit



women from seeking assistance or leaving violent relationships because stigma is
seen as the likely consequence, victim-blaming, or social isolation.

There are several explanations for this gender disproportion. Women are frequently
in more vulnerable situations in society and the economy as a result of gender norms
and expectations. Abusive spouses may take advantage of these situations, control-
ling money, isolating themselves, and intimidating women in order to keep control
over them. Furthermore, patriarchal systems in many societies reinforce the belief
that male dominance and authority are acceptable, which helps to normalize violence
against women [18][67][38]. Women may experience more shame or victim-blaming
as a result, making it much more difficult for them to ask for assistance or leave
violent relationships.

In light of these unique obstacles, discreet and innovative solutions for support are
even more crucial in helping women. Comparison to typical means of assistance can
show women being put in greater danger, as conventional approaches often demand
overt acts with potential for easy monitoring by the abuser. As such, this paper
aims to investigate other ways that are safe and confidential by which women can
seek help unobtrusively.

1.2 Aims and Objectives

This research aims to design and evaluate a discreet, context-sensitive safety and
support platform tailored for victims of domestic abuse in Bangladesh. Given the
country’s deeply entrenched patriarchal norms, many women, especially those in
marginalized or semi-urban settings—face pervasive digital surveillance by their
abusers. Their access to technology is often limited, and in many cases, they do
not own a personal smartphone. Instead, they rely on shared devices within family
settings, which further increases the risk of exposure when seeking help or informa-
tion.

In such high-risk environments, where abusers routinely monitor victims’ phone
activity, restrict their contact with friends or family, and exert control over even ba-
sic communication, traditional safety tools become ineffective or dangerous to use.
Therefore, this study focuses on the development of a platform that can operate
under these extreme constraints—one that is concealed within everyday benign ap-
plications, offering covert access to life-saving resources.

The platform integrates four core service layers - Preparation, Protection, Provision,
and Prevention -and employs advanced techniques such as dynamic masking, cus-
tomizable dummy interfaces, stealth login mechanisms, and machine learning-based
alert systems. Its architecture is designed not only to enable victims to seek help
safely but also to collect evidence, access mental health tools, and connect with
verified professionals and NGOs, all while maintaining complete discretion.

The objectives of this research are as follows:

e To understand the socio-technical barriers domestic abuse victims face when
using digital tools under surveillance in Bangladesh.



o To design a safety application that mimics a harmless utility and can be used
on shared devices without arousing suspicion.

e To implement discreet interaction mechanisms and customizable emergency
triggers.

o To propose machine learning frameworks to enhance the app’s proactive pro-
tection features.

o To apply Human-Computer Interaction (HCI) principles to create a user cen-
tric design, evaluate usability, stress handling, cognitive load, and accessibility
based on iterative feedback from victims and professionals.

o To contribute to interdisciplinary fields—namely HCI, trauma-aware interface
design, and machine learning for social impact—by introducing a real-world,
user-centered model that addresses both safety and empowerment.

Ultimately, this research envisions a platform that empowers victims to seek help
even in the most constrained conditions - on monitored or shared devices, with-
out prior tech literacy, and under the constant threat of being caught, and thus
transforming the act of reaching out from a risk into a right.

1.3 Research Problem

The core research problem emphasizes the considerable challenges that victims of
domestic abuse encounter while trying to seek help and access support, particularly
when their abusers constantly monitor or control them. Domestic abuse affects indi-
viduals from all walks of life, and while many support services are available, victims
often struggle to utilize them safely due to the significant risk of detection by their
abusers. Abusers exacerbate this issue by using technology to surveil their victims,
making it essential for any support system to operate in a completely undetectable
manner. Key points of the problem are given below:

1. Digital Monitoring and Control by Abusers: Abusers often closely monitor their
victims’ digital activities, including phone usage, social media interactions, and even
their physical location through Global Positioning System (GPS) tracking or spy-
ware applications. This creates an environment where victims are tightly controlled
and live in fear, as even the slightest attempt to seek help can provoke further vio-
lence or retaliation. Many existing safety measures or apps do not effectively hide
their true functions, making them easily detectable by tech-savvy abusers. This
situation underscores a significant gap in the availability of covert support systems
that victims can safely access.

2. Limited Availability of Discreet Support Mechanisms: Many existing platforms
or resources for domestic abuse victims, though well-intentioned, are not designed
for covert use. They often require victims to take noticeable actions such as calling
a hotline, accessing a website, or physically visiting a support center. These actions
can be easily observed by abusers. As a result, there is a critical need for tools that
allow victims to discreetly access support and document evidence of abuse without



raising suspicion.

3. Difficulty in Gathering Evidence: Many victims encounter serious obstacles when
attempting to collect evidence of their abuse. Traditional methods like recording au-
dio, capturing video, or storing messages can be extremely risky, as the abuser may
find these files or realize the victim is tracking the abuse. Without solid evidence,
securing legal protection or intervention often becomes difficult. This underscores
the urgent need for a platform that allows for secure, hidden evidence collection that
can be remotely accessed or deleted safely.

4. Obstacles to Requesting Immediate Help: In situations of violence or heightened
danger, victims need a way to quickly notify authorities or trusted contacts without
drawing attention. However, many current emergency alert systems depend on vic-
tims initiating a phone call or sending a message, actions that are easily noticeable
by the abuser. There is a need for a solution that enables victims to discreetly
activate emergency responses without arousing suspicion.

5. Challenges in Accessing Support Networks: Many domestic abuse victims expe-
rience isolation and are unable to reach out for professional help, such as therapists,
legal advisors, or support groups, due to the fear that their abusers will uncover
their attempts. Abusers often exert control over almost every aspect of the victim’s
life, from finances to communication, leaving little room for victims to seek out-
side support. This isolation increases the victim’s vulnerability and perpetuates the
cycle of abuse. The research problem underscores the critical need for anonymous
communication channels that allow victims to seek help without disclosing their
identity or location.

6. Adjustment to High-Risk Situations: Victims of domestic abuse face ongoing
uncertainty, with their risk levels able to change rapidly. Abusers may exhibit in-
creased violence at specific times or after certain triggers. A solution is necessary
that can adjust to these fluctuating circumstances—one that can respond to changes
in risk and deliver varying levels of support and protection depending on the situa-
tion. This includes tracking patterns of abusive behavior and aiding the victim in
preparing for high-risk moments.

7. Limited Utilization of Technology for Proactive Safety: Modern technology offers
various tools that could be used to support domestic abuse victims, yet many of
these remain underutilized. For instance, machine learning (ML) can be applied to
detect patterns in voice data, helping to recognize signs of distress or danger based
on voice frequency or specific trigger words. Additionally, features like dynamic
masking, periodic interface changes, and discreet communication can enhance safety;
however, these innovations have not been fully integrated into support platforms for
domestic abuse victims.

1.4 Research Gap

Existing digital safety solutions for domestic abuse victims often fall short in con-
texts where users are under constant surveillance. While many platforms provide



emergency support, they typically lack features that truly preserve a victim’s pri-
vacy in high-risk, monitored environments. In particular, these apps often fail to
consider scenarios common in countries like Bangladesh, where victims—primarily
women—iface structural patriarchy, have limited personal device ownership, and are
routinely subjected to digital surveillance by abusers. Attempts to use traditional
safety apps in such settings can lead to further harm if discovered, as many do not
adequately disguise their functionality or support covert operation.

Furthermore, while some tools focus on real-time alerts or helplines, few take a
holistic approach that supports both immediate intervention and long-term recovery
through features such as evidence collection, emotional care, and legal support—all
in a discreet and user-adapted manner. This leaves a critical gap in ensuring digi-
tal safety, anonymity, and consistent support for victims navigating ongoing abuse
while sharing digital spaces with their abusers.

In conclusion, this research problem tries to emphasize the area where victims face
problems in seeking help because their privacy is always at stake. It sheds light
on the fact that victims need a safe system to document their experiences and
seek immediate help. Moreover, it highlights these significant gaps in the existing
resources for the victims. By addressing these points, we hope to provide a better
support for victims who bravely seek a way out of their struggling situations.

1.5 Research Questions

The investigation into existing solutions and potential improvements for assisting
victims of domestic abuse will be guided by exploring through a set of research
questions. The aim of these questions is to assess how well existing tools function,
how privacy and security can be enhanced, and how emerging technologies, like ma-
chine learning, can be utilized to identify distress signals and improve the safety of
victims.

The research questions are as follows:

RQ1. What are the existing solutions directed at assisting victims of domestic
abuse, and how beneficial are these in dealing with the dimensions of abuse which
are physical, emotional, and economic or cultural?

RQ2. How can the available tools be utilized effectively and optimized to provide
a safe and seamless access to virtual help for domestic abuse in the instances where
a victim is being monitored or controlled by the perpetrator?

RQ3 What design principles, based on the user’s perspective, should be considered
to enhance the security of the victims as well as their concerns with regard to pri-
vacy, abuse in the form of control and provision to psychological support in areas
where abuse may have been inflicted?

RQ4. What specific techniques and methodologies are employed in the solutions
designed to assist victims of domestic abuse, and how do these techniques contribute



to the effectiveness of the solutions?

RQ5. How can machine learning algorithms be employed to detect signs of distress
or danger in situations of domestic abuse? What role does dynamic data mask-
ing play in protecting victims’ identities, and what are the ethical and practical
challenges associated with the implementation of these technological solutions?

1.6 Thesis Structure

There are sixteen chapters within this study. The following chapters are arranged
in the method described below:

e Chapter 1: Chapter 1 introduces the motivation behind the study, focusing
on the urgent need for safer, more discreet support systems for women facing
domestic abuse—especially in situations where abusers closely monitor their
digital activities. It highlights the limitations of existing tools and presents
the aim of designing a hidden, tech-based platform that prioritizes privacy,
safety, and user needs. The chapter outlines key challenges victims face, iden-
tifies gaps in current solutions, and poses research questions exploring how
technologies like machine learning and human-centered design can be used to
better protect and support victims in high-risk environments.

o Chapter 2: This chapter discusses the work related to our study. It addresses
the widespread issue of domestic abuse, including physical, sexual, and emo-
tional harm, which impacts individuals across various demographics. While
technological advancements have led to the development of digital tools to as-
sist victims, challenges related to privacy and security remain unresolved.The
chapter further examines the role of mobile applications, speech recognition,
and wearable devices in supporting victims, while also noting the risks of mis-
use by perpetrators and concerns regarding privacy.

e Chapter 3: This chapter is dedicated to the work plan devised for this study
as well as the timeline of the research. The plan is laid out in phases, including
reviewing existing apps and Al tools, assessing their effectiveness, investigat-
ing machine learning (ML) and data masking technologies, and conducting
interviews with victims.The timeline summarises which part of the research
was carried out when.

o Chapter 4: This chapter discusses the review of several existing apps in the
marker dedicated to combating domestic abuse. The apps were categorised
based on their features and limitations, as well as studied to see whether they
are available in Bangladesh. These apps were also reviewed to check their
compatibility with the Bangladeshi victim demographic.



o Chapter 5: This chapter shares insights from a focus group of ten experi-
enced BRAC SELP professionals who work closely with domestic abuse victims
across Bangladesh. They highlighted common challenges victims face—Ilike
social stigma, financial dependence, fear of retaliation, and limited access to
smartphones. The group stressed the urgent need for discreet, easy-to-use
safety tools with features like voice activation, live location tracking, and
stress detection. They also emphasized the importance of privacy, commu-
nity education, and linking the app to shelters and legal aid. Since victims
were hesitant to join interviews due to stigma, professionals were interviewed
instead to provide informed, experience-based feedback.

o Chapter 6: The chapter shares insights from a survey with 10 professionals
who regularly work with domestic abuse survivors. They reviewed different
features of the proposed safety app to see how helpful and easy they would
be for real victims to use. Features like mental health support, emergency
alerts, voice activation, and evidence recording were rated as the most use-
ful. However, some tools—Ilike hidden buttons, Bluetooth-based triggers, and
emergency exits—raised concerns, especially about how easily victims could
use them during stressful or dangerous moments. The professionals stressed
that for the app to truly help, it needs to be simple, fast, and reliable—even
for those with limited tech skills or poor internet access.

o Chapter 7: Chapter 7 shares insights from an anonymous survey involving
survivors, supporters, and professionals to better understand how victims of
domestic abuse seek help and what holds them back. Most respondents were
women, with many either having lived through abuse themselves or knowing
someone who had. Emotional and physical abuse were the most common ex-
periences shared.

o Chapter 8: This chapter outlines the step-by-step design process of the safety
app, starting from expert input and surveys to low-fidelity paper prototypes
tested with abuse victims. Their feedback led to major refinements, includ-
ing simpler stealth features, Bangla language support, and stronger legal and
emotional help. The final Figma prototype integrated these features, while
advanced AI components were planned for future development.

o Chapter 9: This chapter covers the creation and testing of the app’s first pa-
per prototype. The design focused on discreet features like dummy passwords,
quick exit, and legal/emotional support. Seven victims tested the prototype,
appreciating its safety focus but highlighting issues with password complex-
ity, language barriers, and usability. Their feedback emphasized the need for
simpler stealth features, Bangla language support, and anonymous emotional
help. Despite limitations of the paper format, this stage provided key insights
to improve the next digital prototype.



o Chapter 10: This chapter presents feedback from seven domestic abuse sur-
vivors to understand how safe, usable, and discreet the app felt to them. Each
woman shared her experience with abuse, her phone habits, and what features
she would trust. Most lived under digital surveillance, feared being caught,
and wanted an app that could stay hidden. Their responses highlighted the
need for features like quick exit, disguised interface, and silent support. The-
matic coding revealed 44 common behaviors and concerns, which helped guide
the app’s design to be safer and more survivor-friendly.

o Chapter 11: This chapter outlines key updates to the app based on victim
feedback. The new design followed the Four P’s model-—Preparation, Pro-
tection, Provision, and Prevention—to match real user needs. Major changes
included a simpler dummy password, a central Quick Exit button, risk alerts,
legal help in Bangla, emotional support tools, and a cleaner dashboard. All
updates focused on making the app safer, easier, and more trauma-informed.

o Chapter 12: A criminal lawyer from Chattogram reviewed the app and con-
firmed its usefulness for abuse victims. She emphasized emotional support,
legal guidance, and abuse pattern recognition. While online GD filing is not
yet legally strong, she recommended keeping it for future use. She also sug-
gested adding a checklist of legal documents and educating users about their
rights and court procedures. Her input helped align the app with real legal
and emotional needs.

e Chapter 13: The final app prototype was built to feel safe, simple, and famil-
iar for domestic abuse survivors. It looks like a regular grocery app from the
outside, but once a real password is entered, it opens a full safety dashboard in
Bangla. It includes emergency tools, emotional support, legal guidance, and a
secure space to store evidence. A quick-exit button and personalized settings
help users stay in control during tense moments. Every feature was designed
to protect and support women in danger—quietly and with care.

o Chapter 14: This chapter presents a discreet, machine-learning-powered sys-
tem within the safety app that detects emotional distress and potential dan-
ger through voice analysis and app-logged data. Built on a Bangla adolescent
speech dataset, the system recognizes fear, sadness, and anger—indicators of
high risk—and can silently trigger an SOS using predefined or custom voice
commands like “bachao” or “help.” To protect user privacy, all audio is deleted
if no threat is found. Additionally, a risk prediction model analyzes multi-
modal inputs—such as emotional cues, incident logs, and optional data like
heart rate—to classify user risk as low, medium, high, or unknown. This
guides protective actions like activating stealth mode or sending alerts. The
system is still conceptual but designed with accessible, ethical tools and pri-
oritizes user trust by handling missing data transparently.



o Chapter 15: This chapter presents the final evaluation of the safety app proto-
type, showing how users from different tech backgrounds—ranging from con-
fident to struggling—interacted with its key features. Through hands-on test-
ing, emotional safety questions, and NASA-TLX assessments, the study found
that while tech-savvy users found the app easy from the start, others needed
a bit of guidance before feeling comfortable. Features like stealth mode, SOS,
and voice messages were praised for making users feel in control and emotion-
ally safe, especially in crisis situations. Simplicity, anonymity, and discreet
design emerged as crucial factors in building trust. Overall, the app was well-
received, with most users saying they would rely on it in real emergencies.

o Chapter 16: This chapter outlines the study’s key limitations, such as relying
on a Figma-only prototype, untested machine learning features, and the lack
of real-world deployment or backend systems. It also emphasizes the need for
broader trials to improve accessibility and personalization. Looking ahead, fu-
ture work will focus on building a fully functional app with integrated machine
learning, dynamic disguise modes, community moderation, and testing in real-
life distress scenarios. Concluding the study, the chapter reflects on how the
project addresses the often-hidden crisis of domestic violence in Bangladesh.
By centering discretion, accessibility, and user safety, the research lays a foun-
dation for developing secure, scalable tools to support survivors seeking help
quietly and safely.
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Chapter 2

Related Work

2.1 Introduction

Domestic abuse is a multifaceted social problem which affects millions of invidiuals
across various gender, age, social class, and ethnicity and culture of the population.
Abuse victims struggle with their own set of challenges in seeking audience help,
especially in situations where they are being targeted all along by the perpetrators.
In the last few years, there has been some improvement in the development of digi-
tal platforms which would be helpful for the victims, but there is quite a number of
areas with inadequacies in privacy, ease of use and advancement in technology. This
literature review observes previous and present research in the areas of domestic
violence and abuse intervention services, Human-Computer Interaction (HCI) de-
sign, application of machine learning in the area of safety solutions, and structure,
processes and other conditions which hinder support for abuse victims.

2.2 The Prevalence of Domestic Abuse

Most of the vile crimes done against women are through physical, sexual, psycho-
logical, and social abuse. These violent acts are so common that it is estimated
that 1 out of 3 women worldwide or about 35% of them have, at some time in
their lives, experienced physical or sexual abuse as a result of IPV or non-partner
violence [51][41].This statistic is so threatening that it has been echoed in multiple
global studies, including Ellsberg et al. [29]- who confirmed that domestic violence
is a leading cause of non-fatal injury and psychological harm to women around the
world. According to their research, in addition, societal stigmas and fear of retalia-
tion were common for under-reporting of domestic abuse particularly in third world
countries.

Domestic violence is blindly rampant in South Asia across countries like Bangladesh,
India and Pakistan. Schuler et al.[19], continued the exploration of domestic vio-
lence in rural Bangladesh, and found that although levels of physical abuse have
been reduced, psychological and economic abuse continue to occur. This is espe-
cially because of severe under-reporting, they said, in rural areas where societal
norms and the fear of further violence keep women silent. The Bangladesh Bureau
of Statistics (BBS) reports a decline in domestic violence in Bangladesh. Accord-
ing to survey data, the rate of domestic violence has decreased from 87% in 2011 to
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77% in 2013 and 72.6% in 2016 [36]. However, even with this reduction, a significant
portion of the female population continues to experience intimate partner violence,
particularly in rural and marginalized communities.

Beyond South Asia, it has been shown by Devries et al. [22] the violent intimate
relations and partners have long term negative consequences on the women’s mental
well being. It was found out in this longitudinal study that women who have suffered
from IPV had a nearly two fold increase rate of meeting the criteria for depression
and a more increased likelihood of attempting suicide. Heise and Kotsadam [31]
brought further support and added that structural and cultural determinants signif-
icantly influence the risk of IPV especially in areas with longer standing traditions
of violence within the home. They further proposed that changing such cultural
norms may be critical for violence reduction.

There are new types of abuse as well in the present era consider Freed [40] who
further looked at digital technologies in IPV with New York City Mayor’s Office to
Combat Domestic Violence. Their study shows the problems which the survivors
have in relation to technology facilitated violence that includes the abuse of social
networks, spyware and cellular controls to control the movements of the victims.
Victim advocacy groups recommend the development of technology-based interven-
tions that are both responsive to the concerns of safety and privacy while being
accessible to help technological and legal measures for dealing with IPV in the mod-
ern world.

Finally, Johnson and Leone [7] also extend the definition of domestic violence to
mean not only physical violence but coercive control which clearly demonstrates
that IPV is pervasive and systematic undermining the liberties of the victims. It
is this expanded definition of domestic violence that brings to focus the need for
addressing a number of levels and dimensions of domestic violence as well as its
determinants.

2.3 Technological Interventions and Domestic Vi-
olence

Multiple approaches of a technological nature aimed at preventing domestic violence
have been developed, some of which have grown more successful over time than oth-
ers. For instance, [66] emphasize on those initiatives that allow the IPV victims in
The United States of America and Australia, to use mobile phones for free. These
technologies allow victims to record instances of abuse and ask for assistance, how-
ever, the abuser can also use these technologies in order to control the victim even
more. This particular research puts emphasis on the issue that such technologies
must come with privacy and security features that prevent further victimization
and stress damaging indicators into Machine Learning/Machine Learning algorithm
based systems.

It has been noted that women in Bangladesh are finding smartphones particularly
useful as an empowering tool enabling them to help themselves as they become
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more urbanised and able to use such devices in order to find help with domestic
violence issues [74]. Unfortunately, however, patriarchal regimes and social taboos
often undermine the potential of such means. Their findings point out the fact that
DV is more sociological problem rather that DV can be solved with the help of DV
technological advancements alone.

The majority of methods intended for the domestic abuse victims focuses on direct
outreach approaches such as hotlines, shelters, and mobile applications targeted at
helping the victims reach support services. As per a report [9], these providers
serve important functions for giving support when necessary, but their outreach
may compromise the safety of the victims. In their study, Dutton [8] pointed out
that there are abusers using technology and the Internet to control the victim,
which makes it hard for the victims to seek these services discreetly. Call centers,
emergency apps or services are also available, but these are not good for the victims
because they are bound to be noticed by the abuser. Platforms like The Aspire
News [23] and The Bright Sky [32] application try to deliver discreet assistance, but
these applications turn out to be low in their range of services and adaptability.

2.4 Mobile Applications for Domestic Violence Pre-
vention

The effectiveness of mobile apps in combating domestic violence has been evaluated
by different studies. One study [26] suggests use of QR codes, hidden gateways and
other technologies to help survivors gain access to support without leaving markers
in cyberspace that an abuser might be able to track. Similarly, another study [25]
suggests that a privacy-focused app would need to balance the usability and secu-
rity by enabling an implementation where browsing histories are sanitized only on
survivors’ smartphones as opposed of online servers while not raising suspicion.

According to McKay and Miller’s work [57], formerly incorporated smart technolo-
gies need to be replaced with new ones that cannot be misused by the abusers.
According to them, most wired home devices available currently tend to further
assist abusers in the surveillance and the controlling of their victims, and the focus
of their designs should be reversed for example how survivors can be enabled to
relinquish the control of these devices. It is argued in their research that technolo-
gists, policymakers and domestic violence experts should work together to produce
devices that will help the victims rather than the perpetrators.

Different researches propose the requirement for a mobile app to tackle women’s
harassment in public transport. Sarosh et al. [39] discuss the need for a safety
app for women from low socio-economic backgrounds in Pakistan and introduced
an app called MehfoozAurat which supports women by offering route safety alerts,
emergency notifications, audio recordings of any harmful incident as well a few self-
defense advice. It is designed with predominantly Urdu speakers in mind. Usability
testing showed that users can use this app with few technological skills. The authors
also mention that the app addresses the social taboos and linguistic challenges of
its region. To better serve a larger audience and strengthen safety precautions for
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women who are harassed in public, the authors advocate for more improvements,
such as the addition of voice-based controls. A research conducted by Hossain and
Umara[55] analyzed DV data from Bangladesh from 2014 to April 2020 using EDA
to assess the trend in DV cases before and after the pandemic. They devised a
mobile app to support the victims which has a System Usability Scale (SUS) score
of 66.71% [55]. The app showed faster data transmission—essential for emergency
contact with the victim—at a speed of 8.64 milliseconds. The authors further high-
light the necessity to integrate technology into the broader DV response and propose
some future work aiming to improve usability and enhance the features to suit other
crises similar to the pandemic.

A study [68] conducted a systematic review of 136 smartphone applications aimed at
preventing domestic violence. Their study found that while many apps offer emer-
gency alerts and location-sharing features, few incorporate artificial intelligence to
automate emergency detection or response. They recommend future app develop-
ment prioritize Al integration, cross-platform compatibility, and enhanced privacy
protections to improve accessibility and user trust. A similar study to that of [68]
was carried out by Ford et al. [59] which is more comprehensive and includes much
more data. They studied 503 safety and violence prevention apps available on 10S
and Android and found that only 61% provided full access for free. Common features
included alert systems (71%), alarms (22%), and evidence capture (34%). Users ex-
pressed concern regarding personal data use and dubious pricing. Many of these
apps are untested which calls for regulations to ensure that victims are not relying
on questionable technology.

Aiming in a different direction than the average technological platforms, Manikumar
et al.[56] propose a smart device for women’s safety that includes features such as
GPS, GSM module, neurostimulator, IoT module, solar charging battery, button-
sized camera, and several other sensors. The device can be activated by a trigger
and it then proceeds to send an emergency signal and the victim’s location to nearby
police while also capturing the aggressor’s image and emitting a loud buzzer. It also
works like a Taser to disarm the aggravator and monitor the victim’s heart rate.
However, there are certain limitations such as battery dependency, durability, and
usability.

Another study by Orji et al.[63] designed a user-centric app for female DV survivors
in the age range of 15 to 49 years. It has 8 features which were first demonstrated
through a fidelity Prototype (LFP), and based on the results, they selected the
features that were perceived as the most persuasive and designed a High Fidelity
Prototype (LFP). This study revealed which features the victims responded to the
best. Amidst,Panic button ( press a button to contact authorities): 75% of the
victims were interested, Daily companion (hotline or chatbot to talk to): 50% were
interested, Self-Discovery(a questionnaire to support DV victims): 75% were inter-
ested, Diary(diary to log their thoughts): 62% interested, Knowledge-Box(resources
to support victims): 50% interested, Third ear(listens and analyses the sounds in
their environment): 50% interested.

Mahalakshmi et al.[72] introduce a practical IoT solution aimed at improving women’s
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safety. Their system features a wearable device with a heartbeat sensor and GPS
that automatically detects emergencies and notifies family members or authorities.
This builds on prior technologies, such as facial recognition and real-time data shar-
ing, to enhance protection.

Although mobile applications are essential for improving personal safety, they bring
up serious privacy and security issues. These issues include the possibility of virus
attacks, data theft, identity fraud, financial scams, privacy breaches, and phishing.
In order to guarantee a safe and secure experience, it is crucial to address these con-
cerns because users rely on these applications for their security and provide personal
information [70].

A notable example of locally developed safety app is Protibadi, which is created to
overcome the problem of public sexual harassment in Dhaka, Bangladesh. Created
based on the thorough ethnographic field studies of university students, Protibadi
has a panic button (Save Me), reporting of incidents, and blogging tool to anony-
mously write about the experience of harassment. The application is installed to
raise an alarm that is quite loud in addition to triggering SMS text to people of
emergency contact through the use of GPS. The users are also able to file reports
with time and location tags, which are located on an interactive map. But user
reviews were not good, people loved the panic feature when they read about it,
but in practice, some of them were worried about embarrassing themselves, and
did not use that feature often. Other negative criticisms were the absence of police
integration, as well as lack of wider scope that initially focused on street harass-
ment only. Users proposed an extension to its coverage to cover online stalking and
other gender-based violence. In its shortcomings as an early project, Protibadi was
nevertheless a participatory design experience in which the concern of victims was
prioritized and one that demonstrated the vital importance of user-informed safety
technology design in South Asia [24].

2.5 Speech Recognition and Wearable Technology
in IPV Detection

A DV victim is always vulnerable, and in several instances during the perpetra-
tor’s conviction, a victim might be often rendered with no evidence. According to
Hloviuk, Zavtur, Igor, and Oleksandr[71], most court only accepts if the origin of
the audio recording is clear and the method of recording is ethically acceptable.
Therefore, while some audio or video clips might not be accepted, certain recordings
enforce the victim’s claim. Thus speech recognition technology will only prove to
benefit our cause.

Technological advancements in speech recognition and wearable devices have shown
promise in detecting and preventing domestic violence. Many researchers utilized
ATl to develop tools to help domestic abuse survivors. For example, the study con-
ducted by Talwalkar and Crooks [73] introduced SAFE (Survivor Assistance through
Forecasting and Engagement) which is an Al tool used to help IPV survivors by pre-
dicting abusive behavioral patterns in abusers while also providing support during
recovery. When it comes to violence and sending immediate assistance to the vic-
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tims, speech recognition proves to be the most efficient method for detecting any
assault quickly. Another study [35] introduces a technique to detect distress in
speech by developing a binary classification to classify fear and anxiety in the vic-
tim’s voice and anger in the abuser’s voice. Several other studies were conducted
interlinking both Speech Recognition and verbal assault.

One study conducted by Gao and Ye [50] proposes bullying detection in schools by
an algorithm based on k-NN. It uses features extracted from acceleration and gyro
data to detect assault and uses speech-emotion recognition for verbal abuse. They
categorize different emotions to train the model and differentiate between bullying
and nonbullying. The KNN algorithm produced an accuracy of 70.4% for physical
assault and 78% for verbal assault. A more detailed study with better accuracies
was carried out by Muraleedharan and Garcia-Constantino [62] developed a domes-
tic violence detection system using smart microphones and deep learning models,
achieving an 83 percent accuracy in detecting violent incidents based on sound data.
This innovation represents a novel application of IoT technologies in IPV preven-
tion, offering a cost-effective and privacy-conscious solution. Similarly, Mareeswari
and Patil [47] propose a voice recognition-based wearable device that can send emer-
gency alerts when triggered by voice commands or a panic button. While the system
offers hands-free communication during emergencies, challenges such as false alarms
and reliance on internet connectivity highlight the need for further refinement in
real-world applications.

Further into this study of speech detection, Anwar, Amna and Kanjo, Eiman [65]
devised an app that utilizes mobile recordings through the device’s speakers to
detect violent speech. According to the authors, this user-centered app “actively
demonstrates applied theoretical practices across both the Tiny Machine Learning
and HumanComputer Interaction literature.” This app has several designs which
are considered “Self Reporting” and “Manual Recording”, giving the user control
of the recording methods and devices, and also recording the audio whenever they
see fit. There are also the options of “Privacy”, “Persistent Notification” and “Con-
tact Warnings” which ensure that the user is getting updates on the constant data
access the app has, and also has saved trusted contacts to whom the audio can be
forwarded should the need arise.

Since our study is based on Bangladeshi women, we have to consider the main lan-
guage as Bangla. While there are countless studies on speech recognition in English,
our’s will be focusing on recognizing speech in Bangla. Paul et al. [15] developed a
comprehensive Bangla speech recognition system utilizing speech signal processing
and pattern recognition. It recognizes speech patterns through Linear Predictive
Coding (LPC) (extracts important speech features) and an Artificial Neural Net-
work (ANN) (recognizes speech patterns).
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2.6 Case Studies on Domestic Violence and Cul-
tural Context

Several case studies provide context for understanding the broader societal factors
contributing to domestic violence. While the existence of various helplines for DV
victims might appear to be beacons of hope, several victims refuse to reach out
for reasons relating to societal taboos. Schuler and Islam [13] and Taher and Ja-
maluddin [33] examine the prevalence of IPV in Bangladesh, finding that patriarchal
norms and economic dependence often prevent women from seeking legal remedies.
Naved [11] also highlighted the barriers to disclosure and the behaviour of seeking
help among Bangladeshi women, showing that many victims remain silent due to
societal stigmas and fear of further harm. These studies underscore the need for
societal changes in addition to technological interventions to combat domestic vio-
lence effectively.

Further studies by Khandoker et al.[12] attribute the reluctance of women to speak
against DV to societal stigma, patriarchal attitudes, legal inefficiency, and the dowry
system. They studied data from Bangladesh Demographic and Health Survey con-
ducted in 2004 and highlighted that 67.7% of wives experienced domestic violence,
and 26.6% suffered sexual violence. Aside from societal bounds, women often hesi-
tate to contribute to the prosecution of their abusers for fear of getting stalked and
assaulted. Infact, Logan and Walker [14] focus on the phenomenon of partner stalk-
ing revealing studies that show that 81% of women who are stalked by a partner
face physical assault and 31% face sexual assault. They interlinked the instances of
severe stalking with severe psychological abuse, controlling behavior, and threats.
The victim’s cooperation is required to build a case against the abuser which leads
to further threats to the victim’s safety. Overall the victim is discouraged further
and further to expose the abuser.

2.7 Digital Surveillance on Victims

As a result of the advancement of technology, there are new means through which
abusers are able to monitor and control their victims which aggravates the already
multifaceted issues related to domestic violence. Chatterjee et al.[44] look into a
serious matter where one of the partners in a relationship uses apps as tools of
abuse to monitor their partners as they consider the apps as tools of abuse rather
than all-purpose apps. The study noted that there were hundreds of these apps and
stated that security measures in use today can often fail to detect these apps posing
a serious risk for the victims of abuse. Building on this, Freed et al.[46] studied
stalkerware abuse in greater detail focusing on the particular kind of software which
allows abusers to control the interactions of their victims on the internet, as well
as gain access to their physical location and key movements. Unlike other kinds of
spyware, stalkerware is hard to detect and is therefore very risky. Many victims of
domestic violence do not even know that they are being spied on so there is always
an aura of being watched and there is no sense of privacy. Such factors raised the
issue of the higher need for better detection technologies and policies which would
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restrict the way such technologies are abused.

Moreover, Salter et al.[48] investigated a study of abusers who tend to utilize com-
mon technologies today such as social media tools, GPS devices, and even smart
home devices to stalk and dominate the lives of their victims. Victims remain in
oblivion of how their privacy is breached and information posted online can be re-
trieved and edited with ease. This low level of understanding increases the dangers
of such technological abuse as digital stalking which makes the victim quite prone to
abuse and threats from their perpetrators. Their study highlighted the necessity of
public awareness raising efforts together with stronger privacy enhancing technolo-
gies aimed at mitigation of these adverse practices. In the same vein, [53] examined
the phenomenon of surveillance by intimate partners aided by easily purchasable
spyware tools. Their research pointed out that the commodification of such spyware
has made it easier for abusers to surveil their partners without requiring technical
expertise. They raised concerns about the unethical use of such physical tools and
therefore, proposed that the distribution and sale of these tools should be limited but
not completely ignored. Another researcher who pursued the idea of "tech abuse”
was Woodlock [42] whose emphasis was on how technology allows an abuser to con-
trol almost all aspects of life of the victim physically and psychologically. From her
interviews with survivors of domestic violence, she learnt that a number of the vic-
tims were usually helpless, as technology allowed abusers to monitor their activities
remotely and continuously. A collectivisation of Woodlock’s argument suggests that
the trauma associated with abuse is compounded by the presence of cameras and
the knowledge that private moments are likely still being observed.

The high level of prevalence of digital surveillance over victims highlights the ne-
cessity of quiet and secure platforms that can assist in covertly and securely, with
no more risk to victims. Given the escalating abuse that abusers commit with tech-
nology to constrain and monitor partners, it is critical to develop victim centric
technological products which are focused on a person’s safety, privacy, and auton-
omy. The growing use of digital tools compounds the need for platforms which
provide covert support for victims to receive assistance while maintaining safety
and security in both physical and digital location.

2.8 Privacy Challenges in Shared and Surveilled
Mobile Environments

The design of any safety application for domestic abuse victims must critically con-
sider the pervasive privacy challenges in shared or surveilled mobile environments.
Victims of domestic violence, particularly in regions like South Asia, often do not
have exclusive control over their mobile devices. Instead, they must navigate their
digital experiences under close scrutiny from abusers or family members [49].

In Bangladesh, for instance, Saquib et al. [49] found that women frequently rely on
shared phones due to economic dependence and household norms. This shared access
compromises their ability to store sensitive information, communicate with support
networks, or even log abusive incidents safely. Victims reported relying on makeshift
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strategies such as app masking, deleting logs, or hiding contacts, all of which are
fragile and prone to discovery. The authors highlight an urgent need for techno-
logical systems that enable victims to maintain privacy through non-discoverable,
dual-use interfaces—an approach directly aligned with the disguised app model pro-
posed in this thesis.

Mennicken et al. [28] further emphasize the complexities of interaction design in
shared domestic spaces, noting that even benign digital interactions are influenced
by power dynamics and visibility concerns. Their study found that users prefer
systems that provide private control over conversational data and that they tend to
avoid digital features perceived as invasive or overly visible. The app design devel-
oped in this thesis applies these findings by integrating consent-based SOS features,
a customizable dummy interface, and real-time emergency logic—all tailored to re-
duce perceptual risk for users under surveillance.

Beyond South Asia, similar concerns have been addressed in broader HCI literature.
Woodlock [43] terms this pattern technology-facilitated abuse, where abusers use
GPS tracking, spyware, and even shared smart home devices to exert psychological
control. She argues that effective counter-designs must incorporate survivability-
by-design, where user interaction patterns remain indistinguishable from mundane
behavior. This thesis incorporates that logic through its grocery-list themed disguise
and anonymized support community.

Additionally, DeVito et al. [52] explore contextual privacy needs, particularly how
users’ behavior adapts based on who they expect to observe them. Victims may not
require blanket encryption or deletion features but rather subtle control mechanisms
that can be adapted dynamically. The app’s ability to update dummy passwords,
change disguise modes, and customize help triggers directly supports such needs.

Together, these studies underline a shift in HCI research toward victim-aware, cul-
turally localized, and discreet systems of protection. Rather than assuming victims
are always free to choose when and how to use digital tools, the literature suggests
designing under conditions of constraint, coercion, and non-consensual surveillance,
a guiding philosophy throughout the development of this research.
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Chapter 3

Methodology

There are multiple websites, mobile apps, and Al tools that are introduced in the
market to benefit a wide margin of DV (Domestic Violence) victims. Each platform
has its specific design principles catering to a set of victims who were interviewed.
Most of the platforms prioritize usability and privacy, however, a large portion of
these designs do not consider the language and literacy barriers[68]. The target
audience for this study is the women who are domestically abused in Bangladesh.
Therefore, the language and literacy barriers in the existing platforms are only one of
several limitations. Thus, we devised a work plan to address these existing features
along with their limitations, and propose methods to improve these methodologies
in a way that bridges the gap between the solutions and our victims.

3.1 Work Plan

The work plan will be carried out as shown in Figure 3.1.
A phases of the work plan have been carried out, and their results have been anal-
ysed in the chapters following ahead.

Part 1: This part of the study constitutes of the extensive research done
on existing apps, conducting interviews with professionals and carrying
out surveys to decide on the features best suited for the victims.

Phase 1: Literature Review and Search for Fxisting Solutions for Domestic Abuse
Victims

o Conducted a study on domestic violence research, reviewing governmental
reports, mobile apps, and Al tools to assess methods utilized in aiding victims.

« Classified each solution according to its field of study (e.g., physical, emotional,
financial, and societal abuse).

o Determined the effectiveness of each solution based on usability, user approval,
privacy, and the results of these interventions.

Phase 2: Investigate Ways to Improve Existing Solutions
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o Examine trending ML and dynamic data masking technologies in DV victim
support platforms.

Phase 3: Data Collection and Assessment

 Collected quantitative data from DV victims/survivors to assess the effective-
ness and usability of existing support platforms.

o Examined areas for improvement in existing DV platforms based on usability,
safety, and privacy preferences collected from surveys.

Phase 4: Study the Methodologies Used in Existing Platforms

o Studied methods such as real-time monitoring, emergency contact options,
and discreet texting.

e Analyzed the success rate of these methodologies in real-world apps and as-
sessed their impact on victim security.

o Compared methodologies used across various platforms to determine the best
approach.

Phase 5: Investigate How Machine Learning Algorithms Can Assist in Detecting the
Emotion of Fear

o Analyzed the ethical concerns regarding voice recognition and audio recording,
focusing on the privacy risks for both the victim and the aggressor.

Part 2: This part of the study researches methods to hone the existing
architectures, conduct the victim interviews, and finally develop the app
prototype.

Phase 1: Investigate Ways to Improve Existing Solutions

o Identify how these technologies can be improved to ensure greater security for
victims under constant surveillance.

o Discuss strategies for dynamic data masking models.

Phase 2: Conduct Qualitative Interviews with Victims to Determine the Best Ap-
proaches

o Conduct qualitative interviews with DV victims to understand their psycho-
logical and security needs when using these platforms, focusing on privacy
preferences.

o Introduce user-centered design principles to enhance surreptitiousness, flexible
usability, and mental support for victims.

Phase 3: Analyze How Dynamic Data Masking Helps Provide Security

e Analyze how dynamic data masking can help DV victims, particularly those
under constant surveillance, and how this technology can aid in using the
platform undetected.
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Phase 4: Model Testing and Feedback

o Gather user feedback on the improved model, focusing on safety, surreptitious-
ness, and ease of use.

o Collect qualitative and quantitative data to improve the model and technolo-
gies.

Phase 5: Analyze Challenges of Dynamic Solutions and research existing ML models

e Analyze technological and ethical challenges when implementing the dynamic
data masking methodologies. Research and find existing ML algorithms to
help with voice recognition and risk prediction modules

Phase 6: Final Analysis
e Analyze the improvements the model brings to the security of DV victims.

e Provide recommendations for future work to further support DV victims.

3.2 Review of Existing Apps

To systematically evaluate the suitability and usability of mobile safety applica-
tions for the Bangladeshi context, this chapter employed a multi-method approach
combining market analysis, heuristic evaluation, persona-based user testing, and
comparative feature assessment. Initially, a market review was conducted to iden-
tify widely available safety applications, focusing on both local and international
platforms. The selection criteria emphasized app functionality without internet de-
pendency, support for local languages such as Bangla, affordability, and the presence
of privacy-focused features. Following the initial screening, Nielsen’s 10 Usability
Heuristics were applied to assess each app’s interface and interaction quality, par-
ticularly focusing on emergency functionality, language accessibility, simplicity, and
feedback mechanisms. To supplement the heuristic evaluation and better simulate
real-world usage under distress, persona-based testing was conducted using detailed
user profiles that reflected diverse socio-economic and technological conditions in
Bangladesh. This method allowed the testing of apps within scenarios that mimic
urgent, high-risk situations, where digital literacy, internet availability, and device
types varied across personas. Each persona’s interactions, pain points, and suc-
cess rates were meticulously documented to highlight both functional barriers and
contextual mismatches. Finally, a comparative matrix was developed to categorize
the apps based on feature sets, platform availability, regional limitations, and op-
erational dependencies such as GPS and mobile data. This layered methodology
ensured a comprehensive, context-sensitive assessment of the safety apps, offering
insights that are directly applicable to the Bangladeshi user demographic.
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3.3 Focus Group Interview with SELP Profession-
als

To obtain practical insights and expert opinions regarding the challenges domes-
tic violence victims face and to develop appropriate app features, a focus group
discussion was carefully conducted with ten seasoned professionals from BRAC’s
Social Empowerment and Legal Protection (SELP) program. These professionals
were purposefully selected based on their extensive field experience, with service
lengths ranging from 3 to 27 years, and were drawn from various districts across
Bangladesh, including regions such as Manikgonj, Shariatpur, Pabna, and other
smaller communities. Their backgrounds provided a broad understanding of both
urban and rural domestic abuse cases. The session was held online via Google Meet
on January 20th, coordinated by the SELP Zonal Manager from the Khulna Zone,
and continued for approximately ninety minutes. A semi-structured interview guide
(refer to Appendix A) was used to direct the conversation while allowing partici-
pants to openly share their lived experiences, professional observations, and critical
suggestions. To ensure natural communication, the discussion was conducted in the
native language (Bangla) and later translated into English for systematic review.
Throughout the session, the professionals offered detailed accounts of victim be-
haviors, privacy concerns, barriers to technology access, and potential features that
could genuinely support women in danger. Responses were carefully analyzed using
thematic coding to identify recurring concerns and to extract practical recommen-
dations for app development. Due to the sensitive nature of the topic and ethical
limitations in directly involving survivors, this focus group method provided a re-
liable and contextually rich alternative to gather field-based perspectives essential
for designing an effective, discreet digital intervention.

3.4 Feature Assessment Surveys

3.4.1 Professionals’ Preferred Features Survey

To comprehensively evaluate the practicality, safety, and accessibility of the pro-
posed domestic abuse prevention app features, a structured survey was conducted
among ten seasoned professionals who actively support survivors of domestic vi-
olence across Bangladesh. The participants, selected from diverse regions such as
Faridpur, Kishoreganj, Sherpur, Rajshahi, Jhalokati, and Sirajganj, brought varying
levels of field experience, which enriched the diversity of insights collected. The sur-
vey was meticulously designed to assess specific app functionalities, each aimed at
supporting victims in emergency and high-risk scenarios. It covered key components
such as stealth interface design, dynamic masking, emergency escape mechanisms,
covert communication options, real-time tracking, evidence collection, mental health
resources, and integration with NGO support networks. Respondents rated each
feature’s usefulness and accessibility on a five-point Likert scale, ensuring quantifi-
able feedback, while open-ended questions provided space for nuanced, qualitative
perspectives regarding usability challenges, potential privacy risks, and improve-
ment opportunities. The mixed-method approach allowed both statistical trends
and detailed professional recommendations to surface. Data was carefully compiled
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and thematically analyzed to identify strengths, weaknesses, and areas requiring
refinement. The insights gathered from this survey serve as a critical foundation
for improving the app’s design, particularly in terms of user safety, discretion, and
adaptability in real-life, high-pressure situations.

3.4.2 Users’ Preferred Features Survey

A targeted, anonymous survey was employed to explore the experiences, barriers,
and digital access challenges faced by domestic abuse survivors and those supporting
them. The survey design incorporated a combination of multiple-choice, checkbox,
and open-ended questions, carefully structured to ensure participants could provide
valuable information without being required to reveal sensitive or triggering personal
details. This mixed-methods approach enabled both quantitative data collection and
in-depth qualitative insights, allowing the study to capture the complexity of abuse
experiences. The participant pool was intentionally diverse, including survivors, ad-
vocates, professionals such as social workers and legal counselors, and individuals
connected to victims through personal relationships. This diversity ensured the data
reflected multiple viewpoints, from direct experiences to external observations. The
survey was designed to assess not only the types and patterns of abuse but also the
technological habits of participants, focusing specifically on how digital access influ-
ences the ability to seek help discreetly. Particular attention was given to identifying
barriers such as fear, lack of privacy, and unawareness of available support systems.
Data was systematically gathered and analyzed to uncover trends in communication
preferences, patterns of abuse reporting, and technological dependencies that could
inform future interventions. This methodology was critical for understanding how
support tools, including mobile applications, can be tailored to meet the real-life
needs of domestic abuse survivors in both safe and accessible ways

3.5 Design of Paper Prototype

In this part of the research, the design process followed a user-centered and partic-
ipatory approach, using paper prototyping to develop and assess an early version
of a safety-focused mobile application for domestic abuse survivors in Bangladesh.
The prototype was created by hand to visually map out the app’s structure, screen
transitions, and key features in a simplified, low-fidelity format that participants
could easily understand without needing technical expertise. This approach was
selected because it allowed quick adjustments based on user feedback while making
the app’s flow accessible to individuals with varying levels of digital familiarity. The
design was shaped by earlier findings from interviews with survivors, input from
legal experts, survey results, and discussions with community-level support workers.
To gather practical insights, the paper prototype was introduced to seven women
currently facing domestic violence. During individual feedback sessions, participants
were guided through the screens while their immediate thoughts, hesitations, and
concerns were noted using observation and think-aloud methods. This allowed the
research team to uncover significant challenges such as memory strain from complex
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password management, the need for full language localization, and the strong desire
for simple, confidential ways to seek emotional support. This methodology ensured
that the feedback collected came directly from those most affected, helping to refine
the design in ways that are responsive to their real-world safety needs and daily
experiences.

3.6 Victim’s Interview on The Design

This stage of the research employed a qualitative, user-centered methodology to
evaluate the usability, appropriateness, and discreetness of the proposed mobile
application for domestic violence victims. The core method involved conducting
semi-structured interviews with seven participants, each of whom had experienced
some form of domestic abuse and came from diverse educational and technological
backgrounds. This diversity was intentional, ensuring that the insights gathered
would reflect a wide range of user experiences, digital literacy levels, and safety con-
straints. To maintain strict ethical standards, each participant was fully informed
about the purpose and scope of the study, and verbal consent was obtained prior
to participation. No personally identifiable information was collected, and partic-
ipant anonymity was rigorously protected throughout the process. The interviews
took place in safe, private environments selected by the participants themselves to
promote comfort and openness. FEach session lasted approximately 20 to 25 minutes
and involved walking the participants through a paper prototype of the initial app
design. Open-ended questions were asked in Bangla, following a semi-structured
interview guide, and participants were encouraged to share their real-life concerns,
preferences, and feedback in their own words. The responses were later translated
into English and manually coded to identify recurring themes, usability barriers,
and critical design requirements. The analysis particularly focused on features that
would be most relevant in high-risk situations, including those requiring stealth,
ease of use, and emotional support. This methodology ensured that the design deci-
sions were directly informed by the lived experiences and safety needs of the victims,
rather than being based solely on theoretical assumptions. The insights from this
phase significantly shaped the app’s evolution and served as a foundation for the
subsequent design refinements.

3.7 Development of the Secondary Design

In the secondary design phase, the development process focused on refining the
application based on direct feedback from domestic abuse survivors who had pre-
viously engaged with the paper prototype. This iteration was guided by a user-
centered design methodology, where real user experiences shaped both the struc-
ture and interaction flow of the digital prototype. The team transitioned to using
a basic digital design platform, which allowed for more interactive visualizations
and smoother navigation simulations compared to the earlier paper-based model.
The feature development and interface organization were anchored in the Four P’s
framework—Preparation, Protection, Provision, and Prevention—which helped en-

26



sure that each app component addressed specific stages in a victim’s safety journey.
Throughout this phase, priority was placed on integrating user-informed changes,
such as simplifying the login process by removing email requirements, redesigning
the dummy password system for easier recall, enhancing the visibility and place-
ment of the Quick Exit button, and providing culturally appropriate Bangla lan-
guage support. The methodology emphasized iterative improvements, where victim
feedback was not only gathered but actively used to reshape the app’s features, such
as emotional support channels, practical legal guidance, and the addition of a risk
prediction tool. This participatory process allowed the prototype to evolve beyond
initial assumptions, creating a more accessible and emotionally supportive experi-
ence that closely aligns with the complex realities faced by victims in Bangladesh.

3.8 Advocate’s Interview on the Design

To obtain professional legal insights regarding the app’s usability, legal accuracy,
and practical implementation, an in-depth, semi-structured expert interview was
conducted with a practicing criminal lawyer based in Chattogram, Bangladesh. The
lawyer was purposefully selected using expert sampling due to her specialized experi-
ence in criminal cases involving women, children, and drug-related offenses, making
her an authoritative source for appraising the app’s relevance to domestic violence
(DV) victims. The interview was conducted virtually via Google Meet and lasted
for approximately one hour and twenty-three minutes, allowing sufficient time for
detailed exploration of complex legal topics. A semi-structured interview format was
employed to provide flexibility, enabling the lawyer to share her professional judg-
ment while allowing the interviewer to ask follow-up questions for clarification and
deeper understanding. Prior to the interview, a discussion guide was prepared, which
covered the app’s proposed features, legal assistance components, and the practical
steps domestic abuse victims must take within the Bangladeshi legal framework.
The session was audio-recorded with the lawyer’s consent and supplemented by
real-time note-taking to ensure the capture of both technical and nuanced feedback.
The qualitative data gathered from this session were later thematically analyzed
and cross-referenced with relevant Bangladeshi legal statutes, including the Crimi-
nal Procedure Code (1898)[3], the Domestic Violence (Prevention and Protection)
Act (2010)[17], and the Women and Children Repression Prevention Act (2000)[6],
to ensure accuracy and legal validity. This expert interview method was crucial in
strengthening the app’s design by aligning its features with the legal, social, and
emotional realities faced by domestic violence victims in Bangladesh.

3.9 Development of the Final Prototype

For designing the final prototype, the methodologies employed in developing the per-
sonalized settings, support tools, legal assistance modules, and the app community
were grounded in user-centered design and trauma-informed technology principles.
To ensure adaptability and user autonomy, the personalized settings module was
developed to allow victims to dynamically update critical safety elements such as
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disguise interfaces, dummy passwords, emergency contacts, and SOS trigger configu-
rations. This customization capability was prioritized to accommodate the evolving
risk environments victims often face. Emotional support tools were incorporated
based on qualitative feedback from survivors, who emphasized the need for acces-
sible self-care resources and discreet community interaction. These features were
carefully designed to minimize cognitive load, using simplified navigation struc-
tures, calming color palettes, and minimal text density to ensure effective usability
during high-stress situations. The legal assistance component was iteratively de-
veloped in consultation with legal professionals to address widespread knowledge
gaps around filing General Diaries (GDs) and understanding legal rights. Addition-
ally, the app community was structured as a non-real-time, anonymously moderated
space to foster peer support while safeguarding user identities. All community posts
underwent manual moderation before publication to ensure safety and appropriate-
ness. Throughout the development process, the NASA TLX was utilized during user
testing phases to quantitatively assess cognitive workload, confirming that design
adjustments such as intuitive task flows, immediate feedback confirmations, and
functional parity between the real and dummy Uls effectively reduced user strain.
Importantly, the dummy interface was engineered with full functional replication to
withstand potential scrutiny by abusers, including a settings module that seamlessly
allows for dummy password changes without compromising the core safety system.
The methodologies across these modules consistently emphasized proactive protec-
tion, emotional empowerment, and plausible deniability, ensuring that the app not
only provided immediate safety mechanisms but also supported long-term resilience
and user autonomy in high-risk scenarios.

3.10 Machine Learning Integration

3.10.1 Distress and Trigger Word Detection

In this phase of the project, the methodology focused on integrating machine learning
based emotional distress detection and trigger word recognition into the safety ap-
plication. The process began with selecting an existing BASER Dataset[60], a cul-
turally appropriate Bangla-language speech emotion dataset that captures five core
emotional states relevant to the target user group. The model [61] was tailored to the
application’s context by developing a custom distress detection logic, where simulta-
neous high probabilities of fear, sadness, and anger were used as indicators of acute
emotional distress. This rule-based extension enhanced the system’s sensitivity to
high-risk scenarios requiring immediate intervention. The machine learning com-
ponent was designed for flexible deployment, either through on-device processing
using TensorFlow Lite or server-side processing via FastAPI to ensure accessibil-
ity across varying device capabilities. Audio recordings were collected in discreet,
five-second intervals, preserving user privacy through automatic deletion if no dis-
tress was detected. To complement emotional monitoring, a trigger word detection
system was proposed using lightweight offline engines such as Porcupine and Vosk,
enabling the app to respond to personalized emergency keywords like “bachao” or
“help.” Privacy and safety were prioritized throughout the methodology by ensur-
ing user-controlled settings for enabling or disabling background monitoring, using
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silent recording modes to avoid abuser detection, and strictly avoiding unauthorized
microphone access. Battery efficiency was also carefully considered by minimizing
sampling frequency and optimizing file compression. This multi-layered approach
ensured that the distress detection feature could operate reliably, privately, and ef-
ficiently within the safety-critical environment of the app.

3.10.2 Risk Prediction Model

This component of the research employed a multi-modal predictive framework to
assess domestic abuse risk levels based on user-generated incident data within the
app. The model utilized a combination of structured inputs, including timestamps,
incident types, frequency of occurrence, and optional physiological indicators such
as heart rate, alongside unstructured text descriptions provided by users. Textual
inputs were preprocessed using natural language processing techniques such as to-
kenization and lemmatization, and transformed into numerical vectors via methods
like TF-IDF or contextual embeddings. Time-based features were normalized to
capture situational patterns, such as whether incidents occurred during late-night
hours or weekends. For risk classification, a Random Forest model was selected due
to its flexibility in handling both categorical and numerical variables, with alterna-
tive options like logistic regression and gradient boosting considered for comparative
evaluation. Risk levels (High, Medium, Low) were predicted using a combination
of learned patterns and predefined heuristic thresholds based on incident frequency,
severity, and behavioral indicators such as abusive language or escalation trends.
To address missing or incomplete user data—a frequent challenge in real-world de-
ployments—the system was designed to flag situations with insufficient information
as “Risk Unknown,” prompting the user to log further incidents for accurate per-
sonalization. Model outputs were integrated directly into the app’s visual interface
through a color-coded dynamic calendar, providing users with contextual safety
recommendations and guided action prompts. Throughout the methodology, a con-
servative design philosophy was adopted: the system was programmed to prioritize
user safety by favoring higher risk classifications in ambiguous scenarios, ensuring
that emergency features remained accessible regardless of predicted risk levels. This
approach carefully balanced algorithmic decision-making with ethical safety con-
siderations, emphasizing that the app serves as a supportive tool rather than a
replacement for personal judgment.

3.11 User Testing of The Final Prototype

In this study, a comprehensive user-centered evaluation was conducted to understand
the app’s usability, emotional security, and cognitive demands. A combination of
qualitative and quantitative methods was applied to ensure a well-rounded analysis.
The core technique involved user interaction using the Think-Aloud Protocol, where
participants continuously described their thoughts, challenges, and decision-making
as they navigated key app functions like stealth login, silent SOS activation, send-
ing voice messages, and quick app exit. This approach made it possible to capture
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real-time reactions and uncover areas where users struggled or hesitated. To comple-
ment these observations, participants completed a structured assessment based on
the NASA Task Load Index (NASA-TLX) [4], which evaluated their perceived men-
tal effort, physical exertion, time sensitivity, satisfaction with performance, required
effort, and frustration levels. Furthermore, the emotional safety and trustworthi-
ness of the app were explored through targeted, scaled questions that measured
how secure and confident users felt during their experience. By integrating direct
user feedback with cognitive workload measurements, this evaluation provided both
practical and emotional insights into how users of varying technological skill levels
interact with the app.

30



Chapter 4

Existing Safety Apps Review

4.1 Overview

Mobile applications designed to prevent domestic abuse serve as essential tools for
ensuring the safety and well-being of victims. However, their effectiveness is in-
fluenced by factors such as internet connectivity, accessibility, affordability, and
language options. This evaluation examines 53 safety apps to determine their suit-
ability for individuals in Bangladesh. The reviewed apps are listed in Table 4.1.

Table 4.1: List of 53 Safety and Support Mobile Applications

Apps

Avoy|[76], JOY([86], bSafe[81], iSharing[85], Guardians, Life360[87], StaySafe, Letstrack,
WanderSafe, UrSafe[75], AlertCops, EyeWatch, Raksha, React Mobile, Shake2Safety[92],
MySafetipin, Noonlight[91], Bright Sky[94], Injury Capture, SOS Watch, AlertNow, Easy
Rescue, SaveGirl Rescue, TapeACall[95], Silent Beacon[77], SOS Alert, ICE Personal
Safety, WeHelp, Circle of 6, Aspire News[90], Sheroes[93], Shelter App, DV Assist, Teen
Counseling, NCDV, Safety Navigator, Women’s Safety App, CareLife, HelpButton, Res-
cueMe, Home Safe, iProtect, MayDay, ProtectMi, Google Family Link, ch.ch Safety and
Justice, MySOSFamily, NineOneOne Emergency Dialer, Silent SOS, SOS App, MayDay
App, Home Safe App, My Safety App

4.2 Availability in Bangladesh

The apps were categorized into two groups- available in Bangladesh and not avail-
able in Bangladesh. The apps were available in Bangladesh as they were available on
either the App Store [84], Play Store [88], or on different websites as APK files. How-
ever, 95% of those are not compatible with Bangladeshi users, with limited usability.

Findings

o Majority of the apps are available in Bangladesh, as shown in Figure 4.1 but
with limited functionality available for Bangladeshi Users.

« Some apps are developed specifically for Bangladesh, such as JOY[86], and
Avoy [76], but suffer from a lack of awareness and are not listed on major app
stores [84], [88].
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Safety Apps’ Availability in Bangladesh
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Figure 4.1: Availability in Bangladesh

Implications

o Victims in Bangladesh have fewer options for digital safety solutions, which
may force them to rely on alternative, non-digital means of seeking help.

o The regional restrictions on many international apps indicate that these tools
are not tailored for a global audience, potentially excluding users from devel-
oping nations.

o A greater focus on local development or adaptation of global apps is necessary
to ensure widespread accessibility.

4.3 Platform Distribution

The Figure 4.2 depicts that 27.1% of apps are available on Android [88], 6.8% are
available only on i0S [84], 33.9% of apps are available on both Android and iOS,
while 32.2% of apps are not found on the App Store[84] or Play Store[88].
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Platform Distribution of Safety Apps
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Figure 4.2: Platform Distribution

4.4 Considerations for Compatibility

Several factors affect how well an app can serve victims in Bangladesh:
o Offline Functionality: Internet access may be unreliable or unavailable.
e Minimal Data Consumption: High data costs can limit app usage.
« Emergency Assistance Features: Quick access to help is critical.

¢ SOS or SMS Alerts: Notifications should work without an internet connec-
tion.

« Language Support: Availability in Bangla or other local languages improves
usability.

o Privacy Protections: Victims often need discreet communication options.
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Based on these criteria, the apps have been categorized as Moderately Compatible
or Not Compatible for Bangladeshi users. The percentage of apps which are compat-
ible with the victim demographic in Bangladesh is significantly smaller compared to
the percentage of apps which are not compatible. This statistic is visualised through
Figure 4.3.

Compatibility for Bangladeshi Demographic

F
<
)

96.6%

. Compatible . Mot Compatible

Figure 4.3: App Compatibility for Bangladeshi Demographic

Moderately Compatible Applications:

These apps possess valuable features but have certain limitations affecting their us-
ability in Bangladesh.

Avoy [76](Developed in Bangladesh)
o Specifically created for Bangladeshi users.

o Helps users locate safe areas and connect with emergency services.
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o Awareness about the app remains low, and it is not listed on major app stores
[84], [88].

bSafe [81]
 Provides voice-activated SOS and live audio/video streaming.
o Allows discreet alerts to emergency contacts.

e Some functionalities may be limited to specific regions and were not designed
with Bangladesh in mind.

Noonlight [91] (formerly SafeTrek)
o Offers a panic button feature to notify emergency contacts.
o Enables real-time location sharing for safety.

e Requires a constant internet connection and was not specifically designed for
Bangladeshi users.

iSharing [85]
o Facilitates real-time location sharing between trusted individuals.
o Relies heavily on GPS and internet connectivity.
Life360 [87]
e Sends emergency notifications to selected contacts.
e Some vital features are locked behind a paid subscription.
JOY App [86]
o Government app created and catered for Bangladeshi users.
« Not currently available on major app marketplaces [84], [88].
o Feature details are not documented.

Apps Not Compatible for Bangladeshi Users:

These apps have significant constraints that hinder their practicality for users in
Bangladesh.

Aspire News App [90]

» Limited availability, accessible only within the U.S.

e Requires a stable internet connection to function properly.
MyPlan [89]

e Primarily intended for users in developed nations.

e Demands extensive data input before assistance is provided.
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One Love [83]

o More focused on spreading awareness rather than offering emergency assis-
tance.

o Lacks features needed for immediate action in crisis situations.

and many more.

In conclusion, moderately Compatible Apps may be useful but require modifications
for better accessibility and efficiency in Bangladesh. Not Compatible Apps are im-
practical due to limitations such as internet dependency, restricted regional access,
and affordability concerns. Developing or adapting apps tailored to Bangladesh’s
unique needs would enhance the safety and support available to domestic abuse vic-
tims.

4.5 Usability Heuristic Evaluation: Safety Apps
in Bangladesh

To assess the usability of safety apps in the Bangladeshi context, we applied Nielsen’s
10 Usability Heuristics, a widely accepted framework in Human-Computer Interac-
tion (HCI) used to evaluate interface design. This allowed for a systematic exam-
ination of both local applications such as Avoy[76] and JOY[86], and international
platforms like bSafe[81], Noonlight[91] etc.

While apps like Avoy and JOY are developed specifically for Bangladesh and include
familiar language and contact options, they are often difficult to discover and suffer
from limited awareness or technical limitations. In contrast, global apps such as
bSafe and Noonlight offer advanced capabilities like real-time location tracking and
panic alerts but assume high-speed internet or GPS access, which is not always
feasible in many areas of Bangladesh.

Quick, one-tap emergency alert mechanisms proved to be one of the most effective
features across apps. However, issues such as overly complex setup, subscription
requirements, and vague confirmation messages hindered performance. Additional
privacy concerns emerged from features like visible alerts or automatic call record-
ings, which could inadvertently expose victims to further danger.

For safety apps to be truly functional in Bangladesh, they must:

Operate under poor or no internet connectivity,

Provide interfaces and content in Bangla,

Offer critical features for free,

Ensure simplicity, discretion, and speed under stress.
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Heuristic-Based Findings

Table 4.2: Nielsen Heuristic Evaluation of Safety Apps in the Bangladeshi Context

Heuristic

What’s Working Well

Where It Falls Short /
What Could Help

1. System Status Vis-
ibility

SOS alerts clearly show when
they’re sent

No clear feedback when of-
fline or poor signal; show con-
nection status clearly during
emergencies

2. Real-World Match

Local apps use familiar names
and contacts

Global apps don’t fit local con-
text well; use local language,
contacts, and emergency info

3. User Control &

Freedom

Some apps let users easily can-
cel alerts

Some require lots of info or
can’t easily cancel; make it
quick and easy to cancel or exit
alerts

4. Consistency &
Standards

Local apps follow local design
practices

Global apps feel inconsistent
and confusing; use a consis-
tent, simple design that fits lo-
cal users

5. Error Prevention

Some apps confirm before

sending alerts

Others don’t warn if connec-
tion fails; add confirmation
steps and backup alert meth-
ods (like SMS)

6. Recognition vs Re-
call

One-tap SOS triggers are sim-
ple and easy

Complex setups make it hard
to use in a crisis; keep it sim-
ple—Iless typing, fewer steps

7. Flexibility & Effi-

ciency

Basic safety features are free to
use

Paid features block key safety
options; make sure essential
features are free and fast to ac-
cess

8. Minimalist Design

Some apps focus on the most
important features

Clutter and poor visibility in
others; clean up the interface
and highlight core functions

9. Help with Errors

Some error messages exist

Few apps explain what to do if
something goes wrong; provide
clear tips and next steps when
errors happen

10. Help & Documen-
tation

Resource apps offer useful info

Most apps don’t explain how
to use SOS features; include
simple guides and tips inside
the app

Overall Analysis

The evaluation revealed a mixed performance across safety apps. While locally de-
veloped apps tend to align better with user expectations in terms of language and
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emergency contact relevance, they remain underutilized due to poor discoverabil-
ity and inconsistent functionality. On the other hand, international apps, though
feature-rich and visually polished, often fail in practical scenarios where users lack
consistent access to the internet or GPS.

A major positive across several platforms was the presence of a one-tap SOS but-
ton, which minimized cognitive burden and facilitated rapid emergency response.
However, many apps negated this benefit by requiring complex onboarding, offering
vague status feedback, or placing core features behind paywalls.

A key concern was the lack of system feedback and error recovery options. In situ-
ations where a user is unsure whether their alert was sent or failed, their confidence
in the application diminishes. This lack of transparency and guidance can be detri-
mental during life-threatening situations.

Ultimately, usability must be grounded in the socio-technical realities of Bangladesh.
This includes limited device capabilities, shared phone use, intermittent connectivity,
and cultural constraints. Addressing these usability barriers is essential in designing
safety apps that are not only technologically advanced but also contextually effective
and trustworthy:.

4.6 Persona-Based Testing: Complementing Heuris-
tic Insights

While the Nielsen Heuristics evaluation helped identify general usability issues across
apps, we further validated these insights through persona-based testing- an HCI
method that simulates real users in real-world contexts. This provided a deeper
look into how diverse users in Bangladesh might experience these safety apps under
distress.We created three realistic user personas based on location, phone type,
literacy, and risk exposure. Each persona was tasked with using a specific app
during a simulated high-risk situation.
We developed three realistic user personas based on known socio-demographic pro-
files in Bangladesh. For each persona, we simulated high-risk tasks using selected
safety apps and documented the outcomes.
Persona 1: Rina Akter — The Urban Student

o Age: 22

e Location: Dhaka City

o Phone: Android smartphone (low-end)

e Internet: Mobile data, often unstable

« Language Preference: Bangla

o Experience: Comfortable with apps but under stress avoids complex inter-
faces

Task: Send a silent SOS alert during an argument at home using bSafe[81]

Result:
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Could not locate Bangla language option
Alert setup required permissions and steps that were unclear

No confirmation if alert was sent due to poor signal

User Feedback: “I don’t know if it worked. I needed something quicker and clearer.”

Persona 2: Mariam Begum — The Rural Housewife

Age: 38

Location: Rajshahi (rural area)
Phone: Basic Android smartphone
Internet: Very limited; mostly offline
Language Preference: Bangla only

Experience: Low digital literacy; relies on family members for complex tasks

Task: Use the Avoy[76] app to locate a safe shelter and send an SMS-based SOS alert

Result:

App was not listed on Play Store; required manual APK installation
Interface was fully in Bangla, which helped navigation
GPS failed to detect exact location due to poor signal

SMS failed due to insufficient mobile credit and no fallback option

User Feedback: “It looked helpful, but I couldn’t install it myself or send the alert
when I needed to.”

Persona 3: Asha Rahman — The Hidden User

Age: 19

Location: Chattogram

Phone: Shared Android phone (monitored by partner)
Internet: Stable home Wi-Fi

Language Preference: Bangla and English

Experience: Tech-savvy, aware of privacy risks, needs stealth options

Task: Install and test the UrSafe[75] app, using SOS, fake call, and tracking fea-
tures without getting detected

Result:
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e SOS button, fake calls, and live location tracking worked reliably

» Voice activation and hands-free options offered discreet triggering

o App icon and interface were clearly labeled “UrSafe”

« App appeared in recent apps and generated visible notifications

o No built-in disguise mode (e.g., calculator or fitness mask)

User Feedback: “The features are amazing, but I'd be caught using this. I wish the
app looked like something else, a diary or a fitness tracker so I could use it safely
without anyone noticing.”

Conclusion

Persona-based testing illustrated that apps which score well in usability may still
fail under contextual pressure- especially for Bangladeshi victims. Cultural fit, sim-
plicity, and stealth matter more than advanced features. This supports the case for
a Bangladesh-specific app with offline support, localization, and discreet design.

4.7 Comparative Analysis of Selected Apps

After reviewing the apps, a comparative analysis of the selected apps was presented
under certain criteria in Table 4.3. The apps were also grouped in to these criteria
based on the similarities of features and limitations between them.

Table 4.3: Categorization of Safety Apps by Feature Type, Limitations, and Plat-
form
Criteria Apps Features Limitations Platform
Location Sharing bSafe, iSharing, | Real-time tracking, live video | Dependent on GPS and inter- | Android, i0OS
& Tracking Guardians,  Life360, | streaming, continuous sharing, fall | net; privacy concerns; limited

StaySafe, Letstrack, | detection, driving behavior moni- | regional availability

WanderSafe, UrSafe

toring

AlertCops, EyeWatch, | Trigger-based alerts (e.g., phone | Limited global coverage, some | Android, iOS
Raksha, React Mo- | shake, emergency button), inte- | region-specific
bile, Shake2Safety grated notifications
Emergency Alerts MySafetipin, Noon- | Quick SOS with GPS location, fake | Dependent on phone signal | Android, iOS
CeT ’ light,  Bright Sky, | call for distraction, multimedia evi- | and battery; visible UI; pri-
Injury Capture, Ur- | dence capture, voice-activated trig- | vacy issues if monitored
Safe ger

SOS  Watch, Alert-

Simple emergency alert mechanisms

Lacks advanced features or in-

Android, i0S

Now, FEasy Rescue, tegration with emergency con-

SaveGirl Rescue tacts
Community Sheroes, Shelter App, | Community platforms, self-defense | Primarily informational; lacks | Web, An-
Support & Bright Sky, DV Assist, | guidance, abuse resource directories | real-time SOS or tracking droid, i0S
Resources NCDV, Teen Counsel-

ing

Circle of 6, Aspire | Discreet resources with emergency | Limited features beyond noti- | Android, i0S

News call button disguised fications
Personal Safety | Safety Navigator, | Journals, tips, safe route mapping Region-specific limitations or | Android, iOS
Apps Women'’s Safety App, broader generalized functions

CareLife

Unique Specialized
Tools

TapeACall, Silent
Beacon, SOS Alert,
ICE Personal Safety,
WeHelp

Call recording, sharing emergency
details, integration with emergency
services

Legal or data protection con-
cerns related to recording

Android, i0S
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4.8 Discussion

The evaluation of existing safety apps reveals a critical disconnect between their
technical capabilities and their real-world usability in Bangladesh. While many
apps offer advanced features such as live location sharing, fake calls, or multimedia
evidence capture, these tools are often designed with assumptions that do not hold
true for many Bangladeshi users, such as uninterrupted internet access, English
proficiency, and a private, unmonitored phone environment.

Apps like bSafe [81] and Shake2Safety [92] offer powerful reactive features, including
panic triggers and live tracking. However, their effectiveness is undermined by their
reliance on GPS and mobile data, both of which are unstable or unaffordable for
many victims in rural and low-income settings. Moreover, when alerts fail silently or
interfaces do not confirm success, users are left vulnerable and uncertain, a failure
that can be as dangerous as the threat itself.

Local apps such as Avoy [76] and JOY [86], though culturally tailored, face bar-
riers in distribution, awareness, and sustained development. These tools are often
developed in response to funding cycles or pilot projects, but lack long-term sup-
port or integration with wider government and NGO safety infrastructures. This
leaves users dependent on apps that may vanish from app stores [84], [88] or become
nonfunctional over time.

Community-oriented platforms like Sheroes [93] and Bright Sky [94] fulfill an im-
portant educational role, promoting awareness and empowerment. However, they
reflect a preventive or passive model of protection. Their lack of embedded real-time
alert features reflects a broader issue: the divide between content-based safety and
action-based safety. In contexts of immediate danger, the latter is non-negotiable.

Some novel insights also emerged from persona-based evaluation. For example, the
experience of Asha, the hidden user, illustrates that stealth is not merely a conve-
nience, it is a survival mechanism. Despite the robust features of UrSafe [75], its
visible branding and app presence put users at risk when their devices are moni-
tored by abusive partners. This points to the urgent need for rethinking app design
through the lens of concealability, including disguise as utility apps, stealth uninstall
options, and invisibility in recent activity logs.

Another underexplored dimension is emotional usability. During stress or trauma,
a user’s cognitive bandwidth is severely reduced. Apps that require multiple setup
steps, language switches, or verification loops are unlikely to be used correctly or
quickly. As Rina’s case shows, even tech-literate users may freeze or fail to com-
plete tasks if feedback is missing or unclear. Future safety apps must therefore be
designed with trauma-informed UX principles—emphasizing one-tap actions, con-
firmation cues, and minimal text.

Finally, the analysis suggests that safety is not purely technical, it is deeply social.
The success of any app depends not only on its features but also on users’ percep-
tions of safety, trust in the interface, and confidence in the consequences of pressing
that SOS button. Designing safety apps in Bangladesh thus requires integrating
local community support networks, gender dynamics, and fear of police or digital
surveillance.
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In summary, this chapter demonstrates that while safety apps are evolving rapidly
in function, they often remain inaccessible or ineffective for users in Bangladesh. To
bridge this gap, future interventions must prioritize contextual relevance, emotional
design, and stealth-oriented innovation. Safety is not merely about alerting, it is
about doing so in a way that fits seamlessly, invisibly, and reliably into the lives of
those most at risk.
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Chapter 5

Focus Group Interview with SELP
Professionals

5.1 Overview

A focus group of ten experienced professionals from various districts of Bangladesh
provided valuable insights into the realities of domestic abuse cases. The group,
all connected to BRAC SELP[80], shared their experiences and emphasized the ur-
gent need for discreet, voice-activated safety tools that protect victim privacy. They
highlighted barriers such as social stigma, financial dependence, limited smartphone
access, and family-imposed restrictions. Key recommendations included features like
live location tracking, real-time recording, and stress detection to improve emergency
responses. The discussion stressed that while current platforms offer basic support,
victims need more advanced, user-friendly, and easily accessible digital tools to seek
help safely and confidently.

5.2 Information of the Focus Group:

The group consisted of 10 professionals from different districts of Bangladesh, in-
cluding places like Manikgonj, Shariatpur, Pabna and many small districts around
the country. All of these professionals have been affiliated with BRAC SELP [80]
starting from 3 years to up to 27 years. All of them have been closely associated
with DV victims. Their experience witnessed the abuse of girls as young as 15 years
old to the abuse of elderly women of up to 45 years of age.

5.3 Methodology of the Interview

This interview was arranged online by the zonal manager of SELP [80], Khulna
Zone, for an hour and a half on the 20th of January 2024, 9:00 am over google meet.
Within this timeframe they shared their stories, their experiences and valuable in-
sights while answering questions from a structured questionnaire (see Appendix A)
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5.4 Professional’s Feedback

Professionals working with domestic abuse victims reported that most cases in-
volve physical, emotional, and financial abuse, with many victims delaying help due
to social stigma, financial dependence, and privacy fears. Victims often prefer low-
visibility, voice-activated safety tools, especially in rural areas with limited resources.
Professionals emphasized the need for discreet, easy-to-use apps with features like
live recording, location tracking, and minimal data collection. They stressed that
long-term support, community education, and integration with shelters and legal
services are essential for truly helping victims. They responded to the questions
presented to them from the questionnaire in appendix A, and below are their re-
sponses for each section of queries (see Table 5.1 for key takeaways).

Types of Cases and Demographics

About 90% of the participants work with a wide range of domestic abuse cases,
including physical violence (the most common), financial abuse, and mental /emo-
tional abuse. They collectively handle cases from both urban and rural areas.
Strategies and Resources for Helping Victims

Most victims prefer to keep their identities confidential due to privacy concerns. Ad-
ditionally, 60% of the professionals expressed interest in speech recognition technol-
ogy that could automatically trigger an emergency alert in high-tension situations.
Challenges Faced by Victims

The professionals identified social stigma as the primary barrier preventing women
from seeking help. Many endure abuse for 5, 10, or even 15 years before reaching
out. Some victims do not own smartphones, while others live in rural areas with
poor internet connectivity. Family restrictions on technology use were also cited as
a challenge, particularly in areas like Kishorgon)j.

Privacy and Safety Concerns

70% of the professionals stated that victims fear societal backlash and further vio-
lence from the abuser’s family. In many cases, when victims reached out to author-
ities, their families received death and rape threats.

Financial Dependency as a Barrier

According to 85% of the participants, financial dependence on their husbands pre-
vents many victims from seeking help. Some victims, despite being the family’s
breadwinner, cannot afford smartphones.

Smartphone Usage Among Victims

One participants stated that the ratio of smartphone-owning victims to non-owners
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is 3:2. However, another suggested that even those without personal smartphones
have access to one in some form.

Use of Digital Tools

While victims have access to Facebook, very few seek help through it. The profes-
sionals agreed that recording evidence would be legally admissible as self-defense in
Bangladesh.

Concerns About Technology Use

90% of the professionals agreed that victims might trust a platform requiring min-
imal personal information. Existing platforms mostly provide helplines, which vic-
tims resort to as a last resort rather than seeking early assistance.

Accessibility in Low-Resource Settings

Professionals agreed that NGOs could educate victims on using a new platform.
They believed that with some guidance, victims could quickly adapt to digital tools.

Preventing Overwhelming Support Systems

9 out of 10 professionals suggested a chat-based feature to help victims assess
whether they need to consult a professional.

Critical Safety Precautions

40% of the professionals had worked with victims who remained at risk even after
legal resolutions. They emphasized the need for gathering enough evidence for law
enforcement to take strict action.

Existing Platforms for Domestic Abuse Victims

100% of the professionals were aware of BRAC Sonjog[79], a directory of essential
helplines. While useful, they agreed that victims require more advanced tools like
live recording, location tracking, and speech emotion recognition.

Victims’ Comfort with Technology

One participant noted that many victims actively engage with platforms like Face-
book and TikTok. She believed they would likely adapt to a dedicated safety app.

Essential Features for a Domestic Abuse Prevention App

95% of the professionals preferred:
o Live recording

o Live location tracking
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e Speech recognition technology to detect distress

Two of the participants emphasized that live location tracking could significantly
improve emergency response.

Encouraging Victims to Use the App

90% of participants recommended features like voice commands and stress detection
to activate emergency alerts discreetly.

Privacy and Protection Measures

90% of professionals supported dynamic masking technology to help victims dis-
creetly use the app without detection.

Long-Term Support for Victims

Many victims face financial insecurity and emotional distress after seeking help.
Professionals emphasized that victims need reassurance about their future to feel
safe and supported.

Integration with Existing Services

All the individuals agreed that the app should be linked to shelters, hotlines, and
legal aid services to create a comprehensive support system.

Theme Key Takeaways

pendence; many delay seeking help for years.

Victim Challenges Victims face stigma, tech restrictions, and financial de-

distress-based voice recognition.

Preferred App Features High demand for live recording, GPS tracking, and

form of access.

Technology Accessibility Not all victims own smartphones, but most have some

dynamic disguise capabilities.

Safety & Privacy Concerns | Users prefer apps requiring minimal personal info with

lines, and legal aid.

Integration with Services Experts emphasized linking the app with shelters, hot-

port post-intervention.

Long-Term Support Victims require continued emotional and financial sup-

tively, even in low-resource settings.

Training & Education NGOs can teach victims how to use safety apps effec-

Table 5.1: Key Takeaways from Focus Group Interview with SELP Professionals

5.5 Limitations of the Interview

Initially for this interview, an attempt was made to interview both victims of domes-
tic abuse and professionals who have firsthand experience working with survivors.
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As part of this effort, the manager of SHEBREC [96] at BRAC University was ap-
proached to discuss the urgency of a platform for victims and to gain insights from
her experiences with survivors. She noted that victims might be unwilling to par-
ticipate in interviews, as domestic violence remains a taboo subject in society. Even
with assurances of anonymity, a significant number of victims might feel uncomfort-
able engaging in such discussions. However, she recommended reaching out to the
Director of Social Compliance and Safeguarding at BRAC [78].

The meeting with the director, though brief, proved highly valuable, as she facil-
itated a subsequent meeting with the Senior Programme Manager of the Social
Empowerment and Legal Protection (SELP) programme at BRAC [80]. During
discussions with him, it was suggested that professionals be interviewed instead of
victims. He explained that the target demographic for the research, primarily sit-
uated in semi-urban areas, might not be familiar with the conceptual aspects of
the proposed platform. While they may understand the interface of a physical ap-
plication, comprehending the underlying features and their functions could present
challenges. Given that the research was still in its developmental phase, he arranged
an interview with a group of ten professionals from various districts, each with up to
27 years of experience working closely with domestic violence survivors and victims.

5.6 Discussion

The interviews conducted in this study reveal the complex challenges that domestic
abuse victims in Bangladesh face, including societal stigma, economic dependency,
and technological limitations. While platforms like BRAC Sonjog [79] offer valu-
able assistance, there is a critical need for more sophisticated digital tools designed
specifically to meet victims’ unique requirements. Experts stressed that privacy, ac-
cessibility, and usability are pivotal in determining whether victims choose to seek
technological assistance.

This research underscores the importance of integrating features such as live location
tracking, real-time recording, and speech recognition into domestic abuse preven-
tion applications to enhance emergency responses. Moreover, ensuring discretion
and maintaining user anonymity are essential for encouraging wider adoption. Since
many victims lack familiarity with digital security measures, awareness initiatives
and NGO-driven training programs can help bridge this knowledge gap.

In essence, a thoughtfully designed, secure, and user-friendly platform can play a
crucial role in providing support to victims, allowing them to seek help safely and
confidently. The insights gained from this study will contribute to the development
of an effective technological solution that empowers victims while reinforcing exist-
ing support networks.
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Chapter 6

Survey For Feature Assessment
By Professionals

6.1 Overview

This survey, titled was designed to collect insights from 10 professionals who work
closely with survivors of domestic abuse. The primary objective was to assess the
usefulness, accessibility, and effectiveness of various app features designed to provide
support in high-risk situations.

6.2 Demographics and Professional Experience

The survey participants consisted of professionals from various regions, including
Faridpur, Kishoreganj, Sherpur, Rajshahi, Jhalokati, and Sirajganj. Their levels
of experience varied, ensuring a broad perspective on domestic abuse intervention.
Specifically, 57% had over eight years of experience, 29% had 1-3 years of experience,
and 14% did not disclose their experience level. This diversity provided a well-
rounded evaluation of the app’s effectiveness and usability.

6.3 Survey Structure

The participants were asked to fill up a form (see appendix B) which was divided
into sections, each focusing on a specific safety or support feature within the app.
Respondents were asked to evaluate the following aspects:

e Discreet Interface & Dynamic Masking — Ensuring the app remains hid-
den from abusers.

« Emergency Escape Features — Evaluating how quickly a user can exit the
app in danger.

e Dynamic Calendar — Reviewing a tool for tracking risk patterns.
o Stealth Audio/Video Recording — Assessing the practicality of discreetly

capturing evidence.
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« Stealth Messaging — Determining the effectiveness of covert communication.
« Educational Resources — Examining the ease of access to learning materials.

o Continuous Monitoring & Alerts — Checking the effectiveness of real-time
safety tracking.

» Hidden Help Buttons — Testing the feasibility of concealed emergency trig-
gers.

o Instant Access to Support — Measuring the efficiency of direct connections
to emergency services or support networks.

e Support Network Integration — Evaluating how well the app connects
users with NGOs and community groups.

o Live Location Sharing & Tracking — Assessing safety benefits for emer-
gency response.

o Panic Triggers (e.g., phone shake) — Ensuring the reliability of physical
safety triggers.

« Emergency Alert System — Analyzing notification effectiveness in critical
moments.

o Evidence Collection Tools — Examining the security of multimedia storage.

e Community Support Features — Looking at the impact of peer-driven
assistance.

» Specialized Safety Tools — Reviewing additional security and accessibility
options.

o« Mental Health Support — Checking for features that promote emotional
well-being.
6.4 Evaluation Process
Each feature was rated on a 1 to 5 scale, where:
e 1 : Minimal usefulness or accessibility.
o 5 : Highly effective and accessible.
Additionally, open-ended questions were included to gather qualitative insights on:
e The most critical features for real-world use.

o Challenges related to accessibility and privacy.

o Suggestions for improvement to enhance usability and effectiveness.
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6.5 Purpose and Expected Impact

By analyzing the responses, the study aimed to:

o Identify priority features that require refinement or enhancement.
o Address usability challenges and improve accessibility.

« Optimize app functionality to better support individuals facing domestic abuse.

The insights collected serve as a guiding framework for enhancing the app, ensuring
that it aligns with the real needs of both survivors and professionals providing sup-
port.

6.6 Survey Findings and Analysis:

A. Effectiveness and Accessibility of Features

To gauge victim comfort levels in using the app, respondents rated its usability. 40%
of participants rated it as very comfortable (5/5), 30% gave it 4/5, while 20% rated
it (3/5). Only 10% expressed discomfort (ratings 1-2), suggesting overall positive
reception but also room for improvement.

Regarding protection from detection, 60% rated the app’s security features 4 or 5,
showing strong confidence in its privacy measures. However, 10% found them inef-
fective (1-2 ratings), indicating a need for enhanced security.

Opinions on accessibility in emergencies varied. 50% rated the features as easily
accessible (4-5), 30% considered them moderate (3), and 20% found them difficult
to use (1-2). This highlights the importance of refining the interface for quicker,
more intuitive access during crises.

B. Feature-Specific Assessments

» Risk Assessment Tools: 67% rated them as highly useful (4-5), though 33%
saw room for improvement in intuitiveness.

» Evidence Collection & Encryption: 57% found this feature effective (4-5), but
14% highlighted privacy concerns.

o Discreet Communication & Voice Activation: 60% rated discreet messaging
highly, while 20% noted usability challenges. Voice activation received a strong
71% approval (4-5).

o Hidden SOS Button & Encrypted Messaging: 64% found these effective (4-5),
though 15% cited accessibility issues.

» Safe Zone & Pre-Recorded Messages: 67% responded positively (4-5), with
33% suggesting more customization options.
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C. Support and Long-Term Impact

e Anonymous Communication & NGO Support: 57% found it effective, but 14%
felt it needed improvement.

o Emergency Accessibility: 50% rated it highly (4-5), whereas 20% found it
inadequate.

o Usability Under Stress: 43% rated usability as high (4-5), 29% as moderate
(3), and 28% as difficult (1-2), indicating a need for better emergency usability.

D. Privacy, Discretion, and Mental Health Support

o Privacy and Confidentiality: 57% found the app secure, but 14% raised con-
cerns about navigation and security gaps.

o Safety Alerts and Bluetooth Dependency: 50% rated these as effective, while
28% worried about Bluetooth limitations.

e Mental Health and Educational Resources: 60% found them beneficial, but
20% suggested expanding mental health support options.

6.6.1 Overall Feature Analysis and Key Takeaways

The highest-rated feature was ‘Regular Mental Health Support’, with an average
rating of 4.0, highlighting the necessity of continued psychological support for vic-
tims. Average ratings are displayed in Table 6.1.

Other highly rated features included:

o Emergency Alerts
o Stealth Audio and Video Recording

o Evidence Collection Features

Each of these features averaged 3.8-4.2, confirming their significance in ensuring
victim safety and supporting legal proceedings.

However, certain aspects received mixed feedback:

o Discreet Interface and Dynamic Masking, and Emergency Escape Features
averaged 3.2-3.5, showing usability concerns in high-stress situations.

o Bluetooth-Based Safety Features and Tech Literacy Accessibility were among
the lowest-rated (2.8-3.0), suggesting worries about usability for victims with
limited technological knowledge or in areas with weak connectivity.
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A key concern was accessibility in emergencies. When asked, “How easily can these
features be accessed in high-stress situations?”, the average response was 3.7, in-
dicating that while features were effective in theory, real-world usability required
enhancement.

Hidden triggers, encrypted messaging, and real-time tracking received moderate ef-

fectiveness ratings (3.5-3.7), with professionals recommending refinements to boost
victim confidence in using them discreetly.

Table 6.1: Average Professional Ratings for Feature Categories

Feature Category Avg. Rating (out of 5)
Mental Health Support 4.0
Emergency Alerts 4.2
Stealth Recording 4.0
Evidence Collection 3.8
Discreet, Interface 3.4
Escape Features 3.5
Bluetooth Features 2.8
Tech Literacy Support 3.0
Hidden Triggers 3.5
Encrypted Messaging 3.6
Live Tracking 3.7

6.7 Discussion

The survey findings offer valuable insights into the practical strengths and challenges
of the proposed app’s features from the perspective of professionals working closely
with domestic abuse survivors. Overall, the responses indicate that the app has
strong potential, particularly in areas like mental health support, emergency alerts,
and evidence collection, which were consistently rated as highly useful. These fea-
tures appear to address critical safety needs and are likely to support victims effec-
tively during emergencies and legal processes. However, the survey also identified
important areas that require further refinement. Features such as discreet inter-
faces, emergency escape tools, and Bluetooth-based safety options received mixed
reviews, with concerns about their accessibility and ease of use, especially under
high-stress conditions. The results emphasize that while many participants trusted
the app’s privacy measures, some expressed worries about possible security gaps and
the challenge of navigating the app quickly during moments of danger. Additionally,
feedback highlighted that victims with lower tech familiarity or limited access to sta-
ble connectivity might struggle to use certain features confidently. Voice-activated
commands, encrypted communication, and real-time location tracking were recog-
nized as essential, but professionals stressed that these tools must be simple, fast,
and reliable for victims who are often in high-pressure situations. The survey clearly
shows that while the app’s core concept aligns with the urgent needs of domestic
abuse survivors, future improvements should focus on making the interface even
more intuitive, reducing dependence on Bluetooth, and providing more comprehen-
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sive guidance to ensure that all victims—regardless of their technical skills—can
safely and effectively use the app.
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Chapter 7

Survey for User Preferences

7.1 Overview

This anonymous survey, titled was designed to collect insights from victims, sur-
vivors and advocates/professionals. The primary objective was to collect informa-
tion about the experiences and difficulties encountered by domestic abuse survivors,
examine how digital access affects their ability to seek assistance, and identify ob-
stacles that prevent them from escaping abusive situations.

7.2 Survey Structure and Format

The survey followed a structured questionnaire (see appendix C) format, consisting
of multiple-choice questions, checkbox selections, and open-ended response fields for
additional input. The questions were deliberately crafted to be non-intrusive, ensur-
ing participants could provide insights without feeling pressured to disclose sensitive
details.

7.3 Participant Categories

The survey was open to various groups, including:

e Survivors of domestic abuse who shared personal experiences.

o Advocates and professionals such as counselors, legal experts, and social work-
ers who assist victims.

o Individuals who know a victim through personal relationships, offering second-
hand insights into the issue.

By including responses from multiple perspectives, the survey created a well-rounded
picture of how domestic abuse affects different individuals and the various forms of
support needed.
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7.4 Purpose of the Survey

This study aimed to:

Identify common experiences and challenges faced by domestic abuse sur-
vivors.

Assess how digital access impacts victims’ ability to seek help.

Uncover barriers preventing victims from leaving abusive situations, including
financial dependency and technological monitoring.

Determine the most urgent forms of support such as legal aid, counseling,
secure housing, and financial independence.

Provide data-driven insights to improve policies, intervention strategies, and
victim support resources.

A. Demographic Overview and Trends: The gender distribution among re-
spondents who disclosed their identity showed that 80% identified as female, while
20% categorized themselves under "Other.” A significant portion opted not to reveal
their gender, potentially due to privacy concerns or a reluctance to share personal
details. The overall gender composition aligns with trends observed in domestic
abuse research, where women are often disproportionately affected. However, the
inclusion of individuals who identified as "Other” highlights that abuse impacts di-
verse gender identities, emphasizing the necessity of inclusive and accessible support
services.

The findings of each sections in the survey are summarized in Table 7.1.

Table 7.1: Summary of Key Findings from User Preference Survey

Category Key Findings

Demographic Trends | 80% female, 20% other; 75% employed; 75% have a
bachelor’s degree or higher.

Abuse Types Experi- | 37.5% emotional /psychological, 37.5% physical, 18.8%

enced sexual, 12.5% financial and digital.

Reporting to Authori- | 70% did not report abuse; 30% did.

ties

Reasons for Not Re- | Fear of abuser (41.7%), lack of privacy (33.3%), didn’t

porting know where to get help (50%).

Preferred Communi- | Messaging apps (41.7%), phone calls (33.3%), face-to-

cation Channels face (33.3%), emergency apps (25%).

Smartphone Usage | 83.3% use smartphones multiple times daily.

Frequency

Barriers to Seeking | Top barriers: Lack of information (50%), fear (41.7%),

Help lack of privacy (33.3%).

In terms of respondents’ direct or indirect connection to domestic abuse, 33.3%
stated they knew a survivor or victim, making it the most frequently selected cate-
gory. Meanwhile, 26.7% identified themselves as survivors, and another 26.7% were
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advocates, demonstrating active engagement from both direct victims and those
providing support. Only 6.7% of respondents were professionals working in this
field, pointing to a potential gap in professional representation and involvement in
discussions surrounding domestic abuse.

Regarding living conditions, 60% of respondents who provided relevant information
reported living with family, while 40% lived alone. Education levels showed that
75% of those who answered had obtained at least a bachelor’s degree, while 25%
held a high school diploma or lower. Employment figures indicated that 75% were
employed, with 50% working full-time and 25% working part-time, while 25% were
unemployed.

These demographic findings suggest that domestic abuse is a pervasive issue af-
fecting individuals across various socioeconomic backgrounds. The high percentage
of respondents who were both educated and employed suggests that abuse is not
restricted to any particular economic class. However, the lower participation of pro-
fessionals in the survey may indicate a need for increased involvement from legal
experts, healthcare professionals, and social workers to better address the needs of
survivors.

B. Patterns of Abuse and Reporting Challenges: Among respondents who
disclosed the type of abuse they experienced, 37.5% reported emotional or psy-
chological abuse, making it the most common form. An equal percentage (37.5%)
indicated they had experienced physical abuse, while 18.8% reported sexual abuse.
Additionally, 12.5% experienced financial abuse, and another 12.5% faced digital or
social abuse. The data, as visualized in Figure 7.1, suggests that many survivors
endure multiple types of abuse simultaneously, reinforcing the need for multi-faceted
intervention strategies.

A concerning 70% of respondents did not report their abuse to authorities, with
only 30% seeking assistance from legal institutions. Among those who did report,
many found authorities unhelpful, raising concerns about the effectiveness of law
enforcement and judicial support systems in handling domestic abuse cases. The
most frequently cited reasons for not reporting included fear of the abuser (41.7%),
lack of privacy (33.3%), and not knowing where to seek help (50%).

These findings highlight critical barriers that prevent victims from reporting their
abuse. Many survivors feel unsafe disclosing their experiences due to fears of retal-
iation, distrust in legal authorities, and concerns about privacy. Additionally, the
fact that 50% of respondents did not know where to seek help suggests a pressing
need for better awareness initiatives and improved access to information regarding
available resources.

Considering that many individuals experience multiple forms of abuse simultane-
ously, it is essential for support systems to take a holistic approach, integrating
mental health support, financial assistance, legal advocacy, and digital safety mea-
sures.
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Types of Abuse Experienced By Victims

The total percentage is higher than 100% indicating individuals have
experienced more than one type of abuse at once

37.5% 37.9%
18.8%

I I . - -

Emotional/Psycho . LAb
logical Abuse inancia use

. Physical Abuse Digital/Social Abuse

. Sexual Abuse

Figure 7.1: Types of abuse endured by the victims

Percentage of Respondents
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C. Technology Use and Preferred Communication for Seeking Help: When
respondents were asked about their preferred method of communication for seeking
assistance, 41.7% favored messaging apps, making it the most preferred option.
33.3% preferred phone calls, while another 33.3% opted for face-to-face interactions.
Additionally, 25% indicated they would use an emergency app, suggesting that dig-
ital tools could be crucial in providing discreet access to support services.

Smartphone usage data revealed that 83.3% of respondents use their devices multi-
ple times a day, highlighting a heavy reliance on mobile technology. This suggests
that integrating emergency support features into frequently used apps could signif-
icantly enhance accessibility to assistance.

The preference for messaging apps (41.7%) underscores the importance of discreet
and accessible communication channels when seeking help. While traditional phone
calls and in-person conversations remain relevant, they may not always be practical
in situations where an abuser is closely monitoring communication.

Given the high reliance on smartphones (83.3%), there is a significant opportunity
to develop mobile-based emergency response features, quick-exit functionalities, and
encrypted chat-based support that allow survivors to reach out for help securely.

D. Barriers to Seeking Help: The most frequently cited obstacle preventing vic-
tims from seeking assistance was not knowing where to find help (50%), indicating
a major gap in public awareness regarding available support services. Additionally,
41.7% of respondents reported fear of their abuser, while 33.3% cited a lack of pri-
vacy as a major challenge.

These barriers suggest that many survivors either lack information on how to access
support or fear that reaching out may put them in further danger. The fact that
33.3% mentioned privacy concerns highlights the reality that traditional support
methods—such as visiting shelters or contacting helplines—may not be viable op-
tions for many individuals.

7.5 Discussion

The survey provided valuable insights into the lived experiences, technological bar-
riers, and support preferences of domestic abuse survivors and those connected to
them. A key takeaway is that domestic abuse affects individuals across diverse back-
grounds, regardless of gender, education, or employment status. Emotional, physi-
cal, and financial abuse emerged as the most common forms, with many survivors
experiencing multiple types of abuse at once, pointing to the need for multi-layered
support systems that address psychological, legal, and financial challenges together.
Alarmingly, most participants did not report their abuse to authorities, often due
to fear of retaliation, concerns about privacy, or simply not knowing where to find
help. This highlights significant weaknesses in public awareness and trust in formal
support channels. The data also revealed that mobile technology plays a central
role in survivors’ lives, with a strong preference for messaging apps as a discreet
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means of communication when seeking assistance. This reinforces the importance of
creating mobile-based, easy-to-access support tools that are secure and can be used
quickly in dangerous situations. However, barriers such as privacy concerns, fear of
the abuser, and limited information about available resources continue to prevent
many from reaching out. The findings emphasize the need for digital safety solutions
that are not only secure but also widely promoted, simple to use, and adaptable to
different risk levels. Future interventions must focus on closing the information gap,
enhancing the visibility of support services, and developing discreet communication
channels that survivors can trust and access safely.
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Chapter 8

Designing the Solution: From
Concept to Prototype

8.1 Overview

This chapter outlines the step-by-step design development process that led to the
creation of the proposed safety and support application for domestic abuse victims.
Each stage of the process was guided by evidence gathered through expert inter-
views, victim feedback, feature evaluations, and contextual constraints specific to
Bangladesh. The goal was to build an application that is not only comprehensive
and discreet but also technically feasible and socially appropriate.

8.2 Low-Fidelity Approach and Initial Research

The development process began with a commitment to low-fidelity prototyping- a
strategy that prioritizes speed, flexibility, and user involvement. Instead of jumping
directly into digital tools, the initial focus was on understanding the actual needs of
victims and safety professionals.

Step 1: Expert Consultations

The first step involved in-depth discussions with root-level professionals including
NGO workers, counselors, and shelter managers. These conversations highlighted
the practical constraints and lived realities of victims in high-risk environments.

Step 2: Feature Assessment Survey

A feature assessment survey was conducted with two groups:
o Professionals working in domestic violence support roles,
 Survivors and victims of domestic violence (via anonymous online responses).

The survey presented a list of features derived from existing safety apps and those
envisioned by the team. Participants were asked to rate their usefulness, concerns,
and implementation challenges. This input guided early prioritization.
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8.3 Paper Prototype and Victim Feedback

Based on the insights gathered, a hand-drawn paper prototype was developed to
visualize the core layout and user flows. This prototype was tested with seven active
victims of domestic violence (see Chapter 10). The review process required careful
facilitation to ensure that the participants felt safe and understood the prototype’s
intent.

Feedback from this stage led to the following insights:

e Dummy password logic was appreciated but deemed cognitively difficult to
manage.

o Users preferred fixed or simpler stealth mechanisms.
o Bangla language support was essential.
o Visibility of the Quick Exit button needed improvement.

o Emotional support and legal information were ranked as higher priorities than
initially expected.

8.4 Secondary Prototype Development

In response to the feedback received from the paper prototype review, a revised low-
fidelity prototype was developed using a simple digital drawing tool. This second
iteration incorporated clearer layouts, simplified user flows, and refinements based on
the victims’ usability concerns. The updated prototype emphasized ease of access,
discretion, and practical utility.

This version was reviewed by:

o Three additional active victims (from the original participant group),
e One practicing criminal lawyer.

The lawyer’s feedback focused specifically on the legal aid component of the app.
She emphasized the importance of including accurate guidance on filing a General
Diary (GD), navigating legal reporting processes, and accessing relevant support
documents. Her input was instrumental in shaping the app’s law assistance section
to be both contextually appropriate and legally sound.

8.5 Final High-Fidelity Prototype in Figma

The final prototype was developed in Figma, capturing approximately 90% of the
app’s intended features, including:

 Stealth entry logic (real/dummy password),
e Stealth interfaces,

e Emergency contact configuration,
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e Dynamic calendar and journaling,

o Secure storage features (audio, video, logs),
o Legal aid center and document support,

e Anonymous emotional support options,

o Full Ul translated to Bangla.

Limitations of Figma Prototype

Some planned features could not be implemented in the Figma prototype due to
platform limitations:

o Voice-based ML Monitoring: An ML model that passively detects distress
from audio cues and triggers silent SOS alerts.

o Risk Prediction Engine: A machine learning model that analyzes daily logs
to predict abuse escalation.

These features will be described in detail in subsequent chapters (see Chapters 14.1
and 14.2).

8.6 Development Flowchart

Figure 8.1 summarizes the design journey from research to prototyping.

Low Fidelity

Prototype
High Fidelity

Prototype

Final
Prototype in
Concept Femre
S ; y

Focus Group

. Feature Assessnent
Interview with

Selp Professionals sy
v v
Initial
Paper e
Prototype

Victim Interviews and
Indrvidual Feedback

Interview with Lawyer
and Feedback

-~

Secondary
Digital
Prototype

Figure 8.1: Design Development Process Flowchart
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8.7 Discussion

The development process described in this chapter reflects more than a linear se-
quence of design steps; it represents a layered co-construction of safety, agency, and
contextual sensitivity. At each stage - from initial professional interviews to the
Figma prototype, the design choices were influenced not only by user needs but by
ethical imperatives around discretion, cognitive load, and trauma-informed technol-

ogy.

One of the most significant insights to emerge was the tension between function-
ality and invisibility. Unlike typical user-centric apps that aim to be engaging or
habit-forming, this app had to remain forgettable on purpose. The disguise logic
and dummy UI were not simply aesthetic elements but safety mechanisms - a novel
application of misdirection as a usability principle. This reframing of user experi-
ence toward strategic concealment marks a critical departure from conventional HCI
principles.

Another key design lesson was the adaptability of the solution to the cognitive limi-
tations of users under duress. The feedback from victims repeatedly emphasized the
inability to memorize session-based dummy passwords or to navigate multi-layered
workflows under pressure. The final design’s shift toward persistent dummy creden-
tials and simplified navigation not only improved usability but aligned the app with
real-life behavioral constraints experienced in abusive environments.

The iterative process also underscored the importance of hyper-local context. For
example, the demand for full Bangla translation, as well as detailed guidance on fil-
ing General Diaries (GD), emerged from a culturally situated understanding of legal
and linguistic accessibility. The criminal lawyer’s input added legal robustness that
is often missing in tech-driven solutions, turning the law assistance module from a
static FAQ into a credible, action-oriented toolset.

Finally, the limitations of the Figma prototype served as a reminder of the bound-
ary between interface design and functional deployment. While the Figma model
helped visualize user flows and feature logic, its inability to simulate machine learn-
ing, stealth triggers, or backend data processing highlighted the need for deeper
technical collaboration in future phases.

In summary, this chapter demonstrates that designing for safety under violence is
not just about usability or aesthetics- it is about engineering trust, maintaining
plausible deniability, and enabling silent empowerment. These insights will inform
not only the subsequent technical chapters (Chapters 14.1 and 14.2) but also offer
broader contributions to the emerging field of humanitarian HCIL.
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Chapter 9

Initial Design of the App: Paper
Prototyping

9.1 Overview

This chapter presents the initial paper prototype of a safety and support application
designed for domestic abuse victims in Bangladesh. The prototype was developed
after a comprehensive review of existing safety apps, interviews with survivors, sur-
veys with field professionals, and focus group discussions with grassroots workers.
The paper prototype serves as a tangible visualization of user needs, contextual
constraints, and feature requirements before moving into digital prototyping or de-
velopment.

9.2 Design Goals

The prototype was guided by the following key objectives:

e Discretion: The app must appear benign from the outside- resembling a
common app like a grocery tracker, weather app, or religious utility.

o Session-Based Stealth: Users are given a dummy password each session.
If under threat, they can log in using the dummy password to access a fake
interface.

e Quick Exit: A prominent Quick Exit button on every screen allows the user
to immediately leave the app, triggering silent background safety mechanisms.

e Modular Safety Support: Features such as legal aid, journaling, cloud
storage, emotional support, and dynamic behavior tracking are integrated.
9.3 Prototype Structure and Flow

The prototype was hand-drawn and laid out on paper to simulate screen navigation.
Arrows indicated the logical flow between screens. Figure 9.1 presents the full visual
layout.
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Figure 9.1: Paper Prototype Overview

Authentication and Camouflage Entry

The app begins with a sign-up and login screen where the user enters their phone
number or email and password. Upon login, the app assigns a session-specific dummy
password (e.g., “cat”, “broccoli”). If the victim later reopens the app under surveil-
lance, they can use the dummy password to enter a harmless-looking interface.

Tutorial and Onboarding

A brief onboarding tutorial offers video guidance, FAQ, and safety instructions. This
prepares the user to operate the app even in high-stress scenarios.

Home Dashboard (Real Interface)

The real interface includes:
e« Dynamic Calendar: Logs behaviors, mood, and warning signs.
o Law Assistance: Submit complaints or view legal templates.
o Cloud Storage: Audio, video, or written logs saved discreetly.
e Support: Mental health, community outreach, NGO contacts.

o Settings: Manage emergency contacts, voice triggers, dummy logic.

Quick Exit Function

Every screen includes a large Quick Exit button. If tapped, the session remains
active in the background, but the app transitions into a decoy state. In this state,
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background safety features like voice monitoring or silent SOS may activate auto-
matically if needed.

Dummy Interface Logic

If the user reopens the app using the dummy password (from the current or last
session), they are taken to a benign interface that resembles the camouflage cover
(e.g., a shopping list). Only upon safe logout can they re-access the real dashboard
with the actual password, at which point a new dummy password is generated.

9.4 Reflection and Feedback from Victims

To validate the functionality and sensitivity of the initial design, the paper prototype
was reviewed by seven women who are currently experiencing domestic abuse. These
reviews were conducted in conjunction with their in-depth interviews (discussed
in 10, and special care was taken to ensure emotional safety and ethical integrity
throughout the process.

Participants responded positively to the app’s emphasis on discretion. In particular,
the dummy password feature and camouflage interface were praised as intuitive and
potentially life-saving. However, several usability concerns were raised that offer
critical guidance for future design:

e Email and Password Concerns: Many participants expressed difficulty
in remembering their own email addresses, and some had no personal email
accounts. Furthermore, having to manage both a real and dummy password
was seen as overly complex, particularly under stress.

o Session-based Dummy Password Inconvenience: Although they under-
stood the intent, generating a new dummy password for every session was
described as frustrating and mentally taxing. Participants requested a sim-
pler or fixed stealth mechanism.

 Bangla Language Preference: Every participant requested that the app
be developed in Bangla. Most were not comfortable navigating English apps
and felt that language could be a barrier in critical moments.

e Quick Exit Button Visibility: While the quick exit option was praised,
users requested that it be made more prominent and easier to access with one
hand or a thumb tap.

o Need for Emotional and Anonymous Support: A strong and repeated
theme was the desire for a way to communicate anonymously with a real
person. Victims expressed a need to “be heard” and to find someone who
could listen and provide empathy, even if only through anonymous chat.

e Practical Legal Information: Participants wanted simplified guidance on
how to file a General Diary (GD) or First Information Report (FIR) at a police
station, as many were unfamiliar with these processes. Suggestions were made
to include a FAQ section or voice-based query tool that could answer such
common concerns.
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The feedback provided a rich set of design implications that will directly influence
the second phase of the app’s development, which will prioritize emotional support,
language localization, and streamlined user experience.

9.5 Limitations of the Prototype Phase

While the paper prototype provided an effective means of visualizing the app’s logic
and interface structure, it had inherent limitations. The format could not simulate
dynamic interactions, animations, or real-time triggers (e.g., shake gestures or voice
recognition). Additionally, the review process with active victims posed unique
challenges. For some participants, it was difficult to grasp the abstract flow of
paper screens, and facilitators had to spend extra time narrating and guiding the
experience.

Despite these constraints, the paper prototype exercise succeeded in surfacing both
critical usability issues and deep emotional needs, especially around trust, simplicity,
and support. These reflections laid the foundation for a more inclusive and trauma-
aware design in the next iteration.

9.6 Discussion

The development of this initial paper prototype represents a critical early phase in
the design of a user-centered and trauma-aware application for domestic abuse vic-
tims. Paper prototyping is a time-tested method in Human-Computer Interaction
(HCI) research and user interface (UI) design that enables designers to experiment
with structure, functionality, and navigation logic using low-fidelity but highly iter-
ative visuals. In the context of this project, paper prototyping served not only as
a design exercise but as a powerful medium for co-creation and empathy-building
with end users who face extraordinary constraints and risks.

Value of Paper Prototyping in High-Risk Contexts

For vulnerable populations, traditional digital UX testing may be impractical or even
unsafe in early stages. Victims of domestic abuse may not have access to secure
devices, may lack digital literacy, or may feel unsafe interacting with unfinished
software. Paper prototypes, by contrast, provide a tactile, safe, and low-pressure
way to engage these users meaningfully. They allow the interface to be simulated
without digital traceability, which is crucial for participants worried about their
privacy or safety.

Furthermore, in scenarios where emotional regulation is difficult, especially when
recalling traumatic experiences, the simplicity of paper prototyping avoids over-
stimulation or cognitive overload. It enables participants to focus on the logic,
visibility, and discretion of the features rather than being distracted or intimidated
by polished digital interfaces.
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A Communication Tool for Co-Design

In this project, paper prototyping became an essential communication bridge be-
tween the design team and the victims. Most participants were not trained in design
thinking or digital UX but responded intuitively to paper screens and flowcharts.
The informal, editable nature of paper made it easier for participants to suggest
changes, voice doubts, or even physically rearrange features during the sessions.
This process transformed the interviews from data extraction into co-design oppor-
tunities, where user agency and safety were respected.

For instance, the idea of the Quick Exit button being thumb-accessible emerged
directly from physical gestures made during paper walkthroughs. Similarly, prefer-
ences about the Bangla interface and simplified dummy password logic were more
effectively conveyed through the collaborative sketching and guided navigation on

paper.

Reinforcing Trauma-Aware Design Principles

Another critical insight from this phase is the alignment of paper prototyping with
trauma-informed design principles. Victims of domestic abuse may experience hy-
pervigilance, anxiety, and emotional fatigue, especially when engaging with tech-
nologies designed for their protection. By allowing users to visualize app flows in
a controlled, static environment, the prototype helped reduce psychological triggers
and gave them more control over how they engaged with the system.

The iterative changes made based on feedback, such as simplifying authentication,
reducing memory load, or integrating emotional support - emphasize the need to
treat survivors not just as users, but as co-authors of their own safety strategies. The
prototype thus evolved from a functional model into a space for ethical engagement,
empathy, and trust-building.

Design Methodology and Future Transition

Methodologically, the paper prototype provided a roadmap for translating complex
design intentions into user-validated workflows. It highlighted gaps between theoret-
ical feature design and real-life usability under duress. While the prototype could
not simulate animations, real-time triggers, or behavioral tracking algorithms, it
successfully conveyed structure, navigation logic, and user empowerment strategies.
The lessons from this phase will inform the next development stage (Chapter 11),
a high-fidelity interactive prototype built using tools like Figma or Android Stu-
dio. Key revisions, such as fixed stealth mechanisms, thumb-friendly navigation,
anonymous chat modules, and legal FAQs, will be prioritized based on the paper
prototype’s reception.

Ethical Design and User-Centered Research

Lastly, this phase underscores the importance of ethics in HCI research, particularly
when dealing with survivors of abuse. Every effort was made to ensure that par-
ticipants could engage voluntarily, without emotional harm or pressure, and that
the process itself did not compromise their safety or privacy. Paper prototyping,
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by virtue of its offline and collaborative nature, enabled ethical participatory design
that respected the unique challenges and emotional landscapes of the users.

In conclusion, the paper prototyping phase proved to be an indispensable step in
grounding this safety app in the lived realities of its intended users. It enabled
early detection of usability issues, facilitated direct user involvement, and guided
design choices with empathy and cultural relevance. As the project moves toward
digital implementation, these insights will remain foundational, ensuring that the
final product remains accessible, protective, and empowering for domestic abuse
survivors in Bangladesh.
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Chapter 10

Victim’s Interview

10.1 Overview

The goal of this stage was to assess how user-friendly, appropriate, and discreet the
proposed app is for individuals affected by domestic violence. This assessment aimed
to gain insight into the victims’ real-life experiences, their access to and familiarity
with technology, as well as their preferences regarding particular features of the app.
The insights gathered during this phase played a key role in shaping the prototype’s
design and will help guide the final recommendations.

10.2 Participants

This interview included 7 participants who have been victims of some form of domes-
tic abuse, who belong to various technological literacy backgrounds, which facilitated
the study to build an app that is usable by victims of all demographics. This chap-
ter presents the insights from all seven participants, whose interviews offered rich
details for design considerations. To maintain ethical measures, each participant
was informed about the type of information they would be required to share, which
explicitly excludes any personal information. They each were asked for consent be-
fore beginning the interview, and confidentiality was strictly ensured regarding the
data they shared. Finally, for the sake of their safety and in line with ethical values,
the victims will remain anonymous throughout this study. The participant’s infor-
mation has been summarised in the table 10.1.

10.3 Interview Methodology

This phase employed semi-structured qualitative interviews supported by a paper
prototype walkthrough. Each session lasted for approximately 20 to 25 minutes, in
a safe, private environment of the victim’s choosing. Each participant was presented
with a paper cutout of the initial design of our app, and they responded to open-
ended questions on the usability and the feasibility of the design. The participants
were then asked a few questions from a standardized interview guide (see Appendix
D). These questions and the responses were initially taken in Bangla, and later
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translated into English. The interviews were manually coded to identify recurring
themes and needs across the participant group. The analysis focused on features
most relevant for high-risk domestic situations.

10.4 Individual Participant’s Narrative

The interview session of each victim has been summarised below. Each of the partic-
ipant were asked questions based on their educational qualifications, technological
capabilities as well as type of employment. They were also asked about the duration
of their relationships with the abusers, and how long in that relationship did they
face abuse. Aside from this, the participants were also asked for their feedback on
the proposed app’s paper prototype (the initial stages of the design).

Victim 1 (50+, Urban, Unemployed)

Victim 1 resides in a city area with convenient access to hospitals and police stations.
She has been married for about two decades and has experienced various forms of
abuse, including emotional torment, verbal insults, and financial neglect. The abuse
began approximately a year into her marriage and has occurred intermittently since
then. She uses an Android smartphone primarily for calls, Facebook, and YouTube.
While her abuser monitors her phone activity and knows who she contacts and what
apps she opens, he does not have her passwords. She is free to use her apps without
restrictions, and her family permits her to speak on the phone openly. Although her
familiarity with technology is limited to basic functions, she confidently manages
her phone and social media independently. She struggles to remember passwords
and tends to write them down rather than memorize them. Fear and societal stigma
have prevented her from seeking help from the police or legal authorities. Instead,
she prefers to rely on a mobile app for support, especially since making phone calls
is not always feasible. She values features that keep the app hidden and secure.
During a prototype demonstration, she expressed strong approval for:

e Quick Exit Button: A quick-exit feature that allows her to hide the app im-
mediately if needed.

o Disguised Interface: An app design that disguises itself as a harmless tool, like
the shopping list app (the one developed in the prototype phase), to avoid
drawing attention.

o Automated Guidance: Automated, Al-based guidance rather than direct in-
teraction with counselors, due to privacy concerns.

Her top priority is ensuring the app remains completely confidential, avoiding any
suspicious behavior or requests that might reveal its purpose.

Victim 2 (30, Urban, Maid)
Victim 2 lives in an urban neighborhood somewhat removed from busy markets
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but still inside the city. She completed up to fifth grade and works full-time as
a maid, handling household duties. She has been in a harmful relationship with
her husband for an unknown length of time, experiencing emotional abuse, harsh
words, and financial neglect. These hardships have led to feelings of depression
and social withdrawal. She owns an Android phone, which she uses regularly for
calls and Facebook, although her digital skills are limited. Her abuser and other
household members monitor her phone activity closely, including knowing her pass-
words and who she communicates with. Because of fear and social pressures, she
has not reached out to police or legal services. Instead, she prefers to seek assistance
through a mobile app, finding it more practical than making direct phone calls. She
is open to both discreet and straightforward methods for getting support. During
the prototype demonstration, she expressed interest in features such as:

e Emergency SOS Button: An emergency button that includes a visible phone
number to quickly reach help.

o Disguised Interface: An app design that looks like a normal, everyday appli-
cation to avoid suspicion.

o Automated Support: Automated support tools that are simple to use and
unlikely to alert others.

Her biggest worries center on the possibility of her abuser discovering the app or
her attempts to get help, as well as the fear that asking for support might provoke
more problems.

Victim 3 (35+, Urban, Employed)

Victim 3 is a housemaid who lives with her husband and children. She has been
in an abusive marriage for over fifteen years, facing both emotional manipulation
and strict control over her finances. Although she owns an Android smartphone,
her husband monitors her usage, prohibits password protection, and occasionally
forces her to unlock apps. She uses Facebook and TikTok but does not engage with
platforms that require technical skills like email. Despite limited digital literacy, she
engaged actively during the prototype walkthrough. She responded positively to:

e Quick Exit Button: Considered this feature crucial for moments when con-
frontation with her abuser could escalate.

o Disguised Interface: Preferred the app to appear as a weather or religious app.

o Automated Guidance: Expressed a strong preference for automation due to
the risk of being overheard.

Location Tracking and SOS Alerts: Described these as "lifesaving” in the event she
cannot speak openly. Her concerns centered around anything that might raise sus-
picion, including apps with unusual names or password protection.

Victim 4 (40+, Urban, Unemployed)
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Victim 4 has been in a two-decade-long abusive relationship. Despite having an
honors-level education, she experiences emotional and financial abuse and has lim-
ited freedom with her phone. Her device is not shared, but her husband regularly
monitors her digital behavior. She found the paper prototype comforting and help-
ful. In particular, she highlighted:

o Pre-written Messages and Voice Alerts: Found these features practical for
initiating help discreetly.

e Incident Logging: Valued the idea of recording abusive incidents privately
within the app.

e Emotional Support Chatbot: Had previously used one via a Facebook group
and found it emotionally reassuring.

While she was comfortable with both AI and human interaction, she emphasized
that app appearance must remain neutral. She preferred online features but did not
require offline support.

Victim 5 (30+, Urban, Unemployed)

Victim 5 lives with her spouse, children, and mother-in-law. She has endured both
emotional and occasional physical abuse over a 15-year period. She owns an Android
phone but is subject to surveillance. Her abuser checks her call logs and restricts
access to Facebook during conflict. Though she considers herself fairly comfortable
with technology, she uses it mostly for Facebook and YouTube. Her key feedback
included:

e Emergency SOS Button: Identified this as a top priority.

o Disguised Interface: Suggested disguising the app as a religious app, which
would go unnoticed in her environment.

o Live Support Options: Preferred access to a real person for emotional or legal
help.

o Legal Resource Integration: Liked the idea of direct links to legal information
or police contact within the app.

She expressed that while she does not often use many apps, the app must remain
completely hidden for her to consider using it.

Victim 6 (25+, Urban, Employed)

Victim 6 is a healthcare worker living in an urban area with her husband and
children. She has faced emotional and financial abuse for several years but has not
sought formal help due to fear of social stigma. Although confident with technol-
ogy and skilled in using her Android smartphone, she shares the device with her
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family, and her husband regularly checks her call logs and app activity. While she
can use common apps like Facebook and YouTube, her personal communication
is closely monitored, making it essential for any safety app to remain completely
hidden. During the prototype walkthrough, she responded positively to several key
features:

o Quick Exit Button: She viewed this as a vital safety measure in the event she
needs to immediately close the app under suspicion.

o Disguised Interface: She preferred the app be hidden behind a common utility
like a weather app to avoid drawing attention.

o Automated Support: Rather than live interaction, she favored automated
guidance, as it posed less risk of exposure during use.

« Location Tracking: She expressed appreciation for tracking features that could
operate passively without requiring her to reach out during emergencies.

She emphasized the importance of low-visibility apps that require minimal interac-
tion. Although she once used in-person counseling, she now believes discreet digital
tools could provide safer, faster support. Her feedback shows that even tech-savvy
professional women can face serious barriers to seeking help due to constant surveil-
lance and cultural stigma.

Victim 7 (35, Urban, Employed)

Victim 7, a full-time janitor living with her husband and children, has faced emo-
tional and occasional physical abuse during her seven-year marriage. A police warn-
ing to her husband helped reduce the abuse temporarily. She confidently uses her
Android smartphone for apps like Facebook and TikTok, but her digital activity is
sometimes checked without her consent. While she controls her passwords, she is
discouraged from contacting certain family members. Her feedback on the prototype
highlighted several important needs:

o Disguised Interface: Recommended the app appear as a religious tool, which
would avoid suspicion in her household.

o Automated Support: Preferred automated features over live assistance to re-
duce the chance of confrontation or being overheard.

o Stealth Priority: Emphasized the importance of keeping the app’s true purpose
hidden to protect her safety.

Victim 7 has never used digital platforms for emotional or legal support but ex-
pressed interest in doing so if the tool were subtle and safe. Her feedback reinforced
the importance of designing solutions that remain hidden in plain sight—tools that
offer help without putting users at greater risk.
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10.5 Thematic Analysis

10.5.1 Overview of Analysis Process

This thematic analysis was conducted to explore the lived experiences of domestic
abuse survivors and their preferences, constraints, and needs in relation to digital
safety and mobile support. The process followed an inductive approach, allowing
themes to emerge organically from the data, rather than imposing preconceived cat-
egories.

10.5.2 Initial Codes

Table 10.2 presents the initial codes drawn from detailed user experiences, high-
lighting strategies, behaviors, and challenges faced when using digital devices under
surveillance. The codes reflect patterns such as hiding phone use, deleting evidence,
relying on stealth methods, and avoiding formal help due to fear or shame. They
also reveal emotional struggles like exhaustion, helplessness, and anxiety, as well as
coping strategies including using familiar platforms, changing contact names, and
relying on children for assistance. These codes capture the complexity of navigating
digital spaces in unsafe environments.
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No. | Initial Codes
1 | Using phone secretly
2 | Deleting call history
3 | Unlocking phone for abuser
4 | Pretending app is harmless
5 | Hiding use
6 | Sharing device
7 | Avoiding calls near abuser
8 | Checking phone only when alone
9 | Avoiding formal help
10 | Avoiding help due to shame
11 | Deleting help apps
12 | Avoiding police
13 | Waiting for abuser to sleep
14 | Fear of being overheard
15 | Emotional exhaustion
16 | Shame after reporting
17 | Helplessness
18 | Anxiety about being caught
19 | Relief after hidden support use
20 | Changing contact names
21 | Fake app icons
22 | Hiding apps in folders
23 | Scrolling fake apps
24 | Switching SIM cards
25 | Using child’s account
26 | No Facebook
27 | Abuser checks installed apps
28 | Abuser knows passwords
29 | No permission to install apps
30 | Phone locked by abuser
31 | App usage logged
32 | Using Facebook under watch
33 | Using TikTok to cope
34 | Watching YouTube for escape
35 | Calling helplines when alone
36 | Deleting chats after help-seeking
37 | Writing passwords down
38 | Memorizing emergency contacts
39 | Letting kids help with signup
40 | Saving fake names for support
41 | Police gave verbal warning
42 | Discontinued counseling
43 | App deleted after suspicion
44 | Peer group chat offered relief

Table 10.2: Initial Codes Identified from User Experiences
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10.5.3 Secondary Codes

Table 10.3 presents the secondary codes identified from participant feedback, which
capture recurring behaviors and emotional patterns. These codes reflect how users
manage technology under surveillance, seek help indirectly, and prioritize privacy
and child safety. The themes also highlight trust-building through stealth features,
the importance of familiar platforms, and the varying levels of confidence in using
new technology.

No. | Secondary Codes
1 | Covert Phone Use
2 | Digital Disguise Methods
3 | Emotional Suppression
4 | Fear-Driven Avoidance
5 | Abuser Monitoring
6 | Social and Emotional Isolation
7 | Support Hesitancy
8 | Indirect Help-Seeking
9 | Distrust of Services
10 | Tech Navigation by Proxy
11 | Passive Media Consumption
12 | Privacy-Conscious Tech Use
13 | Digital Survival Planning
14 | Platform Familiarity Reliance
15 | Preference for Stealth Apps
16 | Contextual Isolation
17 | Confidence Gap in New Tech
18 | Child-First Safety Priority

Table 10.3: Secondary Codes Identified from User Feedback

10.5.4 Clustered and combined codes

Table 10.4 presents the clustered themes that emerged from the analysis. These
themes represent the overlapping concerns around fear of being discovered, the de-
mand for discreet support, reliance on trusted apps, and the need for safety measures
that don’t increase risk. They reflect how users navigate support without alerting
potential abusers, prioritizing platforms that blend into everyday use.
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No. | Combined Themes

Fear of Discovery

Digital Safety Steps Can’t Arouse Suspicion
Discreet Help

Known Apps

Control Doesn’t Help Unless It Reduces Risk
Focus is Given to Familiar Platforms

O T | W DN+~

Table 10.4: Combined Themes

10.5.5 List of Themes
» Digital Surveillance Shapes Daily Behavior

“Even if I delete one message, he notices.” (Victim 3) Survivors live under constant
monitoring, forcing them to manage every digital move with caution.

o Disguised Apps Enable Safer Access

“If it looks like a prayer app, I'll use it.” (Victim 5) Only tools hidden in plain sight
feel safe enough to use.

o Children Assist with Tech Navigation

“My daughter helps me sign up.” (Victim 2) Some survivors rely on children to use
digital tools due to limited confidence or control.

o Formal Support Often Feels Risky

“They warned him once, and it got worse.” (Victim 3) Police involvement may
escalate abuse, reducing trust in institutional help.

o Fatigue Limits Complex Engagement

“I just want something that works fast.” (Victim 4) Emotional exhaustion limits
the ability to engage with complicated apps or services.

o Survivors Seek Control Without Visibility

“I want control, but not if he notices.” (Victim 1) Autonomy is only valuable if it
doesn’t increase danger.

o Familiar Platforms Feel Safer

“New apps are scary — I know Facebook.” (Victim 4) Trusted platforms are pre-
ferred over unfamiliar tools, especially when safety is at stake.
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10.5.6 Findings

Survivors of domestic abuse consistently described technology as a double-edged
sword—both a tool for danger and a potential avenue for support. Many shared
how abusers exploited digital means to monitor their activity, such as reading mes-
sages or tracking app use, fostering an environment of constant fear and vigilance.
One participant remarked, “He doesn’t even have to take my phone. He just fig-
ures out what I'm doing by how long I hold it.” In response, survivors crafted
careful and secretive methods to protect themselves. This included deleting call
histories, disguising apps behind harmless icons like weather or religious symbols,
and timing their phone usage—often only accessing support during quiet, late-night
hours. These actions show a deliberate effort to preserve safety in the face of on-
going surveillance. Emotional and psychological challenges were profound. Shame,
fear of retaliation, and the exhaustion of maintaining a facade prevented many from
seeking help through formal systems. Police interventions often felt superficial, with
verbal warnings failing to offer real protection. As one woman shared, “They came
once, told him not to hit me, and left. That night was even worse.” Most partici-
pants regularly used social media or entertainment apps but were wary of unfamiliar
technology. Many relied on their children to navigate new apps, which introduced
additional concerns about privacy and safety. Passive media use, such as watch-
ing TikTok or YouTube, offered short-term distraction but not solutions. When
discussing desired app features, survivors emphasized stealth and discretion. Pre-
ferred functions included disguised interfaces, quick-exit buttons, and automated
messages—elements designed to avoid arousing suspicion. Offline functionality was
less critical than remaining hidden. Ultimately, this research highlights that for sur-
vivors, digital safety is not merely about access to resources, but about maintaining
invisibility. Their experiences underscore the urgent need for tools that safeguard
secrecy, emotional well-being, and personal control in environments where these are
systematically compromised.

10.6 Summary Table of Feature Feedback

The responses from the seven interviewed victims reveal clear trends in what features
are considered essential for a safe and discreet mobile support tool. Every participant
favored an app interface that blends in—such as one disguised as a weather or
religious app—indicating a strong preference for stealth. Likewise, a quick-exit
option was seen as critical by nearly all, offering a fast way to hide the app if an
abuser is nearby. Location-sharing during emergencies and SOS alert functions were
also widely supported, especially for those who might not be able to speak or send
messages in urgent situations.

Many of the victims expressed concerns about privacy during use, which led to a
preference for automated assistance instead of live help. While some users mentioned
the value of features like emotional support chatbots, incident logging, or legal help
access, these were more individualized needs. Altogether, the feedback highlights
a clear demand for tools that are easy to hide, quick to exit, and safe to use even
under surveillance. This information has been summarised in the table 10.5.
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10.7 Ethical Considerations

All interviews were conducted in safe locations, with prior verbal consent. Partici-
pants were reminded they could skip questions or stop the interview at any time. No
identifiable personal data was collected. All findings were anonymized and securely
stored.

10.8 Discussion

The findings from this study highlight the critical importance of discretion and
safety in designing mobile applications for domestic violence survivors. Across all
participants, the need for an app that remains hidden and inconspicuous was a
recurring theme, with preferences for disguising the app as a common tool like a
weather or religious app. This was particularly important given the high levels of
phone monitoring reported.

The quick-exit button was another universally valued feature, seen as essential for
allowing users to close the app immediately in dangerous situations. Additionally,
participants showed a strong preference for automated support features over live
interactions, reflecting concerns about privacy and the risk of being overheard.
While emergency SOS and location-sharing functions were also considered lifesaving,
participants emphasized that these features must operate quietly to avoid drawing
attention. Despite varying levels of digital literacy, all participants expressed confi-
dence in using the app if it was simple and intuitive.

Notably, many survivors preferred using a discreet mobile tool over seeking formal
help, citing fear of social stigma, retaliation, and mistrust of legal systems. This un-
derscores the potential of mobile applications to serve as accessible, safer alternatives
for those who may not pursue traditional support channels.

Finally, while the study offers valuable insights, its limited sample size and urban
focus suggest that future research should involve more diverse groups, including ru-
ral participants, to ensure broader applicability. In summary, the app’s design must
prioritize discretion, ease of use, quick exit options, and customizable features to
meet the real-world safety needs of domestic violence survivors.

10.9 Limitations

Although this study gathered valuable insights from participants with varied back-
grounds, it was limited by a small sample size and an urban focus. The experiences
of individuals living in rural areas, those without access to smartphones and inter-
net, or those who face language or technological barriers were not fully explored.
These groups may have unique needs and constraints that remain unaddressed in
this research. To gain a more comprehensive understanding, we aim to conduct
future studies which will include a broader and more diverse participant base, and
consider long-term investigations to see how user preferences and safety concerns
may change over time.

80



Arewrwng sorydergowa(y juedmoniaeg :1°0T 9[qRL

reorsAyd
[oAd] oy osnods SOUII)oWIOS poI0)
ojeIpewtIoju] | [Mj podordws | jim SOX ‘Teuorjowur] SIedA G | -TUOW [RUOSIDJ otseq ueqin Ge | ) WIDIA
et
[oAd] oy asnods | -ueuy A[jsowr pa1ojuow
oyerpountoju] | [ poALordwy | yym SOA ‘Teuorjowny SIeA G | -un  ‘euosIog orseq ueqan) 4Gz | 9 WwIorA
reotsAyd
[2A9] osnods SOUII)OWIOS paI10)1
QYRIPOULISIU] podordwoun) | ym SOA ‘Teuorjowny SIROA ¢ | -uow ‘[RUOSIo] orseq ueqin) +0¢ | g WA
osnods [erouRU pa1ojruowt o18
99I89P SIOUOY podordwoun) | ym SOX | -U ‘reuornjoury s1eok TT | -un  ‘[RUOSIO | -Bq URY} IoMO ueqin) +0F | ¥ WIorp
[PA9] oy osnods [eOURU poIojTUOW
ojeIpowLIoqu] | [Ny podordwyy | yim SOX | -g ‘reuornjoury SIedoA G | puR  [RUOSIo] orseq ueqin) +G¢ | ¢ WA
[eotsAyd sowury pa1ojuow
ouury osnods | -ewos  ‘[RUOI} A[RUOISBIDO (3100q
oprid )G | [y pokordury | Upm Sox | -owo  ‘TejudIn sreaf ) | pue [eUOSIod | -00v])  Olseq ueqin) 0¢ | g wrorp
(ogqnnox
osnods e pa1ojuow “sJooqeoey)
90I89p SIOUO[ podordwoun) | [im SOX | -Ueuy ‘[RIULIN s1eak (g | g  [eRUOSIO] orseq ueqin) 406 | T WIorp
Sur asnqy uor) diysas Aoe
uorjeonpy | juswAoidwy | -AlT Ppaieys | jo adAl, | -ean( eosnqy | -um() SUOYUd | -IS)ITT YOI, | vaay SulAl] | 98y al

81



Feature # of Users Who | Notes
Requested/Ap-
proved
Quick Exit Button 6/7 Seen as essential during high-risk sit-
uations
App Masking (e.g., dis- | 7/7 Suggested disguises: Weather, Reli-
guise) gious, Everyday utility apps
Emergency / SOS But- | 4/7 Critical for quick help; some want
ton visible emergency numbers
Emergency  Location | 6/7 Trusted feature, especially if abuser
Tracking controls phone access
Voice or Al Assistance | 5/7 Preferred if interaction is minimal
and discreet
Pre-written Messages | 1/7 Useful for discreetly signaling for
& Voice Alerts help
Incident Logging 1/7 Helps privately record abusive inci-
dents
Emotional Support | 1/7 Provides emotional reassurance
Chatbot
Live Support Options | 1/7 Desired by some for emotional /legal
help
Legal Resource Integra- | 1/7 Direct links to legal info and police
tion contacts
Stealth Priority 1/7 Emphasizes complete concealment

of app’s true purpose

Table 10.5: Summary of Feature Feedback from Victims
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Chapter 11

Secondary Design

11.1 Overview

The secondary design phase emerged as a direct response to the insights gathered
from victims who interacted with the paper prototype (see Chapter 9 for reference)
This phase was critical in refining the app’s interface and logic to better suit the lived
experiences, limitations, and preferences of domestic abuse victims in Bangladesh.
The revised prototype was constructed using a basic digital design tool and in-
corporated tangible usability improvements based on human-centered interaction
principles and trauma-informed design.

11.2 Design Framework: The Four P’s Model

From the conceptual stage, the app’s feature architecture was intended to serve vic-
tims across four support categories: Preparation, Protection, Provision, and Preven-
tion. This structure was adopted to ensure that each component of the application
directly mapped to a stage in the victim’s journey- from preparing for safety to
receiving support and escaping violence.

These four stages served as the framework for reorganizing features during the sec-
ondary design. Modules such as tutorial and pre-generated responses aligned with
Preparation, while SOS tools and dynamic calendars served Protection. Provision
was reflected in community and legal support tools, and Prevention was addressed
through Al-based risk prediction and behavior tracking.

11.3 Key Improvements and New Features

The secondary prototype implemented a number of major changes based on the
insights gathered from victim interviews and real-world usage constraints. Each
change reflects a shift from assumption-driven to user-informed design, grounded in
the lived realities of domestic abuse victims.

1. Dummy Password Redesign

One of the most significant updates was the complete removal of the session-based
dummy password system. In the earlier prototype, the app would generate a new
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dummy password for each session (see figure 11.1).It’s a logic that, while theoreti-
cally secure, proved cognitively burdensome for most victims. They expressed that
memorizing multiple passwords or remembering which one was valid in which session
was too difficult, especially during high-stress moments.

In response, the second design phase introduced a more flexible mechanism (see
figure 11.2).

o Users can now either set a custom dummy password or let the app generate a
simple, memorable one.

e Suggested conventions include using the first three letters of the user’s name
and the last three digits of their phone number.

o The active dummy password is always visible within the real Safety Dashboard
and can be changed at any time.

This approach reduced user confusion while retaining the critical disguise function-
ality of the dummy interface.

A new dummy password is generated for each

) First Sessior new session. However, a quick exit doesn’t start
First time using e i

the app right Tutorial a new session—so the previous dummy
after installing:

password remains valid. The dummy password
resets only after a safe logout and re-login with

Email or Mobile Numbel the real password. Quick exit is the system's cue
I:I that the user is in high risk situation.

successfuly!

Password
| | Tutorial
Confirm Password
or Second Session
Skip for now

safety Dashboard
(Real U1)

Logo

Enter your password

real pass

Enter your password i e
; in successtul
Lgin | |
Your dummy
password for this
session is: bis
Login

The real Ul is only
accessible after logging
out of the dummy Ul
and logging in with the
real password. If the
user remains in the
dummy Ul, the app
assumes a risk situation
and continues running
background SOS features
(like gyroshake, voice
triggers, and sound
—monitoring) while
keeping the interface
disguised for safety.

Safety Dashboard

Logo You have logged
in successfully!

e Real Ul % Your dummy

password for this
session is: kukur

%

Enter Your Password

Dummy Ul

Login

N

| Logout I

Figure 11.1: Stealth Mode Schema (Before Victim Feedback)
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%

Enter Your Password

Safety Dashboard

Dummy Ul

é Real Ul

N

l Logout I

Figure 11.2: Stealth Mode Schema (After Incorporating Victim Feedback)

As some of the victims mentioned that they have a hard time keeping track of their
emails, the signing up option using email was also removed. Only phone number
and password are needed to sign in.

2. Centrally Placed Quick Exit Button

All victims emphasized the need for a more visible and accessible Quick Exit but-
ton. In response, the button was centrally placed on every screen, colored red for
instant recognition, and styled prominently for thumb-friendly access. This place-
ment is supported by HCI research demonstrating that center-lower zones on mobile
interfaces optimize one-handed usability and touch accuracy [16], [37].

3. Risk Prediction Model Integration

The original dynamic calendar was limited to recording abusive events across dates.
In the revised prototype, it was extended with a basic ML-based risk prediction
model, which analyzes recent incident logs to detect rising danger (see figure 11.3).
This feature is planned for implementation in future versions (see Chapter 14), and
offers victim-facing insights such as:

» “Today’s Risk Level: High”

o “Avoid being alone. Record if threatened.”

85



4. Law Assistance Enhancements

After direct requests from victims, the law assistance module was significantly ex-
panded (see figure 11.4 for reference):

How-to guides for filing a GD (General Diary) and understanding FIRs,

Access to legal templates,

Common legal questions answered in plain language,

Access to verified volunteer legal advisors.

5. Bangla Language Integration

Most users indicated a strong preference for an interface in Bangla. As a result, a
Select Language option was added in the Settings menu with culturally and linguis-
tically appropriate Bangla content.

6. Emotional Support Prioritization

Victims consistently asked for a private, non-judgmental space for emotional sup-
port. The prototype responded by introducing the following (see figure (11.3)):

o Anonymous chat with professionals,
e Peer community support access,

o Self-care tools and breathing exercises.

7. Safety Dashboard Refinement

The Safety Dashboard was visually and functionally overhauled. Key updates in-
clude:

o (lean icon alignment and semantic grouping of functions,

o Clear labeling of modules under the 4-Ps framework (Preparation, Protection,
Provision, Prevention),

o Seamless access to Quick Exit, law tools, and emotional resources.
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Figure 11.4: Secondary Design: Updated Safety Dashboard Layout

11.4 Discussion

The secondary design phase marks a pivotal transition from low-fidelity ideation
to structured, user-informed iteration, guided by both HCI principles and trauma-
aware design ethics. Unlike the earlier prototyping stage, which was rooted in ab-
stract hypothesis and exploratory feedback, this phase emphasized implementation
of grounded, real-world improvements derived directly from survivor testimonies and
expert consultation. As such, the secondary design process exemplifies the value of
iterative design—where usability is not merely theorized, but negotiated through
layers of lived experience, emotional context, and sociotechnical constraint.

Operationalizing the Four P’s Model

The decision to structure the app around the Four P’s Model: Preparation, Protec-
tion, Provision, and Prevention, proved highly effective in reorganizing and commu-
nicating the app’s multifaceted feature set. By explicitly mapping app components
to user journeys, this framework provided clarity not just to the design team but
also to victims, many of whom expressed feeling overwhelmed by other support
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tools. The Four P’s served as a form of cognitive scaffolding, segmenting a complex
and emotionally charged interface into manageable modules aligned with specific
survival and recovery needs.

Moreover, this framework offered a coherent narrative for HCI evaluators, legal
experts, and mental health professionals who reviewed the prototype. It allowed
for more structured critique, as each “P” encapsulated a dimension of the user
experience, ranging from emergency exit behavior to long-term psychological care.

From Feature Requests to Design Philosophy

Each major revision in the secondary prototype reflects not only a usability improve-
ment but also a paradigm shift in the underlying design philosophy. For instance,
the redesign of the dummy password system was not merely a simplification of logic,
but a recognition of cognitive burden under stress—a key tenet of trauma-informed
design. Similarly, the shift away from email-based signup foregrounded the eco-
nomic and digital realities of the target user base, particularly women with limited
or shared device access.

The emphasis on flexibility, optionality, and visibility; seen in changes such as central
Quick Exit buttons or Bangla-language support—demonstrates a matured under-
standing that usability is political. The interface must bend to the user’s vulnera-
bilities, not the other way around.

Balance Between Technological Ambition and Practicality

Another central discussion point emerging from this phase is the balance between
innovation and accessibility. The integration of machine learning for risk predic-
tion, while still in planning (see Chapter 14), exemplifies a forward-looking design
mindset that respects the urgency of abuse detection without overwhelming the user
with abstraction. Visual cues like “Today’s Risk Level: High” are meant to convey
actionable insights, not raw data. Here, Al is framed as an augmenting agent, not
a substitute for human decision-making.

Equally important is the reimagined Safety Dashboard, which sought to simplify
navigation while enriching functionality. By aligning icons semantically under the
Four P’s and giving prominence to core safety functions, the design attempted to
minimize interaction load while maximizing emotional reassurance and speed.

User Trust, Emotional Labor, and Ethical Interfaces

Perhaps the most critical insight of this stage concerns the emotional relationship
between users and the interface. The recurring request for anonymous chat, for ex-
ample, speaks to a deep social void in victim support networks. Many users did not
just need help; they needed to be heard. In response, the secondary prototype em-
braced the concept of the interface as an empathetic witness, embedding emotional
tools and anonymous peer interaction into the technical design.

From an HCI ethics standpoint, this is significant. Trust in technology is rarely
just about functionality, it is also about emotional safety, cultural familiarity, and
agency. The integration of Bangla as a default language option and voice-guided
legal FAQs further reinforces this understanding: the interface must meet victims
where they are, linguistically, cognitively, and emotionally.
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Broader Implications for HCI and Safety Tech Design

Finally, the secondary design phase contributes to broader conversations within
HCI research and safety technology. First, it affirms the importance of designing for
trauma, where typical usability heuristics must be reimagined under conditions of
fear, shame, and surveillance. Second, it illustrates the power of participatory and
iterative feedback, even in resource-constrained environments. When survivors are
trusted as co-designers, the product becomes not just safer but more just.

This phase also offers a potential framework for other vulnerable-user contexts—from
refugee support apps to elder abuse monitoring tools. The Four P’s model, dummy
logic, and emotional scaffolding could be adapted for a range of safety-oriented ap-
plications beyond domestic abuse.

In summary, the secondary prototype is not just a refined interface, it is a rede-
fined relationship between survivors and the technologies that aim to support them.
It embodies responsiveness, empathy, and realism, grounded in both theoretical
principles and field-tested human experience. The lessons from this phase lay the
groundwork for the high-fidelity prototype discussed in Chapter 13, where techni-
cal detail and aesthetic coherence will further evolve the vision into a deployable,
user-safe product.
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Chapter 12

Advocate’s Interview

12.1 Overview

This study integrates expert feedback from a criminal lawyer specializing in women,
children, and drug-related criminal cases in Chattogram, Bangladesh. The purpose
of this interview was to reinforce the extent of usability of the app by victims of
domestic abuse from all demographics. Since the lawyer has worked with several
victims herself from various backgrounds, she had a definitive idea on what features
the targeted audience for this app will be more adaptable with. The lawyer, with
over seven years of practical experience in the judge’s court, provided critical insights
into the app’s design, the practicality of its legal assistance features, and its potential
impact within the Bangladeshi legal system.

The consultation particularly focused on three major areas:

« Emotional support mechanisms for domestic abuse victims.
o The legal validity and effectiveness of app-based General Diary (GD) filing.

e Detailed legal procedures and recommendations that victims must follow to
ensure their protection under Bangladeshi law.

12.2 Participant Background

The participant is a practicing criminal lawyer with over seven years of experience
at the Chattogram Judge’s Court. Her primary legal focus is on cases related to
women and children, including domestic violence, sexual abuse, and drug-related
crimes. She is well-versed in the procedural applications of the Criminal Procedure
Code (CrPC)|3], the Domestic Violence (Prevention and Protection) Act, 2010, and
the Women and Children Repression Prevention Act, 2000 [6]. Her extensive ex-
posure to the socio-legal challenges faced by DV victims in Bangladesh made her
an authoritative figure to validate the app’s law assistance module and its practical
application in the field.
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12.3 Expert feedback on prototype design

The lawyer provided valuable feedback on the prototype designed in the second
phase using the victims’ feedback on the paper prototype. Key recommendations
included:

e Enhanced Emotional Support Features: She emphasized the importance of
incorporating features that offer immediate emotional relief and psychologi-
cal support. Specifically, she appreciated the inclusion of chatbots in the app
which can provide immediate emotional support to the victim. She recom-
mended training the chatbots to have responses that are suitable to aid a
domestic abuse victim. She also mentioned the inclusion of virtual assistance
from NGO workers, volunteers, and even domestic abuse survivors to ensure
the app goes beyond legal support to provide mental health assistance.

o Abuse Pattern Recognition: The lawyer appreciated the integration of ma-
chine learning algorithms capable of predicting the risk of physical violence
the victim might face at some point in time. She emphasised how majority
of the victim groups she has worked with are not aware that they categorise
as a victim of DV at all. Since our society normalises verbal abuse, and even
in some moderation, physical assault, most of the victims are not aware that
they qualify to seek help. According to the lawyer, the app’s feature to predict
the risk of the victim getting abused based on abusive incident entries that
the victim herself can log into the app, can protect the victim from potential
harm to certain extent. type and pattern of abuse—whether emotional, finan-
cial, or physical. She noted that most victims in Bangladesh are unaware of
micro aggressive patterns that typically precede physical violence, and thus
suggested the app includes sections which informs the user of types of abuse,
and even the basic rights that the government of Bangladesh has allocated for

her.

o Peer and Legal Consultation Spaces: She strongly recommended adding func-
tionality where victims could communicate directly with legal professionals
and domestic violence survivors. Such features could provide both practical
guidance and peer-based emotional support, which is often lacking in tradi-
tional reporting mechanisms.

12.4 Feedback on Law Assistance Module

The main goal behind this interview was to get the lawyer’s opinion on the app’s
law assistance feature. This particular feature was developed in mind to assist vic-
tims with preparation with the required documents needed to file a case against her
abuser. In a way, this feature was intended to bolster the process of protecting the
victim after she calls for emergency assistance. The lawyer not only provided her
valuable insights on what documents a victim will need, and where she can acquire
those from, but also gave a sneak peek in to the legal world of the Bangladeshi judi-
ciary system and its stance regarding domestic abuse victims. Her notable feedbacks
are as follows:
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a. Online General Diary (GD) Filing

The lawyer asked to keeping the online GD filling feature, however said that it is
not very effective. Her feedback was grounded in both legal provisions and practical
limitations:

o Lack of Legal Recognition: The Criminal Procedure Code, 1898 (CrPC) does
not provide statutory support for online GD filing (The Code of Criminal
Procedure, 1898)[3]. The process remains paper-based and requires in-person
validation (Hasan, 2015)[30].

o Operational Failures: Multiple studies, including a case study by Hasan (2015)
and an SSRN working paper (Alam Rahman, 2023)[64], revealed that Bangladesh
Police’s Citizen Help Request (CHR) portal suffered from incomplete imple-
mentation, lack of identity verification, and limited citizen trust.

o Ineffectiveness in Practice: Citizens filing online GDs were often required to
later visit police stations to validate their reports (Hasan, 2015[30]; The Fi-
nancial Express, 2020[54]; Dhaka Tribune, 2025)[82]. This undermines the
convenience and efficiency expected from such digital services.

e Security and Legal Integrity Issues: Additional research indicated that the
CHR system faced security gaps and poor integration with existing policing
workflows (Uddin Hoque, 2023)[69].

Despite the online portal’s current ineffectiveness, the lawyer suggested that it is
only a matter of time. The online portal is still in its developing stages, and in the
future will prove to be helpful. Thus she insisted that the app includes this feature.

b. Victim Guidance and Practical Legal Tips

The lawyer stressed the need to include a detailed legal guidance section in the
app that educates victims about:

o Court vs. Thana GD Filing: Victims should be informed that filing a GD at
the court may offer better protection than filing at the local police station,
where officers often try to reconcile the victim with the abuser, and resolve
the conflict on spot. This, while reduces the hassle of the law enforcers, only
drives the victim towards greater harm as the abuser walks free with a few
threats and a legal warning.

o Medical Documentation: Medical reports must be obtained from government
hospitals to ensure legal validity in court proceedings. This is a statutory re-
quirement under the Women and Children Repression Prevention Act, 2000]6]
and the CrPC Section 164A[3].

Supporting Legal Provisions:
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1. Women and Children Repression Prevention Act, 2000: Requires immediate
medical examinations in public hospitals for victims of physical or sexual as-
sault (Parliament of Bangladesh, 2000)[6].

1. Suppression of Violence Against Women and Children Act (2000, amended
2003)[5): Mandates timely medical documentation and reporting to the police
(Ferdousi Jahan, 2022)[58].

1. Domestic Violence (Prevention and Protection) Act, 2010: Requires police
to ensure victims are aware of their right to medical services (Parliament of
Bangladesh, 2010)[17].

1. CrPC Section 164A: Requires victims of sexual assault to undergo a med-
ical examination within 24 hours of reporting (Government of Bangladesh,
1898)[3].

12.5 Lawyer-Recommended In-App Legal Assis-
tance Guide

Majority of the participants interviewed in the previous chapters recounted that
they themselves, or the the victims they had worked with had limited to no idea on
the type of documents required to file a case against the abuser. The lawyer, herself
being experienced with this demographic showed interest for the app to contain a
comprehensive list of legal documents that will be expected from the victim during
legal procedures.

The lawyer provided a comprehensive list of documents and steps victims should be
guided to collect and follow within the app:

1.Essential Documents:

o National ID Card or Passport: Required for legal identity verification during
GD or FIR filing.

o Medical Reports from Government Hospitals: Legally necessary for assault
cases under the Women and Children Repression Prevention Act, 2000[6] and
CrPC Section 164A[3].

o General Diary (GD) Copies: Prior GDs can strengthen the victim’s claim even
if not legally required.

 First Information Report (FIR) Copies: Officially initiates criminal proceed-
ings.

» Marriage Certificates (Nikahnama): Needed to establish the domestic rela-
tionship.

» Witness Statements/Affidavits: Strong supporting evidence from neighbors or
relatives.
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o Digital Evidence: Text messages, call logs, social media threats—admissible
under the Information and Communication Technology Act, 2006 [10] and the
Evidence Actl[1].

2. Legal Awareness Components:

e Victims should be informed that medical reports from private hospitals may
not be accepted in court proceedings (Ferdousi Jahan, 2022)[58].

e Victims must be aware that delays in medical examinations can weaken le-
gal standing (Government of Bangladesh, 1898; Parliament of Bangladesh,
2000)[2].

o The app should clarify that police officers have a legal duty to inform victims of
their rights to medical services and legal protection (Parliament of Bangladesh,

2010)[6].

12.6 Discussion

The expert feedback from the criminal lawyer provided crucial validation and di-
rection for the app’s design, especially in aligning it with the legal and emotional
realities faced by domestic violence victims in Bangladesh. Her experience high-
lighted that many victims do not recognize verbal or emotional abuse as forms of
domestic violence, largely due to societal normalization. This insight reinforced
the importance of the app’s risk prediction feature, which can help users identify
escalating abuse early, making it not just a response tool but also a preventive aid.
The lawyer emphasized the need for emotional support mechanisms, praising fea-
tures like chatbots and suggesting deeper integration with NGO volunteers and
survivor networks. From an HCI perspective, this underscores the importance of
designing technology that offers human-centered, empathetic interaction, particu-
larly in high-stress, high-risk contexts.

Her evaluation of the law assistance module raised critical concerns about the current
limitations of online General Diary (GD) filing in Bangladesh, which lacks formal
legal standing and reliable implementation. Despite this, she supported keeping it as
a future-ready feature, recognizing the direction of legal digitization in the country.
A key recommendation was to strengthen the app’s legal literacy features. Most
victims are unaware of the required legal documents or the steps needed to file a
case. Including detailed, clear, and accessible legal guidance within the app can help
bridge this gap and empower users to take action.

Overall, the interview confirmed the value of combining emotional support, legal
education, and predictive risk assessment within a discreet, culturally appropriate
interface. The lawyer’s insights helped ground the design in real-world usability,
reinforcing the app’s potential as both a support system and a pathway toward
justice.

12.7 Limitations

This interview was only conducted with one lawyer due to time constraints. Initially,
the study would have been conducted with professionals working with victims, how-
ever these professionals were not needed to be strictly people of law enforcement.
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During the interviews with professionals in chapter , and the surveys, legal counsel
was not seen as something the victims would require.They simply mentioned the
necessity of speaking to a legal volunteer through the app. However, during the
interview with actual victims it was very clear that almost all the victims had very
little idea about their rights, the legal documents needed and the procedure that
follows when police are involved. At that point of our study, time was short for us to
consult several lawyers, especially ones who work directly with abuse victims, who
could review our law assistance module. Thus, we worked with the one that was
available. In our future work we intend to include many more lawyers to achieve
more clarity and reliability.
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Chapter 13

The Final Prototype

13.1 Overview

The final high-fidelity prototype was developed in Figma to deliver a fully interactive
and user-navigable version of the safety and support app. Unlike the static paper
and secondary sketches, this prototype replicates real app behavior, enabling users
to experience interface flow, navigation logic, and visual hierarchy. Every component
was derived from insights gained during interviews with victims and professionals,
literature review, usability principles in Human-Computer Interaction (HCI), and
ethical considerations specific to high-risk domestic violence contexts. The app is
also available in Bangla for maximum accessibility, usability, and trust among its
target users.

13.2 Entry and Disguise Mechanism

The app opens to a disguised signup login interface (see figure 13.1) My Grocery
List app. This interface was designed to appear mundane, reducing the chance of
detection by abusers. From this screen, users can either sign in (see figure 13.2) with
their mobile number or log in with their real password or use a dummy password.

o A real password grants access to the full Safety Dashboard.

e A dummy password opens the disguised interface- grocery tracking, budgeting,
reminders, and settings, without displaying any safety-related tools.

The inclusion of dual authentication (real vs. dummy password) addresses the need
for layered protection in highly monitored environments.
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Figure 13.1: Disguised entry screen
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Enter Your Phone

Number .
You have signed

01322014989 in successfully!
Welcome to

B9 Fietg
STrs !

Password

iwantobesafe

Confirm Password

iwantobesafe

Figure 13.2: Signup

13.3 SOS Button and Consent-Based Configura-
tion

After completing the tutorial (see figure 13.3), the app presents a consent screen
outlining the SOS system. It explains that the SOS button is designed for extreme
emergencies- such as ongoing physical abuse, being followed, or locked in; and asks
the victim to configure their preferred automatic actions (see figure 13.4 for refer-
ence). This approach ensures the user remains in control while offering automated
emergency response when needed. In real-life high-risk situations, users may have
different comfort levels regarding police interaction, stealth recording, or location
sharing. Therefore, the system offers granular control.

This enables users to define which actions are triggered when they press the SOS
button—or if the app auto-detects distress using voice recognition.
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Figure 13.3: Tutorial

Available SOS actions include:

« Calling 911 (police)

Sending signal to emergency contact

Sharing live location

Audio or video recording silently

Sending pre-written text or voice messages
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Before You Continue

The 505 button is for extreme high risk
situations such as when you feel your life,
safety, or dignity is in immediate danger. For
example, during physical abuse, being
followed, locked in, or if you're unable to call for
help directly.

Your Emergency SOS Preferences: (select all
that apply)

[l | want to call the police

I want to send silent signal to my emergency
contacts

O want to share my live location

I want to audio record the incident

O lwant to video record the incident

I want to send pre generated text message
O I want to send pre generated voice notes

. J

Voice monitering means the app listens silently
for signs of fear, distress, or trigger words (like
"help” or “stop”) even if you're not using the
app.

You control if it's on or off.

-
( Do you allow the app to listen for distress in the
background? (Select one)
O Yes — monitor silently
[0 No —I'll use the SOS button manually

Are you okay with the app using your camera to
stealth video record?

O Yes

O No

You can change all these settings anytime from
"Personalized Settings”.

Figure 13.4: User Consent and SOS Preference

The app supports passive monitoring through voice recognition. If enabled, it ac-
tivates SOS behavior based on distress detection, even without the user manually
pressing the SOS button.

13.4 Quick Exit Design

The centrally placed, round red Quick Exit button is present on every screen of the
real Ul Designed according to mobile ergonomics research, its central placement
ensures thumb accessibility during panic situations. Pressing it redirects the user to
the disguised grocery interface login page (see figure 13.5), while the app continues
background monitoring if configured to do so.
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Your Dummy
Password is:
ATIN23
Please Use This
Password in High
Risk Situations.

Figure 13.5: Quick Exit button

13.5 Safety Dashboard Modules

The Safety Dashboard includes the following modules ( see figurel3.6):
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Safety Dashboard
View My Dummy Password: ATI123
Tools
Dynamic

Emergenc
oo cCalender  Contact
Personalization
Storage Personalized
Cloud Settings
Assistance
Law How To
Support Assistance ~ Use The
App
Settings

Figure 13.6: Safety Dashboard

13.6 Emergency Tools

Provides one-tap crisis responses:

Call 911

Send pre-generated voice/text

Activate stealth audio/video recording

Track and share location

See figure 13.7 for reference.
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Comms

Send Pre
Call 21 Gen Voice
Message

Track & Record

Stealth
Audio
Location Record

Emergency Tools

Send Pre
Gen Text
Message

Stealth
Video
Record

Figure 13.7: Emergency Tools

13.7 Dynamic Calendar

The dynamic calendar (see figure 13.8) is designed to identify abuse patterns over
time. Victims can input daily logs that include media and time. A machine learning
model then interprets these to offer predictive risk-level insights. This prepares
victims to take preemptive action or use additional safety settings on high-risk days.
It includes:

Logging incidents with title, time, and media

Seeing abusive event distribution on calendar

Viewing ML-predicted daily risk level (red = high, yellow = moderate, green
= low)

Suggested actions (e.g., avoid isolation)

13.8 Contact Module

This module (see figure 13.9) allows communication with trusted individuals or
professionals, even when contact is otherwise restricted by abusers. Logs are wiped
automatically to ensure invisibility.
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 Call/message trusted contacts anonymously

o Chat with professionals

o Access NGO hotlines (e.g., BRAC)

Message Trusted Contacts

Call Trusted Contacts

Contact a Professional

Safety Chat Assistant

Contact Local Support Centers

Figure 13.9: Contact

Calls and messages are not saved in call/message logs.

13.9 Storage Cloud

Victims requested a dedicated space to store sensitive documentation away from
abuser access. This section (see figure 13.10) is password-protected and inaccessible
via dummy login.

It is a secure, app-internal space for:

o Photos
o Videos
e Audio recordings

o Incident logs
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Storage Cloud

Incident
Logs

[ Manage Storage |

Figure 13.10: Storage Cloud

13.10 Personalized Settings

This module (see figure 13.11) allows victims to change their disguise Ul (e.g.,
weather app, fitness tracker), dummy password, emergency preferences, and con-
tacts. It empowers them to maintain autonomy and confidentiality even as circum-
stances evolve.

o Change dummy password or Ul (e.g., fitness tracker, religious app)
o Edit pre-written voice or text messages

o Add/edit emergency contacts

 Define distress trigger words (e.g., help, stop)

o Configure SOS preferences
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Personalized Settings

Change My Dummy Password

Change Dummy Ul

Edit Pre Generated Texts

Change Emergency Voice Notes

Edit Emergency Contatcts

Edit Distress Trigger Words

Edit My SOS Preference

Figure 13.11: Personalized Settings

13.11 Support and Emotional Tools

Emotional support was repeatedly emphasized in victim feedback. This section (see
figure 13.12) provides resources for self-reflection, mental health, and understanding
abuse in a low-pressure format.

e Anonymous counselor chat

o Community support tools

Quiz to identify abuse type

Self-care features (breathing exercises, affirmations, distraction activities)

Mental health FAQ

13.12 Law Assistance

After interviews with legal professionals, this module was developed (see figure
13.13) to simplify access to justice. Many victims were unaware of how to file a
General Diary (GD), what documents are needed, or where to get legal help.
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Online GD filing access

Step-by-step offline GD instruction

Legal rights and volunteer access

Legal FAQ on what documents are required

13.13 How to Use This App

The onboarding guide includes:
o A video tutorial

o Step-by-step written instructions

13.14 Disguised Dummy Ul

& =iwiF ISt swis

My Shopping List

_l Items:

@ wt= (rice) x (1kg)

@ =1+ (lentils) x (0.5 kag)
I (soap) x 2
o5 (oil) x 1L

LURIE B BRI o (eggs) x 12

Add Item +

Enter Your Password Estimated Cost

ATIN23

Settings

Figure 13.14: Dummy interface (grocery mode)

If the dummy password is entered, the app launches a disguised utility. See 13.14
for reference. Here:

« Users can manage a shopping list
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o View estimated budget
e Set reminders

« Navigate to working settings or logout

13.15 Cognitive Load Minimization and Feedback
Transparency

Domestic abuse victims often operate under high-stress conditions, where fear, con-
fusion, or physical constraints impair cognitive processing. Recognizing this, the
prototype was intentionally designed to reduce cognitive load across all modules.
The interface follows minimalist design principles- limited content, intuitive flow,
and reduced decision-making, to reduce task friction during emergencies.

During user testing, NASA Task Load Index (TLX) measures were applied to eval-
uate perceived workload. Feedback confirmed that the simplified structure, sparse
information density, and gentle visual style significantly eased user interaction, es-
pecially in crisis simulations.

The color palette- a combination of muted greens and calming neutrals- was selected
to create a non-threatening, psychologically soothing visual environment. These
choices were guided by trauma-informed UI design frameworks, which emphasize
emotional regulation and visual clarity during high arousal states.

To address ambiguity about system response, the app provides real-time, unobtru-
sive confirmations after every user action. For example:

e Upon logging an incident: “Your incident description was added.”
o After pressing the SOS button: “SOS sent according to your preference.”
o When submitting emergency contact info: “Contact successfully saved.”

Such acknowledgements ensure feedback visibility without increasing interaction
cost—reaffirming user control and preventing repetitive, stress-induced re-entry of
actions.

13.16 Disguise Integrity and Functional Parity in
Dummy UI

A key insight from the final design phase was the importance of disguise realism.
If a victim is being closely monitored, even a minor inconsistency between dummy
and real interfaces can result in exposure. Therefore, the dummy Ul was developed
to achieve both visual and functional parity with the real interface.

First, the color palette of the dummy UI mimics the real UI exactly. This prevents
suspicion from casual observation and supports interface continuity. Second, every
interactive component within the dummy interface is fully functional.

These features were chosen to reflect a credible utility app while avoiding any content
that could reveal the safety system beneath.
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One notable feature is the presence of a working settings module within the dummy
UI, which allows password changes. If an abuser attempts to “help” the victim
by changing the app password, their action will change only the dummy password-
leaving the safety system undisturbed but updating the disguise logic. This update
is reflected visibly at the top of the real Ul's Safety Dashboard, where the current
dummy password is always shown to the user for reference.

This layer of plausible deniability is an advanced form of camouflage, informed by
real-world victim concerns. The ability to change the dummy UI (e.g., to a weather
app or fitness tracker) through the Personalized Settings module further empowers
users to respond dynamically to evolving risk environments.

13.17 App Community: Peer-Shared Learning and
Validation

One of the most requested features during later design consultations was a space
for victims to learn from one another without compromising their identity or safety.
This insight gave rise to the App Community section - a closed, moderated en-
vironment where users can anonymously share their experiences, strategies, and
encouragement with others who are also navigating abusive situations.

Unlike conventional social features, this community does not allow real-time messag-
ing or direct contact between users. Each user is assigned a unique, auto-generated
User ID that is not traceable to their real name or credentials. Posts made in the
community are not published immediately; instead, they are routed to a backend
moderation system. An admin will review submissions to ensure that no personally
identifiable information is disclosed and that the content is appropriate and sup-
portive in tone. Approved posts are then published in a scrolling feed visible to
other users.

o Posts: Victims may share success stories, prevention strategies, emotional
victories, or tips on using the app features effectively.

e Comments: Users can leave supportive, anonymous comments on others’
posts.

o Moderation: A critical safety layer ensures all content is filtered before be-
coming public to reduce risk and avoid re-traumatization.

This community acts as a virtual support network, providing validation, hope, and
collective intelligence, especially for victims who may feel isolated or lack in-person
support systems. It also reinforces positive app usage by showcasing real-life impact,
thereby encouraging victims to explore features such as incident logging, legal filing,
or self-care tools.

The design avoids any unmoderated interaction to minimize the risk of identity
exposure or emotional harm. As an insight-driven addition to the app, the com-
munity reflects both trauma-informed practice and participatory design principles,
amplifying the lived experiences of survivors to guide future users.
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13.18 Categorizing Functionalities: The Four P’s
Framework

To better understand how the app addresses the needs of domestic abuse victims,
all features were categorized using the Four P’s Framework, often used in trauma-
responsive design: Preparation, Protection, Provision, and Prevention. This frame-
work helps illustrate how the app holistically supports users across different stages
of risk and recovery. See table 13.1 for reference.

Preparation

These features aim to educate, orient, and empower the user to understand their
situation, navigate available tools, and prepare for critical decision-making. Given
that many victims may not recognize certain behaviors as abuse due to cultural nor-
malization or psychological manipulation, the app first provides clear explanations
of different types of abuse- psychological, financial, emotional, and sexual. Inter-
active onboarding (via video or step-by-step guides) builds app literacy, while SOS
preference configuration empowers users to define what actions should occur during
a crisis. Users are also equipped with legal and mental health knowledge (e.g., how
to file a GD, rights as a citizen, FAQs on trauma). In addition, a built-in quiz helps
users identify patterns of abuse, allowing for cognitive acknowledgment of their ex-
perience. These preparatory tools are designed to reduce confusion and hesitation
during high-risk moments.

Protection

Features under this category are designed to offer immediate, discreet, and reli-
able mechanisms to safeguard the victim during real-time abuse or escalation. The
Quick Exit button allows users to instantly shift the screen to a benign dummy UI,
preventing abusers from identifying the app’s real purpose. One-tap tools enable
rapid deployment of police calls, emergency messages, stealth recording, and GPS
tracking. A key protection feature is the background monitoring system, which lis-
tens for distress signals or pre-configured trigger words and activates SOS actions
automatically. This level of automation ensures safety even when manual interac-
tion is impossible, such as when the victim is being physically restrained or closely
monitored.

Provision

Provision-oriented features focus on connecting victims with trusted support sys-
tems. These include calling or messaging pre-saved trusted contacts, reaching lo-
cal NGOs and verified legal volunteers, and chatting anonymously with profession-
als. A significant addition in this prototype is the App Community, a moderated
space where users can share non-identifying stories, tips, or encouragements under
anonymized IDs. These interactions provide emotional reinforcement and counter
the isolation often experienced by victims. Unlike unregulated messaging systems,
the provision tools in this app are deliberately structured to avoid potential misuse
while ensuring that users always have access to help, guidance, and social validation.
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Prevention

Preventative features in the app focus on helping users avoid repeat harm by track-
ing and anticipating patterns of abuse. The Dynamic Calendar allows for detailed
logging of abusive incidents, including date, time, descriptions, and media evi-
dence. These logs are used by an integrated machine learning model to estimate
the likelihood of future incidents and generate risk-level predictions (high, medium,
low). These predictions are color-coded and accompanied by suggested actions (e.g.,
“avoid isolation,” “enable SOS”). Additionally, the app can monitor ambient sound
for keywords associated with danger, allowing preemptive action even before the
user manually reports or activates features. By reinforcing routine tracking and
early warning, prevention-oriented features help victims regain control over their
safety trajectory.

Table 13.1: Mapping App Functionalities to the Four P’s Framework

Category Functionalities

Preparation App tutorial

SOS consent and preference setup

Language selection

Legal assistance resources (GD guide, rights, law FAQ)
Mental health and abuse FAQs

Self-care tools (breathing, affirmations, journaling, dis-
tractions)

Personalized dummy UI and password setup

Quiz to identify type of abuse

Community browsing for peer insight
Protection Quick Exit button

Stealth audio/video recorders

Live location tracking

One-tap emergency tools (e.g., call 911)

SOS configuration and trigger

Trigger word detection

Background voice monitoring

Provision Contact trusted individuals (calls/messages)
NGO hotline and local support center access
Anonymous professional chat

Legal volunteer assistance

App community posting and viewing (moderated)
Prevention Dynamic calendar with incident logging
ML-based risk prediction

Visual risk level indicators (red/yellow/green)
Photo/video/audio logging

Personalized trigger word input

This categorization ensures that all app functionalities serve a defined purpose within
the user’s journey- preparing them, protecting them, supporting them, and helping
prevent future harm.
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13.19 Discussion

The final prototype represents the culmination of a deeply participatory, trauma-
informed design process rooted in the lived realities of domestic abuse victims in
Bangladesh. Unlike traditional app design pipelines, which often emphasize feature
completeness or visual polish, this prototype centers the cognitive, emotional, and
situational constraints of victims operating under high-risk conditions.

Every layer of the interface - from the disguised login to the minimalistic layout
and personalized emergency configurations, was shaped by iterative feedback loops
involving survivors, legal professionals, and grassroots service providers. This ap-
proach ensured the development of a product that is not only technically functional,
but also contextually meaningful and practically usable in life-threatening scenarios.

A central achievement of this design is the balance between visibility and discretion.
The dual-entry login system, Quick Exit button, and configurable dummy interface
offer immediate protection while maintaining plausible deniability. These features
acknowledge that for many users, secrecy is not optional but essential for survival.

The prototype’s commitment to minimizing cognitive load is another defining strength.
Informed by NASA TLX evaluations, all visual, structural, and interactive elements
were carefully designed to reduce mental effort. This ensures that users can complete
safety-critical tasks quickly and intuitively, without being overwhelmed. Addition-
ally, the app’s responsive feedback messages reinforce a sense of control and provide
reassurance after each user action.

Another critical advancement is the dynamic configurability offered through the Per-
sonalized Settings module. Victims can manage dummy Ul variants, trigger words,
emergency contacts, and SOS behavior. This flexibility allows the app to evolve
alongside the user’s changing needs, ultimately increasing long-term effectiveness
and user autonomy.

The prototype also introduces predictive and preventive capabilities through the
Dynamic Calendar, which uses machine learning to anticipate risk based on recent
abuse logs. This feature empowers victims to proactively protect themselves, trans-
forming the app from a reactive tool into a forward-looking support system.

Finally, the emotional support and legal empowerment tools embedded in the Sup-
port and Law Assistance modules highlight the app’s holistic design philosophy.
Victims are not only offered immediate safety features, but also access to healing,
information, and community resources that contribute to long-term resilience.

In conclusion, this prototype demonstrates how careful, research-driven, and empa-
thetic design can transform a mobile application into a critical safety mechanism.
Future development will focus on integrating secure backend infrastructure and ma-
chine learning systems, which are detailed in Chapter 14.1 and Chapter 14.2 | to
fully realize the app’s potential.
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Chapter 14

Machine Learning Integration

14.1 Distress and Trigger Word Detection

14.1.1 Overview

This section conceptualizes the integration of a machine learning (ML) system into
the app for distress detection and trigger word recognition. The system is designed to
activate background SOS features when the user is in a high-risk situation but unable
to trigger an alert manually. The ML model enables passive emotional monitoring
through voice input and identifies acute distress using emotion classification.

14.1.2 Dataset Description

The proposed model is based on the BASER Dataset (Bangla Adolescent Speech
Emotion Recognition) [60], available on Kaggle baser__dataset. The dataset in-
cludes labeled audio samples of Bangla speech annotated for five core emotions:

o Neutral
» Happy
e Angry
o Fearful

» Sad
This dataset is particularly suited for our context as it includes adolescent voices in

Bangla, making it culturally and demographically appropriate for domestic abuse
scenarios in Bangladesh.
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Figure 14.1: BASER Dataset Overview [60]

14.1.3 Distress Classification Logic

While the original model [61] classifies five discrete emotions, we extend it to derive
a distress label using the following custom logic:

if fear > 0.7 and sadness > 0.7 and anger > 0.7, then distress
= True

This three-emotion thresholding allows better accuracy in distinguishing regular
emotional states from actual high-risk distress events, which are critical for triggering
silent emergency protocols.

14.1.4 Model Implementation Plan

The model can be deployed in two possible ways:
e C(lient-side: Using a TensorFlow Lite model for offline processing.

o Server-side: Via FastAPI and REST endpoints that handle preprocessed 5s
audio bursts.
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Figure 14.2: Flowchart: Distress Detection Model Integration

Key Components

« Audio Recording: Background recorder with 5-second bursts (optional toggled
from settings).

o Chunking & Privacy: Records are deleted automatically if no distress is de-
tected.

o Emotion Model: BASER-based classifier extended with threshold logic.

o Trigger Logic: If distress = true — trigger SOS & log the timestamp.
Code Modifications
The original Kaggle notebook outputs emotion probabilities as a dictionary:

output = {"neutral": 0.1, "happy": 0.05, "angry": 0.82, "sad": 0.91,
"fear": 0.79}

The following function (see figure 14.3) extends the logic by using threshold-based
detection of distress from the predicted emotion probabilities:

def is distress(output):

return output['fear’] > 0.7 and output['sad'] > ©.7 and output[‘angry'] > 0.7

Figure 14.3: Code snippet: Distress detection logic
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14.1.5 Trigger Word Detection (Hotwords)

In parallel to emotional distress detection, we propose using a lightweight hotword
engine such as:

» Porcupine by Picovoice
« Vosk Offline ASR Engine

Custom trigger words (e.g., "help", "no", "stop", "bachao") can be configured in
Personalized Settings by the user. When detected, they trigger the same emergency
action pipeline as the emotional distress classifier.

Trigger Logic

if detected word in trigger words list:
trigger_sos()
log event("Trigger word activated")

Figure 14.4: Code snippet: Trigger word detection logic

Not
Found
Record Audio e ananaserananas *  Deleted
i Found
= Foung
Chunk into 5 Check Far :
secbursts > Trigger Word y TERETECE g > o) [EvEnt
Sent To Distress v
Detection Repeat
module Process

Figure 14.5: Flowchart: Trigger Word Detection Model Integration

14.1.6 User Privacy and Safety

Given the sensitivity of background monitoring, we propose strict privacy-preserving
measures:

o All audio recordings are ephemeral and deleted if no threat is found.

o Users can disable monitoring entirely from settings.
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o Microphone access is never used without consent.

o Silent recording modes (no UI change) to prevent abuser suspicion.

14.1.7 Battery and Performance Optimization

To ensure low battery consumption:

o Audio sampling is performed every 1-2 minutes.

« Compressed 16kHz WAV files (5s bursts) are used.

e TensorFlow Lite is prioritized for on-device execution.

14.1.8 Advanced (Optional) Extension

For improved trigger speed and offline functionality:

o Use quantized CNN-based TF Lite model on-device.

o Include fallback hotword-only mode if emotion detection fails.

14.2 Conceptual Framework for Risk Prediction

Model

14.2.1 Overview

This section is to predict the risk level (High / Medium / Low / Unknown) for a
domestic abuse victim based on multi-modal incident data logged in the app. This
prediction will guide users to take preventive measures and trigger backend safety

logic (like voice monitoring, stealth mode, or recommended actions).

14.2.2 Input Modalities (Collected from the App)

Table 14.1: Input Modalities Collected from the App

Data Type Description

Timestamp Time and date of incident (e.g., 3 AM on a Satur-
day)

Incident Description | Free-form text input by user (natural language)

Text

Type of Incident

Selected label: Physical / Verbal / Sexual / Psy-

chological / Financial

Presence of Media

Boolean flag: image / video / audio uploaded

Frequency & Escalation

Count of incidents per week / detection of recent
spikes

Physiological Tags

Optional: heart rate, reported sleep hours, if wear-
able data is connected

Voice-based Fear Level

Average distress score from voice ML model (if en-
abled)
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14.2.3 Preprocessing
Text Cleaning and Vectorization
o Use spaCy or NLTK for tokenization, lemmatization.

o Use TF-IDF or embeddings (BERT if feasible) on Incident Description.

Time Normalization

2 W

Convert timestamp into features like “hour of day,” “weekend /weekday,” “late night”

etc.

Binary Encoding

For presence of media, one-hot encode types of abuse.

Feature Scaling

Normalize numerical values (heart rate, fear scores, frequency) for model input.

14.2.4 Model Architecture
Base Model

The primary model selected for risk classification is a Random Forest Classifier,
due to its robustness, interpretability, and ability to handle mixed feature types
(categorical and numerical).

Alternative Options

» Logistic Regression: Suitable when model interpretability is prioritized.
» Gradient Boosted Trees (e.g., XGBoost): Offers better performance on struc-
tured data.

Target Variable
 Risk Level (categorical): {Low, Medium, High, Unknown}

o Labels are either assigned manually or generated through a rule-based proxy
method during training phase.

14.2.5 Prediction Logic

The risk level is computed based on recent patterns of abuse incidents and severity.
The model follows these heuristic (see table 14.2) conditions:
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Figure 14.6: Flowchart: Risk Prediction

Table 14.2: Heuristic Rules for Risk Level Classification

Risk Level Typical Conditions

High > 3 incidents in 7 days, abusive language detected, and
activity during night hours

Medium 1-2 incidents per week with moderate severity

Low Less than one recent incidents or only low-severity ones

Unknown No logged incidents

Handling Missing Data:
o If no data is available, the model defaults to Low Risk.

e The app will prompt the user to continue logging incidents for better person-
alization.

14.2.6 Output and Ul Integration

The output from the risk prediction model is integrated into the Dynamic Calendar
UI using intuitive color-coded signals:

Red: High Risk

Yellow: Medium Risk

Green: Low Risk

Grey: Risk Unknown

Suggested Actions:
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e “Avoid isolation”
o “Fnable stealth SOS”
e “Talk to support center”

o “No logged incidents, please log incident for risk prediction”

14.2.7 Justification for Conceptual Framework and Limita-
tions

Conceptual Implementation Justification

Despite the unavailability of a fully labeled real-world dataset and time constraints
limiting the development of a production-grade model, the proposed framework re-
mains practically feasible. Using open-source libraries like scikit-learn, spaCy,
and FastAPI, the outlined multimodal risk prediction system can be implemented
and deployed with sufficient time and resources. With access to annotated data or
simulated incident logs using expert-crafted rules, model training can be approxi-
mated for pilot testing. Moreover, this research lays the conceptual groundwork for
future implementation in humanitarian, high-risk contexts where interpretability,
privacy, and precision are non-negotiable.

Challenges in Handling Missing User Data

One of the critical ethical challenges arises when a new user installs the app but has
not logged any abuse incidents. In such cases, a naive approach may default the
predicted risk level to “Low.” However, this assumption is highly dangerous, it could
falsely reassure a victim in an actual crisis and result in life-threatening inaction.
To mitigate this:

o Default Warning Protocol: If no data is available (e.g., first use or lack
of recent input), the app will display a “Risk Unknown” status rather than
assigning Low Risk. Users will be informed that predictions cannot be made
without data.

e Prompted Logging: The system will regularly prompt the user to log any
relevant incidents, even minimal ones, to help calibrate personalized risk pre-
diction.

o Caution Alerts: Until meaningful data is logged, the app will recommend
users behave as if they are in a Medium-to-High Risk scenario as a safety
default.

Impact of Prediction Accuracy on Safety

Risk prediction accuracy directly impacts user survival. An incorrect Low Risk
prediction could delay action in a critical situation, while a false High Risk could
induce panic or raise suspicion from an abuser monitoring app usage. Therefore:

o The system must err on the side of caution: in ambiguous or borderline cases,
Medium or High Risk will be prioritized over Low Risk.
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o User-facing disclaimers will remind victims that the model is supportive, not
a substitute for intuition or judgment.

e The user interface will always offer real-time emergency tools, regardless of
the predicted risk level, ensuring no user is blocked from critical features.

This architecture ensures that predictive assistance enhances, rather than under-
mines victim autonomy, offering aid while respecting uncertainty and risk variabil-

ity.

14.3 Discussion

The integration of machine learning into the safety app introduces a transformative
dimension to victim-centered design, one that leverages data to act preemptively,
not just reactively. Unlike conventional support tools that rely entirely on user input
or manual alerts, ML systems can detect hidden signals of risk and distress, thereby
enhancing survivability when the victim is unable to act. However, as this chapter
has explored, the inclusion of such advanced technologies brings not only technical
challenges but also profound ethical and contextual responsibilities.

From Reactive to Proactive Safety

The most significant conceptual advancement introduced in this chapter is the shift
from a reactive to a proactive model of protection. Through voice-based emotional
surveillance and data-driven risk modeling, the app can intervene silently during
moments when a victim is incapacitated, silenced, or under observation by an abuser.
This reimagines what it means for an application to be ‘supportive’ which is no longer
a passive tool, but a semi-autonomous agent capable of recognizing and responding
to danger.

This proactive posture is particularly relevant in domestic abuse contexts where
victims often face dynamic constraints, situations can escalate rapidly, and oppor-
tunities for help-seeking may be few and brief. By embedding background audio
monitoring and hotword detection that function even in silent modes, the app en-
sures that safety mechanisms are available not just when the user reaches out, but
also when the system senses they cannot.

Designing for High-Stakes Ambiguity

Unlike most consumer ML applications, where prediction errors are often tolerable,
in this domain prediction accuracy can be a matter of life and death. This chapter
thus addresses the unique imperative of designing for ambiguity under high risk.
The architecture is deliberately conservative, choosing to overpredict rather than
underpredict danger, prioritizing false positives (which may cause inconvenience)
over false negatives (which may cause harm).

Moreover, the chapter introduces a novel ‘Risk Unknown’ category for users with
insufficient data, a powerful deviation from conventional ML systems that default
to the safest-looking class. This acknowledges the limitations of data availability
in humanitarian contexts and emphasizes ethical humility in machine prediction.

125



Rather than feigning certainty, the system communicates uncertainty transparently
and adaptively.

Human-in-the-Loop and Semi-Automated Autonomy

Another critical contribution of this design is the balance struck between automated
intelligence and human intuition. The model supports, but does not override user
agency. Victims are continually reminded that ML outputs are advisory, not defini-
tive. Even if the system predicts “Low Risk,” the user always retains access to
emergency tools. Conversely, a “High Risk” prediction does not lock them into any
path, as they can choose to ignore it, seek help, or simply record more data.

This reflects a broader HCI principle of “human-in-the-loop” safety automation,
where machine learning augments but never displaces user control. Particularly, in
trauma-sensitive environments, such autonomy is not only ethical but also thera-
peutic.

Localized Data and Cultural Adaptation

The reliance on the BASER dataset[60], one of the few emotion-labeled Bangla cor-
pora, represents a deliberate act of localization. In a global landscape where most Al
systems are trained on English-language or Western-centric datasets, this chapter’s
commitment to context-aware modeling is crucial. Bangladeshi speech rhythms,
emotional cadences, and social cues differ significantly from Western patterns, mak-
ing the use of BASER not just ideal but necessary for emotional accuracy.
Similarly, trigger words like “bachao” (help) or culturally specific emotional ex-
pressions offer a strong case for customizing both the linguistic models and the
user-facing logic of ML in safety tools. This sets a precedent for Al ethnography,
where algorithms are tuned to local norms and distress expressions.

Hybrid Sensing Architecture for Privacy-Preserving Safety

One of the critical architectural features described in this chapter is the hybrid
sensing architecture, a dual-layered system of passive voice surveillance and active
hotword detection. While either system could function independently, their tandem
deployment maximizes both sensitivity and specificity. The hybrid approach also
introduces graceful degradation: if emotion recognition fails due to ambient noise
or processing limits, the hotword engine remains a fallback safety net.

Crucially, this chapter also anticipates and addresses surveillance backlash by bak-
ing in privacy features: ephemeral recordings, toggle-based consent, and default-
disabled monitoring. These safeguards protect not just user data, but also trust,
which is foundational in any intervention involving domestic abuse survivors.

Anticipatory Design and Model Transparency

Finally, this chapter proposes a rare and insightful design philosophy: anticipatory
design, wherein users are treated as future data contributors, not merely present
consumers. Through reminders to log events, warnings about incomplete predic-
tions, and visual transparency of current risk assumptions, the app educates users
about the logic behind ML while encouraging deeper engagement.

126



This transparency is particularly important in low-trust, high-risk contexts like do-
mestic abuse, where opaque automation can provoke anxiety or mistrust. By fore-
grounding explainability (e.g., showing why a risk level was assigned), the app de-
mocratizes access to intelligence, making machine learning feel less like a black box
and more like a supportive companion.

In summary, the integration of ML does more than describe technical capabilities -
it lays out a vision of ethical, localized, and survivor-aware machine intelligence. It
charts a course for how predictive systems can be designed not just to function, but
to care, offering timely, interpretable, and culturally grounded support in the most
vulnerable moments of a victim’s life. As the project transitions into deployment
and testing, this conceptual groundwork will remain vital in ensuring the system
serves not just safety, but dignity.
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Chapter 15

Final Prototype Evaluation

15.1 Overview

To assess the usability, emotional safety, and cognitive load of the proposed app,
a comprehensive user evaluation was conducted using the Figma prototype devel-
oped in the previous chapter. The interviewees were then asked to fill up a form
as given in appendix E. This assessment involved seven participants from diverse
background, and the evaluation combined both quantitative assessments, using the
NASA Task Load Index (NASA-TLX)[4] and emotional trust scales, and qualitative
analyses, using open-ended responses and the participants’ overall feedback. The
purpose was to investigate how effectively the app balances discreet safety features
with user accessibility across varying levels of technological familiarity.

15.2 Participant Profile

To assess the usability and emotional impact of the app, we engaged seven partic-
ipants representing a range of age groups and varying levels of technological profi-
ciency. This diversity was intentional, ensuring that the evaluation reflects the range
of real-world users who may benefit from such a discreet platform, especially in a
context like Bangladesh where digital literacy can vary significantly across age and
socio-economic backgrounds.

Participants’ familiarity with mobile technology was used to categorize them into
three groups:

o Demographic 1 (Tech-Adaptive): Individuals who were confident in using
smartphones and could navigate the app independently.

« Demographic 2 (Tech-Cautious): Users who showed hesitation or mild
difficulty with unfamiliar technology but could complete tasks with occasional
support.

« Demographic 3 (Tech-Struggling): Participants who found smartphone
use challenging and required consistent assistance throughout the evaluation.

The inclusion of participants from diverse age groups and digital skill levels pro-
vided critical insight into how different users interact with the system. In Human-
Computer Interaction (HCI), designing for inclusivity is essential—particularly for
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sensitive use cases like domestic abuse intervention. By involving users who may
not be tech-savvy, this evaluation identified design elements that need simplifica-
tion, clearer guidance, or alternate input methods (e.g., voice commands). Similarly,
responses from tech-adaptive users helped validate core features like disguised Ul,
rapid access shortcuts, and chatbot-based support. Individual participant data in
shown in table 15.1, while a summary of the participants by demographics is given

in table 15.2.

Participant | Approx. Age | Demographic Group | Tech Usage Capability

P1 30 Demo 1 (Tech-Adaptive) | Confident with smartphones
and apps

P2 35+ Demo 2 (Tech-Cautious) | Required light guidance on
some tasks

P3 20 Demo 1 (Tech-Adaptive) | Quickly adapted to all app
features

P4 40+ Demo 3 (Tech-Struggling) | Depended on support to nav-
igate the interface

P5 45+ Demo 2 (Tech-Cautious) | Faced minor difficulty, im-
proved with prompting

P6 50+ Demo 3 (Tech-Struggling) | Needed step-by-step —assis-
tance for most interactions

P7 30+ Demo 1 (Tech-Adaptive) | Handled all interactions with-
out assistance

Table 15.1: Participant Demographics and Technological Familiarity

Demographic | No. of Participants | Age Range | Summary of Tech Familiarity

Demo 1 3 20-35+ High — Comfortable with smart-
phones and modern app features

Demo 2 2 35-45+ Medium — Cautious but generally ca-
pable with guidance

Demo 3 2 40-50+ Low — Significant difficulty using mo-
bile interfaces

Table 15.2: Summary of Participants by Demographic Group

15.3 Qualitative Evaluation

Participant Feedback Discussion

The feedback collected from participants gave a polished insight in to how the app
is to be received by users of different technological literacy background. These
responses offer a nuanced understandings of user experiences that are critical for
refining the design. Through think-aloud user testing, task completion analysis,
and emotional safety assessments, several patterns emerged regarding user control,
confusion points, and emotional reassurance.
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A. Insights from Think-Aloud User Testing

The Think Aloud Protocol is a usability evaluation method in Human-Computer
Interaction (HCI) where participants are asked to verbalize their thoughts, feelings,
and decision-making processes while using a system or completing tasks. Partic-
ipants of this interview were asked to perform five critical tasks for this testing

Logging in with a dummy password to enter stealth mode.

Triggering the silent SOS feature.

Sending a voice message.

Locating legal help (specifically General Diary filing options).

Exiting the app quickly without drawing attention.

A. 1. Observations:

o Dummy Login (Stealth Mode):

Tech-adaptive participants (1, 3, 7) navigated the dummy login smoothly, often
commenting that it felt natural and secure. Participant 1 stated she could "quickly
access the dummy interface” without raising suspicion. However, participants from
Demographics 2 and 3 hesitated during the login process, initially unsure whether
their actions were correctly triggering stealth mode.

o Silent SOS Trigger:

Across all demographics, the SOS button was considered the most empowering fea-
ture. Participant 3 appreciated that the SOS function could "do all without fuss.
Participants in Demographic 3 struggled to locate the hidden SOS feature during
their first attempts, but once guided, they recognized its life-saving potential

o Voice Message:
Tech-adaptive users (1, 3, 7) found the voice message feature intuitive. However,
tech-struggling participants were unfamiliar with this interaction method and needed

additional explanation. One participant mentioned that "voice would be better” in
panic situations where typing becomes difficult.

« Finding Legal Help (GD Filing):
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Participants from all demographics could eventually find the GD filing option, but
tech-cautious and tech-struggling users expressed hesitation when navigating the
app’s deeper menus. Participant 4 noted she "needed more time to understand all
the features”

e Quick Exit:

The quick exit feature was consistently praised, especially by participants 3, 6, and
7, who saw it as a critical tool for safely disengaging from the app when necessary.
Participants paused occasionally when using this feature, unsure if their exit had
been successful due to the absence of overt confirmation.

B. Key Points of Friction Identified

o Hidden feature discoverability:

Participants 4 and 6 from Demographic 3 struggled with identifying hidden buttons
like the SOS trigger without guidance.

« Lack of visual/tactile feedback:

Several participants expected confirmation (visual or haptic) after sending an SOS,
which was intentionally subtle to maintain discretion. Participant 1 mentioned that
“first-time users may feel slightly unsure” when the app does not provide immediate
visual responses.

« Navigation depth:

Users from Demographics 2 and 3 sometimes paused or backtracked when tasks
required moving through multiple layers of menus. Participant 2 stated that “the
features are fairly easy to grasp” but initially needed repeated tries to feel confident.

15.3.1 Emotional and Safety Perceptions

To asses the level of emotional ease the users are at, the interview included a few
targeted questions to identify whether the users will feel safe and protected while
using the app. The user responses to emotion-centred questions are noted below:

o Q1. ”Did you feel safe using this app?”

All participants responded positively. Participant 1 and Participant 5 specifically
highlighted that the app’s design does not collect personal information and main-
tains anonymity

e Q2. "Would this app help you during an unsafe situation?”
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Every participant answered "yes” with high confidence. Participant 2 and Partici-
pant 4 stated that the emergency calling and quick contact features would provide
real help in real-life emergencies

e Q3. "What feature made you feel most secure?”

Participants shared that the feature which made them feel the safest was the SOS
button, as it allowed them to quietly send for help without drawing attention. Some,
like Participant 2 and 5, felt most secure knowing they could quickly reach trusted
contacts such as family or emergency services in urgent situations. Others pointed
out that the disguised or dummy interface gave them peace of mind by making the
app look like a harmless tool, reducing the risk of someone discovering its true pur-
pose. These features combined to give users a strong feeling of safety, privacy, and
control.

15.3.2 Usability Pain Points and User Suggestions

From both the think-aloud protocol and written feedback, two recurring challenges
were noted:

« Navigation Complexity:

Participant 4 and 6 suggested adding subtle visual hints or soft glow effects to guide
them while navigating the app

o Language Barrier:

Participants 5 and 2 requested the app to be made in Bangla for better comprehen-
sion.

15.3.3 Emotional Comfort and Overall Impact

Across all demographics, participants consistently said that simply having the app
on their phone gave them a sense of safety, even if they were not actively using it.
Participants 5 emphasized that as a victim herself, the presence of such an app pro-
vided psychological comfort and privacy protection in her daily life. Tech-struggling
participants, who initially faced more difficulty, shared that they would feel reas-
sured using the app after further practice. This shows that while the app has some
learning curve for certain users, its emotional value and safety potential remain
strong throughout the user base.
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15.4 Thematic Analysis of Usability Testing

15.4.1 Overview of Analysis Process

This analysis explores how people with different levels of tech experience (Demo-
graphic 1 to 3) interacted with a safety app prototype designed to support domestic
abuse victims. We took an open, qualitative approach, letting the themes emerge
naturally from the participants’ experiences around mental effort, emotional trust,
and their thoughts on the app’s features. By looking at how people with varying
tech skills responded, we reveal not only what works and what gets in the way, but
also important feelings around safety, control, and trusting the app.

15.4.2 Initial Codes

These codes were drawn from participants’ real-time reactions and follow-up reflec-
tions during testing. They reflect a range of user experiences—from early uncertainty
and effort to growing comfort and trust. Many users noted that features like voice
activation, stealth mode, and the SOS button made them feel more in control and
emotionally supported. Over time, repeated use reduced frustration and boosted
confidence, especially for those less familiar with technology. Anonymity and visual
clarity also played a key role in helping users feel safe without needing to share
personal information. This is summarised in the table 15.3

No. | Initial Codes
1 | A bit confused at first
2 | Voice activation was really helpful
3 Easier to use after repeating
4 | Dummy interface made feel safe
5 | Frustration dropped after trying again
6 | Felt mentally light for tech-savvy users
7 | SOS button made feel empowered
8 | More mental effort for those struggling with tech
9 | Emotional safety came from anonymity
10 | Didn’t ask for any changes
11 | Felt the app would help in a real emergency
12 | Liked the clear visuals
13 | Fear and panic eased with use
14 | Stealth mode made trust the app more
15 | Preferred not to share personal information

Table 15.3: Initial Codes from User Feedback

15.4.3 Secondary Codes

The secondary codes summarize key patterns that emerged from participant feed-
back. These codes highlight how users gradually became more comfortable with the
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app, felt empowered by essential features, and valued the stealth design for added
safety. The feedback also revealed differences in tech confidence across user groups,
with some needing more support than others. Simplicity and emotional reassurance
were repeatedly emphasized, showing that trust in the app increased with contin-
ued use and that a straightforward design was preferred over complexity. This is
summarised in the table 15.4.

No. | Secondary Codes

Getting familiar with the app over time
Feeling empowered by key features
Using stealth as a way to feel safe

Gap in tech confidence between users
Feeling emotionally reassured by design
Trust grows with repeated use

Keeping it simple beats complexity

| S| O | W N~

Table 15.4: Secondary Codes from User Feedback

15.4.4 Combined and Clustered Codes

The combined and clustered codes bring together recurring ideas from user feedback
into broader themes. These codes reflect key user experiences, such as differences
in learning speed, the growth of emotional trust when users feel in control, and the
consistent reliability of SOS and emergency features. The importance of stealth in
reducing fear was also emphasized, and the absence of major change requests sug-
gests that most users found the app acceptable and well-suited to their needs as it
is. This is portrayed in the table 15.5.

No. | Combined & Clustered Codes

User learning differences

Emotional trust grows when users feel in control

SOS and emergency tools are reliable and easy to use
Stealth features reduce fear directly

Lack of change requests shows users accept the app as it is

QY = | WD —

Table 15.5: Combined and Clustered Codes from Thematic Analysis

15.4.5 Themes

e Learning Builds Confidence
“It got easier with each use,” said Participant 1 (Demographic 1). People from all

tech backgrounds, even those less confident with smartphones, improved after a few
tries. Practice and a guided introduction helped lower the mental load significantly.
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o Emergency Features Offer a Sense of Control

“The SOS button gives me peace of mind,” shared Participant 4 (Demographic
3). The simple, one-tap emergency tools—like SOS, voice commands, and quick
exit—made users feel most in control, especially when thinking about crisis situa-
tions.

o Stealth Equals Safety

“I like that it looks like something else,” said Participant 5 (Demographic 2). The
app’s anonymous design, disguised interface, and not needing to provide personal
info were strongly connected to feelings of emotional safety and trust. The less
noticeable the app, the safer users felt.

o Complexity is a Barrier, Simplicity Builds Trust

“I don’t want to panic figuring it out,” explained Participant 6 (Demographic 3).
Users who struggled with tech really valued simplicity and clear visuals. Apps that
required fewer steps or less memory were preferred—especially by older users or
those less confident with technology.

15.4.6 Findings

Overall, the app received positive feedback across the board. While tech-savvy
users found it easy right away, others needed two to three guided tries before feeling
comfortable. Frustration levels stayed low throughout, and most participants were
satisfied with how the app worked by the end. Most importantly, the emergency
features, stealth mode, and privacy-focused design came out as key reasons people
trusted the app emotionally. Users believed the app could genuinely help them in
dangerous moments—not because it was flashy or complicated, but because it qui-
etly offered safety and control.

15.5 Quantitative Evaluation

15.5.1 NASA-TLX Based Assessment

Participants rated their cognitive and emotional load across six NASA TLX di-
mensions. The NASA Task Load Index (NASA-TLX)[4] was used to measure the
cognitive and physical workload experienced by participants while using the app.
After completing the assigned tasks, participants rated six key areas: mental de-
mand, physical demand, time pressure, performance satisfaction, effort required,
and frustration level. These ratings, collected on a five-point Likert scale, helped
assess how challenging or smooth the app felt to users from different technological
backgrounds.

Key observations from the assessment revealed that the participants from Demo-
graphic 1 consistently found the app simple to use, reporting that it required min-
imal mental and physical effort, which shows that the app is well-suited for users
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who are comfortable with technology. On the other hand, those in Demographic
3 faced more difficulty, often feeling frustrated and needing extra effort, especially
when trying to access hidden or less obvious features. Despite these differences, most
users across all groups felt they were not rushed while using the app, suggesting that
the time provided to complete each task was generally sufficient and did not create

additional pressure. The average scores from all seven participants are summarized
in the table 15.6.

Metric Average Score (out of 5)
Mental Demand 2.71
Physical Demand 2.57
Temporal Demand 2.00
Performance Satisfaction 4.71
Effort Required 1.71
Frustration Level 1.43

Table 15.6: NASA-TLX Based Assessment Results

15.5.2 Emotional Safety and Trust Evaluation

This assessment also noted the degree of emotional safety and trust the partici-
pant’s felt while using the app. To understand the emotional impact of the app,
participants were asked specific safety-related questions. They rated how safe they
felt using the app, whether they believed it would help in a real emergency, and if
they experienced confusion or panic at any point. These responses, gathered on a
five-point scale, provided valuable insights into the app’s ability to offer emotional
comfort and build trust—an essential factor when designing tools for vulnerable
users. Key observations from this assessment revealed that most participants from
Demographics 1 and 2 shared that they felt safe and emotionally comfortable while
using the app, strongly believing it could support them in real-life emergencies.
Their feedback showed a high level of trust in the app’s ability to offer quick and
discreet help when needed. In contrast, some users from Demographic 3 faced oc-
casional confusion, especially when moving between the hidden interface and the
emergency functions, which caused brief moments of hesitation. Still, the overall
response across all participants was very positive, suggesting that the app’s quiet,
protective design successfully builds a reliable sense of safety and confidence.

This evaluation is depicted in the table 15.7 showcasing the average score for the
ratings each participant gave for emotional safety questions.

Statement Average Score (1-5)
Felt emotionally safe using the app 4.86
Believed the app would help in a real emergency 5.00
Felt confused or panicked at any point 2.14

Table 15.7: Emotional Safety and Trust Evaluation
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15.6 Discussion

The evaluation of the proposed app provided important insights into how users
with different levels of technological familiarity engaged with its features. Tech-
comfortable participants found the app easy to use, reporting low mental effort
and smooth navigation, while users with lower digital confidence faced more chal-
lenges, especially when interacting with hidden features like the silent SOS trigger or
switching between disguised and emergency screens. Despite these differences, most
users across all groups felt they had enough time to complete tasks and expressed
a strong sense of emotional safety while using the app. The think-aloud sessions
revealed that some participants paused or hesitated when they were unsure if they
had successfully activated emergency functions, showing that adding subtle feed-
back like soft vibrations or visual cues could help. Features such as the SOS button,
emergency contacts, quick exit options, and the stealth interface made users feel
most in control, with many stating that simply having the app installed gave them
quiet reassurance. However, some participants, especially from less tech-confident
groups, suggested simplifying navigation and introducing voice-based triggers for
faster access during emergencies. These findings confirm that while the app’s core
design is effective, improvements like clearer onboarding, easier feature discovery,
and alternative input methods would make it more accessible. Overall, the app was
seen as a valuable safety tool, providing not just practical support but also emo-
tional comfort for users navigating unsafe situations.

Ultimately, this research lays a strong conceptual and design foundation for a con-
textually rooted safety application. With future technical execution and collabora-
tion, the app can evolve into a life-saving tool for thousands of vulnerable users in
Bangladesh and beyond.
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Chapter 16

Conclusion

16.1 Limitations

While this research aimed to develop a comprehensive, discreet, and culturally sensi-
tive safety application for domestic abuse victims, several limitations remain - both
at the design and implementation levels.

e Figma-Only Prototype: The final prototype exists solely within Figma,
limiting the ability to assess real-world usability, performance under pressure,
hardware access (e.g., mic, camera), or latency issues. As a result, many prac-
tical challenges that could arise during real-world deployment (e.g., battery op-
timization, OS-level restrictions, sensor permission failures) remain untested.

o Unimplemented Machine Learning Models: Although two ML exten-
sions - distress detection via voice and dynamic risk prediction - were con-
ceptually developed, they were not integrated or tested with live data. Their
performance, edge-case accuracy, and false positives remain unvalidated.

o Lack of Longitudinal Testing: Due to time and ethical constraints, the
application could not be evaluated in real-time high-risk scenarios across an
extended period. Therefore, longitudinal impacts such as user fatigue, habit
formation, or stealth breakdown remain unknown.

« No Back-End or Secure Storage Layer: The prototype did not include
backend functionalities such as encrypted cloud storage, authentication layers,
or offline-first operation. Thus, questions of data persistence, synchronization,
and breach protection were not explored.

e Community Moderation Workflow Undefined: Although a community
posting feature was proposed, its moderation pipeline - especially the admin’s
approval logic, abuse filtering, and fail-safe measures, has not yet been imple-
mented.

o Limited Personalization and Accessibility Testing: The design was
tested with a small group of victims and professionals. Broader testing with
users of varying literacy levels, disabilities, or older devices has not yet been
conducted.

138



» Gender-Specific Focus: This research focused exclusively on female victims
of domestic abuse due to both statistical prevalence and practical challenges
in reaching male survivors. Existing literature and national statistics consis-
tently indicate that women are significantly more affected by domestic and
interpersonal violence. Additionally, strong societal stigma surrounding male
victimhood, particularly in patriarchal societies like Bangladesh, makes it ex-
tremely difficult for male victims to self-identify or participate in research.
Despite multiple outreach attempts, no male participants could be included in
the user studies. As a result, while the application is theoretically usable by
individuals of all genders, its design, language, and features were developed
specifically based on the needs, risks, and feedback of female victims. This
gender specificity limits the generalizability of the findings and may overlook
unique needs of male or gender-diverse survivors.

16.2 Future Work

To address these limitations and expand the app’s capabilities, the following avenues
for future work are proposed:

o Full App Development and Deployment: A critical next step is trans-
forming the Figma design into a functional Android/iOS application using
Flutter or React Native. This includes building a secure back-end system
for encrypted data storage, user authentication, and real-time emergency dis-
patching.

e ML Model Integration and Evaluation:

— Distress Detection: Future iterations can integrate a novel or fine-tuned
model built using Bangla emotion datasets like BASER, optimized for
background voice classification. The model should be optimized for edge
devices (e.g., TensorFlow Lite), support chunked audio processing, and
trigger alerts only when emotion thresholds are crossed.

— Risk Prediction Model: A multi-modal risk model using text, time-series,
and metadata (e.g., time of day, event frequency, severity) could be
trained using synthetic data or partnered field logs. Techniques like
Random Forest, logistic regression, or lightweight neural networks can
be considered. Explainability and safety-critical precision should be pri-
oritized.

e Advanced Dummy Interface Logic: A promising improvement is to al-
low dynamic switching between dummy Uls - users should be able to change
the disguise into prebuilt modes (e.g., prayer tracker, weather app, calendar,
shopping list) from the Personalized Settings module. This improves long-term
stealth by reducing pattern recognition from abusers. A scheduling system can
be implemented for periodic dummy UI changes.

o« Community Module Implementation: A moderated community space
should be deployed using a lightweight CMS that allows victims to share
anonymized insights using user IDs only. All posts should pass through admin
approval to prevent doxxing, identifiable media, or harmful content.
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e Broader Testing and Localization: Expanding the app to other South
Asian regions or linguistic communities can increase impact. Additionally,
partnerships with NGOs and legal institutions can help validate legal guidance
and provide localized support resources.

o Usability Under Distress: Future user testing should focus on high-fidelity
evaluation during simulated distress scenarios to assess how users navigate the
UI under fear, panic, or pressure. Features like confirmation messages, color
consistency, and voice triggers should be evaluated for real-world effectiveness.

« Expanding Support for Male and Gender-Diverse Victims: While the
current study was limited to female victims due to statistical prevalence and
the difficulty of locating male participants (see 16.1), future research should
also focus on understanding the experiences and needs of male and gender-
diverse survivors of domestic abuse. The discreet and anonymous nature of the
app makes it a promising medium for those who may be reluctant to disclose
their abuse publicly due to stigma or fear of judgment. In future iterations,
specific design considerations - such as inclusive language, broader persona
testing, and validation with male survivors, should be incorporated to ensure
the platform is equally safe, relatable, and effective for users of all gender
identities.

16.3 Conclusive Discussion

This research set out not merely to design an application, but to reimagine how
technology can serve as a silent ally in situations where visibility puts the user at
risk. At its core, this work recognizes a difficult reality: for many domestic abuse
victims, help must not only be available, but discreet, intuitive, and immediate. The
high-fidelity prototype developed through this study reflects a thoughtful integra-
tion of empathy, design thinking, machine learning, and survivor feedback.

One of the most important themes that emerged throughout this project is the need
for safety technology to be rooted in the lived experiences of its users. The discreet
design elements, such as personalized dummy interfaces, a centrally placed Quick
Exit button, and background distress detection, are not technical luxuries. They
are direct responses to real needs shared by survivors, shaped through interviews
and guided walkthroughs. These features demonstrate that listening to users leads
to more life-saving design than any assumption-driven approach could.

Cultural relevance was also a central priority. Every aspect of the app, from its
use of Bangla language and voice data to the inclusion of local legal support tools,
was carefully adapted for the Bangladeshi context. This research shows that safety
solutions must do more than function technically; they must function culturally,
linguistically, and socially. The success of this prototype lies not only in its features,
but in how well those features reflect the lives and constraints of the people it is
built for.

140



From an HCI perspective, the project contributes a clear and repeatable frame-
work for trauma-aware design. By organizing features under the Four P’s model
(Preparation, Protection, Provision, and Prevention), the application creates an in-
tuitive structure that supports users across different stages of crisis and recovery.
This model offers a scalable blueprint for developers working on similarly sensitive
applications, whether in the areas of domestic violence, mental health, or refugee
protection.

A major insight from the design process was the central role of trust. In situations
of abuse, victims are often cautious not only of their abuser but also of unfamiliar
or untested technology. For this reason, every decision in the design had to rein-
force the user’s sense of safety and control. Features were evaluated not only for
their functionality, but also for their predictability, subtlety, and ease of dismissal if
needed.

While this research explored advanced tools such as emotion-based distress detec-
tion and multi-modal risk prediction, the aim was never to overwhelm users. These
systems were developed to operate in the background, offering support without de-
manding interaction. This prioritizes calm, confidence, and cognitive relief during
moments of high stress.

Most importantly, this work highlights how good design can restore a sense of agency.
In environments where victims are routinely stripped of control, even the smallest
interaction can become a turning point. A disguised app that listens quietly, pro-
tects silently, and responds only when asked can be the difference between danger
and safety. It is not the visibility of technology that saves lives, but its reliability
and respect for the user’s autonomy.

This project represents the beginning of a larger effort. It provides a strong foun-
dation for real-world deployment, but also opens the door for interdisciplinary part-
nerships, long-term evaluation, and continued user-led development. The ultimate
goal remains clear: to create technology that supports without exposing, empowers
without overwhelming, and listens even when the user cannot speak. In doing so,
this platform becomes not only a tool, but a quiet force of hope and resilience for
those who need it most.
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Appendix A

Focus Group Interview QQuestions
for Professionals

10.

11.

12.

13.

14.

. Can you share your current role and how long you’ve been working with do-

mestic abuse victims?

. What types of cases do you typically handle (e.g., physical, emotional, financial

abuse)? Do you mostly work with victims from urban or rural areas?

. What strategies or resources have you found most effective in helping victims?

. Based on your observations, what are the most common challenges victims

face when seeking help?

How do victims typically try to ensure their privacy or safety while reaching
out for support?

Are there any barriers specific to certain demographics (e.g., rural women,
young victims, or those in financially dependent relationships)?

Do victims use smartphones? If they do, what percentage of them use it?

Have you noticed victims using digital tools (e.g., apps, social media) to seek
help? If yes, which tools, and how effective were they?

. What concerns do you think victims have about using technology for support?

How can we ensure the app is accessible to victims in low-resource settings?

How can support systems avoid overwhelming victims while still providing
effective help?

What safety precautions are critical when offering support to victims?

Are you aware of any existing apps or platforms designed for domestic abuse
victims? What features work well, and what could be improved?

How comfortable are victims with using technology like apps, messaging ser-
vices, or websites for help?
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15.

16.

17.

18.
19.

What features should a domestic abuse prevention app include to be most
effective?

How can we design the app to encourage victims to use it without fear or
hesitation?

What measures should we prioritize to protect victims’ privacy and prevent
unintended discovery?

What kind of long-term support is typically needed by victims?

Should the app integrate with existing hotlines, shelters, or legal aid services?
If yes, how?
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Appendix B

Feature Assessment for Victim
Support Mobile Applications by
Professionals

B.1 Participant Information
1. Your district (of SELP):
2. Your profession:
3. Years of experience working with victims:

e 1-3 years
o 4-7 years
o 8+ years

B.2 Feature Evaluation

B.2.1 Real-Time Location Sharing

Victims can share their real-time location with trusted contacts or responders. This
feature often relies on GPS and network availability and may include continuous

tracking until manually turned off.

4. How easy is it for victims to use this feature under stress? (1 = Very Difficult,

5 = Very Easy)

5. How accessible is this feature for victims in low-signal areas? (1 = Very Inac-

cessible, 5 = Very Accessible)

6. What improvements would you suggest to make this feature more effective?

(Optional)
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B.2.2 Location Sharing & Tracking with Live Recording
Victims can record live video/audio during emergencies for real-time evidence.
7. How effective is this feature in aiding quick response during emergencies? (1-5)
8. How usable is this feature for victims in high-stress situations? (1-5)

9. Suggestions for improvement:

B.2.3 Panic Trigger (SOS Button)

Victims can activate emergency alerts by SOS button.
10. How reliable is the trigger in high-stress scenarios? (1-5)

11. Suggestions for improvement:

B.2.4 Emergency Alerts (Pre-generated Text Prompts)

Pre-generated emergency messages can be automatically sent to contacts.
12. How useful is this feature in tense situations? (1-5)
13. Is it accessible for victims with minimal tech literacy? (1-5)

14. Suggestions for improvement:

B.2.5 Evidence Collection (Secure Multimedia Storage)

Victims can securely store photos, videos, and recordings with metadata for legal
use.

15. How accessible is this feature for storing evidence securely? (1-5)
16. Does it adequately maintain privacy and confidentiality? (1-5)

17. Suggestions for improvement:

B.2.6 Community Support & Resources
Provides directories for local helplines, shelters, and counseling services.
18. Are the directories easy to navigate and comprehensive? (1-5)

19. Suggestions for improvement:
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B.2.7 Specialized Tools (Bluetooth Trigger)

Allows victims to send discrete alerts using a Bluetooth device without unlocking
the phone.

20. How effective is this feature for quick and discreet safety alerts? (1-5)
21. Does reliance on Bluetooth limit usability? (1-5)

22. Suggestions for improvement:

B.3 General Feedback

23. Any other features you would suggest?
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Appendix C

User Preference Survey for
Domestic Abuse Support App

C.1 Background Information (For All Respondents)

1. What is your age?

2. What is your living situation? (Alone, With partner, With family, Shared
accommodation)

Is your area urban or rural?
What is your highest education level?
Are you currently employed? (Full-time, Part-time, Freelance, Unemployed)

Do you own a smartphone? (Android, iOS)

N o W

How comfortable are you with using technology such as mobile apps, websites,
or social media?

8. How often do you use your smartphone for daily activities like communication,
shopping, or entertainment?

C.2 Section for Victims

C.2.1 Relationship and Abuse History
1. How long were you in the abusive relationship?
2. What kind of relationship was it? (Spouse, Partner, Family Member, Other)

3. What type(s) of abuse did you experience? (Mental, Physical, Financial,
Other)

4. When did the abuse begin, and how long did it last?

5. Did you seek help from authorities? If yes, was it helpful? If no, what pre-
vented you?

6. Would you prefer to call hotlines directly or use an emergency app? Why?
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C.2.2 App Feature Preferences for Victims
Please rate each feature on:

« Comfort of Use (1-5)

 Usefulness in Ensuring Safety (1-5)
Discreet Interface
 Disguised apps (appears like a grocery app, calendar, etc.)

« Camouflage mode (blends into phone background)

e Dynamic appearance changes to prevent detection
Emergency Features

e Quick exit button to close app and open a safe app
o Silent alarm to alert emergency contacts discreetly

 Panic trigger (e.g., phone shake)
Communication Tools
 Stealth texting (hidden messages under normal text)
» Voice-activated emergency alerts
o Real-time location sharing with trusted contacts
Evidence Collection
 Stealth audio/video recording with automatic encryption
e Secure storage of multimedia evidence with metadata
Support and Resources
e Anonymous connection with counselors, doctors, or support groups
o Access to NGO services (shelters, legal aid)
o Educational resources about domestic abuse, rights, and safety planning

o Weekly mental health check-ins

o Community directories for local shelters and helplines
Specialized Features

o Bluetooth trigger for quick emergency activation
« Incognito mode (hides from recent apps)
» Password protection for sensitive features

o Offline functionality
Preferences

o Which disguised app would you prefer to keep? (Grocery, Weather, Period
tracker, Games, Religious app, Other)

Open Feedback

o Are there any additional features you would like to suggest?
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C.3 Section for Survivors

C.3.1 Reflection on Past Experiences

1. What support features do you think would have helped you the most during
your abuse experience?

2. What type of app features do you think are critical for ensuring victim safety
now?

3. Which app features would you prioritize for victims in high-risk situations?

C.3.2 Survivors’ App Feature Preferences

Please rate each feature based on Perceived Importance for victims (1-5 scale):
o Discreet interface
o Emergency escape tools
e Real-time communication and evidence collection
o Access to immediate support (safe zones, emergency contacts)
o Mental health resources and weekly check-ins

o Educational tools and safety planning

C.3.3 Open Feedback

o What improvements would make these features more effective for current vic-
tims?

o Are there any features you would add, remove, or simplify?

o How can the app better support long-term recovery and empowerment?

C.4 Section for Advocates and Professionals

C.4.1 Professional Background

1. What is your profession?

2. How many years of experience do you have working with victims of domestic
violence?
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C.4.2 App Feature Evaluation

Please rate each feature based on Relevance and Practicality for Victims (1-5 scale):
e Disguised apps and stealth modes
e Quick exit and silent SOS features
o Stealth texting and voice-activated alerts
o Real-time location sharing
 Stealth evidence collection (audio/video)
e Anonymous support networks and NGO partnerships
o Emergency contact lists and safe zone locators

o Mental health resources and weekly check-ins

C.4.3 Professional Feedback

e Which features would you recommend prioritizing for maximum safety?

o Are there any features that seem difficult to use for victims under stress or
with low tech literacy?

« Do you foresee any privacy or security risks with these features?

o What suggestions do you have to improve the app’s usability, discretion, or
overall safety?
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Appendix D

Semi-Structured Interview
Questionnaire for Victims

D.1 Demographics and Background Information

1.

2.

What is your current age?

Do you currently live alone, with a partner, family, or in a shared household?

. Would you describe your living area as urban or rural?
. What is the highest level of education you have completed?

. Are you currently employed?

o If yes, what is your employment status (e.g., full-time, part-time, free-
lance)?

o What type of job do you do?

D.2 Relationship and Abuse History

6.
7.

10.

11.

12.

How long were you in the abusive relationship?

What type of relationship was it (e.g., spouse, partner, family member)?

. What type(s) of abuse did you experience (e.g., emotional, physical, financial)?

. At what point in the relationship did the abuse begin? How long did it con-

tinue?
Did you reach out to any authorities (e.g., police, legal aid)?

o If yes, were they helpful? How so?

o If no, what prevented you from seeking help?
Would you prefer calling a hotline or using an emergency app? Why?

Would you rather seek help face-to-face or through a discreet method?
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D.3 Familiarity with Technology and Usage

14.

15.
16.

17.

18.
19.
20.
21.

22.

How comfortable are you with using technology such as apps, websites, or
social media?

Do you use a shared device?
Do you own a smartphone? If yes, what kind (Android or i0OS)?

How often do you use your smartphone for daily tasks (e.g., shopping, chat-
ting)?

What types of apps do you use regularly?

What types of apps does your abuser use regularly?
Do you remember your email or phone number better?
How good are you at remembering passwords?

Do you write down your passwords?

D.4 Digital Monitoring and Restrictions

23.
24.
25.
26.
27.
28.

29.

Do you face any restrictions on phone usage? If yes, what kind?

Are you allowed to talk to your family members and friends on the phone?
Does your abuser know your passwords?

Does your abuser check your phone frequently?

Do they monitor your app usage or calls?

Are you restricted from using specific apps (e.g., Facebook, YouTube)? Which
ones?

Which apps would you prefer to disguise a safety feature under (i.e., apps that
appear harmless)?

D.5 Experience with Support Apps

30.

31.

Have you used any app, website, or platform for support (e.g., hotline, chat,
in-person counseling)?

What features were useful or unhelpful in those tools?
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D.6 Desired Features for a Safety App
32. What features would you find most helpful in a safety app?
33. How important is it that the app hides its real purpose?

34. Would you prefer to talk to a real person through the app, or is automated
guidance sufficient?

35. Should the app work offline or with weak internet?

36. Are there any other features you would like to see?

D.7 Closing Question

37. Is there anything else you would like to share that could help improve this app
or service?
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Appendix E

Final App Prototype Evaluation
Form

E.1 Cognitive Load

1. Mental Demand: How mentally demanding was the app? (1 = Very Low,
5 = Very High)

2. Physical Demand: How physically demanding was the app (tapping, scrolling)?
(1 = Very Low, 5 = Very High)

3. Temporal Demand: Did you feel rushed or under time pressure while using
it? (1 = Not at all, 5 = Extremely)

4. Performance Satisfaction: How successful were you in using the app to
complete tasks? (1 = Very Unsatisfied, 5 = Very Satisfied)

5. Effort: How hard did you have to try to use the app effectively? (1 = Very
Low Effort, 5 = Very High Effort)

6. Frustration Level: How irritated, stressed, or annoyed did you feel? (1 =
Not at all, 5 = Extremely)

E.2 Emotional Safety & Trust

7. Did you feel safe using the app? (1 = Not at all, 5 = Extremely)

8. Would this app help you in a real emergency? (1 = Not likely, 5 = Definitely
yes)

9. Did the app feel confusing or cause panic at any point? (1 = Not at all, 5 =
Very much)
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E.3 Qualitative Feedback

10.

11.

Which feature made you feel most in control?

What changes would you like to make?

E.4 Think-Aloud Protocol Questions

1.

2.

How would you log in using a dummy password to enter stealth mode?

How would you trigger the silent SOS feature?

How would you send a voice message through the app?

How would you locate legal help, specifically the General Diary filing options?

How would you quickly exit the app without drawing attention?

163



	Declaration
	Approval
	Ethics Statement
	Abstract
	Acknowledgment
	Table of Contents
	List of Figures
	List of Tables
	Introduction
	Thoughts behind the thesis
	Aims and Objectives
	Research Problem 
	Research Gap
	Research Questions
	Thesis Structure

	Related Work
	Introduction
	The Prevalence of Domestic Abuse
	Technological Interventions and Domestic Violence
	Mobile Applications for Domestic Violence Prevention
	Speech Recognition and Wearable Technology in IPV Detection
	Case Studies on Domestic Violence and Cultural Context
	Digital Surveillance on Victims
	Privacy Challenges in Shared and Surveilled Mobile Environments

	Methodology
	Work Plan
	Review of Existing Apps
	Focus Group Interview with SELP Professionals
	Feature Assessment Surveys
	Professionals' Preferred Features Survey
	Users' Preferred Features Survey

	Design of Paper Prototype
	Victim's Interview on The Design
	Development of the Secondary Design
	Advocate's Interview on the Design
	Development of the Final Prototype
	Machine Learning Integration
	Distress and Trigger Word Detection
	Risk Prediction Model

	User Testing of The Final Prototype

	Existing Safety Apps Review
	Overview
	Availability in Bangladesh
	Platform Distribution
	Considerations for Compatibility
	Usability Heuristic Evaluation: Safety Apps in Bangladesh
	Persona-Based Testing: Complementing Heuristic Insights
	Comparative Analysis of Selected Apps
	Discussion

	Focus Group Interview with SELP Professionals
	Overview
	Information of the Focus Group:
	Methodology of the Interview
	Professional's Feedback
	Limitations of the Interview
	Discussion

	Survey For Feature Assessment By Professionals
	Overview
	Demographics and Professional Experience
	Survey Structure
	Evaluation Process
	Purpose and Expected Impact
	Survey Findings and Analysis:
	Overall Feature Analysis and Key Takeaways

	Discussion

	Survey for User Preferences
	Overview
	Survey Structure and Format
	Participant Categories
	Purpose of the Survey
	Discussion

	Designing the Solution: From Concept to Prototype
	Overview
	Low-Fidelity Approach and Initial Research
	Paper Prototype and Victim Feedback
	Secondary Prototype Development
	Final High-Fidelity Prototype in Figma
	Development Flowchart
	Discussion

	Initial Design of the App: Paper Prototyping
	Overview
	Design Goals
	Prototype Structure and Flow
	Reflection and Feedback from Victims
	Limitations of the Prototype Phase
	Discussion

	Victim's Interview
	Overview
	Participants
	Interview Methodology
	Individual Participant's Narrative
	Thematic Analysis
	Overview of Analysis Process
	Initial Codes
	Secondary Codes
	Clustered and combined codes
	List of Themes
	Findings

	Summary Table of Feature Feedback
	Ethical Considerations
	Discussion
	Limitations

	Secondary Design
	Overview
	Design Framework: The Four P's Model
	Key Improvements and New Features
	Discussion

	Advocate's Interview
	Overview
	Participant Background
	Expert feedback on prototype design
	Feedback on Law Assistance Module
	Lawyer-Recommended In-App Legal Assistance Guide
	Discussion
	Limitations

	The Final Prototype
	Overview
	Entry and Disguise Mechanism
	SOS Button and Consent-Based Configuration
	Quick Exit Design
	Safety Dashboard Modules
	Emergency Tools
	Dynamic Calendar
	Contact Module
	Storage Cloud
	Personalized Settings
	Support and Emotional Tools
	Law Assistance
	How to Use This App
	Disguised Dummy UI
	Cognitive Load Minimization and Feedback Transparency
	Disguise Integrity and Functional Parity in Dummy UI
	App Community: Peer-Shared Learning and Validation
	Categorizing Functionalities: The Four P’s Framework
	Discussion

	Machine Learning Integration
	 Distress and Trigger Word Detection
	Overview
	Dataset Description
	Distress Classification Logic
	Model Implementation Plan
	Trigger Word Detection (Hotwords)
	User Privacy and Safety
	Battery and Performance Optimization
	Advanced (Optional) Extension

	Conceptual Framework for Risk Prediction Model
	Overview
	Input Modalities (Collected from the App)
	Preprocessing
	Model Architecture
	Prediction Logic
	Output and UI Integration
	Justification for Conceptual Framework and Limitations

	Discussion

	Final Prototype Evaluation
	Overview
	Participant Profile
	Qualitative Evaluation
	Emotional and Safety Perceptions
	Usability Pain Points and User Suggestions
	Emotional Comfort and Overall Impact

	Thematic Analysis of Usability Testing
	Overview of Analysis Process
	Initial Codes
	Secondary Codes
	Combined and Clustered Codes
	Themes
	Findings

	Quantitative Evaluation
	NASA-TLX Based Assessment
	Emotional Safety and Trust Evaluation

	Discussion

	Conclusion
	Limitations
	Future Work
	Conclusive Discussion

	References
	Appendix
	Focus Group Interview Questions for Professionals
	Feature Assessment for Victim Support Mobile Applications by Professionals
	Participant Information
	Feature Evaluation
	Real-Time Location Sharing
	Location Sharing & Tracking with Live Recording
	Panic Trigger (SOS Button)
	Emergency Alerts (Pre-generated Text Prompts)
	Evidence Collection (Secure Multimedia Storage)
	Community Support & Resources
	Specialized Tools (Bluetooth Trigger)

	General Feedback

	User Preference Survey for Domestic Abuse Support App
	Background Information (For All Respondents)
	Section for Victims
	Relationship and Abuse History
	App Feature Preferences for Victims

	Section for Survivors
	Reflection on Past Experiences
	Survivors’ App Feature Preferences
	Open Feedback

	Section for Advocates and Professionals
	Professional Background
	App Feature Evaluation
	Professional Feedback


	Semi-Structured Interview Questionnaire for Victims
	Demographics and Background Information
	Relationship and Abuse History
	Familiarity with Technology and Usage
	Digital Monitoring and Restrictions
	Experience with Support Apps
	Desired Features for a Safety App
	Closing Question

	Final App Prototype Evaluation Form
	Cognitive Load
	Emotional Safety & Trust
	Qualitative Feedback
	Think-Aloud Protocol Questions


