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Abstract

At present ensuring confidentiality, integrity and availability of information is a
big challenge. Cyber-attacks such as man in the middle attack, eavesdropping,
spoofing is commonly known inside threats. Leakage of information often results
in devastative financial losses as well as loss of company profile. Our project has
addressed the above mentioned problem. In order to address and solve this problem
we have demonstrated an architecture of secure infrastructure which shall encrypt
the communication between user and web application. We have implemented a
Public Key Infrastructure solution which is a set of roles and policies to create,
manage, distribute, use, store and revoke digital certificates and manage public-key
encryption. In the absence of digital certificate, an entity will not be trusted by
the web applications and thus it will not get access to the web site. The project
consists of web application, an infrastructure which will generate digital certificate
based on institutional requirement and algorithmic strength to ensure CIA between
user and web application. To proof that CIA is ensured in our architecture we have
demonstrated an exercise which we have described in this paper.

Keywords: Confidentiality, Integrity and Availability (CIA); Certificate Authority
(CA); Public Key Infrastructure (PKI); Certificate Signing Request (CSR); Data
Encryption Standard; Trusted Third Party
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Nomenclature

The next list describes several symbols & abbreviation that will be later used within
the body of the document

AFES Advanced Encryption Standard 1
ASP Address Resolution Protocol

CA  Certificate Authority

CTA Confidentiality, Integrity and Availability
CN Common Name

CSR Certificate Signing Request
DES Data Encryption Standard

DN Domain Name

EJB Enterprise Java Beans

FQDN Fully Qualified Domain Name
HTTP Hyper-Text Transfer Protocol
IP  Internet Protocol

M D5 Message-Digest Algorithm

PK1I Public Key Infrastructure

RA  Registration Authority
SHA256 Secure Hash Algorithms

SSL  Secure Sockets Layer

TLS Transport Layer Security

TTP Trusted Third Party



Chapter 1

Introduction

1.1 Overview

Cybersecurity aims to protect the digital assets against the growing number of cy-
ber threats. The focus of our project is to ensure Confidentiality, Integrity, and
Availability (CIA) aka. CIA triad of data and services. Confidentiality ensures se-
crecy of sensitive information while on the network. Some security controls must
protect sensitive data from being exposed and make it available only to intended
users. On the other hand, integrity is the condition to preserve data in accurate and
consistent manner unless authorized changes allowed. The data sent over a network
should be in intact and unaltered by an authorized party. Availability refers to the
accessibility of resources and services to authorized groups. PKI is a technology
that strengthens security policies through communication protocols, methods and
procedures so that confidential and secret information transactions can take place
between different groups within and outside the organization. PKI provides security
to users on an insecure network to exchange data in protected way. Personal au-
thentication is done using an identification number (ID) like national ID, passport,
driver’s license etc. issued by a ”trustworthy” organization. However, proving one’s
authenticity in a cyber-environment is a challenging task. However, it is achievable
by using digital certificate, a public-key cryptography-based communication system
for organizations to authenticate themselves. With the use of public key infrastruc-
ture framework, key generation and transmission can be done safely and efficiently.
It is today’s challenge to ensure CIA. Users who are from different domains are
not supposed to have so much broader views related to information security. It is
now imperative that industries 10 adopt to a model, which is capable to meet the
challenges. In this project work, threats to CIAs’ are mitigated using a trust-based
model, based on the use of digital certificate. A trust-based model comprises col-
lections of well-defined rules to inform associated applications and end entities to
decide the legality of a digital certificate. It indicates a binary relationship based on
check of uniqueness of individual identity. The goal of a trust model is to respond
to specific threat profile with the help of collection of well-defined rules. Digital
certificate is like digital passport, which is both unique and unforgeable. It verifies
the identity of computers, individuals or micro-organizations in a large corporate
network. The certificates are now basis of trust and confidence in cyber world.
The secure socket layer (SSL) / transport layer security (TLS) certificate encrypts
“https://” links established between browser and the destination web applications.



The use of these certificates protect users from falling victim of man-in-the-middle
attack. In order to validate digital certificates, the trust-based model has an entity
known as Certifying Authority also known as ‘CA’. CA, a trusted third party verifies
the certificate owner’s identity before certificate issuance. CA generated certificates
are stored in a certificate repository. Future proof applications will then verify the
authenticity of the certificate, which is in question against the certificate stored in
the CR. In enterprises, PKI frameworks’ implementation generates digital certifi-
cates. Roles, policies, and procedures mentioned in PKI framework are required to
produce, manage, hand out, use, store, and revoke digital certificates. It has a series
of servers, network protocols, hashing and encrypting algorithms, security policies,
systems and applications, working together.

1.2 Motivation

The foundation of establishing CIA is trust in between users and servers, web ap-
plications. Information security is given highest priority by the industry leaders.
Absence of a framework that establishes trust based relationship leave the IT in-
frastructure vulnerable. Confidentiality of information, integrity of data and avail-
ability of access to information only to the legit user are 11 foundation on which
industry reputation and governance depends. In several cases, breach of informa-
tion because of lack of trust results in organizations defamation as well as finan-
cial loss. At present, in I'T enabled business model, integration between different
software modules, middleware’s, API libraries and gateways in between different
services of different financial is very common practice. SSL, TLS keys and digital
certificates are purchased from different sources at high price to secure exchange of
requests responses of involved entities. External parties also manage key manage-
ment framework. This is financially costly and not flexible and scalable. Solutions
such as identity management solutions are complex in architecture, the scalability
of resources to support such solutions are also price consuming. Possibility of single
point of failure is a threat to business continuity for sensitive business environment.
Considering the challenges limitations digital certificate based trust model for in-
ternal servers and users of an organization serves the purpose of conserving CIA
with involving only minimal cost during implementation of private CA based on
PKI. Another positive prospect is that the certificate renewal cost is zero and the
certificate is available to new servers on demand. Therefore, the certificate requisi-
tion time is reduced greatly. Moreover, the greater threat in information security
domain is inside threat. To response to afforested matters, in this project with the
help of open source PKI framework a demonstration of an architecture to generated
digital certificates is implemented and simulated an architecture that will ensure
CIA using digital certificate trust model for inside environment, which offers similar
level of facilities not to mention less costly.

1.3 Objectives

In order to implement critical business processes over the network, businesses require
high-level certification-based security provided by the Certification Authority (CA).
PKI protects online banking and trading, web-based services, digital form sign, en-



terprise messaging, commerce etc. All the security features can be summarized as
CTIA triad security which are offered by PKI. CIA triad indicates three main secu-
rity principals named ‘Confidentiality’, ‘Integrity’ and ‘Availability’. It is the main
purpose of security management to ensure implementation of these principals within
the organization deploying cost effective efficient counter measures. Controlling the
way resources are accessed so they can be protected from unauthorized modification
or 12 disclosure by our architecture is the goal of our project. This architecture
will save company’s licensing as the model facilitates in house development with
the implementation of right framework. The project work elaborately explains the
implementation of open source PKI to generate digital certificate and distributing
this among the communicating users and servers. In short our objectives of this
project are:

1. To ensure CIA triad in IT environment with our developed architecture
2. To create, store, distribute and manage digital certificates

3. To assess vulnerabilities to test effectiveness of deployed architecture

1.4 Scope

This project involves web communication encryption between users and web appli-
cations to ensure CIA triad. Networking, Coding, Hardware level vulnerabilities are
excluded from this project. Our project includes the following tasks:

1. Design and Implementing a CA
Planning certificate algorithms and Usages for digital certificate generation.
Key generation activities.

Define and assign trusted roles.

ook N

Define technical controls to encrypt and secure web communication.

1.5 Project Organization

This project embodies five chapters. Each of chapters gives distinct concept regard-
ing the project work. 13 Chapter I (Introduction) introduces basic concepts of CIA
triad, digital certificate and trust model. It also contains the motivation, goals and
scope of the project.

1. Chapter II (Literature Review) deals with review of literature. It explains
various concepts related to the study area.

2. Chapter III (Methodology) describes the implementation procedure of our
method.

3. Chapter IV (Experimental Results and Observations) contains the expiations
of the experimental results of the project.

4. Chapter V (Conclusions, Future Work and Recommendations) summarizes the
project work. Discussions of the outcomes of work are in this chapter.



Chapter 2

Literature Review

2.1 Overview

The main purpose of the chapter is to clarify about cryptography, Digital Certifi-
cates, hashing, working principle of Public Key Infrastructure, the idea behind of
it and its weakness, which are the most important parts to understand our project.
The chapter explaining the tale of the cryptographic heart that is essential for PKI,
given in Sec. 2.2. In sections Sec. 2.3, 2.4 and Sec. 2.5, the three important parts of
PKI, hashing, Digital Certificates and Certificate Authorities, are explained in more
details. This chapter close with Sec. 2.6, discussing the weaknesses in the current

PKI.

2.2 Cryptography

Cryptography means the art of keeping secrets secret. It is a way of storing and
distributing data in a certain way so that only those designed for it can read and
process it [7]. Encryption is the way to secure data and information from unautho-
rized access and thus maintains the confidentiality. Encryption of data is possible
by using either symmetric key or asymmetric key cryptography [5]. Stealth and
modification of information is not possible if strong cryptography is used.

2.2.1 Symmetric Key Cryptography

In symmetric cryptography, both communication systems use the same secret key to
encrypt and decrypt. When sender and receiver interacts, symmetric key cryptogra-
phy ensures privacy of information. It is important that this key is confidential and
only known to two communicated parties; otherwise, an attacker will decrypt and
read the secret messages between parties. Important examples of symmetric key en-
cryption schemes are 3DES and AES. In many internet, intranet and private, public
cloud based applications where it can occur that any two parties communicate with
each other for the first time; symmetric cryptographic technique is not sufficient,
due to the key 15 exchange problem [6]as shown by the figure 2.1 the vulnerability
lies in the sharing method of secret keys between the involved clients.

Diffie and Hellman revealed the public key cryptography concept in 1976, which
solved the key exchange problem of private key cryptography [1].
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Figure 2.1: Symmetric key cryptography

2.2.2 Asymmetric key Cryptography

The public key cryptography explained here is mostly attributed to Diffie and Hell-
man [1], who were one of the first to give a practical example of key exchange in an
insecure network, and Rivest, Shamir and Adleman [2], who followed this and gave
another implementation of public key cryptography as presented figure 2.2 with the
key separation between clients.

Plain text I
Public Key :m,>

Private Key

Figure 2.2: Public key cryptography

In Asymmetric key cryptography, two keys are used to encrypt and decrypt. One
is private key, which is kept secret by owner used for encryption and other is public
key that is used for decryption, available for everyone. There is no need to share the
key between the communication partners. TLS/SSL certificate is used to produce
HTTPS protocol with strong secured cryptography. Asymmetric key encryption
protects transmission of data over the insecure network. Asymmetric key cryptog-
raphy is used by TLS handshake to verify the identity of the original server and to
exchange data, which is used to produce the session keys. RSA or Diffie-Hellman ,a
key exchange algorithm uses key pair to agree upon session keys[4]. After complet-
ing the handshake this, session keys encrypt communications. As a result, attackers
will fail to intercept encrypted communications.

2.3 Hashing

Hashing is an encryption method that can transform any form of data into a unique
text string. Regardless of size or type, any data can be hashed. Generally, no matter
the size, type or length of the data, the hash generated by any data always has the
same length. Hash is a one-way function that puts data into a hash algorithm and
obtains a unique string. If someone encounters a new hash, they cannot decrypt the
input data it represents. Some common hashing algorithm are MD5, SHA-256 etc.



2.4 Public Key Infrastructure

The Public Key Infrastructure (PKI) distributes and manages public keys and digital
certificates [3]. It protects communication between sender and receiver. Growth of
digital services and e-commerce enforce the development of PKI.

Certificate Authority and Registration Authority are two essential parts of PKI. A
Certificate Authority (CA) verifies the digital identities of the users. Certificate
Authorities block forged identities and regulate the life cycle of digital certificates.
Certificate Authority empowers registration authority to register digital certificates
to applicants applying for certificates. Encrypted certificate database stores all
requested, accepted and revoked certificates of CA and RA.

Certificate store preserves certificate details that is usually stored on a particular
workstation and act as a repository for information, related to certificates and en-
cryption keys. It can be seen from figure.2.3 the usage of certificates starts by the
request of an entity.

Certification @ Certificate | Validation
Authority Public Key | Authority
X
Requestis OK ®
( Signature )
Certificate Registration
Private Key Authority
( Signatureis QK )
Request
@
1/‘_“\\

Sender Data Message Sender

Figure 2.3: Public Key Infrastructure

The entity will generate a key pair and request a certificate within a Certificate
Authority domain. The request will first be verified by the Registration Authority,
which is an optional system of a CA, where the CA delegates certain management
functions such as registering and checking users that have requested a certificate.
After positive verification of the user’s identity, the CA will issue a certificate that
contains the public key, provided by the user, signed by the CA’s private key. After
receiving the certificate, the certificate owner will set the certificate at the cor-
responding domain, where Internet visitors will receive it from the domain when
connecting to it. Each visitor will verify the certificate before starting a communi-
cation with the domain. The verification can be done by trusted CA’s public key
is known in the Internet user’s client software, meaning their browser or Operating
System. After successful verification, user will be able to exchange a common secret
key for further encrypted communication.



2.5 Digital Certificates

Authenticity and legitimacy of website, user are verified by digital certificate. To
encrypt and sign the identity of the certificate owner, digital certificate is used.
Digital certificate ensures the ownership of the users certificates which is issued
by CA. During transmission of internet message, the public key and the relevant
information’s are embedded in digital certificate. After receiving the message, the
certificate is decrypted by CA’s public key. Recipient will reply encrypted message
through digital certificate[6].

[ETF X.509 is widely used certificates standard. For the Internet. X.509 version 3
certificate format is used and the infrastructure that provides is called the PKI for
X.509 (PKIX) [7].

2.5.1 X.509

The X.509 standard describes the information details of a certificate and elaborates
the structure of data for it. There are 3 versions available for X.509. Since 1988,
X.509 Version 1, has been available and deployed. It is the most common certifi-
cate structure. The original problem the X.509 had to solve was access control
to an X.500 directory 8 With X.509 Version 2, issuer and subject identifiers were
introduced to maintain their reuse over time.

The current version is X.509 Version 3 from 1996. This version supports extensions
which is not needed for a PKI to work properly, but can be important for some
organizations to have additional information within a certificate. These additional
information is added in a certificate extension and can be information such as policy,
usage, revocation and naming data [5].

All X.509 version certificates consist of the following data.

1. Version: X.509 used for this certificate, that affects the information can be
specified in it. Still now there are three versions are defined for X.509.

2. Serial Number: Is a unique integer in every CA, assigned at the issuing time
of the certificate. This is a very important element, because the serial number
must be unique for every certificate and is also used when a certificate is being
revoked.

3. Signature Algorithm: Identifies which algorithm is used for the signature.

4. Issuer: The entity, normally a CA that authenticated the information and
offered the certificate. Using a certificate from an issuer implies that the
issuer is trusted.

5. Validity Period: All certificates have a period in which they are valid. A
certificate validity period can be for a few seconds or for many years. The
choice for a period can be dependent on private key capability.

6. To sign the certificate client will pay to the issuer.
7. Validity-From: The commencement date of the certificate

8. Validity-To: The last valid date before expiry.



9. Subject: The owner’s name in the certificate, unique across the network is
called the Distinguished Name (DN).

10. Subject Public Key Info: Algorithm used to produce the public key and the
public key itself is described.

2.5.2 Certificate Validation

Even though certificates have a validity period during which the certificate is valid,
situations can arise when a certificate is no longer trustworthy and thus must be
made prematurely invalid. This action is called the certificate revocation. There
are situations possible that result in such an action. Some scenarios are the domain
may not exist anymore; the owner may no longer be a customer, the private key of
the owner might have compromised or changed, or the CA could be compromised
[10]. Issuing CA can also revoke certificates prior to their expiration time. The
CA or their RA, who also validates the credentials of the certificate requester, must
initiate revocation of a certificate.

2.6 Conclusion

This project has implemented a free Public Key Infrastructure Certified Authority,
EJBCA to demonstrate the proposed framework’s effectiveness to preserve CIA,
so discussions of some of the basic cryptography concepts as well as about Digital
Certificates are done here. The triad’s secret bow is about keeping data secure and
confidential. Cryptography ensures confidentiality. Integrity refers to protect data
from unauthorized modifications. These steps assure the accuracy and completeness
of information. Integrity can be verified using a hashing algorithm. If the attacker
wishes to deliberately change the unencrypted information, then a hash does not
work. Non-repudiation is the assurance that someone cannot deny the validity of
something. Non-repudiation, a feature of PKI provides the evidence of data origin
and data integrity.



Chapter 3

Methodology

Before installing any CA or providing a certificate, it is needed to define policy that
governs the operation of PKI. Policy usually reflects institutional requirements for
a company. This project has already gone through the policies and agreements re-
quired by PCIDSS, ISO and other regulatory policies for cryptographic requirements
and standards. In this section, the proposed PKI infrastructure will be implemented
and generate a digital certificate from the implemented Certificate Authority (CA).
Also, present how this PKI ensures confidentiality, Integrity and Non-repudiation.

3.1 Registration Authority Process

The root CA is an element of PKI, so the public key of the CA works as the
starting point for a secure domain trust. Any user, devices, applications trusting
root CA will trust certificates issued by CA hierarchy. Key pairs, followed by a CSR
(Certificate Signing Request) is produced. A replica of a public key along with some
information related to the subject will be embedded to CSR. CA will sign it with
its (CA’s) private key after verification of information. The information verification
process is shown on figure 3.1.

Server Administrators | Registration Aunthority Certificate Authority

Cenerate new
kev-pair on server

Apply for Server
Certificate

Install Certificate

Figure 3.1: Registration Authority Process



3.2 Validation Authority Process

During the browser or system verification of user certification, the browser needs to
verify the signature by obtaining the public key for the next issuing CA or central
CA. This task goes on till root certificate is discovered. Browsers are bound to trust
well-known root CA preserved in their trust store. Root CA highest in hierarchy is
trusted by end entity its chain up information is embedded in end user’s operating
system, browser, device, or whatever is validating the certificate. The intermediate
CA will act as liaison to certificate applicants and implementation of root CA’s
policies in digital certificates issued. Root CA and Intermediate CA confirms their
validation by using their key pairs as well as their distinguished name and others
information. Intermediate CA create signature using Root CA’s public key. The
connection establishment among CA’s are shown on figure 3.2.

Owners Distinguish
Name
Owner’s Public Key
Issuer’s (CA) ol D&;:m:;:‘it 5)
Distinguished Name 15 _.2’-11 - ame
Issuer’s Signature Ovwner's Public Key
Issuer’s (Root CA's) _ RMI_CA.’}
Distinguished Name Distinguish Name
Issuer’s Signature Root CA's Public Key
Root CA’s Signature

Figure 3.2: Validation Authority Process

3.3 Data Communication Process

Client checks legitimacy of certificates and certification path. Client and server
both get their certificate form CA. So CA knows the public key of them. Both
systems generate key pair (private key, public key) using RSA algorithm. Firstly,
apply hashing algorithm (SHA-256) on client’s message and this hashed message is
encrypted using DES algorithm. Client’s private key is used in this algorithm. So
the message is turned into a digital signature. Now this signature is encrypted by
suing DES algorithm where server’s public key is used. The secure communication
process is shown on figure 3.3.

After getting this encrypted message server decrypt it using his private key. Now
the signed message is found. This signed data is decrypted by user’s public key.
So the hash value of the recipient is found. Now again generating hash value of
the received message and comparing it with the decrypted hash, it will be easily
traceable that the integrity of that message is maintained or not. All public key of
certified servers and clients are known to CA and they ensure non repudiation.

10
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Signed Message Signed Message

Figure 3.3: Secure data communication process

3.4 Tools and Materials

The list of tools have been implemented in order to demonstrate our project work
is listed below:

1. Oracle Virtual Box (Version 6.1.12) enumerate environment.

2. Server (CentOS 7 for EJBCA installation)

3. EJBCA 7.4.3.2 Community version

4. JBoss AS 7.1.

5. MariaDB 10.1 (Stable)

6. 6. Server (Windows 10 Professional) that has a Web Server (IIS) installed on

it.

3.4.1 EJBCA Administration Preparation

1. Enter the Administration menu from EJBCA. If so, in the CA Functions
section, select Certificate Profiles. Press the Clone button next to ”Rename”
Server. Below on figure 3.4

2. A new page will appear. Enter the name of the new Certificate Profiles from
the Certificate Profiles Server template using clone tab. As the figure 3.5

11
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Figure 3.4: Creation of Certificate Profile for Infonet.com

named this new profile as CSR Server. When finished naming, press Create
from Template.

Manage Certificate Profiles

Clone
Template certificate profile SERVER
Name of new certificate profile |webserv_infonet.com

[Create from lemplate] Cancel

Figure 3.5: Template Cloning

. The “webserv infonet.com” Profile has now appeared on Certificate Profiles.
The next step is to edit some of the parameters in it. To do this, select the
Edit button on the CSR Server. Figure 3.6 shown the process.

. As on figure 3.7 for Key Usage, check the Use and Critical sections. By default,
Digital Signature and Key cypher are selected automatically. Leave it like that.
In the Extended Key Usage section, select Use (without selecting Critical) and
also select Server Authentication and Client Authentication.

. The next part to note is the Authority Information Access section. Check the
Use section and use the OCSP Locator that is predefined in the CA. OCSP
Locator is used as an address to inspect the void status of a digital certificate

. That was the Certificate Profiles section on CA Functions. Now as per figure
3.8 enter the End Entity Profiles section in RA Functions. Before adding
entities, first create a Template / Profile to simplify the process going forward.
Add a Profile, in this case called “webserv-infonet.com”, by typing its name
then press the Add button. The profile will automatically be entered into the
List of End Entity Profiles.

. Next, let’s add an entity that will be used to generate a certificate. The process
is shown on figure 3.9 and described as below.

12



l EJBCA
PKI by PrimeKey
Home

: Manage Certificate Profiles
CA Functions

CA Activation List of Certificate Profiles =
CA Structure & CRLs Name Actions

Certificate Profiles.
Cert Authoritie ENDUSER
Crypto Tokens OCSPSIGNER

Publishers [
validators ROOTCA

RA Functions Ealind

e [ Clone | £x
me [ Clone | £x;

e [ Clone | Export
me | Clone | Export
Clone | Export

Add End Entity SUBCA
End Entity Profiles

Test1

ename | Clone | Export
| Rename | Clone | Export

webserv_infonet.com View!

XYZ_CA View | Edit | Delete | Rename | Clone | Export

Add

Import/Export

Systemtu = Import Profiles from Zip file |Browse...| No file selected. Import
Roles and Access Rules
Internal Key Bindings

Export Profiles..
Service

o n
System Configuration

My Preferences
RA Web

Public Web
Documentation
Logout

Figure 3.6: Edit Certificate Profile for “infonet.com”

(a) Select Add Entity.

(b) In the End Entity Profile section, select webserv;n fonet.com.
(c) Here enter the Username and Password according to the requirement
(d) Enter the email address.

(e) In this example, for Subject DN Attributes, only use CN (Common Name). Fill in
accordance with the FQDN Server that need to pair the SSL Certificate.

(f) Inthe Main Certificate Data, Select webserv;n fonet.comasCertificate Profile. AlsoselecttheC Athat
(g) When finished, press the Add button.

8. Making CSR on the Server

9. Now Generate the Certificate which is shown on figure 3.10 and described as
below. From the server where SSL Certificate is required, return to CA Server
(EJBCA). The next step is to upload the CSR that was created earlier to
generate the SSL certificate.

(a) SEnter the main page of EJBCA.

(b) In the Enroll section, select Create Certificate from CSR. A form will
appear.

(c¢) In the Enroll section, enter the username of the entity that created earlier
in the username column and enter the password that created together
with the username in the Enrollment code column.

(d) Upload the CSR file that has created in the Request File section.
(e) In the Result Type section, select PEM - certificate only, then press OK.

10. If successful, certificate details will appear and a pop-up menu will also appear.
Download the certificate.

11. If it’s already downloaded, enter the certificate into the / opt / certificate
directory on the server.

13



12.

13.

14.

KeyUsage [V yse.. [V Critical
Key Usage:

V] Digital Signature | [} Data encipherment [ CRL sign

[ Non-repudiation [] Key agreement  [] Encipher only

V] Key enciphermentl ["] Key certificate sign || Decipher only

Extended Key Usage [?] [V Use | | Critical

Any Extended Key Usage
Server Authentication

Client Authentication

Code Signing

Email Protection

1.3.6.1.5.5.7.3.5

1.3.6.1.5.5.7.3.6

1.3.6.1.5.5.7.3.7

Time Stamping

OCSP Signer -

Figure 3.7: Key Usage for Certificate Profile for “infonet.com”

Download the Certificate Chain.

Next, return to the server where the SSL certificate need to install. Before
entering the configuration phase, 1 more file need to downloaded, namely the
CA chain certificate from the CA that issued this certificate. Figure 3.11
shown, from where the SSL certificate will be downloaded.

Enter the url of the CA (EJBCA) which will generate certificate. In the
Retrieve section, select Fetch CA Certificates. A list of available CAs will
appear. Select Download PEM Chain.
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Figure 3.8:

Homa

CA Functions
CA Activation
CA Structure & CRLs
Certificate Profiles
Certification Authorities
Crypto Tokens
Publishers.
Validators

RA Functions
Add End Entity
End Entity Profiles
Search End Entities
User Data Sources
Supervision Functions
Approval Profiles

Approve Actions
Audit Log

System Functions
Roles and Access Rules
Internal Key Bindings
Services

System Configuration
CMP Configuration
EST Configuration
SCEP Configuration
System Configuration

My Preferences
RA Web

Public Web
Documentation
Logout

Figure 3.9:

Manage End Entity Profiles

List of End Entity Profiles
EMPTY
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Edit End Entity Profie
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Add Brofils
websery_infonet.com ] EMd profile | Renarme selected | Clane sdacbedl Expornt selected
Import/Export
Impart Prafdes from Zp fie | Browse_ | No fle selected. Impart
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Manage and Entity Profile for “webserv-infonet.com”

Add End Entity

End Entity Profile | webserv_infonet.com

uUsername nfonet
Password (or Enrollment Code) | ssssss
Confirm Password  eessse
E-mail address | shimul072426
Subject DN Attributes
CN, Common name [infonet.com
0, Organization | infonet
0OU, Organizational Unit |ICTD
L, Locality |Dhanmondi
ST, State or Province | Dhaka
ST, State or Province |BD
Other Subject Attributes
Subject Alternative Name
1P Address

Main Certificate Data

Certificate Profile | webserv_infonet.com

ca |infonet.com ~
Token | User Generated
Other Data
Number of allowed requests |2«

v

w

w

@|[mfonet.com |

Required

Manage and Entity Profile for “webserv-infonet.com”
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Chapter 4

Ensuring Secure Connection

4.1 Overview

A security assessment involves completing an in-depth assessment to make sure
that everything is up-to-date and that there are no glaring gaps in the security
architecture. It helps to identify critical weaknesses in the protection measures. In
this chapter, the security gaps will be of the implemented infrastructure. The system
is developed using Linux Kernel, Java Enterprise Edition (JEE), JBoss, Apache
Tomcat and MySQL. To evaluate or assess the generated SSL/TLS certificate, a
web service has been created. Then at first an intruder or hacked has tried to
intrude the web page traffic between the user and application server when there
is simple HTTP protocol is used. After that an SSL certificate is installed to the
webpage which is generated from infonet.com issuer.

From the figure above we can see the graph view of our model, here 0 means lost
and 1 means win. So, if the predictive final value is less than 0.5 then the result
would be consider as lose and if the predictive value is greater than 0.5 then it would
be consider as win.

4.2 Experimental Results

The implementation process of SSL/TLS certificate is already discussed. Here it is
shown, what is the benefit and outcome of using SSL certificate. When go to the
option “Search End Entities” and select ALL then we can view the certificate for
infonet.com in fig: 4.1.

After clicking the view we can see the certificate details from EJBCA in fig: 4.2.
Then we will browse the website from client machine which is showing in fig 4.3.
In below figure 4.4 we click the lock icon and get the message that showing connection
is secure.

Get the certificate details from client machine after clicking the secure connection.
It proofs that certificate is valid and our connection is secured.

Therefore, SSL / TLS is used to store sensitive information transmitted to the
Internet / encrypted network so that only it is only available to the valid user.
Without the implementation of SSL certificate, sensitive information such as PIN,
password, social security number will be vulnerable during transmission. Because of
SSL certificate, user will always use valid url link to interact with web applications
and receive legitimate information which is the main goal of availability assurance.
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Chapter 5

Conclusion

5.1 Conclusion

This project is a small plan to contribute to e-governance of institutes and e-
commerce businesses in Bangladesh. It is implemented using a free or open source
software to establish the public key infrastructure (PKI) based certificate authority,
EJBCA for the establishment of security architecture to support variety of applica-
tions. In this paper, it is demonstrated that this open source software can be used in
real world to issue and maintain legit public key certificates and specific certificate
policies with low cost, even free. The benefits of using this own private CA by the
free CA tool simply means that an organization is in charge of the issuing process
of cryptographic pairs of private keys and public certificates. With that said, any-
one can literally become their own Certificate Authority and there are no implied
restrictions or authorizations necessary.

This is the one PKI software for any organization that needs to manage and operate
a serious PKI. There is no cost associated with being own private CA or for internal
users to be their own CA. To make it much easier this free tool EJBCA provides a
graphical user interface. Application’s interface makes it very easy to prepare a root
or primary CA and to prepare certificates signed by the primary CA. In other words,
the application makes it very easy to create own chain of trust for an organization.
Browser’s will show warnings if browsers do not trust certificate. But, browsers will
show green colored bar for certificates from trusted private CA meaning it is safe to
use, in this case, green color bar will show with certificate from infonet.com private
CA. This CA will provide bird’s eye view into the activity of private certificate.
Using this an organization can manage all of the certificates which are used for
secure communication in any environment.

5.2 Future Work

After installing the SSL certificate, the HT'TPS protocol is used to ensure the secure
communication between client and server. As a result, the attack for intrusion will
be failed in digitally certified implemented webpage as because the communication
is encrypted from end to end. To check the secured communication, we will use
Ettercap solution and Wireshark tool for deep inspection of the traffic. For man
in the middle attack (the attacker) “Ettercap” tool will be used to intercept the
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communication of end user. “Wireshark” tool monitors the communication between
the client and server.
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How to install IATEX

Windows OS

TeXLive package - full version

1. Download the TeXLive ISO (2.2GB) from
https://www.tug.org/texlive/

2. Download WinCDEmu (if you don’t have a virtual drive) from
http://wincdemu.sysprogs.org/download /

3. To install Windows CD Emulator follow the instructions at
http://wincdemu.sysprogs.org/tutorials/install /

4. Right click the iso and mount it using the WinCDEmu as shown in
http://wincdemu.sysprogs.org/tutorials /mount /

5. Open your virtual drive and run setup.pl

or

Basic MikTeX - TgX distribution

1. Download Basic-MiKTgX (32bit or 64bit) from
http://miktex.org/download

2. Run the installer

3. To add a new package go to Start ;; All Programs ;; MikTex ;; Maintenance
(Admin) and choose Package Manager

4. Select or search for packages to install

TexStudio - TEX editor

1. Download TexStudio from
http://texstudio.sourceforge.net /#downloads

2. Run the installer
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http://wincdemu.sysprogs.org/tutorials/mount/
http://miktex.org/download
http://texstudio.sourceforge.net/#downloads

Mac OS X

MacTeX - TpX distribution

1. Download the file from
https://www.tug.org/mactex/

2. Extract and double click to run the installer. It does the entire configuration,
sit back and relax.

TexStudio - TEX editor

1. Download TexStudio from
http://texstudio.sourceforge.net /#downloads

2. Extract and Start

Unix/Linux

TeXLive - TEX distribution
Getting the distribution:

1. TexLive can be downloaded from
http://www.tug.org/texlive/acquire-netinstall. html.

2. TexLive is provided by most operating system you can use (rpm,apt-get or
yum) to get TexLive distributions

Installation

1. Mount the ISO file in the mnt directory
mount -t iso9660 -o ro,loop,noauto /your/texlive####.iso /mnt

2. Install wget on your OS (use rpm, apt-get or yum install)

3. Run the installer script install-tl.

cd /your/download/directory
./install-tl

4. Enter command ‘i’ for installation

5. Post-Installation configuration:
http://www.tug.org/texlive/doc/texlive-en/texlive-en. html#x1-320003.4.1

6. Set the path for the directory of TexLive binaries in your .bashrc file
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For 32bit OS

For Bourne-compatible shells such as bash, and using Intel x86 GNU /Linux and a
default directory setup as an example, the file to edit might be

edit $7/.bashrc file and add following lines
PATH=/usr/local/texlive/2011/bin/i386-1inux:$PATH;

export PATH
MANPATH=/usr/local/texlive/2011/texmf/doc/man: $MANPATH;
export MANPATH
INFOPATH=/usr/local/texlive/2011/texmf/doc/info: $INFOPATH;
export INFOPATH

For 64bit OS

edit $7/.bashrc file and add following lines
PATH=/usr/local/texlive/2011/bin/x86_64-1linux:$PATH;
export PATH
MANPATH=/usr/local/texlive/2011/texmf/doc/man: $MANPATH;
export MANPATH
INFOPATH=/usr/local/texlive/2011/texmf/doc/info: $INFOPATH;
export INFOPATH

Fedora/RedHat/CentOS:

sudo yum install texlive
sudo yum install psutils

SUSE:

sudo zypper install texlive

Debian/Ubuntu:

sudo apt-get install texlive texlive-latex-extra
sudo apt-get install psutils
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Overleaf: GitHub for IATEX
projects

This Project was developed using Overleaf(https://www.overleaf.com/), an online
KETEX editor that allows real-time collaboration and online compiling of projects
to PDF format. In comparison to other KTEX editors, Overleaf is a server-based
application, which is accessed through a web browser.
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