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Abstract

In recent years blockchain technology has evolved from finance to industrial us-
age, wellness to health, commerce to service sector. The convergence of blockchain
technology and e-mental healthcare presents an evolutionary system which provides
solutions to the challenges of the healthcare system. This report expresses how
blockchain revolutionizes the accessibility, security, anonymity of patient data and
quality of mental healthcare services. We build a system using Hyperledger Fabric
blockchain that fulfill the gap of mental system which lack the tool to verify the
credentials of medical professionals, identify the varified patients and access control
one’s medical data. In the system decentralised cloud system IPFS has been inte-
grated for secure data sharing, storing patients’ encrypted data and the hash value
is stored in the blockchain. The system also offers users teletherapy treatment and
access control over their data. To maintain quality treatment we also implement
a review feature. By this project we are able to transform the mental healthcare
service with more advancement. This is not just a mental healthcare project, by
this project we can also understand how to develop other healthcare sectors.
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Chapter 1

Introduction

In an age of technological advancement the field of healthcare is advancing day by
day. From the sectors of healthcare mental healthcare is a critical one as many people
from different ages, young to old all are suffering from this illness. The challenges for
participants in the mental healthcare involves competence, consent, confidentiality
and competing interests.[1] During covid-19 mental disordered patients are moved
to isolated wards. Patient’s with mental disorder has higher chance for covid-19
infection.[2] Here electronic services and teletherapy plays a major rule for online
counseling and mental health research.[3] In last decade visits to the psychiatrist
or in the mental health institutes has significantly increased.[4]. Emotional, sexual
and physical IPV are mental symptoms which associate with depression, suicidality,
and PTSD. In recent study 36 percent people in relationship are victims of IPV
from 569 participants.[5] For this increasing disease this field can undergo techno-
logical development. In this context blockchain technology emerges with revolution
for mental health services, which offers solutions for many problems such as privacy,
security, accessibility and transparency etc.

1.1 About Blockchain

Blockchain is a distributed network where each node holds identical data stor-
age. Organization that runs on centralized database that are vulnerable to hackers
whereas due to blockchain’s decentralised technology stored data become temper
proof. Blockchain architecture consist of three different layer where first layer is ap-
plication layer followed by decentralized ledger and the last is peer-to-peer network.
Application layer is a application layer like bitcoin wallet which stores public and
private key of a user that controls the unspent bitcoins. Application layer gives a
graphical interface from there users create transactions. Decentralised ledger makes
blockchain consistent and temper-proof global ledger. Ledger consist of blocks which
hold transactions created by users. These blocks are created by miners combining
the transaction . The new block is added after the current block by saving the hash
of that block which makes a chain of blocks. Blockchain uses consensus algorithm
to decide adding and building blocks require most cumulative effort. Miners are
peers who holds the full ledger. There also peers who do not share full ledger are
light nodes. Only miners are responsible for creating and validating transactions
and blocks from which they get incentives.[6] Blockchains’ distributed database are
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used to store and monitor any type of valuables like goods, resource information,
property details, persons data. Almost anything can be tracked with low expenses.
Some key components of blockchain, (i) Distributed ledger technology - as discussed
the peers of blockchain are geographically isolated and shares identical transaction
log, thus makes the ledger distributed, (ii) Immutable records - One transaction is
added in the blockchain once, after that no transaction can be changed or altered.
Not even the system administrative can remove a transaction. If an error trans-
action is added to a block then the error transaction is stored in the block. To
mitigate this error, another transaction have to create. (iii) Smart contract - can
support solidity which is a turing complete language. This code can be uploaded
in the blockchain and invoked by a transaction. One has to pay as gas to execute
smart contract code. (iv) Anonymity - can be achieve by pseudonymous addresses
which is a string characters uses to identify users identity. This address is generated
by cryptographic process and does not link to person’s real world identity. And
the nodes in the network do not know exactly which person is creating transaction
or in general storing data.([7], [8]). Recent years blockchain has evolved into dif-
ferent types (i) Public Blockchain - In this type of blockchain anyone can join to
the network because there is no single authority to regulate the network. Any user
can read or write data in the ledger. (ii) Private blockchain - This is a permisioned
blockchain means anyone need permission to become a peer in the network. The
read, write access and other regulation are controlled by single authority. (iii) Hy-
bride blockchain - this is a combination of public and private blockchain and also
controlled by single authority. Write access is restricted but everyone can read data
from the blockchain. (iv) Consortium blockchain - it is a private blockchain con-
trolled by a set of private entities and read, write access, rules are controlled and set
by them.[9] In this project we use Hyperledger fabric developed by Linux Founda-
tion to build a private blockchain network. It supports different types of consensus
algorithm and can be used which is best for the system . This is the first blockchain
network which supports smart contract written by regular programming language
and it does not need any gas to execute. Hyperledger fabric utilises identifiable
participants, the network throughput performance is high, transaction confirmation
time is low and maintains privacy and confidentiality. As a result this becomes a
suitable for many enterprise use cases. The nodes that create blocks by ordering
transaction are known as ordering service and they does not contain any block. It
also provides membership service provider which is accountable for identifying the
entities of the network.([10]-[11]) By storing the patients data in different nodes and
granting them full control over their data we can create a temper proof system.
Furthermore, Blockchain-based mental health solution systems promote accessibility
by overcoming traditional healthcare system barriers. We develop the system to ver-
ify patients and doctors which ensures trustful treatment environment. Patients can
get remote therapy services from verified doctors. Decentralization of cloud storage
system and transparency provided by the blockchain-based system offers benefits
beyond data security and anonymity. As a result researchers and stakeholders can
see anonymous patients data. This project provide individuals with control access
over their medical records, treatment plan. Also the system construct a friendly
domain where verified patient can give review to doctors. In conclusion this system
represents a breakthrough approach to eliminate the challenges of mental health
care by providing data security, privacy, transparency and accessibility features.
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1.2 Problem Statement

The development in the mental health care sector is essential as growing the global
burden in mental disorder and promoting overall well being. In this modern era
urbanization is increasing all around the world. For this growing phenomenon men-
tal health and services are facing many significant challenges like depression, lack
of companions, joblessness, low income, excessive charging of mental healthcare ser-
vices. Fast and unstructured developing countries like Bangladesh are enclosed by
these challenges.[12]
There is a need to integrate mental healthcare into e-mental health platform to
mitigate offline service providing problems which are barriers to get treatment, high
cost, unstructured services system, mental healthcare related stigma. The process of
integrating this service platform requires a customize approach. But there is a risk
integrating an online approach that may lack some mental disorder. It’s possible
that already inadequate health services will be overworked, and there is insufficient
data to support this expanding teletherapies.[13]
The importance to fill the mental healthcare service gap due to some specific bar-
riers of availability, accessibility, acceptability and affordability. In this study, the
primary service obstacle identified was cost. On the other hand, stigmatization or
acceptability hurdles were rated lowest. Treatment for mental health issues is expen-
sive, which suggests that individuals do not prioritize treating mental health issues
or are unaware that treatments are available to anybody in need of them at no cost
or with a few charges.[14]
The development of mental healthcare services is progressing slowly in middle and
low income nations. The lack of finance from stakeholders, the difficulty of decentral-
izing the mental health platform, the difficulties of implementing it in primary-care
settings, the low number of highly qualified service providers, and the recurrent
shortage of leadership are some of the obstacles to this slow expansion.[15]
More than thirty-five percent of parents in a poll of 116 families stated that struc-
tural limitations, attitudes against mental health, and views of services are the key
causes of obstacles to mental healthcare.[16]
One of the most critical challenges of mental healthcare is data privacy and security.
As mental health care services are increasing in digital platforms, patients’ data are
more vulnerable to being leaked or unauthorized access. For this unauthorized access
still in many places around the world, online access to health-care services is be-
ing held back. Compared to other areas of digital health, concerns about breaches
of data privacy in the field of e-mental health seem to be much more significant.
Furthermore, the majority of persons provide details regarding their addictive be-
haviors, recollections of abuse, thoughts of self-harm, traumas are the intimate data
are exchanged throughout the e-mental system. These data are more susceptible to
unwanted and illegal access due to conventional centralized data storage systems.
Insufficient technological knowladge, encompassing a restricted comprehension of
safety, secrecy, and anonymity is the primary impediment to using healthcare ser-
vices.[17],[18]
Accessing mental care is a significant challenge in mental care service. People en-
counter difficulties getting mental health care in various nations, mostly due to a
lack of resources and drugs. The World Health Organization (WHO) reports that
for every 100,000 individuals, there are typically 0.1 mental health professionals and
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0.3 psychiatric nurses in low earning nations.[19] Because there are limited mental
health facilities and services available, there are few experts. Many people have sig-
nificant obstacles when trying to receive mental health treatments, particularly those
who live in distant or underserved locations, afraid of discrimination from their own
society and inadequate knowledge about psychiatric services that are available.[20]
High cost and insufficient insurance are also a barrier to accessing mental health
care. As there are few amounts of mental care services the cost is high so for a poor
family getting mental health care is a burden.[21],[22]
Access to mental healthcare is also hampered by limited alternatives and lengthy
wait times. People must wait a very long period for in-person therapy, which makes
them disinterested in mental health services. According to studies, 95.6 million
American people, have experienced delays in receiving mental health treatments
lasting more than a week. Furthermore, almost half Americans have either had
to drive over an hour for medical attention or know someone who experienced.[23]
A further issue facing the mental health services is ignorance. Maximum patients
desire to be healed but do not pursue medical attention. They feel that physically
presenting a cure at a clinic is a burden, and they tend to be unaware of the fa-
cilities available for mental health care. An further obstacle to receiving treatment
for mental illness is social stigma. Most individuals refuse therapy because of fear
that others would discover they are mentally ill and that they have even lied. The
stigma is holding back progress in the field of mental healthcare.[24]
Systems for mental health treatment are disjointed and lack communication between
different organizations and providers. indicates that a large number of decision-
makers within a mental health service or organization degrade the system by creat-
ing a lack of collaboration or a financial disagreement, which leads to an ineffective
use of resources. And fragmentation has a negative effect on choice-making, value,
price, and results. The disjointed structure makes it simple for the underprivileged
to evade receiving care. Furthermore, patient data frequently vanishes while being
altered in several facilities’. There is a lack of coordination and continuity in patient
treatment when professionals are unable to access and communicate patient medical
data between institutions.[25]
Another significant obstacle in the field of mental healthcare is the administrative
load. Healthcare services are negatively impacted by administrative load because it
prevents patients from receiving care. Professionals are frequently kept busy with
administrative duties such as billing, scheduling and organizing appointments, main-
taining accurate records, and document storage. These time-consuming duties take
attention away from the patients. Consequently, the mental health system’s effec-
tiveness and quality decline.[26]
The issues confronting the mental health industry have grown in recent years, includ-
ing those related to data privacy and security, access hurdles, the administrative load
on healthcare professionals, stereotypes and disinformation, a lack of regulations,
expense, waiting periods, and a lack of connection. To revolutionize mental health-
care, creative solutions are required in response to these growing issues. Blockchain
technology, online software platforms, and medical instruments are examples of new
technologies that have the potential to completely transform the mental health care
industry.
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1.3 Project Objective

The principal aim of this project is to devise, construct, and execute a framework
that primarily accords precedence to security and privacy in the mental health-
care infrastructure. Utilizing blockchain distributed ledger technology to store only
patients sensitive medical data that way we can block unauthorized access and cy-
berattack.
To build a system that can verify both patients and doctors. This will create a
trustful system where patient can check verified doctors credentials.
One of the core objectives is to provide access control over one’s personal data.
Patients can decide which doctor can see their data, they can also able to set data
access time or direct revoke the access.
The project seeks to overcome the challenges of data leakage by implementing
blockchain technology and InterPlanetary File System in the e-mental healthcare
system where patients and doctors can securely share and store their data in en-
crypted manner.
The project offers appointment form and teletherapy sessions to patients where they
can get treatment from remote places and save time and money as it reduces cost
and time associated with in-person visits. Our goal is to make the mental healthcare
services accessible to all whatever their location and financial status is.
Administrative overhead is a challenge for mental health services that shift profes-
sionals focus from patients by doing administrative work which reduces valuable
time. Our objective is to reduce this administrative burden through blockchains
smart contact which automates administrative tasks and makes time efficient for
treatment.
We are allowing patients to give feedback according to the doctor’s treatment. And
other patients can see which doctors get the best review. This enhance the quality
of e-mental healthcare system.
This distributed system offers researchers and stakeholders to get anonymous pa-
tient’s medical data in exchange of funding, that will use to develop system’s
blockchain technology more further.
The goal of the project is to create a system that is long-lasting and expandable.
It need to be ready to accommodate or assist expanding user bases and changing
healthcare requirements and long-term maintenance services to guarantee the sys-
tem’s efficacy.

1.4 Work Plan:

In this project an iterative process model is followed (fig.1.1). This is a SDLC pro-
cess model which helps to build efficient, correct, easily maintained and modified
software with minimum effort within lowest possible cost and least possible time.
This provides a clear road map for software development, dividing the project phrase
with clear objectives and deliverables. This model guides to make the project in
a systematic and organized way. As the requirements are not fully identified and
there is a possibility to change some features after the development of the project
so this SDLC model is suitable for this project.
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Figure 1.1: Project Work Plan

1.Requirement analysis: Identifying the stakeholders, including mental health-
care providers and users. And to find what should the functions and characteristics
of the system by researching or studying related works. Researching blockchain
technologies to implement into the system.
2.System design: Blockchain infrastructure design and selecting appropriate blockchain
platform. Different types of system related diagram design like database design to
know the data structure in the system, component diagram design to know what
the system components will be, data flow diagram design to understand how the
data will move through the system etc. Lastly, user interface design to experience
how the system will look like.
3.Implementation: Developing the blockchain technologies and storage system.
Then will start implementing the system environment, first developing the user in-
terface and connecting the database with the system. After that developing other
features and implementing blockchain technologies like smart contracts.
4.Testing and evaluations: After the full implementation of the system conduct-
ing extensive testing to identify and resolve issues. Testing will help to find the
bugs and errors of the system and also check if the system is fulfilling the proposed
requirements. Then we will evaluate the system by walking through others in the
system, they will give feedback regarding further development. Finally, after finding
a problem or according to suggested feedback of, again we will start from the design
part or move to the next stage if we do not need any updates.
5.Presentation: After the project is successfully done we will present the project
to the coordinators.
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Chapter 2

Detailed Literature Review

Blockchain originally designed as a means of facilitating bitcoin transactions and
has now transformed into a practical technology with applications for various in-
dustries, including the healthcare sector. The healthcare sector is evolving these
days, moving toward technology-based remote services. Integrating this distributed
database in healthcare system further led to temper proof storage, access control
over personal data and many more.
User-oriented records management system based on blockchain technology that en-
sures safe data exchange through the use of a proxy re-encryption mechanism. Ac-
cess logs that are maintained by reputable cloud service providers are audited using
blockchain technology without any modifications, and patients request that the logs
be checked by the service providers.[27]

For valued medical diagnosis, the healthcare industry is implementing cutting-edge
technologies. Blockchain technology is being used in the mental health industry to
motivate patients and facilitating the safe transfer of private patient information
between healthcare facilities. The present study delves into the principles of this
technology, examines its evolving effects on the healthcare industry, and focuses on
developing an infrastructure.[28],[29],[30]
A popular issue on the internet these days is the metaverse and non-fungible tokens,
or NFTs. The use of NFTs and the metaverse to therapy applications is covered
in this work. Access to mental healthcare and severe absence of mental health spe-
cialists are problems that can be solved by using the metaverse, a three-dimensional
web or virtual reality tool. In the metaverse, cryptocurrencies like bitcoin, eth, and
NFTs with a blockchain foundation provide a wide range of opportunities for so-
cioeconomic collaboration.[31][32]
The work reported in this article uses a solidity-based smart contract that maintains
patient health data obtained from sensors which functions through an Ethereum
virtual machine. This constructed private blockchain network allows safety in IoT-
based healthcare. Moreover, this smart contract technology will enable notify trans-
actions for patients and medical professionals by integrating web3, Metamask, and
truffle environments.citeNihar Some other projects extends Iot framework that stores
raw or encrypted data in IPFS a decentralized hypermedia protocol as json format
associated with blockchain address to locate and stores the hash value, patient’s
identity(patient id, area id) and timestamp in private ethereum.[33],[34],[35]
There is a case involving medical record fabrication. To avoid being held legally
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accountable, the healthcare professional fabricated the medical record. An online
Electronic Medical Record system is being created in order to prevent the fabrication
of medical records, this solution leverages the Ethereum blockchain to preserve the
hash value of the documents as a point to check inconsistency. The system employs
restrictions on access to medical records in order to avoid unauthorized access.[36]
The UniRec (Unified Medical Records) software operates on a peer-to-peer (P2P)
network built on the Ethereum Blockchain, preserving an unchangeable shared his-
tory of each electronic health record (EHR). Medical records are sent between insti-
tutions using IPFS and encrypted via OpenPGP API before added into the network.
An IPFS URI is used to add a reference to the file to the Blockchain, allowing for
discovery.[37], [38] Another ethereum based healthcare app called SHEMB uses sym-
metric searchable encryption technique before storing into the blockchain.[39]
This private blockchain project maintains enormous amounts of digital assets, in-
cluding medical data using decentralized cloud storage (IPFS) in order to provide
anonymity, fixed, identifiable, verifiable in teletherapy services. The only data main-
tained on-chain in this proposed system is the hash value of digital content and
transaction metadata.[40][41]
These Ethereum-based apps do have certain limitation though. The primary con-
straint stemming from the utilization of blockchain smart contracts is the ele-
vated transaction costs. Payments are charged for transactions that invoke contract
code.[42] Another issue with the public Ethereum blockchain is scalability prob-
lem, which is caused by the limited amount of transactions that can fit in a single
block.[42] Compared to public blockchains, permissioned blockchain as Hyperladger
provide a number of advantages. It has the capacity to partition the network into
segments where a certain percentage of nodes are necessary for transaction vali-
dation, hence enabling increased scalability and parallel processing. Additionally,
the verified nodes are trustworthy, which makes it possible to implement consensus
methods that offer a much higher throughput between 3000 and 20000 transactions
per second.[43][44]
The EHR management system PREHEALTH, which utilizes an Identity Mixer
(Idemix) and distributed ledger technology to protect privacy. The system offers
a proof-of-concept solution that makes use of the permissioned blockchain Hyper-
ledger Fabric to efficiently store patient information which offers anonymity and
unlinkability.[45]
This paper presents a hyperledger-fabric based medical data sharing system called
MedHypChain that protects patient privacy. Every transaction is encrypted using
signcryption method and patients store their health record on the blockchain so that
it can be only accessed by authorized parties.[46]
The private permissioned Hyperledger Fabric blockchain offers patient to store health
data in IBM cloud and hash value in the distributed database. This app also sloves
authentication problem by utilizing cryptographic techniques.[42][47]
This paper proposes a unique system in order to solve single point failure of stor-
age that utilizes decentralized databases called OrbitDB which uses IPFS. They also
utilise Hyperledger Fabric to manage access and to stored hash value of data.[48][49]
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Chapter 3

Project Details Analysis

3.1 System Design:

This section outlines the layout of the system and describes how patient data is
stored on it., how the participant’s get verified, how appointment and teletherapy
sessions will take place, how the review feature works.

System Architecture
We consider the e-mental service a website based system that can ver-
ify the end users like verified patents, doctors and researchers. The
patients get verified by their national id number. The doctors get
verified by his degree certificate. The authorities are the peer nodes
of the hyperledger fabric private network who holds the full ledger of
patient’s data and they also verify the end users. The researchers have
to pay to get registered into the system in order to get patient’s data
by getting permission from patients. The Verified patients can create
appointment to his preferred doctor or the system will choose a doctor
for him. Patients have to pay first to create the appointment. The
doctor will conduct teletherapy seasons to the patients that are in his
appointment list. Therapy sessions recorded videos, documents, pa-
tients healthcare data are kept in the distributed cloud storage IPFS.
These digital content are encrypted and decrypted using admins pri-
vate key before uploading as well as downloading. Blockchain will be
used to store the hash value which comes back from the IPFS and that
is the location of the saved record. The patient can give and revoke
access whoever want to see his personal data. And the access will be
maintained by a list that will also be stored in the blockchain. The
other not sensitive data are stored using mysql database. After treat-
ment has finished the patients can give doctors review according to the
quality of the treatment. Both verified and unauthenticated website
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visitors can see the reviews of a doctor. But Unauthenticated visitors
can not create appointment. Researchers have to get permission from
patients in order to get their medical reports else they are not able to
see the reports. This refered image (fig.3.1) shows the hardware and
software connection and user relation of the system.

Figure 3.1: System Architecture

System Actors
In (fig.3.2) shows integrating patients and doctors in the initial level

Figure 3.2: Trust Model Between Actors

fosters confidence between them and the system’s top tier authorities.
Actors are therefore divided into different categories inside the system.
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Healthcare Authorities- They are the committing Peers or endors-
ing Peers of the hyperledger permissioned network. They takes trans-
action proposals and executes them to create endorsements. And they
also maintains the state of the Blockchain and commits, verifies trans-
actions. They can join the network by funding the system that will
use to develop the blockchain even further.
Authorities- They are the admins of the system and also plays the
role as a healthcare institutes. They are the main authority who give
permission to others to join the network. They also verify or remove
doctors’ certificates and patients’ identities, hire doctors and solve any
other problems, queries of lower layer users. Their public key is used
to encrypt and decrypt medical content. But they cannot decrypt
data without the permission of the patients.
Doctors- They are healthcare practitioner who get appointments,
provide teletherapy sessions to patients. They are verified by the ad-
min, without verification they cannot get appointment or treat pa-
tient. They get verified by uploading their degree credentials and also
updating them. They can get and update patients’ medical record
with getting permission. They can also block their appointment time
if there is no appointment in that time.
Patients- They use the system to get teletherapy creating appoint-
ment by payment. They can upload their personal information and
grant assess on their data. They can choose doctors by the review and
after treatment they give review to doctors.
Researchers- They can apply to the system and be approved by the
admin. Researcher can get patients confidential data by requesting
access permission to them.

3.2 Requirement analysis

The requirements analysis serves as a comprehensive development
strategy by defining the features, functions, and characteristics of the
project. It lays out the goals of the project in detail, outlining the issue
the program aims to address and the benefits it offers to consumers. In
addition, this stops developers from implementing pointless features
or functionalities.
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Functional Requirements
Functional requirements offer users activity in the system, specifies
how it should operate to certain action, and how it must function in
specific circumstances.

Features for Doctors:
Profile Management Doctors can request for their profile updates for
qualifications, specialties, and availability including authentic docu-
ments.
Appointment Management Access a calendar for scheduling and man-
aging patient appointments. Receive notifications for upcoming ap-
pointments.
Patient Records View, update and download or print patient medical
records, treatment histories, and assessment results, all securely stored
on the blockchain.
Request Access Can give request to get access to patients’ data.
Create Session Can create sessions with appointed patients to give
teletherapy.
Treatment Plans Create and update personalized treatment plans for
patients, including medication prescriptions if necessary.
Billing: Manage billing through smart contracts, streamlining admin-
istrative tasks.
Patient Feedback Get patient feedback and ratings, improving the
quality of care.
Fees Pay a monthly fee to the authority for using the platform.
Contact Contact with authorities in case of any complaints or report-
ing any issue.
Patient List Can see patients list those who create appointment and
those who got treated.

Features for Patients:
Profile Creation Patients can create and manage their profiles, includ-
ing personal information, medical history, and preferences.
Appointment Booking Schedule appointments with doctors based on
availability, specialties and the appointment will book after paying
session fees.
Access Control Can grant and remove access to others who want to
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see medical reports.
Join Session Can participate in teletherapy sessions with mental health
professionals.
Contact Contact with authorities in case of any queries, complaints or
reporting.
Feedback and Ratings Provide feedback and ratings for healthcare
providers.
Doctor List Patients can check the available doctors list, their ratings
and also search for doctors by their names and specialities.

Features for Administrators:
User Management Admins can verify and remove user accounts.
Doctor Management Admins can verify and remove doctor’s accounts.
Blockchain Network Management Oversee the blockchain network, in-
cluding nodes, security.
Compliance and Reporting Monitor and ensure compliance with health-
care regulations and reporting requirements.
Analytics and Insights Access analytics tools to monitor system per-
formance and user engagement.
Financial Management Oversee financial transactions, payments, and
financial reporting.

Features for Researchers:
1. Researchers can request to get verified by paying.
2. They can make access request to patients.
3. Can see patient’s medical records and treatment history after get-
ting access by patients’.
4. The system will give the flowchart of different types of patients
mental health conditions.

3.3 Non Functional Requirements:

These describe the characteristics of the system and impose rules on
the features it provides. They also relate the overall capabilities of a
system.
Verification and Identification
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The system must verify every users in the system. In registration
form patient has to give their national id number to get verified. One
id card can be used only once to get registered. If a NID has used
before than patient can not resister himself with that NID and can
not get the services of the system. In blockchain patients is identified
by blockchain address that is generated by combining patients id +
NID number. Without verify patient cannot able to create any ap-
pointment but he can see doctors information and review. Doctors
will have to upload his credentials in order to get verified. The admin
will check for the authenticity of the credentials and permit doctors
request. Without verification doctors cannot get any appointment and
treat patient. For researchers to get registered they have to pay some
money else they cannot have access to the system functionality.
Storage Security
The recorded treatment videos, documents, patients medical records
should store in the decentralised storage for better security. Our so-
lution to the storage issue with blockchain is the Inter Planetary File
System, a distributed storage that helps.First, an asymmetric encryp-
tion method is used to encrypt the medical information using author-
ities secret key. The patient’s identity address will then be linked to
the encrypted data in the IPFS. The hash value of the data comes
back via cloud storage, which is then logged in the blockchain where
the patient’s identity address is mapped. Only patient and doctor if
granted can able to store the data.
Access Control
The system should able to give patient control over their data. Pa-
tients can grant any participants doctors, researchers, authorities to
access their data. In the backend the id of the participant will be
added in the access list. This list is unique to each patient and is kept
on the hyperledger blockchain. The id will be deleted from the list if
patient want to withdraw his access from the participant. Only the
patients and doctors have the update access to medical data.
Secure Sharing
Participants can able to securely share the medical data. Any partici-
pants wants to access a patients sensitive data then the system checks
participants id in the access list of patient. If id is in the access list
then the system takes the patients identity address and fetch stored
materials corresponding to the address. Then the encrypted data is
decrypted using admins private key. On the other hand if participants
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id is not found in the access list than an access request is send to the
patient. If the patient accepts the request than the senders id is added
to the list and he get the medical information. Else participants data
request has been cancelled.
The sequence diagram in (fig.3.3) illustrate the inner structure of how
the data is uploaded, encrypted in the system, how the access is
granted and how it can be shared to doctors or researchers or how
the sharing can be denied.

Figure 3.3: Sequence diagram of data storing and sharing
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Chapter 4

Project Design

4.1 Use Case Diagram

Use case diagrams focus n order to ensure that software is designed
from the viewpoint of the user, use case diagram in (fig.4.1) focus on
the relationship between participants and the system. It is possible
to detect any problems early on and fix them before moving forward,
reducing energy and cost by observing how people communicate with
the software. It also helps to capture and illustrate the functional
requirements of a system. This results in a product that better satisfies
customer demands and is more clear and easy to use.

4.2 Class Diagram

The system stores users in the ledger as key value pair. Value is the
users information as javascript object that maps to users nid which
is the key and used for crud operations. Each user stores table data
separately in their object model. In (fig.4.2) represents the class object
of the users and important lists are the children of the class. The class
diagram helps to visualise different user classes of the system and how
each class has a relation with another class.

4.3 ER Diagram

ER diagrams are crucial to design an effective and correct database.
It gives a straightforward illustration of the data kept in a database
which helps developers to understand the arrangement of data and
how various information is linked to each other. This also solves data
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Figure 4.1: Use Case Diagram
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Figure 4.2: Class Diagram
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duplication issue which creates an organized database. In (fig.4.3) the
er diagram shows the logical structure of data storage.

4.4 Component Diagram

Component diagrams provide an in-depth analysis of the internal
workings of a software system by illustrating its main parts and their
connections. This makes it easier for us to comprehend the system’s
general design and the interactions between its many components such
as how get appointment component is dependent on the other com-
ponents more specific one is set appointment to fulfill the feature. It
can also be utilized to prepare for expansion after deployment and
encourages the reuse of code, makes maintenance easier, and gives the
system more flexibility. (fig.4.4) depicts the backend components that
makes the system.

4.5 Data Flow Diagram

DFD in (fig.4.5) shows visual representation of how data moves through
the system, where the functions retrieve or set the data from which
user and storage. This are able to pinpoint instances when data pro-
cessing is not required and also highlight any security flaws or data
discrepancies.

4.6 Context Diagram

The context diagram depicts the top view interactions between the
users and the software that is illustrated in (fig.4.6). This helps to un-
derstand what this system is used for, its functionalities, what inputs
are given by the users and in return what outputs are getting from
the system.

4.7 Window Navigation Diagram

This provides an overall graphical interface view of the software to
the end user before developing the software which helps us to build
the software according to users’ needs. How patients, doctors and
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Figure 4.3: ER Diagram

20



Figure 4.4: Component Diagram
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Figure 4.5: Data Flow Diagram
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Figure 4.6: Context Diagram
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authorities will see and use the system are shown in (fig.4.7), (fig.4.8),
(fig.4.9) respectively.
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Figure 4.7: Window Navigation Diagram for Patient
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Figure 4.8: Window Navigation Diagram for Doctor
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Figure 4.9: Window Navigation Diagram for Admin
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Chapter 5

Project Development

5.1 Starting The fabric Network

To run the system we first have to start the private network this will
add the organization peers who are responsible for endorsement and
committing blocks. Then the chaincode will be deployed in the channel
that was created. We have to start the network whenever we edit the
chaincode. In (fig.5.1) the starting of the network and the commend
to start is shown.

Figure 5.1: Starting Hyperladger Fabric Network

5.2 Register Admin

After starting the network we have to enroll the admin in organization
peer for administrative work who will authorize rules and regulation
in the network. And this will also create a wallet for the admin which
stores the secret key. In (fig.5.2) displaying the admin registration.
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Figure 5.2: Enrolling admin and creating wallet

5.3 Register User

This will create a user under organization. They will endorse, validate
and commit transactions, also participate in the consensus process for
a block. Registration of user in the network and creation of a wallet
is illustrated in (fig.5.3).

Figure 5.3: Enrolling user and creating wallet

5.4 Initial Ledger

In (fig.5.4), (fig.5.5) shows doctor, patient and admin’s sample data
that will be stored in the distributed system when chain code is up-
loaded on the network and these will become the initial ladger of fabric
blockchain. (fig.5.6)All the data is stored using key value pair and key
is the nid of the user.
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Figure 5.4: Sample data of doctor in chaincode

Figure 5.5: Sample data of admin and patient in chaincode
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Figure 5.6: Storing data as key value pair

5.5 Adding User

Doctors and researchers can apply to get a role in the app and they
need admin’s approval to access the system (fig.5.7). Patients only
need to register with their nid number in order to use the benefit of
the app (fig.5.8). In the blockchain how their data is stored are showed
in (fig.5.9), (fig.5.10) of chain code.

Figure 5.7: Doctor’s list in the admin window

5.6 Appointment and Access Controle

In (fig.5.11) displays that appointment information for both patient
and doctor is saved in the blockchain as well as for access list of pa-
tients medical record in patient’s object (fig.5.12). Patient can add or
remove access permission (fig.5.13).
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Figure 5.8: Doctor’s list in the patient window

Figure 5.9: Chaincode of storing doctor
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Figure 5.10: Chaincode of storing researcher

Figure 5.11: Chaincode of storing appointments
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Figure 5.12: Chaincode of storing access list

Figure 5.13: Access list patient view
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5.7 Video Session

(fig.5.14) In the system only doctor can create sessions at the ap-
pointed time. After creating session both can join one on one video
call (fig.5.15). The video session is developed using a third party app
called zegocloud (fig.5.16).

Figure 5.14: Creating session from doctor window

Figure 5.15: Join one in one video call

5.8 Confidential Record

Patients medical record are stored in the ipfs by encrypting the file
(fig.5.17) and using the hash value the file can be retrieved (fig.5.18).
And the encryption and decryption is done by crypto-js library. In
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Figure 5.16: Building one on one video call

(fig.5.19) exhibits the chaincode of storing the hash of encrypted record
or location of the record in ipfs. Only patient and doctor can upload
medical record but for to access the data one have to request permis-
sion from patient (fig.5.20).

Figure 5.17: Uploading file to ipfs using pinata
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Figure 5.18: Downloading file to ipfs using pinata

Figure 5.19: Storing data hash in the blockchain

Figure 5.20: Accessing patient medical record by a researcher
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5.9 Shutdown Network

This figure-5.21 describes how to shutdown the blockchain network.
To update a chain code in the network we have to shutdown previous
network then the network have to start again with the new updated
chaincode.

Figure 5.21: Shutting down Blockchain network
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Chapter 6

Conclusion

Due to technological and digitalization of the world healthcare services
like mental healthcare services are transforming into e-systems from
physical systems. As a result there arrives a necessity to save ones’
medical content securely and can control access over his data. All
those things can be solved by our implemented Hyperladger fabric
private blockchain system which offers trust environment by verifying
doctors and patients, data security by storing and encrypting medical
record using IPFS cloud, immutability by storing hash in blockchain
and controlling access over medical records, solve mental treatment
access barrier by teletherapy, increase quality treatment by review
feature. In future we can further develop our project by improving
secure sharing , safely storing the public and private key, increasing
the quality of video therapy system and many more.
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