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Abstract

The primary goal of this application is to create a voting app which is safe and the result is
unchangeable. By using blockchain technology these goals can be achieved. Data in blockchain
is not stored in only one location and the administration responsibility do not belong to any
person. All the data of a blockchain is stored in different locations. The blockchain is instead
duplicated and dispersed among many computers in a network. Every computer on the network
updates its blockchain each time a new block is added to the blockchain to reflect the change.
In this application anyone can create a voting poll and the poll will be added to a block. People
visiting the app will be able to see the polls and can cast a vote to the favorite candidate. And
people will get to choose a winner based on the amount of vote on candidate got. Becausethis
application is created using blockchain technology, everyone can trust this application and will
be satisfied with the result they get as the result will be unbiased. This application will be useful
to anyone who is willing to shere their opinion and is willing to compare popularity of different

persons.
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Glossary

Block

Blockchain

Decentralization

Think of a blockchain as consisting of a ledger that is
being constantly updated, and those changes synced
between any number of different nodes.

A digital ledger comprised of unchangeable, digitally
recorded data in packages called blocks. Each block is
‘chained’ to the next block using a cryptographic
signature. Ethereum is a public blockchain, open to the
world; its digital ledger is distributed, or synced, between
many nodes; these nodes arrive at consensus regarding
whether a transaction is valid before encrypting a number
of transactions into a block.

The transfer of authority and responsibility from a
centralized organization, government, or party to a

distributed network.
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Chapter 1

Introduction

1.1 Motivation

Voting is the process of making a choice by a particular person or a group of people in order
to elect. VVoting is a general right for people of many countries. People generally goes to a
voting poll to cast a vote for their favorite politician. Without proper voting process, there may
be chaos all over the country. So, the voting process must be as honest as possible. If a
government is willing to adopt to a voting app, the government must insure the protection of
data. If the data is stored centrally in a server the data can be altered easily which cannot be
trusted by the people of the country. But if blockchain is used to stored data, people can easily
trust the system because data in blockchain cannot be manipulated. Here, | have created a
sample voting application using blockchain which can be improved farther by releasing future
version of the application and new features can be added in the future. At present it is a simple
project where people will be able to create a voting poll and other user will be able to cast a
vote to decide the winner of the poll. In this process the voters can be ensured cleanliness of
the voting process and can cast vote peacefullyand will be able to accept the outcome without

any question.

Election integrity is not only necessary for democracies to function, but it also has a significant
impact on public voters' trust and sense of accountability. Political voting procedures are
crucial in this regard. From a governmental perspective, electronic voting technologies may
boost voter participation, boost voter trust, and rekindle interest in the electoral process.
Research has shown that using electronic voting systems can improve security. When deciding
whether to implement voting system based on blockchain, one must analyze why it is thought

to be preferable than a regular manual voting process.



Although it increases democracy's value and potency, but it is also anticipated to be a answer
to various critical issues, such as increasing election turnout, making voting easier for the
elderly and disabled, and improving accessibility to the polls. It is common knowledge that
operating electronic voting systems under rigorous security measures is important, particularly

when relying on the use of cutting-edge encryption technology.

A current solution to increase the propulsion of systems employed in several domains is
blockchain. Most important use of blockchain at first was to keep track of cryptocurrency
affairs. In contrast, new uses and applications have advanced in recent years. Recently,
electronic voting system based on blockchain has grown in importance as a solution to some
issues that might be related to e-voting. Due to the blockchain's immutability, which makes it
a distributed, decentralized, and decentralized ballot box, voting systems based on blockchain

have been proposed as the next initiation of contemporary electronic voting systems.

Electronic voting was initially suggested as a possibility to overcome the problems with manual
voting and guarantee accurate and impartial elections. The security of electronic voting systems
has been one of the areas that has been thoroughly addressed in the literature. Consequences of
malfunction, ballot secrecy, data integrity, transparency, reliability, voters without formal
education, requirement for professional security, IT skills, fraud-related issues, equipment

storage, and cost are some of the challenges that using electronic voting may bring up.



A current solution to increase the propulsion of systems employed in several domains is
blockchain. Most important use of blockchain at first was to keep track of cryptocurrency
affairs. In contrast, new uses and applications have evolved in recent years. Recently, electronic
voting system based on blockchain has grown in importance as a solution to some issues that
might be related to e-voting. Due to the blockchain's immutability, which makes it a distributed,
decentralized, and decentralized ballot box, voting system based on blockchain have been
proposed as the next evolution of voting systems based on electronic. Governments are
encouraged to embrace intelligent feasible voting systems and to incorporate continuity of
information into voting systems through blockchain technology. It makes certain that everyone
has accurate knowledge on sustainable assets. It's critical to note that while the electronic voting

system is increasingly using blockchain to increase security, a number of problems still exist.



1.2 Project Problem

To implement blockchain as the data storage system and as the backend feature of the project
is the most crucial aspect of the project. Without properly implementing blockchain the project

cannot be successful because it is the main feature of the application.

1.3 Aim and Objectives

There are many application out there which allows user to participate in a voting poll. However
those applications does not uses blockchain as the data storage system rather those applications
uses traditional database system which stores all the user data in a single place which can be
easily manipulated by the system admins. But in this application there will be use of the latest
blockchain technology and the data will be distributed in a network and no one will be able to

manipulate the data in this system. So, in summary the propositions are:

e The information should be stored in a blockchain database system and data should be

secured.

e Usersshould be able to create voting polls, choose a topic and add candidates according

to their choice.

e Users should be able to cast only one single vote for a particular voting poll.



1.4 Organization of the Report

The report is structured in the following manner:

Chapter 1: Describes the motivation, organization of the report structured, aims and

objective of my project work.

Chapter 2: Explains the functionalities of blockchain and process of how the blockchain

stores informations.

Chapter 3: This chapter explains the requirements of the project. Such as, User

requirements, System requirements and used platform and tools.

Chapter 4: In this chapter the analysis of the complete project is explained. The topics

include the front-end, the home page, the polling station and the new poll form.

Chapter 5: This chapter contains the details of implementing blockchain. How the smart

contract is created is explained in this chapter.

Chapter 6: The conclusion and future work possibilities is included in this chapter.



Chapter 2

Background Study

2.1 Blockchain Overview

Haber and Stornetta first put forth the idea of the blockchain in 1991. Designing a timestamp
to prevent tampering with digital documents was the major goal. First blockchain based system
is known to be developed by Satoshi Nakamoto in 2008. The idea of a blockchain can be
compared to an open, secure data book and distributed. So, the idea can be used not only to the
financial and cryptocurrency industries but also to a wide range of other fields where
transactions are involved. So, the idea is primarily regarded as a crucial part of industry
applications for the times to come. Although blockchain is well recognized in the
cryptocurrency industry, one could legitimately argue that its potential goes much beyond
virtual currency. Government agencies as well as private businesses have started experimenting

with blockchain.

Blockchain technology and distributed ledger development have sparked a number of projects
in a variety of industries. A blockchain is an increasing collection of records known as blocks
that are connected and secured by cryptography. Blockchains store data in blocks that are then
chained together, which sets them apart from traditional databases in this regard. As each new
piece of data arrives, a new block is created. The data is tied together in sequential order once

the block has been packed with data and is chained onto the block previous to it.
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Figure 1: Concepts of Blockchain

Blockchains are distributed, usually decentralized digital ledgers that are both tamper-resistant
and tamper-evident. At the most fundamental level, they allow a few users to keep track of
translations in a shared ledger so that, as long as the blockchain is performing normally, no

agreement can be changed after it has been published.

Figure 2 depicts a typical example of a blockchain. Data sets consists of a chain of data
packages, each of which includes some transactions, make up a blockchain. Each new block

joins to the blockchain, which handles as a broad record of all transactions.

The blockchain can justify blocks by using cryptographic techniques. Along with the
transactions, every block also contains a time-stamp, the cryptographic value of the block that
came before it (referred to as the "parent”), a random number used to verify the cryptographic

hash. This concept ensures the uprightness of the whole blockchain through the "genesis



block." Cryptographic hash values are unique and can be used to successfully identify fraud
because changes to a block in the chain would instantly affect the relative hash value. If the
most of nodes in the network agree via an agreement procedure that both the transactions in a

block and the block itself are authentic, the block can only be then added to the blockchain.

The distributed system mentioned above provides a lot of benefits. Unlike concentrated
systems, the blockchain network can still function although some nodes go down. Users have
more confidence because they don't have to assess any other network participants'
dependability. It is enough for users to have more faith in the system as a whole. The lack of

mediators also makes security easier.

| Hash of black 0

| Hash of block i-1 | Hash of block i | | Hash of block i+1 |

| Timestamp | | Nonce . —] | Timestamp |

Nonce | [+— | Timestamp | | Nonce | J&— | Timestamp | Nonce
|TX1I|TX2| |T)(n| |TX1| X2 | o |TXn| |TX1| TX2 | = | TXn |T)(1| ™2 | = | TXn
Genesis block Block i Block i+1 Block i+2

Figure 2: Example of a Blockchain



There are five main concepts of blockchain. Main concepts of blockchain are 1. Mining 2.

Consensus Protocol 3. Hash Cryptography 4. Immutable Ledger 5. Distributed P2P Network.

e Mining: The process of attaching new transactions to the chain, a sizable distributed
public ledger of past transactions, is called mining. Although other blockchain-based
technologies also use mining, the term is most commonly associated with bitcoin.

e Hash Cryptography: Any key or string of characters can be transformed into another
value by hashing. An arithmetical algorithm known as a cryptographic hash function
(CHF) changes data of any size into a bit array of a particular size.

e Consensus Protocol: The consensus protocol has some certain aims, including
outreach a consensus, collaborating, giving every node same privileges, and mandating
that every node participates in the consensus process.

e Immutable Ledger: A record that cannot be changed is called an immutable ledger.
Data security and evidence that the data has not been altered are necessities in the digital
age.

e Distributed P2P Network: P2P is a technology built on a fundamental idea.
Decentralization is another fundamental plan. Blockchain's P2P architecture enables
global cryptocurrency transfers without the use of intermediary, intermediaries, or

concentrated servers.
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(a) Centralized Network (b) Decentralized Network

Figure 3: Centralized and Distributed network architecture

Blockchain technology is built using distributed network architecture. The main differences

between distributed and centralized network system is described below:

Centralized Network: Systems with client/server based architecture that are concentrated are
those in which one or multiple customer nodes are associated to a concentrated server. This
kind of system, in which a client sends a request to a business server and then receives the

response, is commonly used in many organizations.

Decentralized Network: These other kinds of systems have been very popular lately, largely
as a result of the enormous hype surrounding Bitcoin. Numerous organizations are currently

looking for applications for these systems.

Each node can make its own decision in a decentralized network system. The concluding action
of the system is fixated by the sum of the conclusion taken by the single nodes. It should be

noted that more than one companies deal with the appeal.
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2.2 Blockchain Current Applications

Blockchain applications have started to be incorporated into several sectors' businesses.
Enterprises try to increase the transparency of their management and business processes in this
way. Blockchain is regarded as an enabler that can help with a number of security difficulties,
such as managing fraud and identity concerns. Financial firms can investigate their clients and
stop fraud using blockchain-based solutions. Although the majority of payment and banking
systems are suitable for blockchain use cases, there are other industries for which distributed

ledger technology can be put to use.

The reliable operations of logistics management and B2B commerce are the second field of
blockchain that is very useful. By encouraging consumer-manufacturer engagement, assisting
individuals in adopting more sustainable lifestyles, and assisting businesses in streamlining
resource and resource reutilization processes, blockchain is playing an increasingly important
role in sustainability. Supply chain management can benefit greatly from blockchain by
reducing challenges by assuring traceability, transparency, and security. Each transaction in
supply chain system is carried out on a common blockchain, and it does not require the
endorsement of a trustworthy center. Following the completion of the delivery phase, the
payments are made automatically. The blockchain may significantly contribute to improving
end-to-end tracking and product safety because the transactions are observed by the parties. As
a result, before the consumer buys the product, reliable information on process transitions can
be provided. Process visibility, integrity, quicker transactions, and disintermediation are major

advantages.

11



Blockchain can be used in different kinds of internet-based applications and smart services, in
addition to the possible advantages in the supply chain management and financial industries.
In addition to other industries, the energy sector has used blockchain technology. Projects for
organizing efficient charging schedules for electric vehicles and local energy trade are
suggested. The machines are capable of trading energy in accordance with the predefined
Internet of Things (10T) devices. The real-time data collected by IoT devices can be stored in

the blockchain chain. Big data analysis using it in real-time has begun.

Another industry that makes use of the blockchain is insurance. The current insurance industry
relies on relationships of trust, and it is assumed that in the future, blockchain will be able to
address the rare error or delay. Another industry that has the potential to benefit from
blockchain technology is the healthcare sector. In this industry, the blockchain serves as a
useful tool for enabling key collaborators like clinical researchers, healthcare providers,
patients, pharmacists and to gain secure, quick, and dependable access to electronic medical

records.

In the near future, it's feasible that blockchain integration can assist any industry that needs
strict security, dependability, and transparency standards, including cybersecurity,
transportation systems, cloud storage, real estate, agriculture traceability, and identity
management generally. Among other domains, e-voting systems stand out as a potential but

difficult field that could benefit from the incorporation of blockchain.
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2.2.1 Financial Service

Blockchain is used extensively for so-called cryptocurrency, or financial transactions.
Cryptocurrencies are now widely used as software systems. The currency of cryptocurrency is
distinct (coin). Mining is used for adding new block to the blockchain. Every node uses
blockchain to check to see if the coin is valid and has not already been consumed. More
participants come to an agreement before the agreement records are added to the blockchain.
Since mining requires a lot of resources, it is almost impossible for an striker to validate a bad

transaction. Each mined block is examined to determine whether it possesses a legitimate proof

of stake or proof of work.

Cryptocurreny  Year Hash Func-  Mining Method
tion
Bitcoin 2008 SHA-256 Find all possible nonce values
by computing proof of work
and other users agree and ver-
ify the proof.
Litecoin 2011 Scrypt Similar to Bitcoin (proof of
work)
Peercoin 2012 SHA-256d proof of work and proof of
stake
Primecoin 2013 Cunningham  proof of work
chain
Ripple 2014 EC  digital consensus system
signature
Ethereum 2014 Ethash proof of work
Permacoin 2014 Floating dig-  proof of retreivability
ital signature
Blackcoin 2014 Scrypt proof of stake
Auroracoin 2014 Scrypt proof of work
Darkcoin 2014 X11 proof of work
Namecoin 2015 SHA-256d proof of work

Table 1: The Current Existing Cryptocurrency System
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The typical steps in cryptocurrency are as follows: For a user who has a wallet, (i) a generated
address is accessible, and (ii) a private key is assigned to the wallet. It is employed to sign
transactions and demonstrate ownership, (iii) the payer uses the provided address to send coins
to the payee while signing them with the remunerator’s private key, and (iv) the transaction is
validated through the mining process. Eleven cryptocurrency systems, including Peercoin,
Litecoin, Bitcoin, Primecoin, Ripple, Auroracoin, Permacoin, Ethereum, Blackcoin, Namecoin
and Darkcoin are covered. The previously mentioned cryptocurrency systems aresummarized

in Table 1 which is displayed in the order in which events occurred.
2.2.2 Healthcare

There are significant interoperability problems in the current healthcare systems, which can be
solved by blockchain. It can be applied as a standard that enables stakeholders, such as
healthcare organizations, researchers in the field of medicine, etc., to securely share electronic
health records (EHR). The ability to share EHR allows us to enhance recommendations for

doctors, for example, which are displayed in chronological order of occurrence.

Nevertheless, managing healthcare data—such as, collecting, storing, and inspecting it—is a
difficult task, mainly when privacy matters are involved. We shouldn’t sharehealthcare issues

with others because they could misuse it fraudulently by hackers or other bad actors.

A blockchain based healthcare data gateway (HDG) platform is suggested by as a solution to
these problems. It is a smartphone app that makes it simple to manage and regulate data
sharing. Users of the proposed system can process patient data without jeopardizing patient
privacy. Additionally, the data is stored in a private blockchain cloud, guaranteeing that no one,

including doctors and patients, will be able to change it.
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The focus of the work is on designing MedRec, a new system to prioritize patient agency.
Blockchain is a distributed ledger protocol that makes use of public key cryptography. On each
node in the network, there is a distribution of the blockchain replicas. Similar to earlier work,
the use of blockchain technology as an access control enables the automation and tracking of
specific tasks, such as the addition of new records and the modification of viewership rights.

Furthermore, intelligent representations of EHR are created and stored in each individual node.

Study Year Hash Function = Mining Method
HDG [29] 2016 NA NA

MedRec [30] 2016 Ethash proof of work
PSN [31] 2016 NA NA

BBDS [32] 2017 SHA-256 proof of work

Table 2: Blockchains for Healthcare

Subsequently, we are able to share medical data obtained by medical sensors thanks to the
application of pervasive social network (PSN). The authentication protocol between mobile
devices and medical sensors in wireless body area networks (WBAN) and the EHR data sharing
using blockchain in PSN area are the two main security protocols that make up PSN-based
healthcare systems. Each PSN node is in charge of producing and broadcasting medical data
transactions, including node addresses and data from medical sensors. On the other hand, the

miners are in charge of transaction validation and new block creation.
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Finally, an access control mechanism based on a blockchain includes processes for
identification, authentication, and authorization. It confirms a condition of responsibility where
user entry can be followed for a specific action. After authenticating their identification and
cryptographic keys, the system enables users to access EHR from shared data pools using
blockchain. Identity-built authentication is used to achieve user authentication. Additionally, a
powerful lightweight block format is suggested to improve the way blockchain is being used
right now. Table Il contrasts the relevant research on using blockchain technology in the

healthcare industry.
2.2.3 Business and Industry

The development of the Internet of Things (IoT) has many facilities, including enabling a
connection between physical objects and people. This inspires authors to suggest an e-business
architecture designed specifically for an 0T environment. Distributed autonomous corporation
(DAC), a company that provides transaction services without human involvement, is used for
this purpose. The main component of the proposed system is a transaction mode in which peer-
to-peer transactions are carried out automatically. loTcoin and Bitcoin are used as the system's

exchange certificate and currency, respectively.

Authors have been drawn to create a trustworthy payment system based on Bitcoin by the so-
called edge computing or fog computing extension of the cloud. Fog computing can be thought
of as a vast, all-encompassing, and distributed system that handles any computing tasks. The
system was developed to be better than the current electronic cash system, which requires a
bank or another reputable institution to create payment tokens. By using Bitcoin-based
payments, fog users can send money directly to fog nodes without a middleman. The authors
contend that regardless of whether the outsourcers are malicious or not, the proposed system

can assure payment for any tasks completed by truthful workers.
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2.2.4 Society Applications

Lending unconventionally: The next generation network system known as Smart Contract is
meant to address credit issues, have the power to dismantle conventional borrowing
arrangements. In a traditional lending arrangement, the lender lends money and also takes risks,
which also results in the mortgage of goods and high loan interest, the value of which is
frequently greater than the loan quantity. Borrowers can use virtual assets as collateral with
smart contracts to avoid discounts on tangible goods as well as to lower the cost of credit. No
need to provide the lender with extensive documentation, a work history, or your credit history.

For everyone to use, the property is encoded on the blockchain.

Car/Smartphone: For instance, a car with an anti-theft device can be activated by clicking the
right button on the key. You must enter the right password in order for the smartphone to
function. To protect ownership, they are all ready to carry out using encryption technology.
The drawback of the original form of intelligent property is that it cannot be easily copied or
transferred because the key is kept in a physical container. By enabling blockchain miners to

replace and copy lost protocols, the blockchain ledger finds a solution to this issue.

Blockchain Music: Music publishers have struggled with copyright issues throughout the
record and digital music eras. By using a blockchain and smart contract to build a traceable
music copyright database, this issue can be resolved. Additionally, you can even transfer
money in real time as user behavior changes to both the copyright holder and the musician.

Music lovers can make payments with digital currency.

Blockchain Government: Democrats and Republicans questioned the integrity of the 2016
U.S. election's voting process. Each person can view their vote as well as the overall statistical
process thanks to the blockchain and smart contracts. The process of verifying the flow of funds

also consumes a sizeable portion of the annual government budget, but blockchaintechnology

17



can greatly streamline it. By offering a platform for businesses, foundations, governmental
organizations, and private citizens, blockchain can be self-managed. Through blockchain,

individuals can make sure their wishes are carried out.

2.2.5 Other Implementations

This section discusses how blockchain technology is currently being used in a variety of fields,
including WiFi authentication, 10T security, right management systems, reputation systems,

and systems for distributing digital content.

BRIGHT is a decentralized right management system that uses blockchain technology to
completely depart from the conventional method, which frequently takes into account a central
third party. The proposed system enables us to reduce user service fees and is anticipated to
have a robust mechanism against attack. A reputation system also has a lot of potential for
measuring how much the community values our trust. Our previous interactions and
transactions in this network, or e-commerce website, are used to calculate it. The main
problems with the current reputation system, namely freeloaders, can be resolved by

incorporating blockchain into it.

An alternative payment system derived from Bitcoin, Bitcoin 2.0, is the foundation of a new
WiFi authentication protocol. Prior to receiving their Auth-Coins, users must first install the
Auth-Wallet application. Tokens are interchanged for authentication between access points and
users. Finally, describes the use of blockchain for home security. A local and private
blockchain is used to provide secure access control to the IoT devices. The blockchain
generates an unchangeable time-ordered of transactions in addition to enabling a simple
security mechanism for smart home devices. Additionally, a device that centrally manages

smart home transactions is referred to as a "smart home miner."
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2.3 Block

There are multiple blocks in each blockchain and it has three basic elements. The three elements
are, Data, the block hash value and the hash of the previous block. Hash value is always a
unique value which identifies one block. The previous hash indicates the previous block and

the hash of the block is the identification of that block.

Data
Hash of current block

Hash of previous block |

Figure 3: A Block

Transactions and a transaction counter make up the block body. The transaction counter
denotes the number of transactions that came before, and transactions is a list of all the block's
recorded transactions. Depending on the size of each transaction and the block size, a block
can contain a maximum number of transactions. The authenticity of transitions are verified by
blockchain using an asymmetric cryptography mechanism. Digital signatures based on

asymmetric cryptography are used in unreliable environments, like the blockchain network.
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2.4 Blockchain Formation

Each block can point to the block before, which means the third block is taking a reference to
the second one and second block is taking a reference to the first one. And this is how a
blockchain is created. The key element that makes blockchain immutable is cryptographic
hashes, which is why blockchain is immutable.

A series of blocks makes up the blockchain that act as a public ledger-like database for all
transactions. These blocks are connected to one another by a reference hash that is a part of the
parent block, the block that came before. The genesis block, which has no parent blocks, is

referred to as the initial block. The block header and block body make up a block.

BLOCK 1 BLOCK 2 BLOCK 3

. S

é é

Hash: 6U9P2 Hash: 8Y5C9 Hash: 9L4Z1
Previous hash: \ Previous hash: \ Previous hash:
00000 6U9P2 8Y5C9

Figure 4: Architecture of Blockchain
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2.5 Smart Contract

The development of blockchain technology in recent years is also consistent with other ideas
put out in literature. One of such ideas is the smart contract, which combines human interfaces
and computer protocols to carry out a contract's terms. Since Smart Contracts can be used more
readily by utilizing blockchains compared to the technology available at the time of their
invention, they are growing in popularity as a result of the blockchain. Depending on
predetermined factors, this novel approach might, for instance, replace banks and lawyers who
have been involved in asset deal contracts (Fairfield 2014). The ownership of properties can
also be managed with the help of smart contracts. These assets may be tangible (like homes or
cars) or intangible (like shares or access rights).

Even now, the financial sector is speculating about how much of their current business the
blockchain might displace. The payment procedure serves as an example of this. When
consumers purchase items today using a credit card, the settlement takes place after a few days.
With the use of the blockchain, this postponed settlement would be unnecessary because

payments could be made instantly by updating the ledger.
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Smart contracts are self-executing agreements between peers that include the terms and
conditions of the agreement. They are merely programs based on blockchain that are set to
execute when certain conditions are met. They are frequently used to automate the

implementation of an arrangement so that all groups can be sure of the result at that moment.

Matching of buyer
and seller

_— B —

Bob wants to sell John wants to buy
his house i the house

Smart contract
receives assets

Smart contract
distributes assets

L

Automation of clearing
and settlement

nE
® -
Digitisation of currency ]_

Land Deed is Undisputed

digitised t ownership

Figure 5: Application of Smart Contract
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Chapter 3

Requirement Analysis

This is a user friendly application and this application can be used by users with minimum
technical knowledge. There are certain requirements to use this application and to create an

account, creating a voting poll and casting a vote.

3.1 User Requirement

To use this application, the user needs to do the following:

¢+ User needs to create an account to register in this application. Unauthorized access in

not allowed in this application.

R/
A X4

After creating an account user will have to login to this application by providing valid

information such as: User Name or Email Address and Password.

% In the home page the user will be able to find existing voting polls where the user can

cast a vote or the user will have to create his own voting poll.

3.2 System Requirement

To use this application, the system needs to do the following:
¢+ User should have a working laptop or desktop computer.
¢+ There should be any type of browser installed in the computer.

«» There should be stable internet connection.
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3.3 Used Platform/Tools

Programming Language: Typescript

IDE: Visual Studio Code

Libraries: React, Near Blockchain

R/
A X4

Front-End: For the user interface of the application latest version of React library with
typescript is used. React is a popular JavaScript library which is library for creating
user interfaces. Typescript in built on JavaScript which is a strongly typed programming

language. The user interface is user friendly and well responsive.

Back-End: The back-end is built with a blockchain protocol called NEAR blockchain.
The NEAR protocol serves as the secure, scalable foundation for a new kind of
decentralized applications. It is also built to be especially easy for developers to use.

Hundreds of projects are already built on NEAR blockchain.
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Chapter 4

Project Analysis

Voting is a sensitive matter and it must be secured system otherwise people may change data
and it will cause problems and will provide biased result of voting. But blockchain is secured
and people will trust the voting system if it is built using blockchain. Once a block is added to
a blockchain, it is almost impossible to change the data of the block. So, blockchain can be a

solution to the secured voting system.

4.1 The Front-End

With react, react router is also used in this application. There are three main routes/pages in
this application. The pages are home page, create new poll and polling station. In react, these
pages are called components. These components are stored in components folder of the
application. The routes of these components are added with the navigation buttons so that the

users can navigate through the application.
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4.2 The Home Page

Main part of the home page of the application is the table of content. In the table there are three
main columns. The first column is for the serial number. The second column displays the list

of polls and the third column contains a button which leads to the details page of the voting

poll. There can be multiple voting polls listed on the home page.

# List of Polls Go to Poll
1 Who would win in Smash bros? Go to Poll
2 Who is the better actor? Go to Poll

Figure 6: The Home Page
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4.3 The Polling Station

In the polling station there is one row with three columns. On the first column there is a picture
of the first candidate, there is a button for voting the first candidate and there is a field
containing the amount of vote the first candidate got. In the second column there is the text
which explains in which basis the candidates are being compared. The third column is similar

to the first column. There is a picture of the second candidate, a voting button for the second

candidate and there is a text field which displays the amount of vote the second candidate got.

5 ¢
R y
) -
Who would win in smash?

Figure 7: The Polling Station
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4.4 The New Poll Form

There are multiple fields in the new poll form. The first field is for declaring the candidates
name, the second field is for adding the first candidate image URL. The third field is for
declaring the second candidates name and the forth field is for the image URL of the second
candidate. The last field is the most important field which declares the topic based on which

the candidates are being compared.

Candidiate 1 Name

Enter Candidate Name @

Candidate 1Image URL

enter Image URL

Candidiate 2 Name

Enter Candidate Name

Candidate 2 Image URL

enter Image URL

Prompt

Add Prompt

Figure 8: Poll Form
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Chapter 5

Implementing Blockchain

After completing the user interfaces the back-end is being created which is the most important
aspect of the application. In this project the back-end and the database is in bliockchain. This

was the most challenging part of the application.

5.1 The Smart Contract

Simply put, blockchain based smart contracts are programs that are used when definite
formulas are met. They are typically used to automate the execution of an agreement so that all
groups can be sure of the outcome at that moment, without any additional or intermediary time.
In the application the smart contract is written inside the assembly folder inside the index.ts
file. There are two different types of methods in the smart contract. They are the view methods
and change methods. The view methods does not change the state of the blockchain. It pulls
and reads information from blockchain. And the change methods changes the state of the

blockchain. The change methods adds or modifies the blockchain.
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The first change method is addUrl method which adds the URL of pictures of the candidates
to the blockchain. The addCandidatePair method binds both the candidates together. The
addVote method adds vote to the selected candidate. The recordUser method will record the
user credentials to the blockchain. The addToPromptArray will add a new comparison text to

the blockchain.

rt function addUrl(name:string, url:string):v
CandidateURL.set(name,url);

logging.log('added url for "+ name);

rt function addCandidatePair(prompt:string,namel:string,name2:string):void{

CandidatePair.set(prompt, [namel,name2])

rt function addToPromptArray(prompt:string):void{

logging.log('added to prompt array’)

if(PromptArray.contains("AllArrays™)){
logging.log('add addition to prompt array’)
let tempArray=PromptArray.getSome("AllArrays™)
tempArray.push(prompt)
PromptArray.set("AllArrays”,tempArray);

Yelse{

PromptArray.set("AllArrays”, [prompt])

rt function clearPromptArray():void{
logging.log('clearing prompt array’);
PromptArray.delete("AllArrays™)

Figure 9: Example of Change Method
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t function getUrl(name:string):string{
(CandidateURL.contains(name)}{

urn CandidateURL.getSome({name)

logging.log{ can't find that user™)

return

logging.log( 'prompt not found®)

return false

t function getAllPrompts{):stri

if(PromptArray.contains{ " AllArrays")){

return PromptArray.getSome("AllArrays™)

2] sef
15eq

1
¥
logging.log{ "'no prompts found');

return []

Figure 10: Example of View Methods

The getUrl get method will get the pictures of the candidates from the blockchain. The

didParticipate get method will get the information of the user participation to the voting poll.
If the user has casted a vote already this method will not allow the user to caste a vote again.
The getAllPrompt method will get all the voting polls as a list to display it on the home page.

The get vote method will display the amount of vote each candidate got.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

In this project | have implemented blockchain for voting system. The project offers users some
interesting functions. Such as, creating a voting poll according to that persons will. The user
can create a poll on any subject, comparing two different persons or two different topics or
ideas. The user can trust fully on the result of the poll as this application uses blockchain and
it is impossible to corrupt the data.

In this work, | presented an electronic voting system based on blockchain that protects voters'
privacy while enabling secure and affordable elections. I have demonstrated how using
blockchain technology opens up new ways to get over electronic voting systems' disadvantages
and assumption difficulties, ensuring election integrity and security and laying the
preliminaries for transparency. Utilizing every feature of the smart contract to lighten the strain
on the blockchain, it is possible to transfer hundreds of transactions onto it per second. Greater

throughput of transactions per second might require some additional steps for larger countries.
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6.2 Future Work

Although this application provides basic functionalities of voting system but the system can be
improved. There are many additional features can be added to this application. One such feature
can be, comparing between more than two competitors. There can be many contenders for a
single position. And also many more features can be added based on user preferences. Also
some more changes may be required after the system goes through testing process. Also some
optimizations may be required in order to adjust pressure of many user casting votes at the

same time.
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Appendix A.

While developing this project | faced some problems with implementing blockchain. | needed
to do some intensive research on how to implement blockchain. Also there are many IDEs
available to write the application. After doing some research | chose to use Visual Studio Code

as my IDE among many alternatives.
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