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Abstract

Bangladesh is a fast developing country and aims to enter the list of developed
countries by 2030. With that aim, there are remarkable technological advancements
taking place in all sectors, but information technology in the medical sector is really
lagging behind. In this new era of technology, the healthcare system needs to keep
up with the constantly changing world. Our existing medical sector is still keeping
important and confidential medical records in hard copies, which sometimes is a
big hassle for both doctors as well as patients. The people are still indifferent
about the confidentiality of their personal data. So, we want to propose an efficient
model of Electronic Health Records (EHR), especially for Bangladesh using the
concept of a web farm consisting two separate private and public cloud servers,
with secured authentication features like kerberos, OTP authorization system, AES
encryption, user friendly UI, and cost effective measures. Already, a few models
of EHR are implemented around the world, and some others are being proposed
too. However, most of them are not applicable to the Bangladeshi scenario because
of unfriendly environments such as lack of awareness, slow internet speed, lack of
technical knowledge of the people, and the scope of corruption. The model proposed
here is able to overcome those deficiencies to meet the requirements that accept the
challenges and adapt to the environment of this country.

Keywords: Data Security, Authentication, EHR, AES, Encryption, Decryption,
Cloud server, Authorization, Web Farm.
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Chapter 1

Introduction

We live in a fast-growing era of information technology which is keeping its effect
on every aspect of our lives. It is changing the way we live or the way we do our
jobs. Behind all these, the Internet is the backbone of this revolution. The world
is already enjoying the 5G network, and projects like Starlink are a matter of time
[1][2]. The efficiency and portability of digital data storage have already inspired
people to keep data in soft copies rather than in hard copies. Nowadays cloud-based
storage is becoming more popular due to its security features and availability of
high-speed internet.

Developing Countries are also keeping pace with the evolving world of information
technology. Bangladesh can be a good example of that. The government is already
shifting many important and crucial official works into online platforms such as
e-passport, voting registration, online admission, job application, official meetings,
etc. However, the healthcare sector still follows the traditional way to keep data
and is yet to be introduced with digital data-keeping. The people of this country
still do not understand the importance of keeping their personal health information
private. Whereas, healthcare data is a very lucrative target for cybercriminals nowa-
days. There were previous studies that showed strategies for e-health facilities in
Bangladesh [3]. Health is a major key for development. To improve the quality and
access to healthcare, developed countries have put together ICT-based systems like
EHR, EMR, etc. for patients and healthcare professionals. The efficiency of EHR
in the healthcare system has already been proven before in previous studies [4]. For
example, no one will be able to access health records without patients’ permission,
patients will not need to carry or preserve their medical records on paper anymore,
there will be no loss of data, in case of emergencies doctors can access patients’
previous health records easily, etc.

EHR (Electronic Health Records) is a way to keep medical or health-related data
in a secured digital data storage system privately. Every authorized user can keep
their medical data on the system and can access it whenever and wherever needed.
EHR can contain a patient’s sensitive data such as treatment history, diagnoses
report, important dates, list of medications, etc. The data in EHR can be stored
in various ways, but a cloud server is the best possible way to keep data secured.
Cloud storage is a cloud computing service where data can be kept and different
operations can be done using the internet. With “anytime, anywhere” data access,



agility, global scalability, and durability are achieved [5] in the cloud. The concept
of a web farm with multiple cloud servers may increase these abilities to a further
extent. To upload, download and manage the data in the EHR safely, concepts of
information security are used. Information security is the set of practices applied to
secure data from unauthorized access. To take the healthcare data to a secure state,
encryption and decryption are used. With the help of authorization techniques,
specified access control is also performed in an EHR.

Successful implementation of a relevant EHR model for Bangladesh will take the
healthcare system of the country to another level while keeping all the healthcare
data safe and private.

1.1 Motivation

Bangladesh has more than 163 million people at present [6]. This is a high den-
sity of population for Bangladesh. This higher density of population needs a higher
need for medical attention. The right to personal privacy should be reserved too.
Whenever people go to the doctor or hospital or any diagnosis center, they get a
huge number of reports or prescriptions. This creates a long unorganized paper trail
which is not always easy to keep track of. Moreover, we see representatives of differ-
ent pharmaceutical companies standing near the hospitals who stop the patients and
take snaps of their prescriptions [7]. This is a serious violation of privacy protection
which the patients are not even aware of. An EHR can bring an end to this problem.

Currently, reports on healthcare data breaches are increasing at an alarming rate.
There were almost 600 healthcare data breaches in 2020 which is a huge spike of
almost 55% from 2019 [8]. A graphical figure of this is shown in figure 1.1.
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Figure 1.1: Reported data breaches over year



In other industries, data breaches may cost loss of money or personal information
but in the healthcare sector, the impact can be far more devastating. Sensitive in-
formation should not be leaked or lost at any cost from a system. So, to protect the
data from any illegal access, our model consists of proper authentication as well as
an encryption and decryption system in the EHR.

As the health sector maintains many personal and sensitive data which is huge
in size and also increases every day with the increasing number of patients, this
sector needs easily scalable storage. It has to be a storage system that can be ac-
cessed anytime and from anywhere without compromising privacy. To prevent data
redundancy, data should not be duplicated in the directory. Moreover, the storage
system needs to be ready to accept plenty of traffic at the same time without any
kind of interruptions. We will try to meet all these requirements with an easy and
cost-effective solution.

1.2 Research Problem

For smooth healthcare services and proper security of patient data, Bangladesh must
implement an EHR countrywide like the developed nations. However, the systems
existing in developed countries are not very suitable for a developing country like
Bangladesh. There are certain challenges in our country which the developed coun-
tries do not face usually. Also, the developed countries have some advantages over
us. So, the existing system needs some modifications and add-ons to be implemented
successfully in Bangladesh.

Bangladesh has a huge population and the healthcare providers have to deal with
way more patients. The current doctor-patient ratio in Bangladesh is only 5.26 per
10,000 population and according to the WHO, Bangladesh ranks second last among
the South Asian countries in this matter [9]. So the system must be able to cope up
with this huge load. Every day the pathologists have to create plenty of patients’
reports and doctors need to check them. Hence, the uploading and fetching of the
reports should be as fast as possible.

Bangladesh has a literacy rate of 74.7% which is much lower than developed countries
and the population is not well introduced to technologies [6]. As the EHR system is
an advanced technological implementation, most of the people of this country will
find it difficult and will be discouraged to use it. So, to take full advantage of this
system we need an EHR that will be very user-friendly and the process must be
easy to understand.

In our country, especially in rural areas, the internet speed is not so satisfactory,
and there is also a huge problem of load shedding. These kinds of problems are seen
only in developing countries. Any EHR system will be useless without the internet
or electricity. That is why the EHR system must come up with some solutions to
these problems.



There might be a tendency of manipulating or corrupting the data in EHR for
personal benefits or wrongful acts. For this reason, the system must not be vulner-
able to data manipulation and corruption. It has to be designed in such a way so
that the users have specific and limited access according to their roles.

Bangladesh recently has acquired lower-middle-income status [10]. The govern-
ment has already taken on a lot of megaprojects. As the country is still struggling
with economical and financial problems, the implementation of EHR must be cost-
efficient. So, all the unnecessary expenses should be trimmed from the model so
that it becomes a feasible solution for Bangladesh.

Keeping all these in mind, we want to propose an EHR model which will address
all these conditions and provide suitable solutions in terms of Bangladesh. Further-
more, we will also develop a system where we will implement our proposed system
to some extent and observe the outcomes through multiple testing methods.

1.3 Research objective

This research aims to develop an initial full-fledged secured EHR platform for
Bangladesh to develop its medical sector in information technology. A nationwide
EHR will be used by several medical professionals, hospitals, patients, etc. Finding
out what kind of data should be in the EHR is necessary. In addition, which data
should be editable and which are not, who will have access to edit those data, and
who will not should be defined. For how long access permission should be granted
has to be decided. To make it available on all platforms, a suitable cloud type and
service has to be selected. Then the cloud storage has to be unified with an authen-
tication server which will be responsible for authentication and authorization of the
users. Securing data over the cloud is quite important as there will be many per-
sonal data of the patient and doctor. So, the system will need a suitable encryption
method to secure the data. In this case, deciding which data to be encrypted and
which not to be is a crucial factor. There will be a huge amount of data going in and
out of the cloud server at a time. During this data transaction, the system will run
its encryption or decryption. Finding out an efficient way to do this is important
so that the delay for data transactions is not noteworthy. Lastly, while deciding
the mechanism and features, cost-effectiveness must be considered. Therefore, the
objectives of this research are,

1. To deeply understand EHR, and what Bangladesh needs from this.

2. To analyze a patient and a doctor’s needs from the EHR.

3. To make the EHR sufficiently secured and the information confidential in it.
4. To deeply understand the cloud and what type of cloud to use in the system.

5. To develop a multi level authentication system.



6. To implement an authorization technique.

7. To deeply understand which algorithm to use to encrypt and decrypt the data.
8. To fetch the data from the cloud efficiently.

9. To assess the model.

10. Discuss required updates after the initial model.

1.4 Thesis Orientation

The rest of the chapters in the paper are organized as follows. Chapter 2 contains
a discussion on some works closely related to this research. Chapter 3 consists of
all the background knowledge and theories that have been used in this thesis. After
that, chapter 4 describes the proposed architecture of the model and methodology.
Chapter 5 is a thorough description of the development procedure of ‘Medicare’
through which the model is implemented. It also shows various security testing
and performance evaluations on the web application as well as the limitations and
challenges of this work. Finally, chapters 6 contains conclusions and further plans
respectively.



Chapter 2

Literature Review

There are many previous relevant works in the field of secure EHR. The goal of this
part is to critically review these works. Different structures of EHR using differ-
ent encryption or authentication systems are discussed or proposed in these works.
Analysis of different approaches and structures taken by other articles on cloud stor-
age or data security used in EHR are described here.

In an article [11], Khan et al. (2012) described the hopes and fears of implementing
an EHR in Bangladesh. They did a qualitative study on two Bangladeshi hospitals.
One of the hospitals already uses an EHR of some length. On the other hand, the
other hospital is yet to be implementing one. They used the UTAUT model to
guide their data. They interviewed five men and five women physicians based on
the UTAUT model. Most interviewees seemed to expect EHR systems to be time
saving, convenient, efficient and productive and thought using EHR systems may
have a positive impact on the professional decision making as they could get better
information about patients’ medical backgrounds. Most of the interviewees stated
that they would use an EHR if it was mandatory. Where young medical personnel
are open to go into technology, some fear that the older personnel have fear of get-
ting into new technology. They seem to have reliability and trust issues regarding
completely switching to an automated system and having no manual record at all.
They also seem to think new technology will be less productive with older physi-
cians. Some consider manual data over anything.

EHR systems can be used by people in various stages. It is not only for doctors
and patients. In an article [12], Schabetsberger et al. (2005) showed that there are
different kinds of users in the EHR. For example, patients, medical professionals,
pharmacies, researchers, health insurance agencies etc. All these different users must
have different kinds of expectations from the system. The author said that a pa-
tient would want to access their basic medical records with a basic description of the
medical terms but medical professionals would like to get their patient’s descriptive
medical history. Whereas, the pharmacy would only need to access the patient’s
prescription.

In another article [13], Mahmood et al. (2017) proposed a PHR or personal health
record system which is divided into 2 parts - the personal domain (PSDs) and the
public domain (PUDs). In PSDs, the owners assign access for personal users and



encrypt a PHR file with its data attributes. Multi-authority based weighted at-
tribute encryption scheme is used in this domain. Here, the PHR domain defines
a public space of data attributes shared via every PSDs, such as personal details,
health profile, etc. On the other hand, the PUDs include professional users such
as doctors, nurses, medical researchers, etc. To ensure security, Attributed-based
access control for the Multi authority model is implemented in this domain. The
construction of the access control model consists of: initialization of system, key
generation, encryption and decryption. Here, The author claims that their system
provides privacy such that the cloud service providers or other unauthorized persons
could not trespass the sensitive medical documents, and the patients can assign fine
grained access control to maintain control over access to their PHRs. Furthermore,
he claims the proposed system to be collusion resistant and secured in a multi owner
environment. He adds, In the Multi-Authority Based Weighted Attribute Encryp-
tion Scheme, each user is assigned a unique and randomly generated identifier by
the central authority. So, different users with different IDs never collude together by
joining their attributes and decrypting the ciphertext. In the performance analysis,
it is seen that encryption and decryption time increases with the increasing number
of authorities.

As a developing country, focusing on the cost of developing an EHR is necessary.
In a research work [14], Ogbodo, et. al. (2020) proposes an EHR model with a
SaaS application hosted in the cloud. They unified an authentication server that is
responsible for the authentication and authorization of the users. PC-CBEHR sys-
tem is used to see if a user is authorized or not. To make the best use of the CPU,
they used virtualization techniques so that it can create multiple virtual systems in
a physical system. The model used Unified Network Interface Middleware (UNIM)
for communication among the computers on that server. Mysql is used to manage,
write and read the data on this system. The system is made using PHP scripting
language and medical stuff, doctors and authorized people can view or print infor-
mation from the system.

Data security is a very important issue to focus on in EHR as there will be many
personal data of patients and doctors. A research work [15], Ahmed et al. (2018)
proposed a system where sensitive personal health record data is mapped to a ma-
chine key as well as a secret key to access data for the third parties. These keys will
be monitored and controlled by the service providers. According to the research [15],
this ciphertext based security system brings a more secure and privacy protected
system that makes it more reliable to the user. Search string and searching data
would be more efficient. In the implementation part, data owners would have to
register and login to save their data on the cloud platform. In this proposed system,
the owner has the option to delete data at any time and can verify if the data is
attacked by any attacker or not. There will also be a trapdoor where all the requests
processed by the user will be shown in the generated trapdoor.

In an article [16], the author Zhang shows an EHR model by adding a secure energy-
saving communication scheme and encryption algorithm to the traditional medical
cloud model. This model integrates low-overhead communication establishment
schemes with high security encryption algorithms. Secondly, he proposes a commu-



nication authentication algorithm ‘MedGreen’ based on elliptic curve and bilinear
pair, where the two communication parties can complete the key establishment and
identity authentication only after one communication. This scheme combines the
two stages of key calculation and identity authentication, and improves the key
authentication method. The author claims this system can balance the resource
overhead of the key center and the user and also can resist the Man-in-the-middle
attack effectively. Thirdly, Zhang presents a secure data storage algorithm ‘MedSe-
crecy’ based on Huffman compression and RC4. MedSecrecy enhances the random-
ness of the key stream and the confidentiality of the algorithm while maintaining
the encryption efficiency of RC4. Moreover, keeping the large amounts of medical
data and high repetition rate in mind, they have combined Huffman compression
algorithms in MedSecrecy to reduce the ciphertext size. Author also shows how the
system is secured, energy-saving and highly efficient for EHR which is validated by
comprehensive analysis and extensive simulations.

Intel report [17] stated that EHR server databases are implemented with the way
of using Intersystem cache and are very much increasingly systematized to be pro-
tected on a confidential basis in terms of sensitive healthcare data. The structure of
intelligent AES by intel implements overall encryption and decryption very swiftly
by reducing the associated processing time. The existence of advanced processing
power given by the seven sets of instructions with four of these completing the core
algorithm of AES, the system is swift than any other encryption system used pre-
viously and these are often configured and classified as High Performance Database
to power a large scale EHR. Mapping and preservation of the encryption system
creates a secure data hub with a probable cache system of data storage. As AES
even has scope to work with block level of encryption, this ensures that the fixed
initialization is done over large blocks. This makes the execution time less than the
overall designed systems which were used in early days. The performance testing of
AES in similar machines of existing DES and other encryption methods showed that
AES took down the other competitors in terms of execution time, response time,
data safety, data volume and possible blockage against any kind of threat attack.

In a research (18], Young, yang 2019 mentioned that a selective data analysis and
encryption technique based on AES can solve the security and efficiency issues of
electronic health record in both macro and micro level. In micro level the personal
level of information and in macro level, the organizational level of information are
protected with byte based symmetric block ciphers. The AES system with higher
standard of security than the DES, 2DES and 3DES has played a crucial role in for-
mulating the international standard as a de facto system for encryption. The total
four operations : substitute bytes, shift rows, mixcolumns, and add round key ensure
a properly managed swift, safe and secured data encryption system is ensured. The
overall scope of working with AES depends on the necessity, safe and required level
of accuracy of data for preservation into information and keeping them away from
the breach of any kind of attack. The overall numbers of crypt analytical attacks
on AES were never found to be existing but there were some possible probability
of side attacks. From the utilization of permutations substitution based algorithm
design, it was possible to build information safety by a very effective encryption
system with faster check of information relevance and data query.



In another research, Hamdani in his Ph.D research paper [19], has discussed the
development of cryptography based access control for healthcare record and web
systems. He noted that while data is being stored on a large scale to generate infor-
mation, there is a possible scope of losing data or getting changed data by threats
and attacks. Therefore, any kind of cryptographic algorithm can make the systems
less vulnerable and we’ll be protected against such attacks. But the server or web
design can be slower if the executing techniques of the encryptions are not speedy.
By the permutations substitution based AES with byte based execution and overall
faster design structure AES can work upto 256 bits which is much higher than the
56 bits in DES. The faster execution has solved the problem of time consumption
to analyze the data but the security issue is the most important aspect to consider
while constructing any data or information encryption system. Here, by using ag-
gregate security technique, AES has totally covered the lackings left behind by the
early created encryption systems. Such diverse and intense working chronology has
made AES the prime of all the encryption systems techniques. In the last part of
the analysis it was mentioned that the execution of the proper security systems are
done by AES in both theoretical and practical ways. AES was tested in all the
existing works built with the other systems and every time AES generated the best
outcome and this implies that there was no other best option than AES to create
EHR systems as the system can store sensitive and confidential data where security
is the biggest concern.

The research papers discussed have proposed different approaches to form an EHR
efficiently and securely. Some of them have used multiple authentication algorithms
and methods of data security. One of the papers has introduced totally new al-
gorithms and methods for their model. Mostly the works are security centric and
focused on efficiency of storages. However, there is no discussion on management
of big size data shown, such as MRI, USG, CT Scan reports which includes a set
of many high resolution pictures. The big size data should be compressed or kept
in a way so that data encryption-decryption and storing becomes efficient while
maintaining the quality and privacy of the data. Though the research works are
technologically very advanced and contain many features, there is no mention about
whether the interface is user friendly or not. A population which is not well intro-
duced to technologies cannot benefit from EHR if it is not easily understandable.
Again, none of the researchers have considered load shedding and internet connec-
tivity error problems in their works. If load shedding or connectivity error occurs
during data transaction or authentication process, their whole EHR model will be
interrupted. So, the EHR should have a back-up plan to hold and protect the data
for a time being and resume the process when connectivity restores. This will pre-
vent data corruption, data loss, data redundancy, data piracy and also will protect
the data from attacks during load shedding and internet unavailability. The core
of AES systems is very fast, secured and protected in both online and offline mode
of data storage. The AES designed web model can ensure the maximum layer of
safety by triggering the four operations that backup the AES system with the overall
permutations substitution possible within the data and data nodes. Therefore, in
developing a proper web based EHR system, the framework of AES can very easily
come into action by devoting a fast and secured data server.



Chapter 3

Background Analysis

The Healthcare system is now adopting digital data more and more to the work-
places all over the world. These digital data are more convenient and efficient to
the healthcare environment. Moreover, the shift from analog to digital data-keeping
system connects the whole system as a network as the user is able to access it from
anywhere. In an analysis of a third global survey on eHealth, it is found that EHR
is highest in wealthier countries with two-thirds (66%) in the upper-middle-income
group and roughly half of the high-income countries (52%). While only a third of
lower-middle-income countries (35%) and low-income countries of only 15% reported
having EHR [20]. This number is increasing day by day. This shows how important
it is to implement a nationwide EHR.

Percentages Of EHR Users In Differnt Countries

Wealthier High-lncome Lower-Middie-lncome Low-Income
Countries Countries Countries Countries

70%

60%

30%

20%

10%

0%

Figure 3.1: Uses of EHR in different countries according to income status

3.1 EHR

EHR or electronic health records is a system that consists of a patient’s medical
history. This provides the patient and a healthcare professional to access these
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records from anywhere just with a simple connection to the internet. According to
HIMSS(Healthcare Information and Management System Society), the first EHRs
appeared in the 1960s. The purpose of this EHR is to convert all the hard copies of
a patient’s medical report into digital format in a systematic way. They should be
updated every time a patient visits a doctor or a hospital so that every authorized
healthcare professional can get their patient’s up-to-date medical history. An EHR
can contain a patient’s data such as treatment history, diagnoses report, important
dates, list of medications, and other relevant sensitive information. Authorized spe-
cific users can upload, access, and modify specific data in the dedicated folder using
the system. Electronic forms of files are much easier to store in the EHR and also
can be managed with minimum effort. This not only has brought mobility to huge
amounts of files but also has made sure zero loss of data, security to the sensitive
medical reports, and ease of treatment. The benefits of EHR includes-

Ease of access to health information and services

e Improvement in doctor-patient relationship and understanding

Ease of tracking national health issues and predicting upcoming pandemics

Accuracy and clarity in medical records

Reducing medical errors and duplication of tests

Protection of privacy of the patients

v &

= +
Figure 3.2: Functionality of EHR

Here, in figure 3.2, All the functionality of an EHR is shown. It gives a basic idea
of what kind of data it will store [21].
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3.2 EHR Architecture

EHR architecture from the viewpoint of content, it is essential to understand what
the user needs from the EHR. According to an article [12], there are many types of
users who will need access to the EHR. For example, medical practitioners, patients,
pharmacies, researchers, health insurance companies, etc. They will require differ-
ent data from the system. They can not all have the same access to the system.
This brings us to the system structure. As many people from different stages need
access to the EHR, Cloud here works as storage that will keep the data safe and
accessible to the users. All the users can not have access to every data. So, it needs
an authentication server, which will authenticate the users and take them to the
data they have access to. Then security plays a big part in EHR architecture. As
most of the data stored in the cloud are sensitive and confidential, there needs to
be a certain encryption-decryption system for the data.

3.3 Web Farm

A web farm consists of 2 or more servers that work together to host a single website.
A load balancer is typically used to connect the web servers, distributing incoming
requests among the servers in the web farm [22]. It is widely used for a lot of traf-
fic facilities as well as controlling and managing everything in an easier way. Web
Farm can be implemented for more computing ability providing larger resources and
managing areas. In a web farm, connecting multiple servers and exchanging data
among them is possible. In this EHR model, the concept of load balancing will not
be used, rather the basic concept of hosting a web application in multiple servers
will be inherited for security enhancement.

3.4 Cloud Server

Cloud as a storage system works as a location for storing digital data. There are
mainly three service models for the cloud, Infrastructure as a Service (IaaS), Plat-
form as a Service (PaaS), and Software as a Service (SaaS). These services can be
provided according to the needs of the user. To keep data in a place where the cost
is limited and maintenance is proper, the cloud comes first. Cloud storage has a
dynamic storage system of updating when new data is stored. As a result, users
get the flexibility of storage while keeping data on the cloud. Cloud also has the
option to store data for an unlimited time period. There are different cloud com-
puting available. For example, Private cloud, Hybrid Cloud, On-premise cloud, etc.
Private clouds are owned by third-party service providers. End-users are given a
dedicated server that is not shared by other entities. All the managing and mainte-
nance are done by a third party. Hybrid cloud is the addition of different types of
cloud. For example, in a hybrid cloud system, a user can store sensitive data and
applications in a private cloud whereas they can use a public cloud for managing
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low-risk data or information. On-premise cloud needs IT, professionals and staff,
to maintain the servers. It is a LAN network and needs a high-security safeguard.
Amazon Web Services (AWS), Microsoft Azure, Google Cloud, Alibaba Cloud, IBM
Cloud, Oracle, etc are some of the popular cloud service providers.

All these come up with a security system as it is quite impossible to leak any data
from the cloud nowadays. There can be attacks, breaches, hacks, and leaks to the
cloud data [23]. Though these attempts can be prohibited by using some of the
advanced clouds which are available to date. All the benefits of using cloud storage
are shown in the figure 3.3 given below [24].

- Productivity
Easily
upgraded anywhere
Off site
data storage

Lower cost C LO U D

of ownership BENEFITS

No IT
maintenance

costs
Disaster
assistance

Figure 3.3: Benefits of Cloud computing

3.5 Data Security

The overall process and procedures with background measures for protecting data
against any kind of destructive forces or in other words to create a shield for keeping
the data secured as per the requirement of the interested parties. In general terms,
we understand data security as an arrangement for keeping the data from any kind
of theft in offline mode and from any kind of spam, cyberattack, and data leak in
the online mode. In both micro and macro information environments, data security
measures are very important for the proper operational excellence of any organi-
zation that uses sensitive and confidential data processing. The security process
can be started from cryptography, and this might end up in multilayered protection
systems such as two-factor authentication, authorized personnel unlocking, and bio-
metric technology. There are several standards and measures in different parts of
the world to ensure the proper security and safety of data handling, cleaning, com-
municating, processing, and reporting. One of the major implications of the data
security system is realized by the U.K Data Protection Act as well as the European
Union General Data Protection Regulation (GDPR) as enforced laws to ensure pub-
lic, private, and organizational level of security under various acts and rules.

The data security of an EHR system reflects the privacy and protection of health-
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care data in an EHR system. Three important factors for protecting health data by
HIPAA are administrative safeguards, physical safeguards, and technical safeguards
[25]. The administrative safeguards rely on the system’s data secure layers. Keeping
data safe takes a lot from physical safeguards as it would keep the data out of reach
of the potential threats. As well as the technical safeguards that keep the malware
away. Securing data is important as it keeps the data integrity intact and confined
to the owners of the data and healthcare professionals connected to them. This also
provides them with the security of keeping data for a long period of time which was
kind of impossible for data in hard copies. The three main parts of data security of
this project can be classified as authentication, authorization and cryptography.

3.5.1 Authentication

Authentication is the overall process of maintaining the proof and evidence of a
general user as real in the web security system. It is the representation of the verifi-
cation process of authorized users of the system to prevent any data breach or any
kind of security threat. Mohammed, Lakshminarayanan, Ramalingam in their re-
search [26] described authentication as a systematic procedure of creating a medium
of verification to pass the entry system of the servers with proper security measures.
If the verification phase is not completed, the authorized users can not even enter
the work system.

Authentication is designed with maximum layers of security with various methods
such as passwords, pins, biometric systems, and other encryption-based modules.
The overall system ensures the flow of data controlling and proper access to reach
the organizational goals properly.

3.5.2 Authorization and access control

The security mechanism that acts as the determination standard of various access
levels of appropriate clients/users who are directly and indirectly related to the data
system’s resources is called authorization. This mechanism acts as the gateway to
allow the interested parties to access the database and enable the data owner to
create a denial shield towards the parties they are not interested or willing to share
information.

In the web and online processes most data security systems are utilized and equipped
with a two-step process where the first step consists with authentication of the ac-
tual and verified user onwards to the access sharing control with data monitoring
in the second step. The access control process totally depends on the policies that
are standardized by the stakeholders for the present and future use. This process is
developed into two phases furthermore:

i. Policy determination for the access location and the authorization type
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ii. The overall enforcement of the setup polices for data analysis and access by
the users.

Therefore, in summary, authorization is the steps of creating a functional policy en-
forcement mechanism with some established standard to create a proper controlling
environment in the data handling process.

3.5.3 Cryptography

Data security includes the procedure of making data safe. In this procedure, the
implementation of cryptography which is encryption and decryption of data is a
very crucial part. Cryptography refers to protocols which help to convert a simple
plaintext into irrelevant codewords. The main purpose is to make it unreadable
for third parties. The concept of cryptography has been used since ancient times.
This was more prominent in the World War period as the forces used their own
encryption-decryption techniques and also tried to break the codes of opponents.
But the concept of modern cryptography is a bit different. The algorithms are highly
mathematical which increases the computational difficulty and makes it harder to
trespass.

Encryption: The process of creating or generating any layer of security to trans-
form any data where the data in the sending process are represented differently than
their actual meaning is called encryption. Encryption has four main foundations:
confidentiality, authentication, integrity, and nonrepudiation [27]. The encryption
process starts with the selection of the encryption system that will be used to make
the information a ciphertext. After selecting the encryption method, the data is
processed in an encrypted format by the relevant application and becomes ready to
send to the other party. In the modern communication era, encryption is very im-
portant to keep the safety and security of sensitive personal information. In online
platforms, confidential information such as passwords, card numbers, keywords are
converted into the encrypted message in any browser and after completion of the
process, the information is communicated with the approval party. In national se-
curity, the level and terms of encryption are broader as it deals with various threats
and interested parties continuously.

Two common types of encryption methods are symmetric and asymmetric encryp-
tion. A single key is used for a symmetric method while in an asymmetric method,
a public key is used for the encryption and a private key for decryption. As a re-
sult, the asymmetric method is more complicated which results in slower than the
symmetric method. This symmetric method is more preferable for uploading mass
volume of data. Some noteworthy symmetric methods are AES, DES, RC-4, RC-5,
RC-6, Blowfish, etc.

Decryption: Decryption is the process of generating the actual meaning of any
encrypted data by using the proper key to crack the encryption code. When the
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message is received by the last user, there are sets of codes that are to be applied
against each element of encryption. These codes and systems are used as keys to
form the encrypted message or data into their original form. Decryption involves the
use of sets of machines and programs that are already programmed with the instruc-
tions needed to crack the encrypted codes. The same encrypted texts can generate
two different data if they are decrypted using different decryption processes. There-
fore, the decryption process is designed along with the encryption system altogether
to maintain the surety of proper data regeneration. In modern times, there are
programs that are dedicated to generating encryption and decryption keys that are
unique with each separate entity in the data structure. Facebook passwords, What-
sApp messages use the most dynamic type of the decryption standard to ensure the
data exchange is safe and up for maximum security.

In conclusion, proper and well-structured encryption-decryption systems can en-
sure the safety standard and reduce the scope of any kind of threat attacks.

3.6 Advanced Encryption Standard (AES)

AES which is also defined as Rijndael is the most developed and sophisticated en-
cryption standard used in development of a maximized data security. From the
growth of AES after developing it using block cipher, the standard has changed the
scope and accuracy of overall data encryption in any possible field.

Abdullah (2017) in his research work [28] briefed in overall comparison about why
AES is to be chosen as the main encryption method in any relevant case. He men-
tioned there were three primary measures to select AES as the standard of encryp-
tion which included: Security, Cost and Algorithm related Implementation. The
key expansion of AES with the decryption process which is the reverse process of
the initial encryption, devices the broader scope of security of the available data.

3.6.1 Basics of AES

AES is a block cipher that was created as a replacement for DES. The size of each
block is 128 bits in AES. Three types of key lengths are used to encrypt or decrypt
the blocks. The key length of 128, 192 and 256 bits needs 10, 12 and 14 rounds for
the encryption/decryption process. These rounds can be divided into three kinds of
rounds. The first round is called the initial round and after that the main rounds
and then comes the final round. Each main round consists of 4 functions: ByteSub,
ShiftRow, MixColumn and AddRoundKey. While the first round only contains Ad-
dRoundKey and the last round consists of ByteSub, ShiftRow and AddRoundKey.
The ByteSub function converts the input into another value following a substitution
table. ShiftRow is a 4*4 matrix that shifts the value row wise. The third function
multiplies each column from the output of ShiftRow with a fixed matrix and gets
another output. Lastly, AddRoundKey adds a key by running some operations with
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the value.

The below figure 3.4 illustrates a basic understanding of AES-128 [29].

Encryption Decryption

roundkeys

I -

Key — rk[o] —addroundkey rk[10}— addroundkey

l‘— invshiftrows
128 A
subbytes invsubbytes
- — shiftrows S rotsds 1‘7
Expansion ____ mixcoloumns
o — rk[i] —# addroundkey
invmixcolumns 9 roimds
| shiftrows
subbytes invsubbytes

shiftrows l

— rk[10]—® addroundkey rkjo] —oaddroun dkey

1 |

Figure 3.4: The basic AES-128 cryptographic architecture

3.6.2 Comparison between AES and a few other methods

There are various other standards such as DES, RSA, MD5, Blowfish to configure
the security standard of the available data and overall comparison of AES with the
other methods can be described as below:

The first paired comparison shown in table 3.1 is with the DES standard of Encryp-
tion [30].
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Parameter of Comparison

AES

DES

Development Year

2000

1977

Standard Key Length

128,192,256 bits as different
options

56 bits as standard

Cipher Used

Symmetric block cipher

Symmetric block cipher

Standard Block Size

128 bits of block

64 bits of block

Security

AES has a large secret key
comparatively hence, more
secure

DES has a smaller key which
is less secure

Implementation of Hard-

ware and Software

Better level of Implementa-
tion in hardware than soft-
ware

Equal implementation in
both scopes.

Speed of Encryption and
Decryption

AES is faster

DES is comparatively slower

Table 3.1: Comparison table of AES vs DES

The next parameter of comparison shown in table 3.2 is measured with the standard
RSA (Rivest, Shamir, and Adleman) algorithm that works with a publicly known
key to initiate encryption. Babu (2016) in his research [31] described various com-
parison standards regarding the various important scope of features.

Parameter of Comparison

AES

RSA

Development Year

2000

1977

Standard Key Length

128,192,256 bits

Consisted of more than 1024
bits

Cipher Used

Symmetric block cipher

Symmetric block cipher

Standard Block Size

128 bits of block

512 bits as minimum size

Security

Security Level is Maximized

Less Secure than AES

Implementation of Hard-

ware and Software

Higher and Efficient Imple-
mentation

Not efficient enough

Speed of Encryption and
Decryption

Fast and Accurate

Slower and can lag at times

Table 3.2: Comparison table of AES vs RSA

Ahmed, Mahmod, Alabaichi (2013) described the overall scope and description of
Blowfish Algorithm in their research work [32]. They described the infrastructure
of a feasible Feistel network with iterating simple encryption. With the overall de-
scription of the procedural analysis of Blowfish Algorithm, the comparison in various
features is represented in table 3.3.
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Parameter of Comparison | AES Blowfish

Development Year 2000 1993

Standard Key Length 128,192,256 bits Consisted of 64 bits
Cipher Used Symmetric block cipher Symmetric block cipher
Structure Substitution, permutation Feistel

Security Maximum Security Excellent

Implementation of Hard- | Higher and Efficient Imple- | Less Efficient than AES

ware and Software mentation

Speed of Encryption and | Fast and Accurate Cache can be slower
Decryption
Flexibility Higher Higher

Table 3.3: Comparison table of AES vs Blowfish

MD5 in other words Message-Digest Algorithm which is a checking mechanism for
data integrity checking was famous during the introduction but later on was found
critically vulnerable for measuring security standards. Kioon, Wang and Das in
their publication [33] described how the MD5 is functional in all broader security
levels of data encryption and the description given there is not much relevant with
the thesis and we are focusing on the features that are attributed for comparison
with AES in general:

Parameter of Comparison | AES MD5

Development Year 2000 1992

Standard Key Length 128,192,256 bits 128 bits

Cipher Used Symmetric block cipher Symmetric block cipher
Structure Substitution, permutation Feistel

Security Maximum Security Vulnerable

Implementation of Hard- | Higher and Efficient Imple- | Less Efficient than AES
ware and Software mentation

Speed of Encryption and | Fast and Accurate Slower and risk averting
Decryption
Flexibility Higher Moderate

Table 3.4: Comparison table of AES vs MD5
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Chapter 4

Proposed Model

4.1 AES based secure EHR model with authenti-
cation

The purpose of the proposed system is to create a secure EHR model for the health-
care sector of Bangladesh which will be efficient and user friendly. The system is
based on a website with separate interfaces for both medical professionals and pa-
tients. The website will have different types of actors depending on their activity
including: doctor, patient, pathologist and administrator. In the proposed system,
there will be authentication of the users every time they try to get access to the
data. The basic concept of a web farm will be implemented here with two separate
cloud servers that will be used to keep data. In our model, all the healthcare data
will be divided into two categories based on their sensitivity and size. Those are: (i)
personal information which are more sensitive and (ii) pathological reports which
tend to be larger in size and less sensitive. Hence, personal information will be
encrypted and kept in a locally set up secure private cloud server and pathological
reports such as scan copies will be kept in a public cloud server.

The figure 4.1 use case diagrams showing the main points of the projects.

The whole work procedure can be divided into three important parts, maintain-
ing data security. Those are (i) input data, (i) store data, (iii) output data.

20



Patient

1.

il

Register/Login J -~ <nclude= _

iew/Approve/Cancel
doctor's/pathologist's
registration

Add Notice

Adminstrator

Uszer

Upload Data

Request

Pathologist BLLESS

i
==include==
'

- Allow/Deny
Check ¢ <=gxdend=>
Notification
Input Data
_.-{ Add Remark
P exlé‘l;d ==

Figure 4.1: Use Case Diagram of EHR system

Input data: Only medical professionals can input and edit data in the sys-
tem. The patients can input data (their information) only while registering.
After that, the patient does not have the authority to input, edit or manipulate
any data. Also, the pathologist can not see any patients’ personal information
but can upload lab reports only. Doctors can input data in the form of a
prescription after getting permission from the patient. Furthermore, doctors
can update the medication list and medical history of any patient.

Store Data: All the healthcare data will be stored using a web farm of cloud
servers. Everyday a lot of new healthcare data will be added to the server.
Keeping and maintaining huge healthcare data in a local private server could
be very expensive. On the other hand, keeping all sensitive healthcare data
in a remote public cloud could make the whole system vulnerable to breach.
Hence, we propose a system combining the both types of servers which will be
secure enough and less costly. Mainly, two servers will be used in this model in
the form of web farms, where load balancing concept will not be implemented.
Other than that, both the servers will be serving different purposes. One lo-
cally set up private server for keeping the encrypted personal information of
a user which is small in size and another public cloud server for keeping the
pathological reports of a user which are large in size. As a result, any attack
or theft on the public cloud server won’t disclose any information about a
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patient. The public server will be linked to the private server through a secret
foreign key. This will make hacking both the servers at a time quite impos-
sible. The personal information server will be kept encrypted with AES and
unauthorized persons cannot decode them even after trespassing. However,
the server containing pathological reports of a patient will not be encrypted.
It will minimize the cost and time of data encryption decryption. Users will be
able to access these data from wherever they are, whenever they want through
the internet. The doctors will be able to access the data with the permission
of a patient.

iii. Output data: The data of a patient will be seen by both the patients and
the medical professionals. However, the pathologist will not be able to see the
data of a patient. Patients will see basic information and download the reports
of their medical dataset whereas doctors will be able to view the descriptive
information of patients dataset with access permission. The system will first
decrypt the user ID from the private cloud server and match the key of that
data to the public cloud server to get the pathological report of a patient.
After that, the data will be shown to the user.

Here, every user needs to register themselves to the system before accessing the whole
system. An administrator approves the requests of the users trying to register to
the system. In this way every user will be verified by the admin. As verification is
done for every user, the doctor and pathologists also get verified by the admin. So,
there will be no chance of any illegitimate user to get access into the system. When
a doctor tries to access a patient’s data, the patient will be notified.. The doctor
won’t be able to access patients data unless the patient allows. The system will also
use OTP because it will be easier for the general mass to understand. In this way
the patient controls the access over his/her data.

The next figure 4.2 gives the basic idea of what the system will do.
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Figure 4.2: A basic model of an EHR system.

4.2 System Architecture

As a development project, it is important to understand what should be done first.
For that a thorough analysis of the project is needed. The system architecture
discusses the system structure and its arrangements. For this case the system ar-
chitecture will be useful to produce an end product that should be a secure data
keeping system with quality measures to prevent data piracy. This is also important
for a better and easier user experiance.

As mentioned before, to implement the system securely with more cost and time

23



efficiency, two servers will be set up separately with a link in between. The private
server will direct to the pathological data of any specific patient. This is basically
the gateway to the public cloud server where all the medical documents will be
stored. This means, the public server can only be accessed through the local server.
The information in the local server will be kept more secure so that the documents
in the public server do not get compromised.

To develop a project, the analization of how the structure of the database will be
is important. In figure 4.3, the ER diagram will help us to create the architecture
of the database of the system. The following ER diagram shows the relationship
between each entity associated with the database. With the help of it, the structure
of the database can be visualized which will be used to keep track of the data in the
system.
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Figure 4.3: ER Diagram of EHR database system

4.2.1 Authentication

The authentication procedure starts when a user registers to the system. The sys-
tem then sends an OTP to verify whether the person is the correct person or not.
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After verifying by the system, there is another authentication procedure which can
be governed by the administrator. The administrator will be able to see the regis-
tration number of the doctor and verify if the person is a real doctor or not before
they get access to the website. Same procedure will be followed by the administrator
to identify and verify other forms of user with other forms of identification.

Sentinel is one of the most popular and framework agnostic authentication and
authorization packages right now. Besides authentication and authorization, regis-
tration, users & roles management, multiple sessions, custom hashing strategies etc
are the key features of sentinel. It is supported by laravel framework and with the
help of this package, users can be authenticated in various ways. Sentinel supports
different types of authentication such as single factor authentication (SFA), Ker-
beros authentication, multi factor authentication (MFA), OAuth authentication etc
[34]. SFA is actually the default authentication method for Sentinel. The SFA uses
a password to verify a user. If the user puts the password correctly, he is authenti-
cated. In this proposed model , multi factor authentication (MFA) will be used that
will verify the user when a user tries to register or get access to any features of the
system. With the help of Sentinel the administrator will be notified if a new user
is trying to register into the system. Only the administrator will have the author-
ity to see the new users trying to register into the system and approve or decline
them. We will also integrate some features of the kerberos authentication system in
this authentication procedure. For example, the users will get limited access to the
system for a specific time period after they get authenticated. Also the timestamp
of their access and activity will be stored safely for security purposes. The figure
below shows the authentication from the administrator.

Access

Authenticate

Figure 4.4: Authentication system
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4.2.2 Authorization

At first to get access to the system, every user will need to register in the system
and then needs to get authorized by the admin personnel. After getting the autho-
rization by the admin users will be able to get into their own dashboard. As there
will be different kinds of users in the system, their access and work in the system
will also be different. In this system, only patients, pathologists and doctors will
be shown as users. Here, every one of these users needs to update their data at the
start of their registration. No user will further be able to change or edit their data
without an admin’s permission or interference.

The access in the systems will also differ from user to user. A patient will only
be able to see their own medical history and reports in the dashboard. A doctor
will be able to see a patient’s medical data with that patient’s consent. And then
allowed to write prescriptions on that patient. But a pathologist will not be able to
see any data on their dashboard. Pathologists are only allowed to upload a patient’s
test result or data in the system.

4.2.3 Communication Between Servers

On our system, we plan to use two different servers to store our data. These two
servers have their own parts in their system. Between the two servers, one will be a
private or local server whereas the other will be a public server. The private server
will have all the personal information about a patient, whereas the third party server
will have all the pathological reports of the patients. Whenever our user tries to
fetch any data from the website, there will be communication between these two
servers.

For patients, whenever they want to see their data from the website, they will
first be visited to the local server where they will be verified. Then the local server
will communicate with the public server where all the pathological reports of the
users are and that public server will send the information to the user’s device.

Then in a doctor’s case things get a little complicated as whenever a doctor tries to
access a patient’s information they need to get that access from the patient.
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Figure 4.5: Authorization and Communication between Servers.

The diagram in figure 4.5, shows the encrypted data in the local server, authoriza-
tion from the patient to access the data and communication between the two servers
and doctor. After a doctor gets accessed to the local server, he can search the ID
of a patient on the local server. The IDs and all other information of the patient is
stored encrypted in the server. So when a doctor searches, the ID will get encrypted
first and then it will find out the match. After the doctor finds the patient’s profile
he can ask for access to data. The patient will get an OTP code in his phone im-
mediately. The patient will allow access to the data by providing the OTP to the
doctor. After the doctor enters the OTP in the system, he will be directed to the
data server and will be given a temporary key. The same key will be sent from the
local server to the second server at once. The doctor will enter the code to the data
server, if both the keys match then the doctor will be able to see all the medical doc-
uments of the patient. If the code doesn’t match, there will be an error report. All
these communications in the system will be secured using Symmetric cryptography,
to be more precise AES algorithm. AES has been selected because it is a math-
ematically more efficient and advanced cryptographic algorithm. It also supports
various key lengths. AES gives the option to choose a 128-bit, 192-bit or 256-bit key.

In the case of pathologists, the system almost works like the patients. As pathol-
ogists are only supposed to upload data in the system, they at first like any other
user will get verified by the local server. Then pathologists will search patients by
their id’s and then the local server will communicate with the public server and then
pathologists will be able to upload the data which will be saved in the public server.
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4.2.4 The Central Administration Of The System

The Administrator will have the authority to control and manage the whole sys-
tem. Action will be taken immediately if any kind of discrepancy is noticed by the
administrator. Any unusual activities like trying to log in several times using the
wrong password or giving the wrong OTP several times will result in sending a noti-
fication to the administrator. The administrator will be able to observe the scenario
and take necessary steps accordingly. He will also be able to track any user with
their IP address, browser agent, etc, and can observe their activity in the system.
The process of accepting or declining any user registering for the first time in the
system will depend on the administrator. Hence, the administrator will match the
registration key of the doctor and pathologist to verify their identity. However, the
patient’s verification will be done with the NID or birth certificate number of the
patient. This process will make sure that each patient will have only one account.
The administrator will also have the authority to disable a user anytime from the
system restricting the user from future access to the system. Furthermore, alll the
users combinedly or separately can be contacted by email from the admin’s panel.

4.3 Workflow

The system is built in a way to service three types of users: doctors, patients and
pathologists. The workflow would vary according to the user. The users get differ-
ent interfaces and activity lists when they login to the system. As the interfaces are
different, the workflow can be drawn from three different perspectives. Doctor’s,
patient’s and pathologist’s.

4.3.1 Workflow Of Patient

Below in figure 4.6 is shown the activity diagram of the system in response to the
perspective of a patient. The activity diagram clearly describes how the patient and
the interfaces are working.

it is showing that the users can log in or register in the system after the authen-
tication. Then they can view their personal information and medical reports from
the EHR. However, a patient can not input data or edit medical data. Patients can
also see their medical history and any appointments of them with the doctors. Also,
they will be able to download their data into their devices.
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Figure 4.6: Activity diagram of the system - Patient’s perspective

4.3.2 Workflow Of Pathologist

In figure 4.7, the activity diagram in response to pathologists is given. The pathol-
ogists have the responsibility to examine patients or perform various lab testing.
The results of those tests are uploaded matching the patients’ ID’s by the patholo-
gists. They can only search the patients’ ID’s and upload reports or tested results
to their accounts. However, any other information of the patients are not visible to
the pathologists including the personal information. Also, they are not allowed to
download any additional data from the patients’ accounts. As every login session is
timed, the pathologists will be logged out of the system after that time bound.
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Figure 4.7: Activity diagram of the system - Pathologist’s perspective

4.3.3 Workflow Of Doctor

In figure 4.8, the activity diagram for doctors is shown. A doctor can not access
So, an OTP is sent to the user once a

a patient’s data without their consent.

doctor wants to access their medical history. Doctors can search any patient’s ID
and request the patients to access their accounts. Doctors can access their data by
getting the OTP that was sent for authorization permission from the patients. A
doctor can also download the data of a patient. Every login session will have a time
limit. After that time the doctors will be logged out of the system. As a result, the
access of the patient’s account will no longer be available to the doctors. If a doctor
wants to access a patient’s account for the second time, the doctor needs to request

for access again.
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Chapter 5

Experimental Evalution

5.1 Experimental Implementation

The EHR system that is implemented here is named ‘Medicare’. Medicare is a
web-based secure application that has a simple and easily understandable interface.
The System has a login and registration page. Every user needs to register to the
system before accessing the features of medicare. While registering the user needs
to enter their personal information including their national ID number. The Na-
tional ID is verified by the administrator. Without verification, no user will have
permission to access the system as the admin will not approve them. The website
is very lightweight and accessible through different devices such as mobile phones,
tablets, etc. The following figure 5.1, shows the admin approval system.

SMem
Admin Portal rendine Adinin Portal > PendingUsertist > tnden | 3

Pending User List For Approval

D User Name Email Address Join Date Activation Status

263 Rahim Sheikh rahimpatho@gmail.com 2022-01-15 17:25:43

touhidpathe@gmail.com 2022-01-15 17:24:11

adipatho@gmail.com 2022-01-15 17:22:05

©f Pending User Requests

sazid@gmail.com 2022-01-15 17:20:27

259 Shawen saha shawon@gmail.com 2022-01-1517:17:52

nusratdoc@gmail.com 2022-01-15 17:16:03

emondoc@gmail.com 2022-01-15 17:14:46

256 Mash lslam mash@gmail.com 2022-01-15 17:11:23
255 Shakib Hasan shakib@gmail.com 2022-01-15 17:10:08

tamim@gmail.com 2022-01-15 17:08:30

mehedi@gmail.com 2022-01-15 16:58:39

Figure 5.1: Admin Portal Of Activating Users

The national ID also makes sure that every single user has only one account and
prevents a single user from creating multiple accounts. After getting access, the
users can log into their accounts. Every login session is 60 minutes, so users will be
logged out of the system after the login session ends. After login different interfaces
will be shown to the different users.
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The patient’s dashboard contains the patient’s basic information, suggested medicine
list, and suggested lab test. There is an option called meeting where patients can
also make appointments with a doctor by searching the doctor’s name. A patient
also has the ability to give access only to the doctors they wanted to. There is an-
other option called medical history where the patients can see their medical history
of medicines and a doctor’s note and lab reports. The following figure 5.2, shows
how the patient dashboard will look like.

MEDICARE =Mem Mehedi Hasan

@ Dashboard Dashboard - @& Dashbosrd - Patient W

I Database

Welcome to Medicare System || Patient Area

Patient Basic Information Suggested Medicine (Latest) Suggested LAB Test (Latest)
Patient ID 2200000253 sL Medicine Note sL Lab Test Note
Fatientfame; |MEHER]HASAN 1 Napa Eat @ times a day 1 Blood sugar test Do it immediately

Date of Birth
Father's Name
Gender Male

Blood Group  Al+)

Meeting Date: 18-Jan-2022
Meeting Note:

Copyright 2022 @ Medicare -

Figure 5.2: Dashboard Of Patient

=Menn Adi Pathologist
Database Di Pathology - Database ~ LabData  index 3
I Database
Lab Data
> LabData Existing Lab Data List Add New Lab Data
SL#  PatientID Report Title Report Date Comments File Action Patient ID 2200000242
1 2200000253  Blood sugar test 27-Jan2022  Sugarlevel 15.2 Download/View i
5 00d sugar test an-202 ugar level 15 own = ReportTitle oo o »
Report Date
Comments
Vi
Select File
Select PDF

Figure 5.3: Dashboard of Pathologist

The pathologist’s dashboard is the simplest. They can only upload the lab data of
the patients. From the interface, they will be able to find a patient, select a report
type and date of the upload, and comment on the lab if any. Pathologists will only
be able to upload the lab reports to a patient’s profile that has been suggested by
the doctors. They will be able to see the lab reports uploaded by them in the last
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24 hours timeline. Furthermore, they will be able to edit them if necessary for a
limited amount of time. The figure 5.3, views the dashboard of a pathologist.

In the doctor’s dashboard, they will be able to see a pending meeting list side by
side with a previous meeting list. On the pending meeting list, the doctor will be
able to see all the pending requests from the patient. If a doctor accepts any of the
requests, a patient then needs to allow the doctor to see their details. After getting
the approval to see a patient’s details, a doctor can access the patient’s medical
history. The doctor then will be able to see the patient’s details, patient’s previous
medical history, and the patient’s lab reports. Then there is a prescription interface
where the doctor will be able to give necessary medication to the patient and give a
note on that. On the prescription interface, the doctor can also suggest a lab report
to the patient. These things will then be updated to the current meeting’s medical
details. The figure 5.4, shows the working dashboard of a doctor.

=Mem Umme Nusrat

Database u Boctpr > Datahwse = Meetnis = Tdey | &

Meetings

Pending Meeting List Previous Meeting List

st 12 pate Patient Request Action I Date Patient Action

1 15-Jan-2022 Tamim Igbal #a 1 18-Jan-2022 Mehedi Hasan

19-Jan-2022 Tamim Igbal - 2 18-Jan-2022 Mehedi Hasan

Showing 1 to 2 of 2 entries Showing 1to 2 of 2 entries

Figure 5.4: Dashboard Of Doctor

5.1.1 Technology And Framework

Medicare is developed with PHP and the framework that has been used to develop
the website is Laravel. Laravel is used as it is a fast, secure and convenient frame-
work for developing purposes. Laravel framework makes it easy to organize and
connect. Laravel is great in terms of security for any web application. It has many
inbuilt security features and packages to prevent various types of attacks and com-
mon vulnerabilities [35]. Laravel helps to use everything securely and keeps all the
data sanitized where needed. Also, while programming with a database structure,
it becomes easier to communicate using the laravel framework.

To host the website and control all the tools, the web application is deployed using
cPanel after development. With the help of cPanel, the server and domain can be

34



maintained keeping all the web files organized. cPanel helps to manage a server pro-
viding necessary tools where one can find everything needed to host a website and
manage a server. Every cPanel has an additional storage to keep the necessary files
and database in it. Clicking the disk usage option in cPanel shows the space taken
by the directories, subdirectories, and other options. As cPanel has some storage
for each user account, it can act as a server for storing necessary files. So, cPanel is
used both as a control panel and a live server for this project.

For storing data organized, retrieving them easily, and running queries, Medicare
uses MySQL as a relational database management system. It is a link between a user
and the database of a cloud-native web application. It’s frequently used with PHP
scripts to build sophisticated and dynamic server-side or web-based organizational
applications [36]. Users can read, update, delete or create new data in the database
of the application with this. In the system, we have two types of tables: encrypted
and unencrypted. Some of the tables contain very sensitive healthcare data, hence
all the cells are kept encrypted there. They are encrypted at the time of their input
and they are decrypted before retrieving.

5.1.2 Authentication With Sentinel

Authentication is handled by Sentinel. For login purposes, SFA is provided by the
Sentinel. After the user puts the password to log in, the password is hashed and
saved. When a user tries to log in again, the password that is input during the
login session is also hashed and compared with the password that was saved before.
When both the hash value matches the user is given access to the website to con-
tinue. Also, every user’s national ID That is given during registration is used to
authenticate if a person is real or not. The following figure 5.5, shows the use of
sentinel for the authentication purpose.

21 class Authcontroller extends Controller {
22

23 public function getlogin(){

2 if(Isentinel: :check()){

25 getdata();

2 return view('auth.login');

27 }

28 return Redirect::route('medicare’);
29 }

31 public function postLogin(Request $request){
32 $credentials = array(

‘email’  => Input::get('email’),
‘password’ => Tnput::get(’password')

$rules = array(
‘email’ => ‘required|email’,
"password’ => 'required’
)3
a0 $validation = Validator::make($credentials, $rules);
n if ($validation->fails()) {
22 Flash: :message('Please Fillup all the fields...','danger');
a3 return Redirect::action(’Auth\AuthController@getlogin’)->withErrors ($validation)->withInput();

BEYERRY

a5 $rememberMe = Input::get('remembertie’);

6 try{

a7 i (lempty($remembertie))

28 $result = Sentinel::authenticateAndRemember ($credentials);

49 else

50 $lastlogin=Reset: :where('email’,$credentials[ 'email'])->pluck('last_login')->Ffirst();
51 $result = Sentinel::authenticate($credentials);

53 if($result){

54 Flash::message('<div class="form-respond text-center">

55 <div class="content-message">

56 <h3 style="font-family: fantasy”>WELCOME <br>' .Sentinel::getUser()->first_name. ' ' . Sentinel::getUser()->last_name.'<br>You had last Login at:
57 </div>

Figure 5.5: Using Sentinel For Authentication
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In the figure, the function getLogin will be called whenever a user tries to login to
the ‘Medicare’. If the login procedure is not authenticated by Sentinel, the user will
be redirected to the login page again. Also at line 31, the function postLogin checks
if the credentials of the user are alright or not. The fields are checked in line 36. If
the fields are empty, the user will be asked to give credentials again. The function
will also check the validation of the email and password and then match the hashed
password for authentication. After login the function also shows the time of last
login.

5.1.3 Authorization Implementation

The authorization procedure starts from the very beginning when the users are given
permission to access the websites by the admin. Each role is given to the user by
the admin after the authentication. The following figure 5.6, shows the implemen-
tation of the procedure of activating the users and making them authorized by the
administrator.

>4

55 public function ToggleActivating($id) {

56 $userid=sentinel::getUser()->id;

57 $userRoles = sentinel::findById($userid)->roles()->first();

s8 $userassignedmodule=UserAssignediodules: :orderBy( id', 'ASC')->where('role_id',$userRoles->id)->where( module_id",7)->count();
59 $roleassignedmenulist=RoleAssignedenus: :orderBy('id", 'ASC')->where('role_id',$userRoles->id)->lists('menu_id','id");

60 $roleassignedthismenu=Menus: :orderBy("id", "ASC')- >whereIn( id',$roleassignedmenulist)->where( ModuleID’,7)- >wher‘e( slug', ‘pending’ ) >c0unt();
61 $roleassignedpermissionlist= RoleAsngnedPermlssmns orderEy( id', 'AsC')->uhere('role_id',$userRoles->id)->lists('permission_id',"'id");
62 $roleassignedthispermission= Permissions: :orderBy('id’, 'ASC')- >wher‘e]n( id',$roleassignedpermissionlist)-swhere( Name', 'Edit')- >count()
63

64 $time= Carbon: :now()->format('y-m-d");

65 $yr = date('y’, strtotime($time));

66 $chno = $yr.str_pad($id, 8, "0", STR_PAD_LEFT);

67

68 $user = Reset::find($id);

69 if(Developercheck($userid) || ($userassignedmodule==1 & $roleassignedthismenu==1 && $roleassignedthispermission=1)){

70 $user = Reset::findorFail($id);

71 if($user->cas=="v"){

72 $user->cas="N";

73 $activationid= Activating::orderBy('id', 'ASC')->where( user_id',$id)->pluck(’'id")->first();

74 sactivationdata=Activating: : find($activationid);

75 $activationdata->completed = ($activationdata->completed) ? false : true;

76 sactivationdata->completed_at =Carbon: :now();

77 sactivationdata->update();

78 Jelse{

79 $userinfo=sentinel: :findByTd($id);

80 $activationid= Activating::orderBy('id', 'ASC')->where('user_id',$id)->pluck('id")->first();

81 $activationdata=Activating::find($activationid);

82 if($activationdata){

83 $activationdata->completed = ($activationdata->completed) ? false : true;

84 s$activationdata->completed_at =Carbon: :now();

85 $activationdata->update();

86 Yelse|

87 Sentinel::Activate($userinfo);

88 3

Figure 5.6: Implementation Of User Activation Procedure

Here, the function ToggleActivation first fetches the user ID. Matching the ID the
roles and module lists are put into variables. There is also a variable called ‘$time’
that saves the timeframe of that moment at line 64. In line number 69, the if con-
dition checks if the user ID is verified and checked by the admin or not. If it is
checked, the user will be activated and all the modules and menus will be available
for the user.

Furthermore, the doctor-patient permission procedure is also implemented. The
following figure shows the codes that were implemented for the procedure.
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18 public function index() {
19 Suserid = Sentinel::getUser()->id;

20 $userRoles = sentinel::findsyId($userid)->roles()->first();
21 $usermenuaccess = PermitTochildMenu($userRoles->id, 1, 'database’, ‘lapdata');

2 $date = date('v-m-d', strtotime(Carbon::now()));

23

2 if($usermenuaccess || Developercheck($userid)){

25 if($userRoles->id == 1){

2 $datas = LapData::orderBy('UserID', 'ASC')->where('Cas’,'v')->get();

27 $reqs = LapData: :orderBy('UserID’, ‘ASC')->where('Request’,’'Y')->where('ReAccept’, N')->oriihere( ReAccept’,'Y')->uhere('Acceptbate’, >=",$date)->get();
28 $docids = collect($reqs)->unique('RequestBy")->pluck('RequestBy");

29 $doctors = DoctorProfile: :orderBy('id", 'ASC')->whereIn('UserID',s$docids)->get();

30

3 return view('patient.database.lapdata.index',compact('datas’, 'regs’, 'doctors'))->with('active’, 'lapdata‘);

1
2 Jelse{
3 $datas = LapData::orderBy('id', 'DESC')->where('UserID’,$userid)->where('C4s’, y")->get();

3 $reqs = LapData::orderBy('id', 'ASC')->where('UserID',$userid)->where(‘Request,"Y")->where( ReAccept’, N')->orihere(’ReAccept’, 'Y*)->where('AcceptDate’, "
35 $docids = collect($reqs)->unique('RequestBy)->pluck('RequestBy');
6
7
8

36 $doctors = DoctorProfile::orderBy('id", 'ASC’)->whereIn('UserID’,$docids)->get();

3

3 return view('patient.database.lapdata.index’,compact('datas’, reqs’, 'doctors'))->with('active’, ‘lapdata’);
39 }

20

n Jelse{

a2 Flash::error('You Are Not Permitted To Access Patient >> Database >> Lab Data >> Index Area');
43 return Redirect::action('Patient\DashboardController@index')->with('message', 'Danger');

a4 }

a5 }

26

27 public function update($id){

8 $userid = Sentinel::getUser()->id;

29 $userRoles = sentinel::findsyId($userid)->roles()->first();

50 $permissioncheck = PermissionChecking($userRoles->id, 1, ‘database’, ‘lapdata’, ‘Edit');

51

52 if (Developercheck($userid) || $permissioncheck){

$attributes = Input::all();

Figure 5.7: Implementation Of Authorization Permission

In the figure 5.7, inside the function ‘index’ the if condition checks if the doctor has
permission to access the data of the patient or not. If the access is given by the
patient, the variable ‘$usemenuaccess’will be true and the function will fetch the
user data from the database with the patient’s ID and the doctor will get authoriza-
tion of adding or updating patient’s data. On the other hand, if it goes to the else
condition, the doctor will not be able to access and a pop up message will appear
containing “You are not permitted to access this patient” to the doctor’s screen.

5.1.4 Encryption

For encryption AES-256 is used at line 11. The following figure 5.8, shows the ‘AES-
256-CBC’ function that is called and saved as ‘cipher’. When encryption is needed,
‘cipher’ is called and used before data.

_<?php

1

2

3 return [

4 "env' => env('APP_ENV', 'production'),
5 "debug’ => env('APP_DEBUG', false),

6 'url' => env('APP_URL', 'http://localhost'),
7 "timezone' => 'Asia/Dhaka’,

8 "locale’ =» ‘en’,

9 "fallback_locale' => 'en’,

10 "key' => env('APP_KEY'),

11 ‘cipher’ =» 'AES-256-CBC',

12 "log' => env('APP_LOG', 'single'),

13

1A "nravidare - T

Figure 5.8: Implementing Encryption Method Of Block Cipher AES

After the encryption of the personal information of the users, the data will be saved
in the database. This encryption procedure takes place when the personal infor-
mation or medication is given input. The input data becomes encrypted and the
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plaintext is converted to ciphertext. As a result, the database of the personal infor-
mation will contain the ciphertext only. This is done to prevent any kind of leak or
privacy threat of the data.

Browse | 1 Structure ] SQL 4 Search 3¢ Insert | &} Export (i} Import =7 Privileges J* Operations 3 Triggers

« Showing rows 0 - 3 (4 total, Query took 0.0009 seconds.) [ContactPerson: [BLOB - 188 B]... - [BLOB - 192 B]...]
SELECT * FROM “database_patient' ORDER BY “database_patient’. ContactPerson’ ASC

O Profiling [Edit infine] [ Edit ] [ Explain SQL ][ Create PHP code ] [ Refresh]

O showall | Restore column order | Numberofrows: |25 v Filter rows: | Search this table Sortby key: | None -
+ Options
T ¥ id  UserlD Name PatientiD NationallDNo MobileNo Father Address PhotoPath
O & Edit 3&Copy @ Delete 3 249 eyJpdil6im12Q0VXTXZKZVE  eyJpdilBIknTMOR{TZM30Fh n WVK1pVK1diUC  eyJpdilBimk1UTIyVDhaMmdaY2Y  eyJpdil6lkdyQzFyXC9zdiZ4F  uploads/patien
O 7 Edit 3iCopy @ Delete 2 245 eyJpdilBljFJYTINVXhJTzJFaz  eyJpdil6ljJ0aUkzRHB3Q29  eyJpdilblk1WAWXNXCOmT  eyJpdil6lIFBUSFRAFVCL2VpQ  eyJpdil6lkc3Z1hyWTgyRVNBT1ZI  eyJpdil6IkhLYIBWWVVSmFE  uploads/patien
O & Edit 3iCopy @ Delete 4 250  eyJpdil6lk51VFkxOUNCLINC  eyJpdil6liZDUOtMAHZWS0J. ~ eyJpdilBimicLzFoeGJycG  eyJpdil6lidVemZqRk04Wno2b  eyJpdilbIkNoZXNxcmNMQKIQSFY  eyJpdil6imQubjBJOUSUbZR  uploads/patien
O &7 Edit 3&Copy @ Delete 1 242 eyJpdilBik aERINIFic YKdVTEV2aklc  eyJpdil6ljF6aDNGdSHYZA0ZG  eyJpdilbIksuTWIOSWxkWFJPTSt  eyJpdil6liRBVUZWank1TFV:  uploads/patien
1t () Checkall With selected: o7 Edit 3¢ Copy @ Delete =} Export

O Showall | Restore column order | Number of rows: | 25 v Filter rows: | Search this table Sortby key: | None v

Query results operations

() Print 3< Copy to clipboard i} Export gify Display chart [} Create view

Figure 5.9: Encrypted Data In Database

The figure 5.9, shows the encrypted data that is saved into the database.

5.2 Experimental Testing and result

To assess the security measures of Medicare against vulnerabilities and breaches,
we have tested the web application and performed various scannings with Pentest-
Tools.com, a reliable penetration testing, and vulnerability assessment platform [37].
We have Performed XSS scanning, SQLi scanning, and website vulnerability scan-
ning with this tool. We have performed a performance analysis test of the web
application too with the PageSpeed Insights tool by Google Developers [38]. This
test portrays how smooth the operation of a website is on all types of devices.

5.2.1 Cross-Site Scripting (XSS)

XSS is a security vulnerability. The websites that take input are at risk of this secu-
rity threat. For example, taking input of login credentials or other information [39].
Malicious code is given as input in those websites that can affect the source code of
the website and change its functionality. This can largely act on the people who try
to use those websites. This can be avoided by checking the input strings of the user
before using the input. With the help of Pentest-Tools.com, the vulnerability XSS
is checked and the following result is generated in the figure 5.10 below where it is
seen that the website is secure and free from XSS vulnerability.
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Summary

Overall risk level: Risk ratings: Scan information:
High: Start time: 2022-01-15 18:21:33 UTC+02
Medium: J Finish time: 2022-01-15 18:22:32 UTC+02
Low: u Scan duration: 59 sec

Scan status:

Findings List of tests performed (3/3)

+  Checking for website accessibility...
M Website is accessible. v Spidering target...
M Nothing was found for Cross-Site Scripting. /' Checking for Cross-Site Scripting...

Figure 5.10: Testing Summary Of XSS

5.2.2 SQL Injection

SQL Injection is the procedure of putting malicious code in the input section of a
website in the form of a SQL statement. When the input box is filled with malicious
code, different queries are run to check the value in the database. With the help
of SQL injection the attacker is able to view the data of other users present in the
database. The attacker may also change or delete important data from the database
[40]. This makes it more dangerous as the attacker can exploit data in their own
way. The following figure 5.11, shows the result of SQL injection that was produced
to check the website’s standings.

Summary
Overall risk level: Risk ratings: Scan information:
“ High: n Start time: 2022-01-15 16:46:17 UTC+02
Medium: |+ ‘ Finish time: 2022-01-15 16:48:29 UTC+02
Low: n Scan duration: 2 min, 12 sec
SUMPRWIN  iniched |
Findings List of tests performed (3/3)

+/  Checking for website accessibility...
M Website is accessible. +  Spidering target...

M Nothing was found for SQL Injection. +/ Checking for SQL Injection...

Figure 5.11: Testing Summary Of SQL Injection

5.2.3 Website Vulnerabilities

Website Vulnerabilities are weak points of a website that makes it easier for the at-
tackers to operate different attacks on the website. These vulnerabilities can provide
the cybercriminals different opportunities to modify or steal data that may result
in severe data piracy. The accessibility of a website, the secure flag cookie, HT'TP
header are the common points where there vulnerabilities may appear. The figure
5.12, below shows the website vulnerability testing and results.
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Summary

Overallrisk level: Risk ratings: Scan information:
High: u Start time: 2022-01-15 18:36:39 UTC+02
Medium: a Finish time: 2022-01-15 18:37:03 UTC+02
Low: _ Scan duration: 24 sec
Info: 5 Tests performed: 14/14
Scan status: :‘

Figure 5.12: Testing Summary Of Website Vulnerabilities

5.2.4 Performance Testing

The performance testing is done by the PageSpeed Insights tool [38]. For desktop
or laptops, the performance is impressive where the overall score is 98 on a scale
of 100. From the table 5.1, the total blocking time measured is 10ms. This means
that the usability of the webpage during loading is very convenient. The largest
contentful paint takes time of only 1s. Also, the speed index is only 1.1s meaning
the content of the pages would not take more than 1.1s to appear. Lastly, to become
fully interactive the web page takes 1.2s only. So, performance-wise the website is
in great condition. The following table 5.1 shows the overall performance details of
the website.

Performance Metrics | Time Taken
First Contentful Paint 0.6s
Speed Index 1.1s
Largest Contentful Paint 1.0s
Time To Interactive 1.2s
Total Blocking Time 10ms
Cumulative Layout Shift 0s

Table 5.1: Results Of Performance Metrics

In the case of Mobile phones, Medicare performs moderately. The Total Blocking
Time increases to 470 ms which eventually affects the smooth operation of the ap-
plication. The reason according to the diagnosis of PageSpeed Insights is, resources
are blocking the first paint of the page. As a result, the performance score comes
down to 74.

5.3 Challenges And Limitations

The biggest challenge that we faced is, continuing our research during the pandemic
situation. There were some more challenges like learning or getting introduced to
a new programming language and framework, implementing a web application and
hosting it. Also, the tools for testing the whole system were costly. As a result, the
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authentic and dependable tools were hard to find. Buying a cloud server was also a
costly procedure.

For implementing this whole project nationwide, the local server has to be set up
and maintained. But setting up a local server is not easy as the local server needs a
dedicated device for it. So, having little resources, the implementation of two servers
was not possible. Thus the concept of a web farm was not possible. So, data was
kept in a database in different tables connected with a key. Moreover, MFA or multi
factor authentication was not possible as the OTP gateway was expensive to imple-
ment. Instead, SFA or single factor authentication was used. But for authorization
of users, instead of OTP, a request system was created where one can request for
some specific files from another user. Another limitation was not using paid tools
for testing as the paid tools were expensive.

Though there were many challenges and limitations, the implementation of the
web app was possible and data was kept securely in the server. Many attacks were
produced and the web app gave a positive outcome. No data breach was found and
getting access to the data was not possible. So, even with all these challenges and
limitations, the system was secure and trustable. So, developing the whole system
with two servers would give higher security and create a user friendly environment
in the web application.
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Chapter 6

Conclusion and Future plan

With the advancement of information technologies, the healthcare system has also
been modernised in the developed countries with the use of the secure EHR system.
However, developing countries like Bangladesh are still using the traditional way to
keep health records which are not efficient and reliable anymore. In this respect, it
can be concluded that a quality based EHR system with proper data security needs
to be built which must be easily and widely applicable throughout the country. Here,
a secured electronic health record (EHR) system is proposed in the perspective of
Bangladesh which will be cost effective, user friendly and efficient. In this regard,
a web-based application is developed named ‘Medicare’ which is tested and proved
secure. As for authentication, similar approaches like Kerberos are implemented
which makes the system harder for the intruders to break in. Moreover, the ad-
dition of the AES encryption method will safeguard the whole system from being
compromised. This research will motivate the people of Bangladesh to analyze the
drawbacks of the existing system and jump into the highest security standard.

The primary and obvious future work is the addition of solutions to the power
backup issues. The data can be lost in case of power, machine, and hardware fail-
ures in both wanted, unwanted, and contingency situations. But an improvement
in AES by enhancing the cache memory occupation in temporary memories will
eliminate the waste of time and money to a relevant extent. In addition, the im-
plementation of such a plan will ensure that if there is any planned power cut by
the spammers to make the system freeze and launch an attack, as soon as the ma-
chines get power again, the attack will be prevented without any further layer of
security. In the extension of the theoretical and practical framework-based works
of the report, the construction of one web farm concept was not possible because
of the absence of a configured Computer that will act as a local server for the de-
signed proposition. For the time being, the architecture is being implemented by
placing the two databases into a single server. But in the future, the introduction
of a locally set up private server will enhance it for personal information storage by
keeping sensitive information safe and secured.

We believe that countrywide successful implementation of this EHR model will take
the healthcare system to a whole different dimension.
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