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Abstract 

Over the past decade, human interest in wireless communication has increased remarkably, and 

this has led to the development of the Internet of Things (IoT), Cloud, Fog, and Edge 

Computing. Existing wireless network models face several problems: low mobility, shortage 

of storage space, and slow data transfer speed due to the increased data traffic. As 127 new IoT 

devices are connected to the web every second, finding the solution to these problems has 

become a necessity. To improve the baud rate, Cognitive Radio was introduced, allowing the 

signals to select the shortest possible route during transmission. This paper proposes a model 

for CIoT-Fog-Cloud networking and the Reconfigurable Intelligent Surface (RIS) framework 

to resolve some of the problems. Fog-Cloud computation and Fog-Fog computation are the two 

situations considered to explain that storage computation would be more efficient, owning to a 

reduced physical distance between the Fog Nodes. The simulation results provided signs of 

quicker data transfer with low energy consumption and less transmission time. 

Keywords: Cloud Computing; Cognitive Radio; Edge Computing; Fog Computing; Internet 

of Thing; Reconfigurable Intelligent Surface.  
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Chapter 1 

Introduction 

1.1 Introduction 

The electronic transmission of the data between two or more points which are not bound by the 

electrical device is recognized as wireless networking. Individuals, as well as other 

organizations, can often interact over long ranges using wireless technologies. Wireless 

networks are often designed to satisfy various filtering specifications. Those could be modified 

and reduced easily, according to the requirements of one’s organization. While the unforgotten 

aspect of our lives is wireless technology, demand has risen more than anything because of 

CIoT. Cognitive IoT involves the usage of cognitive IoT technology paired with linked digital 

data and methodology that can be provided by such systems. These will therefore make rational 

judgments, evaluate expectations, examine important data and include on-demand operation. 

As IoT develops progress, cognitive radio-based IoT frameworks would in the long - run 

become crucial demands. With the transformation from IoT theory into practice, the number 

of IoT devices are planned to expand into a wide variety, making it challenging to provide 

sufficient frequency band to these gadgets. The potential challenge for spectrum regeneration 

is cognitive radio (CR). CR causes the signal to pick the quickest route for transmission 

completion. Inactive stations throughout CR and IoT system are recognized by spectrum 

identification. 

Transportation in wireless networks is increasing at an unprecedented pace, and innovative 

technologies in the future networks are expected to require more high levels and increased 

profitability. The cloud offers flexible computing capacity and growing forms of data access. 

This decentralized database system has many parallels to the conventional wireless networks, 

which interconnects all of the modules required for detecting and local filtering. Many of the 
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most advanced innovations become IoT and cloud computing. A vast volume of data is 

produced every moment by the Internet of Things (detectors, machinery and technologies). To 

maximize the advantage of IoT technology, cloud computing allows us to protect and analyze 

these data. Cloud storage often will enable organizations to extend the network of their specific 

requirements without requiring external equipment and resources. Besides, Cloud 

infrastructure often facilities to ensure data sharing and processing or a direct connection to 

facilitate the continuous transmission of data around computers, software and the web. As this 

knowledge is transmitted over a lengthy network connection for processing, authentication and 

monitoring, it takes even longer to analyze the information at the bottom, next to the data 

source. With the decline of running and maintenance expenses, cloud computing can link 

devices and allow system registry in a limited period, on-boarding, virtual software 

maintenance and virtual detection. 

In particularly large server networks and general database structures, Fog computing may be 

interpreted, contributing to the increasing difficulties in viewing knowledge critically. In 

comparison to databases in network infrastructure, fog computing allows for processing 

resources to existing on a local network. Comparison to cloud computing, fog computing 

stresses accessibility to end consumers and consumer priorities, including operating expenses, 

protection measures, resource utilization, dispersed spatial delivery and conceptual knowledge, 

decrease in latency and bandwidth savings to deliver higher quality services and edge analytics 

mining. Fog computing creates this convenient to operate computers between end-users and 

infrastructure computing information centers, processing and communication services. Fog 

computing is the interpret from how edge computing works which allows computation, storage 

and networking infrastructure between end-users and cloud processing centers simpler to run. 

Similar to network infrastructure, edge computing does not have to be distributed through a 

distant cloud and other hierarchical networks. Through minimizing distance, the edge will 
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increase the quality and efficiency of data transfer and even the system and equipment on edge 

through transmitting data to specific channels. Edge, computation and processing structures are 

situated at the edge of the part, smart device, database or individual generating the data being 

analyzed as quickly as feasible. The goal is to eliminate communication delay, as the data do 

not need to be transmitted to a local distribution device from the edge of networks and back to 

the edge. For edge architectural processors, the Internet of things linked tools is a 

straightforward usage. This would undoubtedly extend the functionality of IoT devices to have 

different usage cases with IoT in general through putting a micro platform like fog and edge 

on the IoT application to offering the software and solutions to utilize this. 

1.2 Literature Review  

Over the years, researchers have been investigating how to demonstrate quick, time-

consuming, and well-secured network system without being disconnected. In this literature 

review, we have pointed out several remarkable research that has been done. 

Review of Fog Computing 

T.H. Dang [11] addressed several frame models for the improvement of data security and 

performance by increasing efficiency. He proposed a Region-Based model for secure 

transmission among Fog nodes, a Fog-based model for operating Fog nodes and a service 

development model for changing device location. They found encouraging outputs that 

demonstrate the suitability of their proposed model.    

Therefore, R. Basir et al. [9] discussed the major operating sectors, which are the key to 

industrial revulsion. Hence, they pointed out the necessary solutions to the critical situation of 

Fog computing and IoT application.   

J. Li et al. [15] proposed a unique forwarding scheme that can maximize the delivery rate while 

maintaining low latency and efficiency. The experiment verified that the proposed scheme 



4 
  

could perform better than many other well-known forwarding models in terms of routing 

performance and security issue.      

Multiple Fog nodes are preferable for building a robust, reliable network system because a 

single Fog node may get busy and block the whole system. Based on cross-domain IoT 

function, the authors of [16] proposed a Fog-based framework that shares services at the 

network edges by using several layers and launched a superior Fog structure for a stable, 

continuous service.  

H. Lu et al. [17] presented an overall discussion of the framework of Cognitive Internet for 

self-directed driving. Again, they discussed detailed computation of the framework to improve 

transmission rate through Cognitive Internet of Vehicles and finally came with a cross-domain 

IoT model for autonomic driving based on Cloud/Fog Computing scheme. 

Similarly, M. R. Anawar et al. [18] elaborated the importance of researching Fog Computing 

infrastructure to gain a more precise concept about significant IoT data computation as Fog 

Computing is on the rising stage. Thus, they discussed the obstacles while implementing Fog 

network and pointed out the possibilities in the aspect of ample IoT data research.   

P. Verma [19] focused on the problem of unpredictable time delay, which occurs while 

processing distant health tracking service through Cloud. Hence, the author suggested a 

preferable solution by utilizing the principle of Fog Computing, including modern 

methodology. Moreover, correct action taking feature on accurate time made the proposed 

model more convenient. 

S. Ali [20] researched on how to enhance the response duration of heart attack patient, 

connection of specific transport, and to avoid transport clash during emergency time. In the 

research field, E-health concept in IoT structure is the advanced section of attention for the 

researchers. The authors presented an outstanding infrastructure, performance of tasks and 
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classification of the structure to prevent heart attack crisis through voice and gesture monitoring 

smart devices. 

A. Kanyilmaz [21] gave insights of how to operate smart home function without any 

interruption using multiple Fog nodes. Because of poor internet connection and power 

restriction problem of devices, designing confidential Fog networking model became a 

necessity for computation of data processing. The authors provided a Fog Computing frame 

with remote node to apply in a smart home, which resulted in data privacy and diminished 

internet usage. 

J. Wang [22] provided a great analysis of the mixed computing system regarding the selection 

process and implementation serial in a task queue. Thus, for solving the challenges, the authors 

proposed three different method-based models for accurate time operation and performance 

issues to demonstrate the reliability and the productivity of the structure in industrial IoT 

service.    

Apart from this, L. Lu et al. [23] introduced a music intelligence system based on machine 

learning methods to link up the music and automatically grade the music. For identification 

purpose of the melody, concealed Markov model and Gaussian mixture model are executed in 

cloud servers. The authors found useful outputs that provide support to originate melody grade 

and a way for future research in music cognition field. 

N. Moustafa et al. [24] proposed a model that executes reasonable run time during emplacement 

of task by using an execution log to select appropriate Fog for quick data transmission. The 

framework contains a depository of Fog behaviour details which preserved in a standard log 

pattern to decrease the latency of the whole simulation system. 
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J. Ma et al. [8] researched the complication of Cloud services that use up a vast quantity of 

space in the network infrastructure and take huge time to execute data transportation due to 

distant source. Therefore, the authors came up with a several level Fog Computing schemes 

based on IoT using a specific algorithm to provide a solution to those limitations and diminish 

power usage of the terminal layer. 

C. Mouradian et al. [25] experimented a framework that uses accidental spot movement of Fog 

nodes to experience the required real-time and operation cost. Based on that, the authors then 

constructed a model using elements emplacement specific algorithm to discover non-optimum 

emplacement, which developed the desired timespan and operation implementation charge of 

the overall frame.  

 F. Jalali et al. [26] surveyed high tech circumstance in the network structure, operation layer 

and system dematerializing which maximize or minimize power usage of an IoT infrastructure. 

Furthermore, the authors pointed out techniques to control the power efficiency of IoT 

operation and facilities using Fog computing. 

Additionally, N. Khumalo et al. [27] investigated the benefits of using Fog Computing to 

balance the financial limitations of users by maintaining local transmission, storage, 

association, supervision, policy-making and thus allow excellent quality facilities for users that 

can provide the necessary solution to overcomes the cost issue in 5G deployment. The proposed 

structure operated better than cloud deployments structure based on energy efficiency and time 

duration in the advanced agriculture scheme. 

Again, L. Velasco et al. [28] reviewed a secured, extremely distributed Fog computing 

architecture including three major construction part consists of the scalable node for integration 

purpose, controller for monitoring and services to perform at the Edge of a wireless network. 

The system architecture provided a solution to perform budget-friendly 5G services.  
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R. Shahzadi et al. [29] proposed a three-tier Fog system based on the alternate identifying 

process including challenges like source allocation, confidentiality, unavailability of system 

architect, software verifying, and support for the diversified networks. 

Furthermore, M. S. Elbamby et al. [30] researched the problem of task allocation and active 

Edge caching in fog networks. The authors proposed a structure that includes user nodes for 

edge computing, Cloudlets for proactive computation and cached memory transmission with 

the target of achieving low latency and authenticity limitations. 

E. Balevi [31] determined the ideal nodes which need to have extra transmission ability by 

transforming themselves to Fog nodes for achieving maximum performance rate by minimizing 

computation delay. Only the maximum transmission capable Fog nodes should be elected in 

order to avoid path loss for heavily deployed systems.   

H. Yildirim, [32] worked on the most appropriate benefit of utilizing RISs for overall ins-out 

application with various frequency bands. A basic operational structure with a specific RIS was 

experienced, and the improvement of the elements on the maximum presumed allotment of the 

forwarded signal and illusion behave was noticed. 

 Review of Cloud Computing 

S. Dillon et al. [10] aimed to point out the limitations and difficulties of Cloud computing while 

discussing the paradigm of service bashed and grid-based model to relate them with Cloud. 

The authors focused on exchangeability aspects including IaaS, PaaS, SaaS for future research 

and improvement. 
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Bonomi et al. [12] looked upon new operation and facilities produced from Cloud computing 

paradigm executed by Fog computing. The authors also researched the interconnection 

between the Fog and the Cloud while determining the limitations of Cloud computing. Thus, 

they claimed critical behaviour made the Fog the perfect stage for challenging IoT services and 

applications. 

S. Prabavathy et al. [33] gave the insights of identifying the threat at a fast rate for IoT operation 

by allocating local Fog nodes in cloud observation. The experiments of the proposed system 

verify to be time-efficient and accurate in allotment while it enhances the distributed 

interruption selection mechanism with expandability, adaptability and compatibility. 

C. Fiandrino et al. [34] evaluated application distribution for mobile cloud computing by 

developing a model based on the android application and introduced implementation time 

behaviour of several allotment aspects. The results uncovered infrastructure that lies between 

the prototype and devises pattern for appropriate power supervision of the service-based 

operation. 

Similarly, N. Moustafa [35] provided a remarkable analysis that defines Fog as a lookalike 

system of Cloud consisting of a similar operation, software, interface and service structure 

Cloud. Hence, the authors suggested a scheme that explains the correlations between IoT, Fog 

and Cloud for the proper execution of security limitations, resolution and future instruction.  

R. Vilalta et al. [36] validated the idea of TelcoFog infrastructure including three major 

participation blocks consist of the scalable node for continuous integration, controller for 

facilities allocation and services to ensure proper monitoring of the suggested structure and to 

enable them to drive above any telecom system architecture. 
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P. Bellavista et al. [37] discussed in their paper the real-life drawbacks consist of container-

based dematerialized sources and association of IoT access which exposed advantage of the 

proposed unified infrastructure to support 5G service, Edge-Fog combined capabilities and 

focused on most appropriate and clear professional difficulties.  

M. A. Rahman et al. [38] presented a transmission structure between mobile users- fog nodes, 

and between fog nodes-cloud, which can sustain smart facilities such as seeking lost person in 

the populated area, indicate high health risk areas, place-based information of interest and 

monitoring emergency time to make a long-lasting, energy-efficient Big IoT data model. 

A. Mebrek et al. [39] introduced an ideal model including three specific energy-efficient ways 

including different line models and the combinational game between Fog nodes with the 

objective of reducing the overall performance charge of IoT operations. 

S. Sthapit et al. [40] introduced a sensor network using chains of network and linear operating 

method when Cloud and Fog are not available in the platform. The proposed method has 

experimented in a different situation containing maximum and minimum range, one-sided 

association, and various value of statistics interchanges to investigate the strengths and 

weaknesses of the proposed algorithms. 

Review of Edge Computing 

A. Yousefpour et al. [6] gave the insights of Fog computing and its similar computing 

prototype, containing their standard features and dissimilarities. Hence, they classified the 

contribution to Fog computing and identified differences among several access to the edge 

computing, cloudlet to overcome the privacy and real-time response issue in the IoT server. 
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Besides, H. E. Sayed et al. [7] comprehensively surveyed the edge schemes and provided a 

comparative study of cloud computing to confirm productivity and inventiveness of Edge 

computing. After researching several network characteristics in the scheme, the result 

demonstrated that Edge performs better than Cloud computing structure. 

K. Dolui et al. [13] researched on how to take off distance issue between Cloud performance 

and users in order to reduce real-time delay while transmitting a signal. Thus, the authors 

discussed three unique execution method consist of Fog Computing, Cloudlet and Mobile Edge 

Computing based on a group of variables which can be chosen automatically to complete 

secured operation successfully.  

R. Ullah et al. [14] provided a remarkable analysis that defines enabled NDN with Edge 

computing is an ideal way to diminish latent time, major network trade, the capacity of 

manufacturing massive data within a short time and returning the outcome to the users in 

physical duration.  

K. Peng et al. [41] presented an extensive survey of mobile Edge computing service approval 

by giving an overall summary including specification, infrastructure and facilities of Edge 

computing. The study also includes two different taxonomy, Edge server-based supply, expert 

guide, Edge emplacement, source allotment and open issues for a better understanding of the 

edge service adaptivity. 

N. Abbas et al. [42] presented an all-inclusive survey to understand the progress of mobile edge 

computing sector containing denotation, superiority, framework and operation reign in terms 

of data assurance and confidentiality. 

F. A. Salaht et al. [43] mentioned that Fog was innovated to supplement Cloud Computing for 

operating various IoT function with the low latent period, fast delivery, wide range, regional 

allotment which is a demanding model in real life. Therefore, the authors surveyed on 
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emplacement problem in Edge Computing based on modern organization aspect and specified 

limitation which should be solved. 

G. Premsankar et al. [44] addressed that data produced by detector, actuators, and other 

equipment in IoT has considerably improved in the present time. Again, the authors surveyed 

edge computing structure to identify benefits, permitting methodology to present mobile 

gaming and lastly source comprehensive 3D operation to investigate time duration.   

F. N. Nwebony et al. [45] surveyed on how low latent period, the low cost can be gained by 

imposing Edge computing prototype and proposed a technology for e-Health conventions, e-

Health advantages from superior transmission model, to transfer health details and provide 

health facilities based on edge-cloud and additional prototype. 

S. Muhammed et al. [46] addressed a scheme with mathematical execution of three elements 

and four-level including medical care system model, UbeHealth, intense learning, high-

efficiency computing to overcome the limitations such as response time, wideband, and 

authenticity. Three broadly used group of info are utilized to determine the UbeHealth function. 

X. Sun et al. [47] proposed a significant model to compute at the Edge for the IoT structure, 

edge IoT to handle the media stream at the mobile Edge in order to solve the expandability 

problem of the usual IoT. The authors modified the model by adding proxy VM migration 

system to reduce the transit delay and fog computing structure to maintain flexibility while 

ensuring user safety. 

T. Nguyen et al. [48] mentioned that Mobile edge computing is imposed to discharge tasks 

from cloud computing to provide services to mobile IoT devices. However, several crucial 

difficulties occur like suggested services effectiveness on the desired MEC node and 

identifying ongoing services in nearby MEC. The authors indicated a content-based networking 
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service arranged in every reign following a three tired graded network to guarantee the quality 

of service. 

M. A. Rahman et al. [49] suggested a Blockchain-based architecture to provide safety and 

confidentiality services for the long-lasting IoT confirmed distributed financial state in smart 

industries. The model contains a long-term technology which can supremely promote protected 

smart city facilities, such as contributing economic state, smart agreement, and digital 

interrelationship with chain and IoT operations. 

1.3  Motivation  

Cognitive Internet of Things has tempted a massive curiosity from various terms and segments 

because of their extensive range of utilization through fog, cloud and edge computing. CIoT 

can provide an expanded range of results to most of the communication threats while merged 

with telecommunication networks. Moreover, it can also return a positive outcome to various 

groundbreaking technologies related to the swift network system. Because of real-time 

computation of fog, storage capabilities of clouds and reliability of edge computing, they are 

beneficial to operate together for better throughput in CIoT technologies. The prominent 

feature of CIoT is their improved data speed which is conducted through fog nodes, 

Reconfigurable Intelligent Surfaces (RIS), clouds as well as unlicensed devices. The 

implementation of CIoT based wireless communication offers the best possible solution to slow 

data transmission, lack of flexibilities and storage problems. The main motive of our thesis was 

to construct a system model in order to accelerate data transmission with maximum energy 

efficiency and also introduce preferable output. The accurate framework can analyze the 

performance of the infrastructure for the given wireless transmitted data with low bandwidth. 

We have imposed cognitive IoT based simulation to compute the data rate equation, whereas 

simulation models are usually used for a broadscale view of the transmission layout. 
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Simulations are significant enough for pointing out appropriate positions of IoT devices, 

transmission power acknowledgement, data rate comparison and transmission delay 

comparison between CIoT devices to get better performance shortly. 

1.4  Background of Fog, Cloud and Edge Computing 

1.4.1 Introduction  

Cloud storage is a retrieval type in which information is processed and retrieved electronically 

from various servers. Furthermore, with the help of fog and edge computing, the processing 

efficiency has been enhanced by enabling end-users to display narrower comprehensive data 

instead of saving information in an extensive, cloud-based archive, alongside data that they 

will never have to use. We will address the context details concisely for fog computing, cloud 

computing, and edge computing in the following sections. 

1.4.2 Fog Computing 

Fog computing is designed to provide reliable acknowledgment of the Internet of Things. Fog 

is a distributed platform for the storage and analysis of customer and cloud information. Fog 

computing depends on a specification that combines computation mechanisms and contextual 

application advantages for sensor nodes. A fog processing methodology contributes to a 

simulated world in which the person stores and manages the data. Fog computing reduces the 

distance between the cloud and IoT devices, enabling the calculation, encoding, 

communication, and control of channel nodes in IoT devices' vicinity. The 'horizontal' fog 

computation configuration allows computing operations via many frameworks and entities and 

encourages spent deployment via a vertical structure. Fog computing is defined as a "horizontal 

framework" who is user-friendly, storage, management, and networking through a seamless 

cloud to all platforms. Fog computing allows for real-time data processing, promoting data 

collection as rapid as our network in our immediate community. 
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1.4.2.1 Characteristics of Fog Computing 

1. It uses less energy. 

2. It increases the efficiency of the network.  

3. There is also no internet required. 

4. Fog is similarly suited to be viewed for the immediate future. 

5. A large number of fog nodes are necessary. 

6. Enhanced utilization of the power of Fog nodes of IoT interfaces also increases. 

7. Nodes need a great deal of capacity to interact with nodes at more extensive ranges. 

8. Data is scattered through nodes. So, the whole structure would not fail if anything goes 

incorrect. 

1.4.3 Cloud Computing 

Cloud computing, on-demand wireless network connectivity, facilitates data collection without 

explicit, direct user intervention. Telecommunications companies are required to provide their 

cloud management and maintenance capabilities in collaboration with their heterogeneous data 

and delivery systems to deliver Software-Defined Networking (SDNs), Network Virtualization 

(NFV), Mobile Edge Computing (MEC), and Cloud Access Networks (C-RANs) for future 5 

G services [36]. Cloud computing offers a realistic solution through the utilization of advances 

in network technologies. The Cloud storage paradigm not only focuses on data centers designed 

to handle large data sets but also on their service. Groundwork, applications, and software 

(IaaS, PaaS, SaaS) are used as a Cloud resource. Infrastructure as a Service (IaaS) allows cloud 

users to connect to the IT system to distribute storage, memory, and networking [10]. Using 

optical networks, these data centers are often interconnected together in a manner that offers a 

particular terminal benefit, providing data center networks with low latency links between data 

centers [11]. 
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1.4.3.1 Characteristics of Cloud Computing 

1. The storage space is significant. 

2. The computing power is much more sophisticated, and the computations are complicated. 

3. It is sufficient for long-term analyzes. 

4. It helps minimize the affordable cost of resources by minimizing the use of expenditures 

in hardware devices. 

5. If the Internet is available, it has the advantage of working from all over the world. 

6. Big system piles on a cloud server lead to mounting and congestion delays. 

7. The difficulty of sophisticated agreements when it comes to accessing the platform 

complicates cloud infrastructure. 

8. Security is a crucial concern since the cloud is available to the public around the world. 

9. Requires continuing Internet for more substantial operation. 

1.4.4 Edge Computing 

We live in an era dominated by revolutionary cloud computing technologies, and billions of 

individuals were utilizing personal cloud storage to use the Internet to store their information. 

Excess latency and bandwidth consumption have become a concern nowadays due to the 

growing number of users. An idea called 'Edge Computing' came as an addition to the Cloud 

to exploit 5 G wireless technology that would allow for real-time responsiveness, lower latency, 

to more straightforward maintenance. Edge Computing acts as an intermediary layer between 

the server and the end-users, allowing information to be processed, interpreted, and exchanged 

at the edge of a networking structure. For possible interpretations of the systems functioning 

as the intermediate Edge nodes, the transmitting protocols and framework used by the Edge 

layer, and the Edge layer's assistance, the Edge layer is performed in the center of end-users 

and the Cloud. There are three groups to classify the edge layer architecture: Mobile Edge 
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Computing (MEC), Fog Computing (FC), and Cloudlet Computing [13]. Edge computing will, 

however, be incorporated as a groundbreaking Edge infrastructure in cellular and wireless 

networking contexts, integrating software and hardware devices positioned in the proximity of 

end-users at the edge of the network. The fundamental idea of edge computing is to introduce 

comfort to the network's edge, such as processing and speed. In order to limit data congestion 

and response delay, the storage capacity is taken adjacent to IoT devices and to facilitate space-

intensive IoT applications [14]. The data generated by the end devices will work at the edge 

nodes, and for further processing, only a particular portion of the information will be sent to 

the Cloud. Thus, it is possible to decrease the backbone network and the connectivity load. 

There are some major features of Edge Computing which are described below: 

1) QoS and Latency: Although edge devices are useful, many of them lack sufficient ability to 

meet the delay-sensitive needs. With immense computational capacity and physical space, 

cloud infrastructure provides resource-enhanced technology. Most IoT systems are, however, 

vulnerable to delays. All these systems are available via the WAN, which creates a lag in 

comparison to cloud versions. Thus, traditional clouds do not fix problems such as connectivity 

and real-time requirements. Apart from where the end-user is situated, different network hops 

would be programs that need more operational potential and storage resources that cannot be 

built competently with cloud technology. Operating services are required to achieve high QoS 

at the edge of the network. For example, in autonomous vehicles, the information collected 

from the camera needs to be evaluated efficiently to fulfill the real-time QoS criterion. The 

combined cloud servers obstruct the user interface due to inadequate Internet capacity and 

WAN delay. The general latency will be reduced if the databases are installed adjacent to the 

end network. The high efficiency of the local area network (LAN) and a comparatively limited 

number of demands are the advantages of servers nearest to the users. 
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2) Reduction of Core Network Traffic: The number of devices will generate an incredible 

amount of raw information that can be processed and stored due to IoT. According to [14], 

every month, 15 petabytes of traffic is generated. Due to the lack of storage space on cloud 

servers, allowing the entire traffic to be distributed to the cloud network would cause cloud 

servers to overloaded. The data must be stored on the edge servers to mitigate bandwidth 

consumption and reduce latency on the core network. In this way, billions of end-users can be 

managed to solve data traffic and latency on edge servers. The edge computing solution will 

also play a prominent part in restricting traffic on the entire networking infrastructure. 

3) Expandability: It is known that a significant number of IoT devices may potentially lead to 

a significant scalability problem in the future. Consequently, the transmission of massive 

volumes of information to cloud servers can result in data blockage. Cloud storage would also 

no longer work successfully in this situation. Edge server virtualization can provide an 

opportunity to promote expandability in this scenario. Cloud service overload can be overcome 

as this information is stored on the Edge nodes since a very minimal data volume is sent to the 

Cloud servers. 

Shortly, the tech sector will soon be dominated by limitless sensors, computer devices, and 

Internet-based smartphone applications. A reliable edge computing system should be 

developed to meet the enormous requirements, which can accommodate both computation and 

communication effectively, making it an automated system. 

1.4.4.1 Characteristics of Edge Computing 

1. Edge computing occurs near the devices where the sensors are linked. As a result of the 

shorter distance from the end devices, the data is processed quickly and gives us a real-time 

response [13]. 
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2. As data is stored locally on the computer consumers use [6], Edge Computing is more 

reliable.  

3. As the data is stored on the local area network (LAN), an internet connection is not needed. 

4. In Edge Computing, the service level is better than in the Cloud since the connected devices 

do not have to wait for the connection. 

5. They can reduce their costs by reducing the bandwidth required, according to the 

organizations. 

6. Since it is the closest one to the user, so it is the most secure. 

7. It has less processing power since it is performed near the source of information. 

8. Instead of getting the full information from the Cloud, Edge Computing gathers and handles 

only a subset of data. As a consequence, it is possible to lose any required information. 

9. More local hardware is required for Edge Computing. 

1.5  Objective of the Thesis 

This study aims to build a networking model for improving energy performance, the latency of 

data and enhance high-power processing. For this, we are incorporating the idea of cloud, fog 

and edge computing along with CIoT. The primary targets were identified to achieve this goal. 

1. The Edge computing has been designed to cope with the connectivity of node devices 

closest to the consumer end and collect data efficiently while providing everyone with a 

solution in high definition. 

2. Fog computing is not only used for collecting external data but also for storing all user 

data while keeping the systems confidential. 
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3. Mostly to do all complex calculations that are impossible with Fog and Edge, we have 

introduced Cloud infrastructure. 

4. We also introduced RIS to avoid traffic congestion problems that may occur if a solitary 

Fog node is often used more than just the desired user, and even if the Cloud network is 

overwhelmed with applications. 

1.6  Organization 

This thesis has been divided into four chapters that comprise of all the details of necessary 

information of CIoT, Fog, Cloud and Edge computing, with required mathematical models and 

equations, basic structure and simulation system. The results obtained upon simulations and a 

detailed summary of the entire research work done with future goals and scopes. 

Chapter 1 Introduction 

In this chapter, basic definition and the importance of IoT, Fog, Cloud and Edge computing are 

explained along with their characteristics. This chapter also discussed our motivations for 

considering this area of research, and informative literature analysis comprising substantial 

previous work on fog, edge and cloud computing and our objective of the thesis. 

Chapter 2 System Model 

This chapter consists of 3 parts. This chapter addresses the process of our models, a brief 

discussion about our network system and all the necessary computational equations, parameters 

and calculations. 

Chapter 3 Simulation Result and Discussion 

In this chapter we have discussed the simulation results which is the description of all the plots 

and figures that has been acquired through proper calculations. Concerning transmitted power 

and wavelength, we measured the effective interruption performance. 
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Chapter 4 Summary 

The chapter ends with an explanation of a model we established for medium-bandwidth control 

and delivery, decreased latency and two-way networking outcomes. 
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Chapter 2 

System Model 

2.1 Introduction 

The Internet of Things is a network where digital and manual machines are linked utilizing its 

computational capability. This offers a specific identification for each user to transfer data from 

one individual to another, without some human interaction. Since it is the system that is most 

accessible, in this paper, we find CIoT to be our edge system or user from which data is 

submitted and obtained. Fog node is linked to a limited number of CIoT devices to provide an 

adequate, stable data transmission network infrastructure. To prevent any route failure, network 

flow issue or spectrum bandwidth issue, RIS framework is implemented in the model where 

data is transmitted using real-time technologies. RISs are now seen as exciting new hardware 

technologies to boost wireless network coverage and energy consumption by dynamically 

modifying the transmission system of electromagnetic waves. Finally, we introduced the cloud 

infrastructure approach to get to the data quicker and better and to remove all the operational 

problems from the whole network. Cloud infrastructure is the on-demand provision of 

computer device services, in particular storing data (cloud storage) and processing capacity, 

without the recipient requiring immediate active control. Both edge tools and computing 

technologies can always ensure data security and protection. In the way of comparison, the 

following segment includes a more in-depth description of the prototype involving fog and 

cloud computing accompanied by fog and fog. 

2.2 Network Description 

There is a two-way contact mechanism linking the whole network. Moreover, we consider up-

link as well as the downlink interface, where each device can store, transmit and receive data 

at the same time. Three specific levels of the network structure can be included: (1) CIoT-Fog; 
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(2) Fog-RIS-Cloud / Fog-Cloud; (3) Fog-Fog. Thus, we approach the idea of CIoT devices as 

several users linking to the Fog nodes, which are then linked to the RIS and ultimately, the 

network is focused on cloud storage network connectivity. 

 

Figure 2.2.1: Illustration of the network configuration under construction 

2.3 Mathematical Models 

In this section, we derive the two methods taken based on the proposed system. For that, we 

have used the equation for Shannon's capacity theorem.  

𝐶 = 𝐵 log2(1 + 𝑆𝑁𝑅) 

Where, 

C= capacity  

B= bandwidth 

SNR= signal to noise ratio 

We are considering SNIR, which is signal to noise interference ratio. SNIR is described as the 

ability of a particular desired signal divided by the sum of the power of interference (from all 
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other interference) and the power of several background noise. If the noise power is null, then 

the SNIR decreases to the signal-to-interference ratio (SIR). SNIR is often used rather than 

SNR in wireless communication systems to measure the mathematical concepts. 

2.3.1 Fog and Cloud Notations 

Assume, that the packet size is K-bits in the fog node (Fn) and the number of bits that have 

been partially analyzed in the packet is Q-bits. The rest are interconnected which is K-Q cloud 

bits. We define the transmission delay between fog and cloud as follows: 

                                          𝜏𝑡𝐷
𝐹𝐶 =  

𝐾

𝑅𝑓𝑜𝑔 
+

𝐾−𝑄

𝑅𝑐𝑙𝑜𝑢𝑑
                                                                        (1) 

 

Where, 𝑅𝑓𝑜𝑔 and  𝑅𝑐𝑙𝑜𝑢𝑑 are the data rate of Fn and cloud, that can be articulated as 

                                         𝑅𝑓𝑜𝑔 = 𝐵log2(1 + 𝑆𝑁𝐼𝑅𝑓𝑜𝑔)                                                               (2) 

                                        𝑅𝑐𝑙𝑜𝑢𝑑 = 𝐵log2(1 + 𝑆𝑁𝐼𝑅𝑐𝑙𝑜𝑢𝑑)                                                          (3) 

 

Here, 𝑆𝑁𝐼𝑅𝑓𝑜𝑔 and 𝑆𝑁𝐼𝑅𝑐𝑙𝑜𝑢𝑑  both symbolizes the signal to noise interference ratio at Fn and 

cloud. As a matter of fact, for the nth device the SNIR at the Fn, we find, 

 

                                                 𝑆𝐼𝑁𝑅𝑓𝑜𝑔(𝑛) =  
𝑃𝑐𝑛ℎ𝑛𝑑𝑛

−𝛼

𝜎2+ 𝐼𝑓𝑜𝑔1
                                                                       (4) 

 

Where, n=1, 2, 3… … N. N is the overall number of communication device. 𝑃𝑐 stands for the 

transmission power of the CIoT device, ℎ is the channel coefficient, 𝑑 is the distance between 

the CIoT device and the Fog node. Moreover, 𝛼 is the path-loss exponent, 𝜎2 is the noise 

variance and 𝐼𝑓𝑜𝑔 is the interference from other CIoT devices at the Fog node. Now, for mth  
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device SNIR at the cloud can be described as: 

                                  𝑆𝐼𝑁𝑅𝑐𝑙𝑜𝑢𝑑(𝑚) =  
𝑃𝑓𝑚[ℎ𝑓𝑐𝑚𝑑𝑓𝑐𝑚

−𝛼 +(𝑑𝑓𝑟𝑚
−𝛼 +𝑑𝑟𝑐𝑚

−𝛼 ) ∑ ℎ𝑓𝑟
𝑖 ℎ𝑟𝑐

𝑖 𝑒𝑗𝜑𝑖𝑍
𝑖=1 ]

𝜎2+ 𝐼𝑐𝑙𝑜𝑢𝑑
                           (5) 

Where, m=1, 2, 3 … … M. M is the overall number of fog devices. 𝑃𝑓 stands for transmission 

power of Fog device. ℎ𝑓𝑐, ℎ𝑓𝑟 and ℎ𝑟𝑐 stands for the channel coefficient of Fog-cloud, Fog-

RIS, and RIS-cloud, respectively. 𝑑𝑓𝑐, 𝑑𝑓𝑟 and 𝑑𝑟𝑐 is the distance between Fog to cloud, Fog 

to RIS, and RIS to cloud, respectively, and 𝐼𝑐𝑙𝑜𝑢𝑑 is the interference strength from the other 

Fog nodes at the cloud. We have also discussed here the indirect interaction between fog and 

cloud through RIS. Combining (4) and (5) equations into (2) and (3) equations, we receive, 

                                    𝑅𝑓𝑜𝑔 = 𝐵log2 (1 +  
𝑃𝑐𝑛ℎ𝑛𝑑𝑛

−𝛼

𝜎2+ 𝐼𝑓𝑜𝑔1
)                                                               (6) 

                                      𝑅𝑐𝑙𝑜𝑢𝑑 = 𝐵log2 (1 +
𝑃𝑓𝑚[ℎ𝑓𝑐𝑚𝑑𝑓𝑐𝑚

−𝛼 +(𝑑𝑓𝑟𝑚
−𝛼 +𝑑𝑟𝑐𝑚

−𝛼 ) ∑ ℎ𝑓𝑟
𝑖 ℎ𝑟𝑐

𝑖 𝑒𝑗𝜑𝑖𝑍
𝑖=1 ]

𝜎2+ 𝐼𝑐𝑙𝑜𝑢𝑑
  )         (7)  

From there, inserting the (6) and (7) equations into the (1) equation, we note, 

𝜏𝑡𝑟𝑎𝑛𝑠 =  
𝐾

𝐵log2(1+ 
𝑃𝑐𝑛ℎ𝑛𝑑𝑛

−𝛼

𝜎2+ 𝐼𝑓𝑜𝑔1
)

+
𝐾−𝑄

𝐵log2(1+
𝑃𝑓𝑚[ℎ𝑓𝑐𝑚𝑑𝑓𝑐𝑚

−𝛼 +(𝑑𝑓𝑟𝑚
−𝛼 +𝑑𝑟𝑐𝑚

−𝛼 ) ∑ ℎ𝑓𝑟
𝑖 ℎ𝑟𝑐

𝑖 𝑒𝑗𝜑𝑖𝑄
𝑖=1

]

𝜎2+ 𝐼𝑐𝑙𝑜𝑢𝑑
)

                       (8)  

2.3.2 Fog and Fog Implementations 

Again, if we assume, Assume, that the packet size is K-bits in the fog node (Fn) and the number 

of bits that has been partly analyzed in the packet is Q-bits. The rest are interconnected which 

is K-Q cloud bits. The latency between fog and fog is described as follows: 

 𝜏𝑡𝐷
𝐹𝐹 =  

𝐾

𝑅𝑓𝑜𝑔 
+

𝐾−𝑄

𝑅𝑓𝑜𝑔−𝑓𝑜𝑔
                                                                        (9) 

Also, here the Fog nodes obtain and record the data according to the owner.  

  𝑅𝑓𝑜𝑔−𝑓𝑜𝑔 = 𝐵log2 (1 +
𝑃𝑓𝑚[ℎ𝑓𝑓𝑚𝑑𝑓𝑓𝑚

−𝛼 +(𝑑𝑓𝑟𝑚
−𝛼 +𝑑𝑟𝑓𝑚

−𝛼 ) ∑ ℎ𝑓𝑟
𝑖 ℎ𝑟𝑓

𝑖 𝑒𝑗𝜑𝑖𝑍
𝑖=1 ]

𝜎2+ 𝐼𝑓𝑜𝑔2
  )         (10)  

 



25 
  

Eventually, we consider the (6) and (10) equations to be inserted into equation (9), we find, 

𝜏𝑡𝐷
𝐹𝐹 =  

𝐾

𝐵log2(1+ 
𝑃𝑐𝑛ℎ𝑛𝑑𝑛

−𝛼

𝜎2+ 𝐼𝑓𝑜𝑔1
)

+
𝐾−𝑄

𝐵log2(1+
𝑃𝑓𝑚[ℎ𝑓𝑓𝑚𝑑𝑓𝑓𝑚

−𝛼 +(𝑑𝑓𝑟𝑚
−𝛼 +𝑑𝑟𝑓𝑚

−𝛼 ) ∑ ℎ𝑓𝑟
𝑖 ℎ𝑟𝑓

𝑖 𝑒𝑗𝜑𝑖𝑍
𝑖=1 ]

𝜎2+ 𝐼𝑓𝑜𝑔2
  )

                       (11)  

So, this is the final equation for transmission delay between fog and fog.  
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Chapter 3 

Simulation Result and Discussion 

3.1 Introduction 

We have set up the equations on MATLAB software after formulating the computation 

equations in the previous chapter and have obtained the desired results. The findings showed 

that our proposed system model was able to increase the baud rate and reduce the data 

transmission delay with lower transmission power. We have identified the numerical outcomes 

of our proposed model in this chapter. To illustrate how powerful this model can become to 

mitigate the disadvantages of slow data transfer, we have used suitable comparison figures 

obtained from our system model. 

3.2 Plots and Explanation 

 

Figure 3.2.1: The CIoT, Fog, RIS and cloud approach 
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The above figure indicates the location of all items which exist on our system model including 

CIoT devices that are around 40-60 meters away from the three fog nodes. The Fog nodes are 

separated from each other about 260-350 meters. Every Fog node has the ability to store and 

process all data from the neighboring three CIoT devices. A RIS is also included which was 

placed between two Fog nodes at a distance of about 110-200 meters. In addition, a central 

cloud is also located about 200-450 meters away from the three Fog nodes which can collect 

and manage all the information from every CIoT devices in the network. Based on Fig. 2, 

simulation parameters are assumed as: B = 15 kHz, α = 4, and σ2 = -174 dBm. It is presumed 

to be Rayleigh fading for all the channels.  

 

Figure 3.2.2:  Comparison of data rate in bps for CIoT-Fog, Fog-Fog and Fog-Cloud 

The figure shows analysis and comparison of data rate between three paths, i.e. CIoT-Fog, Fog-

Fog and Fog-Cloud, where the transmission power is located along the x-axis and the data rate 

is located along the y-axis. The figure indicates an increment in the data rate as the transmission 
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power increases. In contrast, when the transmit capacity is -69dBm, CIoT-Fog shows the 

highest data rate of 1.152e+04 bps. On the contrary, Fog-Fog displays a data rate of 91.84 bps 

at the same transmission capacity where the Fog-Cloud shows 4912 bps, respectively. From 

the above analytics, therefore, we can conclude that the CIoT-Fog path clearly shows higher 

efficiency for wireless network of the next generation since a higher data rate can be obtained.  

 

Figure 3.2.3: Comparison of the transmission time delay. 

The above figure illustrates the improvement observed after a transmission power of -93 dBm 

in the CIoT-Fog-Cloud path. The figure distinguishes both the CIoT-Fog-Cloud and the CIoT-

Fog-Fog path by their transmission delay and transmission power, of which all pathways 

display an exponential declining relationship with the parameters used to evaluate. The CIoT-

Fog-cloud path demonstrates a least transmission delay of around 0.01228 seconds if the 
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transmission power is -41dBm while the shortest transmission delay for the CIoT-Fog-Fog path 

is 0.5487 seconds if its transmission power is -67dBm. By contrast, the CIoT-Fog-cloud path 

has a higher transmission delay than all of the other system, as an instance, the CIoT-Fog-cloud 

path has a transmission delay of 2806 seconds at -130dBm transmission energy, whereas the 

CIoT-Fog-Fog path has a transmission delay of 155.6 seconds at the same power. 
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Chapter 4 

Conclusion and Future Work 

4.1 Conclusion 

The primary objective of this paper is to boost the sensing of speed because of higher optimum 

and maximum transmitting capacity by proposing a fog and cloud computing with the cognitive 

radio network. The simple benefits of IoT indicate that the amount of linked systems and IoT 

applications grows that as individuals and companies are gradually implementing IoT goods. 

This article proposed a framework for the effective implementation of extensive data 

processing and network protection specifications to clarify the interrelations between IoT, 

cloud, RIS and Fog layers. The triple surfaces were addressed here not only for the delivery of 

less flexible content with less power consumption but also for very rapid data storage and 

calculation. For data to be processed and transferred within mere seconds and everything to be 

rendered more superficial, a cloud system has been used to handle both complex programming 

and technical studies. In this paper, we have provided a paradigm for the management and 

transmission of medium-bandwidth, reduced latency and two-way networking results. 

The notable features of our work are summarized below: 

i. Assuming simulation parameters to be as: B = 15 kHz, α = 4, and σ2 = -174 dBm, CIoT-

Fog path showed the maximum data rate followed by Fog-Cloud path and lastly Fog-

Fog path. The maximum data rate of 1.152e+04bps was found in the CIoT-Fog path 

whereas the minimum data rate was found in the Fog-Fog path, about 91.84bps. 

ii.  In the same scenario, at low transmission power Fog-Fog path had better performance 

compared to Fog-Cloud path but as transmission power increased Fog-Cloud path 

achieved better data rate than Fog-Fog path. However, the CIoT-Fog path always 

showed better data rate compared to the two other paths. 
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iii. In case of transmission delay, CIoT-Fog-Cloud showed to have the lowest transmission 

delay of about 0.01228 seconds whereas CIoT-Fog-Fog path had 0.5487 seconds along 

with a higher transmission power. 

iv. Finally, in the same context of transmission delay, at low transmission power CIoT-

Fog-Fog path had lower transmission delay but at a bit higher power CIoT-Fog-Cloud 

path achieved the lowest transmission delay time and showed better performance.  

4.2 Future Work 

The Fog-Cloud node system model for CIoT is an encouraging operating procedure in high 

data rate telecommunication. We have evaluated that the outcome has an extensive scope than 

the particular infrastructure can deliver. There is yet huge extended opportunity for our 

proposed systems model that need to be explored for future developments and some of them 

are discussed as below: 

i. Due to the bounded bandwidth, progressive spectrum was utilised with an unlicensed user 

in a Cognitive Radio system. Friend or Foe (FoF) detection with physical-layer network 

can be adopted to distinguish a secondary user and a threatening malicious user in order to 

improve security system of CIoT [50].  

 

ii. We have analysed the pattern of Cognitive Radio interface where base stations area located 

without specific location in modern networks. The cognitive radio network performance 

consisting of a stochastic geometry approach technique can also be implemented under 

frequency elective Rayleigh fading channel [51]. 
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iii. The ideals of telecommunication radio frequency potential harvesting by operating battery 

gadget technique can also be designed for diminishing battery current consumption and 

activate eco-friendly cognitive radio network [52]. 

 

iv. A stable base station energy usage architecture with regional spectral efficiency of a CR 

channel using stochastic geometry strategy can be imposed to upgrade energy efficiency of 

the model [53]. 

 

v. The arithmetical synthesis of DASE in CWSN, activity of DASE and extended code rate 

for expanding DASE can also be designed for increasing spectral frequency as well as 

minimize energy usage and electromagnetic deterioration in digital networks [56]. 

 

vi. Cognitive UAV transmission between the UAV and the base nodes can be extended in this 

proposed model to establish UAV technology where mortal behavior or interaction is 

threaten in terms of expense and duration [57]. 
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